AlterPath™ OnSite Administrator’s

and User’s Guide
Software Version 1.1.0

Cyclades Corporation
3541 Gateway Boulevard
Fremont, CA 94538 USA
1.888.CYCLADES (292.5233)
1.510.771.6100
1.510.771.6200 (fax)
http://www.cyclades.com

Release Date: May 2006
Part Number: PAC0464



© 2006 Cyclades Corporation, all rights reserved
Information in this document is subject to change without notice.

The following are registered or registration-pending trademarks of Cyclades
Corporation in the United States and other countries: Cyclades and AlterPath.

All trademarks, trade names, logos and service marks referenced herein, even
when not specifically marked as such, belong to their respective companies
and are not to be considered unprotected by law



Contents

Before YOU Begin ......cooovviiiiiiiiiiiie e xliii
N E o 1= o (oS xliii
Document OrganiZation .........ccccceeveeeeseeseciee e e xliv
Related DOCUMENTS .......oiiiiieieee e xlv
Typographic and Other Conventions ............coceverereeieneneseseneens Y
Additional RESOUICES .......coeiiiriiriieieiesie e xlviii
Chapter 1. Introduction ........ccccceevieeveviiiiie e, 1
Connectors on the AlterPath ONSIte ........ccccvvieieiiinienie s 3
SENTAl POITS ..o 4
KVIM POITS ...t 4
Overview of ONSIte FEALUIES ........ccceveeiiiie e 5
OnSite Authentication OPLIONS .......ccccceevveeereeieseese e 7
Choosing Among Authentication Methods ..........ccccccevveieiieiennenne 7
Local Fallback OptioNnS .........ccooeeiiieieneseeeee e 8
Authentication Methods ... 8
Authentication Server ReqQUIrEMEeNts ..........cccceeeevveveseeseciee e, 14
Group Authorization for LDAP, RADIUS, and TACACS+
AULNENTICALTON ... 14
Tasks for Configuring Authentication ...........cccccceevieeiecieeseccieeneens 15
One Time Password Authentication on the OnSite ..........cccceeueeee. 18
TYPES OFf USEIS ..ottt 19
Responsibilities of Different User TYPES ......ccccoveceveeveccieceenieenen, 19
Parameters for Configuring User ACCOUNES .........ccceeveeeiieeveecieenne 20
ConfiguIING GIOUPS ....veeveeeeerieeieeeesteeeesseesseesesseesseseesseensesneesseenes 21
Tasks: Configuring USEr'S .....ccooouviieiice e 21
OnSite Security Profil€S ..o 22
Notifications, Alarms, and Data Buffering .........cccccceevvievecceseennene. 28
Y (010 S = 1Y/ £ TSRS 28



Prerequisites for Logging to Syslog Servers .......ccovvevveevieceenee. 28

OnSite System Logging OptioNnS .........cccccveveveeriesieeseese e 29
OnSite Alarm NOETICAHIONS ........ooeeiiiiieriee e 29
Tasks: Configuring Logging, Alarms, and Data Buffering ............ 31
101/ o) o IO 31
ONSite Port PEIMISSIONS ........covieieiieieeie e 32
Understanding KVM Port PErmissions .........ccccceeeevieeveeceseenieennn. 32
KVM Port Permissions Hierarchy ...........ccccoovevvciiceesecce e, 34
Decision 1: Check User’'s KVM Port Permissions ...........c......... 34
Decision 2: Check Group’s KVM Port Permissions.................... 36
Decision 3: Check Generic User's KVM Port Permissions ........ 36
Decision 4: Check User’s Default PErmissions ..........cccceeeenee. 37
Decision 5: Check Group’s Default Permissions...........cc.ccev...... 37
Decision 6: Check Generic User’s Default Permissions.............. 38
Support for Multiple Types Of ACCESS .....cooovveererrenieneee e 38
Remote OnSite ACCESS OPLIONS ........cveeveeieesiere e eee e 38
Local OnSite ACCESS OPLIONS .......ecveiveeriiiieseese e 39
ACCESS OPLIONS TADIE ..o 40
Dial-in Access Types and OPLioNS .........cccceeeerierieeseeseesieeseeseeseeneenns 41
Browser Access With the Web Manager .........cccoevveeeveeveceesneenee, 42
POIt ACCESS Prer@QUISITES .....cc.coveieiiiieieeee e e 43
Conditionsfor KVM POrt ACCESS ......cceevveiereeriesieseesieseesie e e 43
KVM OVEN P .o 43
INDANA ... s 43
Local USEr SEatiON ....c.cocveevieeieceecie e 44
Additional Conditions .........ccccviieveeie e 44
Conditionsfor Serial POrt ACCESS ......ccccvveerieriieieereee e 45
Port-access Related Procedures in the Installation Guide .............. 45
Direct Accessto KVM Portsand KVM Port Authentication ......... 45
Port NUmMbers and AlIASES ......ccoeceveereiieseere e 47
Power Management ..........cceeiiieriiiee et 50
Options for Managing POWEN ..........ccccceevviieveeie e 50
IPMI Power Management ...........cccooveieeneinneeneeceesee e 50
IPDU Power Management ..........ccoceeeviernnieesniee e 51
Power Management Configuration Tasks .........ccccceveeveeseenneennn. 52
SNMP ONThE ONSITE ... s 53

AlterPath OnSite Administrator’s and User’s Guide



Contents

VPN ONTNE ONSITE ...ttt ee e e e e e e e e e e eeeeeeeees 54

MONItOriNg TEMPEIBIUIES .......ccecueeeieeieceeeteeee st eee e et eee e e e 56
Administering Users of Connected DeVICES ........cccevvreeneriinnieennene 60
Planning Access to Connected DeviCeS .........ccoceeeeeeieienencnieneens 60
Tasks for Configuring Connected DeViCeS ..........cccceveveceevieeciennnnn, 61
Configuring Keyboard Shortcuts (Hot Keys) .......ccccevevenieneeniennen. 63
Configuring KVM Port Connection Hot Keys ........ccccoceevvecinnienne. 63
Configuring Seria Viewer Hot Keys ........ccccceevevceieeie e 63
Configuring Sun Keyboard Equivalent Hot Keys .........cccccevenene 64
Tasksfor Configuring HOt Keys ... 64
Packet Filtering onthe ONSILE .....cc.ocvvvviececeecececeee e 65
CRAINS .. e 65
0 1= 66
Add Rule and Edit RUIe Options ..........cccoveveeeenieeiie e 66

Chapter 2: Accessing Connected Devices and

Managing POWEN .........ccceviiiiiiiieiiieeeee e 73
Options for Accessing Connected DEVICES ......cccecvevveeeevieeieeceesreene, 75
Power Management ..o 76
Using the AlterPath VIeWer .........cccooeeiieieieee e 77
Ending an AlterPath Viewer SESSION .........ccccccvvveeveecieceeseccie e, 79
Configuring the AlterPath VIewer ... 79
Recommended AlterPath Viewer Settings .......ccccccvvveveveereceennns 79
AlterPath Viewer OptionS MENU ........ccceeveeveevieiie e 79
Setting the AlterPath Viewer Options ........ccccocceveveneneneneneeene 81
AlterPath Viewer Connection MenU ..........cccovevenenenenenenieennns 82
What Y ou See When Connected to aKVM Port .......cccceevvveeenennenne 83
Shortcuts While Connected to KVM POItS ........ccccevvneninenenceeene. 84
PriNt SCreeN K@Y ....vvcueeieieeeeceere et 85
KVM Port Shortcut HOt Keys .......coeeiicieieee e 86
Sun Keyboard Emulation HOt KeYS ........cccoeeeieiiiieiine e 88
CONNECEION MENU ... 90
Cycling Among KVM Portsinthe OSD ........cccccvveveeieceeseccie e, 91
Using the Cycle Option on the Connection Menu ...........ccccceeueenee. 91
CycleUsing aHot Key SeqUenCe ........cccccevvecevceenesceseesie e 92
\'



Vi

Sharing KVM Port CONNECLIONS .........cccovveereeiesieese e 92

KVM Port Sharing Menu Options ..........cccceveereeieceeseecee e 92
QUIT tRIS SESSION ... 93
ConNECt read ONIY ..o 93

User Has Read-Write or Full Access Permissions .........cc.cceceeeenee. 93
CONNECE FEA0FWIITE ... 93
Kill OtNEr SESSION ..o s 94

Common Procedures for Accessing KVM Ports ........ccccceveeevieennee. 94
Serial Port CONNECLIONS .........coveriiiiieienie et 101

When a Dumb Terminal is Connected to a Serial Port ................ 102

Connecting to Serial POIS .......cccoveevieieceece e 103

Hot Keysfor Serial Port CONNECtions ..........ccoceveriienennenceeniene 104

Connection Protocols for Serial POrtS ........ccccoocevvvenenienenineenns 104

TCP Port Numbersfor Serial POrtS .......cccoocevivivinenennenceens 104

Dial-in CONNECLIONS .....coiviiiiiieeie et 112
Obtaining and Using One Time Passwords for Did-ins .................. 118
Managing IPDU Outlets With PM Commands ..........cccccceecvevveennee. 120
Chapter 3: Web Manager Introduction................. 125
Accessing the Web Manager .........ccooeeeieenenieneenesee e 126
Prerequisites for Using the Web Manager ..........ccceevvvevveieciecnenne 127
Other Web Manager Login and Port Connection Options and
REQUITEMENTS ...t 129
KVM Port Connection OPLioNS ........ccccecereerieneesieereseeseeee e 130
Seria Port Connection OPLioNS ........cccceeveeeeveece e, 134
Web Manager 1nactivity TIMEOULS .........cccceveerierieesieieeie e 135
Web Manager MOUES .......ccoeveeriieeceese et 135
Common Features of Administrative User’ s Windows ................... 136

Administrative User’s Control BUtONS .........ccccveeeveevenceneeeene. 136

Trying, Saving, and Restoring Configuration Changes ................ 137

Logout Button, and OnSite Information ...........ccccceeeeveevecceennene 138

Chapter 4. Web Manager for Regular Users........ 139
Features of Regular Users Windows ..........cccccvenenenienenienienieennns 140

AlterPath OnSite Administrator’s and User’s Guide



Contents

(0000100 o R (O RS < AY/= (TR 141

Connect to Server>Connect t0 ONSILE ......ccccovevevenininieeee e 143
Connect to Server>Connect to Serial POrts .........ccccoovvevineneceenee, 144
Connect to Server>Connect to KVM POItS ........cccoveviieenieiineeee 144
KVM POMSMENU ... 144
Show Connections Link and Dialog ........ccocoveereeienieneeieseeens 146
IPDU Power Mgmt. [USEN] ....ooeiiiirieieeeee e 148
IPDU Power Mgmt.>Outlets Manager [USer] .......ccovveveveeiiecneenee. 148
IPDU Power Mgmt.>View IPDUSINfO ....ccccoevvveveciiececceeeee 151
IPDU Power Mgmt.>IPDU Multi-Outlet Ctrl ........ccoooeeniriinenne. 154
Managing Multiple QULIELS ...........cceeveeiecieiece e 154
SECUNMLY [USEIT ettt 157
Temperature SENSOrs [USEN] .....coevereririeieeeseese e 158
Chapter 5: Web Manager Wizard Mode................ 161
Wizard SCreen FEAIUIES .......cccovviirieeieie e 162
Step 1: Security Profile [Wizard] ........ccoooeeeiieiiniineeseeee e 163
Step 1: Security Profile>Secured .........ooooeveiineeieieeeeee 165
Step 1: Security Profile>Open ... veeveccesece e 166
Step 1: Security Profile>Custom ..........ccooeviieeieniinieeneee e 167
Step 2: Network Settings [Wizard] ........cooeveeienenineneeeeeeee 168
Step 3: Serial Port Profile [Wizard] ......cccccovveviiieieeie e 171
Step 4: ACCESS [WiZard] ...eoeeeeieeeeieieee e 175
Step 5: Data Buffering [Wizard] .........ccocoiveiininiieeeee e 179
Step 6: System Log [Wizard] ........cccceveeeveeieiee e 182
Chapter 6: Web Manager for Administrators ...... 185
(00010010010 0 T IF= S ST 186
EXPET MOGE ... 189
Overview of Menus and Screensin Expert Mode .........ccccceveeveeneee. 191
ALCCESS . e 192
Access>IPDU Power MOmL. ......cocveiiiiiieieeeeee e 193
Access>IPDU Power Mgmt.>Users Manager ......ccooeveevveennvencnnnn, 195
Access>IPDU Power Mgmt.>Configuration ...........cccceeeeneenereene 197
vii



viii

Access>IPDU Power Mgmt.>Software Upgrade .........ccceceeveveneenee. 199

Access>IPDU Multi-Outlet CHrl ......oooveviieieieeeeeeeee e 201
Access>IPMI Power MgmL. ... 204
Access>Termina Profile Menu .........ccceoeveiininene s 208
ACCESSSTEMPEIELUINE SENSOI'S ...oovvvieiieiieesieeeriiee e 210
1070101 110Ut 1 o] o USRI 211
ConfiguratioN>KV M ......oooiiiiiceceseee e 212
Configuration>KVM>General ........ccccoeeeeveeveniieieeie et 212
Configuration>KVM>General>General .........c.ccoeeevvneeneeinneennenn 213
Enabling Direct Accessto KVM POrtS ......cccovevveceeveecieceeceene, 214
Configuring KVM Port Keyboard Shortcuts (Hot Keys) ............. 214
Configuring Authentication for Direct Accessto KVM Ports ..... 216
Configuration>KVM>General>Local USer ........cccccvvevevvrceneennene. 218
Configuration>KVM>General>IP USEr'S ......ccccceveeveceeviecie e, 219
KVM POIS ... 223
To Enable or Disable aKVM Port [EXpert] ....ccccocevvevveeerieennne. 226
Configuration>Serial/AUX ....ooveeeeieece e 227
Configuration>Serial/AUX>Physical POrts ........ccccoeeiiieeneeienene 227
Configuration>Serial/AUX>Physical Ports> Generd ..................... 230
Serial/AUX>Physical Ports>General>Console Access Server
01100 o] KRR 232
Seria/AUX>Physical Ports>General>Terminal Server Profile
COoNNECLiON ProtOCOIS ......covveuieieiisie e 233
Serial/AUX>Physical Ports>General>Modem and Power
Management Connection ProtoCoIlS .........ccccevvereeceeseenescee e, 235
Configuration>Serial/AUX>Physical Ports> ACCESS .........ccccueeuue.. 239
Configuration>Serial/AUX>Physical Ports>Data Buffering ........... 242
Configuration>Serial/AUX>Physical Ports>Multi User ................. 245
Configuration>Serial/AUX>Physical Ports>Power Management ... 247
Configuration>Serial/AUX>Physical Ports>Other ............ccccovenee. 253
Configuration>Serial/AUX>Aux/Modem Port .........cccccceeereeinnnne 257
Power Management and AUX POItS .......ccceovveevecce e 257
PPP and the AUX and Modem POrtS ........cccooveveneenennn e 259
AT Commands for Modem Initiaization ...........cccooevverienenennnne. 263
Configuration>Serial/AUX>Notifications ...........cccceeveveevveieieennenn. 268
Configuration>INband ...........cccooeiiririnenee e 273

AlterPath OnSite Administrator’s and User’s Guide



Contents

ConfiguIratioN>SECUNTY ...c.eeveeieiiieriesieeiee e 275

Configuration>Security>Authentication ............ccccceevvvveeveeieseennene 276
Configuring Authentication for OnSite Logins ........cccceeeveeniennen. 277
Configuring Authentication SEIVErS ........c.ccocvierieeieieneneseseneens 278

Configuration>Security>Users & Groups ..........ccceeeeeeeriesieesreesnenn 288

AdAdiNG AUSEr ..o e 289
AAAING B GIOUP ..ottt 290
Setting KVM Port PErmissions ..........cccceeveeeiieneciee e 291

Configuration>Security>Profiles ..o 297

ConfiguratioN>NEIWOIK .....coooviviiiiiireeee e 298

Configuration>Network>Host SEttings .........ccccceevvevereevecieseenenn, 299

Configuration>Network>SyslOg .......cccoverrmrerreniinee e 303

Configuration>Network>PCMCIA Management ...........ccccceeervereene 305
Configuring aModem PCMCIA Card ..........cccoevveveveeveececeenene 307
Configuring an ISDN PCMCIA Card .......cccooeveeienieneeeeeeens 309
Configuring a GSM PCMCIA Card .......cccceievenineneneneeeeeens 311
Configuring an Ethernet PCMCIA Card ........ccccoevevveveececienen, 313
Configuring a Compact Flash PCMCIA Card ........cccccoveeeivninnens 314
Configuring aWirelessLAN PCMCIA Card ........ccoceveveveeeennns 315
Configuring aCDMA PCMCIA Card .......ccoeeevveveieeneeceeeenn 316
Ejecting aPCMCIA Card .......cccooiiiiiieeeeeee e 319

Configuration>Network>VPN CONNeCtions ..........cccceeerverenrereenienn 320

Configuration>Network>SNMP ..........cccccoiiiieiieieeeese e 323

Configuration>Network>Firewall Configuration ............cccccceeeruene 327
Firewall Configuration: Editing Chains ..........c.ccccceevieiincncnnne 328
Firewall Configuration: Deleting Chains .........cccccceceeevveceeieenene, 329
Firewall Configuration: Adding Chains ...........cceeevienienneeieniene 329
Firewall Configuration: Editing RUIES ...........cocviriiiiiiiiie 330
Firewall Configuration: Options on the “Add Rule” and “Edit Rule”
[DIF= 0T = T0) =SSR 331
Firewall Configuration: Inverted CheckboXes ..........c.ccocevveeneee. 331
Firewall Configuration: Target Pull-down Menu Options ........... 331
Firewall Configuration: Protocol ...........cccoccereeiininneninneeneene 332
Firewall Configuration: Numeric Protocol Fields ...........c.ccoe...... 333
Firewall Configuration: TCP Protocol Fields ...........cccceveeevueneee. 333
Firewall Configuration: UDP Protocol Fields ..........ccoovienienene. 334

iX



Firewall Configuration: ICMP Protocol Fields ..........ccccceeueneee. 335
Firewall Configuration: Input Interface, Output Interface, and

Fragments ... e 337
Firewall Configuration: LOG Target .......ccccccvveereeieeseesiesieeseeenns 338
Firewall Configuration: REJECT Target .......ccccoeeveveevecceecieenene, 339
Firewall Configuration Procedures ..........cccoeierenneenesieenceennn, 339
Configuration>Network>Host Tables .........ccccevevvrvniiereeeceee, 342
Configuration>Network>Static ROULES ...........cceveeveieeriecieceee, 343
ConfiguratioN>SYSEEM ....cveiiiieeieeeeeee e 347
Configuration>System>TIime/Date ........ccccceeveveereeinseeresee e 347
Custom Editing the TIME ZONE .......ccccoveveeveeieeie e 348
Selecting From the Timezone Menu ........ccccoeevveeienenenicneenens 349
ENaLIING NTP e 350
Configuration>System>Boot Configuration ...........ccccccceevevverreennene. 351
Local BOOt OPLIONS .....cc.ceviriieieeie it 352
Network BoOt OPLiONS .......ccceveerieeieseese e 352
Configuration>System>0nline HEIP .......cccoevvvieieiieiiecececeee, 355
INFOIMELION ... 357
INFOrMatioN>GENEral ......c.coeiiviiiiieeeee e 358
INformation>KVM USEr SEALUS .......cocvevierienieriineneneseseses e 360
Information>Serial POrts StatUS .........ccccceveeeerernieneeneee e 361
Information>Serial POrtS StatiStiCS .....ccevveeereeienerese e 362
MaNAGEMENT .....eeiiiiiee i 363
Management>Backup Configuration ............ccocceveeeveneenieenenenneeenns 364
Management>Firmware Upgrade .........cccocceveeeeveeneecieseese e 366
Management>Microcode Upgrade .........ccccccceveeveveenecieseesie e 370
Management>Microcode RESEL .........cccccvveeiircnninnene e 373
Management>Reboot ..o 374
Chapter 7: OSD for All User Types.........ccvvvvvnnnnn. 375
ACCESSING thE OSD ... 377
Logging INtOthe OSD ..o 379
Navigating the OSD ........ccccoveieiierece e e 381
Basic OSD Navigation KeYs ........ccccveveeiesieceee e 381
Common OSD Navigation ACHIONS .......ccceovereerererenenesieseeeeneas 382

AlterPath OnSite Administrator’s and User’s Guide



Contents

Power Management Through the OSD ... 382

IPDU Power Management (OSD) .......ccccoceeveveevieeiee s 382
Power Management While Connected to aKVM Port (OSD) ..... 383
OSD Fan Falure Warning ........ccccceeeeeneneneneneneseeeesee e 383
OSD Main Menu Options for the Administrator ............ccccceeveenee.e. 383
Power Management Menu [OSD] ......ccccceverenieneenene e 384
To Power On, Power Off, Lock, Unlock, or Cycle Power Outlets
[OSD] it 385
Configure Menu Overview [OSD] .....cccocceverneneeneniesee e 386
Understanding OSD Configure Screen Series ........ccocvveveneneneene. 388
Configure>General Screens[OSD] ...ccccevvevevieeseese e 389
Configure>General: Authentication Type Screen ........cccceeevveenee. 391
Configure>General: Syslog Facility Screen ........cccocveevevineeeeneee, 392
Configure>General: Escape Sequence SCreen .........ooceveeeeveeceeeneans 392
Configure>General: Sun Keyboard SCreen ........ccoccveeevveeeneenienenne 393
Configure>General: |P Security Level Screen ........cooeevevveieeene, 393
Configure>General: 3DES SCreen ......occevveevieveececie et 394
Configure>General: Direct ACCESS SCrEEN ......ccevverererererenennens 394
Configure>General: TCP Viewer Port SCreen ........c.ccocveeereeeenen. 394
Configure>Network Menu Options [OSD] .......ccccceevvveevieciieseenenn 395
Configure>Network>Network Screens[OSD] ......ccceeeverinneennne 397
Configure>Network>SNMP Screens [OSD] ......ccccvcvverenerenennnen. 400
Configure>Network>VPN Screens [OSD] .....cccccvvevveeeviesieecieenene, 403
Configure>Network>IP Filtering Screens[OSD] ......ccccevvrieerieennene 408
Configure>Network>Hosts Screens [OSD] .......cccceevveerenenerienienn 417
Configuring HOSIS [OSD] .....vevvieieieieciee et 419
Configure>Network>Static Routes Screens [OSD] .....ccoeeeeveeieeneenne 420
Configuring Static ROULES [OSD] .....ccceveeirieieieree e 422
Configure>Network>Date/time Screens[OSD] ......cccceeveceevveiiennnnne 426
Configure>User Station ScreensS[OSD] ....coveveereriinneeniesee e 427
Configuring User Station Screens[OSD] .....coocevevereneneneseeeenenn 431
Configure>User Station: Idle Timeout [OSD] .......cccceeeveeiieireennene. 433
Configure>Users Station: Scr. Saver Idle Timeout [OSD] .............. 433
Configure>Users Station>Cycle TIime [OSD] .......ccccoevvenirenennnne 434
Configure>Users Station: Keyboard Type[OSD] ......ccceeevveiieennnne 435
Configure>Users Station: Quit Command Key [OSD] .......c.ccccu..... 435

Xi



Xii

Configure>KVM Ports Screens[OSD] .....ccccvvveevvevnseene e 436

Configuring KVM POrts[OSD] .....cccocveevieiesierese e 438
Configure>Serial Ports Screens[OSD] ......cooovevvvineeneiie e 440
Configuring Serial POrtS[OSD] .....ccccooeeviieiieriereeieseese e see s 446
Configure>Users and Groups Screens [OSD] .....cccccevveeveeciecieennene, 450
Configuring Users and GroupS [OSD] .....cccceverveerernieseeniesienseeneenne 458
Configure>Syslog Screens[OSD] ....cccveeveveevieveereese e 466
Configure>PCMCIA Screens[OSD] ....ccovveveveeieeie et 466
Configure>Authentication Screens [OSD] .......ccooveevvneeneniennieeeene 470
Configuration>Save/LLoad Configuration Screens[OSD] ............... a77
Configure>Date/Time [OSD] ....cocveceeeereiie e 480
Configure>User Station: Power Management Command Key
05 ) SRR 483
Configure>User Station: Mouse/Keyboard Reset Command Key
[0 55 ] 483
Configure>User Station: Video Configuration Command Key
05 ) SRS 484
Configure>User Station: Switch Next Command Key [OSD] ........ 485
Configure>User Station: Switch Previous Command Key [OSD] .. 486
Configure>User Station: Port Info Command Key [OSD] .............. 486
Configuring PCMCIA Cards[OSD] ......ccoververeenerieneenie e 487
Configuring the Saving and Restoring of Configuration Files
05 ) SRS 488
Configuring Authentication [OSD] ........ccverrenienenieneeresee e 491
System INfFO MenU [OSD] ..oceeeveeiicieece e 497
REDOOL [OSD] ...cvviviieiieiesiesierese e ene e 499
Chapter 8: Miscellaneous Procedures................. 501
Disabling or Modifying Inactivity TIMEOULS ..........ccccevvereereriereenne. 502
OTP COoNfigUIation .......ccceceieereeiesieseeeeseeseesee e esee e eesee e 503
Editing the otp.conf File ..o 506
Running the /bin/do _create otpdb SCHPL ...ccoevvevrrireeennen, 508
How Users are Registered with OTP and Obtain OTP
PASSWOITS ....c.viviiiiiesiieieee et 509

AlterPath OnSite Administrator’s and User’s Guide



Contents

Configuring Groups on LDAP, NTLM, RADIUS, and

TACACSH AuthentiCation SEIVEX'S .......ccccvvverereneseseseseseseeeene 512
Configuring Groups for TACACSH ......ooveiiiieieee e 512
Configuring a TACACS+ Authentication Server on the Command
LINIE e e e 513
Configuring Groupsfor RADIUS ..o 514
Configuring a RADIUS Authentication Server on the Command
LNIE e et e 516
Configuring Groups for LDAP ......coieiiiieeeeeeeeeeeeeee e 517

Administering Security Certificates for HTTPS and SSH on the

(@015 SRS 520
Configuring Security CertifiCates .........ccoovrererinniesenesee e 521
Enabling SSH to Use X.509 CertifiCates ........cccovveereernriersiennnnne 528

Prerequisites for Enabling and Using X.509 Certificates for
SSH AULNENtICALTON ..o 529

USING the CLI ULIITY ...ooiiiciieeeeeeeeee e 532
ACCESSING tNE CLI e 532
CLI Utility FEAIUIES .....eoeeeeieie e 533
EXECUtION MOAES ..o 535

Command LINE MO ......cceverrerieiie e 535
INEEraCliVE MOUE ..o 536
BaCh MOOE ..o 536
AULOCOMPIELTION ... 538
Saving CLI Changes .......ccoovieeiieeieneesiee et 540
USING CLI HOt KEYS ... 540
Viewing the CLI Command HiStOry ........cccoceeveveeieeveceeseceee 541
Using CLI Global Commands .........cccceevvreeieninnieneseeseeee s 542
o ST 542
SNOW e s 544
(O I I © o 1] SRR 544

Configuring Didl-OuUt .........cccooiririiinirereee e 546
Prerequisites for Dial-Out Through the OnSite ..........cccccveueeeee. 546
Tasksfor Configuring Dial-Out ...........ccoooeeieriineeneeeee e 546
Configuring the /etc/generic-dial.conf File ........ccccevveviveinnnen. 547
Configuring the /etc/ppp/peerS File .......coveveeeceeeeceeeeecee 552
Configuring the /etc/chatscripts/wireless File ........ccooeevieenennee. 554

Xiii



Xiv

Configuring the /etc/pcmcia/serial.optsFile .......ooovvevvecvceene, 555

Configuring Automatic Restart and Starting Dial-Out ................. 555
Configuring Dial-Out Through Modems Accessed as Serial
DBVICES ..ottt 557
Chapter 9: Troubleshooting.........ccccuvviiiiiineennnne. 559
Connection Methods for Troubleshooting ........cccccceevvevviieeveciiecenn, 560
Recovering from root Authentication Failure ..........ccocoocvierveinnne. 561
Restarting the Web Manager ........cocveceveeneeeeveece e 563
Replacing a Boot Image for Troubleshooting .........ccccceevvveevieennee. 564
Using the create_cf Command When Troubleshooting ................... 564
Using the restoreconf Command When Troubleshooting ................ 564
Boot File Location INfOrmation ..........cccocevevenenenienieenese e 566
Downloading aNew Software VEersion ..........cccceceeverceneennneeseenn 567
Changing the BOOt IMAJE .......ccceeveieeriee e 568
Changing the Boot Image in U-Boot Monitor Mode ................... 570
Network Boot Options and Caveats ..........ccevveeeveerenceeneeniesee e 572
How Configuration Files Changes Are Managed ..........ccccccevuvenennee. 574
How Factory Defaults Are Saved .........coooveeveececeecece e, 576
Restoring Configuration FIlES ........ccooveviininiieeeeee 576
Options for the create _cf Command ..........ccccceevevienieeivcceeseciesens 577
Examplesfor create cf Command Usage ........ccccceeveveececeennenne, 579
Saving an Image to a Flash PCMCIA Card ........cccoceveneenienen. 579
Saving an Image into the Image2 area and Restoring the
Factory Default Configuration. ...........ccccceevveveeieceece s, 579
Options for the restoreconf Command ...........ccoceverienieenenieneennenn 580
INAEX i 607

AlterPath OnSite Administrator’s and User’s Guide



Figures

Figure 1-1:
Figure 1-2:

Figure 1-3:
Figure 1-4:
Figure 2-1:
Figure 2-2:
Figure 2-3:
Figure 3-1:

Figure 3-2:
Figure 3-3:
Figure 3-4:
Figure 4-1.
Figure 4-2:

Figure 4-3:

Figure 4-4:
Figure 4-5:

Figure 4-6:

Figure 4-7:
Figure 4-8:

KVM Port Permissions Hierarchy ..........c.ccoceeeveeeenne. 35

Web Manager Login Fields With KVM Port Direct
Access Enabled46

OnSite VPN EXample ..o 54
Temperature Sensor Graph..........cccceeeeveeveeieseenennnn. 57
AlterPath VIeWer ...........covceecieece e 78
What You See When Connected to aKVM Port ........ 83
Print SCreen MenU........ccocceevveceieereee e 85
Web Manager Prompt When Another Administrative
UserisLogged IN.......ccceceeieceiieeceese e 127
Web Manager Login Fields With KVM Port Direct
Access Enabled, Only IP Address Entered................ 131
Web Manager Login Fields With KVM Port Direct
Access Enabled and a Port Number in the URL ....... 132
Web Manager Administrative Users Buttons.......... 136
Connect to Server Screen [User]....cccevveeeceeviecnenne 142
Connect to Server Screen With Show Connections
LINK o 142
Java Applet Viewer Running an SSH Session on the
ONSIE. ..ottt 143
Example KVM Port Menu..........ccocevveveeneniinncenenns 145
Connect to Server Screen With Show Connections
LINK o 146
“Show Connections’” Dialog With No Active
CONNECLION ... 146
Show Connections Dial0g.........ccevereeneennieenieeeene 147
IPDU Multi-Outlet Ctrl Error Screen.........cccoeeenee. 155

XV



XVi

Figure 4-9:

Figure 4-10:

Figure 5-1:
Figure 5-2:
Figure 5-3:
Figure 5-4:
Figure 5-5:
Figure 5-6:
Figure 5-7:

Figure 5-8:

Figure 5-9:

Figure 5-10:
Figure 5-11:
Figure 5-12:
Figure 5-13:

Figure 6-1:
Figure 6-2:
Figure 6-3:
Figure 6-4:
Figure 6-5:
Figure 6-6:

Figure 6-7:

Figure 6-8:

IPDU Multi-Outlet Ctrl Screen......cccceeeeeeeeeeeieeenee. 155

Web Manager Temperature Sensor Screen ............... 158
Example Web Manager Window in Wizard Mode ... 162
Web Manager Wizard Step 1: Security Profile......... 163
Customized Security Profile Screen..........cccccceeueee. 164
Secured Security Profile Screen.........coccoecvevvceecnene 165
Open Security Profile Dialog.......cccoeevveveeeesineeenne 166
Custom Security Profile Dialog.........ccceevivenienienenne. 167
Web Manager Wizard Step 2: Network Settings
Screen—Without DHCP ... 169
Web Manager Wizard Step 2: Network

Settings Screen—DHCP ... 169
Web Manager Wizard Step 3: Seria Port Profile

SCIEEN. ... 171
Web Manager Wizard “ Step 4: Access’ Screen........ 175
Wizard “ Step 5: Data Buffering” Screen—Local ..... 179
“Step 5: Data Buffering” Screen—Remote............... 180
Wizard “ Step 6: System Log” Screen........cccceeveenee.e. 182
Web Manager Example Screen..........cceeevveeveenienenne 189
Web Manager Access Menu Options...........ccccue...... 192
Web Manager IPDU Power Mgmt. Tab Options...... 193
Web Manager IPDU Power Mgmt.> Users

ManNager SCreEN........ccovceviriie e 195
IPDU Power Mgmt.>Users Manager “Add

User” DIiadlog BOX.....ccooceerierieiienieniesee e 196
Web Manager IPDU Power
Management>Configuration SCreen ..........c.ceeveenee. 197
Web Manager IPDU Power Management>Software
Upgrade SCreen.........ocovevereeieeeeese e 199
Web Manager |PDU Multi-Ouitlet Ctrl Unconfigured
LAYz g 11 o SR 202

AlterPath OnSite Administrator’s and User’s Guide



Figures

Figure 6-9:

Figure 6-10:
Figure 6-11:

Figure 6-12:
Figure 6-13:
Figure 6-14:

Figure 6-15:
Figure 6-16:
Figure 6-17:
Figure 6-18:
Figure 6-19:
Figure 6-20:

Figure 6-21:

Figure 6-22:
Figure 6-23:
Figure 6-24:
Figure 6-25:

Figure 6-26:
Figure 6-27:
Figure 6-28:

Figure 6-29:

Web Manager IPDU Multi-Outlet Ctrl ..................... 202
Web Manager Access>IPMI Power Mgmt. Screen .. 204
Web Manager IPMI Power Mgmt. “ Add/Edit

IPMI Device” Dialog BOXES........ccccevveveieenierienienene 205
Web Manager IPMI Power Mgmt. Example

DEVICE ENLIY....ecieceeeceee e 205
Web Manager Access>Terminal Profile Menu

SCIEEN. ...ttt e 208
Web Manager Terminal Profile Menu “Add

Option” Diadlog BOX .....ccecceeveeiieiiecieecie e 209
Web Manager Terminal Profile Menu Example........ 209
Web Manager Temperature Sensor Screen ............... 210
Web Manager Configuration Menu Options............. 211

Web Manager Configuration>KVM Menu Options. 212
Web Manager KVM>General>Local User Screen... 218
Web Manager KVM>General>IP Users Screen,

VErsion 110 ..o 220

Web Manager KVM>General>IP Users Screen,

Version 1.0.0 ... 220

Web Manager KVM>KVM Ports Screen ................. 223

KVM POMS LISt ...coeiieeiiieieeeee e 223

KVM “Modify Port” Dialog BOX........cccceeeerueeneenen. 224

Web Manager Configuration>Serial/AUX

MeENU OPLIONS.......cceiereeieie e 227

Web Manager Serial/AUX>"Modify Selected

Ports’” Tab OpLioNS........cccvverererieieeeesese e 227

Web Manager Serial/AUX>Physical Ports>General

SCIEEN ...t 230

Web Manager Serial/AUX>Physical

POIMS>ACCESS SCIEEN......ooveireeeiee e 239

Web Manager Serial/AUX>Physical Ports>Data

Buffering SCreen .........cccoceeeeve e 242
XVii



XViii

Figure 6-30:
Figure 6-31.:
Figure 6-32:
Figure 6-33:

Figure 6-34:

Figure 6-35:

Figure 6-36:

Figure 6-37:

Figure 6-38:

Figure 6-39:

Figure 6-40:
Figure 6-41:
Figure 6-42:
Figure 6-43:

Figure 6-44:

Web Manager Serial/AUX>Physical Ports>Data

Buffering Fields and Menu Options............ccccccueene.. 243
Web Manager Configuration>Serial/AUX>
Physical Ports>Multi User Screen .......occeeeveeieennenne 245
Web Manager Configuration>Serial/AUX>
Physical Ports>Power Management Screen.............. 247
Web Manager Configuration>Serial/AUX>
Physical Ports>Power Management Options............ 248

Web Manager Configuration>Serial/AUX>
Physical Ports>Power Management>Add
Outlets Dialog BOX.......ccceeeeieiie e 249

Web Manager Configuration>Serial/AUX>
Physical Ports>Power Management—Add

Outlets EXample.........cceoeenenirenireeeeeeeeee 250
Web Manager Configuration>Serial/AUX>
Physical Ports> Other SCreen........ocevveeveceeveecienenn, 253

Web Manager Configuration>Serial/AUX>
Physical Ports>General Screen—Other Screen

When Terminal Protocol is Selected.........oovvvevvvennn. 254
Web Manager Configuration>Serial/AUX>
Aux/Modem Port SCreen........ooeeeeeeeeeee 257

Web Manager Configuration>Serial/AUX>Aux/
Modem Port>AuxPort1 and AuxPort2—

Power Management...........cccevceeeneeennieesneee e 258
Web Manager Configuration>Serial/AUX>
Aux/Modem>AuxPort1 and AuxPort2—PPP .......... 259
Web Manager Configuration>Serial/AUX>
Aux/Modem>Modem Port Screen..........cccceveeveeneenne 260
Web Manager Configuration>Serial>Notifications
SCIEEN ...t e 268
Web Manager Configuration>Serial/
AUX>Notifications—Email Example...................... 270
Web Manager Configuration>Inband Screen............ 273

AlterPath OnSite Administrator’s and User’s Guide



Figures

Figure 6-45:
Figure 6-46:

Figure 6-47:
Figure 6-48:
Figure 6-49:

Figure 6-50:
Figure 6-51:

Figure 6-52:
Figure 6-53:
Figure 6-54:

Figure 6-55:
Figure 6-56:
Figure 6-57:
Figure 6-58:
Figure 6-59:
Figure 6-60:
Figure 6-61:

Figure 6-62:
Figure 6-63:

Figure 6-64:

Web Manager Configuration>Inband Edit Screen.... 274
Web Manager Configuration>Security Menu

(@] 011 o 1SS 275
Web Manager Authentication Tab Options............... 276
Authentication “ AuthType” Options..........ccccoeveneene 277
Web Manager Kerberos Authentication Server

SCIEEN ...t 281

Web Manager LDAP Authentication Server Screen. 283

Web Manager SMB(NTLM) Authentication
SEIVEN SCIEEN ... e 284

Web Manager NIS Authentication Server Screen..... 285
Web Manager Radius Authentication Server Screen 286
Web Manager TACACS Authentication Server

SCIEEN ..ot 287

Web Manager Configuration>Security>Users &

GrOUPS SCIEEN ...ttt 288

Configuration>Security>Users & Groups “Add Diaog

BOX” i 289

Configuration>Security>Users & Groups “Add

Group” DIialog BOX ......ccvevuveeeiiiciecceseee e 290

Users & Groups Configuration “KVM Access List”

SCIEEN....eeee e 201

KVM Access List “Default Permissions” Menu

OPLIONS......oiiiiie e 292

“Set KVM Permissions’ Ports Permissions Dialog

20 USSR 292

Set KVM Permissions “KVM Access List”

EXAMPIE ..o 293

KVM Port Access Restriction Example................... 293

Web Manager Configuration>Security>Profiles

SCIEEN ...t 297

Web Manager Configuration>Network Options....... 298
XiX



XX

Figure 6-65:
Figure 6-66:
Figure 6-67:
Figure 6-68:
Figure 6-69:

Figure 6-70:
Figure 6-71:

Figure 6-72:
Figure 6-73:

Figure 6-74:
Figure 6-75:

Figure 6-76:
Figure 6-77:

Figure 6-78:

Figure 6-79:
Figure 6-80:

Figure 6-81.:

Figure 6-82:
Figure 6-83:

Web Manager Configuration>Network> ...............ccc.....
HoSt SEttings SCreen ........cecvecvvceevecee e 299
Web Manager Configuration>Network>Host
Settings Screen—NO DHCP ......coccoiiivieieeeeeee 300
Web Manager Configuration>Network>Syslog
SCIEEN....eeeieeee ettt 303
Web Manager Configuration>Network>PCMCIA
Management SCreeN.........ccocveereeneeire e 305
Web Manager Configuration>Network>
PCMCIA Management Menu..........ccccceevveeniveeennnen. 305
Modem PCMCIA Card Configuration Dialog Box .. 307
Modem PCMCIA Card Configuration Dialog Box
—PPP and Call Back Checkboxes Checked............. 308
ISDN PCMCIA Card Configuration Dialog Box ..... 309
ISDN PCMCIA Card Configuration Dialog Box
—Call BaCK....ociiiiiiirerieeee 310
GSM PCMCIA Card Configuration Dialog Box....... 311
GSM PCMCIA Card Configuration Dialog Box
—Call BaCK......coveriririeieeeee e 312
Ethernet PCMCIA Card Configuration Dialog Box . 313
Compact Flash PCMCIA Card Configuration
[DIF= oo [ =10 ) QO RS 314
PCMCIA Wireless LAN Card Configuration Dialog
BOX o 315
CDMA PCMCIA Card Configuration Dialog.......... 317
CDMA PCMCIA Card Configuration Dialog Box
—Call BaCK....ociieiirieeeeiee e 318
Web Manager Configuration>Network>VPN
CONNECLIONS SCIEEN......ccveiveriieierie e 320
VPN “New/Modify Connection” Dialog Box........... 321
Web Manager Configuration>Network>SNMP
SCIEEN....e et 323

AlterPath OnSite Administrator’s and User’s Guide



Figures

Figure 6-84:

Figure 6-85:
Figure 6-86:

Figure 6-87:
Figure 6-88:
Figure 6-89:

Figure 6-90:

Figure 6-91.:
Figure 6-92:

Figure 6-93:
Figure 6-94:
Figure 6-95:
Figure 6-96:
Figure 6-97:
Figure 6-98:
Figure 6-99:
Figure 6-100:

Figure 6-101:

“New/Mod SNMP v1 v2" Configuration Dialog

“New/Mod SNMP v3” Configuration Dialog Box ... 325

Web Manager Configuration>Network>
Firewall Configuration Screen..........cccceeevveveceennen, 327

Firewall Configuration “Edit Chain” Dialog Box..... 328
Firewall Configuration “Edit Chain” Policy Options329
Firewall Configuration “User-defined Chain”

MESSAGE.....eeie ettt 329
Firewall Configuration “Delete Default Chain”
[DIF= oo [ =10 QOSSR 329

Firewall Configuration “Add Chain” Dialog Box .... 330
Firewall Configuration “Edit Rules for chain_name”

Firewall Configuration “Edit Rules for chain_name’
BULIONS ... 330

Firewall Configuration “Add Rule’ and “Edit Rule”
Dialog BOXES.......ooueiieeieiierieeie e 331

Firewall Configuration “Add Rule’ and “Edit Rule”
Target Menu OpPLioNS..........cooerereeeenenenese e 332

Firewall Configuration “Add Rule” and “Edit Rule”
Source and Destination IP and Mask Fields.............. 332

Firewall Configuration “Add Rule” and “Edit Rule”
Protocol Menu OpLioNS........coceeveecereereeieeseeseeseens 333

Firewall Configuration “Add Rule” and “Edit Rule”
Numeric Protocol Fields........ccoovveiiienininecinns 333

Firewall Configuration “Add Rule” and “ Edit
Rule” TCP Protocol Fields and Menu Options......... 334

Firewall Configuration “Add Rule” and “ Edit

Rule” UDP Protocol Fields.........cccooeviiiinieiinieens 334

Firewall Configuration “Add Rule’ and “Edit Rule”

ICMP Type Menu Options..........cccooererenereneneennns 336
XXi



XXii

Figure 6-102:

Figure 6-103:
Figure 6-104:

Figure 6-105:
Figure 6-106:

Figure 6-107:
Figure 6-108:
Figure 6-109:
Figure 6-110:
Figure 6-111:

Figure 6-112:
Figure 6-113:

Figure 6-114:
Figure 6-115:

Figure 6-116:

Figure 6-117:
Figure 6-118:
Figure 6-119:

Figure 6-120:

Firewall Configuration “Add Rule” and “Edit Rule”
Input and Output Interface Fields and Fragments
MeENU OPLIONS.......ceeverieieeie e 337

Firewall Configuration “Add Rule” and “Edit Rule”
LOG Target Fields.......cccoooeveriniiieieceec e 338

Firewall Configuration “Add Rule” and “Edit Rule”
REJECT Target Menu Options.........ccccevveeeeveeriennnns 339

Web Manager Configuration>Host Tables Screen.... 342
Web Manager Configuration>Network Static

ROULES SCrEeN.......ceieeeeeceeee e 343
Static Routes “Add” and “Edit” Fieldsand Menu
Options—Default RoUte .........c.cceevveereeeceereceee 344
Static Routes “Add” and “Edit” Fieldsand Menu
Options—Network ROULE ..........ccccvveeveeieceeciecee 344
Static Routes “Add” and “Edit” Fieldsand Menu
OptioNns—HOSt ROULE..........cceeriirieiieeeeeee e 345
Web Manager Configuration>System Menu Options347
Time/Date WINdOW ..........ccoceevrreiiiniinenieseseseeeea, 348
Timezone “Edit Custom” SCreen .......ccccoeeveverienene 348
Web Manager>Configuration>System>Time/Date
IMEBNU ..o 349
NTP Enable SCreen ........ccovveeieieneneseneseseeeens 350
Web Manager Configuration>System>Boot
Configuration SCreen ........cccceveeveseeseeseseeseeeee e 351
Web Manager Configuration>System>Online

SCIEEN ...ttt 355
Web Manager Information Menu Options................ 357
Web Manager Information>General Screen............. 358
Web Manager Information>KVM User Status

SCIEEN....e et 360
Web Manager Information>Serial Port Status

SCIEEN....e et 361

AlterPath OnSite Administrator’s and User’s Guide



Figures

Figure 6-121

Figure 6-122
Figure 6-123

Figure 6-124
Figure 6-125

Figure 6-126

Figure 6-127

Figure 6-128
Figure 7-1:
Figure 7-2:
Figure 7-3:
Figure 7-4:

Figure 7-5:
Figure 7-6:
Figure 7-7:
Figure 7-8:
Figure 7-9:
Figure 7-10:
Figure 7-11:
Figure 7-12:
Figure 7-13:
Figure 7-14:

Figure 7-15:

: Web Manager Information>Serial Port Statistics

SCIEEN....e ettt 362
: Web Manager Management Menu Options............... 363
: Web Manager Management>Backup Configuration
SCIEEN....e ettt 364
: Backup Configuration Screen—Storage Device....... 365
: Web Manager Management>Firmware Upgrade
SCIEEN. ...ttt e 366
: Web Manager Management>Microcode Upgrade
SCIEEN....eeeee et 370
: Web Manager Management>Microcode Reset
SCIEEN....eeeieeee ettt 373
: Web Manager Management>Reboot Screen............. 374
OSD LOQIN SCreeN ..o 379
OSD MaiNn MENU.....ccoiiviriiriirieieesee e 379
OSD Connection MeNU.........cccoeevereereeseeneeneeseenees 380
OSD Connection Menu With Cycle and Exit
(@] 011 o 1SS 380
OSD Power Management Screen..........cccceeeeereeenne. 384
Outlet Status Screen—Outlet Unlocked.................... 385
Outlet Status Screen—Outlet Off and Unlocked ...... 385
Configure Menu Options.........ccccceeveeveececeesie e 386
Example Screensin Configure Screen Series........... 388
Selecting OSD Configure>Generdl...........ccccevveueeee. 389
Selecting OSD Configure>Network ...........ccccevenee. 395
OSD Networking Configuration Menu..................... 396
OSD Configure>Network Menu Options................. 396
Selecting Network From the OSD Network
Configuration MenU..........cccoeeeveenenieneene e 397
OSD Configure>Network>Network Screens............ 397
XXili



Figure 7-16:

Figure 7-17:
Figure 7-18:

Figure 7-19:
Figure 7-20:

Figure 7-21:
Figure 7-22:
Figure 7-23:
Figure 7-24:
Figure 7-25:
Figure 7-26:
Figure 7-27:
Figure 7-28:
Figure 7-29:
Figure 7-30:
Figure 7-31:
Figure 7-32:
Figure 7-33:
Figure 7-34:
Figure 7-35:
Figure 7-36:
Figure 7-37:

Figure 7-38:
Figure 7-39:
Figure 7-40:

Selecting SNMP From the OSD Network

Configuration MenU..........ccceeceeveeienieseese e 400
OSD Configure>Network>SNMP Screens............... 401
Selecting VPN from the Network Configuration

IMBINU <. 404
OSD Configure>Network>V PN Configuration

MENU .. s 404
OSD Configure>Network>VPN Options and

SCIEENS ...ttt e e 405
OSD Configure>Network>IP Filtering Screens....... 409
OSD Configure>Network>Hosts Screens ................ 418
OSD Configure>Network>Static Routes Screens .... 421
OSD Configure>Date/time Screens..........ccccveveeeeee. 427
OSD Configure>User Station Screens..........cccveeeene.. 428
Selecting OSD Configure>Date/time...........cccceeueenee. 431
Configure>User Station>Idle Timeott...................... 433
Configure>User Station: Scr. Saver Timeot............ 434
Configure>User Station: Cycle Time Screen............ 434
Configure>User Station: Keyboard Type Screen...... 435
Configure>User Station: Quit Screen.......cccceeeeeee. 436
OSD Configure>KVM Ports Screens...........cceeeeee. 436
Configure>KMP Ports. Server Name..........ccccveeee. 439
OSD Configure>Serial Ports Screens..........ccceeuee.. 441
OSD Configure>Users and Groups Screens............. 452
OSD Configure>PCMCIA SCreens........cccceeeveeeenne. 467
OSD Configure>Authentication Options and

SCIEENS ...ttt 471
OSD Configure>Save/Load Config. Screens............ 478
Selecting OSD Configure>Date/time..........ccccceeuee... 480
Configure>User Station: Power Management

SCIEEN ... 483

AlterPath OnSite Administrator’s and User’s Guide



Figures

Figure 7-41:

Figure 7-42:

Figure 7-43:
Figure 7-44:
Figure 7-45:

Figure 8-1:
Figure 8-2:
Figure 8-3:
Figure 8-4.
Figure A-1:

Configure>User Station: Mouse/K eyboard Reset

Configure>User Station: Switch Next Screen...........
Configure>User Station: Switch Previous Screen ....
Configure>User Station: Port Info Screen................
/etc/openssl.cnf ... ... . ...
Invoking the OnSite CLI on the Command Line......
Example /etc/ppp/peers/wireless File..........
Default /etc/chatscripts/wireless File........
BOOt Partitions..........cccooerevenineneneeeeeeiesieseesie e

XXV



XXVi AlterPath OnSite Administrator’s and User’s Guide



Tables

Table P-1:
Table P-2:
Table P-3:
Table 1-1:
Table 1-2:
Table 1-3:
Table 1-4:

Table 1-5:
Table 1-6:
Table 1-7:
Table 1-8:
Table 1-9:

Table 1-10:
Table 1-11:
Table 1-12:
Table 1-13:

Table 1-14:
Table 1-15:
Table 1-16:
Table 1-17:
Table 1-18:
Table 1-19:

Document Organi Zation ...........ccceeeeeereerenesenenennens xliv
Typographic Conventions...........cccceeeereeresieenieennene Xlvi
Other Terms and Conventions...........ccoccveverereennnn. xlvii
OnSite Connectors and Intended USes..........ccceveruennens 3
Security Features and Where Documented................... 6
Supported Authentication TYPeS........c.ccoceverererienieennns 9
Tasks for Configuring Authentication Using the Web
MANAGET ... it 15
Tasks for Configuring Authentication Methods.......... 17
User Types, Responsibilities, and Default Password.. 19
User Configuration SEttings........ccccoeveeneereneeneniennne 20
Tasks for Configuring USErS........cccceveevereeneniinneenns 22
Services and Other Functions Defined in Security
PrOfIES ... 23
Moderate Security Profile Services/Features.............. 24
Open Security Profile Services/Features..................... 25
Secured Security Profile Services/Features ............... 26
Tasks for Configuring Logging, Alarms, Data

BUFFEITNG oo 31
Types of ENCryPtioNn ........ccoeeererieeieeieneseesie e 31
Default Port ACcess PErmiSsioNS.........cccooeevereereeneeee. 32
Toolsfor Setting KVM Port Permissions.................... 33
OnSite AcCessS Methods.........cocvveeereriineenieeee e 40
Tasks for Modem Installation and Configuration........ 42
Tasks for Configuring Direct Accessto and
Authentication for KVM POrts........ccceevvenieneenenen. 47

XXVii



XXVili

Table 1-20:

Table 1-21:

Table 1-22:
Table 1-23:

Table 1-24:
Table 1-25:

Table 1-26:
Table 1-27:
Table 1-28:
Table 1-29:

Table 1-30:
Table 1-31:
Table 1-32:
Table 1-33:
Table 2-1:
Table 2-2:
Table 2-3:
Table 2-4.
Table 2-5:

Table 2-6:
Table 2-7:
Table 2-8:
Table 2-9:
Table 2-10:

Port Numbers, Names, Device Filenames, TCP

POIt NUMDEX'S ... 47
Tasks for Configuring TCP Port Numbers and

PO ANTSES ... e 49
Tasks for Configuring Power Management ................ 52
Example CLI commands for Power Management
CoNfIQUIELION .......eoieeiiiieie e 52
Tasks for Configuring SNMP..........cccccoovvieiieieiiennn, 53
Field and Menu Options for Configuring a VPN
CONNECLION ...t 55
VPN Configuration TOPICS........ccoeevueieerreeieeseesieeeeenes 56
Temperature Graph Parameters.........cccooveeveececeenen, 58
Tasks for Configuring Access to Connected Devices. 61
Tasks for Redefining Hot Keys and TCP Port

NUMDEIS ... s 62
Tasks for Redefining Hot Keys.........ccovevevceieecienen, 64
Filter Options for Packet Filtering Rules.................... 66
TCP Protocol Packet Filtering Options............ccccee..... 68
UDP Protocol Packet Filtering Options...................... 68
Power Management Options in the Web Manager ..... 77
AlterPath Viewer Options Menu..........cccceccvveereeeeenee. 80
AlterPath Viewer>Options>Viewer Options Menu.... 81
AlterPath Viewer Connection Menu Options............. 82
Show Connections Dialog Availability in OnSite
Hardware VErSIONS..........cccoveverenenenieeeseesee e 84
Print Screen Menu Options..........ccoeveeeneneneneneseenne 85
Default KVM Port Connection Hot Keys................... 86
Default Sun Key Emulation Hot Keys........cccooeeneee. 89
Common Procedures While Connected to KVM Ports94
Tasks for Configuring and Making Dial-in

CONNECLIONS. ... e e e e e 113

AlterPath OnSite Administrator’s and User’s Guide



Tables

Table 3-1;

Table 3-2;

Table 3-3:
Table 3-4:
Table 3-5;

Table 3-6:

Table 4-1:

Table 4-2:

Table 4-3:
Table 4-4.
Table 5-1:
Table 5-2:
Table 5-3:
Table 5-4:
Table 6-1:
Table 6-2:

Table 6-3:

Table 6-4:
Table 6-5:
Table 6-6:
Table 6-7:
Table 6-8:
Table 6-9:
Table 6-10:

Connecting to KVM Ports Via Web Manager

When Direct Accessisnot Enabled..........ccccveueenee. 130
Connecting to KVM Ports Via Web Manager

When Direct Accessis Enabled...........cccovvvenenene. 133
Connecting to Seria Ports ViaWeb Manager ........... 134
Administrator’s Control BUttons..........ccccccceveeeveennnne. 136
Optionsfor Trying, Saving, and Restoring
Configuration Changes...........cccceeeeveeieseesesee e, 137
Logout Button and Other Information in the Upper
RIGNE. e 138
Logout Button and Other Information in the Upper
T L SO 140
General Port Information on the View IPDUs Info
SCIEEN....eee et 152
IPDU Information on the View IPDUs Info Screen ..153
IPDU Multi-Outlet Ctrl. Form Icons.........ccccceeeuenie. 156
Serial Port Profile Parameters and Usage.................. 171
Tasks for Configuring Seria Ports.........ccccceecvevveenee. 173

Add User Dialog: Field Names and Definitions........ 176
Differences Between Remote and Local Buffering...180

Common OnSite Administration Tasks..........cccce..... 186
Power Management Tasks Shared by Authorized

Users and Administrative USErS ........cccveeeveeeeneennnns 194
Power Managment Configuration Tasks Performed
Only by Administrative USErS..........cccoevvrerencnene. 194
Tasks for Configuring Multi-Outlet Contral .............. 203
[PMI INfOrmMation..........cooeererinneeniene e 206
KVM>General>General Screen Fields and Options.213
Format for KVM Port Connection Hot Keys............. 215
Session Parametersfor Local User .......cocevevereennne 218

Session Parameters for Local User and IP Users.......220
Configuration Procedures for Selected Serial Ports ..229

XXiX



XXX

Table 6-11:
Table 6-12;

Table 6-13:

Table 6-14:
Table 6-15:

Table 6-16:

Table 6-17:
Table 6-18:
Table 6-19:

Table 6-20:
Table 6-21:
Table 6-22:

Table 6-23:
Table 6-24:
Table 6-25:
Table 6-26:
Table 6-27:

Table 6-28:

Table 6-29:

Table 6-30:
Table 6-31:
Table 6-32:

Tasks for Configuring Seria Ports (Generd)............ 231
Protocols for Devices With Console Ports
Connected to Serial POrtS.........coevererenieeiecsieee 232
Protocols for Dumb Terminals Connected to Serial
POITS ... 233
Tasks for Configuring a Dumb Terminal .................. 234
Protocols for Serial Ports Connected to
MOodemS OF IPDUS ... 235
Tasks Performed Using the Seria/AUX>
Physical POrtS>ACCESS SCreen ........ccceveereeieeseennens 240
Options on the “Allow Multiple Sessions’ Menu..... 245
Power Management Options for AUX Ports............ 258
Fields for Configuring PPP on AuxPort or
MOdEMPOIT SCrEENS......oiiveriieie e 261
Commonly-Used Supported AT Commands............. 263
Inband Configuration ValUes...........ccccceveereereseennens 274
Tasks for Setting up Authentication Servers
for Each Authentication Method............ccccccevirnenee. 278
Add User Dialog: Field Names and Definitions....... 289
Host Settings Form Fields........cccooeviiininencicee 300
Fields and Menu Options for SNMP Configuration . 324
Tasks for Configuring SNMP........cccccvniriiiinennne 326
TCP Options Fields and Menu Options on the Firewall
Configuration SCreen ........ccoeceeveeieneeneee e 334
UDP Options Fieldsin the Firewall Configuration
SCIEEN ...ttt 334
Input and Output Interface and Fragment Options
in the Firewall Configuration Screen.........cccccceevee.. 337
Fields and Menus for Configuring Static Routes...... 345
Boot Configuration Fields and Options.................... 353
Fields on the “Backup Configuration” Screen When
FTPisSSaected......oooviieeeeececeee e 365

AlterPath OnSite Administrator’s and User’s Guide



Tables

Table 6-33:
Table 6-34:

Table 6-35:
Table 7-1:
Table 7-2:
Table 7-3:
Table 7-4.
Table 7-5:
Table 7-6:
Table 7-7:
Table 7-8:
Table 7-9:
Table 7-10:
Table 7-11:
Table 7-12:

Table 7-13:
Table 7-14:
Table 7-15:
Table 7-16:
Table 7-17:
Table 7-18:
Table 7-19:

Table 7-20:
Table 7-21:

Table 7-22:

Table 7-23:

Firmware Upgrade Screen Fields and Menu Items ...367
Microcode Filename Formats, Terminology, and

COMPONENL.......ooiiiiiiiiie e 370
Microcode Upgrade Field Names and Definitions....371
OSD Background Information...........ccccceeeverenenenne. 378
Basic OSD Navigation Keys.........ccoceverenennnnennnns 381
Performing Common OSD Navigation Actions........ 382
OSD Main Menu OptioNnsS........ccceveveeveeieeseeiee e 383
OSD Configuration Menu Options..........cccccvecveeveenee. 386
Configure>General Screens[OSD] ......ccccvvvveerierienne. 390
Network Configuration Screens[OSD] ........ccccceeneene 398
SNMP Configuration Screens [OSD] .......cccceeveruenee. 401
VPN Configuration Screens[OSD] ........cccceevvevveennene. 405
I P Filtering Configuration Screens [OSD].................. 410
ICMP Type Filtering Options [OSD]........ccceveerveennnne 416
Configure>Network>Hosts Configuration Screens
[OSD] ettt e 418
Static Routes Screens [OSD] ....cvevveeereenienieniesienienes 421
User Station Configuration Screens [OSD] ............... 428
KVM Port Configuration Screens[OSD] .........c.c...... 437
Serial Port Configuration Screens[OSD] .................. 442
Local Users Configuration Screens[OSD]................ 453
Loca Groups Configuration Screens[OSD]............. 454
User Access List KVM Port Permissions
Configuration Screens [OSD] ......ccoceverereveneneniene 456
Tasks for Configuring Groups [OSD] .......cccccevrenene 461
Configuration Screens for aPCMCIA Modem
(070 [ @5 ) [P S T 468
Authentication Configuration Screens for OnSite
LOGINS[OSD]...ccviiiiiieienieeriesee e 472
Common Configuration Screens for Kerberos and
LDAPAuthentication Server [OSD] ......cccccvvereennnne 472
XXXi



XXXii

Table 7-24:

Table 7-25:

Table 7-26:
Table 7-27:
Table 7-28:
Table 7-29:
Table 7-30:

Table 8-1:
Table 8-2:
Table 8-3:
Table 8-4.

Table 8-5:
Table 8-6:
Table 8-7:
Table 8-8:
Table 9-1:

Table A-1:
Table A-2:

Table A-3:
Table A-4:

Unigue LDAP Authentication Server Configuration

SCreenS [OSD] ...cvvevieeeeceeie et 473
Configuration Screens for the Radius or TACACS+
Authentication Servers[OSD] .......cccoceverieerernienene 474
Smb (NTLM) Configuration Screens[OSD]............ 476
NIS Configuration Screens[OSD].......cccoeveerereenens 476
Save/Load Configuration Screens[OSD] ........cc....... 479
Tasks for Configuring Authentication Servers.......... 492
System Information Example [OSD] ........ccccoveeeneee 498
Tasks for Configuring OTP Authentication.............. 504
Devices Available for Mounting OPIE Databases.... 506
Tasks for Administering Security Certificates.......... 520
Tasks for Obtaining an SSL Signed Certificate from a
CA e 523
CLI Commands for Saving Configuration Changes. 540
CLI Global Commands...........ccocevererininiienienerieee, 542
CLT OPLIONS ..o 544
Tasks for Configuring Dial-0ut ..........ccccceveriernieennene 546
Tasks for Configuring Troubleshooting Connection
MethOdS [OSD] ....ceeiveeieeirneere e 561

Options for Saving Configuration File Changes....... 574
Options for Saving and Backing Up Configuration File

ChangES......ceeeee s 575
Options for Saving Configuration File Changes....... 575
Options for the create_cf command............cccceeueeee. 578

AlterPath OnSite Administrator’s and User’s Guide



Procedures

Chapter 2: Accessing Connected Devices and

Managing POWEN .......coovviiiiiiieiieiiii e 73
Y To Log Into a Server Connected to aKVM Port........ccccovvvveneeceeieieenens 95
Y To Select a Server From the Connection Menu...........cccccevevvneeceecenennnns 96
Y To Return to Previous Menus or t0 EXit .......c.ccoevrrininnininenecnc e 96
Y To ShareaKVM Port CONNECLION.........ccoeruirieieiereseeiee e 97
Y To Cycle Through All Authorized KVM POItS ......cccooeivieeceve e 97
Y To Connect to the Next Authorized KVM POrt .........ccccoooiiiiiiieceieeee 98
Y To Connect to the Previous KVM Port from the Current KVM Port........ 98
Y To Adjust Brightness and Cable Length in the AlterPath Viewer ............. 98
¥ To Reset the Keyboard and Mouse in the AlterPath Viewer ..................... 99
Y To Power On, Off, or Cycle a Server While Connected to aKVM Port. 100
Y To View Information About a KVM Port While Connected................... 100
Y To Connect Through a Dumb Terminal to a Server or to the OnSite...... 102
Y To Use Telnet to Connect to a Device Through a Serial Port ................. 104
Y To Use SSH to Connect to a Device Through a Seria Port .................... 105
Y ToLog Into aDevice' s Console Through a Serial Port............cccceeueneee. 107
Y To Manage Power While Connected to a Serial Port ........ccccccocveeeeeenene. 107
Y To Usets menuto Connect to a Serial POrt........ccccceveeeeceiececeeie, 110
Y To Configure a Reusable PPP Connection ............ccoceveeenencneeccenenene 114
Y To Start a PPP Connection From a Remote Computer............cccccvevvenene. 115
Y To Configure a Reusable Terminal Emulator Dial-in Connection.......... 116
Y To Did Into the OnSite Using a Terminal Emulator.............ccceeveeuennene. 117
Y To Generate an OTP Password When Challenged at Dial-in.................. 119
Y To Manage IPDUs from the Command Line as ROGt............c.cceeeveveniene. 120

XXXili



XXXV

Chapter 3: Web Manager Introduction................. 125

Y To Log Into the Webh Manager..........cccveceeieein e see e e see e 128
Y To Connect to aKVM Port Through the Web Manager Login Screen... 133
Y To Switch Between Expert and Wizard Modes..........cccccvevvvienvceiennnnne 135
Y To Try or Save Web Manager Changes..........coourereerereerieneeesieseneeeenes 138
Chapter 4: Web Manager for Regular Users........ 139
Y To View Status, Lock, Unlock, Rename, or Cycle Power Outlets.......... 150
Y ToView and Reset IPDU Information [EXpert] .......ccooeeenieneneeiceneneene 153
Y To Change Your Password [USEr] .......ccceveveveiiecese e 157
Y To Monitor the ONSite'S TEMPEIELUrE..........cceeevreerierieeeeesieeeese e 158
Chapter 5: Web Manager Wizard Mode................ 161
Y To Select or Configure a Security Profile—Wizard..........ccccooeeveinenne. 167
Y To Configure Network Settings [Wizard]........cccooceveeveeveciesinsceseeneene 170
Y To Configure Serial POrts [Wizard] ..........ccocovereinineneineneneeeeeseneens 174
Y ToAdd aUser [WIizard] ......cccccovverieriie et eee s s seeens 177
Y ToDelete aUser [Wizard] ........ccoovereneenineneiencseseeeiesiese s 178
Y To Change aPassword [WiIzard] ........cccoceeeveeveeninniesie e seesiee e see e 178
Y To Configure Data Buffering [Wizard] ..........ccoceoerereneieneneneescseeene 181
Y To Add aSyslog Server [Wizard]........ccoeeeveevinnenseereeseese e e ese e 183
Y To Delete aSyslog Server [Wizard] ........cccoeveeeineneneineneseeeseseeenes 184
Chapter 6: Web Manager for Administrators ...... 185
Y To Connect to the OnSite Console as admin [Expert] ........c.ccovervrennnne. 193
¥ To Configure Users to Manage Power Outlets on IPDUs

124 1 ST 196
Y To Specify Names, Alarms, Syslogging, and Over-current Protection for

[PDUS [EXPEIT] .ottt 198
Y To Download AlterPath PM Software From Cyclades [Expert] ............. 200
Y To Upgrade Software on an AlterPath PM [EXpert] .......cccoocvvvevvcenennnenne 201

AlterPath OnSite Administrator’s and User’s Guide



Procedures

Y To Delete, Add, or Edit an IPMI Device to Enable or Disable

IPMI Power Management [EXPErt].....ccccecvecrncrnceesee e seeseesie e e 206
Y To Manage Power on an IPMI Device [EXPErt] ......cccoeererereienenennene. 207
Y To Create aMenu for aDumb Terminal [Expert] ......ccccocvvoevieeveeieenens 209
Y To Enable Direct Accessto KVM Ports [EXpert].......cccovevvneincnennne. 214
Y To Redefine KVM Port Connection Hot Keys [Expert].......cccecevvienneene 215
Y To Redefine the Escape Key for Sun Keyboard Emulation Hot

KEYS [EXPEIT] ..ot 216
Y To Configure an Authentication Method for Direct Access

TO KVM POMS [EXPEIM]...eeieieeeeeeeere e 217
Y To Configure Local User Sessions [EXPert] .....ccccceevvveeecveneseeeeciennnn, 221
Y To Configure IP Users (KVM Over IP) Sessions [Expert].........c.coeueee. 222
Y To ConfigureaKVM Port for Power Management [Expert] .................. 225
Y To Configure an Aliasfor aKVM Port [EXpert] ......ccoceeenieneneenceneneene 226
Y To Select One or More Serial Ports [EXPert]......ccooeeeveeveveveseereeeeen 228
Y To Enable or Disable Serial Ports [EXpert]......ccccoeveienenencinencene 229
¥ To Configure a Serial Port Connection Protocol for a Console

(O0Ta10T= ot i [0 g I 1 =5 o< ¢ | PSSP 236

Y To Configure a Seria Port Connection Protocol for a Dumb
Terminal [Expert] 237

Y To Configure an Alias for a Serial Port [EXpert] ........cccovvereneinincnnne. 238
¥ To Configure Seria Port Settingsto Match the Connected Device

41 USSR 238
Y To Configure Serial Port Access for Users [EXpert] .......occoverieneneene. 240
Y To Configure a Seria Port Authentication Method [Expert]................... 241
Y To Configure Data Buffering for Serial Ports [Expert] ......ccccooeveeeeveenenne. 243

Y To Configure Multiple Serial Port Sessions and Port Sharing [Expert] .. 246
Y To Configure a Seria Port for IPDU or IPMI Power Management

[EXPEIT] ettt 250
Y To Configure a User for IPDU Power Management for a Serial Port

[EXPEI] ettt n e e 252
Y To Configure TCP Port Number, STTY Options, Break Interval, and the

Login Banner for a Serial Port Connected to a Console [Expert]............ 254

Y To Configure Dumb Terminal Server Connection Options [Expert] ...... 255
Y To Configure an AUX Port for IPDU Power Management [Expert] ...... 266

XXXV



XXXVi

Y To Configure an AUX Port for PPP [EXPert] ......ccooeveeeeneneseeeeieen 266

Y To Configure the Internal Modem [EXPert] .......cooveeeeerenesescereseee 267
Y To Choose a Method for Sending Notifications for Serial Port
Data Buffering EVENtS [EXPErt] ....ccceveeveeiecre et 270

Y To Configure a Trigger for Email Notification for Serial Ports [Expert] 271
Y To Configure a Trigger for Pager Notification for Serial Ports [Expert] 272
Y To Configure a Trigger for SNMP Trap Notification for Serial Ports

T 0L S 272
Y To Configure an OnSite Login Authentication Method [Expert] ............ 277
Y To Configure a Kerberos Authentication Server [Expert] ........cccceeveneee. 279
Y To Configure an LDAP Authentication Server [Expert] .......ccccevereenee. 281
Y To Configure an SMB(NTLM) Authentication Server [Expert] ............. 283
Y To Configure aNIS Authentication Server [EXpert] ......cccoovveeveerenennnne 285
Y To Configure a RADIUS Authentication Server [Expert]........cccceevenee. 285
Y To Configure a TACACS+ Authentication Server [Expert] .......cccceen..... 286
Y TOAdd aUSEr [EXPEIM]....cceeeeieiiece ettt 294
Y To Delete aUser or Group [EXPErt] ...cccveveeeereneneeeeee e 294
Y To Change aUser’s Password [EXPert] ....ccceceveveceneeiene e 294
Y TOAdd @ Group [EXPErT] ..ceeeeeeereeeeeere e 295
Y To Modify aGroup [EXPErt] ......ccoeeiiieeerese et 295
Y To Select Users and Groups for Assigning KVM Port Access [Expert] . 296
Y To Assign KVM Portsto aUser or Group [EXpert] ......cooeevvveeeeveeniennene 296
Y To Configure HOSES [EXPEIT] «.cveoveeeeeeeere e 301
Y To Configure Syslogging and Message Filtering [Expert] .......ccccevneee. 304
Y To Begin Configuring a PCMCIA Card [EXpert]........ccooeeeeneneeieeneeneene 306
Y To Configure aModem PCMCIA Card [EXpert] .....cccoevvevievvveeveeciennnn, 308
Y To Configure an ISDN PCMCIA Card [EXPert] ....ccceoeeenrnereeeeenene 310
Y To Configure a GSM PCMCIA Card [EXpPert] ....coocovveeveeveieceeeeieen 312
Y To Configure an Ethernet PCMCIA Card [EXpert] .....cccoceevvveeeeieenenene 313
¥ To Configure a Compact Flash or Hard Disk PCMCIA Card [Expert]... 315
Y To Configure aWirelessLAN PCMCIA Card [EXpert] ...ccccevvvvruenene 316
Y To Configurea CDMA PCMCIA Card [EXpert].....ccccoveeeveneveeeeienne, 318
Y To Eject aPCMCIA Card Fromthe Card SIOt .......cccooeeeeieiiceceeee 319
Y To Configure VPN [EXPErt]....cceoiiiiiieece st 322

AlterPath OnSite Administrator’s and User’s Guide



Procedures

Y To Configure SNMP [EXPEN] ....ccovviiireeiiie e 326

Y ToAdd aChain [EXPE].....cccceoerereeeeeeresesieeee e 339
Y To Edit aChain [EXPert] .....ccceoeiiiiceeee st 340
Y TOEdit aRUIE [EXPEN] ...eoieeieeeeeeeee et 341
Y TOAdd aRUIE[EXPEI]....cce ittt 341
Y To Define the OnSite' s IP Address and Hostname [Expert] ........c........ 342
Y To Configure Static ROULES [EXPENT] .....ccovevevieiiieeere e 346
Y To Configure the Time Zone [EXPert] ......ccocveeererieneneeene e 349
Y To Configure Time and Date [EXPErt] ......ccceceveveieeeee e 350
Y To Configure OnSite BoOt [EXPErt]......cccovrererere e 354
Y To Configure aNew Location for OnSite Help Files.........ccccooveceenennee. 356
Y To View System, CPU, Memory, Fan, and RAMDISK Information

241 S 359
Y ToView KVM User Status [EXPErt] .....coceveeereie e 360
Y ToView Serial Port Status [EXPErt] ....cccvoveeeeeenere e 361
Y To View Serial Port StatisticS [EXPert]......ccocovoevereenenieneeeeeeeseseee 362
Y To Back Up or Download the OnSite Configuration Files [Expert] ....... 366
Y To Find the Cyclades Pathname for Software or Microcode

UPGrades [EXPEI] .....eoeeeereeeeeeese et 368
Y To Upgrade the OnSite’ s Software [EXpert]........ccovvevevenenneneneeene, 369
Y To Download Microcode From an FTP Server [EXpert] .......ccocceeeevenee. 372
Y To Reset the Microcode After Upgrade [EXpert] ......coeevevinrcncnieene. 373
Y To Reboot the ONSIte [EXPEN] ..cveeeeeeeeereerereeeee e 374
Chapter 7: OSD for All User Types.........ccvvvvvnnnnn. 375
Y TOLOGINOtNEOSD .....ociiiiiiiirerieeeeere s 380
¥ To Configure an Authentication Type for Direct KVM Port Access...... 392
Y To Configure a Syslog Facility Number [OSD] ........ccccooeveieinencnieene, 392
Y To Define the Escape Sequence for AlterPath Viewer Hot Keys [OSD] 393
Y To Configure Emulation of a Sun Keyboard [OSD] .........cccceerererieenne. 393
Y To Configure the IP Security Level [OSD] .....ccoevevvveeecere e 393
Y To Enable or Disable 3DES Encryption [OSD] ........cccoeevrenenrieninienne. 394
Y To Enable Direct Accessto KVM Ports[OSD] .....ccocevevevieieneeieeieninn, 394

Y To Assign Alternate TCP Port Numbers for the AlterPath Viewer

XXXVii



XXXViii

Y To Configure Basic Networking [OSD] ......cccccoeerenrreneeenene e 399
Y TOEdit aHOSE [OSD] ....oiviieirienie et 419
Y ToDelete aHOSE [OSD] ......ceeeeeriereeieiesee st eeeee e 419
Y To Add a Static ROULE [OSD] ....ccvvivieeieeeriesie et 423
Y To Edit a Static ROULE [OSD] ......coverveiriirierieieesicreeeeesee e 424
Y To Delete a Static ROULE [OSD].....ccvevieieee et 426
Y To Specify the User Station [dle TIMEOUL ...........coevereeireneneeeneneene 433
Y To Specify the User Station Screen Saver |dle Timeout Period.............. 434
Y To Configure the User Station: Cycle Time [OSD]......c.ccocvvevrenerieeene. 434
Y To Specify the Users Station Keyboard Type [OSD] .....ccveeevvvervieieeninnne 435
Y To Specify the User Station Quit Command Key [OSD]........cccccevvenene. 436
Y To Select aKVM Port to Be Configured [OSD] ......cccovevveveeinecniieinne 438
Y To Activate aKVM POrt [OSD] ......cooemrenireieiniesieeeesiesesese e 439
Y To Assign a Server Name to the Port [OSD] .......cccoovveeveevieeve e 439
Y To Enable Power Management Through aKVM Port [OSD]................. 440
Y To Select a Seria Port or Ports to be Configured [OSD] ......ccccccovecvvnnene 446
Y To Configure a Connection Protocol for a Seria Port [OSD] ................. 447
Y To Assign an Aliasto a Serial Port [OSD] ......cccoovveeveenieeneeve e 447
Y To Enable Power Management Through a Serial Port [OSD]................. 448
Y To Specify the Baud Rate for Serial Port(s) [OSD].....ccccoevvrvrvcniciennnne 448
Y To Configure Who Can Access Seria Ports[OSD] .......ccoevveevrenierieene. 449
Y To Specify an Authentication Method for Serial Ports[OSD]................ 450
Y To Configure USErS[OSD] .....coueereriirieieieniesiesieesie e 459
Y TOAAd QUSEN [OSD] ..cueiiiieeiieieiesierie ettt 460
Y To Change aPassword [OSD] .......ccceererereiereniiieesesie s 460
Y ToDelete aUSer [OSD].....civiiirreriie e sieeseesteesiesreeeeeneseesesseesneesneens 460
Y To Configure Groups [OSD] ......ccceeririerierieeresieieese s 461
Y TOAdd aGroup [OSD].....ccciierieriiereerieeieee e e see e s ses e e sreesseeseeens 461
Y To Add aUser to aGroup [OSD] ......ccccovrererereririenieiesiesiesie e 461
Y To Delete aUser from a Group [OSD] ......cccovvcvvervienrieeneeseesieesie e 462
Y To Delete aGroup [OSD] ....cccoveirerierieeniesieneeesie s 462
Y To Choose an Option for Adding, Editing, or Deleting User and Group
KVM Port Access Permissions [OSD] .....cooovveeeeerereneniesese e 462

AlterPath OnSite Administrator’s and User’s Guide



Procedures

Y To GiveaUser Accessto KVM Ports[OSD] .....cccooovveeeeieneie e 463

Y To Edit aUser or Group’s Accessto KVM Ports[OSD] ......ccccevereenee. 464
Y To Edit Permissions for the Generic User [OSD].......ccccevevvvereereeniennnn. 465
Y To Delete aUser From the User Access List [OSD] ......ccovveverenerieene. 465
Y To Configure a Syslog Server's IP Address (OSD).......cccccvevvvveeeeennnn 466
Y To Enable the NTP Server to Set the Time and Date [OSD]................... 481
Y To Enter the Date and Time Manually [OSD]......cccccveeeeveneseeceerienenn, 481
¥ To Configure the User Station Power Management Command

(=Y [ 15 5 ] S 483
Y To Specify the User Station Mouse/K eyboard Reset Command

(=Y [ 15 5 S 484
¥ To Specify the User Station Video Configuration Command Key

OS5 ) USRS 485
Y To Specify the User Station Switch Next Command Key [OSD] ........... 485
Y To Specify the User Station Switch Previous Command Key [OSD]..... 486
¥ To Specify the Keys Used in the Command Key Portion of the

Port Info Keyboard Shortcut [OSD] ........ccooverinenereneseeeeese e 487
Y To Configure aPCMCIA Card [OSD] .....covvevieiirieeecieeee s see e 487
Y To Save Configuration Filesto Flash [OSD]........c.ccocereirienineienenenene 488
Y To Load The Configuration File from Flash [OSD] .......cccccvvvvivieeninnne 4389
Y To Save Configuration Filesto an FTP Server [OSD] .......ccccovevririenene. 490
Y To Load Configuration Filesfrom an FTP Server [OSD] ......c...cccecevnenne 490
Y To Configure an Authentication Method and an Authentication

Server for ONSite LOgiNS [OSD]......covreririerieeriesienieesesie e 491
Y To Configure a Kerberos Authentication Server [OSD]........cceceeverienene. 492
Y To Configure an LDAP Authentication Server [OSD]......cccccevveveervennene. 494
Y To Configure a RADIUS Authentication Server [OSD] .......cccceevnvennene. 496
Y To Configure a TACACS+ Authentication Server [OSD] ......ccccceeevenee. 496
Y To Configure an SMB Authentication Server [OSD]........cccccovererieenne. 497
Y To Configure an NIS Authentication Server [OSD].......cccccevvvvvveceennne. 497
Y To Access System Information [OSD] ......cocerervreeieiene e 498
Y T0 ReDOOL the ONSITE........coviiieeiirieee s 499

XXXIX



x|

Y To Disable Web Manager TIMeOULS...........ccceveeveeveeneeseereeeree e sie e 502
Y To Specify the Location for the OTP Databases .........cccccevevvveeeereenenn 507
Y To Enable OTP and Configure the Location for OTP Databases............ 508
Y To Register and Generate OTP Passwords for USers........cccooveveveenienene. 510
Y To Configure Groups for TACACSH ..o see e 512
Y To Configure a TACACS+ Authentication Server on the Command

i1 et 514
Y To Configure Groups for RADIUS............ccoiiiniiceeeeeese e 515

¥ To Configure a RADIUS Authentication Server on the Command Line 516
Y To Configure User or Group Authorization for Accessing Serial

[0 £ [ SRS 517
Y To Configure Group Authorization on aNTLM Server........ccccceveeennenne 518
Y To Configure Active Directory SChema..........occcveveneineneneeieseseeenes 519
Y To Configure ADSI Edit........cccovveriieiee e eee s 519
Y To Configure an SSL Certificate With Y our Organization's Data.......... 524
Y To Obtain an Signed Certificate From a Certificate Authority................ 526

Y To Enable HTTPS By Installing the X.509 Certificate and the Server Key
Where the Web Server Can Find 1t527

Y To Enable Authentication of SSH Sessions Through Exchange of

X509 CertifiCaES ... cuveerrereeieieese et neas 529
Y ToAdd @USer With CLI ..o 545
Y To Configure the /etc/generic-dial.conf File...........cooooeiniiiniinince, 550
Y To Configure the /etc/ppp/peers/wireless File........covveveceiececeeie, 553

Y To Specify the Telephone Carrier in the /etc/chatscripts/wireless File ... 554
Y To Set aGSM Pin and Deactivate mgetty in the /etc/pcmcia/serial.opts

Il e e 555
¥ To Configure Automatic Restart of Dial-Out in the

/etc/daemon.d/gendial.Sh File ..o 556
Y To Restart the GDF Daemon to Activate Dial-Out ............ccoceeeeeveneennene. 556
Y To Configure a Static Route for Dial-Out...........cccooerereireneneineneeee 556
Y To Configure Serial Portsfor Dial-Out ...........ccccoeeveevecieeie e e seeneene 557

AlterPath OnSite Administrator’s and User’s Guide



Procedures

Chapter 9: Troubleshooting...........cccceveieieriinnnnnnn. 559

Y To Recover from root Authentication Failure............coceoeiiiiieeenne 561
Y To Restart the Web Manager ... 563
Y To Boot from an Alternate Image Using CLI ........ccceevvviin e 568
Y To Boot in U-Boot Monitor MOGE............ccceeeeveieseneeese e 570
Y To Boot from an Alternate Image in U-Boot Monitor Mode................... 571
Y ToBoot in Single User Mode from U-Boot Monitor Mode.................... 571
Y To Replace a Boot Image From a Network Boot in U-Boot Monitor
/oo L= OSSP RR 572
¥ To Restore the OnSite Configuration Filesto the Last Saved Version ... 576
Y To Restore the OnSite Configuration Files to the Factory Defaults........ 577
xli



xlii AlterPath OnSite Administrator’s and User’s Guide



Before You Begin

This administrator’s and users guide provides background information and
procedures for installing, configuring, and administering the Cyclades™
AlterPath™ OnSite and for accessing connected servers and other connected
devices.

Audience

Thismanual isintended for system administrators of the OnSite and for users
who may be authorized to connect to devices, to manage power through the
OnSite, and to monitor the OnSite's temperature.

This manual describes configuration, administration, and use of the OnSite
only. It does not describe how to set up and administer other external services
or serversthat the OnSite may access for authentication, system logging,
IPMI control, SNMP notifications, data buffering, file sharing, or other
purposes. This manual assumes that users who are authorized to connect to
servers and other devices through the OnSite already know how to use the
connected devices.
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Document Organization

The document contains the chapters listed and described in the following

table.
Table P-1: Document Organization

Chapter Number and Title

Description

1: Introduction

2: Accessing Connected Devices and
Managing Power

3. Web Manager Introduction

4: Web Manager for Regular Users

5. Web Manager Wizard

6: Web Manager for Administrators

7: OSD for All User Types

8: Miscellaneous Procedures

Provides an overview of the features of the
AlterPath OnSite along with necessary
prerequisite information for understanding
the rest of the information in this guide.

Explains how to access servers and other
devices connected to KVM and seria ports
and how to manage power through the
OnSite.

Explains the common features of the Web
Manager and the access prerequisites.

Describes how authorized users use the Web
Manager to access devices that are
connected to ports on the OnSite.

Explains the basic configuration that can be
performed by administrative users using the
Web Manager Wizard mode.

Explains how the OnSite administrator uses
the Web Manager for managing users port
access, and performing other administration
tasks.

Describes the screens in the Onscreen
Display, which can be accessed from a
locally-connected keyboard, monitor, and
Mmouse.

Provides administration procedures that
cannot be performed using the Web
Manager.
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Table P-1: Document Organization (Continued)

Chapter Number and Title

Description

8: Troubleshooting

A: Specifications

B: Advanced Boot and Backup
Configuration Information

Index

Provides troubleshooting procedures.

Lists specifications and protocols for
hardware, security, console management,
system management, server management via
KVM, upgrades, and additional protocols
supported.

Provides detailed background information
about where boot files reside and how to
configure them and about how configuration
file changes are managed and how to backup
and restore the files.

Provides away to look up terms. In the
online version of this manual, clicking the
termsin the index brings you to where they
are used in the manual.

Related Documents

The following document for the Cyclades AlterPath OnSite is shipped with

the product.

» AlterPath OnSte QuickSart Guide (hard-copy)

The following documents for Cyclades AlterPath products mentioned in this
guide are on the Documentation CD shipped with the product and are also
available at: http://www.cyclades.com/support/downloads.php.

e AlterPath PM User Guide

» AlterPath Manager E2000 Manual

Updated versions of this document will be posted on the downl oads section of
the Cyclades website in the “ AlterPath OnSite” section when Cyclades
releases new versions of the software.

A hard-copy version of this document can be ordered under part number
OST0000-U00 through your Cyclades sales representative.

Before You Begin
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Typographic and Other Conventions

The following table describes the typographic conventions used in Cyclades
manuals.

Table P-2: Typographic Conventions

Typeface Meaning Example
Links Hypertext links or URLS Go to: http://www.cyclades.com.
Emphasis Titles, emphasized or new words  See the AlterPath OnSite Quick
or terms Sart.
Filename or Names of commands, files, and Edit thepslave. conf file.
Command directories; onscreen computer
output.
User type What you type in an example, # ifconfig etho
compared to what the computer
displays
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The following table describes other terms and conventions.

Table P-3: Other Terms and Conventions

Term or Convention

Meaning

Examples

Hot keys

Navigation shortcuts

\ in acommand line
example

Hot keys are key sequences that
perform certain actions. When
hot keys are shown, aplus (+)
appears between two keys that
must be pressed at the same
time, and a space appears
between two keys that must be
pressed sequentially.

Shortcuts use the “ greater than”
symbol (>) to indicate how to
navigate to Web Manager or
OSD screens.

Used in screen examples when a
command does not fit in the
space available. Indicates that
the whole command should be
entered in either of the two
following ways:

« On oneline without the
backslash

* On multiple lineswith a
backslash at the end of each
line to tell the shell that the
command continues on the
following line.

e Ctrl+k p enteredwhile
the user is connected to a
KVM port brings up an
IPDU power management
screen. Ctrl and k must
be pressed at the sametime
followed by p.

e Ctrl+Shift+i entered
while the user is connected
to aseria port brings up
the IPMI power
management utility. The
Ctrl keyandtheshift
and i keys must be pressed
at the same time.

Go to Configuration>KVM>
General >IP Usersin Expert
mode.

# openssl req -new \
-nodes -key \
private key.pem \

-out cert.csr

Before You Begin
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Additional Resources

The following sections describe how to get technical support, training, and
software upgrades.

Cyclades Technical Support

Cyclades offers free technical support. To find out how to contact the support
center in your region, go to: http://www.cyclades.com/support/
technical _support.php.

Cyclades Technical Training

To learn about the Cyclades Technical Training Center and the courses
offered, visit http:www.cyclades.com/training, call 1-888-292-5233, or send
an email to training@cyclades.com.

Cyclades Software Upgrades

Cyclades offers periodic software upgrades for the AlterPath products free of
charge to current Cyclades customers. You may want to check http://
www.cyclades.com/support/downl oads.php from time to time to see if
upgrades are available for the OnSite or for an AlterPath PM that you may
also be using with this product.

See the “Management>Firmware Upgrade” on page 366 for instructions on
upgrading the software on the AlterPath OnSite and see “Access>IPDU
Power Mgmt.>Software Upgrade” on page 199 for instructions on upgrading
the software on any optionally-connected AlterPath PMs.
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Chapter 1
Introduction

This chapter gives an overview of the features of the AlterPath OnSite and of
how to use the featuresto securely access and manage connected serversand a
large variety of other types of devices.

This chapter also providesimportant prerequisite information for
understanding the information and procedures in the rest of this manual.

The following table lists the topics in this chapter.

Connectors on the AlterPath OnSite Page 3

Overview of OnSite Features Page 5

OnSite Authentication Options Page 7

Types of Users Page 19
OnSite Security Profiles Page 31
Notifications, Alarms, and Data Buffering Page 28
Encryption Page 31
OnSite Port Permissions Page 32
Support for Multiple Types of Access Page 38
Dial-in Access Types and Options Page 41
Browser Access With the Web Manager Page 42
Power Management Page 50
SNMP on the OnSite Page 53
VPN on the OnSite Page 54
Monitoring Temperatures Page 56
Administering Users of Connected Devices Page 60




Configuring Keyboard Shortcuts (Hot Keys) Page 63
Packet Filtering on the OnSite Page 65
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Connectors on the AlterPath OnSite

Connectors on the AlterPath OnSite

The following table describes the purpose of the connectors on the OnSite.
How to connect servers and other devicesto the connectorsis described in the
Alter Path OnSite Installation Guide.

Table 1-1: OnSite Connectors and Intended Uses

Connector Purpose

Serial ports Connecting servers and other devices that have console ports, and
dumb terminals. See “Serial Ports’” on page 4.

KVM ports Connecting servers that have monitors, keyboards, and mice. See
“KVM Ports’ on page 4.

Modem port Connecting an active telephone line for dial-in access to the

Video, [mousg],
[keyboard| —KVM
connectors

Console port

AUX 1and AUX 2
ports

Ethernet

PCMCIA card slots

internal modem. (Does not rely on the | P network being up.)

Connecting a monitor, keyboard, and mouseto create aL ocal User
Station. Once the equipment is connected and the OnSite and the
monitor are turned on, an OSD (onscreen display) login screen
appears and alocal user can log in and access its features. See
Chapter 7, “OSD for All User Types’ for details.

Connecting the OnSite to aterminal or a computer running a
terminal emulator for local management access.

For any of the following:
 Connecting an optional external modem for dial-in access
 Connecting an optional CSU/DSU device for dial-in access

» Connecting an optional AlterPath PM IPDU or to multiple
daisy-chained IPDUs.

Connecting to an Ethernet network for Intranet and I nternet access.
Both 10BaseT and 100BaseT Ethernet speeds are supported.

Inserting PC cards providing additional access and storage options,
including dial-in access through modem or wireless phone cards.

Introduction



Connectors on the AlterPath OnSite

Serial Ports

Serial ports provide remote access to many types of devices that have console
ports.

Servers running Linux, FreeBSD, Solaris, HP/UX, AlX, System V, or other
UNIX operating systems, or Microsoft Windows 2003 with emergency
management services (EMS) enabled can be managed over their console ports
(or seria ports configured as console ports). Through their consoles, you can
get low-level control over servers, with accessto hardware self-test and BIOS
information that is generated before the operating system isloaded and that is
therefore not available over the network. Other types of equipment, such as
routers, hubs, switches, modems, POS (point-of-sale) systems, PBXs, ATMS,
process controllers, and environmental monitoring devices, also have console
ports or auxiliary ports that you can connect to the OnSite serial ports for
similar purposes.

When adeviceis connected to an OnSite serial port, you can access diagnostic
information (boot messages, error logs, alarms, monitor mode), change low-
level system configuration and perform and script other administrative tasks,
such as resetting or rebooting the system. You can receive notifications via
email, pager, or SNMP trap if adevice crashes or other event of interest
occurs. You can directly connect to the serial portsviatelnet, ssh, or other
connection protocoals. You can also connect to the serial ports through the Web
Manager.

You can also connect dumb terminals to serial ports. You can dedicate adumb
terminal to a single remote server or you can enable the dumb terminal to
access many servers through the OnSite. When configuring a dumb terminal
asalocal terminal that uses telnet or ssh to access the OnSite, you can
define a command menu that appears when the dumb terminal is turned on.

The OnSite is usually connected to the serial port of adevice using a RS-232
cable with a DB-9 connector on the OnSite end.

KVM Ports

The KVM (keyboard, video, mouse) ports provide remote access to the
keyboard, monitor, and mouse devices of servers running Microsoft
Windows, Sun Solaris and Linux operating systems. Connecting a server to a
KVM port allows use of akeyboard, video, and mouse on a remote work
station as if it were the keyboard video and mouse of the connected server.

4 AlterPath OnSite Administrator’s and User’s Guide



Overview of OnSite Features

When aKVM port is accessed through the Web Manager the AlterPath
Viewer appears and displays the video from the connected server. The
connected user can launch applications directly on the server.

KVM connections give real-time access to information that is otherwise
inaccessi ble through in-band network interfaces. For example, BIOS access,
POST, and boot messages are inaccessible through inband connections but are
accessible through KVM connections. In some cases, the in-band network
interfaces are not available after the system boot is completed (for example,
after a Windows Safe Mode boot) without the kind of out-of-band access the
OnSite provides. An administrator can list and manage processes, add and
remove users, and address OS problems even if the GUI islocked or the
network is not fully operational.

Overview of OnSite Features

Introduction

Administration of the OnSite is separate from access to and power
management of the connected devices.

Authorized users and administrators can access devices that are connected to
the OnSite's ports and manage power, but only administrators can configure
access and security on the OnSite. See the following bulleted items for more
details.

*  Only an OnSite administrator can configure access to the OnSite and to
the connected devices.
* OnSite administrators can also access all connected devices.

*  Only OnSite administrators can add regular users and authorize them to
access ports.

» Regular users can access devices if they are authorized for the ports to
which the devices are connected.

* Regular users can manage power outlets on optionally connected
AlterPath PM IPDUs if authorized.



Overview of OnSite Features

The following table lists the security features that administrators can
configure to control access to connected devices and to enforce the site's
security policies. The table also lists where the features are documented in

more detail .

Table 1-2: Security Features and Where Documented

Security Feature

Where Documented

Authentication for accessing the OnSite and
connected devices

One-time passwords

Authorizations assigned to users and groupsto
control access to connected devices

Security profiles for controlling which
network services are turned on or blocked and
for setting other security parameters

Logging, notifications, and alarms that can
alert remote administrators about problems,
and data buffering to capture and monitor user
activity.

Encryption of communications between the
OnSite and user computers when the users are
connected to servers through OnSite KVM
ports.

“OnSite Authentication Options’ on page
7

“One Time Password Authentication on
the OnSite” on page 18

» “Typesof Users’ on page 19
* “OnSite Port Permissions’ on page 32

» “OnSite Security Profiles’ on page 22

» “Common Tasks’ on page 186

 “To Configure Data Buffering
[Wizard]” on page 181

* “SNMP on the OnSite” on page 53

* “To Specify Names, Alarms,
Sysdlogging, and
Over-current Protection for IPDUs
[Expert]” on page 198

» “To Specify Names, Alarms,
Syslogging, and
Over-current Protection for IPDUs
[Expert]” on page 198

“Encryption” on page 31
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OnSite Authentication Options

OnSite Authentication Options

Anyone accessing the OnSite must log in by entering a username and
password. Controlling access by requiring usersto enter names and passwords
is called authentication. The usernames and passwords entered during login
attempts are checked against adatabase that lists all the valid usernames along
with their encrypted passwords. Accessis denied if either the username or
password is not valid.

The password database can reside either locally (on the OnSite) or on an
authentication server on the network. Using one or more of the many types of
popular authentication methods supported on the OnSite can reduce
administrator workload when a user account needs to be added, modified, or
deleted.

Note: Even if aremote authentication server is specified, when an
administrative user logs in through the Web Manager or through the OSD,
then authentication for the administrative user account aways falls back to
local authentication if the server is not available. For al other types of logins,
if an authentication method is specified without alocal fallback (such asNIS/
DownLocal), and if the authentication server is not available, then
authentication fails and the user cannot log in.

Choosing Among Authentication Methods

Introduction

The administrator can either accept the defaults or select among the many,
common, authentication methods available for the following types of access:
» Forloginsto the OnSite
The authentication method chosen for the OnSite is used for subsequent
access through telnet, ssh, or the Web Manager. By default, logins to
the OnSite use Local authentication.
» Forloginstoindividua serial ports (and connected devices)
By default, loginsto all serial ports use no authentication.

» Forloginsto al KVM ports (and connected devices)
By default, loginsto the KVM ports use Local authentication



OnSite Authentication Options

Note: KVM port authentication only applies when KVM ports are
configured for direct access and a user accesses the KVM port from the Web
Manager login screen.

» For logins over dia-in connections to the OnSite through modems or
wireless phone cards.

Local Fallback Options

The authentication methods listed here use both local authentication and
authentication serversin the order shown:

* Loca/AuthType

* AuthType/Local

*  AuthTypeDown/L ocal

e AuthTypeDown/Local/Radius

The AuthType/Local, AuthTypeDown/Local, and AuthTypeDown/L ocal/
Radius authorization methods are referred to as authentication methods with
local fallback options.

Local and OTP authentication methods and the authentication methods that
have local fallback options require user accounts configured on the OnSite.

If an authentication server for a specified authentication method is down, and
alocal falback option is not configured, then authentication fails for regular
users. administrative users and for root.

If the authentication server is not available or the user account is not
configured properly, then the OnSite administrator needs to work with the
authentication server’s administrator to fix the problem. If logins to the
OnSite are disabled, the root user can use the procedure in “Recovering From
Login Failure” on page 2 to fix the lock-out.

Authentication Methods

Note: This section discusses only the types of authentication used for
controlling who can access the OnSite and connected devices. Other
authentication methods that are used by SNMP, PPTR, | PSec, or PPP are
described in the related sections.

8 AlterPath OnSite Administrator’s and User’s Guide



OnSite Authentication Options

The following table lists the supported authentication methods and indicates
which methods are available for the OnSite and which are available for
devices connected to seria or to KVM ports.

An administrative user can use the Web Manager and any administrator can
usethe cLT utility for configuring an authentication method for the OnSite
and for KVM and seria ports and for configuring authentication servers.

The following table lists the supported authentication methods and indicates
which methods are available for the OnSite and which are available for
devices connected to KVM or serial ports. As mentioned elsewhere, KVM
port authentication can only be configured when direct accessto KVM ports
is configured, and only the “Open” and “ Custom” security profiles alow
direct access to KVM ports to be configured.

By default, logins to the OnSite and to devices connected to seria ports use
Local authentication, and logins to devices connected to KVM ports use ho
authentication.

All authentication methods except “Local,” “OTPR,” and “OTP/Local” require
an authentication server, which the administrator configures separately.

When atable cell is blank, the authentication method is not supported.

Table 1-3: Supported Authentication Types (Sheet 1 of 6)

Type

Description OnSite KVM Ports  Serial Ports

None

Locd

Kerberos

No login required. X [Default] X

Useslocal user/ X [Default] X X [Default]
password for local

authentication on

the OnSite.

Usesuser/password X X X
configured on the

Kerberos

authentication

server. No logins

adlowed if Kerberos

server isdown or

Kerberos

authentication fails.

Introduction



OnSite Authentication Options

Table 1-3: Supported Authentication Types (Sheet 2 of 6)

Type

Description OnSite KVM Ports

Serial Ports

K erberos Down/L ocal

Kerberos/Local

LDAP

LDAP Down/Locd

LDAP Down/Local/
Radius

Useslocal X X
authentication if

Kerberos server is

down.

Uses local X
authentication if
Kerberos

authentication fails.

Usesuser/password X X
configured on the
LDAP
(Lightweight
directory access
protocol)
authentication
server. No logins
alowed if LDAP
server is down or
LDAP
authentication fails.

Useslocal X X
authentication if

LDAP server is

down

Uses local X
authentication if

LDAP server is

down. Uses Radius
authentication if

local authentication
fails.

X

10
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Table 1-3: Supported Authentication Types (Sheet 3 of 6)

OnSite Authentication Options

Type

Description

OnSite

KVM Ports Serial Ports

LDAP/Local

Local/LDAP

NIS

NIS Down/Local

NIS/Local

Local/NIS

Useslocal
authentication if
LDAP
authentication fails

Uses LDAP
authentication if
local authentication
fails

Uses user/password
configured on the
NIS authentication
server. No logins
alowed if NIS
server is down or
NIS authentication
fails.

Uses local
authentication if
NIS server isdown.

Uses local
authentication if
NIS authentication
fails.

UsesNIS
authentication if
local authentication
fails.

X

X

Introduction
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Table 1-3: Supported Authentication Types (Sheet 4 of 6)

Type

Description

OnSite

KVM Ports

Serial Ports

NTLM (Windows NT/
2000/2003 Domain)

NTLM Down/Local

oTP

OTP/Local

RADIUS

Uses user/password
configured on the
SM B authentication
server (for
Microsoft Windows
NT/2000/2003
Domain). Nologins
dlowed if SMB
server isdown or
SMB authentication
fails.

Usesloca
authentication if
SMB serveris
down.

Uses the one-time
password (OTP)
authentication
method.

Usesthe local
password if the
OTP password fails

Uses user/password
configured on the
RADIUS
authentication
server. No logins
allowed if NIS
server is down or
NIS authentication
fails.

X

X

X

N/A

N/A

12
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Table 1-3: Supported Authentication Types (Sheet 5 of 6)

Type Description OnSite KVM Ports  Serial Ports

RADIUS Down/Loca Uses local X X X
authentication if

RADIUS server is

down.

RADIUS/Loca Usesloca X X
authentication if

RADIUS

authentication fails.

Local/RADIUS Uses RADIUS X X
authentication if

local authentication

fails.

TACACS+ Usesuser/password X X X
configured on the
Terminal Access
Controller Access
Control System
(TACACSH)
authentication
server. No logins
dlowed if
TACACS+ serveris
down or TACACS+
authentication fails.

TACACS+ Down/Loca | Useslocd X X X
authentication if

TACACSH serveris

down.

TACACS+/Local Useslocal X X
authentication if

TACACS+

authentication fails.
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Table 1-3: Supported Authentication Types (Sheet 6 of 6)

Type

Description OnSite KVM Ports  Serial Ports

Loca/TACACS+ Uses TACACS+ X X

authentication if
local authentication
fails.

14

Authentication Server Requirements

If configuring any authentication method other than Local, OTPR, or OTF/
Local, make sure an authentication server is set up for that method. The
following list is asummary of the requirements for authentication servers.

» The OnSite must have network access to an authentication server set up
for every authentication method specified.

e Each authentication server must be configured and operational.

» Theadministrator configuring the OnSite needs to work with the
administrator of each authentication server to get user accounts set up and
to obtain information needed for configuring access to the authentication
server on the OnSite.

For example, if LDAP authentication isto be used for loginsto the OnSite and
if Kerberos authentication isto be used for logins to devices connected to
seria ports, then the OnSite needs to have network access to both an LDAP
and a Kerberos authentication server, and the administrator needs to perform
configuration on the OnSite for each type of authentication server.

Configuration on the OnSite involves supplying the required information to
identify the authentication server.

Group Authorization for LDAP, RADIUS, and
TACACS+ Authentication

Configuring group authorizations along with LDAP, RADIUS, and
TACACS+ authentication adds additional security. When configured for any
of the three listed authentication methods, group membership information is
retrieved from the authentication server. See “ Configuring Groups on LDAP,
NTLM, RADIUS, and TACACS+ Authentication Servers’ on page 512.

AlterPath OnSite Administrator’s and User’s Guide
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Tasks for Configuring Authentication

Administrative users usually use the Web Manager for configuring
authentication. Optionally, OnSite administrators can use one of the

following:

» OSD (onscreen display) program

* ThecLI utility (for configuring authentication for seria ports and for the
OnSite but not for KVM ports)

The tasks for configuring authentication are summarized in the following list

with links to more information and to procedures using the Web Manager

Table 1-4: Tasks for Configuring Authentication Using the Web Manager

Task

Where Documented

Decide which authentication methods are going
to be used for loginsto the OnSite and for logins
to connected devices.

Make sure an authentication server for each
method is accessible to the OnSite and work
with the server(s)’ administrators to obtain the
information needed to configure the servers on
the OnSite and to make sure the required
accounts are set up on the servers.

On the OnSite, configure an authentication
server for each authentication method.

Configure the authentication method for OnSite
logins or accept the default Local authentication
method.

Configure the authentication method for serial
port access or accept the default Local
authenti cation method.

Table 1-3, “ Supported Authentication
Types,” on page 9

N/A

“Configuring Authentication Servers’ on
page 278

« “Configuration>Security>Authentication”
on page 276

 “Configuring Authentication for OnSite
Logins’ on page 277

 “To Configure an Authentication Type for
Direct KVM Port Access’ on page 392

“To Configure a Serial Port Authentication
Method [Expert]” on page 241

Introduction
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Table 1-4: Tasksfor Configuring Authentication Using the Web Manager (Continued)

Task

Where Documented

Configure the authentication method for KVM
port access or accept the default authentication
method of None.

Give users the username and password
information they need for being
authenticated on the devices.

Configure either amodem, GSM, or CDMA
phone PCMCIA card for dia-in logins with
OTP authentication, and give usersthe OTP
information they need to be authenticated
for dial--ins.

If you have specified OTP either for one or more
seria ports or for dial-ins through modem,
GSM, and CDMA PCMCIA cards, configure
the OTP authentication method.

“To Configure an Authentication Method
for Direct Accessto KVM Ports [Expert]”
on page 217

“To Configure an Authentication Type for
Direct KVM Port Access’ on page 392

N/A

* “Configuration>Network>PCMCIA
Management” on page 305

* “To Configure aModem PCMCIA Card
[Expert]” on page 308

* “To Configurea GSM PCMCIA Card
[Expert]” on page 312

 “To ConfigureaCDMA PCMCIA Card
[Expert]” on page 318

“One Time Password Authentication on the
OnSite” on page 18
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The following table shows the options for configuring authentication using

the Web Manager, OSD or CL1I utility.

Table 1-5: Tasksfor Configuring Authentication Methods

Component | Web Manager OSD CLI
OnSite Unit | “Configuration>Security ~ “Configure>Authentic clis> config
>Authentication” onpage  ation Screens[OSD]”  security
276 on page 470 authentication
“To Configure an OnSite  “To Configure an
Login Authentication Authentication
Method [Expert]” on Method and an
page 277 Authentication Server
for OnSite Logins
[OSD]” on page 491
KVM Ports! | Configuring “Configure>General:  N/A
Authentication for Direct  Authentication Type
AccesstoKVM Ports’ on  Screen” on page 391
Page 216 “To Configure an
“To Configure an Authentication Type
Authentication Method for Direct KVM Port
for Direct Access Access’ on page 392
to KVM Ports [Expert]”
on page 217
Serial “Configuration>Serial/ “Configuring Serial cli> config
Ports2 AUX>Physical Ports> Ports[OSD]” onpage physicalports
Access’ on page 239 446 [specify “all” ora
“To Configure a Serial “To Specify an gort number from 1-
Port Authentication Authentication ] access
Method [Expert]” on Method for Serial authtype
page 241 Ports [OSD]” on page
450

Introduction
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Table 1-5: Tasks for Configuring Authentication Methods (Continued)

Component | Web Manager OSD CLI

Modem, “Configuration>Network  Configure>PCMCIA  cli> config
GSM, or >PCMCIA Management” “To Configure a network pcmcia
CDMA on page 305 PCMCIA Card [specify aslot
PCMCIA * “ConfiguringaModem [OSD]” on page 487 numb_(:r L Zr 2
Dial-in page 307 cdma |hgsm]
Access)® » “Configuring a GSM otpauthreq

PCMCIA Card” on
page 311

« “Configuring a GSM
PCMCIA Card” on
page 311

1. Authentication for KVM ports applies only when direct access is configured and only when
the user accesses the KVM port directly from the Web Manager login screen. If auser logs
into the Web Manager, that user is authenticated using the OnSite’s authenti cation method;
the user can then connect to KVM ports without authentication.

2. The authentication method specified for serial ports appliesto any attempts to access the
serial port.

3. For dia-in access, OTP isthe only supported authentication method.

One Time Password Authentication on the OnSite

OPIE (one-time passwords in everything) software on the OnSite supportsthe
one time password (OTP) authentication method for some types of access.

18

Asnoted in Table 1-3 on page 9, the OTP authentication method and the OTP/
Local fallback option are supported for serial ports, and the OTP
authentication method is supported for dial-ins through modem, GSM, and

CDMA PCMCIA cards.

Note: OTP authentication is not supported for loginsto the OnSite or to

KVM ports.

See Chapter 8, “Miscellaneous Procedures,” for how to configure OTP,
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Types of Users

The AlterPath OnSite supports three types of users:

e Predefined administrators who can administer the OnSite and its
connected devices

»  Optionaly-added users who can access connected devices through the
OnSite

*  Optionally-added users who can act as OnSite administrators

Responsibilities of Different User Types

As summarized in the following table, two accounts, root and admin, are
configured by default and cannot be deleted. An administrator can also choose
to add regular usersto the “admin” group, which enables the regular usersto
perform OnSite administration. The following table lists the responsibilities of
each type of user and provides the default password for the root and admin
user.

Table 1-6: User Types, Responsibilities, and Default Password

User Name

Responsibilities Default Password

root

admin

Cannot be deleted. Only consolelogins  cyclades
alowed. Runs the wiz command to do

initial network configuration, as

described in Alter Path OnSite

Administrator’s and User’s Guide. Also

can run the CLT utility and Linux

commands on the command line of the

Linux shell. Access Privileges: Full
Read/Write/Delete/Power Management.

Cannot be deleted. Has all access cyclades
through the Web Manager in Wizard and

Expert mode, and through the OSD. Has

full accessto every function of the Web

Manager. Also can run the Cyclades CL |

command on the command line of the

Linux shell. Access Privileges: Full
Read/Write/Delete/Power Management.

Introduction
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Table 1-6: User Types, Responsibilities, and Default Password (Continued)

User Name Responsibilities Default Password

administrator- User account optionally configured by administrator-
assigned an administrator to be able to access assigned

devices connected to the ports of the

AlterPath OnSite. Regular users can

access only those devices that are

connected to ports which they have

permission to access. Users with

permission to access ports or perform

certain other tasks through the OnSite

arereferred to as “ authorized users.”

Authorized remote users can access

either KVM or seria ports through the

Web Manager, and authorized local

users can access only KVM ports

through the OSD. Default Access

Privileges for generic users are: No

access. Administrators must configure

access to ports for any added users.

Note:If an administrator assigns a
regular user to the “admin” group, that
user becomes an administrative user
who can also perform the same
administrative functions on the Web
Manager as the “admin” user, as
described above.

Parameters for Configuring User Accounts

The OnSite administrator configures user accounts by assigning parameters
that are described in the following table.

Table 1-7: User Configuration Settings

Settings Notes

Username Login name required for the user account.
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Table 1-7: User Configuration Settings

Settings Notes
Password Password used for accessing the OnSite.
Group Regular User
Admin (for administrative users)
Shell Desired shell.
Comments User information (the UNIX GECOS field)

The administrator can also authorize a user to access devices connected to
KVM ports and to manage power outlets on a connected AlterPath PM 1PDU.

Configuring Groups
When configuring a group, the administrator can do the following:

» Assign anameto the group
» Assignsusersto the group
»  Authorize the group to access devices connected to KVM ports

Tasks: Configuring Users

The following table lists the procedures for creating accounts for regular non-
administrative users, specifying which KVM ports and serial ports users can
access, and specifying which power outlets users can control through the Web
Manager
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Table 1-8: Tasksfor Configuring Users

Tool Where Documented

Web Manager « “To Add aUser [Expert]” on page 294
* “To Assign KVM Portsto a User or Group [Expert]” on page 296
» “To Configure Seria Port Access for Users [Expert]” on page 240

» “To Configure Users to Manage Power Outlets on IPDUs [Expert]” on
page 196

0osD * “To Configure Users[OSD]” on page 459
» “To Add aUser [OSD]” on page 460
* “To Give aUser Accessto KVM Ports [OSD]” on page 463
* “To Configure Who Can Access Serial Ports[OSD]” on page 449

* “To Enable Power Management Through a KVVM Port [OSD]” on page
440

* “To Enable Power Management Through a Seria Port [OSD]” on page
448

CLI * “To Add aUser With CLI” on page 545

OnSite Security Profiles

An important part of configuring the OnSite is selecting a security profile that
helps enforce the security policies of the organization where the OnSiteis
being used. The administrative user defines the security profile during initial
configuration. The security profile can be changed later.

A security profile must be selected during initial configuration. The security
profiles control the following:
*  Which services are turned on:

s FTP

e HTTP

e HTTPS
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« ICMP

 SSHv1

e SSHv2

« SNMP

o Telnet

*  Whether the following types of access are permitted to seria ports:

+ SSH

o Telnet

* Raw connection

» Bidirectional connections
»  Whether authentication must be configured for serial ports.
»  Whether “Direct accessto KVM ports’ is available.

Direct accessto KVM portsisavailablein the Open security profileandis
configurable in the Custom security profile. Being available means that
configuration of direct accessto KVM portsis permitted. If direct access
is disabled in the selected security profile, the OnSite administrator
cannot configure direct access for KVM ports, the port field does not
appear on the login screen.

The following table lists the services and other features that are enabled or
disabled or made available or not in the security profiles. All can be
configured in the Custom profile.

Table 1-9: Services and Other Functions Defined in Security Profiles (Sheet 1 of 2)

Option

FTP

HTTP & HTTPS Options
* Redirect HTTPto HTTPS

« HTTP

* HTTP port (Assign an alternate port to HTTP; default = 80)

« HTTPS

» HTTPS port (Assign an aternate port to HTTPS; default = 443)
ICMP
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Table 1-9: Services and Other Functions Defined in Security Profiles (Sheet 2 of 2)

Option

[PSec

RPC

SNMP (enables the administrator to configure any version of SNMP)
SSH Options

 Allow root login using SSH
» SSH v1, SSH v2 (allow or disallow)
» SSH Port (assign an alternate port to SSH; default = 22)

Telnet to OnSite
TFTP

Accessto Serial Ports

» Allow SSH to serial ports

 Allow Telnet to seria ports

 Allow raw connection to serial ports
 Allow bidirectional connection to seria ports
 Require authentication to access seria ports

Accessto KVM Ports

 Allow direct accessto KVM ports

The following tables describes the services that are enabled and disabled in
the three types of preconfigured security profiles.

Table 1-10 describes the “Moderate” security profile.
Table 1-10: Moderate Security Profile Services/Features

Enabled Services/Features Disabled Services/Features
HTTP FTP
HTTPS

Redirect HTTPto HTTPS
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Table 1-10: Moderate Security Profile Services/Features (Continued)

Enabled Services/Features

Disabled Services/Features

ICMP

SSH vl
SSH v2

 Allow SSH to seria ports
» Allow Telnet to seria ports
 Allow raw connection to serial ports

Default port numbers are not redefined:

e HTTP port number = 80
e HTTPS port number = 443

IPSec

RPC

SNMP (no version allowed)

SSH root login not allowed
Default port number is not redefined:
SSH port default = 22

Authentication not required to access serid
ports

Direct accessto KVM ports cannot be
configured

Table 1-11 describes the “ Open” security profile.
Table 1-11: Open Security Profile Services/Features

Option

FTP

HTTP & HTTPS Options

s HTTP

e HTTP port default = 80

« HTTPS

e HTTPS port default = 443

ICMP
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Table 1-11: Open Security Profile Services/Features (Continued)

Option

[PSec

RPC

SNMP (any version)
SSH Options

 Allow root login using SSH
* SSHv1

* SSHv2

» SSH Port default = 22

Telnet to OnSite
TFTP

Accessto Serial Ports

» Allow SSH to seria ports

Allow Telnet to seria ports

 Allow raw connection to serial ports

Allow bidirectional connection to serial ports

» Authentication not required to access serial ports

Accessto KVM Ports

* Direct accessto KVM ports can be configured

Table 1-12 describes the “ Secured” security profile
Table 1-12: Secured Security Profile Services/Features

Enabled Services/Features Disabled Services/Features
HTTPS FTP
SSH v2 * Redirect HTTPto HTTPS

e HTTP

HTTP port default = 80
HTTPS port default = 443
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Table 1-12: Secured Security Profile Services/Features (Continued)

Enabled Services/Features

Disabled Services/Features

SSH to serial portsis alowed

Authentication is required to access serial
ports

Direct access to KVM ports cannot be
configured

ICMP

Not allowed:

» SSH root login

e SSH to serial ports

 Telnet to serial ports

» Raw connection to serial ports
Bidirectional connection to serial ports

IPSec

RPC

Not allowed:
All versions of SNMP

SSH vl
SSH port default = 22
Telnet to OnSite

The security profiles can be selected and a custom security profile can be
created using any of the following methods:

*  Web Manager Wizard, Step 1. Security Profile
See “To Select or Configure a Security Profile—Wizard” on page 167.

»  Web Manager in Expert mode under Configuration > Security Profiles
e CLI command. under config > security > profile

Introduction

27



Notifications, Alarms, and Data Buffering

Notifications, Alarms, and Data Buffering

The administrator can configure system logging (syslogging), so that
messages about the OnSite, any connected |PDUS, computers, or other
connected devices can be sent to a syslog server for handling.

The administrator can also configure data buffering to store data from
communications on serial ports for possible monitoring. If data buffering is
enabled the administrator can also configure alarms and notifications so that
remote administrators may be alerted to problems as they occur and notified
about server performance, software and configuration changes on devices
connected to serial ports.

Data from communications with serial-connected consoles can be stored
(buffered) localy, in the OnSite'sflash memory, or remotely, either on an NFS
server or syslog server.

Syslog Servers

M essages about the OnSite, its connected IPDUSs, and other connected devices
can be sent to central logging servers, called syslog servers. Console data
from devices connected to serial ports can be stored in data buffer files on
syslog servers. By default, logging and data buffering are not done.

Sysdlog servers run operating systems that support system logging services,
usually they are UNIX-based servers with the sys1logd configured.

Prerequisites for Logging to Syslog Servers

Before configuring syslogging, the OnSite administrator must ensure that an
already-configured syslog server with apublic IP address is accessible from
the OnSite. The OnSite administrator must be able to obtain the following
information from the syslog server’s administrator.

* ThelP address of the syslog server

» Thefacility number for messages coming from the OnSite.

See the following background information about facility numbers, if needed.

Facility Numbers for Syslog Messages

Each syslog server has seven local facility numbers available for its
administrator to assign to different devices or groups of devices at different
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locations. The available facility numbers are: Local 0 through Local 7. The
administrator of your syslog server should assign you a facility number.

For this example, the syslog system administrator sets up a server called
“syslogger” to handle log messages from two OnSites. One OnSiteis located
in S0 Paulo, Brazil, and the other OnSiteisin Fremont, California. The
syslog server’s administrator wants to aggregate messages from the Sdo Paulo
OnSiteinto the 1ocal1 facility, and to aggregate messages from Fremont
OnSite into the 1ocal2 facility.

On “syslogger” the system administrator has configured the system logging
utility to write messages from the 1ocal1 facility to the /var/log/
saopaulo-config file and the messages from the 1oca12 facility to the /
var/log/fremont -config file. If youwerein Fremont and identifying the
syslog server using the Web Manager, according to this example, you would
select the facility number Local 2 from the Facility Number pull-down menu
on the Syslog screen (under Configuration>Network>Syslog in Expert mode).

OnSite System Logging Options

The OnSite includes syslog-ng, which can be configured through either the
Web Manager or the CL I utility to filter messages from the following sources:

» Devices connected to serial (CAS) and AUX ports

» Devices connected to KVM ports

» Buffered data

*  Weblogs

e Systemlogs

Syslog messages can be sent to the following destinations:
* OnSite console

* Theroot user

* A sysog server

OnSite Alarm Notifications

The OnSite administrator can configure the OnSite to send alarm notifications
about events detected in messages sent by devices connected to serial ports.
For sending alarms generated from devices connected to seria ports,
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notifications can be configured to be sent to an OnSite administrator by one of
the following methods:

* SNMPtrap
* Pager
e Emall

syslog-ng allows administrators to set up alarm triggers to filter messages
based on the messages' facility, level, or contents.

Alarm triggers must be specified in the following format:

function(“one or more criteria connected by operators”) ;

Supported operators are “and,” “or,” and “not.”

The following line shows the syntax for a match function.

match(“regular expression matching a text string”);

The following line shows the syntax for two match functions connected by the
not operator:

match (“regular expression”) and not match(“regular
expression”) ;

The following example shows the two match functions filtering for logins and
excluding messages that have the user name francisco; the functions are
connected by the not operator:

match(“[L1l]l]ogin”) and not match(“francisco”);

For more information, see syslog-ng v1.6 reference manual at http://
www.balabit.com/products/syslog-ng/reference-1.6/
syslog-ng.html.

See the following sections for how administrative users can configure
notifications and alarms and email:

* “Anadministrative user can use this screen to enable notifications about
system crashes or other events of interest that occur on the devicethat is
connected to the serial port. Data buffering must be enabled. The
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administrative user an configure notifications to be sent either by email,
pager, or SNMP trap.” on page 268

» “Configuration>Network>Syslog” on page 303

Tasks: Configuring Logging, Alarms, and Data
Buffering

The following table lists the procedures related to configuring logging,
alarms, and data buffering.

Table 1-13: Tasksfor Configuring Logging, Alarms, Data Buffering

To Configure Data Buffering [Wizard)] Page 181
To Add a Sydslog Server [Wizard] Page 183
To Delete a Syslog Server [Wizard] Page 184
To Configure Data Buffering for Serial Ports [Expert] Page 243
To Configure Syslogging and Message Filtering [Expert] Page 304
To Specify Names, Alarms, Syslogging, and Over-current Protection for Page 198
IPDUs [Expert]
Encryption

OnSite administrators can specify that communications are encrypted
between the users’ computer and the OnSite when the user is connected to a
KVM port through the Web Manager. The following table lists the types of
encyrption.

Table 1-14: Types of Encryption

Types of Encryption Description

Level O No encryption

Level 1 Encryption of keyboard and mouse data

Level 2 Encryption of video, keyboard, and mouse data
3DES 3DES encryption for levels 1 or 2
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See “ Configuration>Security” on page 275 for the Web Manager screen and a
link to the procedure.

OnSite Port Permissions

In the default configuration, no users except “admin” and “root” can access
any ports. The OnSite administrator can configure access for regular users as
desired.

The following table summarizes the default port access permissions and
default authentication types (Auth Type) and provides links to where the port
permissions are described in more detail.

Table 1-15: Default Port Access Permissions

Port Type Default Default Access Types Where Documented
Access Auth Type

KVM None None No access “Understanding KVM Port

Read only Permissions’ on page 32
. “To Assign KVM Ports to

Read/Write aUser or Group [Expert]”
Full access (Read/ on page 296
Write/Power
management)

Serid None Loca None “To Configure Seria Port
Implicitly: Full ACC%fg;gser S[Expert]
(Read/Write/Power on page
management)

The OnSite administrator must take the actions described under “Where
Documented” to configure any other types of access and authentication than
the defaults defined in the previoustable.

Understanding KVM Port Permissions

Generic KVM port permissions (which are configured for the “ Generic User”
in the Web Manager and “[Generic Users]” in the OSD) apply to al regular
users and groups, unless the OnSite administrator configures other
permissions for individual users or groups.
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KVM port permissions for generic users, for all other types of users and for
groups are configured by assigning the following types of permissions:
» Default permissions that apply to all KVM ports
»  Port access permissions that apply to individual ports or groups of ports.
As shipped, the generic users default permission is“No access.” which
means that no regular users can access any KVM ports. Editing the Generic

User alowsyou to change the KVM port permissionsfor all regular usersand
groups at once.

For generic users, for all other types of users, and for groups, if desired, the
OnSite administrator can construct lists of KVM ports with the following
types of permissions:

* Portswith no access

» Portswith read only access

» Ports with read/write permission

» Portswith full access (read/write/power)
The OnSite administrator needs to decide which users or groups of usersto
enable for access to devices connected to KVM ports. To enable usersto
access KVM ports, the OnSite administrator must do one or both of the
following:
»  Change the permissions assigned to the Generic User
e Change the permissions assigned to individual users or to groups of users

“KVM Port Permissions Hierarchy” on page 34 provides information the
OnSite administrator needs to understand if performing advanced
configuration of KVM permissions.

The following table shows the tools that the OnSite administrator can use to
set KVM port permissions and where to go for further details.

Table 1-16: Toolsfor Setting KVM Port Permissions

Tools Where Documented

Web Manager “Setting KVM Port Permissions’ on page 291 and “To Assign KVM
Portsto a User or Group [Expert]” on page 296.

osD “Configure>KVM Ports Screens [OSD]” on page 436
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KVM Port Permissions Hierarchy

An administrator can give the same access to every user by modifying the
Default Permission and also by specifying permissions for individual ports or
groups of ports for the Generic User. Before trying to configure more fine-
grained control of users’ accessto ports, the administrator needs to understand
how the system handles requests from a user who istrying to accessa KVM
port. The series of decisionsis shown in aflow chart in Figure 1-1 and
examples are provided in the following sections.

Decision 1: Check User’'s KVM Port Permissions
1. Doesthe user have specific KVM port permissions for the requested port?

» If yes, the specified permissions apply: no access, read-only, read-
write, or read/write/power management.

» |If the user has no specific KVM port permissions, go to Decision 2.

Example for Decision 1

» If user johnistrying to access KVM port 4 and his account has port 4
inalist of portswith full permission, then john is given read/write and
power management access.

* |If user janeistrying to access KVM port 4 and her account has port 4
inalist of portswith no permission, then jane is denied access.

o Ifusersjim, joan, jerry, jill, joe, jennifer, jordan, jolanda, and jezebel
are trying to access port 4 and do not have port 4 listed for any types
of access, then their access requests are passed to Decision 2.
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User attempts to access
KVM port

1.

User has
specific
KVM port

permissions

Yes

v

User is in one
or more groups
that have specific
KVM port
permissions

Yes

3.

Generic User
has specific
KVM port
permissions

Yes

v

4,

User has
default
permissions
defined

Yes

User is in one
or more groups
that have default
permissions

defined v

Yes

>
>

Use specified permissions: no access, read-only,
read-write, or read/write/power

Use Generic User’s Default Permissions: no
access, read-only, read-write, or read/write/
power

Figure 1-1: KVM Port Permissions Hierarchy
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Decision 2: Check Group’s KVM Port Permissions

2. Istheuser amember of agroup with specific KVM port permissions for
the requested port?

» If yes, the specified permissions apply: no access, read-only, read-
write, or read/write/power management.

» If auser isin more than one group with specific KVM port
permission, the permissions are ANDed, and the most restrictive
permission is used.

» If theuserisnotinagroup or isin agroup with no specific KVM port
permissions, go to Decision 3.

Example for Decision 2

e If user jimwho istrying to access port 4 is a member of three groups,
and the first group’s permission is “rwp,” the second group’s
permissionis“rw” and the third group’s permissionis“ro,” the result
of ANDing all three permissionsis“ro,” and jim is given read-only
access.

* If user joanistrying to access port 4, and sheisin agroup called

linux_ca3 that has port 4 in alist of ports with no permission, then
joan is denied access.

o Ifjerry andjill are trying to access port 4, and they are in agroup
called linux_ca4 that has no specific port permissions defined, then
their access requests are passed to Decision 3.

» If joe, jennifer, jordan, jolanda, and jezebel aretrying to access port 4,
and they are not in any group, then their access requests are passed to
Decision 3.

Decision 3: Check Generic User's KVM Port Permissions

3. Doesthe Generic User have specific KVM port permissions for the
requested port?

» If yes, the specified permissions apply: no access, read-only, read-
write, or read/write/power management.
* If no, goto Decision 4.
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Example for Decision 3

» If user jerry istrying to access port 4, and the Generic User has port 4
in alist of ports with full access permissions, then jerry is given read
writer and power management access.

o If userjill istrying to access port 4, and the Generic User hasport 4in
alist of ports with no access permissions, then jill is denied access.

» If usersjoe, jennifer, jordan, jolanda, and jezebel are trying to access
port 4, and the Generic User does not have port 4 listed for any type of
access, then their access request are passed to Decision 4.

Decision 4: Check User’s Default Permissions
4. Doesthe user have a Default Permission for the requested port?
* If yes, the specified permissions apply: no access, read-only, read-
write, or read/write/power management.

e If the user has no Default Permission, the user is under the Generic
User’sdefault permission, and the request for access goesto Decision
5.

Example for Decision 4

» If user joeistrying to access port 4, and he has a Default Permission
that allows read only access to ports, then joeis given read only
access.

» If user jennifer istrying to access port 4, and she has a Default
Permission that allows no access to ports, then jennifer is denied
access.

» If usersjordan, jolanda, and jezebel are trying to access port 4, and
their Default Permissions are under the Generic User’s Default
Permission, then their access requests are passed to Decision 5.

Decision 5: Check Group’s Default Permissions

5. Doesthe user belong to agroup that has a Default Permission for the
requested port?

» If yes, the specified permissions apply: no access, read-only, read-
write, or read/write/power management.
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* If no, goto decision 6.

Example for Decision 5

o If userjordantrying to access port 4isin agroup called windows_cal
that has a Default Permission of full, then jordan is given read/write
and power management access.

» If user jolandatrying to access port 4 isin agroup called
windows_ca2 that has a Default Permission of no access, then jolanda
is denied access.

» If user jennifer is not amember of any group with a Default
Permission specified, then her access request is passed to Decision 6.

Decision 6: Check Generic User’s Default Permissions

Note: If an accessrequest getsthisfar, the Default Permission of the Generic
User isthe only permission that could apply.

6. What are the Default Permission for the Generic User?

The specified permissions apply: no access, read-only, read-write, or read/
write/power management.

Support for Multiple Types of Access

The OnSite provides multiple types of remote and local access described in
this section.

Remote OnSite Access Options

Remote OnSte administrators and authorized users can connect remotely in
the following ways.

» Using the Web Manager in a browser from LANs, WANs, GSM or
CDMA cell phones, either through the Ethernet port or a PPP or login
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dial-in connection to the internal modem, optional phone or wireless cards
in the PCMCIA dlots, or one or two optional external modems

Using applications such as telnet or ssh to connect to the console of
devices that are connected to the OnSite's seria ports

Using PPP or atermina emulation program to dial into a modem (with
optional callback), get console access to the OnSite, and through the CI.T
utility either perform administration, access connected devices, or run
power management commands.

Remote OnSte administrators can aso do the following to connect to and
administer the OnSite itself.

A remote administrative user logged into the Web Manager can launch a
console session from the first screen that comes up after login and be
automatically logged into the OnSite console as admin. The default shell
defined for admin isbash. The administrative user can run the wiz
command and the OnSite command line application (called the CLI).

The administrative user connected to the OnSite console cannot switch
users to root but can use the sudo command to run commands that need
to run asroot. For example, to run the reboot command that can only be
run by root, the admin can enter: sudo reboot.

A remote administrator using telnet or ssh can connect to the OnSite
and login asroot.

Local OnSite Access Options

The OnSite provides severa types of direct connection options.

Introduction

Loginsto the OSD from alocal monitor, keyboard, and mouse (also
called aLoca User Station) directly connected to the KVM management
port

By connecting alocal user station (consisting of a monitor, keyboard, and
mouse) directly to the Local User ports on the OnSite, OnSite
administrators and authorized users can use the Onscreen Display (OSD).
When the monitor and the OnSite are turned on, the OSD login screen
appears on the monitor.

Logins using aterminal or terminal emulator from a direct connection to
the console management port.
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By connecting aterminal or computer running aterminal emulation
program to the console port, an OnSite administrator can log into the
OnSite as root and can enter commands from the on-board Linux
command line or the OnSite CLT utility in the Linux shell.

Dumb terminals can also be connected to any serial port and configured as
follows:

» Dedicated to access one specific server

» A menu can be configured that allows the connected user to access any
number of servers

Access Options Table

The following table lists the access methods with links to where they are
described.

Table 1-17: OnSite Access Methods

Access Method Where Documented

LAN, WAN « “Browser Access With the Web Manager” on page 42
» Chapter 3, “Web Manager Introduction”
» Chapter 4, “Web Manager for Regular Users’
 Chapter 6, “Web Manager for Administrators’

phone line « “Dia-in Access Types and Options’ on page 41

telnet, ssh » Chapter 2, “ Accessing Connected Devices and
Managing Power”

OosD  "Chapter 7, “OSD for All User Types

dumb terminal  “Serial Port Connections’ on page 100

e Table 6-13, “Protocols for Dumb Terminals
Connected to Serial Ports,” on page 233.
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Dial-in Access Types and Options

Authorized users can dia into the OnSite through any of the three following

types of devices:

* Internal modem

* Optiona external modem connected to an AUX port

*  Optiona modem PCMCIA card

* Optional GSM or CDMA phone PCMCIA card

All types of modems or phone cards can be accessed through PPP when the

following prerequisites are done:

»  The modem has been configured for PPP on the OnSite end.

» ThePPP application at the remote caller’s end has been configured for
dial-in and optional callback access.

A PCMCIA modem or other phone card can also be accessed for login access
from aterminal emulation program. Once you plug in the modem card and
connect it to adedicated phone line, no configuration is needed to enable dial-
in access. However, for callback to work, the OnSite administrator must
configure the modem or phone card for callback.

Thefollowing list provides links to the section and procedures for connecting

to modems.
Dial-in Connections Page 111
To Configure a Reusable PPP Connection Page 113
To Start a PPP Connection From a Remote Computer Page 114
To Configure a Reusable Terminal Emulator Dial-in Connection Page 115
To Dial Into the OnSite Using a Terminal Emulator Page 116
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Thefollowing table lists the modem installation and configuration procedures
for the three types of modems, with links to where they are documented.

Table 1-18: Tasksfor Modem Installation and Configuration

Modem Type Where Documented
Internal modem  “To Configure the Internal Modem [Expert]” on page 267
External modem e “To Configure an AUX Port for PPP [Expert]” on page 266

PCMCIA modem or * “To Configure aModem PCMCIA Card [Expert]” on page 308
wireless phone card * “To Configure a GSM PCMCIA Card [Expert]” on page 312
* “To Configure a CDMA PCMCIA Card [Expert]” on page 318

Browser Access With the Web Manager

Both OnSite administrative users and authorized users can access the
Cyclades Web Manager from a supported browser.

The OnSite administrator can use the Web Manager to configure users and
ports and security. An authorized user can access connected devices through
the Web Manager to troubleshoot, maintain, cycle power, and reboot
connected devices. An authorized user can also use the Web Manager to
manage power outlets on optionally connected AlterPath PM IPDUs, monitor
the OnSite's temperature, and change their own passwords, but they do not
have access to the OnSite screens for configuring users or ports. For details
about using the Web Manager, see:

o Chapter 3, “Web Manager Introduction”

e Chapter 5, “Web Manager Wizard Mode’

e Chapter 6, “Web Manager for Administrators”
»  Chapter 4, “Web Manager for Regular Users’

42 AlterPath OnSite Administrator’s and User’s Guide



Port Access Prerequisites

Port Access Prerequisites

Connecting to a port and accessing a server or other device requires the
following.

*  The user needs the username and password for a user account defined on
the server or other device.
* To administer adevice, the user needs root or administrator access.

»  For other uses of aconnected device, the user needs aregular user account
on the device or on an authentication server, if authentication is enabled
for the device.

Conditions for KVM Port Access

Accessto KVM ports through the Web Manager is sometimes referred to as
KVM over IP. KVM over IPis supported by IP modulesinstalled in the
OnSite. If the OnSite's model number ends with “1,” the OnSite has one |P
module. If the model number ends with “2" the OnSite has two |P modules.
See the AlterPath OnSite I nstallation Guide for alist of all the OnSite models
and their model numbers.

The maximum number of 1P connections (by remote users) is four. Two types
of IP connections are supported:

e KVM overIP
e |nband

KVM Over IP

Depending on the model, one or two users can have KVM over | P access
through the Web Manager or the OSD, as described in the following list:

*  OnSite models with one IP module allow connection to KVM ports by
either one “admin” OR one regular user.

*  OnSite models with two | P modules allow two connectionsto KVM ports
by either one “admin” AND one regular user OR by two regular users.

Inband

AdaptiveKVM on the OnSite makes use of Microsoft Remote Desktop
Protocol (RDP) technology. RDP isincluded on all new Windows servers by
default.
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After configuration, AdaptiveKVM provides network-efficient inband
connections as long as the server is operational. When the Windows server is
fully operational, the RDP protocol is used to provide accessto the server. If
the server is not fully operational and is not accepting RDP connections,
AdaptiveKVM uses the KVM over | P connection to provide uninterrupted
access to the managed device.

Inband connections are only available when a Windows server with RDP
enabled is connected to aKVM port. Both the server and the OnSite must be
connected to the same network.

For more details see the Tech Times newsletter on Adaptive KVM
Technology at http://www.cyclades.com/newsletter/articles/tech20050801.

The OnSite supports up to four concurrent inband connections, with the
number reduced by the number of KVM over | P connections simultaneously
in existence. The maximum number of IP connectionsis four, and KVM over
I P connections count against the total of connections allowed, so, for example,
if one KVM over I P connection exists, then only three inband connections can
be made at that sametime.

Local User Station

A local user can access aKVM port through the OSD using a directly-
connected keyboard, video, and mouse (called a“Local User” station).

Additional Conditions

For accessing KVM ports and using the AlterPath Viewer through the Web
Manager, the following additional conditions apply:
e The computer must have a 500 MHz Pentium 111 processor or greater.

e The computer must be running the Windows NT 4.0, XP, 2000, or ME
operating system.
e The browser must be Internet Explorer 6.0 and above.

» TheActiveX plug-in must be enabled in the browser for the AlterPath
Viewer to work

*  Mouse settings on the server must be configured properly for the user’s
mouse movements to be synchronized with the server.
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Conditions for Serial Port Access

If port sharing is not enabled, then one user at atime can access adevice
connected to a serial port.

If port sharing is enabled, multiple users can simultaneously access a device
connected to a seria port. If two users have write access, only thefirst of the
simultaneously connected users can write to the device. The second user who
connects to the port gets read only access.

For accessing serial ports using the Java applet viewing window, the Java 2
Runtime Environment (J2RE) or later must be installed on the computer and
the Java plug-in must be registered with the browser being used. See the
Alter Path OnSite Installation Guide for details.

Port-access Related Procedures in the
Installation Guide

Procedures for enabling the ActiveX plug-in in the browser, configuring the
correct mouse settings on the servers, and enabling the Java plug-in are
provided in the AlterPath OnSite Installation Guide.

Direct Access to KVVM Ports and KVM Port
Authentication

The OnSite administrator can enable direct accessto all KVM ports, so that
authorized users can directly log into KVM ports through the Web Manager
login screen. If direct accessto KVM portsis enabled, a“port name” field

appears on the Web Manager login screen, as shown in the following figure.
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Figure 1-2: Web Manager Login Fields With KVM Port Direct Access
Enabled

The OnSite administrator can also configure an authentication method that
appliesto al KVM ports when the following conditions are true:

» Theadministrator has configured the KVM ports for direct access

*  Theuser accesses the KVM port from the Web Manager login screen.
If auser logs into the Web Manager before connecting to aKVM port, that

user is authenticated using the OnSite's authentication method; the user can
then connect to KVVM ports without authentication.

Direct access can only be enabled if the OnSite’s security profile allowsit.
Only the “Open” and “ Custom” security profiles allow direct accessto KVM
ports to be configured.
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The options for configuring direct accessto KVM ports in the Web Manager

and i

n the OSD arelisted in the following table, which provides links to more

information.
Table 1-19: Tasksfor Configuring Direct Access to and Authentication for KVM Ports

OSD

“Configure>General: Direct Access Screen” on page 394

“To Enable Direct Accessto KVM Ports [OSD]” on page 394

“To Configure an Authentication Type for Direct KVM Port Access’
on page 392

Web Manager | *

“Enabling Direct Accessto KVM Ports’” on page 214

“To Enable Direct Accessto KVM Ports [Expert]” on page 214
“To Configure an Authentication Method for Direct Access

to KVM Ports [Expert]” on page 217

Port Numbers and Aliases

Each connected device isidentified in different ways in the management
software by the port number to which it is connected.

The following table shows the default conventions for addressing the device

files

and port numbers for the AUX ports, KVM ports, seria ports, and

PCMCIA dots on the OnSite.
Table 1-20: Port Numbers, Names, Device Filenames, TCP Port Numbers

Port Name
on Web
Port or Slot Number Manager Device File Name TCP Port Number
AUX 1-2 N/A ttya[l]2] N/A
Modem 3 N/A ttyA3 N/A
(internal)
Console 0 N/A ttySso N/A
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Table 1-20: Port Numbers, Names, Device Filenames, TCP Port Numbers (Continued)

Port or Slot

Port Name
on Web
Number Manager Device File Name TCP Port Number

KVM

Serial

PCMCIA

1-8 Port_n ttyKn When a user
connectsto aKVM
port through the
Web Manager
(KVM over IP), the
AlterPath Viewer
uses port 5900 by
default. If a second
P module exists,
port 5901 is used for
asecond KVM over
| P session.

1-8 Port n ttySn 7001-7008, 3000
(for the pool of
seria ports)

1-2 ttyMn N/A

48

The TCP port numbers for serial ports are used when a user connectsto a
seria port using telnet or another connection protocol or when a user
connectsto the serial port through the Web Manager. When a user connectsto
aserial port, the Java applet uses the TCP port that is assigned to the port
number, for example port 7001 is assigned to serial port 1.

The TCP port numbersfor KVM ports are used by the AlterPath Viewer when
auser connectsto aKVM port over the network. By default, when a user
connectsto aKVM port over the network, the AlterPath Viewer uses port
5900. If asecond IP module exists, port 5901 is used for the second AlterPath
Viewer launched over IP. You can assign a different port number or numbers
through the OSD or the web management interface. Do not assign reserved
TCP port numbers 1 through 1024.
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Special circumstances may require OnSite administrators to configure TCP
port numbers different from the defaults. For example, afirewall may block
TCP port 5900 or 5901.

The OnSite administrator can assign a descriptive aliasto each port to identify
the connected computer. For example, if a SunBlade server is connected to
KVM Port_3, the administrator could define Port_3's alias to be “ SunBlade,”
so “Port_3" isreplaced in the portslist by “ SunBlade.”

Note: Thelist of portsinthe OSD displaysonly 19 characters. If anyone will
be using the OSD for KVVM port access, keep thisin mind. If longer aliases are
required at your site, put the information that uniquely identifies the server at
the beginning of the alias.

The following table provides links to procedures for changing default TCP
port numbers and port aliases.

Table 1-21: Tasksfor Configuring TCP Port Numbers and Port Aliases

Task

Where Described

Change the TCP port number assignedto  “To Configure TCP Port Number, STTY

the Java applet

Options, Break Interval, and the Login Banner
for a Seria Port Connected to a Console
[Expert]” on page 254

Change the TCP port number(s) assigned  “To Configure Local User Sessions [Expert]”
to the AlterPath Viewer(s) on page 221

“To Configure IP Users (KVM Over |P)
Sessions [Expert]” on page 222

“Configure>KVM Ports Screens [OSD]” on

page 436
Assign an alias describing the server “To Configure an Aliasfor aKVM Port
connected to the KVM port [Expert]” on page 226
Assign an alias describing the device “To Configure an Aliasfor a Seria Port
connected to the serial port [Expert]” on page 238
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Power Management

OnSite administrators and users who are authorized for power management
can power off, power on, and reboot devices through the OnSite.

50

Options for Managing Power

Authorized users can perform power management through the OnSitein the
following ways:

From screens in the Web Manager
From screensin the OSD

Using power management commands on the command line while logged
into the OnSite console

From a power management screen or dialog while logged into a device
through aKVM or seria port

The OnSite provides the following two types of power management options:

IPMI power management
IPDU power management

IPMI Power Management

Intelligent Platform Management Interface (IPMI) power management
allows authorized usersto control power for servers with IPMI controllers
(also referred to as IPMI devices), which respond to IPMI commands over the
network.

The OnSite supports the following two types of IPMI power management:

Authorized users can manage power for IPMI devices through the Web
Manager. For thistype of IPMI power management, the IPMI device does
not need to be physically connected to the OnSite, but the OnSite.needs
network access to the device.

Authorized users can al so manage power for an IPMI device while logged
into the device through a seria port to which the IPMI deviceis
physically connected
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IPDU Power Management

IPDU power management allows authorized users to control power for
devices that are plugged into an AlterPath PM intelligent power distribution
unit (IPDU), when the IPDU is connected to one of the OnSite’'s two AUX
ports and properly configured.

Multiple AlterPath PM intelligent power distribution units (IPDUs) can be
daisy-chained to allow power management of up to atotal of 128 outlets per
AUX port. Since both AUX ports can be used for IPDU power management,
you can plug in and manage up to 256 devices.

When adeviceis physically connected to either aserial port or KVM port and
plugged into an IPDU, authorized users can manage power for that device
while connected to a serial or KVM port to which the device is physically
connected.

When a device with multiple power supplies is connected to a serial port, the
device can be plugged into multiple outlets on daisy-chained IPDUs, and
authorized users can managed all outlets as a group.

Power Management While Connected to Devices

Authorized users can do the following types of power management while
connected to a device through one of the OnSite’s ports:

» Userscan perform IPDU power management of a connected server while
logged into the server through a KV M port.

*  Userscan perform IPDU or IPMI power management of a connected
device while logged into the device through a serial port.

Power Management from the OnSite Command Line

OnSite administrators can use the following commands to manage power:

* Thepm, pmCommand commands for performing IPDU power
managment
e ipmitool commandsto manage power on IPMI devices.

The pm and pmCommand commands are introduced in “Managing IPDU
Outlets With PM Commands’ on page 119.
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Power Management Configuration Tasks

See the following table for power management configuration tasks and where
they are described.

Table 1-22: Tasksfor Configuring Power Management

Task Where Documented

Configure an AUX port for IPDU power “To Configure an AUX Port for IPDU

management Power Management [Expert]” on page 266

Configure multi-outlet power control Table 6-4, “Tasks for Configuring Multi-
Outlet Control,” on page 203

Configure usersfor IPDU power “To Configure Users to Manage Power

management Ouitlets on IPDUs [Expert]” on page 196

Configure serversfor IPMI power “To Delete, Add, or Edit an IPMI Deviceto

management Enable or Disable IPMI Power

Management [Expert]” on page 206

Configure ports for power management by “To Configure a Seria Port for IPDU or
connected authorized users IPMI Power Management [Expert]” on
page 250

“To Configure aKVVM Port for Power
Management [ Expert]” on page 225
“Configure>KVM Ports Screens [OSD]”
on page 436

“Configure>Serial Ports Screens[OSD]”
on page 440

OnSite administrators can use the CL.T command to configure power
management. The following table shows some example commands.

Table 1-23: Example CLI commands for Power Management Configuration

Task CLI Command

Configure IPMI device config ipmi IPMIdevicename
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Table 1-23: Example CLI commands for Power Management Configuration

Task CLI Command

Configure a serial port | config physicalports portname
for IPDU power powermanagement enable
management

Configure a serial port | config physicalports portname
for IPMI power powermanagement enableIPMI server
management IPMIdevicename

SNMP on the OnSite

The OnSite administrator can activate Simple Network Management Protocol
(SNMP) agent software that resides on the OnSite so that the SNMP agent
sends notifications about significant events or traps to an SNM P management
application, such as HP Openview, Novell NMS, IBM NetView, or Sun Net
Manager. The OnSite SNMP agent supports SNMP v1, v2 and v3.

The following table shows the tasks related to administering SNMP on the
OnSite and provides links to where they are documented.

Table 1-24: Tasksfor Configuring SNMP

Task Where Documented

Configure SNMP “Configuration>Network>SNMP” on page 323
“To Configure SNMP [Expert]” on page 326

Activate the SNMP service “Configure>Network>SNMP Screens [OSD]” on page 400

Configureoneor moreserial  “To Configure a Trigger for SNMP Trap Notification for
ports to send SNMP traps Serial Ports Expert]” on page 272
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VPN on the OnSite
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The OnSite administrator can set up VPN (Virtual Private Network)
connections to establish encrypted communications between the OnSite and
an individual host or al the hosts on a remote subnetwork. The encryption
creates a security tunnel for communicating through an intermediate network
that is untrustworthy.

A security gateway with the IPsec service enabled must exist on the remote
network. The IPsec gateway encrypts packets on their way to the OnSite and
decrypts packets received from the OnSite. A single host running IPsec can
serve asits own security gateway. The OnSite takes care of encryption and
decryption on its end.

Connections between a machine like the OnSite to a host or to awhole
network are usually referred to as host-to-network and host-to-host tunnel.
OnSite host-to-network and host-to-host tunnels are not quite the same asa
VPN in the usual sense, because one or both sides have a degenerated subnet
consisting of only one machine.

The OnSite is referred to asthe Local or “Left” host, and the remote gateway
isreferred to as the Remote or “Right” host.

The following figure shows a single host running IPsec acting as its own
security gateway on the right end and the OnSite acting as its own gateway on

the left end.
Internet @

Work station
and IPsec gateway

Figure 1-3: OnSite VPN Example
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In summary, you can use the VPN features on the OnSite to create the two
following types of connections:

» Create asecure tunnel between the OnSite and a gateway at aremote
location so every machine on the subnet at the remote location has a
secure connection with the OnSite.

» Create asecure tunnel between the OnSite and a single remote host

The gateway in the former example and the individual host in the second
example both need afixed I P address.

To set up a security gateway, you can install IPsec on any machine that does
networking over IR, including routers, firewall machines, various application
servers, and end-user desktop or |aptop machines.

The ESP and AH authentication protocols are supported. RSA Public Keys
and Shared Secret are also supported.

The following table describes the parameters that must be configured for a
VPN connection. The left column gives the names used in the Web Manager
and the OSD separated by a slash, unless the names are the same. Work with
the user who needs to make the VPN connection to make sure the information
matches exactly on both ends.

Table 1-25: Field and Menu Options for Configuring a VPN Connection

Parameter Names: Web
Manager/OSD

Definition

Connection Name

Authentication
Protocol/Protocol

Authentication Method

Boot Action

Introduction

Any descriptive name you want to use to identify this
connection such as“MY COMPANY DOMAIN-VPN.”

The authentication protocol used, either “ESP”
(Encapsulating Security Payload) or “AH” (Authentication
Header).

Authentication method used, either “RSA Public Keys’ or
“Shared Secret.”

The boot action configured for the host, “Ignore,” “Add,”
and “Start.” “Ignore” meansthat VPN connection isignored.
“Add” means to wait for connections at startup. “ Start”
means to make the connection.

55



Monitoring Temperatures

Table 1-25: Field and Menu Options for Configuring a VPN Connection (Continued)

Parameter Names: Web | Definition
Manager/OSD
ID The hostname of the host. The local host is the OnSite,

IP Address/Local IP

NextHop

Subnet Mask/Subnet

referred to as the “left” host. The remote host is referred to
asthe “right” host.

The I P address of the host.

The router through which the OnSite (on the left side) or the
remote host (on the right side) sends packets to the host on
the other side.

The netmask of the subnetwork where the host resides.

RSA Key (If RSA Public
Keys is chosen)

The public key for the OnSite and for the remote gateway.
You can use copy and paste to enter the key in the “RSA
Key” field.

Pre-Shared Secret (If
“Shared Secret” is
chosen)

Pre-shared password between left and right users.

The following table provides links to related information and procedures.
Table 1-26: VPN Configuration Topics

Topic

Where Documented

Configure VPN

“Configuration>Network>VPN Connections’ on page 320
“To Configure VPN [Expert]” on page 322
“Configure>Network>VPN Screens [OSD]” on page 403

Monitoring Temperatures

Anyone authorized to log into the OnSite can view graphical displays of
temperature readings taken from three embedded temperature sensors. Users
can also modify graph display settings, create graph profiles, and apply a
stored profile to the current graph.

56
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The temperature sensors are located at the following locations within the
OnSite:

» FPGA (field programmable gate array)[
e Power supply
« CPU

The following figure shows an example graph.

3 FPGA - Microsoft Internet Explorer

Titne: X Termperaturs

yGrid Boxes 18

xGrid Boxes 299

Termp Values [Fanrennet = |
win Valug -30.0
yhlan: Valug 1500
Mean Temp 75.0
Time Interval (s8c) 5 =
Graph Type [Line Graph_~ |
Grid Line Color [wnte =]
Graph BG Color [igntaray > ]

n — Readings belowmean

Figure 1-4: Temperature Sensor Graph

The graph displays new readings at a specified interval. The interval between
temperature readings is shown in each graph’s heading.
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The following table shows graph features that can be saved in reusable
profiles.

Table 1-27: Temperature Graph Parameters

Allowed
Field/Menu Use Default Values
yGrid Boxes Specify adifferent number of rows 18 1-55
xGrid Boxes Specify adifferent number of columns 299 1-999
Each graph cell represent the interval
between readings.
Temp Values Specify one of two temperature values. Farenheit  « Farenhdt
» Celsius
yMin Value Specify adifferent minimum value to -30°F/ -196.6°F/
display on the y-axis. -5°C -127°C
yMax Value Specify themaximumvauetodisplayon  150°F/ 260.6°F/
the y-axis. 50°C 127°C
Mean Temp Specify adifferent temperaturetouseas  75°F/ -196.6°F/
abasis for comparing the actual 25°C -127°C
temperature. to
In line graphs, the Mean Temp is 260.6°F/
indicated by ared, horizontal line. In bar 127°C
graphs, the colors of the barsindicate the
following:

* Blue — Less than mean temperature.
* Red — Greater than mean temperature.

» Black — Equal to the mean temperature.

Time Interval Set atime interval in seconds. 5
(sec)
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Table 1-27: Temperature Graph Parameters (Continued)

Allowed
Field/Menu Use Default Values

Graph Type Chose another graph type. Line e Line
Graph Graph

* Bar
Graph

Grid Line Color Choose another color for the lines. white * yellow

s green

* cyan

* gray

o darkgray
* lightgray
* magenta

Graph BG Color * Select the background color. light gray

¢ orange
* pink

* white

You can create one or more profiles that store a set of display parametersyou
specify, so that you can apply the same profile later. Clicking “Save Profile.”
brings up the “ Enter Filename to Save Profile” dialog box shown in the
following figure.

Introduction 59



Administering Users of Connected Devices

A Enter Filename to Save Profile

X/

File Mame |

oK | Cancel | Close |

Java Applet Window

In the “File Name” field, you can enter a name for a profile. When you click
OK, the profile is saved in alist of profiles that appears when you click the

“Set Profile from File” button.

A Select File to Set Profile From @

pink_'orange
bar_graph

oK | Cancel | Close |

Java Applet Window

For how the OnSite administrative and regular users can monitor
temperatures, go to “To Monitor the OnSite’s Temperature” on page 158.

Administering Users of Connected Devices
This section reviews the tasks that OnSite administrators need to do to enable

access to connected devices.

Planning Access to Connected Devices

Planning should include the following steps:

e Createalist of serversand other devices to connect to each port.

» If devicesare going to be plugged into outlets on connected |PDUs, make
anote of the outlets where the devices will be plugged (you need to
supply the outlet numbers when configuring power management).

* Createalist of user accounts with the access each user needs to which

ports and to which IPDU outlets.
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» Obtain usernames and passwords for connected devices to give to the
users of connected devices.

»  Create meaningful aliasesto assign to port numbersto identify the devices
to be connected

Tasks for Configuring Connected Devices

During hardware installation of the OnSite, the installer connects the servers
and devices and any IPDUs and modems to the ports.

During software configuration, the OnSite administrator does the common
tasksin the following table, if desired.

Table 1-28: Tasksfor Configuring Access to Connected Devices

Task Where documented

Assigns aliases to ports and to IPDU outlets
to identify the connected servers and devices

* “To Configure an Aliasfor aKVM Port
[Expert]” on page 226

Creates accounts for regular non-
administrative users, specifieswhich KVM
ports and serial ports users can access, and
specifies which power outlets users can
control through the Web Manager.

Configures authentication methods for
accessto the OnSite, to all KVM portsand to
individual serial ports or groups of serial
ports.

“To Configure an Alias for a Serial Port
[Expert]” on page 238

“To Add a User [Expert]” on page 294

“To Assign KVM Portsto aUser or
Group [Expert]” on page 296

“To Configure Serial Port Accessfor
Users [Expert]” on page 240

“To Configure Users to Manage Power
Outlets on IPDUs [Expert]” on page 196

“To Configure an OnSite Login
Authentication Method [Expert]” on page
277

“To Configure an Authentication Method
for Direct Access
to KVM Ports [Expert]” on page 217

“To Configure a Serial Port
Authentication Method [Expert]” on page
241
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Table 1-28: Tasks for Configuring Access to Connected Devices (Continued)

Task Where documented

Chooses the connection protocol for serial * “To Configure a Seria Port Connection
ports [ Default=Consol e (tel net)] Protocol for a Console Connection
[Expert]” on page 236

» “To Configure a Serial Port Connection
Protocol for a Dumb Terminal [Expert]”
on page 237

* “To Configure a Serial Port Connection
Protocol for a Dumb Terminal [Expert]”
on page 237

At any time the OnSite administrator can do the common tasksin the
above table or do the less-common tasks listed below.

Table 1-29: Tasksfor Redefining Hot Keys and TCP Port Numbers

Task Where documented

Redefine keyboard shortcuts (hot keys) if  “Configuring Keyboard Shortcuts (Hot

desired Keys)” on page 63
Redefine TCP port numbers used for » “To Configure IP Users (KVM Over |P)
accessing serial and KVM ports, if desired Sessions [Expert]” on page 222

» “To Configure TCP Port Number, STTY
Options, Break Interval, and the Login
Banner for a Serial Port Connected to
a Console [Expert]” on page 254
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Configuring Keyboard Shortcuts (Hot Keys)

Predefined keyboard shortcuts (also called hot keys) alow users to do the
following:
»  Perform common actions while connected through a KVM or serial port

» Emulate Sun keyboard keys while connected through a KVM port to a
Sun server.

Configuring KVM Port Connection Hot Keys

The hot key sequences that can be used while connected to aKVM port have
two parts, which are called the common escape sequence and the command
key. The default common escape sequence is Ct r1+k, and the command key
is different for each command. For example, the g command key is entered
after ctrl+k to quit, asin: Ctrl+k q.

The common escape sequence is defined separately from the command keys.
OnSite administrators can redefine two different sets of command keys for
users who are accessing KVM ports in the two following different ways:

» Through the OSD (Local Users)
»  Through the Web Manager (KVM over |P Users)

Note: The“Show Connections’ dialog on OnSite hardware version 1.1.0
replaces the hot keys for KVM over | P sessions on OnSite hardware version
1.0.0. See “What You See When Connected to a KVM Port” on page 82 for
details.

Configuring Serial Viewer Hot Keys

Introduction

Connecting to aseria port brings up a Java applet viewer. The hot key used to
bring up an IPDU power management window in the Java applet viewer is
Ctrl+p. The hot key used to bring up an IPMI power management window
iISCtrl+Shift+i.
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Configuring Sun Keyboard Equivalent Hot Keys

The OnSite provides a default set of hot keys for use while connected to Sun
servers through KVM port to emulate keys that are present on Sun keyboards
but are not present on Windows keyboards. The hot keys are made up of an
escape key followed by afunction key.

See “ Sun Keyboard Emulation Hot Keys™ on page 87 for more details. The
default escape key is the Windows key, which is labeled with the Windows
logo. OnSite administrators can redefine the Sun emulation escape key to be
one of thefollowing: Ctrl, shift, or Alt.

Tasks for Configuring Hot Keys

See the following table for tasks for configuring hot keys with references to
where they are documented.

Table 1-30: Tasksfor Redefining Hot Keys

Web Manager: Where OSD:
Part Documented Where Documented
KVM common escape “To Redefine KVM Port “Configure>General
sequence Connection Hot Keys Screens [OSD]” on page
[Expert]” on page 215 389
KVM command keysforthe “To Redefine KVM Port “Configure>User Station
local user session Connection Hot Keys Screens [OSD]” on page
[Expert]” on page 215 427
KVM command keys for IP N/A
user sessions (only on
OnSite hardware version
1.0.0)
Seria power management “To Configure a Seria Port for
hot key IPDU or IPMI
Power Management [Expert]”
on page 250
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Table 1-30: Tasksfor Redefining Hot Keys (Continued)

Web Manager: Where OSD:
Part Documented Where Documented
Sun keyboard emulation “To Redefine the Escape Key  “Configure>KVM Ports
escape key for Sun Keyboard Emulation Screens [OSD]” on page

Hot Keys[Expert]” on page 436

216.

Packet Filtering on the OnSite

The OnSite administrator can configure the OnSite to filter packetslike a
firewall. IP filtering is controlled by chains and rules.

Chains

A chain isakind of named profile that includes one or more rules that define
the following:

» A set of characteristics to look for in a packet

*  What to do with any packet that has all the defined characteristics

The OnSite comes with a number of built-in chains. The OnSite administrator
can define additional chains and can edit the built-in chains. The built-in
chains are named according to the type of packet they handle, as showninthe
following list:

* INPUT - For incoming packets

»  FORWARD - For packets being routed through the OnSite
 OUTPUT - For outgoing packets

As defined in the rules for the default chains, all input and output packets and
packets being forwarded are accepted.
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Rules
Each chain can have one or more rules that define the following:

e The packet characteristics being filtered
The packet is checked for characteristics defined in the rule, for example,
aspecific 1P header, input and output interfaces, TCP flags and protocol.
»  What to do when the packet characteristics match the rule

When a packet isfiltered, its characteristics are compared against the
rules one-by-one. All defined characteristics must match.

Administrators can do the following to specify packet filtering:

* Addanew chain and specify rulesfor that chain
» Add new rulesfor existing chains
» Edit or delete built-in chains and rules

Add Rule and Edit Rule Options

When you add or edit arule you can define any of the options described in the
following table.

Table 1-31: Filter Options for Packet Filtering Rules

Filter Options Description

Source IP and Mask If you specify a source | P, incoming packets are filtered for
Destination IP and Mask | the specified IP address. If you specify a destination IP,
outgoing packets are filtered for the specified | P address.

If you fill in a source or destination mask, incoming or
outgoing packets are filtered for 1P addresses from the
subnetwork in the specified netmask.
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Table 1-31: Filter Options for Packet Filtering Rules

Filter Options Description

Protocol You can select a protocol for filtering from one of the
following options:
o ALL

» “Numeric Protocol Options’ on page 67
» “TCP Protocol Options’ on page 68

» “UDP Protocol Options’ on page 68

* “ICMP Protocol Options’ on page 68

Input Interface The input interface (ethiv) used by the incoming packet.
Output Interface The output interface (ethn) used by the outgoing packet.
Fragments The types of packetsto be filtered:

* All packets

* 2nd, 3rd... fragmented packets
» Non-fragmented and 1st fragmented packets

You can flag any of the above elements with inverted so that the target action
is performed on packets that do not match any of the criteria specified in that
line. For example, if you select DROP as the target action, specify “Inverted”
for asource IP address, and do not specify any other criteriain the rule, any
packets arriving from any other source |P address than the one specified are
dropped.

Numeric Protocol Options

If you select Numeric as the protocol when specifying arule, you need to
specify the desired number.
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TCP Protocol Options

If you select TCP as the protocol when specifying arule, you can define the
following options.

Table 1-32: TCP Protocol Packet Filtering Options

Field/Menu Option

Definition

Source Port
- OR -
Destination Port

TCP Flags

You can specify a source or destination port number for filtering in
the * Source Port” or “Destination Port” field. You can also specify
a second number, so that TCP packets are filtered for any port
number within the range starting with the first number and ending
with the second.

Specifying any of the flags: “SYN” (synchronize), “ACK”
(acknowledge), “FIN” (finish), “RST” (reset), “URG” (urgent) or
“PSH” (push), and one of the“Any,” “Set,” or “Unset” conditions,
filters TCP packets for the specified flag and the selected
condition.

UDP Protocol Options

When you select UDP as a protocol when specifying arule, you can select the
UDP options defined in the following table.

Table 1-33: UDP Protocol Packet Filtering Options

Field

Definition

Source Port
- OR -
Destination Port

Specify asource or destination port number for filtering in the
“Source Port” or “Destination Port” field.

You can specify a source or destination port number for filtering in
the “ Source Port” field. You can al so specify a second number so
that UDP packets arefiltered for any port number within the range.

ICMP Protocol Options

When you select ICMP as a protocol when specifying arule, you can select
the following ICMP options.

- |

» echo-reply
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destination-unreachable
network-unreachable
host-unreachable
port-unreachable
fragmentation needed
source-route-failed
network-unknown
host-unknown
network-prohibited
host-prohibited
TOS-network-unreachable
TOS-host-unreachable
communication-prohibited
host-precedence violation
precedence-cutoff
source-guench

redirect

network-redirect
host-redirect
TOS-network-redirect
echo-request
router-advertisement
router-solicitation
time-exceeded
ttl-zero-during-transit
ttl-zero-during-reassembly

Target Actions

Packet Filtering on the OnSite

The*" Target” isthe action to be performed on an IP packet that matches all the
criteria specified in arule.The target actions are:

ACCEPT
DROP
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RETURN
LOG
REJECT

If the“LOG” and “REJECT” targets are selected, additional options are
available.

The following table describes the options for the “LOG” Target.

Options Definition
Log Level emerg

aert

crit

er

warning

notice

info

debug
Log Prefix The prefix to usein the log entry.
TCP Sequence Includes the TCP sequence in the log.
TCP Options Includes TCP optionsin the log.
IP Options Includes IP optionsin the log.

The following list shows the options for the REJECT Target:

icmp-net-unreachable
icmp-host-unreachable
icmp-port-unreachable
icmp-proto-unreachable
icmp-net-prohibited
icmp-host-prohibited
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e echo-reply
o tcp-reset

Firewall Configuration Procedures

The following table has links to the procedures for defining packet filtering

using the Web Manager.

To Add a Chain [Expert] Page 339
To Edit a Chain [Expert] Page 340
To Edit a Rule [Expert] Page 341
To Add a Rule [Expert] Page 341

For information about defining packet filtering in the OSD, see
“Configure>Network>IP Filtering Screens [OSD]” on page 408.
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Chapter 2
Accessing Connected Devices and
Managing Power

This chapter gives an overview of the options for accessing servers and other
devices that are connected to the ports on the OnSite and for performing
power management through the OnSite.

The following table lists the topics in this chapter.

Options for Accessing Connected Devices Page 75
Power Management Page 76
Using the AlterPath Viewer Page 77
Ending an AlterPath Viewer Session Page 79
Configuring the AlterPath Viewer Page 79
What You See When Connected to aKVM Port Page 83
Sun Keyboard Emulation Hot Keys Page 88
Connection Menu Page 90
Cycling Among KVM Portsin the OSD Page 91
Sharing KVM Port Connections Page 92
Common Procedures for Accessing KVM Ports Page 94
Serial Port Connections Page 101
Dial-in Connections Page 112

The following table lists the procedures in this chapter.

To Log Into a Server Connected to aKVM Port Page 95
To Select a Server From the Connection Menu Page 96
To Return to Previous Menus or to Exit Page 96
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To ShareaKVM Port Connection

To Cycle Through All Authorized KVM Ports

To Connect to the Next Authorized KVM Port

To Connect to the Previous KVM Port from the Current KVM Port
To Adjust Brightness and Cable Length in the AlterPath Viewer

To Reset the Keyboard and Mouse in the AlterPath Viewer

To Power On, Off, or Cycle a Server While Connected to aKVM Port
To View Information About a KVM Port While Connected

To Connect Through a Dumb Terminal to a Server or to the OnSite
To Use Telnet to Connect to a Device Through a Serial Port

To Use SSH to Connect to a Device Through a Serial Port

To Log Into a Device's Console Through a Serial Port

To Manage Power While Connected to a Serial Port

To Usets_menu to Connect to a Serial Port

To Configure a Reusable PPP Connection

To Start a PPP Connection From a Remote Computer

To Configure a Reusable Terminal Emulator Dial-in Connection

To Didl Into the OnSite Using a Terminal Emulator

Page 97
Page 97
Page 98
Page 98
Page 98

Page 99
Page 100

Page 100

Page 102
Page 104

Page 105
Page 107
Page 107

Page 110
Page 114
Page 115
Page 116
Page 117
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Options for Accessing Connected Devices

Authorized users are users who have been authorized to access one or more
ports on the OnSite. See “OnSite Port Permissions’ on page 32 and “OnSite
Port Permissions’ on page 32 for more information.

Note: Only one administrative user can be logged into the CLI, Web
Manager, or OSD at atime. If another administrative user islogged by any
means, the second administrative user attempting access is prompted either to
exit or to proceed and log the other administrative user out.

Authorized users and OnSite administrators have the following options

accessing devices:

*  Web Manager—for accessing devices connected to both KVM and serial
ports

See Chapter 3, “Web Manager Introduction” for background information
about the Web Manager; Chapter 6, “Web Manager for Administrators’
for how OnSite administrative users can access ports through the Web
Manager; and Chapter 4. “Web Manager for Regular Users’ on page 139
for how authorized users access ports through the Web Manager.

* telnet or ssh—for accessing devices connected to serial ports

See“ Serial Port Connections’ on page 101 and “ To Use Telnet to Connect
to aDevice Through a Serial Port” on page 104, for more information.

*  Onscreen display (OSD)—for accessing devices connected to KVM ports

Local users and administrators who have access to a directly-connected
Local User station can access the Connection Menu through the OSD. See
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Chapter 7, “OSD for All User Types’ for how to access connected devices
through the OSD.

Dumb terminal—for accessing the OnSite or devices connected to serial
ports through the OnSite

See " To Connect Through a Dumb Terminal to a Server or to the OnSite”
on page 102.

Modem or PCMCIA modem or wireless phone card—for dial-in/callback
access to the OnSite through PPP or aterminal emulator

See “ Support for Multiple Types of Access’ on page 38, for the types of
modems supported. Also see “ To Start a PPP Connection From a Remote
Computer” on page 115 and “To Dial Into the OnSite Using a Terminal
Emulator” on page 117.

Power Management

Asmentioned in * Power Management” on page 50, OnSite administrators and
userswho are authorized for power management can power off, power on, and
reboot devices through the OnSite.
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The following table lists the options for OnSite administrators and regular
users for performing power management.

Table 2-1: Power Management Options in the Web Manager

Type Where Documented

IPDU power management  For administrative users:

* “Access>IPDU Power Mgmt.” on page 193

» “To View Status, Lock, Unlock, Rename, or Cycle
Power Outlets’ on page 150

» “To View and Reset IPDU Information [Expert]” on page
153

For authorized users:

» “IPDU Power Mgmt. [User]” on page 148

 “To Power On, Off, or Cycle a Server While Connected to
aKVM Port” on page 100

» “To Manage IPDUs from the Command Line as Root” on
page 120

* “Power Management Through the OSD” on page 382

 “Power Management Menu [OSD]” on page 384

 “To Power On, Power Off, Lock, Unlock, or Cycle Power
Outlets [OSD]” on page 385

IPMI power management  For administrative users:

* “Access>IPMI Power Mgmt.” on page 204
For authorized users:

 “To Manage Power While Connected to a Serial Port” on
page 107

Using the AlterPath Viewer

Connecting to aKVM port through the Web Manager brings up an AlterPath
Viewer.

Thefirst timethe AlterPath Viewer appears, adialog box appears and prompts
the user to accept a Security Certificate.
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If noone elseislogged in, alogin screen or prompt from the server appears
like the example in Figure 2-1. If the user exits the AlterPath Viewer without
logging out of the server, the login persists until the next time a connection is
made to the server, unless the server or another user has closed the session.

Default name or admin-defined alias
for the KVM port to which the server
is connected

B AlterPath Viewer - Port_1
Shortcuts  Options Connection Host OS  About...

Log On ko Windows s

Server

Built on NT Technology

12.5 FPS / 1122.8 KbPS

Figure 2-1: AlterPath Viewer

The default port name or administratively-defined alias displaysin the viewer
title bar, as shown in Figure 2-1.
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Ending an AlterPath Viewer Session

The four ways you can end an AlterPath Viewer session are listed below:

 Select “Exit Viewer Client” from the AlterPath Viewer Shortcuts menu.

* Useahot key sequence (Ctrl+k g) to bring up the Connection menu,
then select the “Exit” option.

e Let the session time out.
» ClicktheEsc key.

Configuring the AlterPath Viewer

You can configure the AlterPath Viewer settings from the top menu on the
viewer. For a definition of the menu settings, refer to the sectionslisted in the
following table.

Recommended AlterPath Viewer Settings  Page 79

AlterPath Viewer Options Menu Page 79
Setting the AlterPath Viewer Options Page 81
AlterPath Viewer Connection Menu Page 82

Recommended AlterPath Viewer Settings

The recommended AlterPath Viewer settings for best performance and image
quality arelisted in the following table. The connection option you select must
reflect your actual Internet connection method.

Menu Select the following option(s):
Options Auto Sync Mouse

Connection LAN (preferred), No Encryption, High Color
Host OS Auto/Other

AlterPath Viewer Options Menu

The AlterPath Viewer’s Options menu is shown in the following figure.
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Force Screen Refresh

Force Screen Auto Alignment
Toggle Full Screen

Viewer Options...

v Show Frames/sec and Network bits/sec

v Auto Sync Mouse

Show Startup Dialog

The following table describes the itemsin the Options menu, which you can
change as needed for your own requirements.

Table 2-2: AlterPath Viewer Options Menu

Menu Selection

Description

Force Screen Refresh

Force Screen Auto Alignment

Toggle Full Screen

Viewer Options

Show Frames/sec and Network
bits/sec

Auto Sync Mouse

Show Startup Dialog

Refreshes the viewer.

Switches to Auto Alignment mode, which may change the position
of the viewer. (You can manually configure Screen Alignment by
going to Options>Viewer Options>Screen Alignment.)

Switches the viewer’s display from window to full-screen mode or
from full-screen to window mode.

See “ Setting the AlterPath Viewer Options’ on page 81.

Shows the data transfer rates from the server to your workstation at
the bottom right of the AlterPath Viewer window.

Make sure thisis selected for OnSite compatibility.

Causes the following menu to appear when the viewer is launched.

SEartun.ontions 4
Connection Speed Color Mode
™ LAN - 8Mfs = High Color - 15 Bits
(" Low BW Lan - 3M8/s
Low Color - B Bits
& T1-1.5Mbfs
~ DEL~ EALYE (" Gray Scale - 4 Dits
(" Modem - S6Kb/s " Dlnck and White - 2 Oits
[~ Don't Show This Diskog Nist Time Connect
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Setting the AlterPath Viewer Options

The Viewer Options window allows you to align or position the viewer
window and to fine tune the image. The configuration for these settings may
vary from one system to another.

¥Yiewer Options ﬂ

— Screen Alignment—————————
:
Horizontal Offset: |E - c |
ance |
Wertical Offset: ID _+| Anpis N |
pply Mow

vV Auto Apply

—Image Fine Tuning

Quality <> Speed  ——

Image Senszitivity —

Tint —————
Brightness —
Contrazt —

Reset |

The following table defines the fields and menu items.
Table 2-3: AlterPath Viewer>Options>Viewer Options Menu

Field or Menu ltem Function

The horizontal coordinate for positioning the AlterPath Viewer
Horizontal Offset on the screen (default = 0).

The vertica coordinate for positioning the AlterPath viewer on
Vertical Offset the screen (default = 0).

_ Move dlider to the left to increase image quality; move slider to
Quality <---->Speed  theright to increase the performance of the viewer.

Image Sensitivity Move dlider to the right to increase the image sensitivity.

_ Move the dlider to achieve the desired color. For white, keep the
Tint dider in the middle.
Brightness Move the dlider to the right to increase screen brightness.
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Table 2-3: AlterPath Viewer>Options>Viewer Options Menu

Field or Menu ltem Function

Contrast Move the dider to the right to increase screen contrast.

AlterPath Viewer Connection Menu

Thefollowing table describes the AlterPath Viewer Connection menu options.
Table 2-4: AlterPath Viewer Connection Menu Options

Menu Selection

Function

56K

DSL

T1

Low BW LAN

LAN
Auto
Encrypt Everything

Encrypt Keyboard and
Mouse

Encrypt Type

No Encryption

High Color

For when the network connection method is a 56K
modem

For when the network connection method isa DSL
line

For when your network connection method isa
dedicated T1 line

Limits the bandwidth usage to 2Mbpsfor alocal area
network where available bandwidth is low

For when you are connecting through a standard speed
local area network.

For auto detection and setting of the connection mode
Encrypts mouse, keyboard, and video data

Encrypts only keyboard and mouse data

Choices are either RC4 or Triple DES encryption

Video, mouse, and keyboard data are not encrypted
[Recommended]

For high color resolution screens
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Table 2-4: AlterPath Viewer Connection Menu Options (Continued)

Menu Selection Function

Low Color Limits color depth to use less bandwidth
Gray Scale Limits bandwidth usage

Low Gray Scale Limits bandwidth to the minimum

What You See When Connected to a KVM Port

When anyone connects to a KVM port, if no one elseislogged in, alogin
screen or prompt from the server appears like the example in the following
figure.

Figure 2-2: What You See When Connected to aKVM Port

If auser exitsthe AlterPath Viewer or OSD without logging out of the server,
the login session persists until the next time a connection is made to the
server, unless the server or another user has closed the session.
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Figure 2-2 shows an example login dialog for a Windows 2000 server. If a
connection is made to a Linux server without a graphical display, a“Login”
prompt appears.

Shortcuts While Connected to KVM Ports

Three types of shortcuts alow authorized users connected to a KVM port to
perform common actions, and in some cases the shortcuts launch screens for
performing certain tasks.

As summarized in the following table, the “ Show Connections’ dialog is
available through the Web Manager with the OnSite hardware version 1.1.0. If
the “ Show Connections” dialog is available, the other two options listed
below do not work in the AlterPath Viewer:

e ThePrint Screen key
» Predefined keyboard shortcuts (hot keys)

Both the Print Screen key and K\VVM port hot keys always work for local users
connected to the Local User portsto the OSD.

Table 2-5: Show Connections Dialog Availability in OnSite Hardware Versions

“Show Connections” 1.0.0 h/w:

Diaog

Print Screen key 1.0.0 hiw:

Predefined keyboard  1.0.0 h/w:
shorteuts (hot keys) 1 1.0 pw:

AlterPath Viewer OSD Where Documented

N 1.0.0h/w: N “Show Connections Link and
1.1.0 w: Y 11.0hw: N D1AI0g" on page 146

Y 1.0.0h/w: Y “Print Screen Key” on page 85
1.1.0 h/w: N 1.1.0hiw:Y

Y 1.0.0h/w:Y “KVM Port Shortcut Hot Keys”

N 110hw:y ©OnPae8s
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The " Show Connections’ Dialog is available with the newest version of
OnSite hardware. (See “ Show Connections Link and Dialog” on page 146.) If
the link is available, the other two options listed below do not work in the
AlterPath Viewer, but both options always work for local users connected to
the Local User ports to the OSD.

The two following options are available in the AlterPath Viewer only if the
“Show Connections” dialog is not available.
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e ThePrint Screen key
See “Print Screen Key” on page 85.

» Predefined keyboard shortcuts (also called hot keys)
See “KVM Port Shortcut Hot Keys’ on page 86.

Print Screen Key

The Print Screen key gives you access to most of the actions that can be

accessed by the hot keys. (The key has different labels on different keyboards,
such as“Prt Scr” and “Prt Sc.”)

- [Efk]

Choose an Option

P
Power Management
Sunc Mouse-sKeyboard

AdJjust Uideo
Switch to Next
Switch to Previous

11.0 FPS / 780.8 KbPS NUM

Figure 2-3: Print Screen Menu

Table 2-6 lists and describes the options on the Print Screen Menu.
Table 2-6: Print Screen Menu Options

Option Description
Connection Menu Same as KVM port hot key ctrl+k g (see Table 2-7).
Port Information View the status of the current connection

Power Management Same as KVM port hot key Ctrl+k p (see Table 2-7).
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Table 2-6: Print Screen Menu Options (Continued)

Option

Description

Sync Mouse/Keyboard SameasKVM port hot key Ctrl+k s (see Table 2-7).

Adjust Video

Same as KVM port hot key Ctrl+k v (see Table 2-7).

Switch to Next Same as KVM port hot key Ctrl+k . (see Table 2-7).

Switch to Previous Same as KVM port hot key Ctrl+k , (see Table 2-7).

KVM Port Shortcut Hot Keys

The default KVM port shortcut hot keys are described in the following table.
These keys are always available for users connected to the OSD through a
Local User station, but they are not always available with the AlterPath
Viewer. See Table 2-5, “ Show Connections Dialog Availability in OnSite
Hardware Versions,” on page 84 for information about when they are
availablein the AlterPath Viewer.

A plus (+) between two keys indicates that both keys must be pressed at once.
When two keys are separated by a space, each key must be pressed separately.
For example, Ctrl+k p meansto pressthe ctrl and k keys together
followed by the p key.

Table 2-7: Default KVM Port Connection Hot Keys

Key Combination Action

Ctrl+k g

Quit. When you are connected to a server through aKVM port and
you enter this hot key, the Connection Menu screen appears and you
can select another port.

See “To Return to Previous Menus or to Exit” on page 96. for details
about the Connection Menu, see “Connection Menu” on page 90.
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Table 2-7: Default KVM Port Connection Hot Keys (Continued)

Key Combination Action

Ctrl+k p

Ctrl+k

Ctrl+k ,

Ctrl+k v

Power management. Brings up the Power Management screen with
the optionsto turn on, off, or cycle the power for outlets to which the
current server is connected.

Note:Cycling isonly available for local users through the OSD.

See “To Power On, Off, or Cycle a Server While Connected toaKVM
Port” on page 100 for the procedure.

Next port. Goes to the next authorized port. See “To Connect to the
Next Authorized KVM Port” on page 98.

Previous port. Returns to the previous authorized port. See “To
Connect to the Previous KVM Port from the Current KVM Port” on

page 98.

Video. Brings up the “ Automatic control” screen with the option to go
to the “Manual control” screen.

Automatic control

Adjustment
+

Cel Len Add
+

[Exit] [Aute] [Ranual [Exit] [Aute] [Marual

“Automatic control” lets you set an adjustment value to compensate
for the length of the cable running from the OnSite to the KVM
terminator that is connected to the server. “Manual control” lets you
manually adjust screen brightness and contrast. See “To Adjust
Brightness and Cable Length in the AlterPath Viewer” on page 98.
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Table 2-7: Default KVM Port Connection Hot Keys (Continued)

Key Combination Action

Ctrl+k s

Reset keyboard and mouse. Brings up a Keyboard Reset screen.

Reset _
keyboard and mouse?

E

Allows you to reset the keyboard and mouse if the server stops
responding to input. See “To Reset the Keyboard and Mouse in the
AlterPath Viewer” on page 99.

The OnSite administrator may redefine the KVM port connection hot keys, as
described in “ Configuring Keyboard Shortcuts (Hot Keys)” on page 63. If the
defaults shown in the previous table do not work, check with your OnSite
administrator for the site-specified keysto use.

Note: You can use the escape (Esc) key to exit from a screen or viewer.

Sun Keyboard Emulation Hot Keys
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A default set of hot keys for emulating Sun keyboard keys is available for use
while connected to Sun servers through KVM ports. You can use the Sun hot
keysto emulate keys that are present on Sun keyboards but are not present on
Windows keyboards.

The hot keys are made up of an escape key followed by afunction key or a
key from the numeric keypad. The default escape key is the Windows key,
which is labeled with the Windows logo. The Windows key usually appears
on the Windows keyboard between the Ctr1 and A1t keys.

The following table shows function keys and keys from the numeric keypad
that emulate Sun keys when you enter them at the same time as the hot key.
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For example, to use the Sun Find key, you would press the Windows key at
the same time you press the 9 function key.

Table 2-8: Default Sun Key Emulation Hot Keys

Win Key Sun Key
Function Keys F2 Again
F3 Props
F4 Undo
F5 Front
Fé6 Copy
F7 Open
F8 Paste
F9 Find
F10 Cut
F11 Help
F12 Mute
Numeric Keypad Keys * Compose
+ Vol +
- Vol -

OnSite administrators can change the default escape key portion of the Sun
keyboard emulation hot keys from the Windows key to any of the following:
Ctrl, Shift,or Alt. See“Configuring Sun Keyboard Equivalent Hot
Keys’ on page 64 for details and links to procedures.
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Connection Menu
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The Connection Menu appears in the following cases:

*  When an OnSite administrator selects “ Connect” from the OSD Main
Menu

*  When aregular user logsinto the OSD

*  When anyone who is connected to a KVM port enters the quit hot key
sequence (see Table 2-7 on page 86)

For an administrative user, the Connection Menu lists al the KVM ports. For
aregular user, the Connection Menu displays only the KVM ports the user is
authorized to access. The KVM ports are listed alphabetically by their default
port numbers or administrator-defined aliases, as shown in the following
screen example.

Connection Menu

I

The Connection Menu includes the Exit option. For administrative users and
for regular users who are authorized for two or more KVM ports, the Cycle
option also appears. Both the Exit and Cycle options are shown in the
following screen example.

Connection Menu

Cucle

Port_186
Exit

Port 1B

You have two options for selecting KVM ports:

e Scroll down using the arrow keys.
-OR -
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»  Typeone or more keys that uniquely identify an option if it is not visible
in the screen, and then press Enter to complete the name in the text field.

For example, if youtype“c” inthetext field, pressing Enter completesthe
word “Cycle” inthefield. You press Enter after choosing the Cycle option
to start cycling.

Cycling Among KVM Ports in the OSD

Cycling enables usersto view a series of servers connected to KVM ports that
the users are authorized to view.

Using the Cycle Option on the Connection Menu

Local OSD users can start cycling among servers using the Cycle option on
the Connection Menu. Cycling is only available on the Connection Menu for
local users through the OSD.

Connection Menu

Port_186 A
Exit
Port 1B

Cycling starts with aview of the server connected to the first port on the
Connection Menu list and continues in the order in which the ports are listed
until all servers are viewed, and then the cycle starts over again at the
beginning. The cycle continues until the user enters the quit hot key (default:
Ctrl+k q)toreturn to the Connection Menu.

See “To Cycle Through All Authorized KVM Ports’ on page 97.

Administrative users can change the period of time for viewing each server
during acycle. (See “To Configure Local User Sessions [Expert]” on page
221 (Web Manager) and Table 7-15, “KVM Port Configuration Screens
[OSD],” on page 437 for how to change the cycle duration.)

If no deviceis attached to one of the KVM ports that the user has permission
to view, a message appears like the following.
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Port—2 could not be
connected - No
device detected in
the local port.

Cycle Using a Hot Key Sequence

Users can use hot keys to move from viewing one server to another while
connected to a KVM port either through the OSD or the Web Manager. See
“To Connect to the Next Authorized KVM Port” on page 98 and “ To Connect
to the Previous KVM Port from the Current KVM Port” on page 98.

Sharing KVM Port Connections

Two authorized users can connect simultaneously to asingle KVM port.
When the first user isin read-only mode, the new user is always granted the
highest level of access for which the new user is authorized. Once two users
are connected to aKVM port, either user may choose at any time to change
the access mode or disconnect from the session by issuing a hot key or Esc.

KVM Port Sharing Menu Options

When a user connects to aKVM port that is already in use, ascreen with a
menu of two or more options appears. The following figure shows two options
that are always on the menu.

Server 3 (Port 3) -
This port is
connected to another
station.

Quit this session

Connect read only
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Quit this session

Ends the connection attempt and returns the user to the Connection Menu.

Connect read only

Connects the user in read-only mode and sends this notice to the current user:

Another user )
connecting on this
station

User Has Read-Write or Full Access Permissions

If the connecting user has either read-write, or full access permissions for the
KVM port, additional menu options appear, as shown in the following figure.

Server 3 (Port 3) -
This port is
connected to another
station.

Connect read only
Connect read write
Kill other session

Connect read-write

Connects the new user in read-write mode and sends the notice in the
following figure to the current user.
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Another user )
connecting on this
station

Kill other session

Killsthe existing session and connects the new user in read-write mode. Sends
the following notice to the current user and disconnects that user:

You were logged out
by another user.

See “To Share aKVM Port Connection” on page 97 for the procedure.

Common Procedures for Accessing KVM Ports

The following table lists the procedures that can be performed by both OnSite
administrators and authorized users while connected to KVM ports, and it
provides links to where the procedures are documented.

Table 2-9: Common Procedures While Connected to KVM Ports

To Log Into a Server Connected to aKVM Port Page 95
To Select a Server From the Connection Menu Page 96
To Return to Previous Menus or to Exit Page 96
To Share a KVM Port Connection Page 97
To Cycle Through All Authorized KVM Ports Page 97
To Connect to the Next Authorized KVM Port Page 98
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Table 2-9: Common Procedures While Connected to KVM Ports

To Connect to the Previous KVM Port from the Current KVM Port Page 98
To Adjust Brightness and Cable Length in the AlterPath Viewer Page 98
To Reset the Keyboard and Mouse in the AlterPath Viewer Page 99
To Power On, Off, or Cycle a Server While Connected to aKVM Port Page 100
To View Information About a KVM Port While Connected Page 100

¥ To Log Into a Server Connected to a KVM
Port

Perform this procedure to log into a server connected to aKVM port either
through the Web Manager or through the OSD.

1. Connect to the KVM port.

a. If using the Web Manager, log in and connect to the KVVM port using
an option that is available to you.

See “KVM Port Connection Options” on page 130 for the available
options, if needed.

b. If usingthe OSD, perform the following steps.
i. Logintothe OSD.
See“To Log Into the OSD” on page 380 if needed.
ii. Connect to the KVM port through the Connection menu.

See " To Select a Server From the Connection Menu” on page 96 if
needed.

If no other user is connected to the port, the connected server’slogin
prompt or alogin dialog box appears.

If another user is connected to the port, a screen appears with this notice:
“This port is connected to another station” and presents two or more
options. See “To Share aKVM Port Connection” on page 97 for the
options.

2. Loginto the server using the username and password supplied by your
system administrator.
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The procedures for navigating among KVM ports are the same whether
you connected to the port through the OSD or the Web Manager. See
Table 2-9, “Common Procedures While Connected to KVM Ports,” on
page 94 for procedures.

V¥ To Select a Server From the Connection

Menu

This procedure assumes you have accessed the Connection Menu screen,
either through the OSD or through entering the hot key in an AlterPath
Viewer. See “To Log Into a Server Connected to aKVM Port” on page 95 for
more details.

1. ToselectaKVM port, do one of the following:
» Typethefirst letters of the port name until the desired port is
highlighted in the port selection field.

Note: The port namefield is case-sensitive.

OR

o Select the desired port name from the list.
2. Click “Enter.”

If no other user is connected to the port, the connected server’slogin
prompt or alogin dialog box appears, unless you have a previous login
session in effect.

See Table 2-9, “Common Procedures While Connected to KVM Ports,”
on page 94 for alist of procedures that can be performed while connected
to adevice.

V¥ To Return to Previous Menus or to Exit

This procedure assumes you have connected to aKVM port either through the
OSD or through entering the hot key in an AlterPath Viewer.

» Enter the quit hot key (defaultisCtrl+k q), select the“Exit” option
from the current menu (if that option is available), or pressthe Esc key.
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V¥ To Share a KVM Port Connection

Follow this procedure after connecting to a KVM port (as described in “To
Log Into a Server Connected to aKVM Port” on page 95), if you find that
another user is aready connected to the same KVM port. A screen appears
with the notice: “ This port is connected to another station” and presents two or
more options. See * Sharing KVM Port Connections’ on page 92 for details
about the notification screens, if needed.

1. To connect to the server in “read-only” mode, select “ Connect read-only.”
The other user is notified of the new connection.

2. To connect to the server in “read-write” mode and notify the other user,
select “ Connect read write.”

If the other user is connected in “read-write” mode, the other user’s access
mode is changed to “read-only”, and the user is notified of the change.

3. Tokill the existing session and connect in “read-write” mode, select “Kill
the other session.”

The other user receives a notice and is disconnected from the KVM port.

AlterPath viewer displays whatever you would see if you were directly
logged into the connected server.

V¥ To Cycle Through All Authorized KVM Ports

You can perform this procedure if you are authorized for two or more KVM
ports. See“ Cycling Among KVM Portsin the OSD” on page 91 for details, if
needed.

1. Bring up the Connection Menu by doing one of the following actions.
a. Logintothe OSD and choose Connect from the Main Menu.
See “To Log Into the OSD” on page 380, if needed.

b. If you are already connected to a port, enter the quit hot key
(default=Cctrl+k q).

The Connection Menu appears.
2. Choose*“Cycle.”
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a. If the“Cycle’ optionisnot visible, typethe letter cin the field and
press Enter to highlight the Cycle option.

b. Click “Enter” to select the “Cycle” option.
The Server Selection Menu appears.

3. To abort the process and close the session, enter the quit hot key again.

V¥ To Connect to the Next Authorized KVM Port

While you are connected to a server through aKVM port, do the following to
connect to another server you have permission to access. See“To Log Into a
Server Connected to aKVM Port” on page 95 and “ Cycling Among KVM
Portsin the OSD” on page 91, for more information if needed.

» Usethe Next keyboard shortcut (default=Ctrl+k . ).

The next authorized server appears. Repeat this step to move to the next
Server.

V¥ To Connect to the Previous KVM Port from

the Current KVM Port

While you are connected to a server through a KVM port you can do the
following to connect to another server you have previously accessed. See“To
Log Into a Server Connected to aKVM Port” on page 95, for more
information if needed.

« Usethe Previous keyboard shortcut (default=ctrl+k ,, ).

The previous server appears. Repeat this step as needed to move to other
previous servers.

V¥ To Adjust Brightness and Cable Length in

the AlterPath Viewer

Perform this procedure to adjust the screen brightness and to adjust for
varying cable lengths. See Table 2-7, “Default KVM Port Connection Hot
Keys,” on page 86 for details about the video control screens, if needed.

* You can adjust the brightness on the “Manual control” screen
“Brightness’ scale.

The higher the value, the greater the brightness.
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* You can adjust for varying cable lengths on the following screens:
e On Automatic control screen’s“Adjustment” scale
*  OntheManua control screen “Chbl Len Adj” scale.

Chose lower values for longer cables. For example, for a 500-foot cable,

the setting might be 10 or 20. For a shorter cable of 6 or 3 feet, a value of
128 or 150 is more appropriate. The correct setting can avoid poor video
quality.

1. Enter the video control keyboard shortcut (default=Ctrl+k v).

Depending on which screen was accessed last, one of the following
screens appears.

e Automatic Control
e Manua Control

2. To switch to the Automatic control screen or the Manual control screen
select Auto or Manual respectively.

3. To compensate for differing cable lengths, do one of the following:

a. Onthe Automatic Control screen, pressthe right or left arrows to set
the desired value in the “ Adjustment” scale.

b. Onthe Manual Control screen, pressthe right or left arrowsto set On
the desired value in the “Chl Len Adj” scale.

4. To adjust screen brightness on the Manual Control screen, pressthe right
or left arrowsto set the desired value in the “Brightness’ scale.

V¥ To Reset the Keyboard and Mouse in the
AlterPath Viewer

Do this procedureif the server stops accepting keyboard and mouse input that
you are entering in the AlterPath Viewer.

1. Usethe keyboard/mouse reset hot key (default=Ctrl+k s).
The confirmation screen appears.
2. Select Yes.

See "KVM Port Access Requirements’ in the AlterPath OnSte
Installation Guide for information on avoiding problems using the mouse.
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V¥ To Power On, Off, or Cycle a Server
While Connected to a KVM Port

This procedure assumes the prerequisitesin “Power Management” on page 76
are complete. The default power management hot key sequenceis: Ctrl+k
p- Power management while connected is the same whether the KVM port
connection was made through the OSD or the Web Manager.

1.

Log into the OnSite, connect to the port, and log into the server.

See“To Log Into a Server Connected to aKVM Port” on page 95, if
needed, for how to log in through the Web Manager. You can access a
KVM port through the OSD connect menu, but regular users should
usually connect to both KVM and serial ports through the Web Manager.

Make sure the AlterPath viewer is active, and then enter the hot key.

The Power Management screen displays with alist of the outlets that are
configured for the server that is connected to thisKVM port.

Type the power management keyboard shortcut.
The Power Management screen appears.

Select an outlet.

Do one of the following:

» To turn the power on, select “On.”

* Toturn the power off, select “ Off.”

e To turn the power off briefly and then on again, select “Cycle.”
» Tolock the selected outlet, select “Lock.”

e Tounlock the selected outlet, select “Unlock.”

V¥ To View Information About a KVM Port While
Connected
Follow this procedure to view the alias (if defined) and the port number for a

port while connected. An administratively-assigned alias often is used to
identify the server that is connected to the port.

1.

Connect to the server.
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See “To Log Into a Server Connected to aKVM Port” on page 95, if
needed.

2. Usetheinformation hot key (default=Ctrl+k 1i).

The following screen appears.

Port Information
Press <ESC> to exit.

KUM PORT
Port—_2

PHYSICAL ID
Port 2

3. Click “Esc” to exit the KVVM Port |nformation screen and return to the
connected server.

Serial Port Connections

A seria port may be connected to the following two types of devices:

* A headless server or other device that has a console port.

Thisisthe most common use of aseria port. An authorized user or
administrator can then makeatelnet or ssh or raw socket connection
to the port through the OnSite, and then log into the device that is
connected to the port.

e A dumb terminal

The dumb terminal may be configured to be able to access only asingle
server or it may be able to access multiple servers. The OnSite
administrator can configure either of the two following actions to occur
when the terminal is turned:

A telnet, ssh, or raw socket connection is made to asingle remote
server

-OR-

* A menuis presented with options for connecting to remote servers.
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When a Dumb Terminal is Connected to a Serial

If the dumb terminal is configured as a dedicated terminal, a session starts up
on the designated server with the administratively-defined connection
protocol. For example, if the administrator has assigned the Telnet protocol
when configuring the dumb terminal’s serial port, aviewer launches running a
telnet session on the console of the specified server.

If the dumb terminal is configured as alocal terminal with access to the
OnSite, either of the two following options appears:

* Alogin prompt
This connection allows you to log into the OnSite on the command line. If

you are authorized to log in as root, you can run any commands
recognized by the Linux operating system.

* A menu of connection options

The menu can be configured by the local administrator and usually has
multiple options for launching SSH sessions on remote hosts. For
example, the following menu called “ SSH to Servers’ lists options that
launch ssh connections to severa servers, such as shown in the
following screen example.

SSH_to_Servers

SunServerl CA
WinXPServer BR

WindowsMEServer NY

¥ To Connect Through a Dumb Terminal to a

Server or to the OnSite

This procedure assumes that a dumb terminal is connected to one of the
OnSite's serial ports and that the terminal is configured either as a dedicated
terminal for making atelnet or ssh connection to aserver or asalocal
terminal for connecting to the OnSite.
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1. Turnontheterminal.

If the dumb terminal is configured as a dedicated terminal, a session with
the administratively-defined connection protocol starts up onthe server. If
the dumb terminal is configured as alocal terminal with accessto the
OnSite, either of the two following appears:

* A login prompt that allows you to log into the OnSite as root on the
command line and run the CL I or any other commands recognized by
the Linux operating system.

* A menu of connection options.
2. If presented with alogin prompt, log in.

3. If presented with amenu of options, select the desired option.

Connecting to Serial Ports

Connecting to a seria port through the Web Manager or through telnet or
ssh brings up a Java applet with a connection to the attached device's console
port. Logins persist across connection sessions. |f you close a connection
without logging out, you will still be logged in the next time you connect,
unless the device has closed your session. If you are not currently logged in,
you see alogin prompt.

The following figure shows alogin prompt.

! Fort 2 - Microsoft Internet Explorer mﬁg‘
]

Comnected o 1921604533 7002
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The Java applet viewer shows the serial port number or administratively-
defined alias. The message at the top of the screen shows the | P address of the
OnSite followed by the TCP port number. In the previous screen example, the
IPaddressis192.168.45.33 and the TCP port number is 7002 (the
default TCP port number for serial “Port 2”).

You can send a break to a server using the SendBreak button and disconnect
from the device using the “Disconnect” button.

Hot Keys for Serial Port Connections

The default IPDU power management hot key is Ctr1+p. The default IPMI
power management hot key isCtrl+Shift+1.

Connection Protocols for Serial Ports

You can access the consol e of a device connected to a seria port by using the
connection protocol specified for the port. The following list shows all the
protocols the OnSite administrator can choose for console logins through
seria ports:

e telnet
e SSHv1l
e SSHv2

Ask your OnSite administrator for the connection protocol that you should use
if the default telnet does not work.

TCP Port Numbers for Serial Ports

The TCP port numbers by default are 7001 through 7008. TCP port number
3000 refersto apool of al serial ports. The OnSite administrator may change
the default port numbers, so if you use the defaults and they fail, check with
the administrator to find which port numbers to use.

¥ To Use Telnet to Connect to a Device

Through a Serial Port

For this procedure, you need the hostname of the OnSite or its IP address and
the TCP port number for the serial port to which the device is connected. See
“TCP Port Numbersfor Serial Ports’ on page 104 if needed.
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1. Tousetelnet onthecommand linein ashell, enter the following
command:

telnet hostname | IP_address TCP_port number

2. Tousetelnet inaterminal emulation program that provides atelnet
client, enter the IP address in the destination field and the TCP port
number in the port field.

V¥ To Use SSH to Connect to a
Device Through a Serial Port

For this procedure, you need the hostname of the OnSite or its | P address and
the TCP port number for the serial port. See “TCP Port Numbers for Serial
Ports’ on page 104 if needed.

1. Tousesshinashél, enter the following command:

ssh -1 username:TCP port number OnSite IP address

For example, to login into the device connected to port 1 on an OnSite
whose IP address is 192.168.44.203, you would enter the command
shown in the following screen example.

ssh -1 admin:7001 192.168.44.203

2. Tousesshinan SSH client application, enter the | P address followed by
acolon (:) followed by the port number in the destination field.

The ssh application supplies the default SSH port number in the Port field
as shown in the following screen example.
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§ PuTTY Configuration

Category:
=- Session Basic options foryour PUTTY session
Logging Specify your connection by host name or [P address
T TE'IT‘"E‘ q Host Name (or IP address) Part
Svonar 182168 44.203:7001 22
Bell
Features Protocol
= Window ) Raw () Telnat O Rlogin (@) s5H
Appearance
Eehaviour Load, save or delete a stored session
Translation Saved Sessions
Selection
Colours
=- Connection Default Settings

Proy
Tanet
g [_ceee |
Auth
Tunnels
Bugs
Close winciow on exit

() Alwieys () MNever ";' Only on clean exit

The ssh session is started on the connected device's console port and the

login prompt or dialog box appears, as shown in the following screen
example.

*192.168.44.203 - PuTTY
as: I

3. Login using the appropriate login name for the type of work you are
authorized to do on the port.
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V¥ To Log Into a Device’s Console Through a
Serial Port

See " Seria Port Connections’ on page 101 for background information, if
needed.Selecting a port number or alias and

1. Connect to the port.

a. To connect to the seria port through the Web Manager, do the
following steps.

i. Logintothe Web Manager.
If needed, see “To Log Into the Web Manager” on page 128.

ii. Select the serial port number or aiasfrom the pull-down menu on
the “ Connect to Server” screen.

iii. Click the Connect button.

If needed, see " Connect to Server>Connect to Serial Ports’ on page
144.

b. To connect to the serial port through telnet, ssh, or araw device
connection, do the following steps.

i. Launch the connection application.

ii. Enter the OnSite's |P address and the TCP port number of the
seria port.

See “To Use Telnet to Connect to a Device Through a Serial Port” on
page 104 or “To Use SSH to Connect to a Device Through a
Serial Port” on page 105, if needed.

A Java applet appears connected to the console of the device that is
connected to the serial port.

2. Enter the required name and password to log into the console of the
connected device.

¥ To Manage Power While Connected to a
Serial Port

1. Log into the OnSite, connect to the serial port, and log into the device, if
needed.
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See “To Log Into a Device's Console Through a Seria Port” on page 107,
if needed.

The Java applet appears.
2. Enter the hot key to bring up the power management menu.

Ctrl+p isthedefault IPDU power management hot key.
Ctrl+shift+1 isthedefault IPMI power management hot key.

If you do not have any power management permissions, the following
message appears.

It was impossible to start a Power Management Session.

You cannot access any Power Management functionality.

Please contact your Console Server Administrator.

If you do not have permission to manage power for the server connected
to this serial port, the following message appears.

You cannot manage the outlet(s) of this server.
Please enter the outlet(s) (or ‘h’ for help):

If you have permission to perform IPDU power management on this serial
port, the IPDU power management menu displays as shown in the
following screen example. The first line shows the number of the first
outlet you have permission to manage through the seria port.
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IPDU al Outlet 8:

1 - Exit 2 - Help 3 - On

4 - Off 5 - Cycle 6 - Lock

7 - Unlock 8 - Status 9 - Interval
10 - Other

Please choose an option:

If you have permission to perform IPMI power management while
connected to this seria port, the following menu appears.

1 - Exit 2 - Help 3 - On

4 - Off 5 - Cycle 6 - Status

Please choose an option:

3. To exit from the power management session, do one of the following:
a. Enter the hot key (default ctr1+q) any time.
b. If the“Please choose an option” prompt iswaiting, type option “1.”

c. If the prompt “Please enter the outlet(s) ...” iswaiting, type “T.”
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The following message appears.

Exit from PM session

¥ To Use ts_menu to Connect to a Serial Port
1. Loginto the OnSitein one of the following ways.
a. Loginas*“root” locally through the console port.

b. Loginas“root” by using telnet or ssh.

i. Makesurethe port is configured for the connection protocol you
want to use.

See “To Configure Seria Ports [Wizard]” on page 174 or “To
Configure a Seria Port Connection Protocol for a
Console Connection [Expert]” on page 236 for how the
connection protocol is specified for aseria port, if needed.

ii. Ifyouareusing telnet, configure an escape character to usefor
ending the telnet session later.

Because the default t s menu escape character for telnet sessionsis
*1 (caret and right bracket), you need to configure a different
escape character for telnet at thistime. Otherwise, using ] to
exit the serial port console session created through ts_menu
also closesthe telnet session on the OnSite.

If using telnet onthe command line, you can use the -e optionin
the format shown in the following screen example.

#telnet -e "X OnSite IP address

The following example shows the telnet command used to set
Ctrl+? asthe escape character and to connect to an OnSite
whose IP addressis192.168.160.10.

# telnet -e “? 192.168.160.10

Loginas“admin” through the Web Manager

See “To Connect to the OnSite Console as admin [Expert]” on page
193, if needed.
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2. Enter the ts menu command at the prompt.

[rooterskvm root]l# ts menu

The ts_menu displays anumbered list of all the serial portsyou are
authorized to access showing their device names or any aliases configured
for the ports, as in the following example.

Serial Console Server Connection Menu for your Master Terminal Server

1 ttyS1l 2 ttyS2 3 ttyS3 4 ttyS4

5 ttyS5 6 ttyS6 7 ttyS7 8 ttySs

Type 'g' to quit, a valid option[1-8], or anything else to refresh:

3. Enter the number that corresponds to the seria port you want to access.

The following screen example shows the number 1 entered to access port
ID ttys1.

Type 'q' to quit, a valid option[1-8], or anything else to refresh: 1

ts_menu makesaconsole connection to the specified port and displaysa
prompt. The following example shows the prompt when the serial port 1
is configured for power management.

Cyclades Corporation

Power Management Command Prompt v1.1

Power Name: ttyS1l

[ttyS1]
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“Dia-in Connections’ on page 112 lists the types of devices that can be used
for dial-in access to the OnSite.

You use either of the following methods to dial in:

» PPP (whendiainginto any of the supported modems)

Once the connection is made, all requests to access the specified IP
address are routed through the PPP connection. For example, if you enter
the specified | P address in a browser, the browser connects to the OnSite
through the dial-in connection. Thisway you can access the Web Manager
or the OnSite's consol e through PPP even if the Ethernet connection to the
OnSiteis not available.

» A termina emulator (only when dialing into a modem on a PCMCIA
card)

On a computer running a Windows operating system, you can use
HyperTerminal or another terminal emulator. On a computer running a
UNIX-based operating system, such as Solaris or Linux, you can use a
compatible terminal emulator such as Kermit or Minicom.

Once the dial-in connection is made using a terminal emulator, you get
console access to the OnSite.

The OnSite administrator performs the procedures to install and configure the
modems. Contact your OnSite administrator for the phone numbers,
usernames, and passwords to use, and for questions about how the modems
are configured.

The parameters for the PPP connection can be configured on the remote
computer and saved in alist of connection profiles by name. Subsequently,
users can click on adesired connection nameto dial in without having to enter
the parameters each time. For example, if you want to contact the modem of
an OnSite located in Massachusetts to set up a callback session, you might
name the connection, “OnSiteMAcallback.” Later, if you want to dial into the
OnSite in Massachusetts, you can click the OnSiteMAcallback connection
name to create the connection automatically.
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Before configuring PPP, you need the following:

* A modem connected to your computer.

»  The phone number of the line that is dedicated to the OnSite modem you
want to access.

» If authentication isrequired for the device into which you dial, you need a
username and password for a user account on the OnSite.

The following table lists the related procedures and where they are
documented.

Table 2-10: Tasksfor Configuring and Making Dial-in Connections

Task Where Documented

Configure a PPP connection profile “To Configure a Reusable PPP Connection” on
with stored phone number, user, and page 114
password information

Connect using a preconfigured PPP “To Start a PPP Connection From a Remote
connection profile Computer” on page 115

Configureaterminal connection profile *“To Configure a Reusable Terminal Emulator
with stored phone number, user, and Dial-in Connection” on page 116
password information

Connect using a stored terminal “To Dial Into the OnSite Using a Terminal
emulator connection profile Emulator” on page 117

“To Dial Into the OnSite Using a Terminal
Emulator” on page 117
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V¥ To Configure a Reusable PPP Connection

Perform this procedure on aremote computer with a modem to do the
following:

Assign aname and define the parameters for a PPP connection profile that
can be re-used for dialing into the OnSite.

Defining areusable “ connection” with a name and the desired parameters
saves users the trouble of entering the phone number, username, and
password every time they want to dia into the OnSite.

Optionally configure callback.
Optionally dia-into the OnSite.

See the prerequisites listed in “ Dia-in Connections’ on page 112, if needed.

Note: The following steps work for a computer running Windows XP. The
steps are different on computers running other Windows versions or other
operating systems. You can use this procedure as an example.

1.

From “My Computer,” go to “My Network Places.”

Under “Network Tasks,” click “View network connections.”
Under “Network Tasks,” select “ Create a new connection.”
The “New Connection Wizard” appears.

Click the “Next” button.

Click “Connect to the Internet” and click “Next>.”

The " Getting Ready” screen appears.

Click “Set up my connection manually” and click “Next>.”
The " Internet Connection” screen appears.

Click “Connect using adia-up modem” and click “Next>."
The “Connection Name” screen appears.

Type a name for the connection in the “1SP Name” field and click
" Next>-1!

The “Phone Number to Dial” screen appears.

AlterPath OnSite Administrator’s and User’s Guide



Dial-in Connections

8. Type the phone number for the OnSite's modem in the “Phone number”
field and click “Next>."

The “Internet Account Information” screen appears.
9. Type the username for accessing the OnSite in the “User name” field.

10. Type the password for accessing the OnSite in the “ Password” and
“Confirm Password” field and click “Next>.”

11. Click the “Finish” button.

The “Connect connection_name” dialog appears.
12. Click the “Cancel” button.

The name of the connection appears on the Network Connections” list.
13. To configure call back, do the following steps.

a. Select the name of the connection from the Network Connections
dialog box.

b. Sedect“Dia Up Preferences’ from the “ Advanced” menu.
The “Dial-up Preferences’ dialog box appears.

c. Click the"Callback” tab.

d. Click “Always call me back at the number(s) below.”

e. Highlight the name of the modem and click “Edit.”
The“Cal Me Back At” dialog box appears.

f.  Enter the phone number of your local modem in the “ Phone number:”
field, and click OK.

V¥ To Start a PPP Connection From a Remote
Computer

Perform this procedure on aremote computer that has a modem to initialize a
dial-in and optional call back session on the OnSite. This procedure assumes a
PPP connection profile has previously been configured with the modem or
phone card's phone number, username, and password, as described in “To
Configure a Reusable PPP Connection” on page 114.
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Note: The following steps work if you are on a computer running Windows
XP. The steps are different on computers running other Windows versions or
other operating systems, but you can use these steps as an example.

1. From the Start menu, go to My Computer>My Network Places.
2. Under “Network Tasks,” click “View network connections.”
3. Double-click the name of the connection in thelist.

The “Connect connection_name” dialog appears. The stored username
and password appear in the “User Name” and “Password” fields and the
phone number appearsin the “Dial” field.

4. Click the“Dia” button.

If the OnSite administrator has configured the modem or phone card for
authentication, then you are prompted for your username and password.

5. Loginwith your username and password if prompted.

V¥ To Configure a Reusable Terminal Emulator

Dial-in Connection

Do this procedure on a remote computer that has a modem to assign a name
and configure parameters for a named connection profile. This procedure can
only be used for dialing into a modem that ison a PCMCIA card on the
OnSite. See the prerequisites listed in “Dial-in Connections’ on page 112, if
needed.

Note: The following steps work for acomputer running Windows XP. The
steps are different on computers running other Windows versions or other
operating systems, but you can use this procedure as an example.

1. From the Start menu, go to All Programs>A ccessories>
Communications>Hyperterminal.

2. Sdect “New Connection” from the “File” menu.

3. Typeanamein the“Name’ field, select anicon for the connection, and
click OK.

4. Enter the phone number assigned to the PCMCIA modem card.
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5. Select acountry or region from the “Country/region” pull-down menu.
6. Fill inthe“AreaCode” and “Phone number” fields.

7. Select the modem from the “Connect using” pull-down menu, and click
OK.

The new connection appearsin the list of connections appearing on the
“Open” menu.

V¥ To Dial Into the OnSite Using a Terminal
Emulator

This procedure requires a PCMCIA modem card installed on the OnSite. If
the OnSite administrator has configured the modem card for callback, when
you dial in, the OnSite calls back to the specified number. Contact your
OnSite administrator if you have questions about the configuration. This
procedure also assumes that a previously-defined connection islisted in the
terminal emulator’slist of connections, as described in “ To Configure a
Reusable Terminal Emulator Dial-in Connection” on page 116.

Note: The following steps work for acomputer running Windows XP. The
steps are different on computers running other Windows versions or other
operating systems, but you can use this procedure as an example.

1. From the Start menu, go to All Programs>A ccessories>
Communi cations>Hyperterminal >connection_name.

For example, a previously-configured connection named “dial_onsite”
appears in the HyperTerminal Open list as“dia_onsite.ht.”

If the OnSite administrator has configured the PCMCIA modem card for
callback, when you dial in, the OnSite calls you back and prompts you for
auser name.

If the OnSite administrator has configured the modem or phone card for
OTP (one time password) authentication, then you are prompted for your
OTP username and OTP password.

2. Loginwithyour username and OTP password if prompted.

See“ To Generate an OTP Password When Challenged at Dial-in” on page
119, if needed.
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3. If cal back isenabled, enter cbuser at the user name prompt.

Obtaining and Using One Time Passwords for

Dial-ins

118

This section is for users who are authorized to dial into the OnSite through a
modem or phone PCMCIA card if the one time password (OTP)
authentication method is configured for dial-ins to that device. If you are not
sure, ask your OnSite administrator.

If the OTP authentication method isin effect for dial-insto amodem or phone
card, you need to supply adifferent password whenever you dial-in. Because
OTP passwords are different every time, no one who discovers the password
that you use for one session can use that password later to connect to your
account.

A onetime password is actually a group of six English words (for example:
GOLD ARK FISH DOVE SON ZION) that are entered all on the sameline
at the prompt. You might be given a series of one time passwords; following is
an example sequence:

495: AMEN FONT STAR SEA WINE RED
496: ART LILY HOLY AID LOVE ALL
497: GOLD ARK FISH DOVE SON ZION
498: SEE PITY JOY HOPE PLAN CITY

At thefirst login, you would enter the password from line 498, on the next
login, you would enter line 497, and so forth.

Each user who needs to use OTP needs alocal user account on the OnSite,
must be registered with the OTP system, and must be able to obtain the OTP
username, OTP secret pass phrase, and OTP passwords needed for logins. See
thefollowing list for how the OnSite administrator may register and give OTP
passwords to users:

* Register al usersand give OTP usernames and OTP secret pass phrasesto
each user.

AND

»  Generate the needed OTP passwords on behalf of the each user and give
them to each user.
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Some sites choose to print out hard copy lists of OPIE passwords for their
users and deliver them by methods such as FAX or FedEx.

OR

» Make sure users are equipped with an OTP generator that is not on the
network to generate their own OTP passwords when challenged at login
time.

The OTP generator may be acopy of the opiekeys programinstalled on the
user’s workstation, or it may be an OTP token card.

V¥ To Generate an OTP Password When
Challenged at Dial-in

Following is an example procedure for a user who has/etc/opiekeys
installed on the user’s workstation:

1. Did into the OnSite through a PCMCIA modem or phone card that has
been configured to use OTP authentication.

The OnSite challenges with a sequence number (also called acounter) and
a seed (or key) associated with the username and asks for a response.

The seed includes the first two letters of the hostname and a pseudo
random number.

login: username
otp-md5 499 on93564
Response:

Thechallengeisotp-md5 499 on93564. The sequence number /
counter is499 and the seed ison93564.

2. Obtainan OTP password by performing the following steps.

a. Copy the entire challenge into a window on a computer where the
opiekey programisinstalled.

The otp-mds portion of the challenge isa symbolic link to the
opiekey program and tellsthe opiekey program to use the MD5
algorithm. opiepasswd then prompts the user for the user’s secret
pass phrase.

b. Enter your secret pass phrase when prompted.
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The opiekey program generates a six word OTP password, such as
GOLD ARK FISH DOVE SON ZION.

3. Copy the OTP password to the window where the login program is
waiting with the “ Response” prompt.

Response: GOLD ARK FISH DOVE SON ZION
$

The user’s sequence number is decremented in the OnSite-resident
opiekeysfile.

Managing IPDU Outlets With PM Commands

An OnSite administrator who knows the root password and can access the
console of the OnSite can manage power outlets on connected IPDUSs from
the command line using either the pm command or the pmCommand
command. The following procedure gives an introduction to these commands.
Refer to the Cyclades AlterPath PM documentation for more details.

V¥ To Manage IPDUs from the Command Line as
Root

1. Makealoca connection to the console port of the OnSite, or use telnet
or ssh to access the OnSite from aremote location, and log in.

2. Enter either the pm command or the pmCommand command followed by
the AUX port number to which the AlterPath PM IPDU is connected.

[root@ONS root] # pm port number
-OR -

[root@ONS root]# pmCommand port number
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Use a1 to specify AUX port 1 and a2 to specify AUX port 2. For
example, to manage power on an IPDU connected to AUX port 1, you

would enter the command as shown in the following screen example.

[root@ONS rootl# pm al

-OR -
[root@ONS root]# pmCommand al

The pmCommand entered alone on the Linux command line displays
usage guidelines, as shown in the following screen example.

[root@ONS root]# pmCommand
pmCommand <serial port number> <command> <argumentss>

Use:
is the serial port number

where: <serial port number>
configured as IPDU
<command> <arguments> are the PM command and its

arguments.

[root@ONS root]#

The pmCommand entered with a port number displays the menu shown in
the following screen example.
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[root@ONS root]# pmCommand al
Cyclades Corporation

Power Management Command Prompt v1.1
Power Name: AuxPortl

Number of units: 1

Aux Port: 1

Type help for help

Type menu for menu driven interface

Type exit to exit

[AuxPortl]

Typing “help” at the prompt shown in the previous screen example bring up a
list of available subcommands shown in the following screen example.
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[AuxPortl] help

on[off -------------- Turn on|off outlets

lock[unlock --------- Lock|unlock outlets in current state
cycle - —-——--------—-—--- Power cycle outlets

interval |buzzer ----- Set/read the power up interval |buzzer
sysloglalarm -------- Set/read syslog notifications|alarm
status

temperature [current - Set/read/reset the temperature|current

currentprotection --- Set/read the over current protection
name ---------------- Name an outlet

status -------------- Display state of the outlets

reboot ------------- Reboot the units in chain

help ---------------- Show this help

Ver ----------—-—-—----- Show the software and hardware version
whoami -------------- Display the current username

exit ---------------- Exit

menu ---------------- Start the menu driven text interface (pm)
factorydefaults ----- Bring the unit to factory configuration
restore ------------- Restore the configuration in flash

save ------------—---- Save the current configuration in flash

Entering menu at the prompt brings up the same menu as the pm
command.

The Power Management menu is shown in the following screen example.
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Cyclades Power Management Menu

PowerPort: AuxPortl

1. Exit 7. Status 13. Who Am I 19. Restore
2. On 8. Interval 14. Help 20. Save

3. Off 9. Name 15. Buzzer 21. Syslog
4. Cycle 10. Current 16. Current Protection 22. Alarm
5. Lock 11. Temperature 17. Factory Default

6. Unlock 12. Version 18. Reboot

Please choose an option:

3. At the prompt, enter the number that corresponds to the desired option.

Which prompt appears varies according to the selected option. For
example, choosing option 4 brings up the prompt shown in the following
screen example.

Please

Please

choose an option: 4

enter the outlets (or ‘help’ for help):

When prompted, enter one or more outlet numbers separated by commas or
dashes, as shown in the following screen example, or enter “all.”

Please enter the outlets (or ‘help’ for help): 1-3, 5
4. When you are done, enter 1 to exit.
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Chapter 3
Web Manager Introduction

This chapter describes the rules and prerequisites for accessing the Cyclades
Web Manager on the OnSite, introduces the Wizard and Expert modes, and
describes how to log in.

This chapter also providesimportant prerequisite information for
understanding the information and procedures in the rest of this manual.

The following table lists the topics in this chapter.

Accessing the Web Manager Page 126
Prerequisites for Using the Web Manager Page 127
Other Web Manager Login and Port Connection Options and Requirements Page 129
Web Manager Inactivity Timeouts Page 135
Web Manager Modes Page 135
Common Features of Administrative User’'s Windows Page 136
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Accessing the Web Manager

Both OnSite administrative users and authorized users can access the Web
Manager from a browser.

OnSite administrative userswho are logging into the Web Manager to perform
OnSite configuration and any user logging in to monitor the OnSite's
temperature or to perform IPDU power management can use any modern
browser (such as Internet Explorer 5.5 or above, Netscape 6.0 or above,
Mozilla or Firefox).

Browsers used for logging into the Web Manager to access devices connected
to KVM or seria ports must meet additional requirements described in “ Other
Web Manager Login and Port Connection Options and Requirements’ on
page 129.

Access to the Web Manager is through one of the following ways.

»  Through the Ethernet port
e Through adial-in or callback connection with one of the following:
* Theinternal modem

» Anoptional external modem connected to the modem port or to one of
the AUX ports

* A modem on an optional PCMCIA modem card

Only one OnSite administrative user can be logged into the Web Manager at a
time. If a second administrative user attempts to log into the Web Manager,
the prompt shown in the following figure appears.
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Another administrator is logged into this device.
Do you want to log in and force the other administrator to be logged off ?

Figure 3-1: Web Manager Prompt When Ancther Administrative User is
Logged In

If thedialog in Figure 3-1 appears, the administrator clicksthe*Yes’ button to
log in and force the other administrative user to be logged out.

Any number of regular users can connect to the Web Manager at the same
time.

Prerequisites for Using the Web Manager

The prerequisites describedin this section must be compl ete before anyone
can access the Web Manager. If you have questions about any of the following
prerequisites, contact the OnSite'sinstaller.

» Basic network parameters must be defined on the OnSite so the Web
Manager can be launched over the network.
See the AlterPath OnSte Installation Guide for how the installer defines
basic network parameters on the OnSite.

* ThelP address of the OnSite must be known.

Entering the | P address of the OnSitein the address field of one of the
supported browsersisthe first step required to access the Web Manager.
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If DHCP is enabled and you do not know how to find out the current IP
address of the OnSite, contact the OnSite's installer for help.

e The user account must be defined on OnSite

By default, the “admin” has an account on the Web Manager. An
administrative user can create regul ar user accounts and authorize them to
access connected devices using the Web Manager.

V¥ To Log Into the Web Manager
1. Enter the IP address of the OnSitein the address (URL ) field of abrowser.

Note: Check with the administrator who configured the basic network
parameters on the OnSite for the IP address and the password, if needed.

 |f DHCPisnot enabled, use a static | P address or DNS-administered
name assigned by the network administrator to the OnSite.

» If DHCPisenabled, enter the dynamically-assigned or afixed IP
address defined on the DHCP server.

The Login screen appears.

2. Enter your account name in the “username” field and the password in the
“password” field.

3. Click“Go.”

» Forregular users, if the “Web Manager - Regular User” window
appearsyou arefinished logging in. See Chapter 4, “Web Manager for
Regular Users,” if needed, for how to use the Web Manager after
logging in.

» For administrative users, the Web Manager comes up in one of two
modes.

See “Web Manager Modes’ on page 135, if needed, for an
introduction to the modes.

» Thefirst time the admin user logs in, the Web Manager Wizard
mode automatically comes up at “ Step 1. Security Profile”’ to
prompt the admin user to select a security profile before
continuing to perform the other Wizard steps.
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Other Web Manager Login and Port Connection Options and Requirements

See Chapter 5, “Web Manager Wizard Mode,” for how to perform
configuration in Wizard mode.

» Atadll other logins by administrative users, Web Manager Expert
mode is the default mode.
See Chapter 6, “Web Manager for Administrators,” for how to
perform configuration in Expert mode.
» If another administrator is already logged in as*“admin,” adialog box
appears.
If adialog prompts you to verify whether you want to proceed by logging

the other admin out or by cancelling your login attempt, enter “ Yes” to log
in.

Other Web Manager Login and Port Connection
Options and Requirements

All types of users who need to connect KVM or serial ports need a supported
and configured browser, as described in the AlterPath OnSite Installation
Guide. Following isapartial list of the requirements described in the
installation guide.

Introduction

For access to KVM ports through the Web Manager, which brings up an
AlterPath Viewer, the browser must have the Active X plug-in enabled
and must be running on a Windows computer with the specified minimum
configuration.

Mouse settings on a server that is connected to a KVM port must be
configured properly or the user’s mouse cannot track over the KVM
connection.

For access to serial ports through the Web Manager, which bringsup a
Java applet, the Java Runtime Environment (JRE) 1.4.2 or later version
must be installed on your computer and the Java plug-in must be installed
in the browser to support the Java appl et through which the serial port
connection is made.

Following sections describe options for connecting to servers connected to
KVM ports and devices connected to serial ports.
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KVM Port Connection Options

This section describes the different ways that OnSite administrators and
authorized users access servers connected to KVM ports through the Web
Manager. Thetwo optionslisted below depend on whether or not direct access
to KVM portsis enabled as described in “Direct Accessto KVM Ports and
KVM Port Authentication” on page 45:

o If direct accessto KVM portsis not enabled, users can access servers
connected to KVM ports after first logging into the Web Manager, and
then connecting to the KVM port from the Connect to Server screen.

o If direct accessto KVM portsis enabled, administrative users and
authorized users can access KVM ports through the Web Manager login
screen.

Connecting to KVM Ports When Direct Access is Disabled

» Table 3-1 givesthe sequence for how you can log into a server connected
to aKVM port through the Web Manager when direct access to KVM
portsis not enabled.

Table 3-1: Connecting to KVM Ports Via Web Manager When Direct Accessis not Enabled

Login Sequence Where Documented

1. You enter the OnSite’s | P address or * “To Log Into the Web Manager” on page 128
DNS name in a browser to bring up the
Web Manager login screen, and you log

into the Web Manager.
3. You connect to the KVM port fromthe « “To Log Into a Server Connected to aKVM Port”
Connect to Server screen. on page 94
* “Connect to Server>Connect to KVM Ports’ on
page 144

Connecting to KVM Ports When Direct Access is Enabled

When direct accessto KVM portsis enabled, a“port name” field appears on
the Web Manager login screen, as shown in Figure 3-2.
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Figure 3-2: Web Manager Login Fields With KVM Port Direct Access
Enabled, Only IP Address Entered

If you enter the port’s alias or default portname along with the 1P address you
can connect directly to aKVM port without logging into the Web Manager
first. Therequired format for specifying the port name aong with the IP
addressis:

IP address/login.asp?portname=port _alias

where IP _addressisthelP addressof theOnSiteand port aliasisthe
default name or alias assigned to the KVM port.

After you enter the URL for thefirst time, you can save the URL asa
bookmark or in your browser’s favorites list and go directly to the port login
later without typing in the entire URL. The “port” field isfilled in with the
port number when the Web Manager login window appears.

The examplein the following figure showshttp://192.168.51.97/
login.asp?portname=Port 1 enteredinthe Addressfield of a
Microsoft Internet Explorer browser. The login screen displays empty
“username’ and “password” fields and a port field filled with the name of the
port from the URL, in this case “Port_1."
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Figure 3-3: Web Manager Login Fields With KVVM Port Direct

Access Enabled and a Port Number in the URL
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Table 3-2 gives the sequence for logging into servers connected to KVM ports
when direct accessto KVM portsis enabled.

Table 3-2: Connecting to KVM Ports Via Web Manager When Direct Accessis Enabled

Login Sequence

Where Documented

1. You enter the OnSite’'s IP addressin a
browser.

The Web Manager login screen comes up
with “port name” field.

2. You enter your username and password.

3. You enter the KVVM port name or port
aliasin the “port name field.

OR

1. You enter the KVM port namein the
URL aong with the OnSite's | P address.

The Web Manager login screen comes up
with the “port name” field populated.

2. You enter your username and password.

The AlterPath Viewer displaysalogin
prompt.

* “To Connect to aKVM Port Through the Web
Manager Login Screen” on page 133.

¥ To Connect to a KVM Port Through the Web
Manager Login Screen
This procedure assumes that the OnSite administrator has enabled direct

access to KVM ports. See “Direct Accessto KVM Ports and KVM Port
Authentication” on page 45 for more details, if needed.

1. Enter thelP address or DNS name of the OnSite alone or the | P address of
the OnSite followed by the KVM port number (in the required format) in
the address field of a browser.

The format for entering the | P address and the KVM port number in the

URL is:

IP address/login.asp?portname=port alias
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where IP_address isthe IP address of the OnSiteand port _alias
isthe default port name or alias assigned to the KVM port.

» If DHCPisnot enabled, use a static | P address assigned by the
network administrator to the OnSite.

» If DHCPisenabled, enter the dynamically-assigned or fixed IP
address.

The Web Manager login screen appears with the “ port name” field. If you
entered aKVM port diasinthe URL, the “port name” field isfilled in
with the port alias you entered.

If you entered aKVM port dliasin the URL, save the URL as abookmark
or in your favoriteslist in the browser.

Enter your account name in “username” field and the account’s password
in the “ password” field.

If no port islisted in the “port” field, enter a port alias or number.
Click “Go.”
The AlterPath Viewer appears.

Serial Port Connection Options

Table 3-2 gives the sequence for logging into servers connected to serial ports
through the Web Manager.

Table 3-3: Connecting to Serial Ports Via Web Manager

Login Sequence

Where Documented

1. You enter the OnSite’s | P address or * “To Log Into the Web Manager” on page 128
DNS name in abrowser to bring up the

Web Manager login screen, and you log

into the Web Manager.

3. You connect to the serial port fromthe ¢ “To Log Into a Device's Console Through a
Connect to Server screen. Serial Port” on page 106

» “Connect to Server>Connect to Serial Ports” on
page 144

134
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Web Manager Inactivity Timeouts

Aninactivity timeout period is set in the Web Manager for security. An
administrator who knows the root password can change the timeout value as
described in Chapter 8, “Miscellaneous Procedures.”

Web Manager Modes

The Web Manager has the two following modes when an administrative user

isloggedin:
*  Wizard
*  Expert

An administrative user can toggle between the modes by clicking one of the
two buttons shown below.

Wizard J Expert

* In Expert mode, the Wizard button appears.
* InWizard mode, the Expert button appears.

Thefirst time any administrative user logs in, the Wizard mode automatically
comes up at thefirst step, to prompt the admin user to select a security profile
before continuing.

At al other logins by administrative users, Expert is the default mode.

Common features of administrative user windows in both modes are
described in:

Use of the Wizard mode is described in Chapter 5, “Web Manager Wizard
Mode.”

Use of Expert mode is described in Chapter 6, “Web Manager for
Administrators.”

V¥ To Switch Between Expert and Wizard Modes
1. Loginasdescribedin““To Log Into the Web Manager” on page 128.

2. To change to another mode, select either the Wizard or Expert button.
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Common Features of Administrative User’s
Windows

The features of all Web Manager windows for OnSite administrative users are
described in the following sections.

Administrative User’s Control Buttons

The following figure shows the control buttons that display at the bottom of
the window when an administrative user is logged into the OnSite.

Figure 3-4: Web Manager Administrative Users' Buttons

The following table describes the uses for each control button. See Table 3-5
on page 137 for more details.

Table 3-4: Administrator’s Control Buttons

Button Name Use
back Only appearsin Wizard mode. Returns to the previous screen.
try changes Save and apply changes. The changes are saved to the

configuration files but not to the backup files, and the changes
are preserved even when you reboot.

cancel changes Overwrites the current state of the configuration files from the
backup files.

apply changes Save, apply, and back up changes.

reload page Reloads the page.

Help Brings up the online help.

next Only appears in Wizard mode. Goes to the next step.
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Table 3-4: Administrator’s Control Buttons (Continued)

Button Name Use

 nanges

no unsaved
J changes

saved.

The unsaved changes button appears on the lower right hand
corner of the Web Manager and ared graphical LED blinks
whenever the current user has made any changes and has not
yet saved the changes.

The no unsaved changes button appears and a green graphical
LED appears when no changes have been made that need to be

Trying, Saving, and Restoring Configuration

Changes

The various options for trying, saving, and restoring configuration changes
are summarized in the following table. Trying, saving, and restoring can be
done in the OSD and on the Linux command line. The “Action” column
shows the Web Manager actions.

Table 3-5: Options for Trying, Saving, and Restoring Configuration Changes

Option Action Result
Make changes Enter informationinany  The*"unsaved changes button” appearsand a
of the screens and click red graphical LED blinks. Changes are held
the OK or Done button in memory and not saved.
Try changes Click the “try changes” Updates (saves the changesin) the
button” appropriate configuration files. Changes are
preserved if you log in and log out again and
even if you restart the system. The changes
are not backed up unless “apply changes’ is
clicked. You can restore the backed-up
configuration files by clicking “cancel
changes.”
Cancel Click the “cancel Restores the configuration files using the
changes changes’ button backup file that was created the last time

changes were applied.
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Table 3-5: Options for Trying, Saving, and Restoring Configuration Changes (Continued)

Option Action Result

Applychanges Clickthe“apply changes”  If “try changes’ has not been previously
button clicked, updates the appropriate
configuration files. The first time changes
are “applied,” creates a compressed copy of
the configuration filesin a backup directory.
Subsequently overwritesthe backed-up copy
of the configuration files.

See“How Configuration Files Changes Are Managed” on page 574 for details
about how to save, apply, and back up changes in the OSD and on the
command line.

Logout Button, and OnSite Information

The following table describes the logout button and the other information that
displaysin the upper right corner of all Web Manager windows.

Table 3-6: Logout Button and Other Information in the Upper Right

Window Area Purpose

Click this button to log out.
e Displays the hosthame and 1P address assigned during initial
IP Address: 192.168.50.39 configuration (see “Performing Basic Network
Model- ONSess Configuration” on page 67). Also displays the model name of

the AlterPath OnSite.

V¥ To Try or Save Web Manager Changes

Perform this procedure when ared graphical LED blinks in the “unsaved
changes’ button on the lower right hand corner of the Web Manager to
indicate that changes have not been saved.

1. Click the“try changes’ button to apply configuration changes, which can
be restored by clicking the “ cancel changes’ button.

2. Click the “apply changes’ button to save configuration changes.
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Chapter 4
Web Manager for Regular Users

This chapter provides procedures and requirementsfor regular usersto usethe
Web Manager to do the following tasks:

»  Access computers and devices that are connected to ports on the OnSite

e Perform IPDU power management

»  Change the current password

* Monitor the temperature of the OnSite

Regular users are users who have accounts configured on the OnSite and who

arenot in the “admin” group. (See " OnSite Port Permissions’ on page 32, if
needed, for details about the types of user accounts.)

For rules and prerequisites that must be in place before anyone can access the
Web Manager, see Chapter 3, “Web Manager Introduction.”

This chapter contains the following sections.

Features of Regular Users' Windows Page 140
Connect to Server Page 141
IPDU Power Mgmt. [User] Page 148
IPDU Power Mgmt.>IPDU Multi-Outlet Ctrl Page 154
Security [User] Page 157
Temperature Sensors [User] Page 158
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Features of Regular Users’ Windows

The following figure shows features of the Web Manager when regular users
login.

Logout button and OnSite information area

Left menu

mt.

IPDU Multi-Outlet Ctrl
SEcurit;l S (O Connect to OnSite

Temperature Sensors
@ Serial

ok [ ¥

The menu is on the left. The contents of the screen in the middle change
according to which menu option is selected.

The following table describes the logout button, the information area, and the
Help button.

Table 4-1: Logout Button and Other Information in the Upper Right

Window Area Purpose

Click this button to log out.

Displays the hostname and | P address assigned during initial
- configuration. Also displays the model name of the OnSite.
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Connect to Server

Table 4-1: Logout Button and Other Information in the Upper Right (Continued)

Window Area Purpose
% Brings up the online help with information about the current
screen.

The following table lists the sections where the options on the user’s
menu are described.

Connect to Server Page 141
IPDU Power Mgmt. [User] Page 148
IPDU Power Mgmt.>IPDU Multi-Outlet Ctrl Page 154
Security [User] Page 157
Temperature Sensors [User] Page 158

Connect to Server

On the “ Connect to Server” screen, both regular users and administrative
users can connect directly to the OnSite or connect to devices by connecting
to the ports to which the devices are connected.

Authorization to access a port or perform power management is granted by
the OnSite administrator when configuring a user account. A user who has
permission to access ports or manage power is referred to as an authorized

user.

Through this screen, authorized users can connect to the OnSite, to one of the
serial ports, or to one of the KVM ports as described in the following sections.

e “Connect to Server>Connect to OnSite” on page 143
» “Connect to Server>Connect to Serial Ports’ on page 144
e “Connect to Server>Connect to KVM Ports’ on page 144

When aregular user or administrative user selects the “ Connect to Server”
option, the following screen appears.
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Connect to Server

O Connect to OnSite

@ Serial|[Port 1 v

QO KVM |Port 1 (RVM) v

Figure 4-1: Connect to Server Screen [User]

Onthelatest versions of the OnSite hardware, an additional link appears at the
lower right of the screen, as shown in the following screen example.

(O Connect to OnSite

O Serial |Port 1 v

@ KVM Port_1 (KVM) -

Connect

Show Connections

Figure 4-2: Connect to Server Screen With Show Connections Link

See “Connect to Server>Connect to KVM Ports’ on page 144 for more
details.
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Connect to Server>Connect to OnSite

Connect to Server>Connect to OnSite

Clicking the “ Connect to OnSite” radio button and clicking “ Connect” brings
up aJava applet running a secure SSH session and logs the user into the
OnSite console, where the user has access to the OnSite's command line.

An administrative user can use the CL T utility on the Linux command line.
While connected to the OnSite consol e through the Web Manager, the
administrative user cannot switch usersto root. However, the administrative
user can run commands as root by entering the sudo command followed by
the command name.

Thefollowing figure shows the Java applet viewer running an SSH session. A
“Connected to” message in agray area at the top of the screen shows the IP
address of the OnSite followed by the session type, “ssh.”

A ONS - Microsoft Internet Explorer

Connected to 192.168.46.169 ssh

[noaduinBONS noadmin]s

| SendBreak " Disconnect |

Figure 4-3: Java Applet Viewer Running an SSH Session on the OnSite
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Connect to Server>Connect to Serial Ports

Thelist of serial ports displays the port names or administrator-defined aliases
only for seria portsthat the current user has permission to access. For
administrative users all serial ports are listed.

Note: If you arearegular user and thelist of serial portsis empty or does not
include a port you need to access, contact the OnSite administrator for help.

Selecting a port number or aias and clicking “ Connect” brings up a Java
applet with a consol e connection to the device that is connected to the selected
port. A “Connected to” message in agray area at the top of the screen shows
the IP address of the OnSite followed by the TCP port number.

Logins to connected devices may require authentication. Check with the
OnSite administrator for the correct username and password to use. Login
sessions are not ended when you terminate the connection, so you may be able
to connect to a device and resume an existing session later, if the device has
not logged you out because of the period of inactivity.

The Java applet display is similar to the one shown in Figure 4-3.

For the procedure, see “To Log Into a Device's Console Through a Serial
Port” on page 106.

Connect to Server>Connect to KVM Ports

A regular user’s authorization for KVM ports can be any of the following:

* Noaccess

* Readonly

* Read/Write

»  Full access (Read/Write/Power management)

KVM Ports Menu

The “KVM” pull-down menu on the “Connect to Server” screen lists all the
KVM port numbers or administrator-assigned aliases that the current user has
permission to access. Administrative users see all KVM ports.
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Connect to Server>Connect to KVM Ports

Note: If you are aregular user and the menu of KVM portsis empty or does
not include a port you need to access, contact the OnSite administrator for
help.

The following screen shows an example KVM port pull-down menu.

(O Connect to OnSite

@® Serial

Port & (Inband + KVM)

RDP SVR 171 (Inband)

RDP SVR 172 (Inband)

RDP3 SVR 173 (Inband)

RDP4 SVR 174 (Inband)

RDP5 SVR DellW2k 58 (Inband)
RDP6 SVR HPBRIO €2 (Inband)
REDP8 PWedge 53 (Inband)

Figure 4-4: Example KVM Port Menu

After you select a port from the “KVM” menu, and click the “ Connect”
button, an AlterPath Viewer appears. See “Using the AlterPath Viewer” on
page 77.

For the procedure, see “To Log Into a Server Connected to aKVM Port” on
page 94.
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Show Connections Link and Dialog

On the latest versions of the OnSite hardware, the “ Show Connections” link
appears at the lower right of the screen, as shown in the following screen
example.

(O Connect to OnSite

O Serial [Port 1 ¥]

@ KVM |Port_l (KVM) -

Show Connections

Figure 4-5: Connect to Server Screen With Show Connections Link

Clicking the “ Show Connections’ link while the KVM menu radio button is
selected brings up adialog. If no connection exists, adialog like the following

appears.

mis)

There is no active connection
in this session!

Figure 4-6: “Show Connections’ Dialog With No Active Connection

If aconnection exists, adiaog like the following appears.
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Eﬂ ek = Woh Mana: : Micr r T e !@g‘
IP 1 (Port_3) @
Event Connection started.
Server
Server name Port_3 Prev |Port 3 | Next
Physical ID Port 3 Start Cycle Disconnect
Access
Username admin
Permission read/write/power
Connections
Status Connected with PS/2Term[1.1.3]

Reset Mouse and Keyboard
Power Management

No outlet configured.
Video Configuration

Brightness =<<168 > >>
Ca!ale Length LSS Save Settings
Adjustment B

[J Automatic refresh

Figure 4-7: Show Connections Dialog

If the Show Connections Dialog is available with the OnSite version you are
using, you can use the dialog to do the following:

Go to the previous or next port on the list of ports you are authorized to
access

Start cycling through all the ports you are authorized to access
View the status of the current connection

Reset the mouse and keyboard

Adjust the brightness

Adjust for the length of cable between the OnSite and the server

On OnSite versions without the “ Show Connection” capability, you can use
other options described under “What You See When Connected to aKVM
Port” on page 82 to do the same actions. For example, from the “ Show
Connections’ dialog, you can make video adjustments. You can make the
same adjustments by entering the hot key combination Ctrl+k v inthe
AlterPath Viewer while connected to bring up the Video Menu.
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IPDU Power Mgmt. [User]

When you select the “IPDU Power Mgmt.” option in the Web Manager as a
regular user, if you are authorized to manage outlets on an iAlterPath PM that
is connected to one of the AUX ports, two tabs appear at the top of the screen,
as shown in the following figure.

J Connect to Server Outlets Manager | View IPDUS Info
| 1PDU Power Mgmt.

IPDU Multi-Outlet Ctrl Erie e

Security Name: Powerlgm-a2 Save Outlets State

Temperature Sensors

Number of Units: 1
Outlet  Qutlet Name e Power Up Interval

(=]
15

=
iEY
@
2

1 ciscoRouter_m3 @ & 0.50
2 outz @ & 050
3 outa Q@ @ 050
4 outs Q@ 0.50
5 outs @ @ 0.50
6 outs Q@ 0.50
7 out? @ @ 050
8 outs Q & [ 0.50

You can access screens from the tabs under IPDU Power Mgmt. to manage
outlets, or to view IPDUs information:

IPDU Power Mgmt.>Outlets Manager [User]

When either an authorized users or an administrative user goesto IPDU
Power Mgmt.>Outlets M anager, the message shown in the following figure
appears either if the current user isaregular user who does not have
permission to manage power on any outlets or if the OnSite cannot detect an
AlterPath PM connected to an AUX port that has been configured for power
management. Contact the OnSite administrator for help, if you see this

message.
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IPDU Power Mgmt.>Outlets Manager [User]

Qutlets Manager View IPDUs Info

There is no cutlet assigned to the current user or
the OnSite could not detect a PM cennected to IPDU port.

A screen like the one in the following figure appears if the current user is
authorized to manage power on one or more outlets.

Connect to Server
IPDU Power Mgmt.
IPDU Muiti-Outiet Ctrl PorElAne?

Security Name: Powerligm-a2 Save Outlets State

Temperature Sensors Number of Units: 1
Qutlet  OQutlet Name te  Power Up Interval

Outlets Manager | View IPDUs Info

o
£
g
@
2

1 ciscoRouter_m3 @ & 0.50
2 out2 @ & 0.50
3 out3 ¢ @ 0.50
4 outd @ @ 050
5 outs Q@@ 0.50
6 outh @ @ 050
7 out7 Q@@ 0.50
8 outs & @ [oee 050

The screen shows separate entries for each port configured for power
management. Each port’s entry lists the number of IPDUs connected, and
displays aline item for each outlet you are authorized to manage.

The authorized user can do the following for any listed outlet:

» Edit the power up interval.
The power up interval isthe number of seconds between when this
currently-selected outlet turns on and the next outlet can be turned on.
e Cycle (turn power briefly off and then on again).
e Turn power off.
e Turn power on.
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150

Yellow bulbsindicate an outlet is switched on. Gray indicates an outlet is
switched off. An opened padlock indicates that an outlet isunlocked. A closed
padlock indicates that an outlet islocked. An orange “Cycle” button is active
next to each outlet that is on.

In the example below, outlet 1 islocked and outlet 2 is switched off and
unlocked.

1 out1 @ & 0.50
2 out2 ¢ = 0.50

Clicking the Edit button brings up the dialog box shown in the following
screen example, which allows you to specify a descriptive alias for the outlet
and to change the power up interval. The power up interval is the amount of
time (in seconds) that elapses after the selected outlet isturned on before
another outlet can be turned on.

A Edit Outlet - Microsoft In... [= [O|X]

[ok | [cancel] [ Help ]

Outlet Name outl

Power Up Interval |2-509

V¥ To View Status, Lock, Unlock, Rename, or

Cycle Power Outlets
1. Power Management IPDU>Outlets Manager.

The " Outlets Manager” screen appears.
2. To power an outlet on or off, click the adjacent light bulb.

3. Tolock or unlock an outlet, click the adjacent padlock.

AlterPath OnSite Administrator’s and User’s Guide



IPDU Power Mgmt.>View IPDUs Info

4. To momentarily power an outlet off and then on again, click the adjacent
“Cycle” button.

5. To change the outlet’s name or the power up interval, click the adjacent
“Edit” button.

The Edit Outlet dialog box appears.

a. To change the name assigned to the outlet, enter anew namein the
“Outlet Name” field.

b. To change the time between when this outlet is turned on and another
can be turned on, enter a new number of secondsin the “Power Up
Interval field.

6. Click OK.

The Edit Outlet dialog box disappears and the Outlets Manager screen
reappears.

7. Click the “Save Outlets State” button.

8. If you are an administrative user, click “apply changes.”

IPDU Power Mgmt.>View IPDUs Info

When an authorized user or an administrative user goesto IPDU Power
Mgmt.>View IPDUs Info, a screen appears as shown in the following figure.

Note: Administrative users see three additional tabs, as shown in Figure 6-4.
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Qutlets Manager | View IPDUs Info

Aux1: General Information Clear Max Detected Current
Clear Max Detected Temperature

Name: PowerlMgm-al  Syslog: ON  Number of Outlets: 8

Number of Units: 1 Buzzer: ON  Over Current Protection: OFF
Master Unit Information:

Model: PM8 20A Software Version: 1.5.0

Alarm Threshold: 20.0A

Current: 1.3A Maximum Detected: 1.3A
Temperature: IMaximum Detected:

A separate entry appears for each port that is configured for power
management.

On the“View IPDUs Info” screen under IPDU Power Management,
authorized users and administrative users can view the information shown in
the following table about each port under “General Information.”

Table 4-2: General Port Information on the View IPDUs Info Screen

Description Example
Name Either adefault name or administrator-configured PowerMgm-al
name.
Number of The number of IPDUs connected to the port. Thefirst 1
Units IPDU isreferred to as the master. Any other IPDUs
daisy-chained off thefirst IPDU are referred to as
daves.
Number of Total number of outlets on al connected IPDUSs. 8
Outlets
Buzzer Whether a buzzer has been configured to sound when  OFF
a specified alarm threshold is exceeded.
Syslog Whether syslogging has been configured for messages ON
from this IPDU.
Over Current | Whether over current protection isenabled (to prevent  OFF
Protection outlets from being turned on if the current on the
IPDU exceeds the specified threshold).
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You can view the following information about each IPDU (under Unit
I nformation)

Table 4-3: IPDU Information on the View IPDUs Info Screen

Description Example
Model AlterPath PM model number PM8 20A
Software Version | PM firmware version 1.5.0
Alarm Threshold | Number of amperesthat triggers an alarm or syslog 20.0A
message if it is reached
Current Current level on the IPDU 0.8A
Maximum Maximum current detected 1.3A
Detected
Temperature Temperature on the AlterPath PM (only available on
selected models that have temperature sensors)
Maximum Maximum temperature detected
Detected

You can also use the “ Clear Max Detected Current” and “Clear Max Detected
Temperature” buttons to clear those values.

V¥ To View and Reset IPDU Information [Expert]
1. Power Management IPDU>View IPDUs Info

The“View IPDUs Info” screen appears.
View the IPDU information as desired.

To clear the stored values for the maximum detected current, select the
“Clear Max Detected Current” button.

4. To clear the stored values for the maximum detected temperature, click
the “Clear Max Detected Temperature” button.

Web Manager for Regular Users

153



IPDU Power Mgmt.>IPDU Multi-Outlet Ctrl

IPDU Power Mgmt.>IPDU Multi-Outlet Ctrl

When an authorized user selectsthe “1PDU Multi-Outlet Ctrl” menu option, a
screen appears like the one shown in the following figure.

Connect to Server
IPDU Power Mgmt.

| IPDU Multi-Outlet Ctrl TR o]

Security

Temperature Sensors PowerMgm-a1: outlet 1 (Port Aux1, PU interval 0.50) o
PowerMgm-a1: outlet 4 (Port Aux1, PU interval 0.50) @f
MultiOutlet-4 (o re]

A multi-outlet device isaserver or other device that has more than one power
supply. On the“IPDU Multi-Outlet Ctrl.” screen, authorized users can view
and manage the power on a group of outlets that provide power to a server or
another device that has multiple power supplies, when the device is connected
to aseria port and properly configured.

The outlets do not need to be on the same AlterPath PM IPDU.
Outlets on multiple IPDUs can be managed as a group from this screen.

See "Managing Multiple Outlets for how authorized users and administrators
manage outlets for multi-outlet servers.

Managing Multiple Outlets

When an authorized user or administrative user selects the “1PDU Multi-
Outlet Ctrl” option, the message shown in Figure 4-8 appears in the following
Cases:

1. No multi-outlet deviceis defined.

2. Power management for multiple outletsis not enabled for the serial port to
which the device is connected.

3. No AUX port is connected to an AlterPath PM and configured for power
management.
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Connect to Server
IPDU Power Mgmt.
IPDU Multi-Outiet Ctrl
IPMI Power Mgmt.
Terminal Profile Menu

Temperature Sensors

There is no Multi-Outlet device definec

configured as Power Management Protoc

could not detect a PM connected to

(see Configuration / Serial/AUX and check
configurations)

Figure 4-8: |PDU Multi-Outlet Ctrl Error Screen

A screen like the following appears when all the above-mentioned conditions
have been met and the current user is authorized to manage power for aserver
that is connected to a serial port and that is plugged into multiple outlets.

va
PowerMgm-a2. oullet 3 (Port Aux?, PU inbery
PowerMgm-a2: outlet 6 (Port Auxz, PU intery
PowerMgm-a2: outlel 7 (Port Aux2. PU interv

Figure 4-9: IPDU Multi-Outlet Ctrl Screen

Asshown in Figure 4-9, a separate entry appears for multi-outlet device, and
each device is assigned a name according to the number of the serial port to
which the device is connected. In this example, MultiOutlet-0 is the name
assigned to the device connected to serial port 1 and MultiOutlet-4 is assigned
to the device connected to serial port 5.

The light bulb, the lock icon, and the Cycle button on the line with the device
name control the group of outletsfor the device. The light bulb and lock icons
next to the individual outlets display the status of each outlet, and they can be
used to control the individual outlets.

The following table describes the icons in the first line of each group.
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Table 4-4: IPDU Multi-Outlet Ctrl. Form Icons

Button Purpose

Q9 A grey light bulb indicates that the group is off.
A yellow light bulb indicates that the group is on.

Clicking the light bulb icon changes the power status of
all of the outlets in the group.

I'EI 3 A grey and open lock indicates that the outlets are
= unlocked and can be powered on or off.

A full-color and closed lock indicates that the outlet is
locked and cannot be turned on or off.

Clicking the lock changes the lock status of all of the
iconsin the group.

Turn power briefly off and on again

Note: The“PU (Power Up) interval” parameter configured for each outlet affectsthe
timing of the power up sequence. An outlet in a group turns on only after the
power up interval specified for the previous outlet has elapsed. This PU
interval can be configured through the “IPDU Power Mgmt.” screen. See “To
View Status, Lock, Unlock, Rename, or Cycle Power Outlets’ on page 150.
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Security [User]

When you select the “ Security” menu option as aregular user, a screen for
changing your password appears as shown in the following figure.

| Connect to Server

| IPDU Power Mgmt.

| IPDU Multi-Outlet Ctrl
Securi

| Temperature Sensors

Current Password I:I

Repeat New Password I:I

¥ To Change Your Password [User]

1. Select the“Security” option from the left menu in the Web Manager
Regular User screen.

The " Security” screen appears.
Enter your current password in the “ Current Password” field.

3. Enter the new password in the “New Password” and the “ Repeat New
Password” fields.

4. Click OK.
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Temperature Sensors [User]

158

When you select the “ Temperature Sensors’ option as aregular user, the
screen shown in the following figure appears.

Connect to Server

IPDU Power Mgmt.

IPDU Multi-Outlet Ctrl
| Security

Temperature Sensors

FPGA v

Figure 4-10: Web Manager Temperature Sensor Screen

The pull-down menu has an entry for each of the internal temperature sensors:
e FPGA (field programmable gate array)[

e Power supply

« CPU

Select one of the options to view a graph of readings from the selected

temperature sensor, as shown in Figure 1-4 under “Monitoring Temperatures’
on page 56.

See Table 1-27, “ Temperature Graph Parameters,” on page 58 for descriptions
of the defaults and allowed values you can specify to change the display.

V¥ To Monitor the OnSite’s Temperature

Caution! Thetemperature should not exceed 115°F or fall below 50°F. If the
temperature nears either of these values, take the appropriate action.

See “Monitoring Temperatures’ on page 56 for background information, if
needed, before performing this procedure.

1. Select the “Temperature Sensor” option from the left menu in the Web
Manager.

The “Temperature Sensor” screen appears.
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2. Select “FPGA,” “Power Supply,” “CPU" from the pull-down menu.
3. Click “Connect.”

The “Time X Temperature” dialog box appears.
4. Choose adisplay format.

» Toview the default format, do nothing.

-OR -

»  Specify another display format.
5. Make any other desired changes.

See Table 1-27, “ Temperature Graph Parameters,” on page 58, if needed.
6. To apply any changesto the format, click “apply changes.”
7. Tosave any changesin aprofile for later reuse, do the following.

a. Click “Save Profile.”

An “Enter Filename to Save Profile” dialog box appears.

b. Enter anamefor the profile and click OK.

c. A “Profilesaved” prompt appears.

d. Click OK.
8. To apply apreviously-defined profile, do the following.

a. Select “Set Profile from File.”

The“ Select File to Set Profile From” dialog box appears.
b. Select the desired profile'sfile name.

The temperature graph display changes to the format defined in the
selected profile.

9. To clear the temperature display and start the plotting again at zero
seconds, select “Clear Graph.”

10. To exit, click the X box at the upper right of the window.
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Chapter 5
Web Manager Wizard Mode

This chapter describes the Web Manager Wizard mode on the OnSite.
The following table lists the topics in this chapter.

Wizard Screen Features Page 162
Step 1: Security Profile [Wizard] Page 163
Step 2: Network Settings [Wizard] Page 168
Step 3: Serial Port Profile [Wizard] Page 171
Step 4: Access [Wizard)] Page 175
Step 5: Data Buffering [Wizard] Page 179
Step 6: System Log [Wizard] Page 182
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Wizard Screen Features

The following figure shows the features of the Wizard screens. Selecting an
item from the left menu brings up a corresponding screen in the middle.

Left menu

Profie s set to MODERATE

- "Mocerate” Is the rec Securty Level
- This profie enabies: S5H v1. SBH v2 HTTP. HTTPS,
Teinel. 554 and Ras connections 10 Seral Pors.

Expert button

Figure 5-1: Example Web Manager Window in Wizard Mode

Selecting or desel ecting some options displays additional fields. For example,
if the DHCP checkbox is unchecked in the “Network Settings’ step, fieldsfor
configuring the IP address and other network parameters appear.

The Wizard has six configuration steps listed in the left menu. As described
under “Web Manager Modes’ on page 135, the first time the admin user logs
in after the OnSiteisinstalled, the Wizard mode automatically presents the
first step, because the admin user must select a security profile before
continuing.

The buttons at the bottom of the screen are common to both Wizard and
Expert mode, and they are described under “Common Features of
Administrative User’s Windows” on page 136.
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Step 1. Security Profile [Wizard]

Introduction

In Wizard Mode, when “ Step 1. Security Profile” is selected, a screen appears
like the one in the following figure.

| secursd | | Moderate | | Open

Profila is sat to: MODERATE

= "Moderata” is the recommended Security Level.

- This profile enables: S5H v1, SSH v2, HTTP, HTTPS,
Telnet, $5H and Raw connections fo Serial Ports,
ICMP and HTTP redirection to HTTPS.

- Authentication to access Serial Ports is not required.

- Direct Access to KVM connections are not available.

Figure 5-2: Web Manager Wizard Step 1. Security Profile

The screen identifies the name of the security profile currently in effect. An
administrative user must do one of the following to configure a security
profile that enforces the desired level of security for the OnSite:
» Select one of the preconfigured security profiles
» Configure a custom security profile and select it

For more details about the services and features defined by preconfigured

security profiles and what you can define in a custom profile, see “ OnSite
Security Profiles’ on page 22.

As shown in Figure 5-2, the moderate security profile is selected by default.
The featuresin the “Moderate” security profile are described in Table 1-10,
“Moderate Security Profile Services/Features,” on page 24.

The screens for the three other security profiles are described in the following
sections:

e “Step 1. Security Profile>Secured” on page 165
o “Step 1: Security Profile>Open” on page 166
o “Step 1: Security Profile>Custom” on page 167

When the administrative user clicks a button to select a security profile, a
dialog appears like the one shown in the following screen example.
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Microsoft Internet Explorer

) The Web Server wil be restarted once you Try or Apply changes. You wil have
to log in again after that...

After the OK button is clicked, a screen reappears showing the newly-sel ected
security profile’'s name.

When the administrative user creates a custom profile, the red “unsaved
changes’ button blinks. For example, the following figure shows the screen
after the security profile is changed to “CUSTOMIZED,” and the red
“unsaved changes” light islit.

' % Configuration

OnSite currently has 8 CUSTOMIZED security profile.

- Consale Management and KVM provides critical access to
managemant features of attached equipment.

- Please take the required precautions o understand the
patential impacts of each individual service

configured under the "Custom” profile,

Figure 5-3: Customized Security Profile Screen

Whether or not the unsaved changes button lights, the administrative user
must click the “apply changes’ button to put the newly selected profile into
effect. After the “apply changes’ button is clicked, one of two dialogs appears
next.

If the change has affected serial port access, adialog appears like the one
shown in the following screen example.
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Step 1: Security Profile>Secured

'E Changing Security Level does not affect Serial Ports configuration! Please
L] make sure the current protocols and access method for all Serial Ports match
the Security Level chosen.

Otherwise, adialog appears like the one shown in the following screen
example.

=

Microsoft Internet Explorer

! E Your changes are being permanently applied. It wil take some seconds to complete.

The Web Manager restarts, and the administrative user must log in again.

Step 1: Security Profile>Secured

The following figure shows the screen for the “ Secured” security profile.

Profile is set to: SECURED

- The use of "Secured" profile disables all protocels except
SSH v2, HTTPS and SSH to Serial Ports.

- Authentication to access Serial Ports is required.

- Direct Access to KVM connections are not available.

- Ssh root access is not allowed.

Custom | [ Default

Figure 5-4: Secured Security Profile Screen
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Step 1: Security Profile>Open

Note: If you select the “ Secured” security profile, make sure to notify all
users that they must use HTTPS when bringing up the Web Manager, because
HTTPisdisabled by the secured security profile. You must also make sure
that X.509 certificates are included

The featuresin the “ Secured” security profile are described in Table 1-12,
“Secured Security Profile Services/Features,” on page 26.

Step 1: Security Profile>Open

The following figure shows the “Open” security profile screen.

‘ Secured | ‘ Moderate | ‘ Open ‘

Profile is set to: OPEN

- It is HIGHLY recommended to review all Security Services.

- The use of "Open" profile enables all services: Telnet,
SSH v1, SSH v2, HTTP, HTTPS, SNMP, RPC, ICMP and
Telnet, SSH and Raw connections to Serial Ports.

- Authentication to access Serial Ports is not required.

- Direct Access to KVM connections are available.

Custom ‘ ‘ Default

Figure 5-5: Open Security Profile Dialog

Thefeaturesin the“Open” security profile are described in Table 1-11, “ Open
Security Profile Services/Features,” on page 25.
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Step 1: Security Profile>Custom

Step 1. Security Profile>Custom

The following figure shows the features that can be enabled and disabled in
the dialog for the * Custom” security profile.

3 Custom Profile - Microsoft Internet Explorer Q@B|
~

[J Telnet [J SNMP [ IPSec
O FTP [0 RPC ICMP
O TFTP

SSH SSH Options

SSH 1 SSH port |22

SSHv2 allow root access
Web Access HTTP & HTTPS Options

HTTP HTTP port |E0

HTTP redirects to HTTPS

HTTPS HTTPS port |443

Access to Serial Ports

allow SSH to Serial Ports -

Figure 5-6: Custom Security Profile Dialog

The options that can be configured in a custom security profile are described
in Table 1-9, “ Services and Other Functions Defined in Security Profiles,” on

page 23.

V¥ To Select or Configure a Security Profile—
Wizard

1.

Introduction

Log into the Web Manager as an administrative user.

See “To Log Into the Web Manager for the Administrative User” on page
4, if needed.

» If thisisthefirst login by the admin user after OnSite installation, the
Wizard mode appears by default. Go to Step 3.

» If thisisany subsequent login by an administrative user, go to Step 2.
Click the “Wizard” button.
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Step 2: Network Settings [Wizard]

Click the appropriate button to select a security profile.

4. |f you select the“ Custom” profile, a dialog appears with checkboxes next
to al the configurable services and features.

5. If you are customizing a security profile, make sure the checkboxes are
checked next to the services and features you want to be enabled and
make sure the checkboxes are clear next to services and features you want
to be disabled.

6. Click“OK.”
The name of the security profile appears on the screen.

» If you customized a security profile, the “unsaved changes’ button
blinks red. Go to Step 8.

» If you selected any other security profile, adialog appears. Go to Step
7.

7. Click *OK” onthediaog.
8. Click the“apply changes’ button.
A warning dialog appears. Go to Step 9.
9. Click “OK” on the dialog.
The Web Manager restarts, and the login screen appears.
10. Log inif desired, to go to the next Wizard step.

Step 2: Network Settings [Wizard]

168

In Wizard Mode, selecting “ Step 2: Network Settings” brings up a screen for
reconfiguring existing network settings.

If the “DHCP” checkbox is not checked, the screen appears as shown in the
following figure.
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Introduction

Step 2: Network Settings [Wizard]

Set up the network parameters.
Select the DHCP for ! .
Uncheck the DHCP box to perferm manual configuration.

Step 6: System Log

DHCP [
Host Name
NS
IP Address Network Mask
172.26.28.34 255.255.252.0

Domain Name
cyclades.com
DNS Server
182.168.44.21

Gateway IP
172.26.28.1

Figure 5-7: Web Manager Wizard Step 2: Network Settings screen—
Without DHCP

If the “DHCP” checkbox is checked, the screen appears as shown in the
following figure.

Step 1: Security Profile | -
Step Z: Netwark Setting

| Port Profile |

55 |

Step §: Data Buffering
Step 6: System Log

Set up the network parameters.
Select the DHCP for
Uncheck the DHCP box to perform manual configuration.

DHCP [

Figure 5-8: Web Manager Wizard Step 2: Network Settings Screen—
DHCP

During initial setup of the OnSite, the administrator configures the basic
network settings that are needed to enable logins through the Web Manager.
(See “Performing Basic Network Configuration” on page 67, if desired, for
more about the initial network configuration.) You can skip this step if the
current settings are correct. Check with your network administrator if you are
not sure.

169



Step 2: Network Settings [Wizard]

170

Before making any changes to existing network settings, you may want to
review “Collecting Basic Network Information” on page 57, which provides a
form to record information you need to collect ahead of time. See “To Change
Network Settings [Wizard]” on page 113 for the procedure.

In Expert mode, under Configuration>Network, you can specify additional
networking-related information and perform other advanced configuration
tasks. See “Network” on page 219.

V¥ To Configure Network Settings [Wizard]

1. Collect any IP addresses or other network information to change.

See the list of network information to collect under “Collecting Basic
Network Information” on page 2, if needed.

2. InWizard mode, go to “ Step 2: Network Settings.”

If the“DHCP” checkbox is checked, only the checkbox appears below the
instructions.

Note: If DHCPisenabled, alocal DHCP server assigns the OnSite a
dynamic | P addressthat can change. The administrator chooses whether or not
to use DHCP during initial setup. The initial setting may have been changed
sinceinitial configuration.

3. If the“DHCP’ checkbox is not checked, enter the network information in
thefields.
4. Click the“apply changes’ button.

If appropriate, press the Next button or select “ Step 2: Access’ from the
left menu.
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Step 3: Serial Port Profile [Wizard]

Step 3: Serial Port Profile [Wizard]

In Wizard mode, selecting “ Step 3: Serial Port Profile” brings up a screen for
changing parameters that apply to all serial ports on the OnSite.

Note: The values specified here must match the values on all devices
connected to the serial ports. The defaults are correct for most devices. Use
this screen only if you need to change the parameters.

The screen appears as shown in the following figure with the default options.

Step 1: Security Profile

Step 2 Network Settings

Stap
Step 4: Access

Step §: Data Buffering
Step 6: System Log

Setup the CAS (Console Access Server) profile, for the
serial ports. Specify the serial parameters for all ports. The
pravi port-spacifi s will be discarded.

Enable all peris

« Baud 3600 b
Rate
(Kbps)
Data Size 8 «

Connection console (Telnet)
Protocol

Flow
Control

None w

Parity Stop Bits 1 ~

None =

Authentication Required [+

Figure 5-9: Web Manager Wizard Step 3: Seria Port Profile Screen

The following table lists the parameters and the options for each parameter,
and it provides additional related information.

Table 5-1: Serial Port Profile Parameters and Usage

Parameter Options Description

Connection Console (Telnet) [Default]  Sets the method that must be used to

Protocol Console (SSH) connect to devices that are connected to
Console (TelnetSSH) seria ports. Console (SSH) is

Introduction

Console (Raw)

recommended because it encrypts data
and authentication information.
Console (TelnetSSH) allows users to
connect using either protocol. Console
(Raw) isfor unnegotiated plain socket
connections.
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Step 3: Serial Port Profile [Wizard]

Table 5-1: Serial Port Profile Parameters and Usage (Continued)

Parameter Options Description

Flow Control None [Default] Must match the flow control method of
Hardware the devices connected to all serial ports.
Software

Parity None [Default] Must match the parity used by the
Odd devices connected to all serial ports.
Even

Baud Rate 9600 [Default] Must match the baud rates of the devices

(Kbps) Options range from 2400— connected to all serial ports.
921600 Kbps

Data Size 8 [Default] Must match the number of data bits used

Options range from 5-8 by the devices connected to all ports.
Stop Bits 1 [Default] Must match the number of stop bits used

Options are either 1 or 2 by the devices connected to al ports.

Authentication | Check for Yes. Leave If the radio button is checked, user
Required Unchecked for No authentication isenforced using thelocal
[Default] passwd database.

To specify other authentication methods
such as LDAP, RADIUS, TACACSH, or
Kerberos, go to Expert mode and select
Configuration>Authentication. For the
procedure, see“ To Configure Serial Port
Access for Users [Expert]” on page 240.

Expert mode provides many additional options for custom configuration of
seria ports. To assign an aliasto a serial port or to specify other differing
values for individual serial ports or groups of serial ports, see
“Configuration>Serial/AUX” on page 227. Use Expert mode, for example, if
you want to specify any of several other connection protocols, including, for
example, PPP and SLIP.
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Step 3: Serial Port Profile [Wizard]

Note: You cannot configure KVM portsin Wizard mode. To configure KVM
ports, see “Configuration>KVM” on page 212.

The following table lists the tasks for configuring serial ports with links to
where they are documented.

Table 5-2: Tasksfor Configuring Seria Ports

To Configure Serial Ports [Wizard] Page 174
To Select One or More Serial Ports [Expert] Page 228
To Enable or Disable Serial Ports [Expert] Page 229
To Configure a Serial Port Connection Protocol for a Console Connection Page 236
[Expert]

To Configure a Serial Port Connection Protocol for aDumb Terminal [Expert]  Page 237
To Configure an Alias for a Serial Port [Expert] Page 238
To Configure Serial Port Settings to Match the Connected Device [ Expert] Page 238
To Configure Serial Port Access for Users [Expert] Page 240
To Configure a Serial Port Authentication Method [Expert] Page 241
To Configure Data Buffering for Serial Ports [Expert] Page 243
To Configure Multiple Serial Port Sessions and Port Sharing [ Expert] Page 246
To Configure a Serial Port for IPDU or IPMI Power Management [Expert] Page 250

To Configure a User for IPDU Power Management for a Serial Port [ Expert] Page 252

To Configure TCP Port Number, STTY Options, Break Interval, and theLogin  Page 254
Banner for a Seria Port Connected to a Console [Expert]

To Configure Dumb Terminal Server Connection Options [Expert] Page 255

To Choose a Method for Sending Natifications for Serial Port Data Buffering ~ Page 270
Events [Expert]

To Configure a Trigger for Email Notification for Serial Ports [Expert] Page 271
To Configure a Trigger for Pager Notification for Serial Ports [Expert] Page 272
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Step 3: Serial Port Profile [Wizard]

Table 5-2: Tasksfor Configuring Serial Ports

To Configure a Trigger for SNMP Trap Notification for Serial Ports Expert] Page 272

174

V¥ To Configure Serial Ports [Wizard]

Perform this procedure only if the serial ports are connected to the console
ports on devices. If the serial ports are connected to dumb terminals, you can
configure them only in Expert mode. Perform this procedure only if the
following are both true:

The serial ports are connected to console ports on devices.
All the connected devices run at the same speed and with the same values.

The values you specify here are the same as those in effect on the
connected devices.

For details about the applicable values, see Table 3-5, “ Serial Port Profile
Parameters and Usage,” on page 115.

If al the connected devices do not run at the same speed and with the same
values, configure individual settingsin Expert mode as described under
“Serial” on page 192.

1.
2.

In Wizard mode, go to “ Step 3: Port Profile.”

To change the connection protocol, select “ Console (Telnet),”
“Console (SSH),” “Console (TelnetSSH), or “Console (Raw)” from the
“Connection Protocol” pull-down menu.

The default is “Console (Telnet).”

To change the flow control, select “None,” “Hardware,” or
“Software” from the “Flow Control” pull-down menu.

The default is None.

To change the parity, select “None,” “Odd” or “Even” from the “ Parity”
pull-down menu.

The default is“None.”

To change the baud rate, select an option from 2400 to 921600 Kbpsfrom
the “Baud Rate” pull-down menu.

M

The default is 9600, which is the most common baud rate for devices.
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Step 4: Access [Wizard]

6. To changethe datasize, select an option from 5 to 8 from the “ Data Size”

pull-down menu.
The default is 8.

To change the stop hits, select 1 or 2 from the “ Stop Bits” pull-down
menu.

The default is 1.

To change whether authentication is required, check the “ Authentication
Required”’ checkbox for Yes or leave it unchecked for No.

9. Click the“apply changes’ button.
10. If desired, go to ““To Add a User [Wizard]” on page 177.

Step 4: Access [Wizard]

Introduction

Step 1: Security Profile
Step 2: Network Settings
Step 3: Serial Port Profile
Step 4:

Step 5: Data Buffering any KVM or serial ports through the Web Manager.
Step 6: System Log Configuring usars’ accass to ports s dona In Expart mode.

In Wizard mode, selecting “ Step 4: Access’ brings up a screen for adding or
deleting users and for setting or changing passwords. The screen appears as
shown in the following figure.

5 By default, no users except the "admin" can access

See the Quick Start Guide or the User's Guide for details.

Users
Generic User
admin

| add | [changePassword| | Delots |

Figure 5-10: Web Manager Wizard “ Step 4: Access’ Screen
Use this screen if you want to add or delete user accounts.

The Access screen lists the currently defined Users and has three buttons:
“Add,” “Change Password,” and “Delete.”

Inthe Userslist, by default, are two user accounts that cannot be del eted:

175



Step 4: Access [Wizard]

e Admin
e Generic User

The Admin (the “admin” account) has access to al functions of the Web
Manager and has access to all ports on the OnSite.

The Generic User defines the KVM port access permissions for all users
except the admin and root users. Any new regular user account automatically
inherits the KVM port access permissions configured for the Generic User.

For more background about the hierarchy of KVM port permissions, see
“Understanding KVVM Port Permissions’ on page 32 and “KVM Port
Permissions Hierarchy” on page 34.

If you click the“ Add” button, the following screen appears.

User Name

Password

Repeat
Passwerd

Group Regular User »

Shell

Comments

The following table defines the information required in the fields.
Table 5-3: Add User Dialog: Field Names and Definitions

Field Name Definition
User Name The username for the account being added.
Password The password for the account.
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Step 4: Access [Wizard]

Table 5-3: Add User Dialog: Field Names and Definitions (Continued)

Field Name Definition

Group The choicesin the “Group” menu are “Regular User” [Default] or
“Admin.” Note: To configure auser to be able to perform al OnSite
administration functions, select the “Admin” group. See* Types of
Users’ on page 18, if needed, for more background.

Shell Optional. The default shell when the user makesa ssh or telnet
connection with the switch. Choices are: sh [Default] or bash.

comments Optional notes about the user’s role or configuration.

Note: To perform advanced configuration for users and groups, such as, for
example, to restrict user access to KVM ports, or to create a group, go to
Expert>Configuration >Users and Groups.

If you click the “ Change Password” button, the following screen displays.

/3 Change User Password - Micr -10] x|
=
Mew Password |
Repeat
MNew Password
[

V¥ To Add a User [Wizard]
1. InWizard mode, go to Step 4. Access.

The Access screen displays.
2. Click Add.
The"Add User” dialog box appears.
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Step 4: Access [Wizard]

178

Enter the username and password in the “User Name” and “ Password”
fields, and enter the password again in the “ Repeat Password” field.

Select from the “ Group” menu options.

a. Tocreate aregular user account without administrator privileges,
select “Regular User” [Default] from the“ Group” pull-down menu on
the left.

b. To create an account with administrator privileges, select “Admin”
from the “ Group” pull-down menu on the left.

Optional: Enter the default shell in the “ Shell” field.

Optional: Enter comments to identify the user’srole or configuration in

the “Comments’ field.

Click OK.
Click the “apply changes’ button.

V¥ To Delete a User [Wizard]

1.

In Wizard mode, go to “Step 4: Access.”
The"Access’ screen displays.

Select the user nameto delete.

Click “Delete.”

Click “apply changes.”

¥ To Change a Password [Wizard]

Note: Leaving the default admin password unchanged |leaves the OnSite and
connected devices open to anyone who knows the default password and the
OnSite's |P address. For security’s sake, make sure the admin password has
been changed from the default “ cyclades.”

1.

In Wizard mode, go to “ Step 4: Access.”
The*"Access’ screen displays.

2. Select the name of the user whose password you want to change.
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Step 5: Data Buffering [Wizard]

For example, select “admin.”

3. Click “Change Password.”
The “Change User Password” dialog box displays.

4. Enter the new password in both fields, and then click OK.
Click “apply changes.”

Step 5: Data Buffering [Wizard]

Introduction

In Wizard mode, selecting “ Step 5: Data Buffering” brings up a screen for
setting up the storage of console datato a data buffer file. The values set here
apply to all serial ports. Data buffering allows a site to save arecord of all
communications during a seria port connection session. You can set up data
buffer filesto be stored either in local files on the OnSite's Flash memory or
on the hard disk of an external server, such as a syslog server.

The screen displays different fields depending on whether “Local” or
“Remote” is selected from the “ Enable Data Buffering” pull-down menu. The
following figure shows the screen when Local is selected.

Step 1: Security Profile
Step 2: Network Settings
Step 3: Serial Port Profile
Step 4: Access Set up data buffering to the output from the consoles ina
g g console log file. The previous pert-specific parameters will
Step 6: System Log be discarded.

Enable Data Buffering [ ]

Figure 5-11: Wizard “ Step 5: Data Buffering” Screen—Local
The following figure shows the screen when Remote is selected.
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Step 5: Data Buffering [Wizard]

Set up data buffering to the output from the consoles in a
console log file.
See Help for more details. The previous port-specific
parameters will be discarded.

Enable Data Buffering
Destination W

NFS File Path

Record the timestamp in the data buffering file ]

Show Menu Show all options v

v

Figure 5-12:"“ Step 5: Data Buffering” Screen—Remote

Make sure that enough disk space is available to store the filesin the location
you select. Sequentially-written files can quickly grow to exceed the storage
capacity of the local flash memory or remote hard drive. Data buffering
should only be doneif processes are in place to monitor the stored data. The
following table shows the differences between remote and local data
buffering.

Table 5-4: Differences Between Remote and Local Buffering

Option

Description

Remote
server

180

Datais stored linearly in files. The NFS server must already be configured
with the mount point shared (exported). In linear mode, dataiswritten into
a continuous sequence of files, and the file spacesis not reused. The
administrator needs to alow enough space for the expected amount of
data and take measures, such as moving unneeded data files off line, to
ensure that the data does not outgrow the available space.
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Step 5: Data Buffering [Wizard]

Table 5-4: Differences Between Remote and Local Buffering (Continued)

Option

Description

Local files

Set afile size greater than zero. Make sure thefile size does not exceed the
space available on the OnSite’s flash memory. If heeded, you can
supplement the flash memory module by installing a flash memory card
(with an adapter) or other storage device in aPCMCIA slot; see
“PCMCIA Card Slots” on page 13 for the supported PCMCIA cards.

Local data buffering stores datain circular or linear mode. In circular
mode, data is written into the specified local data file until the upper limit
onthefile sizeisreached; then the datais overwritten starting from the top
of thefile as additional data comesin. Circular buffering requires the
administrator to set up processes to scrutinize the data during the time
window before the data is overwritten by new data.

Introduction

You can perform advanced configuration in Expert mode including the option
of setting up data buffering differently for individual ports or groups of ports.

V¥ To Configure Data Buffering [Wizard]

1.
2.

In Wizard mode, go to “Step 5: Data Buffering.”
Click the “Enable Data Buffering” checkbox.
The " Destination” pull-down menu appears.

Select the location for the data files from the “Destination” pull-down
menu (either “Local” or “Remote”).

Additional pull-down menus and fields appear, depending on which
destination is selected.

When the destination islocal, perform the following steps.

a. Fromthe“Mode” pull-down menu, select “Circular” or “Linear” data
buffering.

b. Typeafilesizein bytesintothe “File Size (Bytes)” field.
Thefile size cannot be zero.
When the destination is remote, perform the following steps.
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Step 6: System Log [Wizard]

a. Inthe“NFSFile Path” field, enter the pathname for the mount point
of the directory where data buffer file isto be stored.

For example, if the mount point directory’s pathnameis /var/adm/
ONSmessages, enter /var/adm/ONSmessages inthefield.

Note: The NFS server must already be configured with the mount point
shared (exported), and the shared directory from the NFS server must be
mounted on the OnSite.

b. To cause atimestamp to be saved with the datain the data buffer file,
check the “Record the timestamp in the data buffering file” checkbox.

c. Select an option from the “ Show Menu” pull-down menu.

The choices are: “show all options,” “No,” “Show data buffering file
only,” and “ Show without the erase options.”

6. Click “apply changes.”

Step 6: System Log [Wizard]

182

In Wizard mode, selecting “ Step 6: System Log” brings up a screen for
identifying one or more syslog servers to receive syslog messages from the
OnSite and for IPDUSs, if IPDU syslogging is configured. The screen appears
as shown in the following figure.

Step 1: Security Profile
Step 2: Network Settings
Step 3: Serial Port Profile Configure external syslog server location to receive unit's
Step 4: Access syslog messages.

Step 5: Data Buffering

Step 6: System Log [|
Facility Number
SysLog Servers
New SysLog Server

Figure 5-13: Wizard “ Step 6. System Log” Screen
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Step 6: System Log [Wizard]

Before setting up syslogging, make sure an aready-configured syslog server
is available on the same network as the OnSite. Obtain the following
information from the syslog server’s administrator.

The IP address of the syslog server
The facility number for messages coming from the OnSite

See “Natifications, Alarms, and Data Buffering” on page 40, if needed,
for more background on logging and on how facility numbers are used.

You can configure syslog servers for messages relating to serial or KVM
ports, to OnSite traffic, and to IPDU events of interest in Expert mode. The
following table has links to the wizard procedures for adding and deleting a
syslog server and for other related procedures.

To Add a Syslog Server [Wizard] Page 183
To Delete a Syslog Server [Wizard] Page 184
To Specify Names, Alarms, Syslogging, and Over-current Protection for Page 198
IPDUs [Expert]

To Configure Syslogging and Message Filtering [Expert] Page 304

Introduction

V¥ To Add a Syslog Server [Wizard]

This procedure assumes you have the following information:

1.

The IP address of the syslog server
The facility number for messages coming from the OnSite

In Wizard mode, go to “Step 6: System Log.”
The System Log screen displays.
From the Facility Number drop-down menu, select the facility number.

In the New Syslog Server field, enter the |P address of a syslog server,
and then select the Add button. (Repeat this step until al syslog servers
arelisted.)

The new server(s) appear in the Syslog Serverslist.
Click “apply changes.”
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Step 6: System Log [Wizard]

V¥ To Delete a Syslog Server [Wizard]
1. InWizard mode, goto “Step 6: System Log.”

The System Log screen displays.

2. Fromthe Syslog Server list, select the sydog server that you want to
delete from the current facility location, and then select Delete.

3. Click “apply changes.
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Chapter 6
Web Manager for Administrators

This chapter is for administrative users who use the Web Manager to
configure the OnSite and who can also use the Web Manager to access
connected devices. Two types of administrative users can access all the Web
Manager configuration and access functions described in this chapter:

* A user who knows the password for the “admin” account, which is
configured by default

* An optionally-added administrative user, who is aregular user whose
account isin the “admin” group

See“Users & Groups’ on page 168 for how the admin adds an account
configured for OnSite administration, if needed. For more background
about the differences between user types, see” Types of Users’ on page
18, if needed.

Before following the procedures in this chapter, review “Prerequisites for
Using the Web Manager” on page 16, if needed, to make sure that the
administrative user can connect to the Web Manager. Also see “To Log Into
the Web Manager” on page 128 and “To Connect to a KVM Port Through the
Web Manager Login Screen” on page 133, if needed.

The sections listed in the following table provide background information
related to OnSite administrators use of the Web Manager, including
explanations of the types of information to be entered in the screens and links
to procedures.

Common Tasks Page 186
Expert Mode Page 189
Access Page 192
Configuration Page 211
Information Page 357
Management Page 363
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Common Tasks

Common Tasks

Common OnSite administration tasks are listed in the following table.
Table 6-1: Common OnSite Administration Tasks (Sheet 1 of 3)

Task

Where Documented

At first login, do the following:

» Select a security profile
 Configure basic networking

» Configure serial port access

* Add user accounts

Change the admin password

+ Configure data buffering

» Configure syslogging

Note: These wizard steps can be
accessed again at any time. All Wizard
steps can be achieved in Expert mode.

* Set up other users to access connected
devices without those users being able
to make changes to the OnSite
configuration.

* Set up other usersto shareall
administration of the OnSite.

Authorize users or groups to access
specific ports. (By default, regular users
do not have accessto KVM or serial
ports.)

Authorize users to manage outlets on
connected AlterPath PMs.

Enable direct login to KVM ports by
authorized users from the Web Manager
login screen.

“To Configure Network Settings [Wizard]”
on page 170

“To Configure Serial Ports[Wizard]” on page
174

“To Add aUser [Wizard]” on page 177

“To Change a Password [Wizard]” on page
178

“To Configure Data Buffering [Wizard]” on
page 181

“To Add a Syslog Server [Wizard]” on page
183

“To Add aUser [Expert]” on page 294

“To Assign KVM Ports to a User or Group
[Expert]” on page 296

“To Configure Serial Port Access for Users
[Expert]” on page 240

“To Configure Users to Manage Power Outlets
on IPDUs [Expert]” on page 196

“To Enable Direct Accessto KVM Ports
[Expert]” on page 214

186
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Table 6-1: Common OnSite Administration Tasks (Sheet 2 of 3)

Task

Where Documented

Configure local or remote data buffering
(to save console input to alog file) and
specify alarms for trigger events on
seria port(s).

Configure logging of system messagesto
asyslog server.

Configure power management for one or
both of the AUX ports (if the port is
connected to an optional AlterPath PM
or other supported IPDU device).

Configure serversfor IPMI power
management.

Choose among authentication methods
and specify authentication serversfor the
following:

 Loginstothe OnSite

* Loginsto devices through KVM ports.

» ““To Configure Data Buffering for Seridl
Ports [Expert]” on page 243

*» “To Choose a Method for Sending
Notifications for Serial Port Data Buffering
Events [Expert]” on page 270

* “To Specify Names, Alarms, Syslogging, and
Over-current Protection for IPDUs [Expert]”
on page 198

» “To Configure Syslogging and Message
Filtering [Expert]” on page 304

» “To Configure an AUX Port for IPDU Power
Management [Expert]” on page 266

Also see the procedures under “ Access>IPDU

Power Mgmt.” on page 193 including:

* “To View Status, Lock, Unlock, Rename, or
Cycle Power Outlets’ on page 150

» “To View and Reset IPDU Information
[Expert]” on page 153

“Access>|PMI Power Mgmt.” on page 204

» “To Configure an OnSite Login
Authentication Method [Expert]” on page
277

 “To Configure an Authentication Method for
Direct Accessto KVM Ports [Expert]” on
page 217
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Table 6-1: Common OnSite Administration Tasks (Sheet 3 of 3)

Task Where Documented

 Loginsto devicesthrough serial ports. « “To Configure a Serial Port Authentication
Method [Expert]” on page 241

Specify encryption levels for “To Configure IP Users (KVM Over IP)
communications betweenthe OnSiteand  Sessions [Expert]” on page 222
user computers connected to KVM ports.

Configure rulesfor the OnSite to filter  “Configuration>Network>Firewall
packets like afirewall. Configuration” on page 327

* “To Add aChain [Expert]” on page 339
* “To Edit aChain [Expert]” on page 340
» “To Edit aRule [Expert]” on page 341
» “To Add aRule [Expert]” on page 341
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Expert Mode

If you are in Wizard mode and need to perform advanced configuration, click
the Expert button at the bottom of the left menu to switch to Expert mode. The
Wizard button displays at the lower left when you are in Expert mode.

The following figure shows atypical Web Manager window when the
administrative user islogged in and isin Expert mode.

Tab area Top menu

Left menu

Direct Access

Security
Network Commen Escape Sequence  [CTRLIK

Sun Keyboard Modifier Keys ___rwm]

System

Port Authentication

Figure 6-1: Web Manager Example Screen

Selecting an item from the top menu changes the list of menu options
displayed in the left menu.

An option in theleft menu (such as“KVM?” in the preceding figure) may have
several related screens associated with it. Selecting atab labeled with the
name of the related screen or selecting the screen’s name in the left menu
brings up the related screen.
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Note: Shortcuts are often used to indicate how to get to Web Manager
screens. For example, astep telling the user to accessthe “ 1P Users’ screenin
the right tab in the previous figure would use this convention, “ Go to
Configuration>KVM>Genera >IP Usersin Expert mode.”
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Overview of Menus and Screens in Expert Mode

The following figure shows all screensin Expert mode.

Access

— Connect to Server

IPOU Power Mgmit.
Cutlets Manager
View IFOUs Info
Users Manager
Configuration
Software Upgrade

[— IPOU Multi-Outlet Ctrl

I [FMI Power Mgmt.

|— Terminal Profile Manu

— Temperature Sensor

Configuration Information
[ KW General
— General KV User Status
|— General Serial Ports Status
— Local User — Serisl Ports Statistics
— IF Users
L— kWM Ports
[ Serial/ ALK

— Fhysical Ports

Genarsl
Acoess

Data Buffering
“Multi User

Fowsr Management
— "Crther
|— Enable Selected P
— Dizable Selacted
em Port

— "Metifications

| Inband
H Security

—Authentication
— AuthTyps
— Radius

— TACACS+
|- LOAF

|— Kerberos

— Smb{MTLM)
— MIZ

— Users & Groups

— Profiles

[ Metwor

— Host Settings

— 5

— FCMCIA Management
— VPN Connecticns

| "SMMP

|— Firewsll Configuration
[— Host Tables
| Static Routes

L System

|- Time/Date

|- "Boot Configuration
— Security

L Cnline Help
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Badiup Configuration
Firmware Upgrade
Microcode Upgrade
Microcode Reset
Active User Sessions
Reboo
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AcCcess

192

Under “Access’ in Expert mode, six options appear in the left menu, as shown
in the following figure.

Connect to Server

IPDU Power Mgmt.

IPDU Muiti-Qutiet Ctri

IPMI Power Mgmt.

Terminal Profile Menu

Temperature Sensors © Connect to OnSite

® Senal
O ko [rort w0 ¥

Figure 6-2: Web Manager Access Menu Options

The options in the Connect to Server screen are the same both for regular
users and administrative users, as described under “ Connect to Server” on
page 141.

The remaining options listed below are different for administrative users than
they are for authorized users.

Access>|PDU Power Mgmt. Page 193
Access>IPDU Multi-Ouitlet Ctrl Page 201
Access>IPMI Power Mgmt. Page 204
Access>Terminal Profile Menu Page 201
Access>Temperature Sensors Page 210

The following table lists the related procedures and where they are
documented.

To Connect to the OnSite Console as admin [Expert] Page 193
To Log Into a Device's Console Through a Serial Port Page 106
To Log Into a Server Connected to aKVM Port Page 94

AlterPath OnSite Administrator’s and User’s Guide



Access>IPDU Power Mgmt.

¥ To Connect to the OnSite Console as admin
[Expert]

This procedure logs the administrative user into the OnSite console as
“admin” in assh session.

1. Whilelogged into the OnSite as an administrative user, go to
Access>Connect to Server.

2. Click the " Connect to OnSite” radio button.
3. Click the“Connect” button.
A Java applet viewer appears with an admin prompt.

Access>IPDU Power Mgmt.

On the “IPDU Power Mgmt” screens under “Access’ in Expert mode, an
administrative user can manage power for devices that are plugged into
outlets on an AlterPath PM IPDU.

Selecting the “I1PDU Mgmt.” option under “Access’ in Expert mode brings up
the five tabs shown in the following figure.

JConneclloServer Outlets Manager | View IPDUs Info ‘ Users Manager ‘ Configuration ‘ Software Upgrade

IPDU Power Mgmt.

IPDU Multi-Outlet Ctrl Port: Aux2

IPMI Power Mgmt. Name: Powerlgm-a2

Jenminal Prome Mend r ume QOutlet State Power Up Interval

GMPSIALE SE3ors 1 ciscoRouter_rm3 g (@ 0.50
2 out2 Qa8 0.50
3 outs @ @ 050
4 out4 Q@ 0.50
5 outs @ @ 050
6 outs Q@ 0.50
7 out? @ @ 050
8 outs Q@ 0.50
9 outo @ @ 0.50
10 out10 Q@ 0.50

Figure 6-3: Web Manager IPDU Power Mgmt. Tab Options
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Users can manage power using the tabbed screens if the following two

prerequisites are completed:

» AnAlterPath PM IPDU is connected to an AUX port on the AlterPath

OnSite.

For the procedure, see the AlterPath OnSite Installation Guide

» TheAUX port is configured for power management.
For the procedure, see “To Configure an AUX Port for IPDU Power

Management [Expert]” on page 266.

Both administrative users and authorized users have access to the first two
tabs. The tasks shared by both types of usersin the following table with the

page numbers where they are documented.

Table 6-2: Power Management Tasks Shared by Authorized Users and Administrative Users

Manage outlets: .
* View status

Lock / unlock
Power on and off

Cycle

Rename outlets

View AlterPath PM IPDU information: .

Number of IPDUs
Number of outlets

» Whether abuzzer, syslogging, or over current

protection is enabled

“1PDU Power Mgmt.>Oultlets
Manager [User]” on page 148
“To View Status, Lock,
Unlock, Rename, or Cycle
Power Outlets’ on page 150

“IPDU Power Mgmt.>View
IPDUs Info” on page 151

“To View and Reset IPDU
Information [Expert]” on page
153

The following table lists tasks that only administrative users can perform
under “1PDU Power Mgmt.” with where the tasks are documented.

Table 6-3: Power Managment Configuration Tasks Performed Only by Administrative Users

Configure users to manage power outlets

* “Access>IPDU Power Mgmt.>Users

Manager” on page 195
» “To Configure Users to Manage Power
Outlets on IPDUs [Expert]” on page 196

194
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Access>IPDU Power Mgmt.>Users Manager

Table 6-3: Power Managment Configuration Tasks Performed Only by Administrative Users

Configure names, alarms, logging, and » “Access>IPDU Power
over-current protection for IPDUs. Mgmt.>Configuration” on page 197
* To Specify Names, Alarms, Syslogging,
and Over-current Protection for IPDUs
[Expert]

Upgrade AlterPath PM IPDU information * “Access>|PDU Power Mgmt.>Software
Upgrade” on page 199
» To Upgrade Software on an AlterPath PM
[Expert]

Access>IPDU Power Mgmt.>Users Manager

Selecting the “Users Manager” tab under Access>IPDU Power Mgmt. in
Expert mode brings up a screen like the one shown in the following figure.

Outlets Manager| View IPDUs Info | Users Manager | Configuration |Software Upgrade

Aux1: Users Information
User Qutlets

|n.dd| |Edi1| |D|I-h|

Figure 6-4: Web Manager IPDU Power Mgmt.> Users Manager Screen

An administrative user can use this screen to assign users to outlets. Figure 6-
4 shows the screen that displays when a single AlterPath PM IPDU is
connected to AUX port 1, which has been configured for power management.
Thelist is empty because no users have been configured for power
management.

If more than one port is configured for power management, multiple user lists
appear, one for each IPDU power management port.
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By default, only administrative users can perform IPDU power management.

Clicking “Add” brings up the following dialog box where the administrative
user can specify one or more comma-separated user names and one or more
outlets.

User I
Outlets I

[ |

Figure 6-5: IPDU Power Mgmt.>Users Manager “Add User” Dialog Box

A comma can be used to separate outlet numbers, and a hyphen can be used to
indicate arange of outlets (for example: 1, 3, 4, 6-8).

When auser is added, the user’s name is added to the list on the Users
Manager screen, as shown in the following figure.

PowerlMgm-ak: Users Information
User Outlets

roseanne 1,3,4,6-8

V¥ To Configure Users to Manage Power Outlets

on IPDUs [Expert]
1. Goto Access>IPDU Power Mgmt.>Users Manager in Expert mode.
The*Users Manager” screen appears.

2. Todisable auser’s ability to manage power, select the username from the
Users Information list and then click “Delete.”

3. To edit auser, select the username from the Users Information list and
then click “Edit.”
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The“Add/Edit User x Outlets’” dialog box appears.
4. To add anew user, click “Add.”
The “Add/Edit User x Outlets’ dialog box appears.

5. Inthe“Add/Edit User x Outlets’ dialog box, do the following as
appropriate.

a. Enter the usernamein the “User” field.

b. Enter or modify the numbers of the outlets to which the user is
assigned in the “Outlets” field.

6. Click OK.
The Users Information list displays the changes.
7. Click “apply changes.”

Access>IPDU Power Mgmt.>Configuration

Selecting the “ Configuration” tab under Access>IPDU Power Mgmt. in
Expert mode brings up a screen like the one shown in the following figure.

Outlets Manager| View IPDUs Info | Users Manager | Configuration |Seftware Upgrade

Aux1: Configuration

Name |Powengm—a1 |

[] Enable Over Current Protection
Enable Syslog
Enable Buzzer

Alarm Threshold Master Unit

Figure 6-6: Web Manager IPDU Power
Management>Configuration Screen

Figure 6-6 shows the Configuration screen when a single AlterPath PM is
connected to AUX port 1 and the AUX port is configured for power
management. The number of amps shown in the Master Unit pull-down menu
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198

varies according to the model of the connected PM. The figure shows number
20 for a20 amp PM.

An administrative user can use this screen to specify the following:

 AnaliasforthePDU
» A threshold current between 1 and 20 amperes

»  Whether any of the following actions occur if the threshold current is
exceeded on the IPDU:

»  Whether syslog messages are generated
*  Whether over-current protection isin effect

If you enable over-current protection, the outlets on the IPDU cannot
be turned on if the current on the IPDU exceeds the selected
threshold.

* Whether abuzzer sounds if the current exceeds the defined threshold

The Configuration screen shows an entry for each port that has an AlterPath
PM 1PDU connected and that is configured for power management. The first
connected IPDU is called the master, the second and subsequently-connected
IPDUsare called slaves. On the screen “ Master Unit” refersto thefirst or only
connected IPDU. When IPDUs are dai sy-chained, the screen displays
additional linesto allow you to specify separate thresholds for slave IPDU(S).

V¥ To Specify Names, Alarms, Syslogging, and

Over-current Protection for IPDUs [Expert]

See " Configuration” on page 142 for background information about the fields
on the IPDU Power Mgmt. Configuration screen, if needed.

1. Goto Access>IPDU Power Management>Configuration in Expert mode.

2. The Configuration screen displays entries for all ports configured for
power management. Perform the following steps for each IPDU.

a. If desired, assign an aliasto an IPDU in the “Name” field.

b. For each IPDU, click the appropriate check boxesto enable or disable
Over Current Protection, the generation of Syslog files, and the
sounding of a Buzzer.

All of the selected actions occur if adefined threshold is exceeded on
the IPDU.
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c. If enabling over-current protection, a buzzer, or alarm notification,
select an Alarm Threshold from the pull-down menu.

3. Click “apply changes.”

Access>IPDU Power Mgmt.>Software Upgrade

On the “ Software Upgrade” screen under Access>IPDU Power Management
in Expert mode, an administrative user can upgrade the software on AlterPath
PM IPDUs.

The following figure shows the Software Upgrade screen listing the software
version on asingle AlterPath PM IPDU connected to AUX1.

Outlets Manager| View IPDUs Info | Users Manager | Configuration |Software Upgrade

Latest software version available:

Aux1: Name: PowerMgm-a1l Number of Units: 1
Master Unit:

Software Version: 1.5.0

Figure 6-7: Web Manager IPDU Power Management>Software Upgrade
Screen

An entry displays for each AUX port configured for power management. The
entry displays information about the directly-connected IPDUs, which is
called the “master,” and about any daisy-chained |PDUs, which are called
“daves.” The screen displays the version number of the softwarethat is
currently installed on each IPDUs.

An administrative user can upgrade |PDU software using this screen, after
installing a more-recent version of the AlterPath PM software into the
OnSite's / tmp directory with the filename pmf i rmware. Clicking the
“Refresh” button checks for the more-recent version of the PM firmware in
the /tmp/pmfirmware file. If the /tmp/pmf irmware fileispresent and
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the software version it contains is more recent than the installed version,
information about the new version is displayed, and an “Update” button
appears on the screen.

Note: An Upgrade button displaysonly if acopy of the most-recent firmware
has been downloaded into /tmp/pmfirmware.

V¥ To Download AlterPath PM Software From

Cyclades [Expert]

An administrative user can use this procedure to download software from the
Cyclades website. See “ To Upgrade Software on an AlterPath PM [Expert]”
on page 201 for how an administrative user can use downloaded AlterPath
PM software to update a connected AlterPath PM. While at the website an
administrative user can also download updated versions of related documents.

1. Onacomputer in the same subnet as the OnSite, bring up a browser and
go to the download section of the Cyclades website at:
http://www.cyclades.com/support/downl oads.php.

2. Find the section on the downloads page for the AlterPath PM, and
compare the latest driver’s version number to the version shown in the
Access>PDU Power Mgmt.>Software screen.

The following example shows the “ AlterPath PM” section on the
downloads page.

AlterPath PM
Manuals
October 15, 2004

Drivers

Driver Version: V_1.4.0

October 15, 2004
Driver Version: V_1.4.0
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Access>IPDU Multi-Outlet Ctrl

For example, the version of AlterPath PM firmware in the previous figure
isDriver Version V_1.4.0. Youwould download it if it ismore recent than
the version shown on the screen.

Click the “ Firmware’ link.

4. Intheversion directory, click the name of the binary you want to
download.

For example, pm_140.bin isthe name of the version 1.4.0 software
file.

5. After the download completes, copy thefile to the /tmp folder with the
name pmfirmware.

V¥ To Upgrade Software on an AlterPath PM
[Expert]
Perform this procedure to upgrade the software on an AlterPath PM.
This procedure requires the following:

* A more-recent version of the AlterPath PM software than the one shown
on the “ Software Upgrade” screen is available from Cyclades, Corp.

* You downloaded the more-recent version of the AlterPath PM software
and copied it into the OnSite's / tmp directory with the filename
pmfirmware. See“To Download AlterPath PM Software From
Cyclades [Expert]” on page 200.

1. Goto Access>IPDU Power Mgmt.>Software Upgrade.
The Software Upgrade screen displays.
2. Click the Refresh button.

If a/tmp/pmfirmware existscontaining a more recent version of the
PM software than the one currently installed, an “Update” button appears.

Click “Update.”
Click “apply changes.”

Access>IPDU Multi-Outlet Ctrl

A multi-outlet device isaserver or other device that has more than one power
supply. On the “1PDU Multi-Outlet Ctrl.” screen, authorized users can view
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and manage the power on a group of outlets that provide power to a server or
other device that has multiple power supplies, when the deviceis connected to
aserial port and properly configured.

Selecting the “IPDU Multi-Outlet Ctrl.” option under “Access’ in Expert
mode brings up the screen shown in the following figure if any of the
conditions described on the page are true.

[Comnectio Server
IPDU Power Mgmt. ‘
IPDU Multi-Outiet Ctrl
IPMI Power Mgmt.
Terminal Profile Menu

Temperature Sensors

There is no Multi-Outlet device defined, no AUX port
configured as Power Management Protocol or the OnSite
could not detect a PM connected to IPDU port.

(see Configuration / Serial/AUX and check for IPDU and PM
configurations)

Figure 6-8: Web Manager IPDU Multi-Outlet Ctrl Unconfigured Warning

Selecting the “IPDU Multi-Outlet Ctrl.” option under “Access’ in Expert
mode brings up the screen shown in the following figure if all the
prerequisites listed in Table 6-4, “Tasks for Configuring Multi-Outlet
Control,” on page 203 are compl ete.

IPDU Power Mgmt. | @ a
MultiOutlet-0

IPDU Multi-Outlet Ctrl . .

IPMI Power Mgmt. PowerMgm-a2: outlet 3 (Port Aux2, PU interval 0.50)

Terminal Profile Menu Powerligm-a2: outlet 6  (Port Aux2, PU interval 0.50)

Temperature Sensors PowerMgm-a2: outlet 7 (Port Aux2, PU interval 0.50)

QOO
B BB

Figure 6-9: Web Manager IPDU Multi-Outlet Ctrl
The multiple outlets do not need to be on the same AlterPath PM 1PDU.
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Outlets on multiple IPDUs can be managed as a group from this screen.

An administrative user must do the prerequisite tasks shown in the following
table before any user can manage power through this screen.

Table 6-4: Tasks for Configuring Multi-Outlet Control

Task

Where Documented

Connect the device that has
multiple power suppliesto an
OnSite serial port and plug it
into outlets on one or more
AlterPath PM IPDU(s).

Make sure the IPDU(s) that are
powering the device are
connected to an AUX port. If
the deviceisplugged into more
than one IPDU, the IPDUs
should be daisy-chained.

Configure the AUX port(s) to
which the IPDU(s) are
connected for power
management.

Configure the multi-outlet
deviceby configuring the serial
port to which the deviceis
connected for IPDU power
management and define the
outlets and the authorized
user(s).

N/A

See the Alter Path OnSte Installation Guide for how to
connect IPDUsto AUX ports.

“To Configure an AUX Port for IPDU Power
Management [Expert]” on page 266

“To Configure a Serial Port for IPDU or IPMI
Power Management [Expert]” on page 250

“To Configure a User for IPDU Power Management for a
Serial Port [Expert]” on page 252

See “Managing Multiple Outlets’ on page 154 for how all users manage

multiple outlets.
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Access>IPMI Power Mgmt.

On the“IPMI| Power Mgmt.” screen under “Access’ in Expert mode, an
administrative user can enable and perform power management of devices
that have Intelligent Platform Management Interface (IPMI) management
controllers. See “Power Management” on page 35 for an introduction to the
options available on the OnSite for IPMI power management, if needed.

Asshown in the following figure, if no IPMI devices have been added
previoudly, only the “Add” button appears.

Connect to Server 3
IPDU Power Mgmt.

IFDU Muthi-Outlet Crl

1P power higmt

Terminal Profile Menu

Temperature Sensors

There is no IPMI device currently defined.
Press "Add” button in case you wish to create one.

Figure 6-10: Web Manager Access>IPMI Power Mgmt. Screen

When an “Add” button or “Edit” button is pressed, a screen appears for
adding or editing adevice.
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3 Add/Edit IPMI Device - Microsoft Internet ... E[EHX\

Access>IPMI Power Mgmt.

[voe |
Alias Alias |test
IP Address \ IP Address @\
Authentication Type Authentication Type
Access Level @l Access Level @l
Username l:l Username
Password Password | ****

3 Add/Edit IPMI Device - Microsoft Internet ... [\@Hx]

Figure 6-11: Web Manager IPMI Power Mgmt. “ Add/Edit IPMI Device”
Dialog Boxes

After you fill out the fields or make changes and save the changes, the device
is either added to the IPMI Devices|list or the configuration for the deviceis
changed. The following figure shows an entry for an IPMI server.

| Connect to Server
| IPDU Power Mgmt.

IPMI Power Mgmt.
| Terminal Profile Menu
Temperature Sensor |PMI Devices: 1
Device Server Device State
Alias IP
test 192.168.46.100 @ |G|

L

Figure 6-12: Web Manager IPMI Power Mgmt. Example Device Entry

Once an IP address for adeviceis added to the list of IPMI devices on this
screen, any user authorized for power management can turn power on and off
and cycle power for the IPMI device through the Web Manager. Also, users
authorized to connect to serial ports can perform IPMI power management on
a serially-connected device while connected.
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Power Management of IPMI devices has the following prerequisites:

 ThelPMI device must be available to the OnSite over the network.

e Theinformation in the following table must be obtained from the IPMI
device's administrator.

Table 6-5: IPMI Information

Field Name Description
Device Alias Optional
IP Address IP address of the device

Authentication type None, Straight Password, MD5, MD2

Access Level (User/Operator/Administrator) Default is User.
Username DefaultisNULL user.
Password Password for administering the remote device

The information isupdated inthe /etc/IPMIServer.conf file

Selecting the IPMI Power Mgmt. option from the Access menu in Expert
mode brings up a screen with all declared IPMI devices, light bulb icons, and
the buttons “Add,” “Edit,” and “Delete.”

Inthe IPMI devicesligt, light bulb icons indicate the current status of the
device. Clicking alight bulb icon toggles the state of the device. When the
statusis unknown, a question mark appearsin thelight bulb. A question mark
indicates either of the following conditions:

» Thedevice was added or deleted and the changes were not saved.

» Thedevicedid not answer IPMI requests.

V¥ To Delete, Add, or Edit an IPMI Device to
Enable or Disable IPMI Power Management
[Expert]

1. Goto Access>IPMI Power Mgmt. in Expert mode.
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2. Todelete apreviously-added IPMI device, select the device's name and
then click the “Delete” button.

3. Toadd adevice, click the “Add” button, and perform the following steps.

a. If desired, enter an optional aliasfor the devicein the”Device Alias.”
filed.

b. Enter the IP address of the IPMI devicein the“IP Address.” field.

c. Choose an authentication type, if desired, from the authentication
type pull-down menu.

d. Choose auser permissions type from the “ Access Level” pull-down
menul.

The default is“User.”
e. Enter aUsername.

f. Enter apassword for administering the remote devicein the
“Password” field and go to Step 5.

4. To edit the configuration for adevice, click the “Edit” button on the line
with the device's name, and make the desired changes on the Edit dialog
box.

5. Click OK.

6. Click “save changes.”

V¥ To Manage Power on an IPMI Device [Expert]
1. Goto Access>IPMI Power Mgmt. in Expert mode.

Entriesfor al previously-defined IPM1 devices appear on the screen. See
“To Delete, Add, or Edit an IPMI Device to Enable or Disable

IPMI Power Management [Expert]” on page 206 if needed, for how to
add adevice.

2. Totogglethe state of adevice, click the adjacent light bulb icon.
3. To briefly turn the power off then on again, click the “ Cycle” button.
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208

Selecting the” Terminal Profile” option under “Access’ in Expert mode brings
up a screen like the one shown in the following figure.

Connect to Server

1PDU Power Mgmt. Menu title

IPDU Multi-Outlet Ctrl
IPMI Power Mgmt. Menu Options

Terminal Profile Menu [
Temperature Sensors

Action Name Action/Command

Figure 6-13: Web Manager Access>Terminal Profile Menu Screen

On the screen shown in Figure 6-13, an administrative user can define a
terminal command menu to appear when a user turns on a dumb terminal that
is connected to one of the serial ports and that is configured as alocal
terminal. A dumb terminal configured as alocal terminal launches a session
directly on the OnSite with access to all the Linux commands on the OnSite
unless you configure a menu here. The Figure 6-13 shows an empty menu.

The menu can contain any command recognized by the Linux operating
system on the OnSite. The most common use of this featureisto create
multiple menu options for launching SSH sessions on remote hosts.

When you click “Add,” the“Add Option” dialog box appears, as shown in the
following screen example.
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-3 Add Option - Microsoft Internet Exj =101 x|

Titie |
ActionfCommand I

-

Figure 6-14:Web Manager Termina Profile Menu “Add Option” Dialog
Box

For example, an administrative user can use this screen to create a menu
called “SSH to Servers’ with options that launch ssh connections to several
servers, such as shown in the following screen example.

A

Menu title SSH_to_Servers

Menu Options

Action Name Action/Command
SunServerl CA s5h 192.111.111.11
WinxXPServer BR ssh 192.112.112.12

WindowsMEServer NY ssh 192.113.113.13

Figure 6-15: Web Manager Terminal Profile Menu Example

V¥ To Create a Menu for a Dumb Terminal
[Expert]
1. Goto Access>Terminal Profile Menu in Expert mode.
The“Terminal Profile” menu displays.
2. Enter atitlefor the menu in the “Title” field.

3. To edit an existing menu option, select the action name from the table and
then click “Edit.”

4. To add anew menu option, click “Add.”

The“Add Option” dialog box appears.

Web Manager for OnSite Administrators 209



Access>Temperature Sensors

a. Enter atitle for the menu option in the “Title” field.

Enter an action or command to be executed when the user clicks the
menu option in the “Action/Command” field, and repeat for the
number of options desired.

c. Click OK.
5. Click “apply changes.”

The terminal menu then appears when the dumb terminal is turned on.

Access>Temperature Sensors

OnSite administrative users and regular users can monitor three temperature
sensors on the OnSite. The two types of users access the temperature readings

from different locations in the Web Manager.

OnSite administrative users can use the “ Temperature Sensors’ screen under
Accessin Expert mode to access graphs of temperaturesread from the interna
temperature sensors. The screen appears as shown in the following figure.

Connect to Server
1PDU Power Mgmt.
IPDU Multi-Outlet Cerl
1PMI Power Mgmt.
Terminal Profile Menu

Temperature Sensors [|

Figure 6-16: Web Manager Temperature Sensor Screen
All users can modify graph display settings, create graph profiles, and apply

FPGA v

an existing profile to the current view.

The sensors are located at the following locations within the OnSite:

* FPGA (field programmable gate array)

e Power supply

« CPU

210
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Default and user-added profiles are saved in:
/new_web/normal/applications/appl/profiles/

See Table 1-27, “ Temperature Graph Parameters,” on page 58 for descriptions
of the defaults and allowed values an administrative user can specify to
change the display.

For details on how to monitor settings and change graph displays, go to: “To
Monitor the OnSite’'s Temperature” on page 158.

Configuration

Under “Configuration” in Expert mode, six main options appear in the left
menu, as shown in the following figure.

Configuration

= General
P Genera
KVM Ports
SeriallAUX
Inband Direct Access
Security
Network Commen Escape Sequence | [CTRL]K

Syst
IS Sun Keyboard Modifier Keys | [WIN]

Port Authentication Toc=l

Figure 6-17:Web Manager Configuration Menu Options

See the following sections for details about the tasks performed using the
screens under Configuration in Expert mode:

e “Configuration>KVM" on page 212

Web Manager for OnSite Administrators 211



Configuration>KVM

e “Configuration>Seria/AUX" on page 227
* “Configuration>Inband” on page 273

» “Configuration>Security” on page 275

e “Configuration>Network” on page 298

* “Configuration>System” on page 347

Configuration>KVM

Selecting Configuration>KVM in Expert mode brings up three KVVM options
in the left menu as shown in the following figure.

General ‘ Local User ‘ 1P Users

SerialiAUX [ Direct Access
Inband Common Escape Sequence
S Sun Keyboard Modifier Keys

Network
System Port Authentication

Figure 6-18: Web Manager Configuration>KVM Menu Options

Administrative users can use the KVM menu options for custom
configuration of KVM ports.

Configuration>KVM>General

Also as shown in Figure 6-18, selecting Configuration>KVM>General in
Expert mode brings up three tabs: General, Local User, and IP Users.
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Configuration>KVM>General>General

On the General screen under Configuration>KVM>General in Expert mode,
an administrative user can specify the parameters shown in the following

table.

Table 6-6: KVM>General>General Screen Fields and Options

Parameter Name

Definition

Where Documented

Direct Access

Common Escape

Sequence

Sun Keyboard
Modifier Keys

Selecting this check box enables
loginsto KVM portsdirectly from
the Web Manager Login screen.

Note:If the security profile does
not permit direct accessto KVM

ports, this checkbox appears but

cannot be selected.

Redefines the escape sequence for
KVM connection hot keys.

Redefines the escape key for Sun
keyboard emulation hot keys. If
needed, see “Sun Keyboard
Emulation Hot Keys’ on page 87.

* “Enabling Direct Accessto
KVM Ports’ on page 214

* “To Enable Direct Access
to KVM Ports [Expert]” on
page 214

* “Configuring Keyboard
Shortcuts (Hot Keys)” on
page 63

* “To Redefine KVM Port
Connection Hot Keys
[Expert]” on page 215

* “Configuring Sun
Keyboard Equivalent Hot
Keys’ on page 64

* “To Redefine the Escape
Key for Sun Keyboard
Emulation Hot
Keys[Expert]” on page 216
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Table 6-6: KVM>General>General Screen Fields and Options (Continued)

Parameter Name  Definition Where Documented

Port Authentication ~ Allows you to choose whether  “Configuring
authentication is required for Authentication for Direct
direct loginsto KVM ports. If Accessto KVM Ports” on
needed, see the introduction to page 216

authentication on the OnSite
under “OnSite Authentication
Options’ on page 7.

* “To Configure an
Authentication Method for
Direct Access
to KVM Ports [Expert]” on
page 217

Enabling Direct Access to KVM Ports

When direct accessto KVM portsis enabled, users authorized to access KVM
ports can use a port field on the Web Manager login screen to log in and
connect directly to the port. See “To Log Into the Web Manager as admin” on
page 108, if desired, for an example of the login screen when direct loginis
enabled.

V¥ To Enable Direct Access to KVM Ports
[Expert]
1. Go to Configuration>KVM>General in Expert mode.
The General screen appears.

2. Click “Direct access.”

3. Click “apply changes.”

Configuring KVM Port Keyboard Shortcuts (Hot
Keys)
An administrative user can use the three KVM General configuration screens
(General, Local User, IP Users) to redefine a default set of keyboard shortcuts

(called hot keys), which allow users to perform common actions while
connected to KVM ports. To perform this optional action, you need to
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redefine the common escape sequence portion of each hot key separately from
the command key.

The following table summarizes the format of the hot keys, the defaults, and
where they can be redefined.

Table 6-7: Format for KVM Port Connection Hot Keys

Common Command Key Where Defined
Escape
Sequence
Format “Modifier” + “letter key” Configuration>KVM>General
“letter key”

Note:The format and valid
modifiersare [CTRL], [SHIFTI,
[ALT], and [WIN]

Defaults Ctrl+k ptobringupthe Configuration>KVM>Local
“power Users
management Configuration>KVM>IP Users
screen, g
to quit, and so
forth. See “What
You See When
Connected to a
KVM Port” on
page 82 for all
the default
command keys.

V¥ To Redefine KVM Port Connection Hot Keys
[Expert]
1. Goto Configuration>KVM>General in Expert mode.
The General screen appears.

2. To redefine the “ Common Escape Sequence” enter a key combination
starting with amaodifier key followed by aletter in all caps, for example,
[CTRL]M. Valid modifier keysare [CTRL], [SHIFT[, [ALT], and [WIN].
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3. To redefine the command key portion of any AlterPath Viewer keyboard
shortcuts, do one of the following steps.

» To change the command key for userswho access KVM portsthrough
the OSD, go to the Local User tab.

OR

» Tochange the command key for userswho accessKVM portsthrough

the Web Manager (KVM over IP) on OnSite hardware version 1.0.0
go tothe IP Userstab.

AND

* Onthe“Local User” or “IP Users’ tab, redefine the command keys, as
desired, in any of the following fields. “ Quit,” “Power Management,”
“Mouse/Keyboard Reset,” “Video Control,” “ Switch Next,” “ Switch
Previous,” “Port Info.”

4. Click “apply changes.”

V¥ To Redefine the Escape Key for Sun
Keyboard Emulation Hot Keys [Expert]
1. Goto Configuration>KVM>General in Expert mode.
The General screen appears.

2. Toredefinethe“ Sun Keyboard Modifier Keys’ replace [WIN] with one
of thefollowing: [CTRL], [SHIFT],Or [ALT].

3. Click “apply changes.”

Configuring Authentication for Direct Access to
KVM Ports

Choice of authentication types for direct accessto KVM ports are:

* None

* Loca

» Kerberos (either Kerberos or Kerberos/DownlL ocal),

* LDAP (either LDAP or LDAP/DownLocal)

* NTLM (either NTLM Windows NT/2000/2003 or NTLM/DownL ocal)
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 RADIUS (either RADIUS or RADIUS/DownL ocal
» TACACSH+ (either TACACS+, and TACACS+/DownLocal)

V¥ To Configure an Authentication Method for
Direct Access to KVM Ports [Expert]

This procedure configures a single authentication method that applies
whenever anyone attempts direct access to any KVM port through the Web
Manager login screen.

1. Goto Configuration>KVM>General in Expert mode.
The General screen appears.

2. Select an authentication method from the Authentication pull-down
menu.

The default optionis Local.

None
Local

TacacsPlus

Ldap

RadiusDownLocal
TacacsPlusDownLocal

LdapDownLocal

Kerberos

KerberosDownLocal

NTLM (Windows NT/2000/2003 Domain)
NTLM DownLocal

Click “Done.”
4. Click “apply changes.”
The changes are stored in /etc/kvmd . conf onthe OnSite.

5. If you select any authentication method other than None or Local, make
sure that an authentication server is specified for the selected
authentication type.

See “ Configuring Authentication Servers for Logins to the OnSite and
Connected Devices’ on page 160.
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Configuration>KVM>General>Local User

Selecting Configuration>KVM>General>Local User brings up a screen with
the fields shown in the following figure.

General | Local User ‘ IP Users

Screen Saver

Timeout (min) 10

Idle Timeout (min) |3
Keyboard type us v | Cycle Time (sec) |5

Escape Sequences

. Power
Quit q

Management P
Mouse/Keyboard 5 Video Control v
Reset
Switch Next . Switch Previous

Port Info i

v

Figure 6-19: Web Manager KV M>General>Loca User Screen

Onthe“Local User” screen under Configuration>KVM>General in Expert
mode an administrative user can redefine the default session parameters that
apply when a user (called the Local User) is directly-connected to the Local
User management port on the OnSite and is using the OSD. The following
table lists and describes the parameters that appear on the screen.

Table 6-8: Session Parameters for Local User

Field Name Definition

Idle Timeout Sets the maximum time (in minutes) for the session to beidle
beforeit is closed.

Screen Save Timeout Sets the time (in minutes) for the session to be idle before the
screen saver activates.
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Table 6-8: Session Parametersfor Local User (Continued)

Field Name Definition

Keyboard Type Sets the keyboard type. Choose the type of keyboard connected
to the Local User port on the OnSite. The options from the drop-
down list are shown in the following figure.

BR-AENT
BR-LENTZ2

Japanese
German
Italian
French
Spanish

Cycle Time Change the cycle time (in seconds), which is the duration for
viewing each server while cycling.

Escape Sequence Optionally redefine the command key portion of keyboard
shortcuts for each type of user. For more information about
redefining keyboard shortcuts, see “ Configuring Keyboard
Shortcuts (Hot Keys)” on page 63 and “To Redefine KVM Port
Connection Hot Keys [Expert]” on page 215 if needed.

Configuration>KVM>General>IP Users

Onthe“IP Users’ screen under Configuration>KVM>General in Expert
mode, an administrative user can define the default session parameters that
apply when aremote user (called the IP User) is connected to aKVM port
through the Web Manager (in atype of session called KVM over |P).

Selecting Configuration>KVM>Genera >I P Users brings up a screen with the
fields shown in the following figure on the OnSite hardware version 1.1.0 or
later.
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General Local User IP Users

Idle Timeout (min) |3
TCP Viewer Poris 5900+
IP security

@® Level 0 (No Encryption)

O Level 1 (Encrypt Keyboard and Mouse data)

O Level 2 (Encrypt Video, Keyboard and Mouse Data)
[JUse 3DES Encryption on Video Session

Figure 6-20: Web Manager KVM>General>IP Users Screen, Version 1.1.0

Selecting Configuration>KVM>Genera >I P Users brings up a screen with the
fields shown in the following figure on OnSite hardware version 1.0.0.

General | Local User | IP Users

Idle Timeout (min) |3
TCP Viewer Poris 5900+
IP security

@® Level 0 (No Encryption)

O Level 1 (Encrypt Keyboard and Mouse data)

O Level 2 (Encrypt Video, Keyboard and Mouse Data)
[JUse 3DES Encryption on Video Session

Escape Sequences

Quit Power

4| Management i
Mouse/Keyboard
Reset =| Video Control v
Switch Next .| Switch Previous
Port Info i

Figure 6-21: Web Manager KVM>General >I P Users Screen, Version 1.0.0

The following table lists and describes the parameters that appear on the
screens for both types of users.

Table 6-9: Session Parameters for Local User and IP Users

Field Name Definition

Idle Timeout Sets the maximum time (in minutes) for the session to beidle
beforeit is closed.

220 AlterPath OnSite Administrator’s and User’s Guide



Configuration>KVM>General>IP Users

Table 6-9: Session Parameters for Local User and IP Users (Continued)

Field Name Definition

TCP Viewer Ports Change the number of the TCP port used for the AlterPath
Viewer. [IP User only.] The default is 5900+. You may need to
change the default, for example, if your firewall is blocking port
5900. (For more details, see “Port Numbers and Aliases’ on
page 47.) Port numbers 1-1024 are reserved. Indicate a range of
ports by entering aplus sign (+) after thefirst port number (asin
2500+) or by entering a dash between two port numbers (asin
2500-2501). Indicate a set of nonadjacent port numbers by
separating port numbers with commas (as in 2500, 2508).

IP Security Specify the level and type of encryption. If the radio buttons for
Level 1 or Level 2 are selected, RC4 encryption is used unless
the 3DES checkbox is also selected.

Escape Sequence Optionally redefine the command key portion of keyboard
shortcuts for each type of user. For more information about
redefining keyboard shortcuts, see “ Configuring Keyboard
Shortcuts (Hot Keys)” on page 63 and “To Redefine KVM Port
Connection Hot Keys [Expert]” on page 215 if needed.

Note: This area does
not appear when this
screen displays on the
newest OnSite
hardware, because the
“Show Connections’
menu replaces the hot
keys. (See“What You
See When Connected to
aKVM Port” on page
82.)

V¥ To Configure Local User Sessions [Expert]

Perform this procedure if you want to redefine the parameters that apply to
KVM port sessions that are started by a user who is directly logged into the
OnSite through a Local User station.

1. Goto Configuration>KVM>General>Local User in Expert mode.

2. Tochangetheidletimeout, enter a different number of minutesin the
“Idle Timeout” field.
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To change the screen saver timeout, enter adifferent number of minutesin
the “ Screen Saver Timeout” field.

To change the keyboard type, select a different keyboard from the
“Keyboard type” pull-down menu.

To change the cycle time, enter a different number of secondsin the
“Cycle Time’ field.

To change any of the command key portions of KVM hot key
combinations, enter adifferent letter in the* Quit,” “Power Management,”
“Mouse/Keyboard Reset,” “Video Control,” “ Switch Next,” “ Switch
Previous,” or “Port Info” fields.

Click “apply changes.”

V¥ To Configure IP Users (KVM Over IP)
Sessions [Expert]
Perform this procedure if you want to redefine the parameters that apply to

KVM port sessions when a remote user is connected through the Web
Manager (inaKVM over |P session).

1.
2.

Go to Configuration>KVM>Genera >I P Users in Expert mode.

To change the idle timeout, enter a different number of minutesin the
“|dle Timeout” field.

To change the TCP port number used by the AlterPath Viewer, enter
another number in the “ TCP Viewer Ports’ field.

Check the radio button next to the desired level or type of encryption.

If the “ Escape Sequences’ area appears on the screen, to optionally
change any of the command key portions of KVM hot key combinations,
enter adifferent letter in the “ Quit,” “Power Management,” “Mouse/
Keyboard Reset,” “Video Control,” “Switch Next,” “Switch Previous,” or
“Port Info” fields.

Click “apply changes.”
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KVM Ports

Selecting Configuration>KVM>KVM Ports in Expert mode brings up the
screen shown in the following figure.

| senavaux
| iInband

| security

| Hetwork
System

Device Name Physical ID Number of Ports
master 8

Figure 6-22: Web Manager KVM>KVM Ports Screen

The device name “master” stands for the OnSite. Selecting “master” and
clicking the “ Ports” button brings up alist of the KVM ports on the OnSite, as
shown in the following figure.

~

Port Name Physical ID Disable
Port 1 port 1 -~
Port 2 port 2
Port 4 Port 4
Port 5 Port 5
Port & Port & L
Port 7 Port 7
Port 8 Port 8
Port 9 Port 9
Port 10 Port 10 v

| Done | | Modify | | Enable | | Disable p

Figure 6-23:KVM Ports List

After selecting one or more ports, the administrative user can enable or
disable the KVVM port(s) using the “Enable” or “Disable” buttons on the
screen.
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When you select a port and click the “Modify” button, the dialog box shown
in the following figure appears.

Alias Port 1
Power Outlets
Device ‘master v

Outlets at Device _1

Figure 6-24:KVM “Modify Port” Dialog Box
On the Modify Port dialog box, the administrative user can do the following:

» Configurean aiasfor asingle KVM port

» Configure power management for the server that is connected to the KVM
port while the user islogged into the server

Power management while connected to aKVM port is possible only when the

following conditions are true:

» The device connected to this port is plugged into an AlterPath PM IPDU
that is connected to the AUX1 port on the OnSite

 The AUX1 port is configured for power management.
See “To Configure an AUX Port for IPDU Power Management [ Expert]”
on page 266.

* You know the outlet number or numbers into which the server’s power
cable or cables are plugged.
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Note: On thisversion of the OnSite, cascading OnSitesis not supported. For
that reason, the only entry in the Device pull-down list is “master.”

The"Outlets at Device” field isfor specifying the number(s) of the outlet(s)
into which the device that is connected to the selected KVM port is plugged.
Specify multiple outlet numbers separated by commas, or enter a range of
numbers separated by a dash. For example, specify outlet number 1,4,6-8 if
the device connected to the currently selected KVM port 3 is plugged into
outlets 1, 4, 6, 7, and 8 on an IPDU connected to AUX port 1. If more than
one IPDU is daisy-chained to a port, the outlet numbers would be specified
sequentially. For example, if two IPDUs are daisy-chained, and the first IPDU
has eight outlets, then you would enter the number 14 to indicate the sixth
outlet on the second IPDU.

V¥ To Configure a KVM Port for Power
Management [Expert]

Perform this procedure to enable a user who is connected to a server through a
KVM port to perform power management while connected. When this
procedure is completed, the user can manage multiple power outlets for the
server while connected to the server.

1. Goto Configuration>KVM >KVM Portsin Expert mode.
The KVM Ports screen appears.
2. Select the master device or slave devices.
Click the “Ports’ button.
Select asingle port to be modified, and then select the “Modify” button.
The“Modify Port” dialog box appears.

5. Enter the number of one or more outlets into which the server’s power
cableis plugged in the “Outlet” field.

6. Click OK on the dialog box.
Click “Done” on the screen listing all the ports.

Click “apply changes.”
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V¥ To Configure an Alias for a KVM Port [Expert]

1.

5.
6.

Go to Configuration>KVM >KVM Ports in Expert mode, select the
device that includes the port(s) you wish to modify.

Click the “Ports” button.

A list of al the selected ports appears.

Select asingle port to be modified, and then select the “Modify” button.
The“Modify Port” dialog box appears.

To change the port’s aias, do the following steps.

a. Enter anew diasinthe“Alias’ field.

b. Click OK on the dialog box.

Click “Done” on the screen listing all the ports.

Click “apply changes.”

To Enable or Disable a KVM Port [Expert]

1.

Go to Configuration>KVM >KVM Portsin Expert mode, and select the
device that contains the port(s) you wish to enable or disable.

Click the “Ports” button.

A screen listing all the selected ports appears.Select the port(s) to be
enabled or disabled, and then select the “Enable” or “Disable” button.

Click “Done” on the screen listing all the ports.

Click “apply changes.”
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Configuration>Serial/AUX

Selecting Configuration>Serial/AUX in Expert mode brings up three options
in the left menu, as shown in the following figure.

[ Modity Selected Ports || Modity Al Ports |
[ Enable Selected Ports | [ Disable Selected Ports |

Notifications Port Disable Alias Connection Protocol Serial Confi
Inband
Security
Network
System

Conscle (Telnet) 5600 8N1
Conscle (Telnet) SE00 ENL
Conscle (Telnet) SE00 8N1
Conscle (Telnet) SE00 ENL
Conscle (Telnet) SE00 8N1
Conscle (Telnet) SE00 ENL
Conscle (Telnet) SE00 8N1
Conscle (Telnet) SE00 ENL

L N

Figure 6-25: Web Manager Configuration>Serial/AUX Menu Options

Using the Serial/AUX menu options as described in the following sections, an
administrative user can perform custom configuration of serial and AUX
ports.

Configuration>Serial/AUX>Physical Ports

Selecting Physical Ports under Configuration>Serial/AUX in Expert mode,
brings up the screen shown in Figure 6-25.

The Physical Ports screen displays alist of the serial ports on the OnSite.

Selecting aport or ports and then clicking the “Modify Selected Ports’ button
brings up six tabs, as shown in the following figure.

[ General | Access | Data Buffering | Multi User |PowerManagement| Other I

Figure 6-26: Web Manager Serial/AUX>"Modify Selected
Ports’ Tab Options

By selecting the tabs and bringing up the associated screens, an administrative
user can specify a separate set of valuesfor individual serial ports or groups of
seria ports or can specify the same set of values for all ports.
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See this procedure for how to select ports for modification:

“To Select One or More Serial Ports [Expert]” on page 193

See the descriptions on how to use the screens in the following sections.

“Configuration>Serial/AUX>Physical Ports> General” on page 230
“Configuration>Serial/AUX>Physical Ports> Access’ on page 239

“Configuration>Serial/AUX>Physical Ports>Data Buffering” on page
242

“Configuration>Serial/AUX>Physical Ports>Multi User” on page 245

“Configuration>Serial/AUX>Physical Ports>Power Management” on
page 247

“Configuration>Serial/AUX>Physical Ports>Other” on page 253

V¥ To Select One or More Serial Ports [Expert]

1.

Go to Configuration>Serial/AUX>Physical Portsin Expert mode.
The Physical Ports screen appears.
To select aport or ports, do one of the following steps.

» Toselect asingle port, click the port.

» Toselect multiple portsin arange, click the first port and then hold
down the Shift key while selecting another port or ports.

Moy Selcied Ports | | oy A Pors |

Enable Selected Ports || Disabde Soheciod Ports
Port  Disable Alias Connection Protocel Serial Config
1 ] 9600 EN

» To select multiple ports that are not in arange, click the first port and
then hold down the Ctrl key while selecting another port.
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3. Goto the desired procedure from the following list.
Table 6-10: Configuration Procedures for Selected Serial Ports

To Configure Serial Port Access for Users [ Expert] Page 240
To Configure a Serial Port Authentication Method [Expert] Page 241
To Configure Data Buffering for Serial Ports [Expert] Page 243
To Configure Multiple Serial Port Sessions and Port Sharing [Expert] Page 246
To Configure a Seria Port for IPDU or IPMI Power Management [ Expert] Page 250

To Configure a User for IPDU Power Management for a Serial Port [Expert] Page 252

To Configure TCP Port Number, STTY Options, Break Interval, and the Login  Page 254
Banner for a Seria Port Connected to a Console [Expert]

V¥ To Enable or Disable Serial Ports [Expert]

1. Goto Configuration>Serial/AUX>Physical Portsin Expert mode, select a
port or ports to modify.

If needed, see“To Select One or More Seria Ports[Expert]” on page 193.
To enable selected ports, click the “ Enable Selected Ports’ button.

To disable selected ports, click the “Disable Selected Ports’ button.

Click “Done.”

Click “apply changes.”

a k~ wbn
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Configuration>Serial/AUX>Physical Ports>

General

Selecting one or more serial ports and clicking either the “Modify Selected
Ports’ or “Modify all ports’ button, brings up a General screen like the one

shown in the following figure.

General | Access ‘ Data Buffering | Multi User ‘ Power Management Other

Connection Protocol Console (Telnet) 3

Alias

Baud Rate (Kbps) 9600 v

Flow Control None v Data 8 v

Parity None v Stop Bits 1w

DCD State Disregard v

l Selected ports #: 1 | Done | J

Figure 6-27: Web Manager Serial/AUX>Physical Ports>General Screen

The number(s) of the selected port(s) displays next to the “Done” button at the
bottom of the screen in the format: “ Selected ports #:N,” where N stands for

the port number.
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An administrative user can use the General screen to configure the selected
ports. The following table shows the tasks that can be performed using the
General screen and provides links to where the tasks are documented.

Table 6-11: Tasksfor Configuring Serial Ports (General)

Task

Where Documented

Configure a connection protocol

Assign an dliasto asingle serial port at a

time

Change serial port settings to match the
connected device

“Seria/AUX>Physical
Ports>Genera>Console Access Server
Protocols’ on page 232

“Serial/AUX>Physical
Ports>General>Terminal Server Profile
Connection Protocols’ on page 233

“Seria/AUX>Physical
Ports>General>M odem and Power
Management Connection Protocols’ on
page 235

“To Configure an Aliasfor a Serial Port
[Expert]” on page 238.

“To Configure Serial Port Settingsto Match

the Connected Device [Expert]” on page
238.
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Serial/AUX>Physical Ports>General>Console
Access Server Protocols

When a serial port is connected to the console port on adevice, a Console
Access Server (CAS) profile must be defined for the serial port using values
you supply in the serial port configuration screens. Selecting the appropriate
connection protocol on the Configuration>Serial/AUX>Physical
Ports>General Screen is part of defining the CAS profile The connection
protocols apply in the following cases:

When a user accesses the serial port through the Web Manager, the
session automatically usesthe specified protocol to connect to the console
of the connected device.

When a user logsin remotely over the Internet to the serial port, accessis
allowed only for the selected protocol. If the user uses another protocol,
accessis denied. For example, if you specify the “ Console (SSH)”
protocol, the user can use ssh but cannot use telnet to accessthe serial
port.

The options from the list of connection protocolsin the following table are
used when the OnSite serial port is connected to the console port of aserver or
other device.

Table 6-12: Protocols for Devices With Console Ports Connected to Serial Ports

Protocol Name

Result

Console (Telnet)

Console (SSH)

Console
(TelnetSSH)

Console (Raw)

Authorized users can use telnet to connect to the console of the
connected device.

Authorized users can use ssh to connect to the console of the
connected device.

Authorized users can use telnet or SSH to connect to the console
of the connected device. When shared sessions are allowed,
simultaneous telnet and SSH sessions are allowed through the
seria port.

Authorized users can make a raw socket connection to the console
of the connected device.
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The remaining serial port connection protocol options are nonstandard, and
they should only be used by expert administrators to meet special serial port
configuration needs.

Serial/AUX>Physical Ports>General>Terminal
Server Profile Connection Protocols

When a dumb terminal is connected to the console port on adevice, a
Termina Server (TS) profile must be defined for the serial port using values
you supply in the serial port configuration screens. Selecting the appropriate
connection protocol on the Configuration>Serial/AUX>Physical
Ports>General Screen is part of defining the TS profile. An administrative
user can configure serial portsto support dumb terminalsin the following two

ways:

» Dedicate adumb terminal to access a single remote server by means of
either telnet, one of two ssh versions, or raw socket connections.

»  Enable adumb terminal to access multiple servers and perform any other
desired actions through the OnSite.

The TS profile must specify the terminal type, the desired connection
protocol, the TCP port number, and the | P address for the remote host (for
dedicated dumb terminals). When the user turns on a dedicated dumb
terminal, the OnSite starts a session using the specified connection protocol.
For example, if “Telnet” is selected as the connection protocol, when the
dumb terminal isturned on, the OnSite automatically startsatelnet session
on the specified host.

The following table describes the connection protocols that can be selected if
adumb terminal is connected to the selected serial port. When you choose one
of the dumb terminal connection protocols, TS profile-specific fields appear
on the “Other” screen, which you also need to fill out.

Table 6-13: Protocols for Dumb Terminals Connected to Serial Ports

Protocol Name Result

Telnet Dedicates a dumb terminal that is connected to the selected serial
port to access a specific server using the telnet protocol. When
the attached dumb terminal is turned on, the OnSite opens a
telnet session on the server, whose IP address you need to
specify on the “ Other” screen.
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Table 6-13: Protocols for Dumb Terminals Connected to Serial Ports (Continued)

Protocol Name

Result

SSHv1

SSHv?2

Local Termina

Raw Socket

Dedicates a dumb terminal that is connected to the selected serial
port to access a specific server using the ssh vl protocol. When the
attached dumb terminal is turned on, the OnSite opens a SSH
version 1 session on the server, whose | P address you need to
specify on the “ Other” screen.

Dedicates a dumb terminal that is connected to the selected serid
port to access a specific server using the ssh v2 protocol. When the
attached dumb terminal is turned on, the OnSite opens a SSH
version 2 session on the server, whose | P address you need to
specify on the “ Other” screen.

Dedicates a dumb terminal that is connected to the selected seria
port to connect to the OnSite. When the attached dumb terminal is
turned on, the OnSite opensatelnet session on itself. The user
then can use any of the OnSite's Linux commands. An
administrative user can also create a Terminal Profile menu (under
Access>Terminal Profile Menu in Expert mode) that enables the
user to quickly launch sessions on any number of remote hosts.

Dedicates a dumb terminal that is connected to the selected serial
port to access a specific remote host using the raw socket
protocol. When the attached dumb terminal is turned on, the OnSite
opensaraw socket session on the host using an IP address and
TCP port number you must specify on the “ Other” screen.

The following table shows the tasks related to configuring a dumb terminal.
Table 6-14: Tasksfor Configuring a Dumb Terminal

Task

Where Documented

Select the appropriate dumb terminal “To Configure a Serial Port Connection

connection protocol

Protocol for a Dumb Terminal [Expert]” on
page 237
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Table 6-14: Tasksfor Configuring a Dumb Terminal (Continued)

Task Where Documented

Completethe TS profile (terminal type, host  “To Configure Dumb Terminal Server
I P address and TCP port humber) as Connection Options [Expert]” on page 255
required by the connection protocol

For a dumb terminal configured with the “To Create aMenu for a Dumb Termina
Local Terminal protocol, configure an [Expert]” on page 209

optional menu to display when the terminal

is turned on and connected to a session on

the OnSite

Serial/AUX>Physical Ports>General>Modem and
Power Management Connection Protocols

The following table shows the connection protocols for modems or AlterPath
PM 1PDUs connected to the serial ports.

Table 6-15: Protocols for Serial Ports Connected to Modems or IPDUs

Protocol Name Result

PPP-No Auth Starts a PPP session without interactive authentication required.
Assumes the specified OnSite serial port is connected to an external
modem.

PPP Starts a PPP session with authentication required. Assumes the

specified OnSite serial port is connected to an external modem.

SLIP Starts a SLIP session. Assumes the specified OnSite serial port is
connected to an external modem.

CSLIP Starts a CSLIP session. Assumes the specified OnSite serial port is
connected to an external modem.

Power Management  Configures the serial port for power management. Assumes an
AlterPath PM IPDU is connected to the serial port.
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V¥ To Configure a Serial Port Connection
Protocol for a Console Connection [Expert]

This procedure assumes that the selected seria port is physically connected to
aconsole port on adevice.

1. Goto Configuration>Serial/AUX>Physical Portsin Expert mode, select a
port or ports to modify, click the appropriate Modify Ports button.

The General screen appears.
If needed, see” To Select One or More Serial Ports [Expert]” on page 228.

2. Select one of the three Console options from the Connection Protocol
pull-down menu.

Console (Telnet)

Console (SSH)
Console (Raw)
Telnet

SSHv1

SSHvZ2

Local Terminazl
Raw Socket
PPP-No Auth
PEP

SLIP

CSLIP

Power Management

See Table 6-12, “Protocols for Devices With Console Ports
Connected to Seria Ports,” on page 232, if needed for definitions of the
console connection protocols.

3. If youwant to change any of the other current settings, goto “To
Configure Serial Port Settings to Match the Connected Device [ Expert]”
on page 238.

4. If you arefinished, click “Done.”
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V¥ To Configure a Serial Port Connection
Protocol for a Dumb Terminal [Expert]

This procedure assumes that the selected seria port is physically connected to
adumb terminal. See Table 6-13, “Protocols for Dumb Terminals

Connected to Serial Ports,” on page 233, if needed for definitions of the dumb
terminal connection protocols.

1. Goto Configuration>Serial/AUX>Physical Portsin Expert mode, select a
port or ports to modify, click the appropriate Modify Ports button.

The General screen appears.
If needed, see” To Select One or More Serial Ports [Expert]” on page 228.

2. To configure adumb terminal to automatically connect to the OnSite, do
the following steps.

a. Select“Local Termina” from the “Connection Protocol” pull-down
menu.

b. Defineatermina profile menu, if desired.

Go to “To Create a Menu for a Dumb Terminal [Expert]” on page
209.

3. To configure a dedicated dumb terminal to automatically connect to a
server, do the following steps.

a. Select“Telnet,” “SSHv1,” “SSHv2,” or “Raw Socket” from the
“Connection Protocol” pull-down menu.

b. Specify theterminal type and the address of the remote host using the
“Other” screen.

Go to “To Configure Dumb Terminal Server Connection
Options [Expert]” on page 255.

4. If you want to change any of the settings, go to “To Configure Serial Port
Settings to Match the Connected Device [Expert]” on page 238.

5. If you arefinished, click “Done.”

Web Manager for OnSite Administrators 237



Configuration>Serial/ AUX>Physical Ports> General

238

V¥ To Configure an Alias for a Serial Port
[Expert]

1.

4,

Go to Configuration>Serial/AUX>Physical Portsin Expert mode, select a
port to modify, and click the Modify Ports button.

If needed, see “To Select One or More Seria Ports [Expert]” on page 193.

The General screen appears. The Aliasfield appears on the General
screen only when a single port is selected for modification.

Enter the desired string in the Aliasfield.
Click “Done.”
Click “apply changes.”

V¥ To Configure Serial Port Settings to Match
the Connected Device [Expert]

The settings for a seria port must match the connection settings on the
connected device. The default settings are correct for most devices. If the
connection does not work, you might have to experiment with changing these
settings. Check the device's manual if possible to see what the device's
settings are.

1.

Go to Configuration>Serial/AUX>Physical Portsin Expert mode, and
select aport or ports to modify.

If needed, see“To Select One or More Seria Ports[Expert]” on page 193.
The General screen appears.

To change the baud rate, select an option from 2400 to 921600 Kbpsfrom
the Baud Rate pull-down menu.

The default is 9600, which is the most common baud rate for serially-
managed devices.

To change the flow control, select None, Hardware, or Software from the
Flow Control pull-down menu.

The default is None.

To change the parity, select None, Odd, or Even from the Parity pull-down
menul.
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The default is None.

5. To change the data size, select an option from 5 to 8 from the Data pull-
down menu.

The default is 8.
6. To change the stop hits, select 1 or 2 from the stop bits pull-down menu.
The default is 1.

7. To change whether the data carrier detect (DCD) state is disregarded or
not, select either “Disregard” or “Regard.”

Click “Done.”
Click “apply changes.”

Configuration>Serial/AUX>Physical Ports>

Access
Selecting Configuration>Serial/AUX>Physical Portsin Expert Mode,

selecting one or more serial ports, and then selecting the Access tab, brings up
ascreen like the one shown in the following figure.

General Access | Data Buffering | Multi User ‘ Power Management | Other
Authorized Users/Groups
Type 3
Selected ports #: 1 Done J

Figure 6-28: Web Manager Serial/AUX>Physical Ports>Access Screen
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On the Access screen under Configuration>Serial/AUX>Physical Portsin
Expert mode, an administrative user can perform the tasks shown in the

following table.

Table 6-16: Tasks Performed Using the Serial/AUX> Physical Ports>Access Screen

Task

Notes and Where Documented

Restrict accessto a seria port by specifying
one or more users or groups (and thereby
excluding all others) or by denying accessto
one or more Users or groups

Choose an authentication type for the serial
port from the following pull-down list.

Thedefaultisall users have access. See“ To
Configure User Access for One or More
Serial Ports [Expert]” on page 200

The default is no authentication
(authentication type=None). See “OnSite
Authentication Options’ on page 7, if
needed for more details. For the procedure,
see “To Configure an Authentication
Method for Logins Through a Serial Port
[Expert]” on page 201.

Access can be denied to one or more users or groups by entering an
exclamation point (1) before the user or group name. For example, to
explicitly deny accessto a user called “noadmin,” and enable accessonly to a
single user called “manuel,” you would enter the following:

'noadmin, manuel

Note that the names are separated by a comma.

V¥ To Configure Serial Port Access for Users

[Expert]

Use this procedure if you want to specify alist of authorized users or groups
and deny accessto all other users and groups.

1. Go to Configuration>Seria/AUX>Physical Portsin Expert mode, and
select aport or ports to modify.

If needed, see” To Select One or More Serial Ports [Expert]” on page 193.

Six tabs appear.
2. Click the Access tab.
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The Access screen appears.

To restrict access to one or more users or to agroup of users, enter
previously defined user or group namesin the “ Authorized Users/Groups’
field, with the names separated by commas.

To deny access to one or more users or groups, preface the user or group
names with an exclamation point (!).

Click “Done.”
Click “apply changes.”

V¥ To Configure a Serial Port Authentication
Method [Expert]

This procedure configures an authentication method that applies to logins to
serial ports. Different methods can be selected for individual ports or for
groups of ports.

1.

Go to Configuration>Seria/AUX>Physical Portsin Expert mode, and
select aport or ports to modify.

If needed, see“To Select One or More Seria Ports[Expert]” on page 193.
Six tabs appear.
Click the Access tab.

To select an authentication method, select one of the options in the Type
menul.

Click “Done.”
Click “apply changes.”

Thechangesare stored in /etc/portslave/pslave.conf onthe
OnSite.

Make sure that an authentication server is specified for the selected
authentication type.

See “Tasks for Setting up Authentication Servers
for Each Authentication Method” on page 278 for links to the procedures
that apply to each authentication method.
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Configuration>Serial/AUX>Physical Ports>Data
Buffering
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Selecting Configuration>Serial/AUX>Physical Portsin Expert Mode,
selecting one or more seria ports, and then selecting the Data Buffering tab,
brings up a screen like the one shown in the following figure.

General Access Data Buffering | Multi User ‘inerManagemenl| Other

[J Enable Data Buffering  [] Buffer to Syslog

Selected ports #: 1 Done J

Figure 6-29: Web Manager Serial/AUX>Physical Ports>Data Buffering
Screen

An administrative user can select one or more serial ports and then use this
screen to configure data buffering for the selected port(s).

This screen displays different fields depending on whether one or both
checkboxes are checked. The screen shown in the previous figure displays
only the “Enable Data Buffering” and “Buffer to Syslog” items with adjacent
checkboxes not checked.

If “Enable Data Buffering” is checked, the screen displays different fields
depending on whether “Local” or “Remote” are selected from the
“Destination” menu.

If “Buffer to Syslog” is checked, data buffer files are sent to the syslog server.
The syslog server must be previously configured. Get the I P address of the
syslog server from the server’s administrator, and make sure the syslog server
has been configured as described under “To Add a Syslog Server [Wizard]”
on page 126.

The following screen shows both checkboxes (* Enable Data Buffering” and
“Buffer to Syslog”) and the “Local” destination selected.
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General Access Data Buffering ‘ Multi User Power Management Other

A

Enable Data Buffering Buffer fo Syslog
Destination | Local %
Mode circular v File Size (Bytes) 0
Record the timestamp in the data buffering file [J
Buffering data only when nobody is connected to the port []
Show Menu |Show all options Y
Syslog Server

Facility Number |Local0 »|  Syslog Buffer Size (Bytes) |0

Buffer syslog only when nobody is connected to the port [

v

l Selected ports #: all | Done | J

Figure 6-30: Web Manager Serial/AUX>Physical Ports>Data Buffering
Fields and Menu Options

V¥ To Configure Data Buffering for Serial Ports
[Expert]

To configure data buffer filesto be stored remotely, make sure that a system
administrator has already configured an NFS server and shared the mount
point. Obtain the facility number for the OnSite from the system administrator
of the syslog server. Options range from Local 10 to Local17. See
“Noatifications, Alarms, and Data Buffering” on page 40 for how the facility
number is used, if needed.

1. Goto Configuration>Serial/AUX>Physical Portsin Expert mode, and
select a port or ports to modify.

If needed, see” To Select One or More Serial Ports [Expert]” on page 193.
Six tabs appear.
2. Select the Data Buffering tab.
The Data Buffering screen displays.
Check either or both of the checkboxes.

4. |f you selected “ Enable Data Buffering,” perform the following steps.
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a.

From the “ Destination” pull-down menu, choose “Loca” or
“Remote’ to specify whether the data buffer files are stored locally or
on afile server.

If you chose “Local” from the “ Destination” pull-down menu, do the
following:

i. Choose"“Circular” or “Linear” from the “Mode” pull-down
menu.

ii. Enter asizelarger than 0inthe“File Size (Bytes) field.

If you chose“ Remote” from the * Destination” pull-down menu, enter
the NFS mount point for the directory where data buffer file isto be
stored in the “NFS File Path” field.

. Click the checkbox next to “Record the timestamp in the data

buffering file” to specify whether to include a timestamp with the
data.

From the “ Show Menu” pull-down menu, choose among the
following options:

» Show all options

* No

e Show data buffering file only

»  Show without the erase options

If you do not want to configure buffering to a syslog server, go to Step
6.

5. If you checked “Buffer to Syslog,” perform the following steps.

a. Enter the |P address of the syslog server in the “ Syslog Server” field.

b. Choose an option from the “Facility Number” pull-down menu.

c. Enter the maximum size of the buffer in the “ Syslog Buffer Size”
field.

d. Click theradio button next to one of the following options:
» Buffer Syslog at all times
» Buffer only when nobody is connected to the port

6. Click “Done.”
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7. Click “apply changes.”

To configure alarm notifications to be sent based on the type of buffered data,
see “To Choose a Method for Sending Notifications for Serial Port
Data Buffering Events [Expert]” on page 270.

Configuration>Serial/AUX>Physical Ports>Multi
User

Selecting Configuration>Serial/AUX>Physical Portsin Expert Mode,
selecting one or more serial ports, and then selecting the Multi User tab brings
up ascreen like the one shown in the following figure.

General | Access ‘ Data Buffering | Multi User ‘inerManagemenl‘ Other

A

~

Allow Multiple Sessions | N©

Sniff Mode | Y@ b

v

Selected ports # 3 m

Figure 6-31: Web Manager Configuration>Serial/AUX>Physical
Ports>Multi User Screen

The administrative user can use this screen to allow multiple users to connect
to aserial port at the sametime and alow or disallow port sharing
(simultaneous access to the same port). To connect to the port or start a shared
session at the port, the user must have permission to access the port.

The following table describes the options from the “ Allow Multiple Sessions’
pull-down menu.

Table 6-17: Options on the “ Allow Multiple Sessions’ Menu

Menu Option Description

No Only one shared session and one normal session are
allowed. The shared session menu is presented.
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Table 6-17: Options on the “Allow Multiple Sessions’ Menu (Continued)

Menu Option Description

Yes (show menu) Multiple read/write sessions and multiple shared (read-
only) sessions are allowed. The multiple shared session
menu is presented.

Read/Write (do not show menu)  Read/write sessions are opened without a shared session
menu being presented

ReadOnly (do not show menu)  Read only sessions are opened without a shared session
menu being presented.

The “ Sniff Mode” pull-down menu options “Out,” “In,” “In/Out,” and “No”
configure the type of datathat displays on the monitor.

V¥ To Configure Multiple Serial Port Sessions
and Port Sharing [Expert]

1. Goto Configuration>Serial/AUX>Physical Portsin Expert mode, and
select a port or ports to modify.

If needed, see” To Select One or More Serial Ports [Expert]” on page 193.
Six tabs appear.
2. Click the“Multi User” tab.

3. Toadlow or to prevent multiple sessions, select an option from the “ Allow
Multiple Sessions’ pull-down menu.

The options are: “No,” “Yes (show menu),” “Read/Write (do not show
menu),” “ReadOnly.”

4. To configure thetype of datathat displayson the monitor in a port-sharing
session, select an option from the * Sniff Mode” pull-down menu.

5. Click “Done.”
6. Click “apply changes.”
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Configuration>Serial/AUX>Physical

Ports>Power Management
Selecting Configuration>Serial/AUX>Physical Portsin Expert Mode,

selecting one or more serial ports, and then selecting the Power Management
tab, brings up a screen like the one shown in the following figure.

General ‘ Access | Data Buffering ‘ Multi User | Power Management Other
~
Enable Power Management on this port Enable IPMI on this port
PN key IPMI Server host ¥
PowerlMgmt Port Outlet{s) Number

Power Management Key

& Allow Al Users
®  Allow Users/Groups
Allowed Users/Groups

New User/Group

v
l Selected ports # 2 J‘

Figure 6-32: Web Manager Configuration>Serial/AUX>Physical
Ports>Power Management Screen

The administrative user can use this screen to authorize one or more usersto
perform either IPDU or IPMI power management on adevicethat is
connected to the selected serial port. While connected to the device, an
authorized user can enter a hot key to bring up a menu or adialog box to
perform IPDU or IPMI power managment. While logged into the Web
Manager, the authorized user can perform IPDU power management through
the “IPDU Multi-Outlet Ctrl” screen.

Note: “Enable power management” on this screen refersto IPDU power
management.

Configuring either IPDU or IPMI power management requires you to specify
ahot key. The default for IPDU power management is Ctr1+p. The default
for IPMI power management isCtrl1+Shift+i.
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Note: The checkbox next to “Enable IPMI on this port” cannot be checked
unless an OnSite administrator has previously configured an IPMI server as

described under Access>IPMI Power Mgmt.

General ‘ Access Data Buffering Multi User | Power Management Other

Enable Power Management on this port Enable IPMI on this port

1PNl key IPMI Server host v

PowerMgmt Port ‘Qutlet{s) Number

Power Management Key

©  Allow All Users
&  Allow Users/Groups
Allowed Users/Groups

New User/Group

l Selected ports # 2

-~

v

J

Figure 6-33: Web Manager Configuration>Serial/AUX>Physical

Ports>Power Management Options

If only “Enable Power Management on this port” is selected, the “1PMI key”
and “IPMI Server” menu do not appear. If only “Enable IPMI on this port” is
checked, only the “IPMI key” and “IPMI Server” menu appear.

Power management while connected to a port is possible only when one or

both of the following conditions are true

» |PDU power management can be configured when the device connected
to this serial port is plugged into one or more outlets on an AlterPath PM
IPDU that is connected to an AUX port on the OnSite, and the AUX port

is configured for power management.

See “To Configure an AUX Port for IPDU Power Management [ Expert]”

on page 266.
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* IPMI power management can be configured when the device connected to
this serial port is a server with an IPMI controller, and the server islisted
inthe“IPMI Server” list that appears on this screen when the “Enable
IPMI on this port” checkbox has been checked.

To belisted in the “IPMI Server” list, the server must have been
previously configured as described in “To Delete, Add, or Edit an IPMI
Deviceto Enable or Disable IPMI Power Management [Expert]” on page
206.

If you click “Enable power management” and click the “Add” button, the
“Add Outlet” dialog box appears, as shown in the following figure. In the
dialog box, an administrative user can specify the AlterPath PM |PDU and the
outlet number(s) into which the device is plugged.

g ¢ nternet Expiorer | |1

Power !
Management Alias | PowerMgm-al v

Outlet Number

Figure 6-34: Web Manager Configuration>Seria/AUX>Physical
Ports>Power Management>Add Outlets Dialog Box

The “PowerMgm-al item” on the “ Power Management Alias’ pull-down
menu in the example figure indicates that an IPDU is connected to AUX port
al, which is configured for power management. If more than one IPDU is
listed in the “ Power Management Alias” pull-down menu, more than one
AUX port on the OnSite is connected to an IPDU and configured for power
management.

The “Outlet Number” field isfor entering the number(s) of the outlet(s) into
which the device that is connected to the selected serial port is plugged. Enter
outlet numbers separated by commas, or enter arange of numbers separated
by a dash. For example, you could specify outlet number 1,4,5-8 as shown in
the following figure, if the device connected to the currently selected serial
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port 3 isplugged into outlets 1, 4, 5, 6, 7, and 8 on an IPDU connected to
AUX port 1.

3 Add Outlet - Microsoft Internet Explorer g@

Power
Management Alias | PowerMgm-al v

Qutlet Number 1,4,5-¢

Figure 6-35: Web Manager Configuration>Serial/AUX>Physical
Ports>Power Management—Add Outlets Example

If more than one IPDU is daisy-chained to a port configured for power
management, the outlet numbers are specified sequentially. For example, if
two IPDUs are daisy-chained, and the first IPDU has eight outlets, then you
would enter the number 14 to indicate the sixth outlet on the second IPDU.

V¥ To Configure a Serial Port for IPDU or IPMI

Power Management [Expert]

This procedure assumes the prerequisites described in “ Configuration>Serial/
AUX>Physical Ports>Power Management” on page 247 are completed.
Perform this procedure to enable power management of a device that is
connected to aseria port when that device is plugged into one or more outlets
on an AlterPath PM IPDU that is connected to an AUX port on the OnSite and
properly configured.

1. Goto Configuration>Serial/AUX>Physical Portsin Expert mode, and
select a port or ports to modify.

If needed, see “To Select One or More Seria Ports [Expert]” on page 193.
Six tabs appear.
2. Click the “Power Management” tab.
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3. To enable Power Management of a device connected to the current port
and plugged into aconnected IPDU, click “ Enable Power Management on
this port.” and perform the following steps.

a. Click the*Add” button.
The“Add Outlet” dialog box appears.

b. Enter the outlet number(s) into which the device connected to the
selected port is plugged.

c. Click OK.

The power management port and the specified outlet numbers display
on the PowerMgmt Port list.

d. Enter the power management hot key in the “ Power Management
Key” field.

Enter acaret (*) for the escape key, asin “p. The caret stands for the
ctrl key.

* If youwant to configure IPMI power management on this port,
continue to Step 4.

» If you are done, go to Step 5.

4. To enable IPMI Power Management of an IPMI device connected to the
currently-selected port, do the following steps.

a. Check the checkbox next to “Enable IPMI on this port.”
The"IPMI key” and “IPMI Server” fields appear.
b. Optional: change the IPMI hot key.

Enter the key combination in the IPMI key field with *, asin “i. The
caret (*) stands for the ctr1 key.

A user of the device connected to this serial port can use this hot key
to bring up the IPMI power management screen while connected to
the port as described in “To Manage Power While Connected to a
Serial Port” on page 106.

c. Select the name of the previously-added IPMI device from the “1PMI
Server” pull-down menu.

5. Click “Done.”
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6. Click “apply changes.”

V¥ To Configure a User for IPDU Power
Management for a Serial Port [Expert]

Perform this procedure to authorize a user to perform power management for
adevicethat is connected to one of the OnSite’s serial ports. The device must
be plugged into one or more outlets on an AlterPath PM IPDU that is
connected to one of the AUX ports, and the AUX port must be configured for
power management. A user configured for IPDU power management for a
seria port can manage power for the device connected to the serial port in the
two following ways.

1.

252

While connected to the device through the serial port(s)
Through the Web Manager’s “IPDU Multi-Outlet Ctrl.” screen

Configure the serial port for IPDU power management as described in
Step 1. through Step 3. under “ To Configure a Serial Port for IPDU or
IPMI Power Management [Expert]” on page 208, but do not click the
“Done” button.

To allow everyone with access permissions for this port to perform power
management on this port, click the “ Allow All Users’ radio button.

To restrict power management on this port to arestricted list of users
authorized to access this port, click the “ Allow Users/Groups.”

Enter avalid username or groupnamein the “New User/Group” field, and
click “Add.”

Click “Done.”
Click “apply changes.”
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Configuration>Serial/AUX>Physical Ports>Other

Selecting Configuration>Serial/AUX>Physical Portsin Expert Mode,
selecting one or more serial ports, and then sel ecting the Other tab, bringsup a
screen like the one shown in the following figure.

KvM

General | Access ‘ Data Buffering ‘ Multi User | Power Management Other
SeriallAUX &
| TCP Port 7003 B
Aux/Modem Port )
Inband O  windows EMS
Security
Network
System TCP Keep-al
o (R
Interval 1000 Idle Timeout
STTY Options | |
Break Interval  |500 Break Sequence
i
Login Banner Welcome to Console Server 5
Management Server %h port S%p v
-~
Selected ports #: 3 J

Figure 6-36: Web Manager Configuration>Seria/AUX>Physical Ports>
Other Screen

An administrative user can use this screen to configure a non-default TCP
port, aport IP alias, TCP keep-alive interval, idle timeout, stty options, break
interval, break sequence, and login banner for aserial port. An administrative
user can also configure aremote host for a dumb terminal to access and the
terminal types for a connected dumb terminal.

Note: Some Sun servers are designed to switch to monitor mode when they
receive abreak signal on the console port, which allows the system
administrator to reset, reboot, or reconfigure the server in the case of a system
lockup. To reduce the risk of false breaks bringing down that kind of server,
an administrative user can define the break signal as a sequence of ASCII
charactersthat are not likely to be accidentally generated.
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When one of the dumb terminal connection options in the General screenis
selected (see Table 6-13, “Protocols for Dumb Terminals Connected to Seria
Ports,” on page 233), additional fields appear on this screen and some fields
disappear, as shown in the following figure.

General ‘ Access | Data Buffering ‘ Multi User | Power Management ‘ Other

-~
TCP Port 7002

Port IP Alias

TCP Keep-alive

Interval 1000 Idle Timeout |0

STTY Options

Break Interval 500 Break Sequence |~break

Login Banner Welcoms to Consols Ssrver
Management Server %h port S%p ~

Hostto Connect |152.168.160.8 Terminal Type |vt100

Selected ports #: 2

Figure 6-37: Web Manager Configuration>Seria/AUX>Physical
Ports>General Screen—Other Screen When Terminal Protocol
is Selected

For dumb terminal s dedicated to remote servers you need to specify a host IP
address in the “Host to Connect” field. For any type of dumb terminal, you
need to enter the type of terminal in the “ Terminal Type” field.

V¥ To Configure TCP Port Number, STTY

Options, Break Interval, and the Login
Banner for a Serial Port Connected to
a Console [Expert]

1. Goto Configuration>Serial/AUX>Physical Portsin Expert mode, and
select a port or ports to modify.

If needed, see“To Select One or More Seria Ports[Expert]” on page 193.
Six tabs appear.
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2. Select the“Other” tab.
The Other screen appears.

3. To changethe port number for the serial port, enter another number in the
“TCP Port” field.

4. To assign anameto the port’s |P address, enter an aliasin the “Port IP
Alias’ field. For example, if the serial port is connected to a CISCO
router, you could assign it aname like “cisco_routerl.”

5. If connecting to a server running the Microsoft Windows Server 2003
operating system through the emergency management services (EMS)
console, check the “Windows EMS’ checkbox.

6. To change the keep-aliveinterval, enter another number in the “ TCP
Keep-dive Interva” field.

7. To changetheidletimeout interval, enter another value in the “Idle
Timeout” field.

8. Specify stty options, if desired, inthe “STTY Options” field.

9. To changethe break interval, enter anew number in the “Break Interval”
field.

10. To change the break sequence, enter a new segquence in the “Break
Sequence” field.

11. To change the content of the login banner, enter new content inthe“Login
Banner” field.

12. Click “Done.”
13. Click “apply changes.”

V¥ To Configure Dumb Terminal Server
Connection Options [Expert]

Do this procedure if you have connected a dumb terminal to a serial port.

1. Select the port and choose an appropriate connection protocol from the
General screen.

See Table 6-13, “Protocols for Dumb Terminals Connected to Serial
Ports,” on page 233 and “ To Configure a Serial Port Connection Protocol
for a Console Connection [Expert]” on page 236).
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When one of the dumb terminal connection protocols are selected three
tabs are greyed out of the six Serial/AUX>Physical Ports>[Select a serial
port] tabs.

Select the “ Other” tab.
The Other screen appears.

To change the port number used to access the serial port, enter another
number in the “TCP Port” field.

To change the keep-alive interval, enter another number in the “TCP
Keep-dlive Interval” field.

To change the idle timeout interval, enter another value in the “Idle
Timeout” field.

Specify stty options, if desired, inthe“STTY Options’ field.

To change the break interval, enter a new number in the “Break Interval”

' fidd,

10.

11.
12.
13.

To change the break sequence, enter a new sequence in the “Break
Sequence” field.

To change the content of the login banner, enter new content in the“Login
Banner” field.

For a dedicated dumb terminal, enter the | P address of the desired host in
the “Host to Connect” field.

Enter the type of termina in the “Termina Type” field.
Click “Done.”
Click “apply changes.”
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Configuration>Serial/AUX>Aux/Modem Port

Selecting Configuration>Serial/AUX>Aux/Modem Port in Expert mode
brings up three tabs, as shown in the following figure.

Authentication
Users & Groups
KVM

AuxPort1 ‘ AuxPort2 ‘ ModemPort

Serial/AUX
Physical Ports Profile: |Power Management v

|» Aux/Modem Port
Notifications

Network

System

Figure 6-38: Web Manager Configuration>Serial/AUX>Aux/
Modem Port Screen

An administrative user can use either the AuxPort1 and AuxPort2 screensto
enable and to configure an auxiliary port if one of the following is connected
to an AUX port:

¢ One or multiple daisy-chained AlterPath PM 1PDUs

* Anexternal modem

Power Management and AUX Ports

The following are important concepts for understanding the relationship
between AUX ports, IPDU power management while connected, and serial
and KVM ports.

e Both AUX ports can be connected to and configured to support either of
the following:
» Anexternal modem for PPP connection
e AnAlterPath PM IPDU for power management

e For AUX port 2, certain restrictions apply to what kind of power
management can be done.

e If you plug a server that is connected to a KVM port into an IPDU
connected to AUX2, no one can perform power management while
connected to that server through the KVM port.
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e AUX port 2 can be used for power management while connected only
for devices connected to a serial port.

The following table shows the power management options for the two AUX

ports.

Table 6-18: Power Management Options for AUX Ports

Port Power Management Options Types of devices

AUX 1 | From the Web Manager Access>IPDU Any server or other device connected to
Power Management menu either aKVM or aseria port
While connected to a serial or KVM port Any server or other device connected to
through the Web Manager or directly to a either a serial or KVM port
serial port through a console session.

AUX 2 | Fromthe Web Manager Access>IPDU Any server or other device connected to

Power Management menu

either aKVM or aserial port

While connected to a serial port through the
Web Manager or through a consol e session.

Any server or other device connected to a
serial port

258

When either the AuxPort1 or AuxPort2 tabs are selected under
Configuration>Serial/AUX>Aux/Modem Port in Expert mode, the screen
shown in the following figure appears, if “Power Management” is selected on
the “Profile” pull-down menu.

AuxPort1

AuxPort2 |

ModemPort

Profile:

Power Management j£3

v

Figure 6-39: Web Manager Configuration>Serial/AUX>Aux/Modem

Port>AuxPort1 and AuxPort2—Power Management
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PPP and the AUX and Modem Ports

When configuring PPP connections to an external modem connected to an
AUX port or to the modem port, an administrative user can use the AuxPort1
or AuxPort2 or ModemPort screens to change the default settings, if desired.
The settings are shown in the following screen examples and in Table 6-19,
“Fields for Configuring PPP on AuxPort or ModemPort Screens,” on page

261.

When you go to the screens for either AuxPort1 or AuxPort2 under
Configuration>Aux/Modem Port in Expert mode, the screen in the following
figure appearsif “PPP" is selected on the “Profile” pull-down menu.

AuxPort1

Modem

Flow Control:

Parity:

Initialization:

PPP Options:

‘ AuxPort2 | ModemPort

~
Profile: |33 v

Baud Rate (Kbps): | 9600 v

None v Data Size: 8 v
None v Stop Bits: 1 v
TIMEOUT 10 A
"™ \d\1\dATZ
OR\r\n-ATZ-OK\r\n "" v
Local IP address: 0.0.0.0

Remote IP address: |0.0.0.0
Authentication Required
MTUMRU (1500

proxyarp modem asyncmap
00020000 v

v

Figure 6-40: Web Manager Configuration>Serial/AUX>Aux/

Modem>AuxPort1 and AuxPort2—PPP

When you go to Configuration>Serial/AUX>Aux/Modem Port>M odemPort
in Expert mode, the screen shown in the following figure appears.
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AuxPort2 ModemPort

Initialization:

Baud Rate (Kbps): | 9600 v

Flow Control: None v Data Size: 8 v
None v Stop Bits: 1 v
TIMEOUT 10
"" \d\1\dATZ

OK\r\n-ATZ-OK\r\n ""

Local IP address:
Remote IP address:
Authentication Required

MTUMRU |1500

PPP Options: proxyarp modem asyncmap

000R0000

Figure 6-41: Web Manager Configuration>Serial/AUX>Aux/
Modem>Modem Port Screen

The following table defines the information you need to specify when PPPis
selected from the “Profile” pull-down menu on the AuxPort screens or the

M odemPort screen.
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Table 6-19: Fields for Configuring PPP on AuxPort or ModemPort Screens (Sheet 1 of 3)

Field Name

Definition

Baud Rate (Kbps)

Flow Control

Data Size
Parity

Stop Bits

The baud rate of the modem. Default is 9600.

9600 |~
2400 |
4800
9600
14400
15200
28800
38400
57600
76800
115200
230400
460800
921600

The flow control used by the modem. Default is None.

Hardware .
Software

The datasize from 5 to 8.

“Nong,” “Odd,” or “Even.”

The number of stop bits; “1” or “2.”
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Table 6-19: Fields for Configuring PPP on AuxPort or ModemPort Screens (Sheet 2 of 3)

Field Name

Definition

Modem Initialization

Local IP Address

Remote IP Address

262

The modem initialization string is used to configure the
modem when it is turned on or when the communications
software calls another modem. The default is:

TIMEOUT 10

" \d\1\dATZ

OK\r\n-ATZ-OK\r\n ""

TIMEOUT 10

"nATMO

OK\r\n ""

TIMEOUT 3600

RING ""

STATUS Incoming %p:I.HANDSHAKE
""" ATA

TIMEOUT 60

CONNECT@ ""

STATUS Connected %p:I.HANDSHAKE

If you need to change how the modem is initialized, see
Table 6-20, “Commonly-Used Supported AT Commands,”
on page 263.

Thelocal IP address used by PPP to set up the session
between thelocal and the remote modem. By default, the IP
address of the OnSite is used. Use the default unless you
have a specific reason to use another | P address.

The remote | P address used by PPP to set up the session
between the local and the remote modem. By default, the IP
address 10.0.0.1 is used. Use the default unless you have a
specific reason to use another |P address.
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Table 6-19: Fields for Configuring PPP on AuxPort or ModemPort Screens (Sheet 3 of 3)

Field Name

Definition

Authentication Required | Check the checkbox to require authentication.

MTU/MRU

PPP Options

The maximum transmission unit / maximum receive units
for the PPP.

The default options are:
proxyarp modem asyncmap 000A0000

noipx noccp login novj require-pap
refuse-chap

ms-dns 0.0.0.0

plugin /usr/lib/libpsr.so

AT Commands for Modem Initialization

In most cases, the default modem initialization commands are acceptable. For
when changes are necessary, this section provides a brief introduction to the
AT (ATtention code) commands that are used to control the modem’s
operation. The command format is AT Xn, where X isthe command and n is
the numeric value for the command. If the value is 0 (zero), it can be omitted
from the command. For example, AT&W isthe ssmeas AT&WO0. The following
table defines the most-commonly-used commands: ATA, ATD, ATH, ATM,
ATV, ATZ, AT&F, and AT&W.

Table 6-20: Commonly-Used Supported AT Commands (Sheet 1 of 4)

Command | Definition
AT Attention Code.
Precedes all command lines except 2/, A :, and escape sequences.
A Answer call before final ring.
a/ Repeat last command.
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Table 6-20: Commonly-Used Supported AT Commands (Sheet 2 of 4)

Command | Definition

Ds Dial telephone number s, where s isthe dia string modifier, which may be
up to 40 characters long and include the 0-9, *, #, B, C, and D characters,
andtheL, P, T, V, W, S, comma(, ), semicolon (;), !, @, *, and $ diastring
modifiers.

Dial string modifiers:

L —Redia last number. (Must be placed immediately after ATD.)
P — Pulse-dial following numbersin command.

T — Tone-dia following numbersin command (default).

Vv — Switch to speakerphone mode and dial the following number. Use ATH
command to hang up.

W —Wait for anew dial tone before continuing to dial. (x2, x4, X5, X6,
or X7 must be selected.)

, —Pause during dialing for time set in register s8.
; — Return to command mode after dialing. (Place at end of dia string.)

I —Hook flash. Causes the modem to go on-hook for one-half second, then
off-hook again.

@ —Wait for quiet answer. Causes modem to wait for aringback, then 5
seconds of silence, before processing next part of command. If silenceis not
detected, the modem returnsaNO ANSWER code.

* — Disable data calling tone transmission.

$ —Detect AT&T call card “bong” tone. The character should follow the
phone number and precede the user’s call card number asin the following
example: ATDT1028806127853500$123456789.

DS=y Dial stored telephone number.

y=0-2
Dial anumber previously stored in adirectory number y by the &zy=x
command. Example: ATDS=2.
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Table 6-20: Commonly-Used Supported AT Commands (Sheet 3 of 4)

Command | Definition

Hn Hook control.

n=0o0rl

Default: 0

HO0 — Go on-hook (hang up).

H1 — Go off-hook (make the phone line busy).

Mn Monitor speaker mode.

n=0,1,2,0r3

Default: 1

MO0 — Speaker aways off.

M1 — Speaker on until carrier signal detected.

M2 — Speaker always on when modem is off-hook.

M3 — Speaker on until carrier is detected, except while dialing.

vn Result code format.

n=0,1,0r2

Default: 1

vo0 —displays result codes as digits (terse response).

V1 — Displays result codes as words (verbose response).

7 Modem reset.
Resets modem to profile saved by the last sWw command.

&F L oad factory settings as active configuration.

Web Manager for OnSite Administrators 265



Configuration>Serial/AUX>Aux/Modem Port

Table 6-20: Commonly-Used Supported AT Commands (Sheet 4 of 4)

Command

Definition

&Wn

Store current configuration.
n=00r1l

Stores current modem settings in non-volatile memory and causes them to
be loaded at power-on or following the ATz command instead of the factory
defaults. See aso the &F command.

&W1 Clears user default settings from non-volatile memory and causes the
factory defaults to be loaded at power-on or following the ATz command.

V¥ To Configure an AUX Port for IPDU Power

Management [Expert]

This procedure assumes an AlterPath PM intelligent power distribution unit
(IPDU) is connected to one of the AUX ports.

1. Goto Configuration >Seria/AUX>Aux/Modem Port in Expert mode.
2. Select either the AuxPort1 or AuxPort2 tab, as appropriate.

3. Make sure the checkbox next to “Enable Port” is checked.
4

Make sure the “ Power Management” option is selected from the “ Profile”
menu.

5. Click “apply changes.”

V¥ To Configure an AUX Port for PPP [Expert]
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This procedure assumes an external modem is connected to the selected AUX
port.

1. Goto Configuration >Serial/AUX>Aux/Modem Port in Expert mode.
2. Select either the AuxPort1 or AuxPort2 tab, as appropriate.

3. Make sure the checkbox next to “Enable Port” is checked.

4. From the “Profile” pull-down menu, select PPP or Login.

Additional fields appear on the screen.
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Accept or change the following values to match the modem’s values:

“Baud Rate”
“Flow Control”
“Data Size”
“Parity”

“ Stop Bits”

Accept or make any changes desired to the modem initialization
commands in the “Modem Initialization:” text area.

For PPP, do the following steps.

a.
b.

Enter an IP addressin the “Local |P’ field.

In the “Remote IP” field, specify the IP address to assign to the other
end of the PPP connection.

Check or leave unchecked the checkbox next to “ Authentication
Required.”

. Accept or change the number in the“MTU/MRU” field.

Accept or make any changes desired to the PPP optionsin the “ PPP
Options’ text area.

Click “apply changes.”

V¥ To Configure the Internal Modem [Expert]
Go to Configuration >Serial/AUX>Aux/Modem Port in Expert mode.
Select the ModemPort tab.

Make sure the checkbox next to “Enable Port” is checked.

1.
2
3.
4

. Accept or change the following values to match the modem’s values:

“Baud Rate”
“Fow Control
“Data Size”

“Parity”
“Stop Bits”
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5. Accept or make any changes desired to the modem initialization
commands in the “Modem Initialization:” text area.

6. For PPP, do the following steps.
a. Enter an|P addressinthe“Local IP” field.

b. Inthe“Remote P’ field, specify the IP address to assign to the other
end of the PPP connection.

c. Check or leave unchecked the checkbox next to “ Authentication
Required.”

d. Accept or change the number in the“MTU/MRU” field.

e. Accept or make any changes desired to the PPP optionsin the “ PPP
Options’ text area.

7. Click “apply changes.”

Configuration>Serial/AUX>Notifications

Selecting Configuration>Serial/AUX>Noatifications in Expert mode brings up
ascreen like the one shown in the following figure.

KvM

bl S Notification Alarm For Data Buffering

Physical Ports
Aux/Modem Port T Trigger
| Notifications |

Email

Pager
SNMP Trap

Figure 6-42: Web Manager Configuration>Serial>Notifications Screen

An administrative user can use this screen to enable notifications about
system crashes or other events of interest that occur on the devicethat is
connected to the serial port. Data buffering must be enabled. The
administrative user an configure notificationsto be sent either by email, pager,
or SNMP trap.
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Caution! Alarmsare not generated unless the checkbox is checked next to
“Notification Alarm for Data Buffering.”

Clicking the Add button or selecting apreviously-specified event and clicking
the Edit button brings up a“Notifications Entry” dialog box that allowsyou to
define trigger actions and specify how to handle them. Different fields appear
on the dialog boxes depending on whether Email, Pager, and SNMP trap
notifications have been chosen. Figure 6-43 shows the dialog box for email
notifications.

Note: Until an alarm trigger is specified, the pull-down menu on the
“Notifications Entry” screen is empty. A new trigger getslisted in the menu
after it is created.
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Alarm Trigger

To

From

Subject

Body

SMTP Server

SMTP Port
0

v

Figure 6-43: Web Manager Configuration>Serial/AUX>Notifications—
Email Example

See“Notifications, Alarms, and Data Buffering” on page 28 for the supported
syntax for alarm triggers.

V¥ To Choose a Method for Sending
Notifications for Serial Port Data Buffering
Events [Expert]

1. Go to Configuration>Serial/AUX>Notifications in Expert mode.
The Notifications screen appears.
2. Click the checkbox next to “Noatification Alarm for Data Buffering.”
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Select “Email,” “Pager,” or “SNMP trap” from the pull-down menu.

To create anew entry for an event to trigger an alarm or notification, click
the Add button.

To edit a previously-configured trigger, click the Edit button.
Go to one of the following procedures.

« “"To Configure a Trigger for Email Notification for Serial
Ports [ Expert]

» “To Configure a Trigger for Pager Notification for Serial
Ports [Expert]” on page 272

» “To Configure a Trigger for SNMP Trap Notification for Serial
Ports Expert]” on page 272

V¥ To Configure a Trigger for Email Notification
for Serial Ports [Expert]

1.

N o o &

Go to Configuration>Serial/AUX>Notifications in Expert mode, select
“Email” from the pull-down menu; optionally, configure an alarm to
sound when the trigger action occurs; and click either Add or Edit.

If needed, see “To Choose a Method for Sending Notifications for Serial
Port Data Buffering [Expert]” on page 217.

Specify the function you want to trigger a notification in the “Alarm
Trigger” field using the required syntax.

Enter the recipient for notification email in the “To” field.

Enter the username only in thisfield. The email is sent to
username@ser ver, where server is the value entered in Step 7.

Enter an email address identifying the OnSite in the “From” field.
Enter the subject in the “ Subject” field.
Enter an explanatory text message in the “Body” field.

Enter the SMTP server’s |P address or DNS namein the “SMTP Server”
field.

Enter the SMTP port number in the “SMTP Port” field.
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V¥ To Configure a Trigger for Pager Notification
for Serial Ports [Expert]

1.

o a0 A~ W

Go to Configuration>Serial/AUX>Notifications in Expert mode, select
Pager from the pull-down menu; optionally, configure an alarm to sound
when the trigger action occurs; and choose “Pager” from the pull-down
menu, and click either Add or Edit.

If needed, see “To Choose a Method for Sending Notifications for Serial
Port Data Buffering [Expert]” on page 217.

The “Notifications Entry” dialog box appears.

Specify the function you want to trigger a notification in the “Alarm
Trigger” field using the required syntax.

Select “Pager” from the pull-down menu.
Enter the pager number in the “Pager Number” field.
Enter the text that describes the event in the “Text” field.

Enter the Short Message Services (SMS) user name, the SMS server’s IP
address or name, and the SM'S port number in the “SMS User Name,”
“SMS Server,” and “SMS Port” fields.

Click “OK.”

V¥ To Configure a Trigger for SNMP Trap
Notification for Serial Ports Expert]

1.

Go to Configuration>Serial/AUX>Notifications in Expert mode, select
“SNMP Trap” from the pull-down menu; optionally, configure an alarm
to sound when the trigger action occurs; and click either Add or Edit.

If needed, see “To Choose a Method for Sending Notifications for Serial
Port Data Buffering [Expert]” on page 217.

Specify the function you want to trigger a notification in the “Alarm
Trigger” field using the required syntax.

Enter the number in the “OID Type Vaue’ field.

Configure the appropriate trap number from the “ Trap Number” pull-
down menu.
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Configuration>Inband

The choices are “ Cold Start,” “Warm Start,” “Link Down,” “Link up,”
“Authentication Failure,” “EGP neighbor loss,” or “ Enterprise specific.”

Enter acommunity in the “Community” field.
Enter the IP address or name of a SNMP Server.
Enter amessage in the “Body” text area.

Click “OK.”

Configuration>Inband

Selecting Configuration>Inband in Expert mode brings up a screen like the
one shown in the following figure.

4%
Seriall AUX

System

RDP Viewer Ports 3389+

Server Name IP Address Port KVM Port
121.111.11.1 1939 None

[Add | [Edit | [Delete]

Figure 6-44: Web Manager Configuration>Inband Screen

Administrative users can use the Inband screen to configure one of the
following two types of access to Windows servers that have RDP enabled:

Inband-only access to serversthat are not connected to KVM ports
AdaptiveKVM accessto serversthat are connected to KVVM ports (inband
access is provided as long as the server isfully operational and accepting
RDP reguests, with automatic fallback to KVM over IP accessif inband
accessfails)

See “Inband” on page 43 for more details about the technology.
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Clicking the “Add” or “Edit” buttons brings up adialog with the fields shown
in the following figure.

A Configure RDP servers - Microsoft Internet Explorer Q@g|

Server Name test

IP Address 121.111.11.1
Server Port 1939

KVM Port None v

Figure 6-45: Web Manager Configuration>Inband Edit Screen

The following table describes the values to enter on the Add and Edit screens.
Table 6-21: Inband Configuration Values

Field Description

Server Name A unique name for the server.

Note: The server name cannot be modified. The only way to change a
nameisto delete the server’s entry and add it again.

IP Address The I P address of the server

Server Port If the port differs from the default, supply the desired port name here.
Note: The default server port for servers with RDP enabled is 3389.

KVM Port To enable AdaptiveKVM when the RDP server is connected to aKVM
port, enter the KVM port’s name or alias.
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Configuration>Security

Selecting Configuration>Security in Expert mode brings up three optionsin
left menu as shown in the following figure.

Configuration Management

Unit Authentication |Local

Users & Groups
Profiles
Network
System

Figure 6-46: Web Manager Configuration>Security Menu Options

Administrative users can use the Security screens to configure network-
related features, as described in the following sections:
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Configuration>Security>Authentication

Selecting Configuration>Security>Authentication in Expert mode brings up
the seven tabs shown in the following figure.

KVM
Serial/AUX
Inband

AuthType | Radius | Tacacs+ |  Ldap | Kerberos | Smb(NTLM) | NS

Unit Authentication | Lozal |

: Users & Groups
Profiles

Network

System

Figure 6-47:Web Manager Authentication Tab Options

An administrative user can use the Authentication screens for the two
following related tasks:
e Select amethod for authenticating logins to the OnSite only.
See “Configuring Authentication for OnSite Logins’ on page 277.
e ldentify al authentication servers for authentication during loginsto the
OnSite or to ports
See “Configuring Authentication Servers’ on page 278.
For selecting an authentication method for logins to devices connected to
KVM and serial ports, the screens are under Configuration>KVM and

Configuration>Serial. See the following sections, if desired, for how to select
an authentication method for ports:

To Configure an Authentication Method for Direct Access Page 217
to KVM Ports [Expert]

To Configure a Serial Port Authentication Method [Expert] Page 241

See “ Authentication” on page 26 of Chapter 1 for an overview of
authentication on the OnSite, if needed.
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Configuring Authentication for OnSite Logins

The default authentication method for the AlterPath OnSiteisLocal. An
administrative user can either accept the default or select another
authentication method from the pull-down menu on the AuthType screen.

Kerberos
Kerberos/Local
KerberosDownLocal
Ldap

Ldap/Local
LdapDownLocal

Local

Local/Radius
Local/TacacsPlus
Local/Nis

Nis

Nis/Local
NisDownLocal

Radius

Radius/Local
RadiusDownLocal
TacacsPlus
TacacsPlusDownLocal
NTLM (Windows NT/2000/2003 Domain)
NTLM DownLocal

Figure 6-48: Authentication “ AuthType” Options

Any authentication method chosen for the OnSite is used for authentication of
any users attempting to log into the OnSite through telnet, ssh, or the
Web Manager.

V¥ To Configure an OnSite Login Authentication
Method [Expert]

See “ Authentication” on page 158, if needed, for background information.
1. Go to Configuration>Authentication in Expert mode.
The “AuthType” screen displays, as shown in the following figure.

2. To specify an authentication method for logins to the OnSite, select a
method from the “Unit Authentication” pull-down menu.

Click “apply changes.”

4. Make surethat an authentication server is specified for the selected
authentication type.

See “ Configuring Authentication Servers for Logins to the OnSite and
Connected Devices.”
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Conf

iguring Authentication Servers

The administrator fills out the appropriate screen to set up an authentication
server for every authentication method to be used by the OnSite and by any of
its ports: Kerberos, LDAP, NIS, NTLM/SMB (ports only), RADIUS,
TACACS+.

The following table lists the procedures that apply to each authentication
method.

Table 6-22: Tasksfor Setting up Authentication Servers for Each Authentication Method

Method Variations Procedures
Kerberos Kerberos, Local/Kerberos, KerberogLocal, “To Configurea
or Kerberos/DownL ocal Kerberos Authentication
Server [Expert]” on page
279
LDAP LDAP, Loca/LDAP, LDAP/Local, or “To Configure an LDAP
LDAP/DownLocal Authentication Server
[Expert]” on page 281
NIS NIS, Local/NIS, NIS/Local, or NIS/ “To Configure aNIS
DownLocal Authentication Server
[Expert]” on page 285
NTLM NTLM (WindowsNT/2000/2003 Domain), “To Configure an
(Windows NT/ or NTLM/DownL ocal SMB(NTLM)
2000/2003 Authentication Server
Domain) [Expert]” on page 283
RADIUS RADIUS, Local/RADIUS, RADIUY “To Configure a
Local, or RADIUS/DownL ocal RADIUS Authentication
Server [Expert]” on page
285
TACACS+H TACACSH, Local/TACACS+, TACACSt  “To Configurea
Local, or TACACS+/DownLocal TACACS+H
Authentication Server
[Expert]” on page 286
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V¥ To Configure a Kerberos Authentication
Server [Expert]

Perform this procedure to configure a Kerberos authentication server when
the OnSite or any of its portsis configured to use the Kerberos authentication
method or any of itsvariations (Kerberos, Local/K erberos, Kerberos/Local, or
KerberosDownL ocal).

Before starting this procedure, find out the following information from the
Kerberos server’'s administrator:

e Ream name and KDC address

* Host name and | P address for the Kerberos server

Also, work with the Kerberos server’s administrator to ensure that following
types of accounts are set up on the Kerberos server and that the administrators
of the OnSite and connected devices know the passwords assigned to the
accounts:

e Anaccount for “admin”

» If Kerberos authentication is specified for the OnSite, accounts for all
users who need to log into the OnSite to administer connected devices.

» |If Kerberos authentication is specified for KVM or serial ports, accounts
for users who need administrative access to connected devices

1. Make sure an entry for the OnSite and the Kerberos server exist in the
OnSite's /etc/hosts file

a. Go to Configuration>Network>Host Table in Expert mode.
The“Host Table” screen appears.

b. Add an entry for OnSite if none exists and an entry for the Kerberos
server.

i. Click“Add.”

The “New/Modify Host” dialog appears.

ii. Entertheaddressinthe“IP Address’ field.

iii. Enter the nameinthe“Name” field.

iv. If desired, enter an optional aiasinthe“Alias’ field.

2. Make sure that timezone and time and date settings are synchronized on
the OnSite and on the Kerberos server.
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Note: Kerberos authentication depends on time synchronization. Time and
date synchronization is most easily achieved by setting both the OnSite and
the Kerberos server to use the same NTP server.

a. To specify an NTP server, follow the procedure under “To Configure
Time and Date [Expert]” on page 350.

b. Tomanually set the time and date on the OnSite, follow “To
Configure the Time Zone [Expert]” on page 349.

c. Work with the authentication server’s administrator to synchronize
the time and date between the OnSite and the server.

3. If the OnSiteis not located in the PST time zone, set the timezone on the
OnSite.

a. Make aconsole connection to the OnSite and log in asroot,

AlterPath Onsite login: root
Password: ***xx**x*

The root prompt appears.

[root@onsite rootl]#

b. Enter set timezone.

A list of timezones appears followed by a prompt asking you to enter
anumber of atimezone.

[root@onsite root]# set timezone

Please choose the time zone where this machine is located.
0) GMT

1) 1h West GMT

2)10h West GMT

26) 9h East GMT
Enter your option:
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c. Enter the number of the timezone where the OnSite is located.

Enter your option: 10

d. Logout from the console session and close the terminal.

4. Inthe Web Manager Expert mode, go to Configuration>Authentication>
Kerberos.

The Kerberos screen displays as shown in the following figure.

AuthType | Radius | Tacacst | Ldap | Kerberos |Smb(NTLM)|  NIS
Kerberos Server 64.186.161.125 |
(Realm)

Kerberos Realm Domain |cyclades.com |
Name

Figure 6-49: Web Manager Kerberos Authentication Server Screen

5. Fill in the screen according to your local setup of the Kerberos server.
6. Click “Done.”
7. Click “apply changes.”

V¥ To Configure an LDAP Authentication Server
[Expert]
Perform this procedure to configure an LDAP authentication server when the
OnSite or any of its portsis configured to use the LDAP authentication

method or any of itsvariations (LDAP, Local/LDAP, LDAP/Local, or LDAP/
DownLocal).
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Before starting this procedure, find out the following information from the
LDAP server’s administrator:

* Thedistinguished name of the search base

* TheLDAP domain name

*  Whether to use secure LDAP

* Theauthentication server’s |P address

An administrative user can enter information in the following two fields, but
an entry is not required:

* TheLDAP password

* TheLDAP user name

Work with the LDAP server’s administrator to ensure that following types of
accounts are set up on the LDAP server and that the administrators of the
OnSite and connected devices know the passwords assigned to the accounts:
* Anaccount for “admin”

» If LDAP authentication is specified for the OnSite, accounts for all users
who need to log into the OnSite to administer connected devices.

» Oneor more groups listing al the users

» |f LDAP authentication is specified for KVM ports, accounts for users
who need administrative access to the connected devices.

Make sure to configure a group or groups on the OnSite with the same names
and members as the group or groups on the LDAP authentication server. (See
“To Add a Group [Expert]” on page 295.)

1. Go to Configuration>Authentication>LDAP in Expert mode.

The“LDAP’ screen displayswith “LDAP Server” and “LDAP Search
Base” fieldsfilled in from the current valuesinthe /etc/1dap.conf
file.
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AuthType Radius Tacacs+ | Ldap | Kerberos |Smb(NTLM)|  NIS
~
Ldap Server 127.0.0.1 |
Ldap Base \dc=padl, dc=com |
0 Secure Ldap
Ldap User Name | |
Ldap Password 2
[ Done |

Figure 6-50: Web Manager LDAP Authentication Server Screen

2.
3.

Supply the IP address of the LDAP server inthe “LDAP Server” field.

If the LDAP authentication server uses a different distinguished name for
the search base than the one displayed in the “LDAP” Base field, change
the definition.

The default distinguished nameis“dc,” asindc=value, dc=value. If
the distinguished name on the LDAP server is“0,” then replace dc in the
base field with o, asin o=value, o=value.

Replace the default base name with the name of your LDAP domain.

For example, for the LDAP domain name cyclades.com, the correct entry
is: dc=cyclades, dc=com.

Click “Done.”
Click “apply changes.”
The changes are stored in /etc/1dap . conf onthe OnSite.

V¥ To Configure an SMB(NTLM) Authentication
Server [Expert]
Perform this procedure to configure an SMB(NTLM) authentication server if

any of the portsis configured to usethe NTLM (Windows NT/2000/2003
Domain) authentication method or NTLM/Downlocal local fallback option.
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Work with the NTLM server’s administrator to ensure that following types of

accounts are set up on the NTLM server and that the administrators of the

OnSite and connected devices know the passwords assigned to the accounts:

¢ Anaccount for “admin”

e One or more groups listing all the users

e If NTLM authentication is specified for KVM ports, accounts for users
who need administrative access to the connected devices.

Make sure to configure a group or groups on the OnSite with the same names
and members as the group or groups on the NTLM authentication server. (See
“To Add a Group [Expert]” on page 295.)

1. Go to Configuration>Authentication>SMB(NTLM) in Expert mode.
The SMB(NTLM) screen displays as shown in the following figure.

AuthType | Radius | Tacacs+ | Ldap | Kerberos | Smb(NTLM) NIS

Domain: | |

Primary Domain Controller: | |

Secondary Domain Controller | |

[ |
Figure 6-51: Web Manager SMB(NTLM) Authentication Server Screen
2. Fill in the screen according to your configuration of the SMB server.

3. Click “Done.”

4. Click “apply changes.”
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V¥ To Configure a NIS Authentication Server
[Expert]

Perform this procedure to identify the authentication server when the OnSite
or any of itsportsis configured to use the NI S authentication method or any of
its variations (Local/NIS, NIS/Local, or NIS/DownL ocal).

1. Go to Configuration>Authentication>NIS in Expert mode.
The NIS screen displays as shown in the following figure.

AuthType | Radius | Tacacs+ | Ldap | Kerberos | Smb(NTLM)|  NIS

NIS Domain Name | |

NIS Server IP | |

Figure 6-52: Web Manager NIS Authentication Server Screen

2. Fill in the screen according to your configuration of the NIS server.
3. Click “Done.”

4. Click “apply changes.”

V¥ To Configure a RADIUS Authentication
Server [Expert]

Perform this procedure to identify the authentication server when the OnSite
or any of its portsis configured to use the RADIUS authentication method or
any of itsvariations (Local/RADIUS, RADIUS/Local, or RADIUY
DownLocal).

1. Go to Configuration>Authentication>RADIUS in Expert mode.
The RADIUS screen displays as shown in the following figure.
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AuthType Radius Tacacst | Ldap | Kerberos | Smb(NTLM) NIS

First Authentication | |
Server

Second Authentication | |
Server

First Accounting Server | |

Second Accounting | |
Server

v

Figure 6-53: Web Manager Radius Authentication Server Screen

2. Fill in the screen according to your local setup of the RADIUS server or
servers.

Click “Done.”
Click “apply changes.”
The changes are stored in /et c/raddb/server on the OnSite.

V¥ To Configure a TACACS+ Authentication
Server [Expert]

Perform this procedure to configure a TACACS+ authentication server when
the OnSite or any of its portsis configured to use the TACACS+
authentication method or any of itslocal fallback options (Local/ TACACSH,
TACACS+/Local, or TACACS+/DownLocal).

Work with the TACACS+ server’s administrator to ensure that following
types of accounts are set up on the TACACS+ server and that the
administrators of the OnSite and connected devices know the passwords
assigned to the accounts:

* Anaccount for “admin.”

o If TACACS+ authentication is specified for the OnSite, accounts for all
users who need to perform administrative tasks with the users assigned to
agroup called “admin.”
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See “ Configuring Groups for TACACS+” on page 512 for how the groups
are configured on the TACACS+ server.

»  Oneor more groups listing al the users

o If TACACS+ authentication is specified for KVM ports, accounts for
users who need administrative access to the connected devices.

Make sure to configure a group or groups on the OnSite with the same names
and members as the group or groups on the TACACS+ authentication server.
(See“To Add a Group [Expert]” on page 295.)

1. Go to Configuration>Authentication>TACACS+ in Expert mode.

The TACACS+ screen appears.
AuthType | Radius | Tacacs+ | Ldap | Kerberos | Smb(NTLM) NIS
First Authentication 192.168.160.121

Server

Second Authentication
Server

First Accounting Server 192.168.160.121

Second Accounting
Server

Secret TTTTIT)
Enable Raccess ]
Authorization

Timeout 10
Retries 2

Figure 6-54: Web Manager TACACS Authentication Server Screen

2. Fill in the screen according to your local setup of the TACACS+ server or
servers.

Note: “Enable Raccess Authorization” must be checked if groups are
configured asin “To Add a Group [Expert]” on page 295.

3. Click “Done.”
4. Click “apply changes.”
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The changesare stored in /etc/tacplus.conf onthe OnSite.

Configuration>Security>Users & Groups

Selecting Configuration>Security>Users & Groupsin Expert mode brings up
ascreen like the one shown in the following figure.

KVM
Serial/AUX
Inband User List Group List
| Generic User

} Users 8 Groups

eeeeeeee

Figure 6-55: Web Manager Configuration>Security>Users & Groups Screen

An administrative user can use the Users & Groups screen to do the

following:

e Add or delete users

e Assign or change user passwords

¢ Add or delete groups

e Add usersto agroup

e Delete users from a group

*  Set the KVM port access permissions of the Generic User

e Set unique KVM port access permissions for aindividual user or group of
users:
e Assign default KVM access permissions to users or groups

e Set gpecific access permissions for users and groups for a selected
KVM port or ports.

The Generic User defines the KVM port access permissions for all users
except administrative and root users. Any new regular user account
automatically inherits the KVM port access permissions configured for the
Generic User unless you take the additional step of configuring the user’s
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KVM port access permissions differently as described under “ Setting KVM
Port Permissions” on page 291. For more background about the hierarchy of
KVM port permissions, see “Understanding KVM Port Permissions’ on page
32 and “KVM Port Permissions Hierarchy” on page 34.

Adding a User

If the“ Add” button isclicked on the Configuration>Security>Users & Groups
screen, the following dialog box appears.

User Name |jdelarossa

Password |eessssesssess

Repeat

sssssOOReN
Password

Group Admin v
Admin

shel

Comments Administrative User

Figure 6-56: Configuration>Security>Users & Groups “Add Dialog Box”

The following table defines the fields.
Table 6-23: Add User Dialog: Field Names and Definitions

Field Name Definition

User Name Name of the user to be added.

Password The password associated with the user name.

Group On the Group pull-down menu, select “Regular User [Default]” or

“Admin.” Note: To configure a user to be ableto perform all
administrative functions, select the “Admin” group. See “ Types of
Users’ on page 18 for more details.
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Table 6-23: Add User Dialog: Field Names and Definitions (Continued)

Field Name Definition

Shell Optional. The default shell when the user makesa ssh or telnet
connection with the switch. Choices are: sh [Default] or bash.

Comments Optional notes about the user’s role or configuration.

Adding a Group

If the“Add” button is clicked the Configuration>Security>Users & Groups
screen under the Group list, the “Add Group” dialog box shown in the
following figure appears.

Users |

Figure 6-57: Configuration>Security>Users & Groups “Add Group”
Dialog Box

A new group is defined by entering a group name and a comma-separated list
of users.
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Setting KVM Port Permissions

If auser or group name is selected from the list of users and groups and the
“Set KVM Permissions’ button is clicked on the
Configuration>Security>Users & Groups screen, a“KVM Access List”
screen appears like the one in the following figure.

KVM Access List for user regularuser

Default Access List

Default Permission:

Device Permissions

[Cancel| [Set permissions for the device]

Figure 6-58: Users & Groups Configuration “KVM Access List” Screen

When the “ Default Access List” checkbox is checked, the selected user or
group has the same permissions that are assigned to the Generic User.

If the checkbox is unchecked, KVM port access permissions can be
configured for a user or group to be different from the Generic User by doing
the following:

»  Choosing a user-specific “ Default Permission”

»  Specifying explicit permissions for specific ports

If the “Default Access List” checkbox onthe KVM Access List dialog box is
deselected, the " Default Permission” pull-down menu becomes active with

the options: “No access,” “Read only,” “Read/Write,” “Full access,” as shown
in the following figure.
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KVM Access List for user regularuser

[ Default Access List

Default Permission: No access

Read only

Read/Write
Full access
Not defined

Device Permissions|

Figure 6-59:KVM Access List “Default Permissions’” Menu Options

For an example of how the “ Default Permissions” work, if the Generic User’s
default permissionis“No access’ and you remove the check from the
checkbox next to “Default Access List” for a user named jamesi, then jamesi
is no longer restricted by the permissions of the Generic User. If you then
assign to jamesi a default permission of “Full access,” jamesi can then read
write and do power management while connected to any KVM port.

If the“Default Access List” option is deselected, the “master” deviceis
selected from the Device/Permissions list and the “ Set permissions for the
device” button is checked, a dialog box appears like the one shown in
following figure.

Device master, 4 ports.

Ports with no permission: 1
Ports with read only permission: 2
Ports with read/write permission: [3 |

Poerts with full permission: ;4

Figure 6-60:“Set KVM Permissions’ Ports Permissions Dialog Box
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Separate lists of ports can be specified with any of the following permissions
for any user or group:

»  Portswith no permission

» Portswith read only permission

* Portswith read/write permission

» Portswith full permission (read, write, and power management)

The permissions display next to the Device name in the Permissions column,
as shown in the following figure.

KVM Access List for user jamesi

[] Default Access List

Default Permission: |[No access v |

Device Permissions

master l:none/2:ro/3:rw/d4:full

Figure 6-61: Set KVM Permissions “KVM Access List” Example

The following figure illustrates how the settings in the previous figure affect
access to ports. When an individual or member of a group with the access
permissions shown in the previous screen logs into the Web Manager, the list
of KVM ports displayed does not include port 1 because it was configured
with no access (shown as “none”).

(O Connect to OnSite
O Serialiport 1+

@ KVM .Port72 e

Figure 6-62: KVM Port Access Restriction Example
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To continue the exampl e, because of the KVM permission settings, jamesi can
connect to KVM port 2 with Read Only access, he can connect to ports 3 with
Read Write access, and he can connect to port 4 with Read/Write/Power
Management access.

V¥ To Add a User [Expert]
1. Go to Configuration>Security>Users & Groupsin Expert mode.
The Users & Groups screen displays.
2. Click “Add.”
The"Add User” dialog box displays.

3. Enter the namein the “User Name” field.

4. Enter the password in the “Password” and “Repeat Password” fields.

5. Assign agroup from the “Group” pull-down menu.

6. Optiona: Select ashell from the “ Shell” pull-down menu.

7. Optiona: Enter information, as desired, about the user’srole or
responsibilities.

8. Click OK.

9. Click “apply changes.”

V¥ To Delete a User or Group [Expert]
1. Go to Configuration>Security>Users & Groups in Expert mode.
The Users & Groups screen displays.
Select the name of a user or group to delete.
Click “Delete.”
4. Click “apply changes.”

¥ To Change a User’s Password [Expert]
1. Go to Configuration>Security>Users & Groups in Expert mode.
The Users & Groups screen displays.
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2. Select the name of the user whose password you want to change.
3. Click “Change Password.”
The Change User Password” dialog box displays.

4. Enter the new password and enter it gaining the “New Password” and
“Repeat New Password” fields.

Click OK.
Click “apply changes.”

V¥ To Add a Group [Expert]
1. Go to Configuration>Security>Users & Groups in Expert mode.
The Users & Groups screen displays.
2. Under thelist of groups, click “Add.”
The“Add Group” dialog box displays.
Enter the name for the new group in the “Group Name” field.

4. Enter one user name or multiple comma-separated user namesin the
“Users’ field.

Click OK.
Click “apply changes.”

V¥ To Modify a Group [Expert]

1. Go to Configuration>Security>Users & Groupsin Expert mode.
The Users & Groups screen displays.

2. Select the name of a group to modify.

3. Click “Edit.”
The “Edit Group” screen displays.

4. Add or delete users from the group as desired.
Click OK.

6. Click “apply changes.”
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V¥ To Select Users and Groups for Assigning
KVM Port Access [Expert]

Perform this procedure to select users to access servers connected to KVM
ports.

1.

Go to Configuration >Security>Users & Groups in Expert mode.
The Users & Groups screen displays.

To set KVM port access for aregular user, select the name of the user
from User List.

To set KVM port access permissions for a group, select the name of the
group from the Group List.

Click the“Set KVM Permissions’ button.

The“KVM Accesslist for username” or “ groupname “dialog box
appears.

V¥ To Assign KVM Ports to a User or Group
[Expert]
Perform this procedure when you want to specify the types of access a user or

group of users can have to computers that are connected to the OnSite sKVM
ports.

1.

Go to Configuration>Security>Users & Groupsin Expert mode and select
auser or group.

To assign to the selected user or group the same permissions assigned to
the Generic User, make sure the “Default Access List” checkbox is
checked and click OK.

To assign KVM port access permissions for the selected user or group,
uncheck the “Default Access List” checkbox.

Select the desired default access option from the “ Default Permission:”
pull-down menu.

To configure access to individual ports or groups of ports, select the
master device from the “Device/Permissions’ list.

Click the " Set permissions for the device” button.
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The“ Set KVM Permissions for the device” dialog box displays as shown
in the following figure. (The example shows the dialog box when the
“master” deviceis selected.)

Inthefields for each desired category, type either port aliases or numbers,
separating them either by commas or dashes.

7. Click OK.
The newly-set permissions display next to the Device namein the
Permissions column.

8. Click OK.

9. Click “apply changes.”

Configuration>Security>Profiles

Selecting Configuration>Security>Profiles in Expert mode brings up a screen
like the one shown the following figure.

2 / Configuration

T
Senal/AUX

Inband = FrrT— =
| Secured " Moderate i pen
e ‘ [ ] | | [open |
Authentication
Users & Groups Profile is set to- MODERATE
[FTEe

Network

- "Moderate” is the recommended Security Level.

- This profile enables: SSH v1, SSHv2, HTTP, HTTPS,
System Telnet, SSH and Raw connections to Serial Ports,
ICMP and HTTP redirection to HTTPS.

- Authentication to access Serial Ports is not required.
- Direct Access to KVM connections are not available.

Figure 6-63: Web Manager Configuration>Security>Profiles Screen

The procedures for configuring a security profile are identical in both Wizard
and Expert modes. See “ Step 1: Security Profile [Wizard]” on page 163 for
details.
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Configuration>Network

Selecting Configuration>Network in Expert mode brings up nine optionsin
left menu as shown in the following figure.

Configuration

SeriallAUX

Inband
Security [ DHCP

Host Name Conscle Banner

PCMCIA Management |ONS ‘Alterpath OnSite‘

VPN Connections

SNMP Ethernet Port

Firewall Configuration

Host Tables Primary IP Network Mask

Static Routes
System [172.26.28.34 [255.255.252.0 |

Secendary IP Secendary Network Mask

Figure 6-64: Web Manager Configuration>Network Options

An administrative user can use the Network screens to configure network-
related features, as described in the following sections:

e “Configuration>Network>Host Settings’ on page 299

e “Configuration>Network>Syslog” on page 303

* “Configuration>Network>PCMCIA Management” on page 305

e “Configuration>Network>VPN Connections’ on page 320

* “Configuration>Network>SNMP” on page 323

* “Configuration>Network>Firewall Configuration” on page 327

e “Configuration>Network>Host Tables’ on page 342

¢ “Configuration>Network>Static Routes’ on page 343
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Configuration>Network>Host Settings

When Configuration>Network>Host Settingsis selected in Expert mode, the
following screen appears.

KVM 2
SeriallALx

DHCP

Host Name Console Banner

PCMCIA Management ONS Alterrath onsSity

VPN Connections
SNMP

Firewall Configuration
Host Tables
Static Routes

System

Figure 6-65: Web Manager Configuration>Network>Host Settings Screen

An administrative user can use the Host Settings screen to configure aname
and |P address for the OnSite and configure basic networking parameters.

If the “DHCP” checkbox is not checked, then other options appear on the
screen as shown in the following example.
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KV ~
SeriallAUX ['] DHCP
Inband
Security Host Name Console Banner
[ Network |
Host Settings ONS AlterPath OnSits
Syslog
PCMCIA Management Ethernet Port
VPN Connections
SNMP il
Firewall Configuration TP pectiorkiask
Host Tables 172.26.28.34 255.255.252.0
Static Routes
System Secondary IP Secondary Network Mask
MTU
1500
DN Service
Primary DNS Server Secondary DNS Server

192.168.44.21
Domain Name
cyclades. com
Gateway IP
172.28.28.1
Bonding

[J Enabled

Figure 6-66: Web Manager Configuration>Network>Host Settings Screen—
No DHCP

The following table describes the fields on the Host Settings form.
Table 6-24: Host Settings Form Fields (Sheet 1 of 2)

Filed Name Field Definition

Host Name The fully qualified DNS name identifying the OnSite on
the network.

Console Banner A text string designed to appear on the console upon

logging into and exiting from a port as away to verify or
identify the particular port connection.

Primary IP IP address of the OnSite.
Secondary IP An optional secondary IP address for the OnSite unit.
Network Mask The 32-bit number used to group |P addresses together or

to indicate the range of | P addresses for a subnet.
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Table 6-24: Host Settings Form Fields (Sheet 2 of 2)

Filed Name Field Definition

Secondary Network Mask ~ Optional.

MTU Maximum Transmission Unit used by the TCP protocol.

DNS Server Address of the Domain Name Server.

Secondary DNS Server Address of the backup Domain Name Server.

Domain Name The name that identifies the domain, for example,
domainname.com.

Gateway IP The IP address to the gateway on the subnet.

Bonding Enables redundancy for the Ethernet devices using the

standard Ethernet interface as the primary mode of access
and a PCMCIA card as a secondary mode of access.

If bonding is enabled, the following values should be set.

Miimon: Theinterva in which the activeinterfaceis
checked to seeif itis still communicating (in
milliseconds).

Updelay: Thetime that the system will wait to make the
primary interface active after it has been detected asup (in
milliseconds).

V¥ To Configure Hosts [Expert]
1. Goto Configuration>Network>Host Settings in Expert mode.
The Host Settings screen appears:

2. By default, DHCPis enabled. To disable DHCP, click the checkbox to
remove the check mark.

Additional fields appear.
3. Under Ethernet Port, complete or edit the following fields, as necessary.
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o a o

Enter the name assigned to the | P address of the OnSite in the “Host
Name” field.

Enter or change the console banner in the “Console Banner” field.

The console banner appears on the console when the user logs into
and exits from aport as away to verify or identify the particular port
connection

Enter the IP address of the OnSite in the “Primary IP’ field.
Enter the netmask in the “Network Mask” field.
Enter an optional secondary IP addressin the “ Secondary IP” field.

Specify the netmask of the secondary 1P in the “ Secondary Network
Mask” field.

. Specify the desired maximum transmission unit in the “Maximum

Transmission Unit” field.

4. Under “DNS Service” specify or change the following information, if
desired.

a.

c.
d.

Enter the address of the domain name server in the “Primary DNS
Server” field.

If thereis abackup DNS server, enter the address of the secondary
DNSinthe “Primary DNS Server” field

Enter the domain in the “Domain Name” field.
Enter the IP address of the gateway in the “Gateway 1P’ field.

5. To enable Ethernet failover (bonding), do the following steps.

a.

Click the “Enabled” checkbox under “Bonding.”
“Miimon” and “Updelay” fields appear.

If desired, change the value in the “miimon” field.
The default is 100.

If desired, change the value in the “Updelay” field.
The default is 200.

6. Click “apply changes.”
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Configuration>Network>Syslog

When Configuration>Network>Syslog is selected in Expert mode, the screen

shown in the following figure appears.

KVM
SeriallAUX
Inband
Security

»Sysleog

PCMCIA Management
VPN Connections

SNMP [ console

Firewall Configuration
Host Tables
Static Routes

System

New Syslog Server

L 1

Filter CAS/AUX log messages by level
Alert
Notice

[ Emergency
Warning

CAS/AUX Ports Facility KVM Ports Facility

Syslog Destination
Root User

Critical Error
Info [ Debug

Filter KVM log messages by level

[[] Emergency Alert Critical Error
Warning Notice Info [[] Debug
Filter Data Buffering log messages by level
[ Emergency Alert Critical Error
Warning Notice Info [ Debug
Filter Web log messages by level
[[] Emergency Alert Critical Error
Warning Notice Info [[] Debug
Filter System log messages by level
[ Emergency Alert Critical Error
[ warning [ Notice [ Info [ Debug

[[E2

[ server

Syslog Servers

]|

R ———

Figure 6-67: Web Manager Configuration>Network>Syslog Screen

An administrative user can use the Syslog screen to configure how the OnSite
handles syslog messages. The Syslog screen allows you to do the following:

«  Specify one or more syslog serversto receive syslog messages related to

ports.
»  Specify rulesfor filtering messages.
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Thetop of the screen is used to tell the OnSite where to send syslog messages.

Onefacility number can be specified for messages from serial ports and
AUX ports and another facility number for messages from KVM ports.

See “Facility Numbers for Syslog Messages’ on page 28 for details.

Obtain the facility numbers to use from the syslog server’s administrator.
See ““To Add a Syslog Server [Wizard]” on page 183 for how a syslog
server is configured for the OnSite. The same server or different syslog
servers and the same or duplicate facility numbers can be specified
according to your site’s configuration.

Syslog messages can be sent to the console port (for logging the messages
even if no user islogged in); to all sessions where the root user is logged
in, or to one or more syslog servers.

Entries for syslog servers can be added or deleted.

The bottom of the screen has checkboxes for specifying which types of
messages are forwarded based on the following criteria:

Their severity level: “Emergency,” “Alert,” “Critical,” “Error,”
“Warning,” “Notice,” “Info,” “Debug”

Their category “CAS/AUX log;” “KVM log;” “Data Buffering log;”
“Web log;” or “System log.”

V¥ To Configure Syslogging and Message
Filtering [Expert]

1.

Go to Configuration>Network>Syslog in Expert mode.
The Syslog screen displays.

Select a destination for the Syslog messages by clicking the checkbox
next to one or more of the options; “Console,” “Root User,” or “ Server.”

Add asyslog server to the Syslog Serverslist, by entering its|P addressin
the “New Syslog Server” field, and clicking the “ Add>>" button.

Select afacility number for messages generated by serial or AUX ports by
selecting the number from the “* CAS/AUX Ports Facility” pull-down
menu.

Select afacility number for messages generated by KVM ports by
selecting the number from the “KVM Ports Facility” pull-down menu.
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6. Click “apply changes.”

Configuration>Network>PCMCIA Management

When Configuration>Network>PCMCIA Management is selected in Expert
mode, the following screen appears.

PCMCIA
ag Slot# Card Type Action
::Ir:ngnnnentlnns 1 noYcard | — | ‘ Eloct ‘ |cq"““"|
et | - rocars  [iwen] [ERet] [omuue]

Static Routes
System

Figure 6-68: Web Manager Configuration>Network>PCM CIA Management
Screen

An administrative user can use the PCMCIA management screen to configure
the following types of PCMCIA cards:

¢  Modem
« |SDN
« GSM

»  Ethernet (10/100BaseT and Fibre)
e Compact Flash/ Hard Disk

e Wireless

« CDMA

The menu is shown in the following figure:

Ethernet
Compact Flash / Hard Disk

Figure 6-69: Web Manager Configuration>Network>
PCMCIA Management Menu

Web Manager for OnSite Administrators 305



Configuration>Network>PCMCIA Management

While configuring a PCMCIA card, you must inserted a card in one of the
PCMCIA dots on the front of the OnSite.

For configuring call back, you need to have the phone number of the remote
modem calling in.

¥ To Begin Configuring a PCMCIA Card
[Expert]
1. Insert aPCMCIA card into one of the slots on the front of the OnSite.
2. Goto Configuration>Network>PCMCIA Management in Expert mode.
The PCMCIA Management page appears.

3. Click the"Insert” button on the line for the slot in which you installed the
PCMCIA card.

The card type appears under the “Card Type” column.
4. Click the Configure button.
The“Slot” dialog box appears.

5. Select the desired PCMCIA card type to configure from the pull-down
menu.

6. Go tothe appropriate procedure.

To Configure aModem PCMCIA Card [Expert] Page 308
To Configure an ISDN PCMCIA Card [Expert] Page 310
To Configure a GSM PCMCIA Card [Expert] Page 312
To Configure an Ethernet PCMCIA Card [Expert] Page 313
To Configure a Compact Flash or Hard Disk PCMCIA Card [Expert] Page 315
To Configure aWirelessLAN PCMCIA Card [Expert] Page 316
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Configuring a Modem PCMCIA Card

An administrative user can use the PCMCIA Management screen under
Configure>Network to enable remote usersto dial into the OnSite through an
installed modem PCMCIA card. When the administrative user selects Modem
from the pull-down menu, the dialog box shown in the following figure

appears.

3 Slot 1 - Microsoft Internet Explorer

Modem v

O PpPP

[J cCallBack

Authentication One Time Password Required []

Figure 6-70: Modem PCMCIA Card Configuration Dialog Box
As shown in Figure 6-70, the following appear on the dialog:

e “PPP’ checkbox

e “Cdl Back” checkbox

e “Authentication One Time Password Required” checkbox

If the “PPP’ checkbox is checked, additional fields for aloca and remote IP

address appear, and if the “ Call Back” checkbox is checked, a* Phone
Number” field appears, as shown in the following figure.
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3 Slot 1 - Microsoft Internet Explorer

Modem v

PPP

Local IP

Remote IP
Call Back

Phone Number

Authentication One Time Password Required []

v

Figure 6-71: Modem PCMCIA Card Configuration Dialog Box—PPP and
Call Back Checkboxes Checked

V¥ To Configure a Modem PCMCIA Card
[Expert]
1. Install the modem card and select “Modem” from the pull-down menu on
the PCMCIA Management screen.

See “To Begin Configuring a PCMCIA Card [Expert]” on page 306, if
needed.

2. To enable PPP, do the following steps:
a. Check the PPP checkbox.
b. Enter an P addressinthe“Loca IP’ field, if desired.

By default, the IP address of the OnSite is used. Only change the IP
address if you have a specific reason to do so.

c. Inthe“Remote IP” field, specify the IP address to assign to the other
end of the PPP connection, if desired.
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By default, the IP address 10.0.0.1 is assigned. Only change the IP
addressif you have a specific reason to do so.

3. Toenablecal back, do the following:
a. Check the“Cal Back” check box.
b. Enter anumber to useto call back the modem.

4. To configure authentication using OTP passwords, check the
“ Authentication One Time Password Required” checkbox.

Note: OTP authentication works only if an OnSite administrator has
performed the prerequisite configuration described in “ One Time Password
Authentication on the OnSite” on page 18.

5. Click OK.
6. Click “apply changes.”

Configuring an ISDN PCMCIA Card

An administrative user can use the PCMCIA Management screen under
Configure>Network in Expert mode to enable users to connect to the OnSite
through an ISDN PCMCIA card. When you select ISDN from the pull-down
menu, the dialog box shown in the following figure appears.

3Slot 1- M g@ﬁ‘i

ISDN 5

LocallP |10.0.0.21
Remote P |10.0.0.22

[J CallBack

Figure 6-72:1SDN PCMCIA Card Configuration Dialog Box

When the “ Call Back” checkbox is checked, the Phone Number field appears
as shown in the following figure.
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310

T

pl..[- [O[X

ISDN v
Local IP [10.0.0.21
Remote IP |10.0.0.22

Call Back
Phone Number 8358662

Figure 6-73: ISDN PCMCIA Card Configuration Dialog Box—Call Back

V¥ To Configure an ISDN PCMCIA Card [Expert]

1.

Install the ISDN card and select “ISDN” from the pull-down menu on the
PCMCIA Management screen.

See “To Begin Configuring a PCMCIA Card [Expert]” on page 306, if
needed. The“Local IP” and “Remote |P’ fields and the “ Call Back”
check box appear on the Slot dialog box.

Enter an |P addressin the“Local IP’ field, if desired.

By default, the IP address of the OnSite is used. Only change the IP
addressif you have a specific reason to do so.

In the “Remote IP” field, specify the IP address to assign to the other end
of the PPP connection, if desired.

By default, the IP address 10.0.0.1 is assigned. Only change the IP
address if you have a specific reason to do so.

To enable call back, do the following:
a. Check the”Call Back” check box.
The “Phone Number” field appears on the Slot dialog box.
b. Enter anumber for the OnSite to use to call back the remote modem.
Click OK.
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6. Click “apply changes.”
Configuring a GSM PCMCIA Card

An administrative user can use the PCMCIA Management screen under
Configure>Network in Expert mode to enable aremote user to call into the
OnSite through an installed and configured GSM PCMCIA card. When you
select GSM from the pull-down menu, the dialog box shown in the following

figure appears.
3 M=k
GSM v
Local IP
Remote IP I
Pin Number
[0  call Back
Authentication One Time Password Required []

Figure 6-74: GSM PCMCIA Card Configuration Dialog Box

As shown in Figure 6-74, the following appear on the GSM configuration
dialog:

“Locd IP” field

“Remote |P” field

“Pin Number” field

“Call Back” checkbox

“ Authentication One Time Password Required” checkbox

When the “ Call Back” checkbox is checked, the “Phone Number” field
appears as shown in the following figure.
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3 Slot 1 - Microsoft Internet Explorer

GSM v

Local IP
Remote IP
Pin Number

Call Back
Phone Number

Authentication One Time Password Required []

Figure 6-75: GSM PCMCIA Card Configuration Dialog Box—Call Back

V¥ To Configure a GSM PCMCIA Card [Expert]

1.

Install the GSM card and select “GSM” from the pull-down menu on the
PCMCIA Management screen.

See “To Begin Configuring a PCMCIA Card [Expert]” on page 306, if
needed.

The“Locd IP” “Remote IR and “Pin Number” fields and the “ Call
Back” check box appear on the Slot dialog box.

Enter an IP addressin the “Local |P” field, if desired.

By default, the IP address of the OnSiteis used. Only change the IP
addressif you have a specific reason to do so.

In the “Remote IP” field, specify the IP address to assign to the other end
of the PPP connection, if desired.

By default, the IP address 10.0.0.1 is assigned. Only change the IP
addressif you have a specific reason to do so.

Enter a personal identification number known to the owner of the GSM
card in the “PIN Number” field.

To enable call back, do the following:
a. Check the*Call Back” check box.
The “Phone Number” field appears on the Slot dialog box.
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b. Enter anumber for the OnSite to use to call back the GSM phone.

6. To configure authentication using OTP passwords, check the
“ Authentication One Time Password Required” checkbox.

Note: OTP authentication works only if an OnSite administrator has
performed the prerequisite configuration described in “ One Time Password
Authentication on the OnSite” on page 18.

7. Click OK.
8. Click “apply changes.”

Configuring an Ethernet PCMCIA Card

An administrative user can use the PCMCIA Management screen under
Configure>Network in Expert mode to configure an Ethernet PCM CIA card.
When you select Ethernet from the pull-down menu, the dialog box shown in
the following figure appears.

3 slot 1 Microsoft Internet Expl... [ [EX

Echernet  J8
IP Address

Network Mask

Figure 6-76: Ethernet PCMCIA Card Configuration Dialog Box

V¥ To Configure an Ethernet PCMCIA Card
[Expert]

Follow this procedure to configure either 10/100BaseT or Fibre PCMCIA
cards.

1. Ingtal the Ethernet card and select “ Ethernet” from the pull-down menu
on the PCMCIA Management screen.
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See “To Begin Configuring aPCMCIA Card [Expert]” on page 306, if
needed.

The“1P Address’ and “Network Mask” fields appear on the Slot dialog
box.

2. Inthe“IP address’ field, enter the |P address to assign to the Ethernet
port.

Inthe “Network Mask” field, enter the netmask to assign to the subnet.
Click OK.
Click “apply changes.

Configuring a Compact Flash PCMCIA Card

An administrative user can use the PCMCIA Management screen under
Configure>Network in Expert mode to configure a PCMCIA Compact Flash
card. When you select Compact Flash from the pull-down menu, the dialog
box shown in the following figure appears.

Compact Flash / Hard Disk v

Enable
Use for data buffering

Figure 6-77: Compact Flash PCMCIA Card Configuration Dialog Box
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V¥ To Configure a Compact Flash or Hard Disk
PCMCIA Card [Expert]

1.

o > N

Install the compact flash card or IDE card and select “ Compact Flash /
Hard Disk” from the pull-down menu on the PCMCIA Management
screen.

See “To Begin Configuring a PCMCIA Card [Expert]” on page 306, if
needed.

The“Enable” and the “Use for data buffering” checkboxes appear on the
Slot dialog box.

Click the “Enable” checkbox.

If desired, check the “Use for data buffering” checkbox.
Click OK.

Click “apply changes.”

Configuring a Wireless LAN PCMCIA Card

An administrative user can use the PCMCIA Management screen under
Configure>Network in Expert mode to configure a Wireless LAN PCMCIA
card. When you select “Wireless LAN” from the pull-down menu, the dialog
box shown in the following figure appears.

Wireless LAN {§4

IP Address

Network Mask

IMyPrivateMet
(ESSID)

Channel 0

] Encrypted

Figure 6-78: PCMCIA WirelessLAN Card Configuration Dialog Box
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V¥ To Configure a Wireless LAN PCMCIA Card
[Expert]

1. Instal thewireless LAN card and select “Wireless LAN” from the pull-
down menu on the PCMCIA Management screen.

See “To Begin Configuring a PCMCIA Card [Expert]” on page 306, if
needed.

The“1P Address,” “Network Mask,” “MyPrivateNet (ESSID),” and
Channel fields appear on the Slot dialog box.

Inthe “IP address’ field, enter an | P address.
In the “Network Mask” field, enter the netmask for the subnet.

In the “MyPrivateNet (ESSID)” field, enter the SSID for communicating
with othersin your network.

»

In the “Channel” field, enter a channel number.
Click the “Enable” checkbox.

Click OK.

Click “apply changes.”

Configuring a CDMA PCMCIA Card

The administrative user can use the PCMCIA Management screen under
Configure>Network to enable aremote user to dial into the OnSite through an
installed and configured CDMA PCMCIA card. When you select CDMA
from the pull-down menu, the dialog shown in the following figure appears.

© N o u
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CDMA v

Local IP
Remote IP
Spead |** v
Additional Initialization

[0 callBack

Authentication One Time Password Required []

Figure 6-79: CDMA PCMCIA Card Configuration Dialog

As shown in Figure 6-79, the following appear on the CDMA configuration
dialog:

 “Locd IP field

* “RemotelP” field

e “Speed” pull-down menu

* “Additiona Initialization” field

» “Call Back” checkbox

o “Authentication One Time Password Required” checkbox

When the “ Call Back” checkbox is checked, the Phone Number field appears
as shown in the following figure.
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feprre o)
[coma 3
Local IP
Remote IP
Speed :M v

Additional Initialization
Call Back
Phone Number

Authentication One Time Password Required []

-

Figure 6-80: CDMA PCMCIA Card Configuration Dialog Box—Call Back

V¥ To Configure a CDMA PCMCIA Card [Expert]

1.

Install the CDMA card and select “CDMA” from the pull-down menu on
the PCMCIA Management screen.

See “To Begin Configuring a PCMCIA Card [Expert]” on page 306, if
needed.

Enter an |P addressin the “Local IP’ field, if desired.

By default, the IP address of the OnSiteis used. Only change the IP
addressif you have a specific reason to do so.

In the “Remote IP” field, specify the IP address to assign to the other end
of the PPP connection, if desired.

By default, the IP address 10.0.0.1 is assigned. Only change the IP
addressif you have a specific reason to do so.

Select a speed from the “ Speed” pull-down menu.
To enable call back, do the following:
a. Check the“Call Back” check box.

b. Enter anumber for the OnSite to use to call back the CDMA phonein
the “Phone Number” field.

AlterPath OnSite Administrator’s and User’s Guide



Configuration>Network>PCMCIA Management

6. To configure authentication using OTP passwords, check the
“ Authentication One Time Password Required” checkbox.

Note: OTP authentication works only if an OnSite administrator has
performed the perquisites configuration described in “One Time Password
Authentication on the OnSite” on page 18.

7. Click OK.
8. Click “apply changes.”

Ejecting a PCMCIA Card

Use the “Eject” button on the PCMCIA management screen to eject any
PCMCIA card before physically gecting it. Any other method can cause a
kernel panic.

V¥ To Eject a PCMCIA Card From the Card Slot
1. Go to Configuration>Network>PCMCIA Management.
The PCMCIA Management page appears.
2. Click the Eject button adjacent to the card you want to remove.

The card type clears under the Card Type column.

PCMCIA
Slot # Card Type Action
1 | Insert | | Eject | |Conﬂgurn|
2 | Insert | | Eject | |Conﬂgurn|

Click “apply changes.”

4. Physicaly remove the card from the PCMCIA slot on the front of the
OnSite.
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Configuration>Network>VPN Connections

When Configuration>Network>V PN Connectionsis selected in Expert mode,
a screen like the one shown in the following figure appears.

Connaction Name Right Subneat (IPimask) Laft Subnat (IPimask)

Host Settings
Syslog
PCMCIA Management
|

Firewall Configuration
Host Tables
Static Routes

System

| Edin | | Dalots | | Add |

Figure 6-81: Web Manager Configuration>Network>VPN Connections
Screen

An administrative user can use the screen to add a VPN connection or edit one
that isaready inthelist. See “VPN on the OnSite” on page 54 for related
background information.

When the “Edit” or “Add” buttons are clicked, a“New/Modify Connection”
screen appears, as shown in the following figure. The screen displays different
fields depending on whether “RSA Public Keys' or “ Shared Secret” are
selected.
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Connection Name |

Authentication Esp « | Authentication

Protacol Method RSA Public Keys v

Remote ("Right")

D IP Address
NextHop Subnet
RSA Key
Local ("Left")
D IP Address
NextHop Subnet
RSA Key
Boot Action | 1gnore ¥|

v

Figure 6-82: VPN “New/Modify Connection” Dialog Box

The OnSite is referred to asthe Local or “Left” host, and the remote gateway
isreferred to as the Remote or “Right” host. If left and right are not directly
connected, then you must also specify aNextHop | P address. The next hop for
theleft host isthe | P address of the router to which the OnSite sends packets
to get them delivered to the right host. The next hop for the right host isthe IP
address of the router to which the remote host or gateway running IPsec sends
packets when delivering them to the left host. Also, because the OnSite can
have multiple Ethernet connections and | P addresses, you need to enter the
appropriate IP address and hostname in the “I1D” and IP Address’ fields for
the“Local (‘Left’)” host.

See Table 1-25, “Field and Menu Options for Configuring a VPN
Connection,” on page 55 for what to enter on the screen. Work with the user
who needs to make the VPN connection to make sure the information matches
exactly on both ends.
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V¥ To Configure VPN [Expert]

To enable VPN, make sure that | Psec is also enabled. For details about the
information you need to complete this screen, see Table 1-25, “Field and
Menu Options for Configuring a VPN Connection,” on page 55, if heeded.

1. Go to Configuration>Network>VPN Connectionsin Expert mode.
The VPN Connections screen appears.

2. Toedit aVPN connection, select the name, and click “ Edit.”

3. ToaddaVPN Connection, click “Add.”
The “New/Modify Connection” dialog box appears.

4. Enter any descriptive name you choose for the connection in the
“Connection Name” field.

5. Select either ESP or “AH” from the “ Authentication Protocol” pull-down
menul.

6. Select either “Ignore, “Add,” or “Start” from the “Boot Action pull-down
menul.

7. Select “Shared Secret” or “RSA Public Keys’ from the “ Authentication
Method” pull-down menu.

8. Set up theright and left hosts by doing the following steps.
a. Enter the name of the host in the“1D” field.
b. Enter the|P address of the host in the “IP Address” field.

c. Enter the IP address of the router through which the host’s packets
reach the Internet in the “NextHop” field.

d. Enter the netmask for the subnet in the “ Subnet Mask” field.

e. If “RSA Key” isselected, generate the key for the OnSite (left host)
and find out the key from the remote gateway (where the right host
resides). If desired, use copy and paste to enter the key in the “RSA
Key” field.

f. If “Shared Secret” is selected, enter the shared secret in the “ Pre-
Shared Secret” field.

g. Click OK.
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9. Click “apply changes.”

Configuration>Network>SNMP

Selecting Configuration>Network>SNMP in Expert mode brings up the
screen shown in the following figure.

HVM
' SerialAUX

Inband

Security To activata the snmpd sarvicas, you should go to the
| Security Profile section.

letwork
Host Settings
Syslog

PCMCIA Management
VPH tl
T — System Information Settings
Configuration .
Host Tables SysContact Cyclades_Corporation
Static Routes L =

System SysLocation AlterPath ONS

Access Control

SNMPv1/SNMPv2 Configuration
Community Source oD Permissic

[[2saT] [oeieis] [CESET]

SHNMPv3 Conflguration
‘User name Permission oD

| add | [Delete| | Edit |

Figure 6-83: Web Manager Configuration>Network>SNMP Screen

An administrative user can use this screen to enable notifications about
significant events or traps to be sent from the OnSite to an SNMP
management application, such as HP Openview, Novell NMS, IBM NetView,
or Sun Net Manager.
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The values you need to complete the screen and associated dialog boxes are
explained in the following table.

Table 6-25: Fields and Menu Options for SNMP Configuration

Field or Menu Option

Description

SysContact

SyslLocation

Community

Source
OID

Permission

The email address of the OnSite’s administrator, for example,
onsite admin@cyclades.com.

The physical location of the OnSite.

SNMP v1 and v2 only. The community name is sent in every
communication between the client and the server, and the
community name must be correct before requests are allowed.
Communities are further defined by the type of access specified
under “Permission”: either read only or read write. The most
common community is*“public” and it should not be used
because it is so commonly known. By default, the public
community cannot access SNMP information on the OnSite.

SNMP v1 and v2 only. Valid entries are “default” or a subnet
address, for example, 193.168.44.0/24.

Object Identifier. Each managed object has a unique identifier.
Select the permission type:

Read Only - Read-only access to the entire MI1B (Management
Information Base) except for SNMP configuration objects.

Read/Write - Read-write access to the entire MIB except for
SNMP configuration objects.

User Name and SNMPv3 only.
Password
The OnSite SNMP agent supports SNMP v1, v2 and v3. To use SNMP v1 or
V2, you need to specify a community name, source |P address or range of
addresses, an object ID (OID), and permission (read-write or read-only).
SNMP v3 requires: user name, password, OID, and permission.
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Clicking the “Add” or “Edit” buttons under “SNMPv1/SNMPv2
Configuration” brings up the New/Modify SNMP v1 v2 Configuration”
dialog box, as shown in the following figure.

Community | ‘
swee ||
oD | ‘

Permission !Read Onl_y_ﬁ

Figure 6-84:“New/Mod SNMP v1 v2" Configuration Dialog Box

Clicking the “Add” or “Edit” buttons under “SNMPv3 Configuration”
brings up the New/Modify SNMP v3 Configuration” dialog box, as shownin
the following figure.

User name | |

Password | |

QD | |

Permission |Read Only__j

Figure 6-85:“New/Mod SNMP v3” Configuration Dialog Box

In addition to configuring the SNMP screen and the associated dialog boxes,
the administrative user must do the following:

¢ Ensurethat the SNMP serviceis activated
e Configure one or more serial ports to send SNMP traps.
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Therelated tasks are listed in the following table.
Table 6-26: Tasksfor Configuring SNMP

Task

Where Documented

Enable SNMP.

“To Configure SNMP [Expert]” on page 326

Configure oneor more serial “To Configure a Trigger for SNMP Trap Notification for
ports to send SNMP traps. Serial Ports Expert]” on page 272

326

V¥ To Configure SNMP [Expert]

1.

Go to Configuration>Networks>SNMP in Expert mode.
The SNMP screen appears.
To enable any version of SNMP, do the following:

* Toadd an SNMPv1/SNMP2 entry, pressthe “Add” button under the
“SNMPv1/SNMPv2 Configuration” table.

» Toadd an SNMPv3 entry, pressthe “Add” button at the bottom of the
“SNMPVv3” table.

The “New/Modify SNMP Daemon Configuration” dialog box appears.
To edit any SNMP configuration, do the following steps.

a. Toedit an SNMPv1/SNMP2 entry, select the entry from the
“SNMPv1/SNMPv2 Configuration” list and click the “Edit”
button.

b. Toedit an SNMPv3 entry, select an entry fromthe“ SNMPv3” list and
click the “Edit” button.

The “New/Modify SNMP Daemon Configuration” dialog box appears.

For SNMP v1 or v2 configuration, enter or change the following
information:

a. Enter the community name in the “Community” field.

b. Enter the source |P address or range of |P addressesin the “ Source”
field.

For SNMP v3 configuration, enter or change the following information:
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a. Enter the user name in the “User name” field.
b. Enter the password in the “ Password” field.

6. For any version of SNMP, do the following steps.
a. Enter the unique object identifier for the object in the“*OID” field.
b. Choose“Read Only” or “Read/Write” from the “ Permission” field.
Click OK.
Click “apply changes.

Configuration>Network>Firewall Configuration

Selecting Configuration>Network>Firewall Configuration in Expert mode
brings up the screen shown in the following figure.

Name Palicy Packets Bytes
INPUT ACCEFT 183K 30eM
Host Sett] FORWARD ACCEFT 4] 4]
S;:I'o g“‘ ngs OUTEUT LCCEPT 11448 30958
PCMCIA Management
VPN Connections
gui
Host Tables
Static Routes
System
| Edit |  [Delete| | Add | | EditRules

Figure 6-86: Web Manager Configuration>Network>
Firewall Configuration Screen

An administrative user can use the Firewall Configuration screen to enable the
OnSiteto act like afirewall by filtering packets coming to and leaving the
OnSite, allowing and disallowing packets according to rules you define.

Packet filtering relies on chains and rules being defined. See “Packet Filtering
on the OnSite” on page 65 for details.

Each entry in the list on the Firewall Configuration screen represents achain
with a set of rules.
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Thelist by default has three built-in chains, as shown in the previous figure.
The chains accept all INPUT, FORWARD, and OUTPUT packets. An
administrative user can use the “Edit,” “Delete,” “Add,” and “Edit Rules’
buttons on the screen to do the following to configure packet filtering:

» Edit default chains

* Delete user-added chains

* Addnew chains

e Edit rulesfor chains

Firewall Configuration: Editing Chains

If one of the default chainsis selected and the “Edit” button is pressed under
Configuration>Network>Firewall Configuration in Expert mode, the “ Edit
Chain” dialog box shown in the following figure appears.

r-E Edit Chain - Microsoft Int... E@@

Name FORWARD

Policy |BRCCEPT |~

Figure 6-87: Firewall Configuration “Edit Chain” Dialog Box

Only the policy can be edited for a default chain. The options are “ ACCEPT,”
and “DROP”

Name OUTPUT

Policy ACCEPT v
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Figure 6-88: Firewall Configuration “Edit Chain” Policy Options

User-defined chains cannot be edited. If a user-defined chain is selected for
editing, the message shown in the following figure appears.

B User-defined chain cannot be edited.

Figure 6-89: Firewall Configuration “User-defined Chain” Message

Firewall Configuration: Deleting Chains

If one of the default chainsis selected and the “Delete” button is pressed
under Configuration>Network>Firewall Configuration in Expert mode, the
chainis deleted.

Default chains cannot be deleted. If a user-defined chain is selected and the
“Delete” button is pressed, the message shown in the following figure

appears.

B Non user-defined chain cannot be deleted.

Figure 6-90: Firewall Configuration " Delete Default Chain” Dialog Box

Firewall Configuration: Adding Chains

If the“ Add” button is pressed under Configuration>Network>Firewall
Configuration in Expert mode, the “Add Chain” dialog box shown in the
following figure appears.
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Name 1

Figure 6-91:Firewall Configuration “Add Chain” Dialog Box

Adding a chain only creates an named entry for the chain. Rules must also be
configured for the chain after it is added to the list of chains.

Firewall Configuration: Editing Rules

If the“Edit Rules’ button is pressed under Configuration>Network>Firewall
Configuration in Expert mode, a screen appears with alist of headingslikethe
one shown in the following figure. (The example shows the OUTPUT chain
selected for editing, which has no rules defined.)

Edit Rules for Chain [OUTPUT]

Input Output

Packets Bytes Target  Source Destination Protocol  Fragment Interface  Interface

Figure 6-92: Firewall Configuration “Edit Rules for chain_name” Screen

The buttons shown in the following figure appear at the bottom of the screen.

‘ Edit ‘ |o-|m| | Add | ‘ up ‘ | Dol\m|

Figure 6-93: Firewall Configuration “Edit Rules for chain_name” Buttons

When the “ Add” button is pressed, the “Add Rule’ dialog box appears. When
aruleis selected and the “Edit” button is pressed, the “Edit Rule” dialog box
appears. When aruleis selected, pressing the “Up,” and “Down” buttons
moves the rule up and down the list.
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Firewall Configuration: Options on the “Add
Rule” and “Edit Rule” Dialog Boxes

The“Add Rule’ and “Edit Rule’ dialog boxes under Configuration>
Network>Firewall Configuration in Expert mode have the fields and options
shown in the following figure.

Target
RCCEPT v
Source IP Mask O Inverted
Destination IP Mask O Inverted
Protocol El1l v [ Inverted
Input Interface Inverted
Output Interface [ Inverted

Fragments R11 packets v

Figure 6-94:Firewall Configuration “Add Rule” and “Edit Rule” Dialog
Boxes

Firewall Configuration: Inverted Checkboxes

If the “Inverted” checkbox is checked on any linein the“Add Rule” or “Edit
Rule’ dialog boxes under Configuration>Network>Firewall Configuration in
Expert mode, the target action is performed on packets that do not match any
of the criteria specified in that line when any other specified criteriaare also
met.

For example, if you select DROP as the target action, check “Inverted” on the
line with asource | P address specified, and do not specify any other criteriain
therule, any packets arriving from any other source | P address than the one
specified are dropped.

Firewall Configuration: Target Pull-down Menu
Options

The“Target” onthe“Add Rule” and “Edit Rule” dialog boxes under
Configuration>Network>Firewall Configuration in Expert mode is the action
to be performed on an | P packet that matches all the criteria specified in a
rule.The default target pull-down menu is shown in the following figure.
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Target

DEROF v
ACCEPT

DR
RETUEN
LOG
REJECT

Figure 6-95: Firewall Configuration “Add Rule” and “Edit Rule” Target
Menu Options

If the“LOG” and “REJECT” targets are selected, additional fields appear as
described under “LOG Target” on page 242 and “REJECT Target” on page
243.

Source or Destination |P and Mask

If you fill inthe “Source IP’ field on the “Add Rule” and “Edit Rule” dialog
boxes under Configuration>Network>Firewall Configuration in Expert mode,
incoming packets are filtered for the specified IP address. If you fill in the
“Destination |P” field, outgoing packets are filtered for the specified IP
address.

If you fill in either “Mask” field, incoming or outgoing packets are filtered for
I P addresses from the network in the specified netmask.

The source and destination |P and related fields are shown in the following
figure.

Source IP Mask 7 Inverted

Destination IP Mask 7 Inverted

Figure 6-96: Firewall Configuration “Add Rule” and “Edit Rule” Source and
Destination IP and Mask Fields

Firewall Configuration: Protocol

An administrative user can select a protocol for filtering on the “Add Rule”
and “Edit Rule” dialog boxes under Configuration>Network>Firewall
Configuration in Expert mode. The “Protocol” pull-down menu is shownin
the following figure.
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Figure 6-97: Firewall Configuration “Add Rule” and “Edit Rule” Protocol
Menu Options

The additional fields that appear for each protocol are explained in the
following sections.

Firewall Configuration: Numeric Protocol Fields

If Numeric is selected as the protocol when specifying arulein the“Add
Rule” and “Edit Rule” dialog boxes under Configuration>Network>Firewall
Configuration in Expert mode, atext field appears to the right of the menu for
the desired number, as shown in the following figure.

Protocol Numeric + 0 ] Inverted

Figure 6-98: Firewall Configuration “Add Rule” and “Edit Rule” Numeric
Protocol Fields

Firewall Configuration: TCP Protocol Fields

If TCPis selected as the protocol when specifying arulein the“Add Rule”
and “Edit Rule” dialog boxes under Configuration>Network>Firewall
Configuration in Expert mode, the additional fields shown in the following
figure appear at the bottom of the screen.

TCP Options Section

Source Port to O Inverted
Destination Port to O Inverted
TCP Flags
SYN |Any v ACK |Any v FIN |Any R
RST |Any v URG |Any v PSH |Any R

O Inverted
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Figure 6-99: Firewall Configuration “Add Rule” and “Edit Rule”
TCP Protocol Fields and Menu Options

The following table defines the fields and menu optionsin the “ TCP Options
Section.”

Table 6-27: TCP Options Fields and Menu Options on the Firewall Configuration Screen

Field/Menu Option | Definition

Source Port A source or destination port number for filtering in the “ Source
-OR - Port” or “Destination Port” field. If a second number is entered in
Destination Port the “to” field, TCP packets are filtered for any port number within
-AND- the range that starts with the first port number and that ends with
to the second.

TCP Flags The TCPflags“SYN” (synchronize), “ACK” (acknowledge),

“FIN” (finish), “RST” (reset), “URG” (urgent) or “PSH” (push)
cause TCP packetsto be filtered for the specified flag and the
selected condition, either “Any,” “Set,” or “Unset.”

Firewall Configuration: UDP Protocol Fields

If UDPis selected as a protocol when specifying arule, the additional fields
shown in the following figure appear at the bottom of the screen.

UDP Options Section

Source Port to 7 Inverted

Destination Port to 7 Inverted

Figure 6-100:Firewall Configuration “Add Rule” and “Edit Rule” UDP
Protocol Fields

The following table defines the fields in the UDP Options Section.
Table 6-28: UDP Options Fieldsin the Firewall Configuration Screen

Field Definition
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Table 6-28: UDP Options Fields in the Firewall Configuration Screen

Source Port A source or destination port number for filtering in the “Source
-OR - Port” or “Destination Port” field.
Destination Port

A source or destination port number for filtering in the “Source
Port” field. If a second number is entered the “to” field, TCP
packets are filtered for any port number within the range that starts
with the first port number and that ends with the second.

-AND-
to

Firewall Configuration: ICMP Protocol Fields

If ICMP is selected as a protocol when specifying arule, the ICMP Type pull-
down menu appears in the ICMP Options Section at the bottom of the
Firewall Configuration screen. The following figure shows the options.
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ICMP Options Section

ICMP Type

echo-reply

destination-unreachable

network-unreachable
host-unreachable
protocol-unreachable
port-unreachable
fragmentation-needed
source-route-failed
network-unknown
host-unknown
network-prohibited
host-prohibited
TOS-network-unreachable
TOS-host-unreachable
communication-prohibited
host-precedence-violation
precedence-cutoff
source—quench

redirect
network-redirect
host-redirect
TOoS-network-redirect
TOS-host-redirect
echo-request
router-advertisement
router-solicitation
time-exceeded
ttl-zero-during-transit
ttl-zero-during-reassembly
parameter-problem
ip-header-bad
required-option-missing
timestamp-request
timestamp-reply
address-mask-request
address-mask-reply v

Figure 6-101:Firewall Configuration “Add Rule” and “Edit Rule” ICMP
Type Menu Options
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Firewall Configuration: Input Interface, Output
Interface, and Fragments

If aninterface (such asetho or ethil) isentered in the “ Input Interface”
field, incoming packets are filtered for the specified interface. If an interface
is entered in the “Output Interface” field, outgoing packets are filtered for the
specified interface. The input and output interface fields are shown in the
following figure along with the options on the “ Fragments” pull-down menu.

Input Interface Inverted
Output Interface Inverted
Fragments A1l packets w

3rd.. fragmented packets
Non-fragmented and 1st fragmented packets

Figure 6-102:Firewall Configuration “Add Rule” and “Edit Rule” Input and
Output Interface Fields and Fragments Menu Options

The following table defines the fields in the above figure.

Table 6-29: Input and Output Interface and Fragment Optionsin the Firewall Configuration

Screen
Field Definition
Input Interface The input interface (ethw) for the packet

Output Interface The output interface (ethn) for the packet

Fragments

The types of packetsto be filtered:

All packets

2nd, 3rd... fragmented packets
Non-fragmented and 1st fragmented packets
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Firewall Configuration: LOG Target

Note: If you select “LOG” from the “ Target” field, the fields and menus
shown in the following figure appear in the “LOG Options Section” at the
bottom of the screen.

LOG Options Section

Log Level emerg & Log Prefix

[0 TCP sequence [0 TCP options [J 1P options

Figure 6-103:Firewall Configuration “Add Rule” and “Edit Rule” LOG
Target Fields

The following table defines the menu options, field, and checkboxesin the
“LOG Options Section.”

Field or Menu Name Definition

Log Level One of the optionsin the pull-down menu:

Log Prefix The prefix isincluded in the log entry.
TCP Sequence Includes the TCP sequence in the log.
TCP Options Includes TCP optionsin the log.

IP Options Includes IP options in the log.
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Firewall Configuration: REJECT Target

If REJECT is selected from the Target pull-down menu, the following pull-
down menu appears

REJECT Options Section

Reject with

icmp-host-unreachable
icmp-port-unreachable
icmp-proto-unreachable
icmp-net-prohibited
icmp-host-prohibited
echo-reply

tcp-reset

Figure 6-104:Firewall Configuration “Add Rule” and “Edit Rule” REJECT
Target Menu Options

Any “Reject with” option causes the input packet to be dropped and areply
packet of the specified type to be sent.

Firewall Configuration Procedures
The following table has links to the procedures for defining packet filtering:

To Add a Chain [Expert] Page 339
To Edit a Chain [Expert] Page 340
To Edit aRule [Expert] Page 341
To Add a Rule [Expert] Page 341

V¥ To Add a Chain [Expert]

1. Go to Configuration>Network >Firewall Configuration in Expert Mode.
The Firewall Configuration screen appears.

2. Click “Add.”
The*Add Chain” dialog box appears.

3. Enter the name of the chain to be added inthe“Name” field and then click
OK.
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Note: Spaces are not alowed in the chain name.

The name of the new chain appearsin thelist.

4. Finish defining the chain by adding one or more rules, as described in to
“To Add aRule’ on page 245.

V¥ To Edit a Chain [Expert]

Perform this procedure if you want to change the policy for a default chain.

Note: User-defined chains cannot be edited. If you want to rename a chain
you added, delete it and create a new one.

1. Go to Configuration>Network >Firewall Configuration in Expert Mode.
2. Select one of the default chains from Chain list, and then click the “Edit”

button.
If you select a user-defined chain, the dialog box shown in the following
figure appears.
3 User-defined chain cannot be edited.

If you select one of the default chains, the “ Edit Chain” dialog box
appears.

3. Select the desired policy from the Policy pull-down menu, and then click
OK.

4. Click “apply changes.”
To edit any rules for this chain, go to “To Edit aRule.”
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V¥ To Edit a Rule [Expert]

1.
2.

Go to Configuration>Network >Firewall Configuration in Expert Mode.

Select the chain whose rule you want to edit from Chain list, and then
click the “Edit Rules’ button.

The “Edit Rules’ screen appears.

Select the rule to be edited from the Ruleslist, and then click the “ Edit”
button.

The " Edit Rule for chain_name” dialog box appears.
Modify the rule as desired.

For definitions of the fields in this screen see
“Configuration>Network>Firewall Configuration” on page 327, if
needed.

Click OK.
Click “apply changes.”

V¥ To Add a Rule [Expert]

1.
2.

Go to Configuration>Network >Firewall Configuration in Expert Mode.

Select the chain to which you want to add arule from Chain list, and then
click the “Edit Rules’ button.

Click the“Add Rule” button.
The"Add Rule for chain_name” dialog box appears.
Configure the rule as desired.

For definitions of the fields in this screen see
“Configuration>Network>Firewall Configuration” on page 327, if
needed.

Click OK.
Click “apply changes.”
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Configuration>Network>Host Tables

Selecting Configuration>Network>Host Tables in Expert mode brings up the
screen shown in the following figure.

342

IP Address MName Alias
127.0.0.1 localhost
172.26.28.34 ONS

Host Settings

Syslog

PCMCIA Management
VPN Con

SNMP

Firewall Configuration

Static Routes
System

[y  [oesi] [Tesal] | ([Nuel]|  [oewl

Figure 6-105:Web Manager Configuration>Host Tables Screen

An administrative user can use the screen to add, and edit or delete hosts.

V¥ To Define the OnSite’s IP Address and
Hostname [Expert]

1.

Go to Configuration>Network>Host Table in Expert mode.
The Host Table screen appears.

To edit a host, select the host | P address from the Host Table and then
click the “Edit” button. (If needed, use the “Up” and “Down” buttons to
navigate through the list.)

To add a host, click the “Add” button.
The “host table” dialog box appears.

Enter the new or modified host addressin the “IP Address field,” and the
host namein the “Name” field, and then click “OK.”

To delete a host, select the host you wish to delete and click “Delete.”
Click “apply changes.”
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Configuration>Network>Static Routes

Selecting Configuration>Network>Static Routes in Expert mode brings up
the screen shown in the following figure.

r P D Mask y Metric
delault 172.28.28.1

Host Settings
Syslog

PCMCIA Management
VPN Connections
SNMP

Firewall Configuration
Host Tables

System

| Ednn | | Dalote | | Add |

Figure 6-106:Web Manager Configuration>Network Static Routes Screen

An administrative user can use the screen to manually add static routes or edit
or delete existing routes.

Clicking the “Edit” or “Add” buttons brings up a screen like the one shownin
the following figure. The example shows the fields and menus that appear
when the “Default” route type is selected in the “Route” pull-down menu.
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‘ Apply‘ |Clm:|l| | Help |

Route |Default ~

Goto |Gateway v

Metric

Figure 6-107:Static Routes “Add” and “Edit” Fields and Menu Options—
Default Route

The following figure shows the fields and menus that appear when the
“Network” route type is selected in the “Route” pull-down menu.

‘ Apply‘ |me:-l| | Help |

Route Network =«

Network IP

Network Mask

Goto |Gateway v

Metric

Figure 6-108: Static Routes “Add” and “Edit” Fields and Menu Options—
Network Route

The following figure shows the fields and menus that appear when the “Host”
route typeis selected in the “Route” pull-down menu.
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Goto

‘ Apply‘ |Clm:|l| | Help |

Route b

Host IP

Gateway v

Metric

Figure 6-109: Static Routes “Add” and “Edit” Fields and Menu Options—

Host Route

Thefollowing table describes the fields that appear when you select the " Edit”
or “Add” buttons.

Table 6-30: Fields and Menus for Configuring Static Routes

Field or Menu Name

Definition

Route

Network IP

Network Mask

Host IP

Go to
[Adjacent field]

Metric

Choices are “Default,” “Network,” or “Host.”

Thisfield appears only when “Network” is selected. Type the
address of the destination network.

Appearsonly when “Network” is selected. Type the netmask of
the destination network.

Appears only when “Host” is selected. Type the I P address of
the destination host.

Choices are “ Gateway” or “Interface.”
Type the IP address of the gateway or the name of the interface.

Type the number of hopsto the destination.
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V¥ To Configure Static Routes [Expert]

See Table 6-30, “Fields and Menus for Configuring Static Routes,” on page
345 if needed.

1.

Go to Configuration>Network>Static Routes in Expert Mode.
The Static Routes screen appears.

e To edit astatic route, select aroute from the “ Static Routes” list, and
then select the “ Edit” button.

» Toadd a static route, select the “Add” button from the screen.
The system invokes the New/Modify Route dialog box.

Choose “Default,” “Network,” or “Host” from the “Route” pull--down
menu.

If you selected “Network, do the following steps.

a. Enter the IP address of the destination network in the “Network IP”
field.

b. Enter the netmask of the destination network in the “Network Mask”
field.

If you selected “Host,” type the IP address of the destination host in the
“Host IP” field.

Select “Gateway” or “Interface” from the “Go to” pull-down menu and
enter the address of the gateway or the name of the interlace in the
adjacent field.

Click “apply changes.”
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Configuration>System

Selecting Configuration>System in Expert mode brings up three optionsin
the left menu as shown in the following figure.

Boot Configuration
Online Help

Network Time Protocol |Disable

Timezone ©ld Style -

Month |5 Day 1 Year 2008

Hour 17| Minute 50| Second 10

Figure 6-110:Web Manager Configuration>System Menu Options

An administrative user can use the Network screens to configure network-
related features, as described in the following sections:

“Configuration>System>Time/Date” on page 347
“Configuration>System>Boot Configuration” on page 351
“Configuration>System>Online Help” on page 355

Configuration>System>Time/Date

When Configuration>System Time/Date is selected in Expert mode, the
screen in Figure 6-110 appears.

An administrative user can use the Time/Date screen to configure the
timezone and the OnSite’s time and date in one of the following two ways.

Web Manager for OnSite Administrators

By manually entering the current date and time.

By configuring an NTP server

Enabling Network Time Protocol (NTP) and configuring the | P address of
an NTP server synchronizes the OnSite's system clock with the NTP

server, which maintains the true time (the average of many high-accuracy
clocks around the world).
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If “Disable” is selected from the Network Time Protocol menu, manual
configuration includes configuring the timezone and manually entering the
date and time.

Configuring the timezone is done in either one of the two ways listed in the
following list.
» Click the“Edit Custom” button

See “ Custom Editing the Time Zone” on page 348.

»  Sdlect from the “Timezone” menu
See " Selecting From the Timezone Menu” on page 349.

When the Time/Date option is selected, if “Old Style” is selected on the
“Timezone” menu, the following window appears.

Your current timezone configuration is based on the old method (fetc/TIMEZONE).
! from this page

If you select 2 tinezane you wil start
using the new method (fetcflocaltime).

Figure 6-111:Time/Date Window

Custom Editing the Time Zone

Clicking the “ Edit Custom” button brings up the window shown in the
following figure.

-2 Timezone Configuration - Microsoft Internet Explorer g@@

Timezone Name

Standard Time Acronym GMT off [0:00

Enable daylight saving time []

Figure 6-112:Timezone “Edit Custom” Screen
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Selecting From the Timezone Menu
The“Timezone” menu is shown in the following figure.

2 Cyclades Web Manager - Microsoft Internet Explorer
GMT
GMT 0lh West

@Back ~ ) - [¥] @] @a S search rFavotes £ | (I~ & ¥ |GMT 02h West

MT 03h West p
sddress [ @] hitp:/172.26.31. 216 /normal main. sp?SSID=11183827538x =2 GMT 04h West v B ks ” & snaglt [
GMT 05h West

File Edit Wiew Favorites Tools Help

Cenfiguration

GMT 12h West
SeniallAUX GMT 01lh East
] GMT 02h East

Security GMT 03h East

Network

Timezone [GMT 04h East
GMT 0S5h East
Network |GMT 0€h East

- Time | Date GMT 07h East

Boot Configuration GMT 08h East
‘Online Help GMT 0%h East
GMT 10h East
Month GMT 11h East
GMT 12h East
GMT 13h East

GMT 14h East
Hour TVITaTE I7 SE

] =] B Intemet J

Figure 6-113:Web Manager>Configuration>System>Time/Date Menu

V¥ To Configure the Time Zone [Expert]
1. Go to Configuration>System>Time/Date in Expert mode.
The Time/Date screen appears.
2. Do one of the following to configure the timezone.
a. Select atimezone from the “Enable Timezone:” pull-down menu.

b. Click the “Edit Custom from the “Enable Timezone:” pull-down
menu, and do the following steps.

i. Enter the name of the timezonein the “ Timezone Name” field.
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ii. Enter an acronym inthe“ Standard Time Acronym” field.

iii. Enter the number of hours and minutes off Greenwich Mean Time
inthe“GMT off” field.

iv. If desired, check the “ Enable daylight saving time” checkbox.
v. Click OK.
3. Goto one of the procedures listed below to configure the time.
» “To Configure Time and Date [Expert]” on page 350.
» “To Configure Time and Date [Expert]” on page 350

Enabling NTP

If “Enable” is selected from the Network Time Protocol menu, a screen like
the one shown in the following figure appears.

Network Time Protocol |Enable v

NTP Server |125.6.15.28

Figure 6-114:NTP Enable Screen

V¥ To Configure Time and Date [Expert]

1. Perform the procedure under “To Configure the Time Zone [Expert]” on
page 349.

2. To configure an NTP server, do the following steps.
a. Select “Enable’ from the Network Time Protocol menu.
The“NTP Server” field appears.
b. Typethe P address of the NTP server inthe “NTP Server” field.
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3. To configure time and date manually, do the following steps.
a. Select “Disable” from the Network Time Protocol menu.
The“Date” and “Time” fields appear.
b. Enter the month, day, and year under the “Date” header.
c. Enter the hour, minute, and second under the “Time” header.

4. Click “apply changes.”

Configuration>System>Boot Configuration

Selecting Configuration>System>Boot Configuration in Expert mode brings
up ascreen like the one shown in the following figure.

IP Address assigned to Ethernet
Watchdog Timer Unit boot from

[imagel:vmlinux.UBoot.v_1.1.0-May_05_06 v

Boot File Name Server's [P Address

} Boot Configuration
~ Oniine Help

[zvmppcons.0505_qa |  [172.26.29.127

Console Speed

Fast Ethernet Fast Ethernet Max

Interrupt Events

|Autu Negotiation vHD

Figure 6-115:Web Manager Configuration>System>Boot Configuration
Screen

On the Boot Configuration screen under Configuration>System in Expert
mode, an administrative user can redefine the location from which the OnSite
boots. By default, the OnSite boots from a boot file in the on-board Flash
memory. Booting from the resident software is recommended except when
troubleshooting boot problems. The differences between booting from alocal
copy of the software image and booting from the network are explained in the
following sections.

For more details, also see“Boot File Location Information” on page 372.
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Local Boot Options

To understand the “Unit boot from” options, the administrative user need to
understand how the OnSite handles software upgrades:

* TheOnSiteinitialy boots from a software image referred to as“imagel.”

» Thefirst time you download and install a new software version from
Cyclades, the new image is stored as “image2” in the Flash memory and
the configuration is changed to boot the OnSite from “image 2.”

» Thesecond time you download a new software version, the latest imageis
stored as“image 1,” and the OnSite configuration is changed to boot from
“imagel.”

»  Subsequent downloads are stored following the same pattern, alternating
“imagel” with “image2.”

In the “Unit boot from” pull-down menu, the entry for the current imageis

selected by default. Theword “image” isfollowed by the number, followed by

acolon (:), followed by the name of the file, including the version number.

The menu item has the following format:

imagel:zvmppcons.vversion number

The entry for the first release of the software, which isinstalled in the imagel
area, is:

imagel : zvmppcons.v100

After one or more software upgrades have been performed, a second image
also appears in the menu, for example:

imagel : zvmppcons.v100
image?2 : zvmppcons.v101l

If, for any reason, the system should boot from another image than the one
currently selected, the administrative user can select that image from the “ Unit
boot from” menu.

Network Boot Options

Network boots are recommended only for troubleshooting or for possible
downloads of new software images that can be stored in the on-board Flash
memory, as described in “To Replace a Boot Image From a Network Boot in
U-Boot Monitor Mode” on page 572. See Appendix A, “Advanced Boot and
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Backup Configuration Information” for where these advanced configuration

options are described.

To boot from a boot server, the administrative user can select “Network” and

configure a boot server.

For network boot to work, make sure the following prerequisites are done.

e A TFTP server must be available to the OnSite on the network.

* Anupgraded OnSite boot image file must be downloaded from Cyclades
and available on the boot server.

* The OnSite must have afixed I P address and you must know the address.

* You must know the boot filename and the |P address of the TFTP server.

The boot-related options are described in the following table.
Table 6-31: Boot Configuration Fields and Options

Field or Value Name

Description

IP Address assigned to Ethernet

Watchdog Timer

Unit boot from

Boot File Name
Server’s IP Address

Console Speed

Web Manager for OnSite Administrators

A new |P address for the OnSite.

Whether the watchdog timer is active. If the
watchdog timer is active, the OnSiterebootsif the
software crashes. See
“Configuration>System>Boot Configuration” on
page 351 for how the watchdog timer can be
activated or deactivated.

Choose one or more images and “Network” from
thelist.

An alternative name for the boot file.
The | P address for the boot server.

An dternative console speed from 4800 to
115200 (9600 is the default).
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Table 6-31: Boot Configuration Fields and Options

Field or Value Name Description

Fast Ethernet The speed of the Ethernet connection: Auto
Negotiation, 100 BaseT Half-Duplex, 100 BaseT
Full-Duplex, 10 BaseT Half-Duplex, 10 BaseT

Full Duplex.
Fast Ethernet Max Interrupt An alternate number of maximum interrupt events
Events to improve performance (O is the default).

V¥ To Configure OnSite Boot [Expert]

For more information about the fieldsin the “Boot Configuration” screen, see
Table 6-31, if desired.

1. Go to Configuration>System>Boot Configuration in Expert mode.
The Boot Configuration screen appears.

2. Enter the IP address of the OnSite in the “IP Address assigned to
Ethernet” field.

3. Accept or change the selected option in the “Watchdog Timer” field.
Choose the desired image or “Network” from the “Unit boot from” menu.

5. Accept or change the filename of the boot program in the “Boot File
Name” field.

6. If specifying network boot, do the following steps.

a. Enter the P address of the TFTP server in the “Server’s |IP Address’
field.

b. Select aconsole speed from the “ Console Speed” pull-down menu to
match the speed of the terminal you are using on the console port of
the OnSite.

c. Choose an Ethernet speed from the “Fast Ethernet” pull-down menu.

d. Specify the maximum number of packetsthat the CPU handles before
an interrupt in the “Fast Ethernet Max. Interrupt Events” field.

7. Click “apply changes.”

354 AlterPath OnSite Administrator’s and User’s Guide



Configuration>System>Online Help

Configuration>System>0Online Help

Selecting Configuration>System>Online Help in Expert mode brings up a
screen like the one shown in the following figure.

Configures the Online Help path.
Tims | Date Paths anding In T will ba appanded with tha product name and version.
Otherwise the entire path will be used to access the help file.

Boot Configuration

Example: http:ifhwww MyHttp Sarvar. fanlina-halp! will ba axtandad to
hitp:iiwww.MyHttp Server.comionline-helplonsiteiv_1.1.0afindex.html

Online Help Path

http://www.cyclades,com/online-help/

Figure 6-116:Web Manager Configuration>System>Online Screen

The Help button on the Web Manager locates the help filesin the location that
is configured here. By default, the OnSite help islocated at the Cyclades web
siteathttp://www.cyclades.com/online-help/onsite/
v_1.1.0. The OnSite software expands the specified URL: http://
www.cyclades.com/online-help/, adding the product name and
version number onsite/v_1.1.0.

This screen allows the help files to be stored at another location. It may be
useful, for example, if users cannot access the Cyclades website for whatever
reason. If an OnSite administrator downloads the help files from the Cyclades
ftp server onto another web server or other directory that is available to users,
then the administrative user can change the URL in the “URL Prefix” field to
point to the new location for the files.

Note: If the pathname ends with a slash (/), the Web Manager appends
onsite/v_1.1.0 towhat isentered into the OnLine Help Path field. If
you want to store the help filesin adirectory whose pathname does not use the
above convention, make sure that the pathname entered in this field does not
end with a slash.
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V¥ To Configure a New Location for OnSite Help
Files

1. Download the compressed help filefrom £tp.cyclades. com.

The pathname of thefileisftp://ftp.cyclades.com/pub/
cyclades/alterpath/onsite/doc/
OnSite online hlp.zip.

2. Extract the help files and put them into the desired directory under the
web server’sroot directory on aweb server that is accessible to the
OnSite.

For example the following command line would work on a computer
running a UNIX-based operating system.

#cd $WEB_SERVER ROOT/

#gunzip OnSite online hlp.zip

By default, the compressed online help files are expanded under an
onsite directory that is created the directory wherethe zip file is
located.

If desired, rename the onsite directory with another name of your
choosing. For example, if you want to keep multiple versions of OnSite
help from severa releases, you could put them into directories whose
names reflect the version number.

3. Loginto the Web Manager as an administrative user, and go to
Configuration>System>Online Help.

The Help configuration screen appears.

4. Inthe“Online Help Path” field, enter the URL of the help files on the
server where you installed them.

The following example URL would work for aweb server named
remoteadmin.

Online Help Path

http://www.remoteadmin,. com/onsite help

AlterPath OnSite Administrator’s and User’s Guide



Information

5. Click “apply changes.”

Information

Under “Information” in Expert mode, four options appear in the left menu, as
shown in the following figure.

Information

Seml Ports Statistics z Lifos version __”- e up ey
(goe version 2. 95 3 20010315
(reteaseMontaVisia)) 42
Wed Ape 26 15-10:05 POT 2008
ANerPath.-ONSS82-Linu V_1.1 0g (Apr26/06) #2

Mon 01 May 2006 22.54:16 GMT
3 days

SINGLE

00:6028°01 6128

B
CPU Clock / Bus Speed:  130MHz / 65MHz
Rewision. 0.0 {pw 0050 0000)
1 129.84

127036 kB
AT116 KB
OkB

o 1

Figure 6-117:Web Manager Information Menu Options

An administrative user can use the Information menu options view various
types of information, as described in the following sections.

¢ “Information>General” on page 358

e “Information>KVM User Status’ on page 360

e “Information>Serial Ports Status’ on page 361

¢ “Information>Serial Ports Statistics’ on page 362
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Information>General

Selecting Information>Genera in Expert mode brings up an information
screen like the one in the following figure.

System Information

Kemnel Version:

Date: Mon 01 May 2006 22:54:16 GMT
Up Time: 3 days

Power Supply State: SINGLE

System Mac Address: 00:60:2e:01:61:2e

CPU Information

Cpu: 8xx

CPU Clock / Bus Speed: 130MHz / 65MHz

Revision: 0.0 (pvr 0050 0000)
Bogomips: 129.84

Memory Information

MemTotal: 127036 kB
MemFree: 47116 kB
MemShared: 0kB

Buffers: 848 kB

Cached: 66468 kB
SwapCached: 0kB

Active: 8244 kB

Inactive: 66540 kB
HighTotal: 0kB

HighFree: 0kB

LowTotal: 127036 kB
LowFree: 47116 kB
SwapTotal: 0kB

SwapFree: 0kB

PCMCIA Information

Socket 0 - Ident: no product info available
Socket 0 - Config: not configured
Socket 0 - Status: no card

Socket 1 - Ident: no product info available
Socket 1 - Config: not configured
Socket 1 - Status: no card

Fan Status

Fan 1:

Fan2:
Ram Disk Usage
Filesystem 1k-

blocks

/deviram0 50407
/devihda3 5575

Imnt/hda3itftpboot 5575
Imnt/hda3/profiles 5575
none 48000

Linux version 2.4 17_mvi21-linuxplanet

(gcc version 2.95.3 20010315
(release/MontaVista)) #2

Wed Apr 26 15:10:05 PDT 2006
AlterPath-ONS882-Linux V_1.1.0g (Apr/26/08) #2

8244 rotations per minute
8294 rotations per minute

Used Available Use% Mounted

39402 11005  78% /

68 5219 1%  /mnthda3

68 5219 1%  /tfipboot

68 5219 1% Inew_web/normal/applicationsiappl/profiles
0 48000 0%  /mntRamDB

=l

Figure 6-118:Web Manager Information>General Screen
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Administrative users can view information in the following categories on the
screen shown in Figure 6-118:

System (kernel version, date, uptime, power supply state, system MAC
address)

CPU (number, clock speed, revision, bogomips)

Memory (total, free, shared, buffers, cached, swapcached, active, inactive,
high total, high free, low total, low free, swap total, swap free)

PCMCIA (for each dlot, the following about each inserted card: identity
and configuration status)

Fan Status (rotations per minute for each of the two fans)
Ram Disk Usage (filesystem data)

V¥ To View System, CPU, Memory, Fan, and
RAMDISK Information [Expert]

1.

Go to Information>General in Expert mode.
The General screen appears.
Scroll down to view all the information.

When you are done, click another Web Manager option.
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Information>KVM User Status

Selecting Information>KVM User Status in Expert mode brings up the screen
shown in the following figure.

| KVM User Status
Serial Ports Status
Serial Ports Statistics

KVM User 1 Status

Station Local (uC version 1.1.0)
Connection Mode  Physical

Mode Master

Current Status 08D screen.

Login Mot logged in.

KVM User 2 Status

Station Local (uC version 1.1.0)
Connection Mode  Physical

Mode Slave

Current Status Waiting for a connect command from the master.
Login Mot logged in.

Figure 6-119:Web Manager Information>KVM User Status Screen

Administrative users can use this screen to view the status of the one or two
users who may be connected to KVM ports. See “Understanding KVM Port
Permissions’ on page 32 for details about how many KVM users can be
connected at the same time, either locally or remotely.

Statusis given for KVM usersin the following categories:

e Station

e Connection mode
e  Mode

e Current status

e Login

V¥ To View KVM User Status [Expert]
1. GotoInformation>KVM User Status in Expert mode.
The KVM User Status view screen appears:
2. View the status.

3. When you are done, click on the name of another screen.
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Information>Serial Ports Status

Selecting Information>Serial Port Status in Expert mode brings up the screen
shown in the following figure.

| Se 5
| Serial Ports Statistics

Port  Alias R5232 Signal Status Current User(s)
RTSDTR

RTSDTR

[ I R N

Figure 6-120:Web Manager Information>Serial Port Status Screen

The screen displays status information about serial port connectionsin the
following categories:

e Port Number

¢ Alias

¢« RS232 Signa Status
e Current User(s)

V¥ To View Serial Port Status [Expert]
1. Goto Information>Serial Port in Expert mode.

2. Refresh the display by clicking the “Refresh” button.

3. View the port number, aias, RS232 signal status, and number of current
usersfor al connectionsto all serial ports.
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Information>Serial Ports Statistics

Selecting Information>Serial Port Statistics in Expert mode brings up the
screen shown in the following figure.

General
KVM User Status
| Serial Ports Status

Port Allas Baud Rate Txbytss Rxbytss Frame
9600 4] 0

E
g

9600
9600
9600
9600
9600
9600
9600

[=N=leleieieieleh: |
OOOOOOOOE

o0~y h e R =
=N-F-F-N-F--F-]
coocoooo
[=l=jeleelels]
DDDDDDDD?

Figure 6-121:Web Manager Information>Serial Port Statistics Screen

An administrative user can use this screen to view serial ports statistics:
including baud rate, transfer and response bytes

V¥ To View Serial Port Statistics [Expert]
1. Goto Information>Serial Port Statistics Expert mode.
2. Refresh the display by clicking the “ Refresh” button.

3. View the port alias, baud rate, Tx bytes, Rx bytes, Frame, parity, break,
and overrun statistics for all connectionsto all serial ports.
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Management

Under “Management” in Expert mode, six options appear in the left menu, as
shown in the following figure.

Management

Firmware Upgrade Typel ‘FTP
Microcode Upgrade

Microcode Reset Server IP

KVM Port Sessions
Reboot

Path and Filename

Username

Password

Figure 6-122:Web Manager Management Menu Options

An administrative user can use the Information menu options view various
types of information, as described in the following sections.

«  “Management>Backup Configuration” on page 364

¢ “Management>Firmware Upgrade” on page 366

*  “Management>Microcode Upgrade’ on page 370

« “Management>Microcode Reset” on page 373

¢ “Management>Reboot” on page 374

An administrative user can use the Management options to do the following:

» Back up the configuration files
* Reboot the OnSite
¢ Install the following updates
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« OnSite firmware (for upgrading the operating system kernel,
configuration files, and applications like the Web Manager)

* AlterPath PM IPDU firmware
¢« KVM Terminator firmware
¢ Microcode for IP module(s)’ microcontroller(s)

Note: Each OnSite hastwo or three PS2 trandlation microcontrollers. One
microcontroller isfor the Local User port. In addition, depending on the
number of |P modules, the OnSite has either one or two microcontrollers for
KVM over P users. The microcode update screen lets you update the
microcontrollers.

Upgrades are posted for free download at:

e Cycladesswebsite http://cyclades.com.
¢ Cycladessftpserver: ftp://ftp.cyclades.com.

Management>Backup Configuration

Sel ecting Management>Backup Configuration in Expert mode brings up the
screen shown in the following figure.

Backup Configuration
Firmware Upgrade

Microcode Uporade Type
Active User Sess
Active User Sessions Server IP g .

Reboot @ Storage Device
Path and Filename

Username

Password

Figure 6-123:Web Manager Management>Backup Configuration Screen

An administrative user can use the “Backup Configuration” screen to backup
and restore configuration files. The“ Type” pull-down menu options are
“FTP” for an ftp server and “ Storage Device.” The storage device can be
either acompact flash or IDE card that was previously inserted in one of the
PCMCIA dots, formatted, and configured as described in
“Configuration>Network>PCMCIA Management” on page 305.
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The“Save’ and “Load” buttons appear when either the “FTP” and the
“Storage Device” menu options are selected. The “Save’ button saves the
configuration, and the “Load” restores a previously-saved copy of the
configuration files from the selected device.

The previous figure shows the fields that appear when “FTP" is selected from
the “Type” pull-down menu. The following table describes the information to
enter when FTP is selected.

Table 6-32: Fields on the “Backup Configuration” Screen When FTP is Selected

Field Definition

Server IP IP address of an FTP server on the same subnet as the OnSite. (Verify
accessibility by pinging the FTP server.)

Path and Path of adirectory on the FTP server where you have write access for

Filename saving the backup copy of the configuration file. Specify afilename if
you want to save the file under another name. For example, to save the
configuration file in afile whose name identifiesits origin and date
(suchasOnsSite8802config040406) inadirectory called
“lupload” onthe FTP server, the following could be entered in the
“Path and Filename” field: lJupload/OnSite8802config040406.

Username and Obtain the username and password to use from the FTP server’s

Password administrator.

When “ Storage Device” is selected from the “ Type” pull-down menu on the
Backup Configuration” screen under “Management” in Expert mode, the
“Save” and “Load” buttons appear as shown in the following figure.

Type Storage Device «

Figure 6-124:Backup Configuration Screen—Storage Device

Web Manager for OnSite Administrators 365



Management>Firmware Upgrade

V¥ To Back Up or Download the OnSite
Configuration Files [Expert]

1.

Go to Management>Backup Configuration in Expert mode.
The Backup Configuration screen appears.

Select either “FTP” or “ Storage Device” from the “ Type” pull-down
menul.

If you selected “FTR” do the following steps.
a. Enter the IP address of the FTP server in the “Server IP” field.

b. Enter the path of adirectory on the FTP server where you have write
permissionsin the “ Path and Filename” field.

c. Enter afilename after the final slash of the directory path.

To backup a copy of the current configuration files, press the “ Save”
button.

To download a previously-saved copy of the configuration files, press the
“Load” button.

Management>Firmware Upgrade

Selecting Management>Firmware Upgrade in Expert mode brings up the
screen shown in the following figure.

366

‘ Backup Configuration
| Firmware Upgrade

Microcode Upgrade The upgrade will only be performed if
Microcode Reset "Upgrade Now" button is pressed.

Active User Sessions

—

Freste [

Figure 6-125:Web Manager Management>Firmware Upgrade Screen
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An administrative user can use the screen to upgrade the OnSite's operating
system kernel, applications, and configuration files, which are collectively
referred to as “firmware” in Cyclades management interfaces.

The screen collects information used to automatically download software
from an FTP server and to install the software on the OnSite. The following
table defines the information you need to supply on the screen.

Table 6-33: Firmware Upgrade Screen Fields and Menu ltems

Field/Menu | Definition
Name

Type FTPisthe only supported type.

ETP Site The address of the FTP server where the microcode is located. Any ftp
server where the firmware has been downloaded can be used The Cyclades
ftp siteaddressis. ftp.cyclades.com. If desired, see”To Download
AlterPath PM Software From Cyclades [Expert]” on page 200 for how to
download the firmware for installation on your own local ftp server.

Username | Username recognized by the ftp server. The Cyclades ftp username for
microcode downloads is “ anonymous.”

Password Password associated with the username. An empty password is accepted
for anonymous login at the Cyclades ftp server.

Path and The pathname of the software on the ftp server.

File Name | op the Cyclades ftp server, the directory is under /pub/cyclades/

alterpath/onsite/released/version number/filename,
where version numberisV_N.N.N., and N.N.Nis the most recent
version number, for example, 1. 2. 1. Thefilename includes the version
number in thefollowing format: zImage ons NNN.bin. The pathname
for this example would be:

/pub/cyclades/alterpath/onsite/released/V_1.2.0/
zImage ons_121.bin

Gotoftp://ftp.cyclades.com/pub/cyclades/
alterpath/onsite/released inabrowser, if needed, to verify the
correct pathname and file namesfor the software (zImage) for the OnSite.
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V¥ To Find the Cyclades Pathname for Software
or Microcode Upgrades [Expert]

Perform this procedure to do the following:

Find the correct filename for the latest release of the OnSite’s operating
system kernel, applications, and configuration files, which are
collectively referred to as “firmware” in the Cyclades management
interfaces.

Find the correct filename for “microcode” used for other components
either used with or within the OnSite, such asthe KVM terminators, |P
modules, and controllers for |P modules.

To find the correct filename for the software or component microcode
updates at Cyclades, Corp., enter the following address in a browser:

ftp://ftp.cyclades.com/pub/cyclades/alterpath/onsite/released

2.

368

Inthe released directory, go to the directory with the latest version
number by clicking on the name of the directory.

For example, if the released directory contains directories named
V_ 1.0.0andVv_1.1.0,youwouldclickthev_1.1.0 directory’s
name. In the version directory, you would see severd files like those
shown in the following figure.

1.0.6.0-05.09.01.6bin
KVMswitch v110.bin
KVMterm v112.bin
zImage ons 110.bin
zImage ons_110.md5

If upgrading the OnSite kernel, applications, and configuration files, take
anote of the filename of the file whose name starts with z Image and has
the . bin suffix and go to “To Upgrade the OnSite's Software [Expert]”
on page 369.

If upgrading the microcode on a KVM terminator, take a note of the
filename that startswith KvMterm and hasthe . bin suffix and goto“To
Download Microcode From an FTP Server [Expert]” on page 372.
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If upgrading the microcode on microcontrollersthat trand ate PS2 signals,
take anote of thefilenamethat startswith KvMswitch and hasthe .bin
suffix and go to “ To Download Microcode From an FTP Server [Expert]”
on page 372.

If upgrading the microcode for IP modul es take a note of the filename that
starts with a series of numbers separated by dots, for example,
1.0.6.0-05.09.01.6bin, and go to “To Download Microcode
From an FTP Server [Expert]” on page 372.

V¥ To Upgrade the OnSite’s Software [Expert]

Perform this procedure to upgrade the | atest release of the OnSite's operating
system and applications software, which is referred to as “firmware” in the
management interfaces and at the Cyclades website. Upgrading installs the
software on the onboard flash memory.

1.

In the Web Manager, go to Management >Firmware Upgrade in Expert
mode.

The Firmware Upgrade screen appears.

Choose FTP from the Type menu.

Enter the name of the ftp server in the “FTP Site” field.

The Cyclades ftp site addressis. ftp.cyclades.com.

Enter the username recognized by the ftp server in the “Username” field.
The Cyclades ftp username for firmware downloads is “anonymous.”

Enter the password associated with the username on the ftp server in the
“Password” field.

The Cyclades ftp server accepts any password for “anonymous’ login.

Enter the pathname of thefile on the ftp server in the “ Path and Filename”
field.

On the Cyclades ftp server, the directory isunder pub/cyclades/
alterpath/onsite/released/version number/

See “To Find the Cyclades Pathname for Firmware or Microcode
Upgrades’ on page 266, if needed.

Click the “Upgrade Now” button.
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8. Click “cancel changes’ (to restore the backed up configuration files).

Management>Microcode Upgrade

Selecting Management>Microcode Upgrade in Expert mode brings up the
screen shown in the following figure.

Backup Configuration
Firmware Upgrade

Microcode Upgrade

Microcode Reset
Active User Sessions
Reboot

@ KVM Terminator
Target: © KVM Switch (internal)
© KVM Video Compression Modules

Reset Now

Figure 6-126:Web Manager Management>Microcode Upgrade Screen

Asshown in Figure 6-126, if the KVM Terminator radio button is selected, a
list of KVM ports appears.

An administrative user can use the Microcode Upgrade screen to specify
information used to automatically download microcode from an FTP server
and install the microcode on various OnSite components. Either the Cyclades
ftp server, ftp://ftp.cyclades. com, or alocal ftp server where an
administrator has previously downloaded the microcode can be used.

Note: Upgradeis not complete until the microcode is reset as described
under “To Reset the Microcode After Upgrade [Expert]” on page 373.

The following table shows the terms used on the screen, the corresponding
component names, and the filename formats uses for each type of microcode.

Table 6-34: Microcode Filename Formats, Terminology, and Component

Target Name on Filename Format Component
Screen
KVM Terminator KVMterm_VNNN.bin All KVM Terminator models

370 AlterPath OnSite Administrator’s and User’s Guide



Management>Microcode Upgrade

Table 6-34: Microcode Filename Formats, Terminology, and Component (Continued)

Target Name on Filename Format Component

Screen

KVM Switch (internal) KVMswitch_vNNN.bin PS2 trandlation controller for the

KVM Video

KVM over |Pmodule (also called
the IP module) and for Local User
connections

N.N.N.N-YY.MM.DD.N.bin I[P module

Compression Modules

The actual pathname components must be entered in the “ Directory” and “File
Name” fields. If needed, go to the following procedure to find the exact name:

* “ToFind the Cyclades Pathname for Software or Microcode
Upgrades [Expert]” on page 368
The following table defines the information to enter on the screen.

Table 6-35: Microcode Upgrade Field Names and Definitions

Field Name | Definition

Target The name of the component whose microcode you wish to upgrade (from
Table 6-34 on page 370).

FTP Server | Theaddress of the FTP server where the microcode is located. Any ftp
server where the firmware is previously downloaded can be specified. The
Cyclades ftp site addressis. ftp.cyclades.com.

Username | Username recognized by the ftp server. The Cyclades ftp username for
microcode downloads is “anonymous.”

Password Password associated with the Username. An empty password is accepted
for anonymous login at the Cyclades ftp server

Directory The pathname where the microcode resides on the ftp server. On the

Cyclades ftp server, the directory isunder /[pub/cyclades/
alterpath/onsite/released/version number/filename.
Gotoftp://ftp.cyclades.com/pub/cyclades/
alterpath/onsite/released inabrowser, if needed, to verify the
correct pathname and file names for the microcode for the OnSite.
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Table 6-35: Microcode Upgrade Field Names and Definitions (Continued)

Field Name

Definition

File Name

Thefile name of the microcode for the “ Target,” as described in Table 6-34
on page 370.

372

V¥ To Download Microcode From an FTP Server
[Expert]

1.

7.
8.
9.

Go to Management>Microcode Upgrade in Expert mode.
The Microcode screen displays.

Click the radio button next to the “ Target” whose microcode you want to
update.

Enter the IP address or name of the ftp server in the “FTP Server” field.
The Cyclades ftp site addressis: ftp.cyclades.com.

Enter the username recognized by the ftp server in the “User” field.
The Cyclades ftp username for microcode downloads is “anonymous.”

Enter the password associated with the username on the ftp server in the
“Password” field.

The Cyclades ftp server accepts an empty password for “anonymous’
login.

Enter the pathname to the directory where the microcode resides on the
ftp server. in the “ Directory” field.

On the Cyclades ftp server, the directory is/pub/cyclades/
alterpath/onsite/released/version number/

Enter the name of the microcode filein the “File Name” field.
Click the “Upgrade Now” button.
Click “apply changes.”

10. Go to “To Reset the Microcode After Upgrade [Expert]” on page 272.
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Management>Microcode Reset

Sel ecting Management>Microcode Reset in Expert mode brings up the screen
shown in the following figure.

[Backup Configuration |
Firmware Upgrade
Microcode Upgrade
Microcode Reset
Active User Sessions
Reboot

® KVM Terminator Port 1
Port 2
Target: O KVM Switch (internal) Port 3

O KVM Video Compression Modules

Reset Now

Figure 6-127:Web Manager Management>Microcode Reset Screen

Asshown in Figure 6-127, if the KVM Terminator radio button is selected, a
list of KVM ports appears.

An administrative user must use this screen to reset the microcode after an
upgrade.

V¥ To Reset the Microcode After Upgrade
[Expert]
Perform this procedure if you have upgraded microcode as described in “To
Upgrade Firmware [Expert]” on page 267.

1. Go to Management>Microcode Reset.
The Microcode Reset screen appears.
2. Toreset the microcodein aKVM terminator, do the following steps.
a. Click the KVM Terminator radio button.
A scrollablelist of KVM ports appears.
b. Select the port to which the KVM terminator is connected.

3. Toreset the microcode on a PS2 trandlation controller, select the radio
button next to “KVM Switch (internal).”

Web Manager for OnSite Administrators 373



Management>Reboot

4. To reset the microcode on an |P module, select the radio button next to
“KVM Video Compression Modules.”

5. Click the“Reset Now” button.

Management>Reboot

Selecting Management>Reboot in Expert mode brings up the Reboot screen
shown in the following figure.

Backup Configuration
Firmware Upgrade
Microcode Upgrade
Microcode Reset This administration tool will reboot the system.
Active User Sessions
boot

Reboot

Figure 6-128:Web Manager Management>Reboot Screen
Clicking the “Reboot” button reboots the OnSite.

V¥ To Reboot the OnSite [Expert]
1. Go to Management>Reboot in Expert mode.
2. Click the Reboot button.
A confirmation dialog box appears.

=

ﬂ\_icrosoﬂ: Internet Explorer m

3/ Reboot your system now?

l OK H Cancel ]
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Chapter 7

OSD for All User Types

This chapter describes how to access, navigate, and use the onscreen display

(OSD) application.

This chapter covers the topics shown in the following table.

Accessing the OSD

Logging Into the OSD

Navigating the OSD

Power Management Through the OSD

OSD Fan Failure Warning

OSD Main Menu Options for the Administrator
Power Management Menu [OSD]

Configure Menu Overview [OSD]
Understanding OSD Configure Screen Series
Configure>General Screens [OSD]
Configure>Network Menu Options [OSD]
Configuring Hosts [OSD]

Configuring Static Routes [OSD]
Configure>User Station Screens [OSD]
Configuring User Station Screens [OSD]
Configure>KVM Ports Screens [OSD]
Configuring KVM Ports [OSD]
Configure>Serial Ports Screens [OSD]

Page 377

Page 379
Page 381
Page 382
Page 383
Page 383
Page 384

Page 386
Page 388
Page 389
Page 395
Page 419
Page 422

Page 427
Page 431
Page 436

Page 438
Page 440

375



Configuring Users and Groups [OSD] Page 458

Configure>Users and Groups Screens [OSD] Page 450
Configuring Users and Groups [OSD] Page 458
Configure>Syslog Screens [OSD] Page 466
Configure>PCMCIA Screens [OSD] Page 466
Configure>Authentication Screens [OSD] Page 470
Configuration>Save/L oad Configuration Screens [OSD] Page 477
Configure>Date/Time [OSD] Page 480
Configuring PCMCIA Cards [OSD] Page 487
Configuring the Saving and Restoring of Configuration Files [OSD] Page 488
Configuring Authentication [OSD] Page 491
System Info Menu [OSD] Page 497
Reboot [OSD] Page 499
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Accessing the OSD

the OSD

Local OnSite administrators and authorized users can access the OSD through
the Local User station, which is akeyboard, monitor, and mouse directly
connected to the OnSite. The following figure illustrates a Local User station
connected to the keyboard, video and mouse connectors on the back.

s VM, s
Er Er B o[
E

ssssss

|IIIIIII IIII (infiii>D
©0000

Local user

The following bulleted items describe rules and restrictions for OSD access.

OnSite administrative users can access all OSD functions.

Only one administrative user can access the OnSite at once. Therefore, an
administrative user cannot log into the OSD while an administrative user
islogged into the Web Manager or the OnSite console.

The root user cannot access the OSD.

OnSite administrative users should use the OSD mostly for
troubleshooting when a direct connection method is required. OnSite
administrative users should perform most configuration tasks through the
Web Manager. Similarly, regular users should usually connect to both
KVM and serial ports through the Web Manager.

KVM ports can be accessed through the OSD by administrative users and
authorized users.

Serial ports cannot be accessed through the OSD by either OnSite
administrators or authorized users.

By default, users do not have access to KVM ports. The OnSite
administrator must configure the KVM port access permissions before
anyone except administrative users can access them.
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Thefollowing table lists tasks performed using the OSD and provides links to
where they are documented.

Table 7-1: OSD Background Information

Related Topic Where Documented

How OnSite administrators can usethe  “Configure>Users and Groups Screens [OSD]”
OSD to assign or restrict KVM port on page 450
access permissions for users

What you see when you connect to a “Logging Into the OSD” on page 379

server through aKVM port (AlterPath

Viewer)

How usersuse hot keys, shareKVM port < “What You See When Connected to aKVM
connections, and common procedures Port” on page 82

for accessing KVM ports (which are the
same whether the ports are accessed
using the Web Manager or the OSD)

 “Sun Keyboard Emulation Hot Keys” on
page 87

 “Sharing KVM Port Connections’ on page 91

» “Common Procedures for Accessing KVM
Ports’ on page 93
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Logging Into the OSD

The OSD login screen appears when the connected monitor is on.

Losin[___ ]

Passwora ]

Figure 7-1: OSD Login Screen

When an OnSite administrator logs in, the Main Menu appears, as shown in
the following screen example. (Some of the menu options are not visible.)

Main Menu
Choose an option

Power Management
Configure
System Info
Reboot

Figure 7-2: OSD Main Menu

See“OSD Main Menu Optionsfor the Administrator” on page 383 for alist of
al the Main Menu options and links to where they are documented.

Regular users can access KVM ports through the OnSite. When aregular user
logsinto the OSD, the Connection Menu appears. The Connection Menu lists
the KVM portsthe user is authorized to access by their default port names or
administrator-defined aliases, as shown in the following screen example.
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380

Connection Menu

. ]

Figure 7-3: OSD Connection Menu

The Connection Menu includes the Exit option, and it a so includes the Cycle
option if the logged in user has permission to access two or more ports, as
shown in the following screen example.

Connection Menu

Port_16 a

Exit

Figure 7-4: OSD Connection Menu With Cycle and Exit Options
See “Connection Menu” on page 89 for more details.

V¥ To Log Into the OSD

1. Turnon the monitor that is connected to the Local User port on the
OnSite.

2. Enter the Login name.
3. Enter the Password.

If you are logging in as an administrative user, the OSD Main Menu
appears. See“OSD Main Menu Options for the Administrator” on page
383 for links to administrative procedures.

If you arelogging in asaregular user authorized to access KV M ports, the
Connection Menu appears. See “ To Log Into a Server Connected to a
KVM Port” on page 94.
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Navigating the OSD

Users can use navigation keys to move between the OSD screens and to make
menu selections as described in the following sections:

* “Basic OSD Navigation Keys’ on page 381
e “Common OSD Navigation Actions’ on page 382

Note: The escape (Esc) key can be used at any point to exit from the current
screen. For example, if auser is connected to a port, the user can enter the Esc
key to return to the Connection Menu, enter Esc again to return to the Main
Menu, and then enter Esc again to return to the OSD login screen.

Basic OSD Navigation Keys

Users can use the keys listed in following table to navigate the OSD.
Table 7-2: Basic OSD Navigation Keys

Key Action

UpT Downl! Move up and down among menu options.
Page Up / Page Down Skip up or down three linesin a menu.
Home Move to the top of amenu

End Move to the end of a menu

Tab Change between fields on a screen.
Backspace Delete character left to the cursor.

Left ¢~ Right = Select a button at the bottom of the screen
Enter Select highlighted item; Commit changes
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Power Management Through the OSD

Common OSD Navigation Actions

The “Action” column in Table 7-3 shows wording used to refer to common
actions performed while working in the OSD. The “OSD Equivalent” column
describes the keys to use in the OSD screensto perform the actions.

Table 7-3: Performing Common OSD Navigation Actions

Action

OSD Equivalent

Select button name

Save changes

Select an option

Go to a specific screen, as in: “Go
to Configure>Users and Groups.”

Tab or use one of the arrow keysto get to the
button and press “ Enter.”

Tab or use one of the arrow keysto get to the Save
button and press “Enter.”

Tab or use one of the arrow keysto get to the
option and press “ Enter.”

Select the first option from the Main menu. On the
next screen that comes up select the next option
from that menu. Do this until you get to the last
option in the menu path.

Power Management Through the OSD

See “Power Management” on page 50 for an overview of how power is
managed on the OnSite, if needed.

The following two types of power management can be done through the OSD.

* |PDU power management
»  Power management of servers while connected to KVM ports

IPDU Power Management (OSD)

Only administrative users can use the OSD to perform power management of
outlets on connected and configured AlterPath PMs. See “ Power Management
Menu [OSD]” on page 384 and other sections referenced there for the Power
Management screens available to administrative users and for how to use

them.
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OSD Fan Failure Warning

Power Management While Connected to a KVM

Port (OSD)

Both administrative users and authorized users can perform power

management while connected to aKVM port.

Power management while connected is the same whether the KVM port
connection was made through the OSD or the Web Manager. See “ Power
Management” on page 76 for the prerequisites that must be complete before
anyone can perform power management while connected and for the
procedures.

OSD Fan Failure Warning

If one of the OnSite’'sfan’'sis stopped, a beep sounds, and the OSD displays a
warning. Click enter to confirm the warning message has been received.

OSD Main Menu Options for the Administrator

Table 7-4 gives abrief description of each option on the Main Menu and lists
where OnSite administrators can find more information.

Table 7-4: OSD Main Menu Options

Menu Selection

Purpose

Where Documented

Connect

Power Management

Configure

System Info

Connect to aKVM port.

View status of all outletson
connected |PDUs and power on,
power off, and cycle the outlets.

View the Configuration Menu
and select options for
configuring the OnSite, users,
and ports.

View system information.

“To Log Into a Server
Connected to aKVM Port”
on page 94

“Power Management Menu
[OSD]” on page 384

“Configure Menu Overview
[OSD]” on page 386

“System Info Menu [OSD]”
on page 497
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Power Management Menu [OSD]

Table 7-4: OSD Main Menu Options

Menu Selection Purpose Where Documented

Reboot

Reboot the OnSite. “Reboot [OSD]” on page 499

Power Management Menu [OSD]

384

Choosing “Power Management” from the OSD Main menu brings up the
Power Management screen as shown in the following figure.

Power Management
Outl Name Status|
ry

= ON-/L
OFF-U

3
4 ON-L
g ON-U

Figure 7-5: OSD Power Management Screen

The screen displays alist of all outlets on al AlterPath PM 1PDUs connected
to the OnSite. See “ Power Management” on page 50 for an introduction to
power management on the OnSite, if needed.

The Status column displays whether the outlet is on (ON), off (OFF), locked
(L), or unlocked (U).

Note: To quit the power management menu or any of the related screens,
press Esc.

When the administrative user select an outlet, the “ Outlet Status’ screen
appears as shown in the following figures. The “ Status” box in the middle of
the screen displays the current status for the selected outlet and buttons appear
on the bottom of the screen to allow you to change the outlet’s status.

When an outlet is on and unlocked, “ Off,” “Lock,” and “Cycle”’ buttons
appear, as in the following figure.
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Power Management Menu [OSD]

Power Management
Status
Outlet 1 -
is ON, Unlocked

B 67 ool [G1e)

Figure 7-6: Ouitlet Status Screen—Outlet Unlocked

When an outlet is off and unlocked, the “On,” “Lock,” and “Cycle” options
appear, as in the following figure.
Power Management
Status

Outlet 3 -
I~ is OFF, Unlocked

B &) Cod) [=ie)

Figure 7-7: Outlet Status Screen—Outlet Off and Unlocked

When an outlet is on and locked, only the “Unlock” option appears, as shown
in the following figure.

Power Management
Status
Outlet 2 -
is ON, Locked

B

To Power On, Power Off, Lock, Unlock, or Cycle
Power Outlets [OSD]

Follow this procedure to manage power outlets on connected and configured
IPDUs. See" Power Management” on page 50 for background information, if
needed.

1. Logintothe OSD.

See “To Log Into the OSD” on page 380 if needed.
2. Goto Configure>Power Management.
3. Select the outlet to edit.
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Configure Menu Overview [OSD]

4. Select On, Off, Lock, Unlock, or Cycle as appropriate.

5. To change the status of other outlets, repeat steps 2 and 3.

6. Hit Esc until you get to the next menu you want to access.

Configure Menu Overview [OSD]

An administrative user can select “Configure” from the OSD Main Menu
brings up the Configuration Menu. The Configuration Menu provides a
number of options, as shown in the following screen.

Configuration Menu
Choose an option

Ger
Ne twork

Datestime
User station

KUM ports
Serial ports

Figure 7-8: Configure Menu Options

Not all the configuration menu options are visible in Figure 7-8. Table 7-5
gives a brief description of all the OSD configuration menu options and
provides links to where the features are documented.

Table 7-5: OSD Configuration Menu Options (Sheet 1 of 3)

Menu Selection  Purpose

Where Documented

General Configure authentication type for direct
loginsto KVM ports; syslog facility
number; KVM connection hot key escape
sequence, and Sun Keyboard emulation
hot key escape sequence. Note:
syslogging also requires configuration of
the sydog server using the Syslog option,
described later in this table.

Network Configure DHCP or assign an IP address
and configure other basic network
parameters; configure SNMP, VPN, IP
filtering, hosts, and static routes

“Configure>General
Screens[OSD]” on page
389

“Configure>Network>
Network Screens
[OSD]” on page 397
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Table 7-5: OSD Confi

Configure Menu Overview [OSD]

guration Menu Options (Sheet 2 of 3)

Menu Selection

Purpose

Where Documented

Date/Time

User station

KVM ports

Serial ports

Users and
groups

Syslog

PCMCIA

Authentication

Enable/disable NTP or manually
configure the system date and time.

Configure the Local User station’sidle
timeout, screen saver time, cycle time,
keyboard type, and the various escape
sequences for the current workstation.

Activate KVM ports, assign aliases, and
enable power management.

Activate serial ports, assign aliases,
enable power management, set the baud
rate, access permissions, and an
authentication method for one or more
ports.

Configure users and groups, user
passwords, and KVM port access
permissions.

Configure the IP address of the syslog
server. Note: syslogging also requires

assignment of afacility number using the

General option, described earlier in this
table.

Configure PCMCIA cards.

Configure an authentication method for
OnSite logins and authentication servers
for OnSite, KVM, and seria port logins.

“Configure>Network>
Date/time Screens
[OSD]” on page 426

“Configure>User
Station Screens [OSD]”
on page 427

“Configure>KVM Ports
Screens[OSD]” on page
436

“Configure>Seria Ports
Screens[OSD]” on page
440

“Configure>Users and
Groups Screens[OSD]”
on page 450

“Configure>Syslog
Screens[OSD]” on page
466

“Configure>PCMCIA
Screens[OSD]” on page
466

“Configure>Authenticat
ion Screens [OSD]” on
page 470
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Understanding OSD Configure Screen Series

Table 7-5: OSD Configuration Menu Options (Sheet 3 of 3)

Menu Selection  Purpose Where Documented
Save/Load Permanently save configuration changes,  “Configure>Date/Time
Config load stored a configuration or restorethe  [OSD]” on page 480

configuration to factory default values.

Exit Exit from the menu. N/A

Understanding OSD Configure Screen Series

Selecting an option from the “Configure” menu usually brings up to a series
of related screens, which the administrative user navigates through one at a
time until the final screen is reached.

For example, if Date/Timeis selected, a series of “Date/time Config.” screens
appears starting with “NTP” and ending with “Time,” as shown in the
following figure.

First screen Final screen

Datestime Conf. Datestime Conf. Datestime Conf.

NTP Date YYYY-MM~-DD Time hh:mm:ss

2005-01-25 11:39:09-
enabled

Gancel) Gavd) [ B GCreel G 0 [ Ceel) Gas)

Next butto Final Save butto

Figure 7-9: Example Screensin Configure Screen Series

Asillustrated, all configuration screens except the final one have aright arrow
at the bottom right that an administrative user can click to go to the next
screen. Clicking “Save” on any of the screens saves any changes made to that
point. An administrative user can also wait for the final screenin a series
before saving changes. Clicking “ Save” on the final screen saves any change
and returns to the Configuration menu.
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Configure>General Screens [OSD]

Note: The Save button on every screen saves configuration changesinto the
configuration files. To permanently back up all configuration changes so they
can be restored after an upgrade, you must also select “ Save/L oad Conf.”
from the Configuration Menu. See “How Configuration Files Changes Are
Managed” on page 574 for more details.

See “Navigating the OSD” on page 381, if needed, for how to use the Tab key
and other keysto move around the screensin the OSD.

Configure>General Screens [OSD]

An administrative user can select the General option on the OSD Configure
Menu to configure several general features of the OnSite.

Configuration Menu

Choose an option

Datestime
User station
KUM ports
Serial ports

Figure 7-10: Selecting OSD Configure>General

Selecting Configure>General from the OSD Main Menu brings up the
Authentication type screen, which isthefirst in a series of configuration
screens that appear in the sequence shown in the following table.
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Table 7-6 gives a brief description of the sequence of General configuration

Screens.

Table 7-6: Configure>General Screens[OSD] (Sheet 1 of 2)

Screen

Description

Authentication Type

Syslog Facility

General Configuration

Suslos facility

Sun Keyboard

General Configuration
Sun Keuboard

i |

[ Eancel) Bave] [

The authentication type that applies to direct KVM port logins
from the WWeb Manager login screen: None, Local, Radius,
TacacsPlus, Kerberos, LDAP, RadiusDownL ocal,
TacplusDownL ocal, KerberosDownL ocal, LdapDownL ocal,
NTLM(Win NT/2k/2k3), and NTLMDownL ocal. Direct logins
to KVM ports must also be enabled. (See “Direct Access’ on
page 391.) You also must ensure that an authentication server is
specified for the type of method you select. See
“Configure>Authentication Screens [OSD]” on page 470.

The syslog facility number that is used by the administrator of
the syslog server to identify messages generated by devices
connected to the KVM ports. Obtain the facility number to use
for the OnSite from the syslog server’s administrator. Values are
from O through 7. See “ Syslog Servers’ on page 28 for
examples of using facility numbers as needed. In addition, the

I P address of the syslog server must be configured, as described
under “Configure>Syslog Screens [OSD]” on page 466.

The escape sequence for KVM port connection hot keys. The
defaultisctrl+k, shownas [CTRL] K in the screen. Enter the
keysin al caps. Theformat and valid escape sequence modifier
keysare [CTRL], [SHIFT[, [ALT], and [WIN], the Windows
key with the Windows logo on it. See “Configuring KVM Port
Connection Hot Keys' on page 63 for more details.

The escape key for Sun hot keys. Default: [WIN]. Other options
are: [CTRL], [SHIFT], and [ALT]. See " Sun Keyboard
Emulation Hot Keys’ on page 87 and “Configuring Sun
Keyboard Equivalent Hot Keys’ on page 64 for more details.
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Configure>General: Authentication Type Screen

Table 7-6: Configure>General Screens[OSD] (Sheet 2 of 2)

Screen

Description

IP Security Level

General Configuration

IF urity Level

TCP Port Viewer

Thelevel of encryption: “None,” “Kbd/Mouse”—encrypt
keyboard and mouse data,” or “Video/Kbd/Mouse”—encrypt
data from the keyboard, video, and mouse.

Selecting “ Yes” enables and “No” disables 3DES encryption.

Selecting “ Yes” enables and “No” disables direct accessto
KVM ports from the Web Manager login screen.

Allowsyou to assign an aternate TCP Port number or numbers
for the AlterPath Viewer to use [Default, 5900+]. Use the plus
sign (+) to increment the port number by 1 for each additional
AlterPath Viewer. You might need to assign another port, for
example, if your Internet provider is blocking port 5900. For
example: 5903+ means that the first AlterPath Viewer uses port
5903 and the second uses port 5904. Use the hyphen (-) to
indicate arange of addresses, for example, 5903-5907. Use the
comma (,) to separate two TCP port addresses, for example,
5901,5903. Combine commas and hyphens, as desired, for
example: 1901,5903-5905,5907. Note: Do not use reserved
port numbers 1 through 1024.

Configure>General: Authentication Type Screen

An administrative user can use the “ Authentication type” screen under
Configure>General in the OSD to configure an authentication type for direct
loginsto KVM ports. An authentication server must be available and
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Configure>General: Syslog Facility Screen

configured for the selected type of method. See “ OnSite Authentication
Options” on page 7 for an overview of authentication on the OnSite, if
needed.

V¥ To Configure an Authentication Type for
Direct KVM Port Access

1. Go to: Configure>General>Authentication Type.
The Authentication type screen appears.
2. On the Authentication Type screen, select an authentication type.

See “OnSite Authentication Options’ on page 7 for background
information on choosing the appropriate authentication method.

3. Savethe changes.

Configure>General: Syslog Facility Screen

The facility number entered on this screen is used by the administrator of the
syslog server to identify messages generated by devices connected to the
KVM ports. “ Syslog Servers’ on page 28 gives examples of using facility
numbers.

V¥ To Configure a Syslog Facility Number [OSD]

Obtain the facility number to use for the OnSite from the system administrator
of the syslog server.

1. Goto: Configure>General>Authentication Type>Syslog Facility.
The“ Syslog Facility” screen appears.

2. Enter the value (0 through 7) that the administrator of the syslog server
has assigned.

3. Savethe changes.

Configure>General: Escape Sequence Screen

By default, the AlterPath Viewer escape sequence (the first portion of all
AlterPath Viewer hot keys) is Ctrl+k. On the Escape Sequence screen, you
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Configure>General: Sun Keyboard Screen

can change the first portion of the hot keys. See “Configuring Keyboard
Shortcuts (Hot Keys)” on page 63 for more details.

V¥ To Define the Escape Sequence for AlterPath
Viewer Hot Keys [OSD]

1. Goto: Configure>General>Authentication Type>Sydog Facility>Escape
Sequence.

The " Escape sequence” screen appears.

2. Enter the key sequence to be used as the first portion of all AlterPath
Viewer hot keys.

Configure>General: Sun Keyboard Screen

You can use the Sun Keyboard screen to substitute an alternative escape key
for Sun keyboard emulation hot keys. The default is[WIN]

V¥ To Configure Emulation of a Sun Keyboard
[OSD]

1. Go to: Configure>General>Authentication Type>Sysog Facility>Escape
Sequence> Sun Keyboard.

The " Sun Keyboard” screen appears.

2. Onthe Sun Keyboard screen, enter an alternative Sun emulation hot key
escape key [Default: WIN].

3. Savethe changes.

Configure>General: IP Security Level Screen

You can use the |P Security Level screen to select the level of 1P security to
include keyboard and mouse, OR keyboard, video and mouse, OR none.

V¥ To Configure the IP Security Level [OSD]

1. Go to: Configure>General>A uthentication Type>Sydog Facility>Escape
Sequence>Sun Keyboard>IP Security Level.

The " IP Security” screen appears.
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2. Onthe P Security screen, select the | P security level (None, Keyboard/
Mouse, or Keyboard/Video/Mouse).

3. Savethe changes.

Configure>General: 3DES Screen

You can use the 3DES OSD screen to configure 3DES encryption for
communi cations between the OnSite and the remote user connected to aKVM
port. The default is RCA4.

V¥ To Enable or Disable 3DES Encryption [OSD]

1. Goto: Configure>Genera >Authentication Type>Syslog Facility> Escape
Sequence>Sun Keyboard>I P Security Level >3DES.

The “enable 3DES” screen appears.
2. Select Yesor No.
3. Savethe changes.

Configure>General: Direct Access Screen

Enabling Direct Access allows usersto accessaKVM port directly from the
L ogin screen of the Web Manager by entering the name or alias for the port in
aPort field.

V¥ To Enable Direct Access to KVM Ports [OSD]

1. Goto: Configure>General>Authentication Type>Sydog Facility> Escape
Seguence>Sun Keyboard>IP Security Level >3DES>Direct Access.

The“Direct Access’ screen appears.
2. Select Yesor No.
3. Savethechanges.

Configure>General: TCP Viewer Port Screen

An administrative user can use the TCP Viewer Port screen to assign an
aternate TCP port or range of portsfor the AlterPath Viewer to use instead of
the default, 5900+.
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Note: Do not use reserved port numbers 1 through 1024.

V¥ To Assign Alternate TCP Port Numbers for
the AlterPath Viewer [OSD]

1. Goto: Configure>General>Authentication Type>Sydog Facility> Escape
Sequence>Sun Keyboard>1P Security Level >3DES>Direct Access>TCP
Viewer Port.

The“TCP Port” screen appears.

2. Typeinthe desired TCP Port for the AlterPath Viewer to use, making use
of the following conventions:

* Usetheplussign (+) after a TCP port number to increment the
port number by 1 for each additional AlterPath Viewer that is
launched. For example: 5903+ means that the first AlterPath
Viewer uses port 5903 and the second uses port 5904.

* Usethe hyphen (-) to indicate arange of addresses. For exam-
ple, 5903-5907.

* Usethe comma (,) to separate two TCP port addresses. For
example, 5901,5903.

» Combine commas and hyphens, as necessary For example,
1901,5903-5905,5907

3. Select Save to complete the General Configuration.

Configure>Network Menu Options [OSD]

An administrative user can select the Network option on the Configuration
Menu to configure network-related services for the OnSite.

Configuration Menu
Choose an option

General

Datestime
User station

KUM ports
Serial ports

Figure 7-11: Selecting OSD Configure>Network
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396

Selecting Network brings up the Network Configuration Menu. The Network
Configuration Menu provides a number of options, as shown in the following
screen.

Networlk Configuration

IP Filtering
Hosts
Static Routes

Figure 7-12: OSD Networking Configuration Menu

Not al the options are visible. Thefollowing diagram lists the names of all the
configuration options accessed from the Configure>Network menu.

Configure
Network

Network
SNMP
VPN
IP Filtering
Hosts
Static Routes
Exit

Figure 7-13: OSD Configure>Network Menu Options

The configuration screen series for each of the options under
Configure>Network are listed and described in the following sections:

Configure>Network>Network Screens [OSD] Page 397
Configure>Network>SNMP Screens [OSD] Page 400
Configure>Network>VPN Screens [OSD] Page 403
Configure>Network>IP Filtering Screens [OSD] Page 408
Configure>Network>Hosts Screens [OSD] Page 417
Configure>Network>Static Routes Screens [OSD] Page 420
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Configure>Network>Network Screens [OSD]

An administrative user can select the Network option from the Network
Configuration menu to configure DHCP or configure afixed |P address and
other basic network parameters.

Networlk Configuration

SNMP

UPN

IP Filtering
Hosts

Static Routes

Figure 7-14: Selecting Network From the OSD Network Configuration
Menu

The following diagram lists the names of the series of configuration screens
accessed under Configure>Network>Network.

Configure

Network

Network

DHCP

enabled
disabled

IP address
Netmask
Gateway
DNS Server
Domain
Hostname

Figure 7-15: OSD Configure>Network>Network Screens

Selecting Configure>Network>Network from the OSD Main Menu brings up
the DHCP screen, which isthefirst in a series of configuration screens that
appear in the sequence shown in the following table.
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Table 7-7 gives adescription of all the related configuration screens.
Table 7-7: Network Configuration Screens [OSD] (Sheet 1 of 2)

Screen Description

DHCP Enable or disable DHCP.
When you select “enabled,” the screen shown in the following
figure appears.

“active” saves the changes to the configuration files. “active
and save” overwrites the backup configuration files and makes
the changes permanent. Either choice brings you back to the
Network Configuration menu.

When “disabled” is selected, the I P address, Netmask, Gateway,
DNS Server, Domain, and Hostname screens appear in the
seguence shown in the following rows.

IP Address The IP address of the OnSite.

k

The netmask for the subnet (if applicable) in the form
NNN.NNN.NNN.N (for example: 255.255.252.0).

The IP address for the gateway (if applicable).
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Table 7-7: Network Configuration Screens [OSD] (Sheet 2 of 2)

Screen Description

DNS Server The IP address for the DNS server.

The domain name.

The hostname for the OnSite.

V¥ To Configure Basic Networking [OSD]
1. Fromthe OSD Main Menu, go to Configure>Network.
The Network Menu appears.
2. From the Network Menu, select Network again.
The DHCP screen appears.
3. To enable DHCP, do the following steps.
a. Select the “enabled” option.
b. PressEnter.
The next DHCP screen appears.
c. Select “enable” or “enable and save.”
4. To enter network parameters manually, do the following steps.
a. Select the " disabled” option.
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b. PressEnter.
The |P address screen appears.

c. Enter the IP address for the OnSite and go to the next screen.
The Netmask screen appears.

d. Enter the netmask (in the form 255.255.255.0) and go to the next
screen.

The Gateway screen appears.

e. Enter the IP address for the gateway and go to the next screen.
The DNS Server screen appears.

f. Enter the IP address for the DNS server and go to the next screen.
The Domain screen appears.

g. Enter the domain name and go to the next screen.
The Hostname screen appears.

h. Enter the hostname for the OnSite and save the changes to compl ete
the basic network configuration.

Configure>Network>SNMP Screens [OSD]

An administrative user can select the SNMP option from the Network
Configuration menu to configure SNMP.

=5
Network Configuration

IP Filtering
Hosts
Static Routes

Figure 7-16: Selecting SNMP From the OSD Network Configuration Menu

The following diagram lists the names of the configuration screens accessed
under Configure>Network>SNMP,
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Configure

—|_Network
SNMP

— SysContact

— SysLocation
— Access Control
I SNMPv1/2

Add | Edit
Community
Source
QoID
Permission

Read-Only
Read-Write
— Delete
L— Exit
SNMPV3

Add | Edit
Username
Password
OID
Permission

Read-Only
Read-Write
— Delete

L Exit

L— Exit
— Exit

Configure>Network>SNMP Screens [OSD]

Figure 7-17: OSD Configure>Network>SNMP Screens
See “SNMP on the OnSite” on page 53 for details.

Table 7-8 gives abrief description of al the SNMP configuration screens.
Table 7-8: SNMP Configuration Screens [OSD] (Sheet 1 of 3)

Screen

Description

SysContact

SHHP

Suys Contact

S

The email address for the OnSite’s administrator, for example:
onsite admin@cyclades.com.
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Table 7-8: SNMP Configuration Screens [OSD] (Sheet 2 of 3)

Screen

Description

SyslLocation

SHHP

Sus Location

Access Control

SNMP
Configuration

SHMP Configuration

SNMPv1/iv2
Community

ration

SNMPv1/v2 Source

The physical location of the OnSite.

Choices are SNMP v1/2 or SNMP v3.

Appears when either SNMP v1/2 or SNMP v3 is selected.
Choices are “Add,” “Edit/Delete,” or “Exit.”

The community nameis sent in every SNMP communication
between the client and the server, and the community name
must be correct before requests are allowed. Communities are
further defined by the type of access specified under
“Permission”: either read only or read write. The most common
community is*“public” and it should not be used becauseit is so
commonly known. By default, the public community cannot
access SNMP information on the OnSite.

The source | P address. Accepted values are “default” or a
subnet address, for example: 193.168.33.0/24.
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Table 7-8: SNMP Configuration Screens [OSD] (Sheet 3 of 3)

Screen Description
SNMPv1/v2orv3 Object Identifier. Each managed object has a unique identifier.
oID

SNMPv1/2 or v3
Permission

Choices are “Read-Only” and “Read-Write.”

Read Only - Read-only accessto the entire MIB (Management
Information Base) except for SNMP configuration objects.

Read/Write - Read-write access to the entire MIB except for
SNMP configuration objects.

User name.

Password.

Configure>Network>VPN Screens [OSD]

An administrative user can select the VPN option from the Network
Configuration menu to add aVVPN connection or to edit or delete apreviously-
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configured VPN connection. See “VPN on the OnSite” on page 54 for
additional details.

Network Configuration

Network
SNMP

IP Filtering
Hosts
Static Routes

Figure 7-18: Selecting VPN from the Network Configuration Menu

Selecting VPN under Configuration>Network brings up the VPN
Configuration Menu. The VPN Configuration Menu provides the options
shown in the following screen.

UPN Configuration

Figure 7-19: OSD Configure>Network>V PN Configuration Menu

The following diagram lists the names of the configuration screens accessed
from the Add and Edit/Delete options on the Configure>Network>V PN
Configuration menu.
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Configure
Network
—l— VPN
— Add | Edit
— Connection Name

Protocol

} ESP
AH

— Local ID
— Local IP
— Local Nexthop
— Local Subnet
— Remote ID

— Remote IP
— Remote Nexthop

Boot Action
Ignore
Add
Start

— Shared Key
— Delete
— Exit

Figure 7-20: OSD Configure>Network>VPN Options and Screens

Table 7-9 gives a brief description of the VPN configuration screens series
under Add and Edit.

Table 7-9: VPN Configuration Screens [OSD] (Sheet 1 of 3)

Screen Description

Connection Name Any descriptive name you want to use to identify this
connection such as“MY COMPANY DOMAIN-VPN.”

UPH

Connection Hame

—

Protocol The authentication protocol used, either “ESP” (Encapsulating
Security Payload) or “AH" (Authentication Header).
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Table 7-9: VPN Configuration Screens [OSD] (Sheet 2 of 3)

Screen Description

Local ID The hostname of the OnSite, referred to asthe “local” host.

Local IP The | P address of the OnSite.

UPN
Local IP

—

Local NextHop The router through which the OnSite sends packets to the host
PN on the other side.
SO
@ Cancel] (3

Local Subnet The netmask of the subnetwork where the OnSite resides, if
UPN appl icable,

Local Subne

—— 1]
= [Cancel] [

Remote ID The hostname of the remote host or security gateway

UPN

Remote ID
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Table 7-9: VPN Configuration Screens [OSD] (Sheet 3 of 3)

Screen Description

Remote IP The IP address of the remote host or security gateway.

UPH

Remote IP

o
8] [Cancel] [
Remote Nexthop The IP address of the router through which the host on the other
UPN side sends packets to the OnSite.

Remote Mexthor

C—
= [Cancel] [

Remote Subnet The netmask of the subnetwork where the remote host or
uPH security gateway resides, if applicable.

Remote Subnet

Choicesare “Ignore,” “Add,” and “Start.” “Ignore” means that
VPN connection isignored. “Add” means to wait for
connections at startup. “ Start” means to make the connection.

Pre-shared password between left and right users.
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Configure>Network=>IP Filtering Screens [OSD]

408

An administrative user can select the | P Filtering option from the Network
Configuration menu to configure the OnSite to filter packets like afirewall.
See “Packet Filtering on the OnSite” on page 65 for details.

Network Configuration

Network
SNMP

UPN

Hosts
Static Routes

Selecting IP Filtering under Configure>Network brings up the “Filter Table.”
The“Filter Table” lists the default chains along with any administratively-
configured chains, the “Add Chain,” and the “Exit” options, as shown in the
following screen.

Filter Table

An administrative user can use this menu to create chains and set up rules for
the new chains, or to edit or delete a previously-configured chain. The
following diagram lists the names of the configuration screens accessed under
Configure> Network>IP Filtering.
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Configure
—Metwork
—|IF' Filtering
— Filter Takle
—dd Chain
Chain Name
— [Choose & chain: INPUT, FORWARD, CUTPUT, user-added chain]
— Edit Chain [default chain anly]
— Accept
l Drop
|I— Celete Chain chain_name? [ussr-added chain only]
— hManage Rules
— EditView
IF Filtering
Oelete
— Medify
Targst
— ACCEPT
— DROP
— RETURN
— LOG
— REJECT

Iser Defined Chain
—|: INFUT
FORWARD

— Scurce IF
— Scource Mask
|— Destinstion IF
|— Destination Mask
— Protocal
— All
— Mumeric
— TCF
SY¥M | RST | ACK | URG | FIN | PSH Flag
;ﬁ.l"y'
Set
Uns=t
— UCF
— ICMP
— Source Port [TCP and UDF only]
|I— Destination Port [TCP and UDF only)
— Input Interface
— Cutput Interface
— Fragments
All packsts
2nd, ... frag.
Mon-frag. and 1st frag
L Exit

— Exit

Figure 7-21: OSD Configure>Network>1P Filtering Screens
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The following table shows the | P filtering screens.
Table 7-10: IP Filtering Configuration Screens [OSD] (Sheet 1 of 6)

Screen

Description

Filter Table

Chain -
chain_name
options

Delete Chain
chain_name?

Chain -

Lists the default chains along with any administratively-
configured chains, the “Add Chain,” and the “Exit” options.

Only appearswhen “Add Chain” is selected. Entering the name of
the chain adds the new chain's name to the “Filter Table,” where
you need to select the name of the new chain and define rules for
the chain.

Appears when a user-added chain is selected from the “Filter
Table.” The choices are “Delete Chain,” “Manage Rules,” “Exit.”

Appears when a user-added chain is selected and the “Delete
Chain” option is chosen from the “Chain - chain_name” menu.

Appears when a default chain is selected from the “Filter Table.”
The choices are “Edit Chain,” “Manage Rules,” and “Exit.”
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Table 7-10: IP Filtering Configuration Screens [OSD] (Sheet 2 of 6)

Screen

Description

Chain -
CHAIN_NAME Edit
options

Chain -
chain_name
“Manage Rules”
options

Appears when a default chain is selected and the “ Edit Chain”
option is chosen from the Chain - Chain_name menu. Defines the
default action to take on packets of thistype. Choicesare“ Accept”
or “Drop.”

Appears when a user-defined chain is selected and the “Manage
Rules’ option is selected from the Chain-chain_name menu.
Choices are “Add Rule,” “View/Edit Rules’ or “Exit.”

The packet isfiltered for the characteristics defined for the rulein
the following screens, for example, a specific | P header, input and
output interfaces, TCP flags or protocol. The target action is
performed on all packets that have the characteristic. If “Inverted”
is selected for a characteristic, the target action is performed on all
packets that do not have the characteristic.

Appears when “View/Edit Rules’ is selected from the “Manage
Rules’ menu. All the characteristics are listed in the menu.
“Modify” and “Delete” buttons are at the bottom of the screen.

Appears when a user-added chain is selected along with “Add
Rule’ or “View/Edit Rules.” Choices specify the target action to
take when a packet’s characteristics match therule, or, if
“Inverted” is selected, if the packets do not match the rule.
Choices are: “ACCEPT,” “DROP” “RETURN,” “LOG"
“REJECT,” and “User Defined Chain.”
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Table 7-10: IP Filtering Configuration Screens [OSD] (Sheet 3 of 6)

Screen Description
User Appearswhen “User Defined Chain” is selected from the " Target”

Chain menu. Choices are: “INPUT,” and “FORWARD.”

The IP address of the source of an input packet.

The netmask of the subnetwork where an input packet originates.

The IP address of an output packet’s destination.

The netmask of the subnet to which an output packet is being sent.

Destination Mask

[1] [cancel
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Table 7-10: IP Filtering Configuration Screens [OSD] (Sheet 4 of 6)

Screen

Description

Protocol

|Z| |C-E1r|:el||'f—ial.'s-' z

SYN Flag

SYN Flas

|Z| [cancel] [save E

RST Flag

[1] [Cancel] [Sawe] [+]

Choices are “All,” “Numeric,” “TCR” “UDP,” “ICMP”

Appearsonly if “Numeric” is selected from the “ Protocol” menu.

Appearsonly if “TCP” or “UDP are selected from the “ Pratocol”
menu. The source port number.

Appearsonly if “TCP” or “UDP are selected from the “ Pratocol”
menu. The destination port number.

“SYN” (synchronize), appearsonly if “TCP” is selected from the
“Protocol” menu. Options are“Any,” “Set,” “Unset.”

“RST” (reset), appearsonly if “TCP” is selected from the
“Protocol” menu. Options are“Any,” “Set,” “Unset.”
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Table 7-10: IP Filtering Configuration Screens [OSD] (Sheet 5 of 6)

Screen

Description

ACK Flag

[1] [Cancel] [Sawe]

URG Flag

Input
Interface

Input Interface

“ACK” (acknowledge), appearsonly if “TCP” is selected from the
“Protocol” menu. Options are “Any,” “Set,” “Unset.”

“URG” (urgent), appearsonly if “TCP” is selected from the
“Protocol” menu. Options are “Any,” “Set,” “Unset.”

“FIN” (finish), appearsonly if “TCP” is selected from the
“Protocol” menu. Options are “Any,” “Set,” “Unset.”

“PSH” (push), appearsonly if “TCP" is selected from the
“Protocol” menu. Options are“Any,” “Set,” “Unset.”

Appearsonly if “All,” “Numeric,” “TCR” “UDP” or “ICMP are
selected from the * Protocol” menu.
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Table 7-10: IP Filtering Configuration Screens [OSD] (Sheet 6 of 6)

Screen Description
Output Appearsonly if “All,” “Numeric,” “TCP” “UDPR” or “ICMP are
Interface selected from the “ Protocol” menu.

Output Interface

4 [Cancel] [Save] [¥)

Fragments Appearsonly if “All,” “Numeric,” “TCR” “UDP” or “ICMP are
selected from the “Protocol” menu.

ICMP Type Appearsonly if ICMP is selected from the “Protocol” menu.
Choices are listed in Table 7-11 on page 416.
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ICMP Type Options are listed in the following table.

Table 7-11: ICMP Type Filtering Options [OSD]

o All

* echo-reply

* dst-unreach (destination-unreachable)

* network-unreach (network-unreachable)
* host-unreach (host-unreachable)

* protocol-unreach (protocol-unreachable)
* port-unreach (port-unreachable)

» fragment needed (fragmentation needed)
* src-rt-failed (source-route-failed)

* network-unknown

* host-unknown

* network-prohibited

* host-prohibited

» TOS-network-unreach (TOS-network-unreachable)

* time-exceeded

» comm-prohibited (communication prohibited)

* host-prec-violation
* precedence-cutoff

* src-quench

redirect
network-redirect
host-redirect
TOS-network-redir
TOS-host-redirect
echo-request
rt-advertisement
rt-solicitation

time exceeded
ttl-zero-in-transit
ttl-zero-in-reasm
parameter-problem
ip-header-bad
reqd-opt-missing
timestamp-req
timestamp-reply
addr-mask-req
addr-mask-reply
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Configure>Network>Hosts Screens [OSD]

An administrative user can select the Hosts option from the Network
Configuration menu to configure hosts.

Network Configuration

IP Filtering

Static Routes

Selecting Hosts under Configure>Network brings up the “Hosts List” action
menu, as shown in the following figure.

Hosts Configuration
Hosts List

Edit Entry
Delete Entry

o

An administrative user can select the options on this menu to add, edit, or
delete host entries. Selecting “Edit” or “Delete Entry” brings up the “ Select a
host” screen shown in the following figure.

Hosts Configuration
Select a host

KUM
ana -kwvm

The following diagram lists the names of the configuration screens accessed
under Configure>Network>Hosts.
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Configure
— Network
Hosts
Add | Edit
Select a host [Edit only]
IP
Name
Alias
Delete
Select a host

Figure 7-22:0OSD Configure>Network>Hosts Screens

See “ Configure>Network>Hosts Screens [OSD]” on page 417 for more
information.

The following table shows the screens for the Add and Edit options.

Table 7-12: Configure>Network>Hosts Configuration Screens [OSD]

Screen Description

IP | P address of the host

Name Hostname of the host

Alias Optiona alias of the host
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Configuring Hosts [OSD]

An administrative user can use the Configure>Network>Hosts screen to
configure hosts.

V¥ To Edit a Host [OSD]

1.

Go to: Configure>Network>Hosts.
The“Hosts List” screen appears.

Select “Edit Entry.”

The Select a Hosts screen appears.

Select a hostname from the list.

The IP screen appears.

If desired, change the IP address of the selected host.
The Name screen appears.

If desired, change the hostname.

The Alias screen appears.

If desired, change the alias name for the host.
Save the changes.

The Configuration screen appears.

¥ To Delete a Host [OSD]

1.

Go to: Configure>Network>Hosts.
The Hosts List screen appears.
Select Delete Entry.

The Select aHost screen appears.
Select a host from the list.

The Configuration screen appears.
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Configure>Network>Static Routes Screens

[OSD]

420

An administrative user can select the Static Routes option from the Network
Configuration menu to configure static routes.

. Network Configuration

Network
SNMP

UPN
IP Filtering
Hosts

If judiciously used, static routes can sometimes reduce routing problems and
routing traffic overhead. If injudiciously used, when a network fails, static
routes can block packets that would otherwise be able to find alternate routes
around the point of failureif dynamic-routing were in effect.

Selecting Static Routes under Configure>Network brings up the Static Routes
Action Menu, as shown in the following screen.

Static Routes
Action

Edit Entry
Delete Entry

o

The following diagram lists the configuration screens accessed under
Configure>Network>Static Routes.
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Configure

Network
—l— Static Routes
Add | Edit Entry
Select a route [Edit option only]
Host or Net Route [Select host | net | default]
Target [host and net options only]
Netmask [net option only]
Gateway or Device
Gateway (gw)
Gateway
Metric
Network Device (dev)
Device
Metric

LBeIete Entry
Select a route

Figure 7-23: OSD Configure>Network>Static Routes Screens

The following table shows the static routes screens that appear when one of
the actions (Add, Edit, or Delete) is selected.

Table 7-13: Static Routes Screens [OSD] (Sheet 1 of 2)

Screen Description

Select a route Appears only when the Edit and Delete options are selected.
Choicesinclude the “ default” route entry and any previously-
configured static routes.

Types of routes. “host,” “net,” or “default.” Note: A default
route is used to direct packetsthat are addressed to networks not
listed in the routing table.

IP address for the target host or network.
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Table 7-13: Static Routes Screens [OSD] (Sheet 2 of 2)

Screen Description
Netmask Appears only when “net” is selected from the “Host or Net
Route” screen. Netmask for the destination.

Hetmask

J

[4] [cancel]

Two options are; “ Gateway (gw)” or “Network Device (dev).”

Appears only when “Gateway (gw)” is selected from the
“Gateway or Device’ menu. Gateway |P address.

Device Appears only when “Network Device” is selected from the
“Gateway or Device” menu. Interface name (such asetho).

Metric The number of hops to the destination.

Configuring Static Routes [OSD]

An administrative user can use the Static Routes screen to configure static
routes.
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V¥ To Add a Static Route [OSD]

1. Go to Configure>Static Routes.

The Static Routes Action screen appears.
2. Select Add.
The Host or Net Route screen appears

3. To add ahost route, do the following:

a.

c.
d.

Select “host” and press Enter.

The " Target” screen appears.

. Onthe“Target” screen, enter the IP address for the host.

The “ Gateway or Device” screen appears
If you select “ Gateway,” go to Step 6
If you select “Network Device,” goto Step 7

4. To add anetwork static route, on the Host or Net Route screen do the
following:

a.

d.

e.

Select “net” and press Enter.

The“Target” screen appears.

. Onthe“Target” screen, enter the IP address of the network.

The “Netmask” screen appears.

Enter the netmask.

The " Gateway or Device” screen appears

If you select “ Gateway,” go to Step 6

If you select “Network Device,” goto Step 7

5. To add adefault static route, do the following:

a.

OSD for All User Types

Select “default” and press Enter.

The " Gateway or Device” screen appears

If you select “ Gateway,” go to Step 6

If you select “Network Device,” goto Step 7
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6. To add a static route to a gateway, do the following:
a. Select “Gateway,” and press Enter.
The " Gateway,” screen appears.
b. Enter the gateway IP address.
The“Metric” screen appears.
c. SkiptoStepc.
7. Toadd astatic route to an interface, do the following:
a. Select “Network Device” and press Enter.
The“Device” screen appears.

b. Onthe“Device’ screen, enter the name of the interface and press
Enter.

The Metric screen appears

c. Onthe Metric screen, enter ametric.

V¥ To Edit a Static Route [OSD]

1. Goto: Configure>Static Routes.

The Static Routes “ Action” screen appears.
2. Select Edit.

The “ Select a Route” screen appears.
3. Select aroute.

The “Host or Net Route” screen appears
4. To add a host route, do the following:

(To add a network route, go to Step 5. To add a default route, go to Step
6.)

a. Select “host” and press Enter.
The “Target” screen appears.
b. Onthe“Target” screen, enter the host’s | P address.

The " Gateway or Device” screen appears
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c. If you select “Gateway,” goto Step 6
d. If you select “Network Device,” goto Step 7

5. To add anetwork route, on the “Host or Net Route” screen do the
following:

a. Select “net” and press Enter.
The“Target” screen appears.
b. Onthe"“Target” screen, enter the P address.
The “Netmask” screen appears.
c. Enter the netmask.
The " Gateway or Device” screen appears
d. If you select “Gateway,” goto Step 6
e. If you select “Network Device,” goto Step 7
6. To add adefault static route, do the following:
a. Select “default” and press Enter.
The " Gateway or Device” screen appears
b. If you select “Gateway,” go to Step 6
c. If you select “Network Device,” goto Step 7
7. To add a static route to a gateway, do the following:
a. Select “Gateway” and press Enter.
The “Gateway” screen appears.
b. Enter the gateway’s |P address.
The"“Metric” screen appears.
C. Skipto Stepc
8. To add a static route to adevice, do the following:
a. Select “Network Device’ and press Enter.
The “Device” screen appears.

b. Onthe“Device’ screen, enter the device identifier.
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The“Metric” screen appears.

9. Onthe“Metric” screen, enter ametric.

V¥ To Delete a Static Route [OSD]

1. Goto: Configure>Static Routes.

The " Static Routes Action” screen appears.
2. Select “Delete Entry.”

The “Select a Route” screen appears.

3. Select aroute to delete and press Enter to save changes.

Configure>Network>Date/time Screens [OSD]

426

An administrative user can select the Date/time option from the OSD
Configuration menu to either configure an NTP server or manually set the
date and time.

Configuration Menu
Choose an ortion

General
Network

User station
KUM ports
Serial ports

Selecting Date/time under Configuration>Network brings up the NTP menu,
as shown in the following screen.

Datestime Conf.
NTP

enab led

[cancel] [save] [

The following diagram lists the names of the configuration options accessed
from the Configure>Date/time menu.
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Configure
Date/time
NTP
enabled
|— NTP server
disabled
Date/time conf.
— Date
— Time

Figure 7-24: OSD Configure>Date/time Screens

If NTPisenabled, the following screen appears for entering the IP address of
the NTP server.

Date-time Conf.

NTP serwver

129.6.15.28

() [Cancel] [save]

If NTPisdisabled, thefollowing series of two screens appearsto allow you to
enter the date and time manually.

Datestime Conf. Date-time Conf.

Date YYYY-MM~-DD Time hh:mm:ss

2005-01-25 11:39:09-

(4) [(cancel] [save] [ () [Cancel] [save]

Configure>User Station Screens [OSD]

An administrative user can select the User Station option from the OSD
Configuration menu to redefine the parameters that apply to a Local User
session (when auser is accessing the OSD through aLocal User station that is
directly connected to the OnSite).
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Configuration Menu
Choose an option

General
Network
Date-time

KUM ports
Serial ports

The following diagram lists the configuration screens accessed through the
Configure>User station option. All the screens that appear after the
“Keyboard type” screen are for optionally redefining the command key
portion of AlterPath Viewer hot keys: “Quit,” “Power Management,” “Mouse/
Keyboard Reset,” “Video Configuration,” “Switch Next,” “ Switch Previous,”
and “Port Info.” See “Configuring Keyboard Shortcuts (Hot Keys)” on page
63 for details, if needed.

Configure

— User station

— Idle timeout (min)

— Scr. saver time (min)
— Cycle time (sec)

— Keyboard type

— Quit

— Power Management
— Mouse/Keyboard Reset
— Video Configuration
— Switch Next

— Switch Previous

— Port Info

Figure 7-25: 0OSD Configure>User Station Screens

See " Configuring User Station Screens [OSD]” on page 431 for more
information.

The following table shows the user station configuration screens.

Table 7-14: User Station Configuration Screens [OSD] (Sheet 1 of 3)

Description

Idle timeout

The period of inactivity before the user islogged out from the
OSD. Default = 3 minutes.
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Table 7-14: User Station Configuration Screens [OSD] (Sheet 2 of 3)

Screen

Description

Scr. saver timeout

Station Confisuration

Scr.saver time (minl

10 |

Cycle time (sec)

Stat

The period of inactivity before the screen saver starts.
Default = 10 minutes.

The number of seconds each server isviewed while the user is
cycling from one port to another. Default = 5 seconds. See “ To
Cycle Through All Authorized KVM Ports’ on page 96 for
instructions on how to cycle through the servers.

The type of keyboard connected to the Local User management
port of the OnSite.

o US[Default]
BR-ABNT
BR-ABNT2
* Japanese

e German

* |talian

* French

e Spanish

Redefine the command key for the KVM connection quit hot
key.

Redefine the command key portion of the KVM connection
power management hot key.

OSD for All User Types
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Table 7-14: User Station Configuration Screens [OSD] (Sheet 3 of 3)

Screen Description

Mouse/Keyboard Redefine the command key portion of the KVM connection
Station Configuration mOUSdkeyboard re%t hOt kw-

Mouse-Keyboard Reset

Redefine the command key portion of the KVM connection
video brightness and contrast hot key.

Station Configuration

Video Configuration

Switch Next Redefine the command key portion of the AlterPath Viewer
o switch next hot key.

Stat Cor

Redefine the command key portion of the AlterPath Viewer
switch previous hot key.

Redefine the command key portion of the AlterPath Viewer
port info hot key.
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Configuring User Station Screens [OSD]

An administrative user can use the screens under Configure>User station to
configure session parameters for the local user connection.

Configuration Menu
Choose an option

General
Network
Datestime

KUM ports
Serial porits

Figure 7-26: Selecting OSD Configure>Date/time

The following table lists the task available in the User Station screens and
where to find more information.

Task Where Documented

Specify the period of inactivity beforethe  “To Specify the User Station Idle Timeout”
session is ended. The default is three on page 433.
minutes.

Specify the period of inactivity before the “To Specify the User Station Screen Saver

screen saver starts. The default is 10 Idle Timeout Period” on page 434
minutes.
Specify the time each server is viewed “To Configure the User Station: Cycle Time

while the user is cycling from one port to [OSD]” on page 434
another. The default cycletimeis 3 seconds.

See“To Cycle Through All Authorized

KVM Ports” on page 96 for instructions on

how to cycle through the servers.
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Task

Where Documented

Specify the type of keyboard connected to
the Local User management port of the
OnSite.

e US

* BR-ABNT
* BR-ABNT2
 Japanese

* German

* [talian

* French
 Spanish

Redefine the command key for the quit
keyboard shortcut.

Redefine the command key for the power
management keyboard shortcut.

Redefine the command key for the mouse/
keyboard sync keyboard shortcut.

Redefine the command key for the video
configuration keyboard shortcut.

Redefine the command key for the switch
next keyboard shortcut.

Redefine the command key for the switch
previous keyboard shortcut.

Redefine the command key for the port info
keyboard shortcut.

“To Specify the Users Station Keyboard
Type[OSD]” on page 435

“To Specify the User Station Quit Command
Key [OSD]” on page 436

“To Configure the User Station Power
Management Command Key [OSD]” on
page 483

“To Specify the User Station Mouse/
Keyboard Reset Command Key [OSD]” on
page 484

“To Specify the User Station Video
Configuration Command Key [OSD]” on
page 485

“To Specify the User Station Switch Next
Command Key [OSD]” on page 485

“To Specify the User Station Switch
Previous Command Key [OSD]” on page
486

“To Specify the Keys Used in the Command
Key Portion of the Port Info Keyboard
Shortcut [OSD]” on page 487

432
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Configure>User Station: Idle Timeout [OSD]

The system logs out users after a defined period of inactivity. The default is
three minutes. An administrative user can use the User Station>Idle Timeout
screen to redefine the idle timeout minutes.

Station Configuration

Idle timeout (min)

| B
3

Gancel) Gave) [

Figure 7-27: Configure>User Station>Idle Timeout

V¥ To Specify the User Station Idle Timeout
1. Goto: Configure>User station

The Idle Timeout screen appears.
2. Usetheright and left arrows to increase or decrease the time in minutes.

3. Select the next arrow button to go to the Screen Saver Time screen or Esc.

Configure>Users Station: Scr. Saver Idle
Timeout [OSD]

The system activates a screen saver after a defined period of inactivity. The
default is 10 minutes. An administrative user can use the User Station>Scr.
saver screen to redefine the number of idle minutes before the screen saver
starts.
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Station Configuration

Scr.saver time (min)

== C
10

@ Eancel) Gae) ()

Figure 7-28: Configure>User Station:; Scr. Saver Timeout

V¥ To Specify the User Station Screen Saver ldle
Timeout Period

1. Goto: Configure>Users station>ldle Timeout>Scr. Saver Time.

2. Usetheforward or back arrows at the end of the scale to adjust thetimein
minutes.

3. Select the next arrow button to go to the Cycle Time screen.

Configure>Users Station>Cycle Time [OSD]

An administrative user can use the Cycle Time screen to set the time that each
server isviewed while the user is cycling from one port to another. The default
cycletimeis 3 seconds.

Station Configuration

Cucle time (sec)

«n
S

@ Eancel) Gae) ()

Figure 7-29: Configure>User Station: Cycle Time Screen

V¥ To Configure the User Station: Cycle Time

[OSD]
1. Goto: Configure>Users station>ldle Timeout>Screen Saver Time>Cycle
Time.
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2. Usetheforward or back button to adjust the time in minutes.

3. Select the next arrow button to go to the Keyboard Type screen.

Configure>Users Station: Keyboard Type [OSD]

An administrative user can use the keyboard type screen to configure the type
of keyboard connected to the Local User management port of the OnSite.

Station Configuration

Keyboard tupre

BR-ABNT v

@ Eancel) Gae) ()

Figure 7-30: Configure>User Station: Keyboard Type Screen

V¥ To Specify the Users Station Keyboard Type
[OSD]

1. Goto: Configure>User Station>Idle Timeout>Scr.Saver Time>Cycle
Time>Keyboard Type.

2. Select the keyboard type that matches the one connected to the Local User
ports.

3. Select the next arrow button to go to the Quit screen.

Configure>Users Station: Quit Command Key
[OSD]

An administrative user can use the Quit screen to redefine the Command Key
portion of the quit hot.
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Station Configuration

Quit

@ Eancel) Gae) ()

Figure 7-31: Configure>User Station: Quit Screen

V¥ To Specify the User Station Quit Command

Key [OSD]

1. Goto: Configure>User Station>ldle Timeout>Screen Saver Time>Cycle
Time>Keyboard Type>Quit.

The Quit screen appears.
2. Typetheletter to be used for the command key in the quit hot key.

3. Sdlect the next arrow button to go to the Power Management screen.

Configure>KVM Ports Screens [OSD]
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An administrative user can select the KVM Ports option on the OSD
Configuration Menu to configure KVM ports.

Configuration Menu
Choose an option

Datestime
User station

Serial ports

The following diagram lists the configuration screens accessed through the
Configure>KVM ports option.

Configure

KVM ports [Select a port]
Active
Server name

Power outlet

Figure 7-32: OSD Configure>KVM Ports Screens
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The following table shows the KVM port configuration screens.
Table 7-15: KVM Port Configuration Screens [OSD] (Sheet 1 of 2)

Screen Description

KVM ports Listsall KVM ports by their default names or administratively-
e defined aliases.

ts

Choicesare“Yes’ and “N0” to activate or deactivate the
selected KVM port.

Server name Allowsyou to assign a descriptive alias, such asthe name of the
server to which the selected KVM port is connected. Only
apha-numeric characters, hyphens (-), and underscores () are
accepted. The new alias replaces the default port name in the
list of ports as shown here:
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Table 7-15: KVM Port Configuration Screens [OSD] (Sheet 2 of 2)

Screen Description

Power Outlet Allows you to enter one or more numbers that identify power

‘ outlet or outlets into which the server that is connected to this
KVM port is plugged. When IPDUs are daisy-chained, the
outlets on the second and subsequent IPDUs are numbered
sequentially. AUX port 1 is assumed because power
management while connected to serversthat are connected to
KVM ports can only be done when the servers are plugged into
outlets on an IPDU on AUX port 1. When multiple IPDUs are
daisy-chained, outlets are numbered sequentially. For example,
the fourth outlet on a second daisy-chained IPDU when the first
IPDU has eight outlets is specified as“12,” and the next outlet
is specified as“13,” in the format: “12, 13.” See “Power
Management While Connected to Devices’ on page 51 for
details. Also see“To Power On, Off, or Cycle a Server
While Connected to aKVM Port” on page 99, if needed.

Configuring KVM Ports [OSD]

An administrative user can use the screens under Configure>KVM portsto do
the following configuration:

e Enableor disable aKVM port

* AssignanadiastoaKVM port

» Enable an authorized user connected to a server through aKVM port to
perform power management, when the server is plugged into an IPDU
connected to an AUX port

V¥ To Select a KVM Port to Be Configured
[OSD]
1. Goto: Configure>KVM Ports.
The KVM ports screen appears.
2. To select the port you wish to configure, do one of the following:
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» Typethefirst letters of the port name until the desired port is
highlighted in the port list box.

Thisfield is case-sensitive.
-OR -
» Select the desired port using the port list box.
3. PressEnter to go to the KVM Ports Active screen.

¥ To Activate a KVM Port [OSD]
1. Goto: Configure>KVM Ports>Active.
The KVM Ports Active screen appears.
2. Select Yesor No to activate or disable the currently selected port.

3. Select the next arrow button to go to the Server Name screen.

Port 2 Config.

Active

Gancel) Gave) [

Figure 7-33: Configure>KMP Ports: Server Name

The alias can be the name of the server to which the port is connected, or it
can be any other name to identify the server connected to the port.

¥ To Assign a Server Name to the Port [OSD]
1. Goto Configure>KVM Ports>Active>Server Name.
The Server Name screen appears.

2. Typethe name of the server to which the currently selected port is
connected, or use another name to identify the server.

Use only alpha-numeric characters, hyphens (-), and underscores ().

3. Do one of the following:
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a. To verify the new server name, select Save.
The KVM Ports selection screen appears with new port alias listed.
-OR -
b. Select theright arrow button to go to the Power Outlet screen.

V¥ To Enable Power Management Through a
KVM Port [OSD]

See “1PDU Power Management (OSD)” on page 382 for background
information, if needed. The prerequisites for this procedure are that you know
the following:

e The number of the AUX port where the IPDU is connected

»  The number of the outlet(s) into which the server is plugged that is
connected to the selected port.

You can specify up to two outlets.

1. Goto: Configure>KVM ports, select a Server Name/Port Number, and
then go to Server Name>Active>Power Outlet.

The Power Outlet screen appears with the port alias or number at the top.
2. Typethe outlet number(s).

If the server connected to the KVM port is plugged into two different
outlets, you can enter two outlets per port; use a space to separate them.
Enter the outlet number(s) using the format: A:N, where A is the number
of the AUX port to which the PM is connected (either 1 or 2) and visthe
number of the outlet. If more than one IPDU is daisy chained to an AUX
port, specify the outlet numbers incrementally.

3. Sdlect Save.

Configure>Serial Ports Screens [OSD]

An administrative user can select the Seria Ports option on the OSD
Configuration Menu to configure seria ports.
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Configuration Menu
Choose an option

General
Network
Datestime
User station
KUM ports

Note: The OSD does not support connecting to seria ports. However,
authorized users can use the Web Manager to connect to a serial port once the
seria port access permissions have been configured either using this screen or
through the Web Manager.

The following diagram lists the configuration screens accessed through the
Configure>Seria ports option.

Configure

— Serial ports

— [Select a port]

— Choose an option

— Connection protocol

I— Activate [only when a single port is selected]

— Server alias [only when a single port is selected]

I— Config power outlet [only when a single port is selected]
— Baud rate

Port permissions
Port access list
Grant/Deny access

Exit

— Authentication
— Exit

L— Exit

Figure 7-34: 0OSD Configure>Serial Ports Screens
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The following table shows the serial port configuration screens.
Table 7-16: Serial Port Configuration Screens [OSD] (Sheet 1 of 4)

Screen Description

Serial ports Select aserial port. Typethefirst letters of the port name until
Serial ports the desired port is highlighted in the list, type capital A to
highlight “All ports’ (the port name field is case-sensitive), or

select the desired port name or “All ports’ from the list.

A list of seria port configuration parameters that you can
redefine to match the device that is connected to the serial port,
which are defined in the following rows.

A list of connection protocols. Default = Console (tel net).
Choose the appropriate connection protocol for the type of
device connected to the serial port. See Table 6-12, “Protocols
for Devices With Consol e Ports Connected to Serial Ports,” on
page 232, Table 6-13, “Protocols for Dumb Terminals
Connected to Serial Ports,” on page 233, Table 6-15, “ Protocols
for Serial Ports Connected to Modems or IPDUS,” on page 235
for details.

Activate Appears only when a single port is selected. Default = yes.

442 AlterPath OnSite Administrator’s and User’s Guide



Configure>Serial Ports Screens [OSD]

Table 7-16: Serial Port Configuration Screens [OSD] (Sheet 2 of 4)

Screen Description

Server alias Appears only when asingle port is selected. Letsyou assign a
descriptive alias to the selected serial port, such as the name of
the device to which the selected port is connected. The name
must consist only of alpha-numeric characters, hyphens(-), and
underscores (_).The new alias replaces the default port namein
thelist of serial ports as shown here:
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Table 7-16: Serial Port Configuration Screens [OSD] (Sheet 3 of 4)

Screen

Description

Config power outlet

Serial ports:Port_l

Config power outlet

L

Cancel @I

Baud rate

Serial ports:Port_l

Baud rate

TG00

G600
14400

Cancel Saua

Appearsonly when asingle port is selected. Allowsyou to enter
one or more numbers that identify a power outlet or outlets
where the device that is connected to this seria port is plugged.
The power outlets must be on an IPDU that is physically
connected to AUX ports 1 or 2 or to any seria port, and the
ports must be configured for power management.

Use the format AN.N to specify the outlet in the “ Config power
outlet” field, where: A is either the letter “a’ (for AUX port) or
the letter “s” (for serial port), the first v before the dot (.) isthe
number of the port, and the second v is the number of the outlet.
For AUX ports, you can enter either numbers 1 or 2. For serial
ports, you can enter any valid serial port number. When IPDUs
are daisy-chained, the outlets on the second and subsequent
IPDUs are numbered sequentially. You can enter up to twenty
characters, so you can specify up to four outlets.

For example, if asingle IPDU is connected to AUX port 2and a
server connected to the selected port is plugged into the third,
fourth, fifth, and sixth outlets on the IPDU, you would enter:
a2.3,a2.4,a2.4,a2.5. For another example, if four
IPDUs are daisy-chained on serial port 3 and the first three
IPDUs have eight ports, and if a device connected to the
selected serial port is plugged into the second and third outlets
on the fourth IPDU, you would enter: s3.26,s3.27.

See “Power Management While Connected to Devices’ on
page 51 for details. Also see“To Power On, Off, or Cyclea
Server While Connected to aKVM Port” on page 99, if needed.

The baud rate that matches the baud rate of the device
connected to the selected serial port or al serial ports. Default =
9600. Baud rate options range from 2400-921600 K bps.

444
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Table 7-16: Serial Port Configuration Screens [OSD] (Sheet 4 of 4)

Screen

Description

Port permissions

Authentication

Serial pogts:Port_1

Authentication

Choices are: “Port accesslist” or “ Grant/Deny access.”

By default, no regular users are authorized to access seria
ports. To authorize regular users to access seria ports, the
OnSite administrator must use this screen or the Web Manager.

Selecting “ Port access list” brings up the following Select
user/group and Allow user/group screens. You can either
grant access or deny access to a user or group. Granting access
to any user or group to the port has the effect of denying access
to all other users, including “root” and “admin.”

Selecting “ Grant/Deny” access brings up the Select access
type screen. Use this screen to give all users the same level of
access.

Authentication method to apply to the selected seria port or
ports. Default = Local. See “OnSite Authentication Options’ on
page 7 for an overview of authentication on the OnSite.
Authentication options for serial ports are described in Table 1-
3, “ Supported Authentication Types,” on page 9. A server must
be configured for any authentication method assigned in this
screen except Local. See Table on page 470 for linksto
procedures for setting up authentication serversfor each type of
method.
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Configuring Serial Ports [OSD]

An administrative user can use the “Serial Ports’” screen to configure serial
ports as follows:

446

Choose a connection protocol: telnet, ssh, raw, or power management
Enable or disable one or al seria ports
Assign an aliasto one seria port at atime

Enable power management on a serial port by an administrator who is
connected to the serial port

Set the baud rate for one or all serial ports
Set user and group access permissions for one or al serial ports
Set authentication for one or all serial ports

See “To Select a Seria Port or Portsto be Configured [OSD]” on page 446 for
how to start and for links to the procedures for performing the previously-
listed tasks.

V¥ To Select a Serial Port or Ports to be
Configured [OSD]

1. Goto: Configure>Seria ports.

The Serial ports screen appears with alist of al the seria portsand an
option called “All ports.”

To select aport or al ports, do one of the following:

» Typethefirst letters of the port name until the desired port is
highlighted in the list or type capital A to highlight “All ports’

The port namefield is case-sensitive.
or

» Select the desired port name or “All ports’ from the list.

Note: Selecting “All ports’ alows you to configure al ports the same.

3. PressEnter.
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The“ Serial ports’ menu appears with the name of the selected port
displayed on the first line of the screen.

4. Goto " To Configure a Connection Protocol for a Serial Port [OSD]” on
page 447

V¥ To Configure a Connection Protocol for a
Serial Port [OSD]

1. Select aseria port or al ports.

See “To Select a Serial Port or Ports to be Configured [OSD]” on page
446, if needed.

2. Select " Connection Protocol” from the list of options.
The Connection protocol screen appears with alist of protocols.

3. Select the connection protocol that matches the type of devicethat is
connected to the serial port.

¥ To Assign an Alias to a Serial Port [OSD]

1. Select asingle serial port.

See “To Select a Serial Port or Ports to be Configured [OSD]” on page
446, if needed.

2. Select “Server dias.”

The “Server alias’ screen appears.
3. Enter thedesired dias.

Use only alpha-numeric characters, hyphens (-), and underscores ().
4. Savethe changes.

The“ Serial ports’ screen appears with the new alias replacing the old port
name.
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V¥ To Enable Power Management Through a
Serial Port [OSD]

This procedure assumes the following:

4.

The device that is connected to the seria port currently being configured
is plugged into one or more outlets on an IPDU

The IPDU is physically connected to an AUX port or serial port on the
OnSite

The AUX port or serial port where the IPDU is connected has been
configured for power management

You know the number of the port where the IPDU is connected and the
number(s) of the outlet(s) into which the device is plugged.

Select asingle serial port.

See “To Select a Serial Port or Ports to be Configured [OSD]” on page
446, if needed.

Select “ Config power outlet.”
The “Config power outlet” screen appears.

Enter the outlet number(s), using the format a|sN.N and using commas to
separate multiple outlet identifiers up to atotal of 20 characters.

For example: a2.3,a2.4,a2.4,a2.6 0r s3.34,s3.37.
Save the changes.

V¥ To Specify the Baud Rate for Serial Port(s)
OSD]

[

448

Select aserial port or al serial ports.

See “To Select a Serial Port or Ports to be Configured [OSD]” on page
446, if needed.

Select Baud rate from the “ Serial ports’ menu.
The Baud rate screen appears.
Select abaud rate from the menu.

Save the changes.
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V¥ To Configure Who Can Access Serial Ports
[OSD]

After selecting aserial port, an administrative user can use the options on the
“Port permissions’ screen to grant or deny access by users or groupsto a
selected serial port or to al serial ports. By default, all users can access all
seria ports. Adding a user or group to the port access list has the following
effects:

The user or group is granted access to the port unlessthe additional stepis
taken to deny access.

All other users are denied access to the port, even “root” and “admin.”
Select aserial port or al serial ports.

See “To Select a Serial Port or Ports to be Configured [OSD]” on page
446, if needed.

Select “ Port permissions’ from the “ Serial ports’ menu.
The " Port permissions’ screen appears.
Select “Port accesslist.”

The " Select user/group” screen appears displaying the names of
configured users. By default, the checkboxes next to each name in the
“access’ column are not checked, and no regular users have access to the
selected port or ports.

Select auser or group name from the menu.
The " Allow user/group” screen appears.
Select “yes’ from the menu.

Select “Apply” to save the changes.

The “ Select user/group” screen appears.
Press the Esc key.

The " Port permissions’ screen appears.

To deny accessto a user or grant access to a user who has previously been
denied access, select “ Grant/deny access.”

The “ Select accesstype” screen appears.
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9. Select “grant” or “deny” as desired.
10. Select “Apply” to save the changes.

The " Port permissions’ screen appears.
11. Select “Exit.”

V¥ To Specify an Authentication Method for
Serial Ports [OSD]

This procedure assumes you have aready configured a server for the
authentication method you assign in this screen. See “ To Configure an
Authentication Type for Direct KVM Port Access’ on page 392

1. Select aserial port or al seria ports.

See “To Select a Serial Port or Ports to be Configured [OSD]” on page
446, if needed.

2. Choose“Authentication” from the “ Serial ports” menu.

The “Authentication” menu appears.

Serial pogts:Port_l

Authentication

3. Select the desired authentication method for a selected serial port or all
ports.

See “OnSite Authentication Options’ on page 7 for an overview of
authentication on the OnSite. See Table 7-29 on page 492 for linksto
procedures for setting up authentication servers for each type of method.

Configure>Users and Groups Screens [OSD]

An administrative user can choose the “Users and groups’ option from the
OSD Configuration menu to configure users, groups, and KVM port
permissions. The following figure displays the Users and Groups screen.
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Configuration Menu

Choose an option

Authentication
SavesLoad Config
Exit

When “Users and Groups” is selected, the “ Choose an option” screen appears,
as shown in the following screen example. The “Local Users’ optionisfor
configuring users; the “Loca Groups option isfor configuring groups, and
the“User Access Lists’ option isfor configuring users' and groups accessto
KVM ports.

Users and groups
Choose an option

Local Groups
User Access Lists
Exit

The following diagram lists the configuration screens accessed through the
Configure>Users and Groups options:
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Configure
— Users and groups
—I_Local Users
Choose an option
— Add User
— Enter the username.
Type of user
—|: Regular user
Admin user
I— Enter the password
L— Confirm the password
— Change Password
I— Select the user
— Enter the password
L— Confirm the password
— Delete User
L— Exit
ocal Groups
Choose an option
Add Group
Enter the group name
Add user to group
Enter the username
Del user from group
Select group
Select member
Enter the username
—IEelete group
Select group
— Exit
User Access Lists
Select User/Group
(Generic Users) | administratively-defined users . . .]
Access list for <username> - select the server.
— Reset all
Default Access | Multiple Servers | Port_N
No Access
Read-Only
Read/Write
Read/Write/Power
Not Defined
L— Exit

e

— EXit

Figure 7-35: 0OSD Configure>Users and Groups Screens
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The following table shows the configuration screens that appear when the
“Local Users’ option is selected from the Users and Groups menu under
Configurein the OSD.

Table 7-17: Local Users Configuration Screens [OSD] (Sheet 1 of 2)

Screen

Description

Choose an option

User Database Enter
the username

Type of user

Enter the
password

User Database
En

Confirm the
password

Options are: “Add User,” “ Change Password,” “Delete User,”
or “Exit.”

Appears only when “Add User” is selected.

Appears only when “Add User” is selected. Options are:
“Regular User” and “Admin user.”

Appears only when “Add User” or “ Change Password” are
selected. Note: Passwords are case sensitive.

When the password is successfully confirmed, the following
dialog box appears.
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Table 7-17: Local Users Configuration Screens [OSD] (Sheet 2 of 2)

Screen Description

Select the user Appears only when “Change Password” or “Delete User” are
selected. When “ Delete User” and then a username are selected,
a confirmation screen like the following appears:

User test3 has been

deleted

The following table shows the configuration screens that appear when the
“Local Groups’ optionis selected from the Users and Groups menu under
Configurein the OSD.

Table 7-18: Local Groups Configuration Screens [OSD] (Sheet 1 of 2)

Screen Description

Choose an option Options are “Add group,” “Add user to group,” “Del. user from
group,” “Delete group,” and Exit

Enter the group When “Add group” is selected. After the group nameis
name entered, a confirmation screen like the following appears.

select group When “Add user to group” is selected

- 1o
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Table 7-18: Local Groups Configuration Screens [OSD] (Sheet 2 of 2)

Screen Description
Enter the When “Add user” or “Add user to group” are selected. To add
username multiple users, use acommato separate each username.

Delete user from

group
select group

De aroup

Delete group
select group

When the user is successfully added, the following
confirmation screen appears.

When “Del user from group” is selected.

When “Del user from group” and a username are selected, the
user is removed from the group, and the following confirmation
screen appears:

When “Delete group” and a group name are selected, the
following confirmation screen appears.

An administrative user can use the User Access Lists menu to view and
change KVM port access permissions for the Default User and all

OSD for All User Types

455



Configure>Users and Groups Screens [OSD]

administratively-configured users and groups. See “ Understanding KVM Port
Permissions’ on page 32 for details.

The following table shows the configuration screens related to setting KVM
port access permissions when the “User Access List” option is selected from
the Users and Groups menu under Configure in the OSD.

Table 7-19: User Access List KVM Port Permissions Configuration Screens [OSD] (Sheet 1
of 3)

Screen Description

Select User/Group “[Generic Users]” and any administrativel y-defined users and
User Access List groups are listed, along with the “Exit” option.

The Generic Users permissions apply to all users except for
“admin” and any usersin the “admin” group. By default, the
Generic Users' default permission is“No Access,” and no
KVM port permissions are defined. Therefore, by default, any
regular users that may be added cannot access any KVM ports.
The OnSite administrator can configure access to KVM ports
for added regular users by:

» By selecting “[Generic Users]” and modifying the
permissions that apply to al users who have not been
configured with specific permissions

-OR -

* By configuring specific permissions for one or more
individual users or groups (by selecting a single port or the
“Multiple servers’ option)

Note: The KVM port access permissions for “admin” or for
anyone in the admin group cannot be changed. The “admin” is
not listed, but if any other administrative user’s usernameis
selected, the following screen displays:

456 AlterPath OnSite Administrator’s and User’s Guide



Configure>Users and Groups Screens [OSD]

Table 7-19: User Access List KVM Port Permissions Configuration Screens [OSD] (Sheet 2

of 3)

Screen

Description

Access list for
username - Select
the server

The accesslist includes the “Reset al,” “Default,” “Multiple
servers,” and “Exit” options along with individual KVM ports.

The “ Default” option defines access permissions for all KVM
ports, which apply unless the user has specific access
permissions for any KVM ports.

For anew user, because “Default Access,” is not defined, and
also because no permissions are specified for that user’s access
to any specific port, the Generic Users' permissions apply.

A series of three checkboxes appear to the right of each entry
that has specific permissions (as defined in the following row).
If aport has“No Access’ defined, the checkboxes are empty.
The headings for the checkboxes are: rwp for read, write, and
power, and the boxes are checked appropriately when any of
these permissions are defined. For example, in the screen to the
left, the r and w boxes are checked next to “Port_1" and
“Port_2,” which indicates that the user has read-write access to
these ports.

If “Reset all” is selected, the following confirmation screen
appears.

OSD for All User Types

457



Configuring Users and Groups [OSD]

Table 7-19: User Access List KVM Port Permissions Configuration Screens [OSD] (Sheet 3
of 3)

Screen Description
Permissions for The permissions from this menu can be configured to be
username: “Default” permissionsfor al ports, applied to Multiple Servers,

port number or for Of applied to a selected port.

username: followed  permisgons options are “No Access,” Read-Only,” “Read
by another Access  \ite” “Read/Write/Power,” and “ Default.” When “ Default”
list option, such as  yag sefected on the previous menu, the “ Not Defined” option

“Default” or also appears on the menu.
“Multiple Servers”

Configuring Users and Groups [OSD]

An administrative user can use can use the “Users and Groups” screen from
the Configuration Menu to specify users and permissions.

The following table lists the configuration tasks you can perform:

Task Where Documented

Add auser. “To Configure Users [OSD]” on page 459
“To Add aUser [OSD]” on page 460

Change a user’s password. “To Change a Password [OSD]” on page 460

Delete a user. “To Delete aUser [OSD]” on page 460

Add agroup. “To Add a Group [OSD]” on page 461

Add a user to agroup. “To Add aUser to a Group [OSD]” on page
461

Delete a user from a group. “To Delete aUser from a Group [OSD]” on
page 462
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Task

Where Documented

Delete agroup.

Add auser to the User Access List.
Edit user or group permissions.
Apply permissions to the Generic user

group.

Delete a user from the User Access List.

“To Delete a Group [OSD]” on page 462

“To Give aUser Accessto KVM Ports
[OSD]” on page 463

“To Edit a User or Group’s Accessto KVM
Ports [OSD]” on page 464

“To Edit Permissions for the Generic User
[OSD]” on page 465

“To DeleteaUser Fromthe User AccessList
[OSD]” on page 465

To understand how the hierarchy of permissions work when creating user
permissions between groups and the generic user, refer to “OnSite Port

Permissions’ on page 32.

Note: Theterm “loca” isused to refer to the fact that account information
for users created in the OSD are stored locally in configuration files on the

OnSite.

V¥ To Configure Users [OSD]

1. Goto: Configure>Users and Groups>Local Users.

The“Loca User — Choose an Option” screen appears.

2. Choose one of the following options:

Task Where Documented/Notes

Add User “To Add aUser [OSD]” on page 460
Change Password “To Change a Password [OSD]” on page 460
Delete User “To Change a Password [OSD]” on page 460
Exit Return to the previous menu
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V¥ To Add a User [OSD]

1. Goto Configure>Users and Groups>Local Users>Add User.
The Enter the Username screen appears.

2. Typeinthe username in the input box and press <Enter>.

Note: Usernames are case sensitive.

The Enter the Password screen appears.

3. Enter the user’s password.

Note: Passwords are case sensitive.

The Confirm the Password screen appears.
4. Re-enter the password.

5. Click OK to return to the previous menu.

V¥ To Change a Password [OSD]

1. Fromthe OSD Main Menu, go to Configure>Users and Groups>L ocal
Users>Change Password..

The “Select the user” screen appears.
Select the user name.
Enter a new password.
4. Re-enter the new password.
A confirmation message appears.

5. Select OK to return to the previous menu.

V¥ To Delete a User [OSD]

1. Goto Configure>Users and Groups>Local Users>Delete User.
The Select the User screen appears.
2. Select the user that you wish to delete and press <Enter>.
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The system displays a message to confirm your deletion.

3. Click OK to return to the main menu.

V¥ To Configure Groups [OSD]

1. Goto: Configure>Users and Groups>Local Groups
The Local Groups— Choose Option screen appears

2. Goto one of the group configuration tasks listed in the following table.
Table 7-20: Tasksfor Configuring Groups [OSD]

Task Where Documented/Notes

Add aloca group “To Add a Group [OSD]” on page 461

Add auser to agroup “To Add aUser to a Group [OSD]” on page 461
Delete a user from a group “To Delete a User from a Group [OSD]” on page 462
Delete agroup “To Delete a Group [OSD]” on page 462

Exit Return to the previous menu

V¥ To Add a Group [OSD]

1. Goto Configure>Users and Groups>L ocal Groups>Add Group.
The “Enter the Group Name” screen appears.

2. Typein the group name you wish to add and press <Enter>.
A confirmation message screen appears

3. Click OK to return to the main menu.

V¥ To Add a User to a Group [OSD]

1. Goto Configure>Users and Groups>Local Groups>Add user to group.
The Add User to Group - Select Group screen appears.
2. Select the group to which you wish to add the user and press <Enter>.

The “Group Configuration - Enter the Username” screen appears.
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4,

Enter the username of the user to add to the group and press “Enter.”
To add multiple users, use a comma to separate each username.
A confirmation message appears.

Click OK to return to the main menu.

V¥ To Delete a User from a Group [OSD]

1.

4.

Go to Configure>Users and Groups>Loca Groups>Delete User from
Group.

The “Delete User from Group - Select Group” screen appears.

Select from the list the group that you wish to delete and press <Enter>.
The Delete User from Group - Select Member screen appears.

Select the user that you wish to delete from the group and press <Enter>.

Click OK to return to the main menu.

V¥ To Delete a Group [OSD]

1.

Go to Configure>Users and Groups>Local Groups>Delete Group.
The Delete Group - Select Group screen appears.

Select the group to delete and press Enter.

A confirmation message appears.

Click OK to return to the main menu.

V¥ To Choose an Option for Adding, Editing, or
Deleting User and Group KVM Port Access
Permissions [OSD]

1.

462

Go to Configure>Users and Groups>User Access Lists.
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Choose from the following tasks:

Task

Where Documented/Notes

Specify KVM port access permissionsfora  “To Give a User Accessto KVM Ports

user [OSD]” on page 463

Edit user or group permissions “To Edit a User or Group’s Accessto KVM
Ports [OSD]” on page 464

Apply permissions to the Generic user “To Edit Permissions for the Generic User

group. [OSD]” on page 465

Delete a user from the User Access List. “To Delete aUser From the User AccessList
[OSD]” on page 465

Exit Return to the previous menu.

V¥ To Give a User Access to KVM Ports [OSD]

1.

Go to Configure>Users and Groups>User Access List>Add User.
The User Access List - Enter the Username screen appears.
Enter the username of the user to add.

The Access List for User - Select the Server screen appears. The user’s
current KVM port access permissions are shown as checkboxes under
three columns “rwp.” “rwp” indicates the type of access: read, write, or
power management.

To choose default permissions for the user, choose “Default” from the list.

To specify specific access permissions for aKVM port, select the KVM
port number or port alias and press “Enter.”

The Permission for User screen appears.

Select the type of permission you wish to assign: “read only,” “read/
write,” “read/write/power.”

Save the changes.
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464

V¥ To Edit a User or Group’s Access to KVM
Ports [OSD]

1.
2.

Go to Configure>Users and Groups>User Access List.

On the “User Access List - Select the User” screen, select the user or
group and press “Enter.”

The"Access List for User - Select the Server” screen appears.

To choose default permissions for the selected user or group, choose
“Default” from the list.

To specify access permissions to individual KVM ports for the selected
user or group, do the following:

a. Select aport number or alias.

The Permissions screen appears displaying the selected user name
and the selected port number or port alias in the heading.

b. GotoStep6

To specify access permissionsto multiple KVM ports at once for auser or
group, do the following:

a. Select “Multiple Servers’ on the “Access List for User - Select the
Server” screen.

The“User Access List —Multiple Servers’ screen appears.

b. Specify the servers using a comma (to separate each server) and/or a
hyphen (to specify arange of servers) and press “Enter.”

Valid values include integers only. For example, type “1-6,9” to
specify Port_1 through Port_6 and Port_9.

The “Permission for User: Multiple Servers’ screen appears.
Select the permissions to be given on the selected port(s).
Save the changes.
The Access List for User - Select the Server screen appears

The new permissions are indicated by check marksin the appropriate
check boxes:

e r—Read
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e w-—Write
* p—Power.

To reapply the default permissionsto a particular user or group, select
“Reset All.”

The following screen appears.

Reset all permissions
to defaults?

The system default gives Read and Write permission on al KVM ports.
Select “YES’ to reset default permissions.

V¥ To Edit Permissions for the Generic User
[OSD]

1.

From the User Access List - Select the User screen, select (Generic
User s) and press <Enter>.

Follow the proceduresin “To Edit a User or Group’s Accessto KVM
Ports [OSD]” on page 464.

V¥ To Delete a User From the User Access List
[OSD]

1.

Go to Configure>Users and Groups>User Access Lists>Delete User.
The User Access List - Select the User screen appears.
Select the user to delete and press Enter.

Select OK on the confirmation screen to return to the main screen.
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Configure>Syslog Screens [OSD]

Anadministrative user can select the Syslog option on the OSD Configuration
Menu to specify the | P address for a syslog server.

Configuration Menu
Choose an ortion

Users and sroups a
Cascade devices

Hosts
Static Routes
PCHMCIA

Selecting the Configure>Syslog option brings up a Server screen for entering
the | P address of a syslog server.

Suslog Conf.

Server

192.168.46.92—

To complete the configuration of system logging, you must specify afacility
number as shown in “Syslog Facility” on page 390.

See “ Configure>Syslog Screens [OSD]” on page 466 for more information.

V¥ To Configure a Syslog Server’s IP Address

(OSD)

1. Goto: Configure>Syslog.
The Syslog Sever screen appears.
Enter the IP address of the syslog server.
Save the changes.

Configure>PCMCIA Screens [OSD]

466

An administrative user can select the PCMCIA option on the OSD
Configuration Menu to configure PCMCIA modem cards. To configure other
types of PCMCIA cards, see “ Configuration>Network>PCMCIA
Management” on page 305
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Configuration Menu
Choose an option

Serial ports
Users and groups

Suslog

Authentication
Save-sLoad Config

The following diagram lists the screens for configuring PCMCIA modem
cards.

Configure
— PCMCIA

Insert
PCMCIA Slot
Slot 1
Slot 2

Have you inserted the card?
Eject
PCMCIA Slot
Slot 1
Slot 2
Remove the Card and press enter

Configure
—LLPCMCIA Slot
PCMCIA Modem

— PPP

— disabled

— enabled
— CallBack
— disabled
— enabled
— PCMCIA Modem
— CallBack Phone
— callback phone
— EXit

L— Exit

Figure 7-36: OSD Configure>PCMCIA Screens

Selecting the Configure>PCM CIA option brings up aPCMCIA screen with
the options shown in the following figure.
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PCMCIA

Eject

Configure
Exit

When configuring a new card, the administrative user selects the “Insert”
option, then select the ot where the new card isinserted. A prompt asksif the
card isinserted. The PCMCIA Slot screen and the card insertion query screen
are shown in the following figure.

PCMCIA Slot .
Have you inserted
the card?

Slot 1 - No Card
Exit

R Continue)

Selecting “ Continue,” returns the user to the PCMCIA menu. The OnSite
automatically detects the type of card and presents the appropriate series of
configuration screens.

The following table shows the screens for a PCM CIA modem card.

Table 7-21: Configuration Screens for a PCMCIA Modem Card [OSD] (Sheet 1 of 3)

Screen

Description

PCMCIA Modem Choicesare“PPP” “CadlBack,” or “Exit.”

FCHCIA Modem

FCHCIA Modem

PP

Appears only when PPP is selected from the PCMCIA Modem
menu. Options are “disabled” and “enabled.”
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Table 7-21: Configuration Screens for a PCMCIA Modem Card [OSD] (Sheet 2 of 3)

Screen

Description

PCMCIA Modem

PCHCIA Modem

IP Local

PCHCIA Hodem

PCMCIA Modem

PCHCIA Modem

Appears only when PPP is enabled. Choices are: “PPP” for
disabling and enabling PPP, “IP Local,” “1P Remote,”
“Callback,” and Exit.

Note: By default, if no local 1P is specified, the |P address of
the OnSite is used. If no remote IP is specified, the IP address
10.0.0.1 is used. Use the default | P address unless you have a
specific reason to use another.

Appears only when PPPis enabled and “IP Local” is selected.

Appears only when PPP isenabled and “1P Remote” is selected.

Appears only when “ Callback” is selected. Choices are:
“disabled” and “enabled.”

Appears when callback is enabled with an additional option:
“Callback Phone.”
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Table 7-21: Configuration Screens for a PCMCIA Modem Card [OSD] (Sheet 3 of 3)

Screen Description

callback phone Appears only when PPP and callback are enabled and
PCHCIA Moder “Callback Phone” is selected from the PCMCIA Modem
callback phons menu.

Caution! Beforephysically gecting acard, always select the “Eject” option.
Ejecting the card without using the Eject option can cause a system panic.

See “Configuring PCMCIA Cards[OSD]” on page 487 for more information.

Configure>Authentication Screens [OSD]

An administrative user can select the Authentication option on the OSD
Configuration Menu to configure an authentication method (AuthType) for
logins to the OnSite and to configure authentication servers for any type of
logins:. to the OnSite, to KVM ports, or to seria ports. See “OnSite
Authentication Options’ on page 7 for details about authentication on the
OnSite.

Configuration Menu
Choose an option

Users and groups 4

SavesLoad Config
Exit

Authentication
Choose an option

Kerberos

Not al options are visible.
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The following diagram lists the Authentication screens.

Configure
—l,_Authentication

C

hoose an option

Unit Authentication
— Local

— Local/Radius

— Local/Tacplus

— Local/Nis

— Nis

— Nis/Local

— Nis/Downlocal

— Radius

— Radius/Local

— RadiusDownLocal
— TacacsPlus

— Tacplus/Local

— TacplusDownLocal

L— NTLMDownLocal
Kerberos | Ldap

— Server IP

L— Domain Name
Ldap

— User

— Password

— Login Attribute

Secure (on/off)
—|: Yes
No

Radius | TacacsPlus
— Auth. Serverl

— Auth. Server2

— Acct. Serverl

— Acct. Server2

L— Secret

Radius

— Timeout

L Retries

L Smb(NTLM)

— Domain Name
— Auth. Serverl
L— Auth. Server2
Nis

— Domain Name

L— Server IP

L— EXit

L NTLM(Win NT/2k/2k3)

Figure 7-37:0SD Configure>Authentication Options and Screens
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The following tables show the screens that appear when the “ Authentication”
option is selected from the Configure menu in the OSD. The first table shows
the screen for choosing an OnSite login authentication method.

Table 7-22: Authentication Configuration Screens for OnSite Logins [OSD]

Screen Description

Choose an option Choose either “Unit authentication” to select an Authentication
method for OnSite logins, or choose one of the Authentication
methods listed on this screen to configure an authentication
server: Kerberos, Ldap, Radius, TacacsPlus, Smb(NTLM), or
Nis.

Authentication type  Authentication method options for OnSite logins. Default =

o “Local.” Other authorization type options are: Local/Radius,
Local/Tacplus, Loca/Nis, Nis, Nis/Local, Nis'Downlocal,
Radius, Radium/Local, RadiusDownL ocal, TacacsPlus,
Tacplus/Local, TacplusDownLocal, NTLM(Win NT/2k/2k3),
NTLMDownLocal

Uni tion

The following table shows the common screens that appear when Kerberos or
L dap are selected to configure an authentication server.

Table 7-23: Common Configuration Screens for Kerberos and LDAP Authentication
Server [OSD] (Sheet 1 of 2)

Screen Description

Ldap Choose Ldap to configure an LDAP authentication server.

Kerberos Choose Kerberos to configure a K erberos authentication server.

472 AlterPath OnSite Administrator’s and User’s Guide



Configure>Authentication Screens [OSD]

Table 7-23: Common Configuration Screens for Kerberos and LDAP Authentication
Server [OSD] (Sheet 2 of 2)

Screen Description

Server IP | P address of the Kerberos or LDAP server.

Domain Name Domain name.

The following table shows the unigque screens for configuring an LDAP
server, which appear in addition to the screens shown in Table 7-23,
“Common Configuration Screens for Kerberos and LDAP Authentication
Server [OSD],” on page 472.

Table 7-24: Unique LDAP Authentication Server Configuration Screens [OSD] (Sheet 1 of
2)

Screen Description

User The LDAP user name.

Password The LDAP password.

OSD for All User Types 473



Configure>Authentication Screens [OSD]

Table 7-24: Unique LDAP Authentication Server Configuration Screens [OSD] (Sheet 2 of
2)

Screen Description

Login Attribute Thelogin attribute.

Secure (on/off) Choices are“Yes’ or “No.”

The following table shows the configuration screens for the Radius and
TACACS+ authentication servers.

Table 7-25: Configuration Screens for the Radius or TACACS+ Authentication
Servers [OSD] (Sheet 1 of 2)

Screen Description

Radius TacacsPlus Choose Radius or TacacsPlus to configure a
Radius or TACACS+ authentication server.

Auth. Serverl  Auth. Server?2 I P addresses of one or two authentication servers.
The second server is optional.
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Table 7-25: Configuration Screens for the Radius or TACACS+ Authentication

Servers [OSD] (Sheet 2 of 2)

Screen

Description

Acct. Serverl and Acct. Server2

Timeout

Retries

I P addresses of one or two optional accounting
servers.

Shared secret.

Appears only when Radiusis selected. Timeout in
seconds. Default = 3.

Appears only when Radiusis selected. Number of
retries. Default = 5.
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The following table shows the screens for configuring a Smb (NTLM)
authentication server.

Table 7-26: Smb (NTLM) Configuration Screens [OSD]

Screen Description

Smb(NTLM) Choose Smb(NTLM) to configure an SMB
(NTLM) authentication server.

The domain name.

IP addresses for one or two SMB (NTLM)
authentication servers. The second server IPis
optional.

The following table shows the screens for configuring a NI S authentication
server.

Table 7-27: NIS Configuration Screens [OSD]

Screen Description

NIS Choose the NIS authentication server.
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Table 7-27: NIS Configuration Screens [OSD]

Screen Description

Domain Name Enter the Domain Name.

NIS

Domain Name

| P address of the NIS server.

See “ Configuring Authentication [OSD]” on page 491 for more information.

Configuration>Save/Load Configuration
Screens [OSD]

An administrative user can use the Save/Load Config option on the OSD
Configuration Menu to save any configuration changes made since the last
save into a backup directory on the OnSite or onto an FTP server.
Configuration files from the local backup directory or the remote FTP server
can be downloaded to overwrite any configuration changes that were made
since the last save. For details about how configuration changes are saved and
backed up for possible restoration, see “How Configuration Files Changes
Are Managed” on page 574.

Configuration Menu
Choose an option

Users and groups 4

Authentication

Exit

The Save/Load Config screen appears as shown in the following figure. Not
all menu options are visible.
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SaverLoad Config

Load Configuration
Save to FTP

The following diagram lists the Save/L.oad Configuration screens.

Configure
— Save/Load Config.
Save Configuration
—‘: Saving configuration . . .
Configuration was . . . saved.
Load Configuration
—|: Restoring configuration . . .
Configuration was loaded . . .
— Save to FTP
— Save to FTP Server—Filename
— Server
— Username
— Password
— Saving configuration . . .
L— Configuration was . . . saved
— Load from FTP
— Load from FTP Server—Filename
— Server
— Username
— Password
— Restoring configuration . . .

— Configuration was loaded . . .
L— Exit

Figure 7-38: OSD Configure>Save/Load Config. Screens
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The following table shows the screens that appear when the “ Save/L oad
Configuration” option is selected from the Configure menu in the OSD.

Table 7-28: Save/Load Configuration Screens [OSD] (Sheet 1 of 2)

Screen Description
Save When “ Save Configuration” is selected, the following two
Configuration Screens appear.

Load Configuration When “Load Configuration” is selected, the following two
. p— screens appear.

Save to FTP When “Save to FTP” is selected, the following five screens
appear for you to enter the “Filename,” FTP “Server” name,
FTP Login “Username” and “Password.” The last screens
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Table 7-28: Save/L oad Configuration Screens [OSD] (Sheet 2 of 2)

Screen Description
Load from FTP When “Load from FTP” is selected, the following four screens
appear for you to enter the “Filename,” FTP “Server” name,

FTP Login “Username” and “Password.”

Saue to FTP

[Exit

See " Configuring the Saving and Restoring of Configuration Files[OSD]” on
page 488 for more information.

Configure>Date/Time [OSD]

An administrative user can use the Date/Time screens under Configure>Date/
Time to configure the OnSite date and time.

The Date/Time screen allows you to enable or disable an NTP server. If the
NTP server is disabled, more screens appear for entering the system date and
time manually.

Configuration Menu
Choose an option

General
Network

User station
KUM ports
Serial poris

Figure 7-39: Selecting OSD Configure>Date/time
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V¥ To Enable the NTP Server to Set the Time
and Date [OSD]

1.

From the Main menu of the OSD, go to Configure.
The Configuration menu appears.

Select Date/time.

The Date/time conf. NTP screen appears.

Datestime Conf.

NTP

Gancel) ave) [

On the NTP screen, select “enabled.”
The NTP Server screen appears.

Datestime Conf.

NTP serwver

128.6.15.28

[ Eancel) Gavs)

Enter the | P address of the NTP server.

Save the changes.

¥ To Enter the Date and Time Manually [OSD]

1.

Go to: Configure>Date/Time>NTP from the OSD Main Menu.
The NTP screen appears.
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Datestime Conf.

NTP

Gancel) Gave) [

2. Onthe NTP screen, select “disabled.”

The Date entry screen appears.

Datestime Conf.

Date ¥Y¥Y¥YY-MM~-DD

£005-01-25

[ Gancel) Gae) B

3. Enterthedatein YYYY/MM/DD format.

The Time entry screen appears.

Datestime Conf.

Time hh:mm:ss

11:39:08-

[ Eancel) Gas)

4. Enter thetimein hh:mm:ssformat.
5. Savethe changes.
6. Go to the appropriate menu option for your next task.
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Configure>User Station: Power Management
Command Key [OSD]

An administrative user can use the Power Management screen under Station
Configuration to redefine the command key portion of the KVM power
management hot key.

Station Configuration

Power Management

. ]

@ Eancel) Gave) @

Figure 7-40: Configure>User Station: Power Management Screen

V¥ To Configure the User Station Power
Management Command Key [OSD]

1. Goto Configure>User Station>ldle Timeout>Screen Saver Time>Cycle
Time>Keyboard Type>Quit>Power Management.

The Power Management screen appears.

2. Typetheletter to be used for the command key in the power management
hot key.

3. Select the next arrow button to go to the Mouse/K eyboard Sync screen.

Configure>User Station: Mouse/Keyboard Reset
Command Key [OSD]

An administrative user can use the Mouse/K eyboard Reset screen to redefine
the command key portion of the mouse/keyboard reset hot key.
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Station Configuration

MousersKeyboard Reset

-]

@ Eancel) Gae) ()

Figure 7-41: Configure>User Station: Mouse/K eyboard Reset Screen

V¥ To Specify the User Station Mouse/Keyboard
Reset Command Key [OSD]

1. Goto: Configure>User Station>Idle Timeout>Screen Saver Time>Cycle
Time>Keyboard Type>Quit>Power Management>M ouse/K eyboard

Sync.
The Mouse/Keyboard Sync screen appears.

2. Typethe letter to be used for the command key in the mouse/keyboard
sync hot key.

3. Select the next arrow button to go to the Video Configuration screen.

Configure>User Station: Video Configuration
Command Key [OSD]

An administrative user can use the Video Configuration screen to redefine the
command key portion of the video configuration hot key.

Station Configuration

Uideo Configuration

[ (oo o) [

Figure 7-42: Configure>User Station: Mouse/K eyboard Reset Screen
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V¥ To Specify the User Station Video
Configuration Command Key [OSD]

1. Goto: Configure>User Station>Idle Timeout>Screen Saver Time>Cycle
Time>Keyboard Type>Quit>Power Management>M ouse/K eyboard
Sync>Video Configuration.

The Video Configuration screen appears.
2. Typethelast letter of the mouse/keyboard sync keyboard shortcut.
3. Select the next arrow button to go to the Switch Next screen.

Configure>User Station: Switch Next Command
Key [OSD]

An administrative user can use the Switch Next screen to redefine the
command key portion of the “ Switch Next” keyboard shortcut.

Station Configuration

Switch Next

- ]

@ Eancel) Gae) ()

Figure 7-43: Configure>User Station: Switch Next Screen

V¥ To Specify the User Station Switch Next
Command Key [OSD]

1. Goto: Configure>User Station>Idle Timeout>Screen Saver Time>Cycle
Time>Keyboard Type>Quit>Power Management>M ouse/K eyboard
Sync>Video Configuration>Switch Next.

The Switch Next screen appears.
2. Typethelast letter of the switch next keyboard shortcut.

3. Select the next arrow button to go to the Switch Previous screen.
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Configure>User Station: Switch Previous
Command Key [OSD]

An administrative user can use the Switch Previous screen to define
Command Key portion of the switch previous keyboard shortcut.

Station Configuration

Switch Previous

]

@ Eancel) Gl @

Figure 7-44: Configure>User Station: Switch Previous Screen

V¥ To Specify the User Station Switch Previous
Command Key [OSD]

1. Goto: Configure>User Station>ldle Timeout>Screen Saver Time>Cycle
Time>K eyboard Type>Quit>Power Management>M ouse/K eyboard
Sync>Video Configuration>Switch Next>Switch Previous.

The Switch Previous screen appears.
2. Typethelast letter of the switch previous keyboard shortcut.

3. Select the next arrow button to go to the Port Info screen.

Configure>User Station: Port Info Command Key
[OSD]

An administrative user can use the Port Info screen to define the Command
Key portion of the port info keyboard shortcui.
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Station Configuration

Port Info

-]

@ [Eancel) ave)

Figure 7-45: Configure>User Station: Port Info Screen

V¥ To Specify the Keys Used in the Command
Key Portion of the Port Info Keyboard

Shortcut [OSD]

1. Goto: Configure>User Station>Idle Timeout>Screen Saver Time>Cycle
Time>K eyboard Type>Quit>Power Management>M ouse/K eyboard
Sync>Video Configuration>Switch Next>Switch Previous>Port Info.

The Port Info screen appears.
2. Typethelast letter of the port info keyboard shortcut.

3. Select Saveto save your configuration.

Configuring PCMCIA Cards [OSD]

An administrative user can use the PCMCIA screen to configure an installed
and configured modem card. You can alow auser to call in through PPP or
enable callback.

¥ To Configure a PCMCIA Card [OSD]
1. Goto Configure>PCMCIA.

The“Slot” screen appears.
2. Sdlectthedot (dot 1 or sot 2) wherethe PCMCIA card isinstalled.

The “PPP’ screen appears.
3. Select one of the following:

» Toenable PPP, select the “enabled” option and go to Step 4
The“IP Local” screen appears.
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» Todisable PPP, select the “disabled” option and go to Step 6
The“ callback” screen appears.

4. Onthe“IPlocal” screen, specify the local |P address.
The“IP remote” screen appears.

5. Onthe“IPremote’ screen, specify the remote | P address.
The " Callback” screen appears.

6. Onthe*Callback” screen, do one of the following:

» Todisable calback, select the “ disabled” option.
If callback isdisabled, thisisthe last step.

» To enable calback, select the “enabled” option and go to Step 7
The “callback phone’ screen appears.

7. If callback isenabled, enter a callback phone number.

Configuring the Saving and Restoring of
Configuration Files [OSD]

An administrative user can use the Save/lL.oad Config menu options to save
the configuration to flash and to upload or download the configuration file to
or from an FTP server.

¥ To Save Configuration Files to Flash [OSD]
1. Goto: Configure>Save/Load Config.
The “Save/Load Config” screen appears.
2. Select " Save Configuration.”
The following two messages appear.
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Saving configuration
in flash: it will
take some seconds.

Configuration was
successfully saved.

=

3. Select OK to complete the procedure.

V¥ To Load The Configuration File from Flash
[OSD]
1. Goto: Configure>Save/Load Config.
The Save/Load Config screen appears.
2. Select “Load Configuration.”
The following message appears.

Configuration was
successfully loaded.

=

3. Select OK to complete the procedure.
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V¥ To Save Configuration Files to an FTP Server
[OSD]
1. Go to Configure>Save/Load Config.
The " Save/lLoad Config” screen appears.
2. Select“Saveto FTP”
The “Saveto FTP Server — Filename” screen appears.
3. Enter the name of the configuration file.
The " Server” screen appears.
4. Enter the name of the FTP server.
The“Username” screen appears.
5. Enter the username used to access the FTP Server.
The “Password” screen appears.
6. Typethe password used to access the FTP server.

7. Select “Save’ to complete the procedure.

V¥ To Load Configuration Files from an FTP
Server [OSD]

1. Goto: Configure>Save/Load Config.
The “ Save/Load Config” screen appears.
2. Sdlect “Load from FTR”
The “Load from FTP Server — Filename” screen appears.
3. Enter the name of the configuration file.
The " Server” screen appears.
4. Enter the name of the FTP server.
The“Load from FTP Server — Username” screen appears.
5. Enter the username of the account used to access the FTP server.

The “Password” screen appears.
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6. Type the password used to access the FTP server.
7. Select Saveto restore the configuration.

Configuring Authentication [OSD]

An administrative user can use the “ Authentication” option under
Configuration in the OSD to specify an authentication method for the OnSite
(under “Unit Authetication) and to configure authentication servers. You need
to identify an authentication server for each authentication method specified
for the OnSite, for direct logins to KVM ports, or for logins to serial ports.
The authentication servers must be fully configured and available for the
OnSite to access over the network. Work with the system administrator of the
authentication server to obtain the information you need to enter on the
authentication screens.

V¥ To Configure an Authentication Method and
an Authentication Server for OnSite Logins

[OSD]
1. Goto: Configure>Authentication.

The“ Authentication” screen appears.
2. Select “Unit Authentication.”

The " Authentication Type” screen appears.
3. Select the authentication method to use.

See “Choosing Among Authentication Methods’ on page 7 for an
explanation of each method.

The“ Authentication” screen appears.

4. Configure the authentication parameters for the selected type.
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See Table 7-29 for alist of tasks for configuring authentication servers
and where to find the tasks are documented.

Table 7-29: Tasks for Configuring Authentication Servers

Authentication Type Where Documented

Kerberos, Local/Kerberos, Kerberos/Local,  “To Configure a Kerberos Authentication

or KerberosDownL ocal Server [OSD]” on page 492

LDAP Loca/LDAP, LDAP/Local, or “To Configure an LDAP Authentication

LDAPADownL ocal Server [OSD]” on page 494

RADIUS, Local/RADIUS, RADIUS/Local, “To Configure aRADIUS Authentication

or RADIUSDownL ocal Server [OSD]” on page 496

TACACSPIus, Loca/TACACSPIus, “To Configure a TACACS+ Authentication

TACACSPIus/Local, or Server [OSD]” on page 496

TACACSPIusDownL ocal

SMB “To Configure an SMB Authentication
Server [OSD]” on page 497

NIS, Local/NIS, NIS/Locdl, or “To Configure an NIS Authentication

NISDownLocal Server [OSD]” on page 497

V¥ To Configure a Kerberos Authentication
Server [OSD]

Perform the following to identify the authentication server when the OnSite or
any of itsportsis configured to use either the Kerberos, Local/K erberos,
Kerberos/Local, or KerberosDownL ocal authentication method.

Before starting this procedure, find out the following information from the
Kerberos server’'s administrator:

e Ream name and KDC address
* Host name and | P address for the Kerberos server
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Work with the Kerberos server’s administrator to ensure that following types
of accounts are set up on the Kerberos server and that the administrators of the
OnSite and connected devices know the passwords assigned to the accounts:

e An account for “admin”

» |If Kerberos authentication is specified for the OnSite, accounts for all
users who need to log into the OnSite to administer connected devices.

1. Make sure an entry for the OnSite and the Kerberos server exist in the
OnSite's /etc/hosts file

a. Goto: Configure>Hosts>Edit.
The Select a Hosts screen appears.

b. Scroll thelist of serversto verify whether an entry exists. If an entry
exists, go Step 2.

c. Addanentry for OnSiteif none exists and an entry for the Kerberos
Server.

See “To Edit aHost [OSD]” on page 419 for the instructions for
adding a host.

2. Make sure that timezone and time and date settings are synchronized on
the OnSite and on the Kerberos server.

Time and date synchronization is most easily achieved by setting both to
use the same NTP server. See“To Enable the NTP Server to Set the Time
and Date [OSD]” on page 481 for details about how to use the OSD to
specify an NTP server.

a. Go to Expert>Configuration>Network>Time/Date.

3. If the OnSiteis not located in the PST time zone, set the timezone on the
OnSite.

a. Make aconsole connection to the OnSite and log in as root,

AlterPath OnSite login: root
Password: ****xxkx%%

The root prompt appears,

[root@onsite root]#
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b. Enter set timezone.

A list of timezones appears followed by a prompt asking you to enter
anumber of atimezone.

[root@kvmnet root]# set timezone
Please choose the time zone where this machine is located.
1) Africa 18) Eire 35) Jamaica 52) ROC

17) Egypt 34) Israel 51) Portugal 68) zone.tab
Enter the number corresponding to your choice:

c. Enter the number of the timezone where the OnSite is located.

Enter the number corresponding to your choice: EDT

d. Logout from the console session and close the terminal.
4. Inthe OSD, go to Configure>Authentication.

Select Kerberos.

The “Kerberos Server |P” screen appears.

6. Enter theinformation in the screens according to the setup of the Kerberos
server.

7. Save the changes when you are finished entering information in the last
Kerberos screen.

V¥ To Configure an LDAP Authentication Server
[OSD]
Perform the following to configure the authentication server when the OnSite
or any of itsportsis set up to use either the LDAP, Local/LDAP, LDAP/Local,
or LDAP/Down Local authentication method. Before starting this procedure,
find out the following information from the LDAP server’s administrator:
» Thedistinguished name of the search base
* TheLDAP domain name
*  Whether to use secure LDAP
* Theserver'sIP address
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An administrative user can enter information in the following two fields, but
an entry is not required:

The LDAP password
The LDAP user name

Work with the LDAP server’s administrator to ensure that the following types
of accounts are set up on the LDAP server and that the administrators of the
OnSite and connected devices know the passwords assigned to the accounts:

An account for “admin”

If LDAP authentication is specified for the OnSite, accounts for al users
who need to log in to the OnSite to administer connected devices.

If LDAP authentication is specified for KVM ports, accounts For users
who need administrative access all administrative users
(won't they need to be root users?)

In the OSD, go to Configure>Authentication.
Select LDAP.

The LDAP Server |P screen appears with the field filled in from the
current valueinthe /etc/1dap. conf file.

Supply the IP address of the LDAP server in the LDAP Server IPfield
and press Enter.

The LDAP Domain Name (Search base) screen appearswith field filled in
from the current valueinthe /etc/1dap. conf file

If the LDAP authentication server uses a different distinguished name for
the search base than the one displayed in the LDAP Domain Name field,
change the base definition.

The default distinguished nameis“dc,” asindc=value,dc=value. If
the distinguished name on the LDAP server is“0,” then replace dc in the
base field with o, asin o=value, o=value.

Replace the default base name with the name of your LDAP domain.

For example, for the LDAP domain name cyclades.com, the correct entry
is: dc=cyclades, dc=com.

Fill in the other screens according to your local setup of the LDAP server.

Click Save once you are done with the last screen.
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The changes are stored in /etc/1dap . conf onthe OnSite.

V¥ To Configure a RADIUS Authentication
Server [OSD]

Perform the following when the OnSite or any of its portsis configured to use
either the RADIUS, Local/RADIUS, RADIUS/Local, or RADIUSDownL ocal
authentication methods.

1.
2.

Go to Configure>Authentication.
Select RADIUS.
Thefirst RADIUS screen appears.

Fill in each screen according to your local setup of the RADIUS server or
servers.

Select Save.
The changes are stored in /et c/raddb/server on the OnSite.

¥ To Configure a TACACS+ Authentication
Server [OSD]

Perform the following to identify the authentication server when the switch or
any of its portsis configured to use either the TACACSPlus, Local/
TACACSPIus, TACACSPlug/Local, or TACACSPlusDownL ocal
authentication method.

1.
2.

In the OSD, go to Configure>Authentication.
Select TACACSPlus.
Thefirst TACACSPIus screen appears.

Fill in the screens according to your local setup of the TACACSPlus
Server.

Click Save once you are done with the last screen.

The changes are stored in /etc/tacplus.conf on the switch.
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¥ To Configure an SMB Authentication Server
[OSD]

Perform the following to identify the authentication server if any of the ports
is configured to use the SMB authentication method.

1. Inthe OSD, go to Configure>Authentication.
2. Select SMB.
Thefirst SMB screen appears.
Fill in the screens according to your local setup of the SMB server.

Click Save once you are done with the last screen.

V¥ To Configure an NIS Authentication Server
[OSD]

Perform the following to identify the authentication server when the switch or
any of its portsis configured to use either the NIS, Local/NIS, NIS/Local, or
NISDownL ocal authentication method.

1. Inthe OSD, go to Configure>Authentication.
2. Select NIS.
Thefirst NIS screen appears.
Fill in the screens according to your local setup of the NIS server.

4. Click Save once you are done with the last screen.

System Info Menu [OSD]

An administrative user can choose the System Info option on the OSD Main
Menu to view detailed information about the OnSite.
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The following table shows the type of information displayed on the System
Info screen.

Table 7-30: System Information Example [OSD]

Information Type Example

BOARD OnSite
Serial ports: 8
KVM ports: 8
User stations: 2
ID: 8cfb990b0000
Version (Software) Firmware: 1.1.0
SYS FPGA: 0xb3/2
MEMORY RAM: 124 Mbytes
RAM usage: 22%
Flash: 248 MB
CPU Clock: 130 MHz

DAT/TIME Sat 06 May 2006

17:.05:10 GMT
up 1 day, 2:41

USER1 CONNECTION Int.uC,V1.1.0

USER2 CONNECTION None

¥ To Access System Information [OSD]
1. OntheMain Menu, select System Info.
The System Info screen appears.
2. Usethe up and down arrow keysto view the information.

3. To exit, press the escape key.
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Reboot [OSD]

An administrative user can choose the Reboot option on the OSD Main Menu
to reboot the OnSite.

V¥ To Reboot the OnSite
1. Select Reboot from the Main Menu.

The configuration dialog appears.
2. Select Yesto reboot the OnSite.
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Chapter 8
Miscellaneous Procedures

This chapter describes how to perform configuration procedures that cannot
be performed using the Web Manager.

Disabling or Modifying Inactivity Timeouts Page 502
OTP Configuration Page 503
Configuring Groups on LDAP, NTLM, RADIUS, and TACACS+ Page 512
Authentication Servers

Administering Security Certificates for HTTPS and SSH on the OnSite Page 520
Using the CLI Utility Page 532
Configuring Dia-Out Page 546
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Disabling or Modifying Inactivity Timeouts

Aninactivity timeout period is set in the Web Manager for security. An
administrator who knows the root password and can log into the OnSite
console can change the timeout value, if desired, by editing alinein the
webui . conf file, asdescribed in the following procedure.

V¥ To Disable Web Manager Timeouts

This procedure can be performed by an administrator who knows the root
password and can log into the OnSite console.

1. From aterminal or terminal emulation application, log into the OnSite
console as root.

OnSite login: root
Password: root password

2. Openthe /etc/daemon.d/webui . conf filefor editing.
3. Find theline that begins with DPARM.

The default line is shown in the following screen example.

DPARM="SHTTP_ PORT S$HTTPS PORT S$SECLEVEL $SSLVER"

4. Addthe -T n option to set atimeout value of n.

The -T 0 setting shown in the following screen example sets the timeout
to zero (0).

DPARM="-T 0 SHTTP_PORT S$HTTPS PORT S$SECLEVEL S$SSLVER"

5. Stop and restart the web server to put the certificate into effect.

[root@OnSite /root]l# daemon.sh stop WEB

[root@OnSite /root]# daemon.sh restart WEB
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OTP Configuration

Asintroduced in “ One Time Password A uthentication on the OnSite” on page
18, OPIE (one-time passwordsin everything) software on the OnSite supports
the one-time password (OTP) authentication method for some types of access.

As shown in Table 1-3 on page 9, the OTP authentication method and the
OTP/Local fallback option are supported for serial ports, and the OTP
authentication method is supported for dia-ins through modem, GSM, and
CDMA PCMCIA cards.

Note: OTP authentication is not supported for logins to the OnSite or to
KVM ports.

This section describes what the OnSite administrator must do to configure
OTP authentication.

OnSite administrators must perform OTP configuration tasks in the order
given in the following bulleted list:

» TheOnSiteroot user manually enables OTP and configures where to
mount the OPIE databases.

* An OnSite administrative user may also use the Web Manager or CLI to
configure OTP authentication to be used for dial-insto modem, GSM, and
CDMA PCMCIA cards.

*  An OnSite administrative user may also use the Web Manager, OSD, or
CLI to configure OTP or OTP/Local authentication methods for serial
port logins or serial port dia-ins, when amodem is connected to a serial
port configured for PPP access.

*  AnOnSite administrator must make sure each user who needsto use OTP
has alocal account on the OnSite, is registered with the OTP system, and
is able to obtain the OTP passwords, OTP username, and secret pass
phrase needed for login.
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The following table lists the OTP authentication configuration tasks and

where they are documented.

Table 8-1: Tasks for Configuring OTP Authentication

Task

Where Documented

Edit the /etc/otp. conf fileto configure
the location used for storage of OPIE
databases.

Runthe /bin/do create otpdb script
toinitialize OTP and mount the directory to be
used for OPIE database storage.

Configure OTP or OTP/Local asthe
authentication method for accessto all serial
ports or individual serial ports.

Configure OTP authentication for dia-ins
through PCMCIA modem, GSM, and CDMA
cards.

“Editing the otp.conf File” on page 506

“To Specify the Location for the OTP
Databases’ on page 507

Web Manager: “To Configure a Seria Port
Authentication Method [Expert]” on page 241

OSD:"To Specify an Authentication Method
for Serial Ports[OSD]” on page 450

CLI:cli> config
physicalports [specify “al” or aport
number from 1-8] access authtype
[otp | otplocall

Web Manager: “ Configuring a Modem
PCMCIA Card” on page 307,
“ConfiguringaGSM PCMCIA Card” on
page 311, “Configuring a CDMA
PCMCIA Card” on page 316

OSD: “To Configure aPCMCIA Card
[OSD]” on page 487

CLI:cli> config network
pcmcia [specify aslot number “1” or “27]
[specify modem | cdma | gsm]
otpauthreq
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Table 8-1: Tasksfor Configuring OTP Authentication (Continued)

Task

Where Documented

Make sure each user who needs to use OTP

has alocal user account, is registered with the

OTP system, and is able to obtain the OTP
username, OTP secret pass phrase, and OTP

passwords needed for logins. See the
following list for options:

Register each user yourself and give the
OTP username and OTP secret pass phrase
to each user.

Generate the needed OTP passwords on
behalf of the each user and give them to
each user.

Make sure users are equipped with an OTP
generator that is not on the network to
generate their own OTP passwords when
challenged at login time.

“How Users are Registered with OTP and
Obtain OTP Passwords’ on page 509

“To Register and Generate OTP Passwords for
Users’ on page 510

Example:

 User diasinto the OnSite through a
PCMCIA modem card that has been
configured to use OTP authentication.

» OnSite challenges with the sequence
number and seed associated with the
username and asks for a response.

» User enters the sequence number, seed,
and the secret pass phrase locally into a
copy of opiekey onthe user’slaptop
and abtains an OTP password.

» User answers the OnSite challenge with
the OTP password and gets dial-in
access to the OnSite.

For more details about OTP, see: http://www.freebsd.org/doc/
en/books/handbook/one-time-passwords.html.
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Editing the otp.conf File

OTP expectsits user databasestoresidein /mnt /opie/etc. The OnSite
administrator must edit the /etc/otp. conf fileto configure alocation for
the OTP databases by configuring where /mnt /opie isto be mounted.

The following table lists the devices that may be used for mounting /mnt /
opie and the keywords and values used to identify each type of devicein the
otp.conf file and it provides additional information in the “Notes”
column.

Table 8-2: Devices Available for Mounting OPIE Databases

Location Option Keyword or Accepted Value Notes

Local filesystem LOCAL The filesystem must bein
the OnSite's resident flash
memory.

Compact flash PCMCIA card PCMCIA A compact flash PCMCIA

card must be installed and
configured. The values
assigned PCMCIA/CF,
FSTYPE and MOUNTPT
from ide . opts are used.

NFS-mounted directory host:path host must be the DNS name
or IP address for the NFS
server.

path must be the path to an
directory shared (exported)
by the NFS server.
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V¥ To Specify the Location for the OTP
Databases

1. Logintothe OnSite's console as root.

2. Changetothe /etc directory and use atext editor to open the
otp.conf filefor editing.

[root@OnSite /]# cd /etc
[root@OnSite /1# vi otp.conf

#

# ENABLE can be 'YES' or 'NO'

#

ENABLE=NO

#

# Where to mount the otp database
#

MOUNT_POINT=/mnt/opie

#

# Device specify where otp database will be. it can be:

#

# LOCAL - should be used only if FS is in the builtin
IDE/CF
# PCMCIA - PCMCIA/CF, FSTYPE and MOUNTPT from ide.opts

will be used

# host:path - NFS
#

DEVICE=PCMCIA

3. Set ENABLE=YES.

# ENABLE can be 'YES' or 'NO'

#
ENABLE=YES

4. Specify the device where the OTP databases are to be stored.

See Table 8-2 for the accepted values for DEVICE. The following screen
example shows specifying an NFS server named
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exodus.cyclades. comandthepathtoa /home/opie directory on
the NFS server.

DEVICE=exodus.cyclades.com: /home/opie

5. Saveand quit thefile.

:wgq

6. Do the procedure under”To Enable OTP and Configure the Location for

OTP Databases’ on page 508.

Running the /bin/do_create otpdb SCflpt

After editing the /etc/otp. conf file, theroot user needsto login locally
through the OnSite's console port and run the /bin/do _create otpdb
script on the command line. The script does the following:

Enables OTP

Mounts the location (PCMCIA, local directory, or NFS-mounted
directory) specified inthe otp . conf fileonto the /mnt /opie
directory

Createsthe directory /mnt /opie/etc

Createsthefile /mnt /opie/etc/opiekeys

Sets the permissions of the file to mode 0644, the owner of fileto “root,”
and the group to “bin”

Createsthedirectory /mnt /opie/etc/opielocks for the OPIE lock
files

Sets the permissions of this directory to 0700 and the owner and group to
“root”

V¥ To Enable OTP and Configure the Location
for OTP Databases

Do this procedure after “To Specify the Location for the OTP Databases’ on page
507.

1. Loginlocaly through the OnSite's console port as root.

2. Runthe /bin/do_ create otpdb script on the command line.
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3. Perform the procedure under To Register and Generate OTP Passwords for
Users’ on page 510.

How Users are Registered with OTP and Obtain
OTP Passwords

All users who need to use OTP authentication must have alocal account on
the OnSite, must be registered with the OTP system, and must be able to
obtain OTP passwords.

The OPIE commands in the following bulleted list must be executed with the
-c option while auser islogged in locally through the OnSite's console port.

* Theopiepasswd command to register users
* Theopiekey command to generate OTP passwords

The requirement for local logins through the console port is enforced for
regular users because running the commands through a dial-up or other
insecure connection can expose the user passwords, pass phrases, and OTP
passwords. The root user can execute these commands without the - ¢ option
while logged in over ssh because ssh provides a secure path. The OPIE
commands should never be executed over a dial-up connection.

OTP passwords are generated in one of the two following ways:

» By theuser or administrator executing the opiekey command

If the opiekey command is executed by an administrator on behalf of a
user, the administrator must provide the username and the secret pass
phrase that were used to register the user to the user along with the
generated OTP passwords.

» By the user with a password generating device (more likely scenario)

If auser has a password generating device, then the user generates the
OTP password when challenged at login using the username and secret
pass phrase, along with the seed and sequence number (the seed and
sequence number are displayed along with the OTP challenge).

The following procedure shows an example of an administrator logging in
locally through the console port, registering a user, and generating OTP
passwords for the user. The example shows running the adduser command
to add the user, but any of the tools available for adding users, including the
Web Manager, may be used to configure the user account beforehand.
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V¥ To Register and Generate OTP Passwords

for Users

Do this procedure for each user who needs to use OTP authentication after
“To Enable OTP and Configure the Location for OTP Databases’ on page
508.

1. Loginlocaly through the OnSite’'s Console port asroot or use ssh to log
into the OnSite’s console.

2. Make sure each user authorized for dial-ins has alocal account on the
OnSite.

Note: You can separately use the Web Manager to add usersinstead of doing
this step.

For example, the following screen shows using the adduser command
to add user joe and set the user’s password to “joes_passwd.”

[root@OnSite /]# adduser joe

New password: joes passwd

Re-enter new password: joes passwd
Password changed

3. Enter the opiepasswd command to register the user.

The following screen example shows using opiepasswd with the -c
option while logged in locally through the OnSite’'s CONSOLE port. If
you are logged into the OnSite’s console using ssh, do not usethe - ¢

option.

The example shows using “ joe” asthe usernameand “joes secret
pass phrase” asthe secret pass phrase.

Note: The secret pass phrase is not the same as the user’s regular login
password.
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In the example, the opiepasswd command generates a default OPIE
sequence number of 499 and a creates akey from the first two letters of
the hostname and a pseudo random number, in the example ON93564.

[root@OnSite /]# opiepasswd -c joe

Adding joe

Reminder - Only use this method from the console; NEVER from
remote. If you are using telnet, xterm, or a dial-in, type "C
now or exit with no password. Then run opiepasswd without the
-c parameter. Using MD5 to compute responses.

Enter new secret pass phrase: joes secret pass phrase

Again new secret pass phrase: joes secret pass phrase

ID joe OPIE key is 499 ON93564
CITY MARY GLOW ZION MAY ARM
[root@OnSite /]#

4. If needed, enter the opiekey command with the - ¢ option to generate a
number of passwords and supply them to the user.

The following command line example usesthe -n 5 option followed by
the 498 to generate 5 passwords ending with sequence number 498.

[root@OnSite /]# opiekey -n 5 498 CA93564 -c
Using MD5 algorithm to compute responses.

Enter secret pass phrase: joes secret pass phrase
494 : WORD ROW GIFT NET BLUE MOM

495: AMEN FONT STAR SEA WINE RED

496: ART LILY HOLY AID LOVE ALL

497: GOLD ARK FISH DOVE SON ZION

498: SEE PITY JOY HOPE PLAN CITY

[root@OnSite /]1#

5. Givethe OTP username, secret pass phrase, and any OTP passwords
generated in this procedure to the user.
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Configuring Groups on LDAP, NTLM, RADIUS,
and TACACS+ Authentication Servers

This section describes how to configure groups on LDAP, NTLM, RADIUS,
and TACACS+ authentication servers and perform the required configuration
on the OnSite to support group authorizations for these authentication
methods.

On the OnSite, the users and groups must be defined with the same names
used in the authentication servers. See the user configuration procedures
under Table 1-8, “Tasks for Configuring Users,” on page 22.

Configuring Groups for TACACS+

The following list defines the values that must be defined when configuring a
group with TACACS+ authentication.

»  The TACACS+ administrator must add each user to agroup. To givea
user administrative access, the user must be added to the admin group.

*  Onthe OnSite, the TACACS+ authentication server must be configured
for raw access, in either of the two ways shown in the following table:

Method Procedure

Web Manager Follow the procedurein “To Configure a TACACS+
Authentication Server [Expert]” on page 286, making sure to
check the “Enable Raccess Authorization” checkbox.

OnSite Command Line “Configuring a TACACS+ Authentication Server on the
Command Ling” on page 513

V¥ To Configure Groups for TACACS+

Perform this procedure by editing the AA database on the TACACS+ server.
These additions can be made through a GUI. The example shows adeclaration
that would need to be added to the AA database if a GUI is not available.
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* Addthe raccess serviceto each user’s configuration and define the
group name to which each user belongs.To give auser administrative
access, makethegroup name = admin.

user = username f{
global = cleartext “group password”

service = raccess {
group_name = groupname;

}

Configuring a TACACS+ Authentication Server on
the Command Line

The following list defines the values that must be defined when configuring a
TACACS+ authentication server.

e authhostl: IP address of the TACACS+ authentication server. A second
TACACS+ authentication server can be configured with the parameter
authhost2.

o accthostl: IP address of a TACACS+ accounting server, which can be
used to track how long users are connected after being authorized by the
authentication server. Itsuseis optional. If this parameter is not defined,
accounting is not be performed. If the same server is used for
authentication and accounting, both parameters must be defined with the
same address. A second TACACS+ accounting server can be configured
with the parameter accthost2.

* secret: Theshared secret (password) necessary for communication between
the OnSite and the TACACS+ servers.

* encrypt: Thedefaultis 1, enable encryption. O means disable
encryption.

e service: Theserviceto be enabled, in this case: “raccess.”

*» protocol: Thedefaultis 1cp (line control protocol). Specify another
parameter if required.
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* timeout: Thetimeout (in seconds) for aTACACS+ authentication query to be
answered.

 retries: Definesthe number of times a TACACS+ server istried
before another is contacted. The first server authhost1 istried for the
specified number of times, before the second authhost2, if configured, is
contacted and tried for the specified number of times. If the second server
fails to respond or if no second server is configured, TACACS+
authentication fails.

V¥ To Configure a TACACS+ Authentication
Server on the Command Line

1. Onthe OnSite, edit the following parametersin the /etc/
tacplus. conf file changing the values as described under
“Configuring a TACACS+ Authentication Server on the Command Line’
on page 513.

authhost1=TACACS+ authentication server IP
accthost1l=TACACS+ accounting server IP
secret=secret

encrypt=1

service=raccess

protocol=1cp

timeout=10

retries=2

Note: If configuring group access on the TACACS+ authentication server,
service must bedefined as raccess.

2. Save and quit thefile.

Configuring Groups for RADIUS

The following list defines the values that to define when configuring a
RADIUS authentication server on the OnSite.

* authl server|:port] secret [timeout] [retries]
* acctl server|:port] secret [timeout] [retries]
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where:

authl: Thefirst RADIUS authentication server.
acctl: Thefirst RADIUS accounting server.
server: The RADIUS server address.

port: Optional. The default port nameis*“radius’ and islooked up through
/etc/services.

secret: The shared password required for communication between the
OnSite and the RADIUS server.

retries: The number of times each RADIUS server istried before another
is contacted.

timeout: The default is 3 seconds. How long the authentication server
should wait before sending a success or failure response.

V¥ To Configure Groups for RADIUS

1. Onthe RADIUS server, openthe /etc/raddb/users filefor editing.

2. Assigngroupsto auser in anew string attribute (Framed-Filter-1d) similar

to the following example.

groupuserl

Auth-Type= Local, Password ="xxxx"
Service-Type=Callback-Framed-User,
Callback-Number="305",

Framed-Protocol=PPP,

Framed-Filter-

Id=" :group name=<Groupls>[,<Group2>,...,<GroupN>]",
Fall-Through=No

Note: If the Frame-Filter-Id aready exist, append the group name
declaration to the string starting with a colon *:”

3. Save and quit thefile.
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Configuring a RADIUS Authentication Server on
the Command Line

The following list defines the values that to define when configuring a
RADIUS authentication server on the OnSite.

* authl server|:port] secret [timeout] [retries]
* acctl server|:port] secret [timeout] [retries]
where:

* authl: Thefirst RADIUS authentication server.

* acctl: Thefirst RADIUS accounting server.

e server: The RADIUS server |P address.

» port: Optional. The default port nameis “radius’ and islooked up
through /etc/services.

* secret: The shared password required for communication between the
OnSite and the RADIUS server.

* timeout: How long the authentication server should wait before
sending a success or failure response. The default is 3 seconds.

e retries: The number of timesthe RADIUS server istried before the
second defined RADIUS server is contacted. The default is 2.

V¥ To Configure a RADIUS Authentication
Server on the Command Line

1. OntheOnSite, openthe /etc/raddb/server filefor editing.

2. Makean entry for the RADIUS server (auth1), an accounting server
(acctl), andif desired, make an entry for asecond RADIUS
authentication server (auth2) and for a second accounting server
(acct2), by performing the following steps for each server.

a. Enter the IP addressfor the server.
b. Optional: define an alternate port.
c. Enter the secret (shared password.
d. Optional: enter avalue to redefine the timeouit.

e. Optiona: enter avalue to redefine the number of retries.
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The following screen example shows entries that define the RADIUS
authentication server and the accounting server to be the same server with
the same IP address, setsthe secret to cyclades, the t imeout t0 5
seconds, and the number of retries tob.

authl 172.20.0.2 cyclades 5 5
acctl 172.20.0.2 cyclades 5 5

Note: Always configure both parametersauthi and acct1.

3. Save and quit thefile.

Multiple RADIUS servers can be configured in thisfile. The servers are tried
in the order in which they appear. If a server fails to respond, the next
configured server istried.

V¥ To Configure User or Group Authorization for
Accessing Serial Ports [CLI]

1. Log into the OnSite console and bring up the CL I utility.

2. Enter the parameters shown in the following screen example, followed by
acomma-separated list of usernames or groupnames.

cli > config physicalports serial port number access
users/groups comma-separated list of usernames or groupnames

3. Savethe changes.

cli > config savetoflash

Configuring Groups for LDAP

1. Ontheserver, edit the“info” attribute for the user and add the following
syntax.

info: group name=<Groupls>[,<Group2>, ..., <GroupN>] ;

2. Onthe OnSite, configure groups to access the serial ports.
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a. Loginto the OnSite console and bring up the CL.T utility.

b. Enter the parameters shown in the following screen example,
followed by a comma-separated list of usernames or groupnames.

cli > config physicalports serial port number access
users/groups comma-separated list of usernames or groupnames

3.

Save and quit the file.

V¥ To Configure Group Authorization on aNTLM
Server

This procedure installs the required tools from the Windows Server
Administration Pack that are required for configuring group authorization on
an NTLM authentication server. The primary tools are Active Directory
Schema MMC Snap-in for adding the attribute “info” to the objectclass
“Users’, and the ADSI Edit MM C Snap-in to edit the property “comment” as
“group_name=<Groupl1> [,<Group2,...,GroupN>];

1.
2.
3.

© ©® N o
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Install the tools from the Windows Administration Pack.
Select [Start] > [Run] from the Windows desktop.

In the Run field type “mmc /a’ and click [OK].

A console window appears.

Click Console in the console window menu bar and select “ Add/Remove
Snap-in...”.

The “Add/Remove Snap-in” window appears.

Click [Add].

The* Add Standalone Snap-ins’” window appears.
Select “ Active Directory Schema’ and click [Add].
Select “ADSI| Edit” and click [Add].

Click [Closg].

Click [OK] inthe “Add/Remove Snap-in...” window.
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V¥ To Configure Active Directory Schema

1.

In the console window, double click “Active Directory Schema.”
The paths “Classes’ and “Attributes’ appear.
Double click “Attributes’ and confirm that the “info” attribute is present.

Double click “Classes,” locate the class “Users,” and right click to select
“Properties.”

Select the “ Attributes’ tab and click [Add].
Locate"info” intheattributeslist; click [Apply] and then[ OK].

V¥ To Configure ADSI Edit

1.
2.

8.
9.

In the console window, double click “ADSI Edit.”

In the menu bar, select “Action” > “Connect to...”

The “Connection” window appears.

Use the defaults and Select [OK].

The path “Domain NC[domain.com] appears.

Double click “Domain NC[domain.com].”

The expanded path “ DC=xxx,DC=xxx,DC=com” appears.
Double click "DC=xxx,DC=xxx,DC=com.”

The expanded classes "CN=Builtin, ..."“ appear.

Double click "CN=Users".

The expanded users list appears.

Right click an admin user and select "Properties.”

The "CN=<username> Properties’ window appears.

In the Optional, “ Select a property to view:” locate [comment].
In the " Edit Attribute” field, enter [ group_name=admin] and click [OK].

10. Close or save the remaining windows.
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Administering Security Certificates for HTTPS
and SSH on the OnSite

Configuration of security certificatesis required to support the security
featuresin the following list:

e HTTPS (secure HTTP based on SSL)

Because HTTPS requires an SSL certificate to be installed in the web
server, the OnSite automatically generates and installsits own self-signed
certificate. The OnSite administrator needs to replace the automatically-
generated self-signed certificate.

e SSH authentication through exchange of SSH certificates

OpenSSH software included in the OnSite supports optional
authentication of SSH connections through exchange of X.509
certificates. The OnSite administrator needs to configure support for
exchange of X.509 certificates requires configuration

The following table lists the procedures included in this document for
administering security certificates. See also publicly available OpenSSL and
OpenSSH documentation for additional details.

Table 8-3: Tasks for Administering Security Certificates

Task Where Documented
Replace the automatically-generated “Configuring Security Certificates’ on page
certificate in the Web server with anew 521

certificate generated with your

organization's identification. Note:  The replacement for the

automatically-generated certificateis
usually used as a placeholder while an
official CA-signed certificate is being
obtained.
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Table 8-3: Tasks for Administering Security Certificates (Continued)

Task Where Documented

Request, install, and configure a certificate ~ “Enabling SSH to Use X.509 Certificates”
from a CA (certificate authority) on page 528

OR Note: Installing and configuring a CA-
Create your own local CA and generate a signed certificate is required both for
local (less secure but more practical insome  HTTPS and for the optional use of SSL
environments) authentication based on the exchange of

Note: How to create your own CA is certificates.

outside of the scope of this document

Configure SSH to accept X.509 certificates  “Enabling SSH to Use X.509 Certificates’
from clients on page 528

Configuring Security Certificates

OnSite generates its own self-signed SSL certificate for HTTPS. It is highly
recommended that you regenerate the local OnSite-generated certificate with
identifying data specific to your site, and that you at the same time initiate the
process of applying for an official certificate from a certificate authority, such
as VeriSign. Use of certificates from known CAs is recommended because
many browsers only accept signed certificates from known CAs.

The openssl . cnf file must exist for configuring security certificates. By
default, openssl looksfor thefilein /usr/local/ssl, asshowninthe
following error message:

Unable to load config info from /usr/local/ssl/openssl.cnf.

OnSite administrators cannot write into the /usr directory, so we
recommend putting the file into the /et c directory. Thefile can be
downloaded from the Internet or copied from Figure 8-1. The file must be
modified to suit your configuration.
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# openssl example configuration file.

# Mostly used for generation of certificate requests.

[ cal

default ca = exampleca # The default ca section

[ exampleca ]

dir = # Where everything is kept
certificate = $Sdir/cacert.pem # The CA certificate
database = $dir/index.txt # database index file.

new certs_dir = $dir/certs # default place for new certs.
private key = $dir/private/cakey.pem# The private key

serial = $dir/serial # The current serial number
default_crl _days = 30 # how long before next CRL
default days = 365 # how long to certify for
default_md = md5 # which md to use.

policy = exampleca policy

x509 extensions = certificate extensions# The extensions to add to the cert
[ exampleca policy ]

commonName = supplied

stateOrProvinceName = supplied

countryName = supplied

organizationName = supplied

organizationalUnitName = optional

[ certificate extensions ]

basicConstraints = CA:false

[ req ]
default bits = 2048
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default keyfile = ./private/cakey.pem

default md = md5

prompt = no

distinguished name = root ca distinguished name

x509_extensions = root_ca_extensions # Extensions to add to the self

# signed cert

[ root ca distinguished name ]

commonName = Example CA
stateOrProvinceName = mystate
countryName = US
emailAddress = myname
organizationName = Cyclades

[ root_ca extensions ]

basicConstraints = CA:TRUE

Figure 8-1: /etc/openssl.cnf

The following table shows the tasks for obtaining a signed certificate and
where the tasks are documented.

Table 8-4: Tasks for Obtaining an SSL Signed Certificate from a CA

Task Where Documented

Regenerating the local self-signed certificatesoit  “To Configure an SSL Certificate With
contains information specific to your Your Organization’s Data’ on page 524
organization. (This should usually be done only

as atemporary measure while awaiting a signed

certificate froma CA.)

Obtaining asigned certificatefromaCA ineither  “To Obtain an Signed Certificate From
of the two following ways: a Certificate Authority” on page 526

* By setting up alocal CA and generating your
own certificate
By requesting a certificate from an officia CA
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V¥ To Configure an SSL Certificate With Your
Organization’s Data

This procedure generates a new self-signed certificate, replacing the default
Cyclades information with information specific to your organization.

Note: Like the default automatically-generated certificate, the certificate
generated by this procedure is not CA-generated. It is recommended that you
use the resulting self-signed certificate temporarily while waiting for a
certificate signing request to be fulfilled by an official CA (asdescribedin“To
Obtain an Signed Certificate From a Certificate Authority” on page 526).

1. Loginto the OnSite console as root.

2. Openthe /etc/req key filefor editing.

[root@onsite /1# vi /etc/req key
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3. Replace the default Cyclades data with your organization-specific data.

[ reqg ]

default bits = 1024
distinguished name = cyclades

prompt = no

x509 extensions = x509v3

[ cyclades ]

c = US

ST = CA

L = Fremont

0 = Cyclades Corporation
ou = R&D

CN = www.cyclades.com
emailAddress = support@cyclades.com

[ x509v3 ]

subjectKeyIdentifier = hash
authorityKeyIdentifier =

keyid:always, issuer:always
basicConstraints = CA:true
nsComment = "This is just a TEST
certificate. Don't use it for real secure
conections. Create your own certificate instead."
nsCertType = server, sslCA

4. Saveand quit thefile.
Remove the filesidentified by the wildcard pathname /etc/Ca/* .pem.

[rooteonsite /1# rm /etc/CA/*.pem

6. Execute the following script.

[root@onsite /1# /bin/firstkssl.sh

7. Reboot the OnSite or restart the Web Manager.
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V¥ To Obtain an Signed Certificate From a
Certificate Authority

Before performing this procedure, generate aprivate key Also seehttp://
pki-page.org for alist of official CAs, if needed.

Make sure that the /etc/openssl.cnf file exists and has been configured
properly. You can do one of the following:

* Download thefile from the Internet.
»  Copy the contents of the filein Figure 8-1.

Note: How to generate the private key is outside the scope of this document.
See OpenSSL documentation available on the Internet for more information.

Log into the OnSite console as root.

2. Useopenssl with the req parameter to create a CSR (certificate
signing request).

Use the command line shown in the following screen example, replacing
private key.pem With the name of thefile that contains the private key.

Note: The command linein the screen example is broken into two lines
because of space limitations. You can either enter the whole command on one
line or include a backslash (\) as shown to tell the shell that the command
continues on the following line.

[root@OnSite /]# openssl reqg -new -nodes -key \
private key.pem -out cert.csr -config /etc/openssl.cnf

The /etc/openssl.cnf must be in /etc directory. The openss1 utility prompts
for the required information shown in the following table. Any other
requested information is not required.

Prompt What You Enter

Country Name (2 letter code) [AU]: Refer tothe  The country code consisting of two |etters.
| SO-3166 two-letter country code list if
you do not know your country code.
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Prompt

What You Enter

State or Province Name (full name) [Some
Country]:

Locality Name (e.g., city) [Some-City or County ]:

Organization Name (e.g., company) [Internet
Widgits Ltd]:

Organizational Unit Name (e.g., section) [Owner]:

Common Name (the fully qualified domain name)

[I:
Email Address[]:

The full name (not the postal abbreviation) of
your country

The name of your city.

The organization for which you want to obtain
the certificate

The department or section, such as Research
and Devel opment.

The fully qualified domain name where the
certificateisto be installed

Contact email address for the applicant.

Note: The generated request includes the public key.

3. Submit the CSR request to the certificate authority (CA).

V¥ To Enable HTTPS By Installing the X.509
Certificate and the Server Key Where the
Web Server Can Find It

This procedure requires a previously-generated private key and a signed
certificate from a CA copied to the OnSite.The example shows the files
copied into the OnSite’'s / root directory. See “To Obtain an Signed
Certificate From a Certificate Authority” on page 526, if needed. This
procedure copies the private key and the certificate to a directory where the
AcsWeb server has been configured to find it.

1. Loginto the OnSite console as root.

2. Copy the OnSite’s private key and CA-signed certificate into /etc/CA/

server.pem.
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The following screen example uses cert . crt asthe name of the
certificatefileand private key.pem asthe name of the private key
file.

[root@OnSite /root]l# cat cert.crt private key.pem > \

/etc/CA/server.pem

3. Copy the CA-signed certificate again, thistime into the file named
/etc/CA/server.crt.

The following screen example uses cert . crt asthe name of the
certificate file. Substitute the correct name for the certificate file.

[root@OnSite /root]# cat cert.crt > /etc/CA/server.pem

4. Make sure the files where you store the server key and certificate are
listedin/etc/config files.

Note: By default /etc/CA/server.pemand /etc/CSA/cert .pem
arelistedin/etc/config files.

5. Restart the web server to put the certificate into effect.

[root@OnSite /root]# daemon.sh restart WEB

Enabling SSH to Use X.509 Certificates

The OpenSSH software included with the OnSite has support for X.509
certificates. This section provides the following:

* The prerequisites for enabling and using X.509 certificates for SSH
authentication

 Thetasks
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Prerequisites for Enabling and Using X.509 Certificates for SSH
Authentication

To enable the exchange of certificateswith a client, the administrator needsto
make sure that the prerequisites listed below are complete:

e Theclient must have installed and enabled an OpenSSH client with the
X.509 patch (which is available at http://www.roumenpterov.info/
openssh).

* Theclient must have an SSL certificate issued by a CA and a hostkey.

» For each client connected to a serial port, the serial ports are configured
for “socket_ssh” protocol and assigned the | P address of the connected
device.

» The OnSite must have a private key and an SSL certificate issued by a
CA.

The OnSite administrator must obtain the client information from the client’s

certificate and host key, and add the user identification to the authorized keys

file as described in the following procedure.

V¥ To Enable Authentication of SSH Sessions
Through Exchange of X.509 Certificates

This procedure requires the following prerequisites to be done:

* Theclient must have installed and enabled an OpenSSH client with the
X.509 patch (which is available at http://www.roumenpterov.info/
openssh).

»  For each client connected to a serial port, the serial ports must be
configured for “socket_ssh” protocol and assigned the IP address of the
connected device.

This procedure assumesthat /etc/ssh/authorized keys isthe
filename defined inthe AuthorizedKeysFile definitionin the
sshd_configfile

Do this procedure for each client with which the OnSite needs to exchange
security certificates.

1. Ontheclient, an administrator must extract the client information from
the client’s signed certificate and make the information available to the
administrator who is configuring the client on the OnSite.
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The following screen example shows the command used to obtain the
client information and the resulting output from a signed certificate that
was generated from alocal CA at Cyclades.

# openssl x509 -noout -subject -in \
/etc/ssh/ca/ca-bundle.crt

subject= /C=US/ST=CA/L=Fremont/0O=Cyclades Corporation/QOU=R&D/
CN=www.cyclades.com

2. On the OnSite, the administrator must make the following change to the
output of the Step 1.

a. Replacethestring “subject=" with “x509v3-sign-rsa

disTinguishednamE:"”.

b. Append the edited output to the /etc/ssh/authorized keys
file.

The following screen example shows the tail of the /etc/ssh/
authorized keys file after the edited output from Step 1 is
appended.

x509v3-gsign-rsa disTinguishednamE: /C=US/ST=CA/L=Fremont/
O=Cyclades Corporation/OU=R&D/CN=www.cyclades.com

3. Onthe OnSite, the administrator must do the following:
a. Openthe /etc/ssh/sshd configfilefor editing.
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b. Uncomment the lines shown in the following screen example and
make the appropriate changes.

AllowedCertPurpose sslclient
CACertificateFile /etc/ssh/ca/ca-bundle.crt
HostKey /etc/ssh/ssh host key
ChallengeResponseAuthenticationno <--
HostbasedAuthentication no
StrictModes no <--
PasswordAuthentication no <--
PubkeyAuthentication yes
RhostsRSAAuthentication no
RSAAuthentication no
UsePrivilegeSeparation yes

c. Saveand quit thefile.
d. Restart SSH.

[root@OnSite /root]# daemon.sh restart WEB

4. Ontheclient, the administrator must do the following:
a. Openthe /etc/ssh/ssh configfilefor editing.

b. Uncomment t[he lines shown in the following screen example and
make the specified changes.

AllowedCertPurpose sslserver

Host ~*

Protocol 2 <--

CACertificate File /etc/ssh/ca/ca-bundle.crt

c. Saveand quit thefile.
d. Restart SSH.

[root@OnSite /root]# daemon.sh restart WEB
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Note: All thefile and pathnames edited in this procedure are listed in the
/etc/config files filefor restoration after upgrade.

Using the CLI Utility

This section describes the CL.T utility that is available for administrators to
use on the OnSite's command line.

Accessing the CLI Page 532
CL1 Utility Features Page 533
Execution Modes Page 535

Command Line Mode Page 535

Interactive Mode Page 536

Batch Mode Page 536
Autocompletion Page 538
Saving CLI Changes Page 540
Using CLI Hot Keys Page 540
Viewing the CLI Command History Page 541
Using CLI Global Commands Page 542
CLI Options Page 544
To Add aUser With CLI Page 545

Accessing the CLI

The OnSite admin and root users can use the CL.I command on the command
line. Users can access the OnSite command line in any of the following three

ways.
» By local logins through the console port

Local OnSite root users can access the command line by logging in
through the console port using aterminal or computer running a terminal
emulation program, asillustrated in the following figure.
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» By remote logins through SSH, an IPSec VPN tunnel, dial-ins through
PPP or aterminal emulation program.

* By accessing the “OnSite consol e after logging into the Web Manager.
After logging into the Web Manager as an administrative user, remote
users can access the command line by clicking the “OnSite” menu option.

CLI Utility Features

An administrator (root or admin) can configure the OnSite using the CL.T
utility. Only one administrator (root or admin) can run the CLI utility at a
time. If an administrator islogged into the Web Manager, the CL.T utility
displays a prompt asking if you want to cancel the other administrator’s
Session.

Administrators often prefer using the CL.I over the Web Manager because
they can run frequently-performed CLI configuration commands from shell
scripts or from text files that can be executed in batch mode.

The CLI utility provides a set of commands that act on parameters that are
nested in aformat called the CLI parameter tree. Some parameters require
arguments when the parameters are entered with some commands. This
section describes the CL.I command and how to navigate the CLI parameter
tree, but it does not describe all the parameters and values.
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Thefollowing screen example shows CL T entered like any other command on
the Linux command line on the OnSite.

[root@OnSite rootl]l# CLI

- Thanks for using the CLI -

This interface allows you to easily modify configurations to

customize and define the functionality of your unit.
Some basic and useful keys are:
up/down arrow - navigates up/down in the command history

tab (once/twice) - shows the next possible option(s)

Other hints:

Put quotes around strings that contain spaces.

Please refer to the Reference Guide for other special keys
and additional information on how to use this interface.

Press TAB to see the list of available options.

clis

Figure 8-2: Invoking the OnSite CLI on the Command Line
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As shown in the previous example, usage information appears before the
cli> prompt appears.

Asshown in the previous screen example, the Cyclades CLI can be entered at
the root prompt. CLI can also be entered at the admin prompt that appears
when an admin user connects to the OnSite from the Web Manager under
Access> Connect to Server. In both cases, CLI isbeing runininteractive
mode. See the following sections for definitions of the interactive mode and
other execution modes.

Quote strings with spaces using single or double quotes, as shown here:
"stringl string2”".

Execution Modes
The CLI utility has the following three execution modes:

e Commandline

Command line mode refers to when the CL I utility isinvoked on the
Linux command line with options, commands, and parameters and val ues.
See “Command Line Mode”’ on page 535.

* Batch
Batch mode refers to when the CL.T utility isinvoked with the - £ file

option, or it isinvoked from a script, and the commands are executed
from the specified file or script. See “Batch Mode” on page 536.

e |nteractive

When invoked without commands, CLI enters interactive mode; see
Interactive Mode.” See “Interactive Mode” on page 536.

Command Line Mode

In command line mode, when the CLT utility isinvoked on the Linux
command line with options, commands, parameters, the utility performs the
specified commands, displays any values requested by any command, and
returnsthe Linux shell prompt. To commit the changes made in command line
mode, make sure to enter the CL.T command again followed by config
savetoflash. See“Saving CLI Changes’ on page 540 for more details.
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The following screen example shows entering the C1.T command with the - s
option on the command line in command mode. When the command
compl etes, the shell prompt returns.

[admin@OnSite /]# CLI -s config security adduser username \
username

Checking the configuration file list...

Compressing configuration files into /tmp/
saving config.tar.gz ... done.

Saving configuration files to flash ... done

[admin@OnSite /]#

536

Interactive Mode

Interactive mode is entered by invoking CL.T on the command line without
commands or other arguments. The c11 > prompt appears, and the
administrator performs configuration by entering commands followed by
parameters followed by parameter arguments at the c11 > prompt. The CL I
utility waits for new commands until the user entersthe quit command.

The following screen example shows invoking the CL.T utility, entering a
command with the parameters needed to add a new user, saving the newly
added user into the configuration files in interactive mode.

[root@OnSite /]# CLI

cli> config security adduser username username
cli> config savetoflash

Batch Mode

Batch mode is used when CL.I commands are run from afile as described in
the following bulleted list:

* CLI commands can be saved in aplain text file and executed in batch
mode by invoking the CLT utility with the - £ file option.
* CLI commands can be used in any kind of shell script:

e #/bin/CLI can beinvoked at the top of ashell script if the script
contains only CL.I commands.
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» Any type of shell can be used to run CL.IT commands along with other
commands.
For avery simple example, you could create a script that calls /bin/CLT to
run in batch mode to configure a hostname for the OnSite as shown in the
following screen example.

#!/bin/CLI

config network hostsettings hostname FremontCAOnSite
config savetoflash

:WQ

To run acLI command from the same script that is running other Linux
commands, you could put the command in another type of shell script. The
bash shell is shown in the following example:.

#!/bin/bash

/bin/CLI -s config network hostsettings hostname
FremontCAOnSite

To run multiple CL.I commands from a script that is also running other Linux
commands, you could add the multiple CL.T commands as shown in the
following example:.

#!/bin/bash

/bin/CLI << EOF

config network hostsettings hostname FremontCAOnSite
config security adduser username testuser

config savetoflash

EOF
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You could then make the script executable and execute it on the command
ling, as shown in the following screen example.

[root@OnSite root]# chmod 777 scriptname2

[root@OnSite rootl# ./scriptname2

Alternately, you can put one or more commands in aplain text file without
invoking any shell as shown in the following screen example.

config security adduser username roseanne

After you save and quit the file, you can invoke the CL.I command with the
-f file option to execute the command(s) from the £i1e, asshown in the

following example.

[root@OnSite root]l# CLI -f file

Autocompletion

Autocompletion can be used to find out what commands and parameters are
available. Pressing the Tab key twice displays all the commands at the top
level, as shown in the following screen example.

cli> <Tab> <Tab>

administration info return version
applications portStatus shell
config quit show

Pressing the Tab key once after partially-typing a parameter name
automatically completes the parameter name, unless there is more than one
parameter name beginning with the typed characters. If more than one
parameter name begins with the typed characters, then Tab Tab displays them
all.
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Example:

cli> i<Tab>

info

cli> a<Tab> <Tab>
administration applications
cli> sh<TAB>

shell show

Pressing the Tab key after a parameter shows the parameters at the next level
down in the parameter tree.

Example:
cli> config <Tab>
administration ipmi restorefromflash security
applications network runconfig

discardchanges physicalports savetoflash

Miscellaneous Procedures 539



Using the CLI Utility

Saving CLI Changes

Configuration changes made in any of the CL.T modes are only temporarily
changed in RAM memory. Changes are not saved into the configuration files
unlessyou runthe config, runconfigor config savetoflash
configuration commands, which are described in the following table.

Table 8-5: CLI Commands for Saving Configuration Changes

Command Action

config runconfig Saves configuration changes in the appropriate
configuration files.

config savetoflash Saves any unsaved configuration changesin the
configuration files and creates a zipped backup copy of
the filesin abackup directory for possible later retrieval.

config discardchanges Restoresthe backed up configuration files, overwriting
any configuration changes made since the last time the
savetoflash option was executed.

See the sections describing the various modes for examples of how to save
configuration changes.

Using CLI Hot Keys

The CLI hot keys can be used to perform the following types of actions:

* Move the cursor on the command line
*  Movethrough thelist of commands in the command history
e Edit characters on the command line.
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The following table shows CLT hot keys that are supported in interactive
mode.:

Key Action

Ctrl a  Moveto the start of the current line.

Ctrl e Movetotheend of theline.

Ctrl b  Moveback acharacter (same as the left arrow key).

Cctrl £  Moveforward acharacter (same astheright arrow key).

Esc b Move back to the start of the current or previous word. Words are composed of
letters and digits.

Esc f Move forward to the end of the next word. Words are composed of letters and
digits.

Ctrl 1 Clear the screen and redraw the current line, leaving the current line at the top
of the screen.

Ctrl n Move “forward' through the history list, fetching the next command (same as
<down arrow key>).

ctrl p Move “back' through the history list, fetching the previous command (same as
<up arrow key>)

Ctrl d Delete the character under the cursor (same as <delete key>)

Ctrl h Same as <Backspace key>

Ctrl k Kill the text from the cursor to the end of theline.

Ctrl u Kill backward from the cursor to the beginning of the current line.

Ctrl w Kill the word behind point.

Esc d Kill from point to the end of the current word, or if between words, to the end
of the next word

Esc Tab Displaysthe current value of the parameter keyword entered. You can then edit

the value

Viewing the CLI Command History
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The cL.T command history buffer stores last 500 commands. The history is
cumulative, so terminating the CL I session does not clear the buffer. So, for
example, auser can invoked the CL.I and go back over the commands entered
in a previous session.

The following screen example shows how to display the current value for the
domain.

cli> config network hostsettings
hostsettings> domain <Esc> <Tab>
hostsettings> domain cyclades.com

542

The cursor isinserted at the end of the value, in this case at the end of the
domain name cyclades.com. You can then backspace or use other hot keysto
edit the domain name and then press Enter when done to make the change.

Using CLI Global Commands

The CcLI global commands that can be entered at any level of the CL.I are
shown in the following table.

Table 8-6: cL.I Globa Commands

Command Action

quit Endsthe CLI session.

return Returns to the next level up.

info Showsthe help info available for the current level. See

“Info” on page 542.

show Displays the configuration parameter(s). Valid only in
the config> state. See“ Show” on page 544.

When the info or show commands are entered at the prompt for the current
level, information or parameters that apply to the current level appears. When
these commands are entered along with the name of a command supported at
the current level, they display information or parameters that apply to the
command mode.

Info
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The following screen example illustrates the use of the info command.
Entering info administration attheclis> prompt displaysthe same
help asentering info at theadministration> prompt.

cli > info administration
- Administration Mode -

In this mode, you can save or retrieve the unit's
configurations,

list or kill sessions, and/or upgrade the unit's
firmware.

cli> administration
administration> info
- Administration Mode -

In this mode, you can save or retrieve the unit's
configurations,

list or kill sessions, and/or upgrade the unit's
firmware.

If the output from the info command is greater than the screen capacity, the
user can typem to see more, b to go back to a previous screen, or g for quit.
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Show

The following screen example shows the use of the show command. After
entering config physicalports 1, entering show general atthePorts [1}
prompt displays the configuration parameters set for the selected serial port.

cli> config physicalports 1
Ports[1l]> show general

general:

alias:

protocol: consoletelnet
speed: 9600

flow: none

parity: none

datasize: 8

stopbits: 1

CLI Options

The following table shows options that can be entered when invoking the
CLI.

Table 8-7: cLT Options

Option Description

q Suppresses the output of error messages from the CLT.

t time The timeout in minutes. Default =10 minutes.

T Disablesidletimeout. Sameas"-t 0."

S Save changes to flash. Same as savetof lash). Batch mode
only.

r Activate changes. Same as runconf ig. Batch mode only.

f filename Executesthecommandsinthefile filename.
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V¥ To Add a User With CLI

1.
2.

Log into the OnSite console and bring up the CLT utility.

Add the user by entering the parameters shown in the following screen
example.

cli> config

security adduser username username

3.

Configure the user’s password by entering the parameters shown in the
following screen example.

cli> config
password

security passwd username username newpassword

Configure the user’s shell by entering the parameters shown in the
following screen example.

cli> config

security adduser username username shell shell

5.

Configure comments (UNIX GECOS information) by entering the
parameters shown in the following screen example.

cli> config

security adduser username username comments

comments
6. Savethe changes
cli> config savetoflash
7. Quit.

cli> quit

[root@OnSite rootl#
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Configuring Dial-Out

Dial-out through the OnSiteis required by certain applications used in
computer management that poll devices for status or other information. The
OnSite supports dial-out through GPRS (GSM) and 1xRTT (CDMA) wireless
PCMCI cards. For PCMCIA card dlot 1, the device nameis t tyM1; for slot 2,
the device nameis ttyM2.

The dial-out application connects the port to aremote TCP socket at the
specified | P address through a wireless phone network service and an Internet
access service.

Prerequisites for Dial-Out Through the OnSite

The prerequisites for dial-out through the OnSite are shown in the following

list:

* A CDMA or GSM/GPRS PCMCIA card must be installed and
configured.

» The CDMA or GSM wireless phone service must be available.

* AnInternet access service must be available.

Tasks for Configuring Dial-Out

The OnSite administrator needs to do the following tasks on the command
line to configure dial-out.

Table 8-8: Tasksfor Configuring Dial-out

Task Where Documented

Editthe /etc/generic-dial.confto  “Configuring the /etc/generic-dial.conf
enable dial-out for the port. File’ on page 547

Configurethe /etc/ppp/peers/ “Configuring the /etc/ppp/peers File” on
wireless file or create another peersfile  page 552

in /etc/ppp/peers.

Configurethe /etc/chatscript/ “By default, the /etc/ppp/peers/wireless
wireless fileor create another chat filein initiates adia-in connection by reading the
/etc/chatscript. chat script configured in the /etc/chatscripts/

wirelessfile.” on page 554
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Configuring Dial-Out

Task

Where Documented

Edit /etc/pcmcia/serial.opts file
as follows:

o If the GSM card SIM requiresa PIN,
specify the PIN
* |nactivate mgetty on the port to allow the

port to be controlled by the pppd application.

Create a static route on the OnSite to the
network where the device resides or to the
device itsdlf.

Configure automatic restart of dial-out after
areboot, and start dial-out.

“Configuring the /etc/pcmcia/serial .opts
File’ on page 555

“Configuring Automatic Restart and
Starting Dial-Out” on page 555

“Configuring Automatic Restart and
Starting Dia-Out” on page 555

Configuring the /etc/generic-dial.conf File

Thefile /etc/generic-dial . conf definesdial-out instancesin the
format shown in the following example.

#...
#...
# end application-type

# begin application-type [instancel D]

where instancel D is an optional string to identify a particular instance.

The only supported application-typeisdial -out.

The following table shows the parameters that defineadial -out instance.

Parameter

Description

begin dial-out [instanceID]

inPort.name name

Begins the dial-out instance. Optionally
specify aname for the particular
instance.

A label for the incoming port to be used
in log messages.
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Parameter

Description

inPort.device /dev/ttyXX

inPort.speed speed
inPort.datasize number
inPort.parity [none | even | odd]
inPort.stopbits number

inPort.flowctrl [none | hw | sw]

outPort .name name

outPort.pppcall filename

outPort.remote ip IP address

outPort.remote port port

The device name for the port to be
controlled by thegeneric dial
protocol. For dial-out through awireless
modem device, either ttyM1 or
ttyM2.

Connection speed. Default = 9600.
The number of data bits. Default = 8.
None, even, or odd.

The number of stop bits. Default = 1.

Gateway or interface address used for
theroute.

A label for the outgoing port to be used
in log messages.

Name of file from which the pppd
reads options, located at /etc/ppp/
peers/filename. The default
outPort .pppcall filenameis
wireless, whichtellstheapplication
to read options from the
/etc/ppp/peers/wireless file
If the administrator chooses to create
another filein /etc/ppp/peers, the
administrator must change the
outPort .pppcall definition to
specify the new filename.

The IP address of adevice. The dial-out
application opens a TCP socket
connection to the device at the specified
IP address.

Remote TCP port to which the socket
connection is made.

548
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Parameter

Description

outPort.connection [permanent | on demand]

outPort.timeout timeout

appl.retry interval

end dial-out

One of the following options for
maintaining the connection:
* permanent —aways connected.

* on_demand — connects only when
data enters through the seria port.

The inactivity time in seconds after
which the connection is dropped. Any
value other than zero enables the time-
out. Default = 0.

Specify the time in minutes to wait
before reconnecting after a connection
failure.Default = 5.

Ends the dial-out instance.

The following screen example showsthetail of an /etc/generic-
dial.conf filewith adia-out instance defined. Because the GSM wireless
cardisinstalledindotl, inPort .device isdefinedas /dev/ttyM1. The
outPort .ppppcall isdefined aswireless to tell the application to
read options from the /etc/ppp/peers/wireless file.
outPort.remote ip definesthe IP address of the computer where the
remote socket connection isto be madeis200.246.93.87. The port
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number isdefined as 7001. An appl . retry definition is added that
changes the number of retries from the default of 5 to 7.

begin dial-out Example

inPort.name InPort
inPort.device /dev/ttyMl
outPort.name OutPort
outPort.pppcall wireless
outPort.remote ip 200.246.93.87
outPort.remote port 7001
appl.retry 7

end dial-out

V¥ To Configure the /etc/generic-dial.conf File

Perform this procedure asthe first step to configure dial-out. It editsthe/etc/
generic-dial.conf fileto configure the following:

» Thedevice name for the port

*  The peer filename

* ThelPaddress and the port number of the device to which the TCP socket
connection is to be made.

See the examplesin thefile for other options that can be set.
1. Opentheetc/generic-dial.conf filefor editing.
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2. Remove the pound signs from the sample dial-out instance.

begin dial-out testApp

inPort.name InPort
inPort.device /dev/ttysl
outPort.name OutPort
outPort .pppcall wireless
outPort.remote ip 192.168.160.10
outPort.remote port 7002
outPort.connection on_demand

end dial-out

3. Changetheinstance name, inPort .name, and out Port . name if
desired.

4. Make sure the device name defined for inPort .device is correct for the
port where the modem isinstalled.

The device name for PCMCIA modem cards should be /dev/ttyM1 for
dlot lor /dev/ttyM2 for dot 2.

5. Makesurethat thewireless filename defined for outPort .pppcall is
correct.

The default filein /etc/ppp/peers iswireless. If you create another
peers file with another name, enter it instead.

6. DefineoutPort.remote ip with IP address of the device to which the TCP
socket connection is to be made.

7. Define outPort.remote port with the port number to which the TCP
socket connection is to be made.

8. Save and quit thefile.
9. Goto "Configuring the /etc/ppp/peers File.”
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Configuring the /etc/ppp/peers File

The default filein /etc/ppp/peersiscaledwireless. The
wireless filereadsachat script fromthe /etc/chatscripts/
wireless file.

The following figure shows an example /etc/ppp/peers/wireless
file.

[root@OnSite root]# more /etc/ppp/peers/wireless
nodetach

#debug

/dev/ttyM1l

57600

crtscts

lock

noauth

#nomagic

user claro

show-password

noipdefault

defaultroute

ipcp-accept-local

ipcp-accept-remote

Noproxyarp

novyj

novjccomp

lcp-echo-interval 0

connect '/usr/local/sbin/chat -v -t3 -f /etc/chatscripts/wireless'

Figure 8-3: Example /etc/ppp/peers/wireless File

Theexample /etc/ppp/peers/wireless file shownin Figure 8-3
makes the following definitions:

» Defines /dev/ttyM1 asthe port
 Definesauser named claro: user claro.

» Telsconnect toinitiate the connection using /usr/local/sbin/

chat with the parameters:

e -v executesthe script in verbose mode
* -t3setsthetimeout to 3 seconds

» -f /etc/chatscripts/wireless, tellsthe application to
read the chat script from the specified file.
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If the administrator chooses to create another chat filein /etc/
chatscripts, the administrator must change the filename
specified after the - £ option to the new filename and specify the new
filename in the outPort .pppcall definitioninthe /etc/generic-
dial.conf file.

V¥ To Configure the /etc/ppp/peers/wireless File

This procedure configures the device name for the port, the user name, and
other optional valuesinthe peersfilein /etc/ppp/peers using the default
filenamewireless.

1. Openthe /etc/ppp/peers/wireless filefor editing.
2. Enter the device name for the port.

Thefollowing screen example shows /dev/ttyM1 entered asthe device
name for PCMCIA card slot 1.

[root@onSite rootl# Vi /etc/ppp/peers/wireless
nodetach

#debug

/dev/ttyM1l

3. Enter the user name after the user keyword.

user claro

4. Make any other edits you desire.
Save and quit thefile.

6. Goto "By default, the /etc/ppp/peers/wirelessinitiates adial-in
connection by reading the chat script configured in the /etc/chatscripts/
wirelessfile..”

Miscellaneous Procedures 553



Configuring Dial-Out

Configuring the /etc/chatscripts/wireless File

By default, the /et c/ppp/peers/wireless initiatesadial-in connection
by reading the chat script configured inthe /etc/chatscripts/
wireless file

ABORT  BUSY

ABORT  VOICE

ABORT "NO CARRIER"
ABORT "NO DIALTONE"

nmn AT
nmn ATZ

i Telco X
OK AT+CGDCONT=1, "IP", "claro.com.br"
OK ATD*99%

HiH Telco Y

#OK AT&CO
#OK ATDT#777
CONNECT ""

Figure 8-4: Default /etc/chatscripts/wireless File
The exampl e specifies the following AT commands:

e AnATD command to dia the "*99#" number

*  AnAT+CGDCONT=L1"IP","claro.com.br" to contact alocal GPRS
broadband service (GSM wireless network) in Brazil.

V¥ To Specify the Telephone Carrier in the /etc/
chatscripts/wireless File

1. Openthe /etc/chatscripts/wireless filefor editing.
2. Remove the pound signs (#) next to one of the Te1co definitions.

3. Modify the commands to initiate the contact with your GSM/CDMA
wireless service provider and to dial the correct number.

4. Saveand quit thefile.
Go to "Configuring the /etc/pcmcia/serial .opts File.”
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Configuring the /etc/pcmcial/serial.opts File
Perform the following procedure to do the following:

» SetaPIN, when required by a GSM wireless phone card

» Deactivate mgetty on the port to allow the port to be directly controlled
by the pppd application

V¥ To Set a GSM Pin and Deactivate mgetty in
the /etc/pcmcia/serial.opts File

1. Openthe /etc/pcmcia/serial.opts filefor editing.

2. If thewireless phone card isa GSM card that requires a PIN, uncomment
the following line and replace 1111 with the PIN.

INITCHAT="- \d\d\d+++\d\d\datz OK at+cpin=1111 OK"

3. Comment out the INITTAB="/sbin/mgetty” link, to deactivate
mgetty on the port.

#INITTAB="/sbin/mgetty"

Save and quit thefile.
Go to "Configuring Automatic Restart and Starting Dial-Out.”

Configuring Automatic Restart and Starting Dial-
Out

The administrator should do the following procedure after editing the
configuration files in the previous procedures:

e Enablethe“automatically established” featureinthe /etc/daemon.d/
gendial. sh fileto automatically restart the dial-out function after a
reboot.

» Activate dia-out by restarting the GDF daemon.
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V¥ To Configure Automatic Restart of Dial-Out
in the /etc/daemon.d/gendial.sh File

1. Openthe /etc/daemon.d/gendial. sh filefor editing.
2. Setthe ENABLE =YES.

ENABLE = YES

3. Saveand quit thefile.

V¥ To Restart the GDF Daemon to Activate Dial-
Out

1. Enter thedaemon.sh restart GDF command to restart the GDF
daemon.

[root@OnSite root]# daemon.sh restart GDF

A message similar to the following displays, confirming that the GDF
daemon restarted.

[root@OnSite root]l# Sep 23 18:06:10 src_dev_log@OnSite
showlogmsg: /bin/daemon.sh: CONFIG: Network daemon [generic-
dial] started

The default route is not replaced in the static router table. The following
message displays.

[root@OnSite root]l# Sep 23 18:06:17 src_dev_ log@CAS
pppd[1028] : not replacing existing default route to ethO
[172.20.0.1]

2. Goto"To Configure a Static Route for Dial-Out.”

V¥ To Configure a Static Route for Dial-Out
1. Openthe /etc/network/st_routes filefor editing.
2. Addthe desired static route(s) to the file.
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3. Save and quit thefile.

4. Check the route(s) by issuing the following command.

[root@OnSite rootl# route -n

Configuring Dial-Out Through Modems Accessed
as Serial Devices
Although only wireless PCMCIA cards are tested and supported, the OnSite
can be configured to dial out through any modem that can be connected to or
viewed as a serial device, including any of the following:
» Anexterna modem connected to one of the following:
o Either of the OnSite’'s AUX ports ttyAl or ttyA2
* The OnSite's console port
o Any of the OnSite's serial ports ttys1 through ttyS

e Theinterna V.90 modem in the OnSite at ttyA3
* A non-wireless modem PCMCIA card at ttyM1 or ttym?2

The OnSite administrator needs to do the following

e Edit /etc/portslave/pslave.conf toconfigurethe port withthe
“generic-dial” option, which preventsportslave from being started on
the port and starts the generic application that manages dial-out instead.

» Doal thetasksin Table 8-8, “Tasks for Configuring Dial-out,” on page
546.

V¥ To Configure Serial Ports for Dial-Out

Perform this procedure to enable dial-out through a modem connected to any
of the ports described under “Configuring Dial-Out Through Modems
Accessed as Serial Devices’ on page 557. See“Port Numbersand Aliases’ on
page 47 for port numbers for ports on the OnSite.

1. Openthe /etc/portslave/pslave.conf filefor editing.

2. Definegeneric_dial asthe protocol for the port to which the modem
is connected.
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The following screen example shows the format.

s<N>.protocol generic dial

where <N> isthe seria port number.

3. Perform the configuration steps, specifying the correct port number, as
described in Table 8-8, “ Tasks for Configuring Dial-out,” on page 546.
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Chapter 9
Troubleshooting

This chapter provides information related to troubleshooting the OnSite.
The following table lists the sections in this chapter.

Connection Methods for Troubleshooting Page 560
Recovering from root Authentication Failure Page 561
Restarting the Web Manager Page 563
Replacing a Boot Image for Troubleshooting Page 564

This chapter also provides the troubleshooting procedures shown in the
following sections.

To Recover from root Authentication Failure Page 561

To Restart the Web Manager Page 563
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Connection Methods for Troubleshooting

560

This section summarizes how to connect to the OnSite for troubleshooting in
the event of an IP network failure.

Remote OnSite administrators can connect to the OnSite using any of the
following methods:
* Byusing telnet or ssh and supplying the OnSite’s | P address

» By bringing up the Web Manager over PPP after establishing adia-in or
callback connection to any of the following modem types:

* Theinternal modem
* Anexternal modem optionally connected to the OnSite

* A modem on a PCMCIA modem card (including GSM and I SDN)
optionally installed in the OnSite

Local OnSite administrators can connect to the OnSite using any of the
following methods:

e Logging into the OSD through alocally connected KVM management
(Local user) station

» Logging into the Linux command line of the OnSite through either of the
following:
» A terminal or computer connected to the OnSite's console port

* A dumb terminal connected to a serial port and configured with the
Local Terminal protocol

All of these connection methods must be previously configured as described
elsewhere. For example, to use amodem on a PCMCIA card, the PCMCIA
modem card must be configured as described in “ To Begin Configuring a
PCMCIA Card [Expert]” on page 306.

The following table shows the tasks for configuring the troubleshooting
connection methods.
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Table 9-1: Tasksfor Configuring Troubleshooting Connection Methods [OSD]

Connection Where Configuration is Documented
Method

Internal modem * “Configuration>Serial/AUX>Aux/Modem Port” on page 257
 “To Configure the Internal Modem [Expert]” on page 267

External modem * “To Configure an AUX Port for PPP [Expert]” on page 266
Local User station + “To Configure Local User Sessions [Expert]” on page 221

Recovering from root Authentication Failure

Use the following procedure if an attempt to login to the console as root
brings up the following message.

login[212] : FAILED LOGIN
1 FROM FOR root, User not known to the underlying

authentication module

Login incorrect

V¥ To Recover from root Authentication Failure
1. Boot the OnSite in the single user mode.

See “To Boot in Single User Mode from U-Boot Monitor Mode” on page
571. Theroot single user prompt appears as shown in the following
screen example.

[root@ (none) /1#

2. Openthe /etc/nsswitch.conf filefor editing.

[root@ (none) /1# vi /etc/nsswitch.conf

3. Search for the uncommented entries for the passwd, shadow and
group databases [whose lines do not start with the pound (#) sign].
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For example, inthe portion of thensswitch. conf fileinthefollowing
screen example, no pound (#) signs appear before the entries for the
passwd, shadow, and group databases under NISLocal.

# NISLocal

passwd: nis files
shadow: nis files
group: nis files

4. Change the search order to £iles only for the uncommented passwd,
shadow, and group databases.

# NISLocal

passwd: files
shadow: files
group: files

5. Save and quit thefile.
6. Openthe /etc/portslave/pslave.conf filefor editing.

[root@ (none) /1# vi /etc/portslave/pslave.conf

7. Changethe conf .authtype parameter back to 1ocal.

# by default, authentication to the box is local

conf.authtype local

8. Save and quit thefile.
9. Restart the OnSite to return to multiuser mode.

[root@ (none) /]# reboot

You should be ableto log in asroot.
10. Reconfigure authentication as desired.
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Restarting the Web Manager

If the Web Manager stops responding the web server may be either inactive or
stopped. Perform this procedure to stop and restart it.

V¥ To Restart the Web Manager

1. Enter the ps command with the -ef option and look for aline with
/bin/AcsWeb, asshown in the following screen example.

[root@ONS root]#ps -fe | grep Acs
13495 ttyS0 root 8540 S /bin/AcsWeb

» If alinelike the one shown in the screen example appears, go to Step 2.
 If /bin/AcsWeb isnot running, go to Step 2.

2. Enter the daemon . sh command with the st op WEB option as shown in
the following screen example.

[root@ONS root]# daemon.sh stop WEB

3. Enter the daemon . sh command with the WEB option as shown in the
following screen example.

[root@ONS root]# daemon.sh WEB

4. Enter the ps command with the -ef option again asin Step 1 to verify
the Web server has been activated.
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Replacing a Boot Image for Troubleshooting

Information in “Boot File Location Information” on page 566 in Appendix A,
“ Advanced Boot and Backup Configuration Information” gives an OnSite
administrator who has the root password enough background to be able to
boot from an alternate image if the need arises and if the Web Manager is not
available.

Network boots are recommended for troubleshooting. For example, if you
want to test anew release of the software to make sure aproblem isfixed, or if
the removable flash memory becomes corrupted, you could download the
software to a tftpboot server, and then save it to the removabl e flash after
testing, using the create cf command.

Using the create_cf Command When
Troubleshooting

You can usethe create cf command when troubleshooting problems
with the boot image, as described under “ To Replace a Boot Image From a
Network Boot in U-Boot Monitor Mode” on page 572. Use it carefully as
described in “Options for the create_cf Command” on page 577.

Using the restoreconf Command When
Troubleshooting

564

As described in other sections of this chapter, you may need to use the
restoreconf command while troubleshooting. All the restorecont
subcommands are described under “Options for the restoreconf
Command” on page 580
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Advanced Boot and Backup
Configuration Information

This appendix provides information related to configuring boot file locations
and managing configuration file changes on the AlterPath OnSite.

The following table lists the sections in this appendix.

Boot File Location Information Page 566
Downloading a New Software Version Page 568
Changing the Boot Image Page 568
Network Boot Options and Caveats Page 572
How Configuration Files Changes Are Managed Page 572
Options for the create_cf Command Page 577
How Configuration Files Changes Are Managed Page 574
Options for the restoreconf Command Page 580

This appendix a so provides the troubleshooting procedures shown in the
following sections.

To Boot from an Alternate Image Using CLI Page 568
To Boot in U-Boot Monitor Mode Page 570
To Boot from an Alternate Image in U-Boot Monitor Mode Page 571
To Boot in Single User Made from U-Boot Monitor Mode Page 571
To Replace a Boot Image From a Network Boot in U-Boot Monitor Mode Page 572
To Restore the OnSite Configuration Files to the Last Saved Version Page 576
To Restore the OnSite Configuration Files to the Factory Defaults Page 576
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Boot File Location Information

566

The information in this section is needed to understand how to configure
booting through the Web Manager, as described in
“Configuration>System>Boot Configuration” on page 351. Thisinformation
is aso needed for troubleshooting, to give an administrator who has the root
password enough background to be able to boot from an aternate image if the
need arises and if the Web Manager is not available.

The OnSite uses a U-Boot boot |oader that resides in soldered flash memory
and that automatically runs at boot time. U-Boot boots the OnSite from an
image whose location is configurable. The image can reside either in
removable flash memory on the OnSite or on a boot server on the network.
Each image on the removabl e flash has three separate file systems mounted on
three Linux partitions. The first partition for each image contains the kernel,
the second partition contains the root filesystem mounted read only, and the
third partition contains the configuration files mounted read-write.

For more about U-Boot in general, go to: http://sourceforge.net/projects/u-
boot.

The OnSite boots from alternate images as described below.

» TheOnSiteinitialy boots from a software image referred to as “imagel,”
which is stored in three partitions on the removable flash (hda1, hdas,
and hda7).

» Thefirst time you download and install a new software version from
Cyclades, the new image is stored as “image 2" in another set of three
identical partitions on the removable flash (hda2, hdaé, and hdas), and
the configuration is changed to boot the OnSite from “image2.”

»  The second time you download anew software version, the latestimageis

stored as “imagel” in the first set of three partitions, and the OnSite
configuration is changed to boot from “imagel.”
e Subsequent downloads are stored following the same pattern, aternating
“imagel” with “image2.”
Each image has three separate filesystems mounted on three Linux partitions.
Refer to the following text and figure explaining partition numbers if needed
for understanding some of the instructionsin the rest of this chapter. As
illustrated in the following figure, the first partition for each image contains
the Linux kernel, the second partition contains the root-mounted filesystem
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(which is mounted read only), and the third partition (which is mounted read
write) contains the configuration files.

Imagel

Image2

/dev/hdal | kernel
/dev/hdas root filesystem

/dev/hda? configuration files
ev a7 ——

/dev/hda2 — kemel
/dev/hdaé6 | root filesystem
/dev/hdas configuration files

/dev/hda3 —I configuration files backup

Figure A-1: Boot Partitions

The previous figure also shows a configuration backup partition (/dev/
hda3 in removable flash). This partition is mounted as /mnt /hda3. The
/mnt /hda3 /backup directory contains compressed copies of backed up
configuration files, as shown in the following screen example.

[root@ONS /]1# cd /mnt/hda3/backup
[root@ONS /l#1s

configuration files.gz

Downloading a New Software Version

You can download a new software version in either of the following ways:

»  Usethe Web Manager — Firmware Upgrade screen to download the
image from an FTP server

When the image is downloaded by FTPR, ascript (saveimage)
automatically extracts the filesystem from the image, mountsiit, and
copies the files to the removable flash. Since the current image is being
run from one of the three-partitions sets, the downloaded image is stored
in the other set of three partitions. The environment variable
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currentimage ischanged so that the system boots from the new
image.

» Do anetwork boot from the image and then save it onto the removable
flash

The U-Boot monitor command net boot boots the image from the
TFTP server specified in the environment variables. After theimageis
downloaded by network boot, the root filesystem isin the RAMDISK,
and the image can run even if no removable flash card isinserted.

From the command line, you can then run the create cf script with
the - -doformat option to automatically save the image from
RAMDISK into the removable flash. The script erases everything in the
flash, partitions the flash, if necessary, formats the partitions, and copies
the files currently in the RAMDISK into the corresponding image
partitions. If the flash is already partitioned, you can choose where the
image is saved using the option - - imageN.

Changing the Boot Image

568

If, for any reason, you want to change to another image from the current one,
if you have access to the Web Manager, you can use the Config — Boot
Configuration screen to select the other image, and then use the “ Restart”
button on the Mgmt — Restart screen to boot the OnSite from the new
location.

You have two other optionsif you cannot access the Web Manager:

* UsetheCLI utility
See “To Boot from an Alternate Image Using CLI” on page 568.

e Boot in U-Boot monitor mode and use the available boot commands
See “To Boot in U-Boot Monitor Mode” on page 570.

V¥ To Boot from an Alternate Image Using CLI

1. Connect to the OnSite from aterminal connected to the console port or
createatelnet or ssh connection, and log in as root.

2. Enter the CL.I command.

# CLI
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The c11i> prompt appears.

clis

3. Enter config administration bootconfig.

cli> config administration bootconfig

The bootconfigs prompt appears.

bootconfig>

4. Enter thebootunit keyword followed by the Tab key to see the list of
possible boot values

bootconfig>bootunit <Tab>
imagel: zvmppcons.v100
image2:zvmppcons.v101

network

bootconfigs>

5. Enter the name of the boot image you want to use.

If you type a unique string of characters from the image name and then
press the Tab key, it autocompl etes the name for you. For example, typing
bootunit image2 and pressing Tab causesthe full file name
image2: zvmppcons.v101 to befilled in, as shown in the following
screen example.

bootconfig>bootunit image2:zvmppcons.v101l

The current image environment variable is changed to boot from the
specified image.
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Changing the Boot Image in U-Boot Monitor Mode
You can access U-Boot monitor mode in one of the following two ways:

»  During boot, when the “Hit any key to stop autoboot” prompt appears,
pressing any key before the timer expires brings the OnSite to U-Boot
monitor mode.

» If boot fails, the OnSite automatically enters U-Boot monitor mode.

The U-Boot hw_boot command boots from either the first or second image
according to the value of the current image environment variable. You can
use the following procedures to change which image is used for booting.

To Boot in U-Boot Monitor Mode Page 570
To Boot from an Alternate Image in U-Boot Monitor Mode Page 571
To Boot from an Alternate Image Using CLI Page 568
Changing the Boot Image in U-Boot Monitor Mode Page 570
To Boot in Single User Mode from U-Boot Monitor Mode Page 571

V¥ To Boot in U-Boot Monitor Mode
1. Openatermina connection to the console port, and log in asroot.

2. Enter the reboot command.

# reboot

During boot, when the “Hit any key to stop autoboot” prompt appears,
press any key before the time elapses to stop the boot.

The U-Boot monitor prompt appears.

=>

3. Enter help to seealist of supported commands.

=>help
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V¥ To Boot from an Alternate Image in U-Boot
Monitor Mode

1. Go to U-Boot monitor mode.
See "To Boot in U-Boot Monitor Mode" if needed.

2. Set the current image environment variable to the number of the
image you want to boot.

=>setenv currentimage N

For example, to boot from image2 enter the number 2, as shown in the
following screen example.

=> getenv currentimage 2

3. Enter the boot command.

=>hw boot

¥ To Boot in Single User Mode from U-Boot
Monitor Mode

1. See“ToBootin U-Boot Monitor Mode” on page 570 if needed.

2. Boot by entering hw_boot followed by single, asshowninthe
following screen example.

=>hw _boot single

3. Thesingle-user # prompt appears, as shown in the following screen
example.

[root@(none) /]#
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Network Boot Options and Caveats

When a network boot is performed with the U-boot net boot command,
the OnSite boots from the specified image on the specified TFTP server. The
image uses the RAMDISK as the root file system. Network boots are useful
for troubleshooting because the net-booted image can run even if the OnSite's
flash memory is not usable.

Network boots are recommended only for troubleshooting and must not be
used for normal operation of the OnSite. For example, if you want to test a
new release of the software to make sure a problem isfixed, or if the resident
flash memory becomes corrupted, you could download the software from a
tftpboot server, and then save it to the removable flash after testing, using the
create cf command with the appropriate options (see “Options for the
create_cf Command” on page 577).

When a network boot is performed, the system uses one of the two following
sources of configuration data:

* Ifthenet boot command isentered with the
configsource=factory default option, the factory_default
configuration files are restored.

»  Otherwise, the backed up configuration files from the /dev/hda3
backup partition are copied to the RAMDISK and used.

Any configuration changes made after the last backup copy was made are lost
unless the configuration files were backed up before the network boot and
then restored afterwards (see “How Configuration Files Changes Are
Managed” on page 574).

V¥ To Replace a Boot Image From a Network
Boot in U-Boot Monitor Mode

1. Loginasrootin U-boot monitor mode.
If needed, see, ‘“To Boot in U-Boot Monitor Mode” on page 570.
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Network Boot Options and Caveats

2. Set the“bootfile,” “serverip,” and “ipaddr” environment variables using
the boot filename, the TFTP boot server’s | P address, and the | P address
of the OnSite to use for network booting.

=> getenv ipaddr OnSite’s IP address

=> setenv serverip boot server’s IP address

=>sgetenv bootfile boot file’s name

The format of the boot filenameis: zmppcons . vversion number,
for example: zmppcons.v110. Seethefollowing screen example.

=>gsetenv ipaddr 193.168.45.29
=> getenv serverip 193.168.46.127

=> getenv bootfile zvmppconb.v11l0

3. Check that the environment variables are set properly with the
printenv command.

=>printenv
bootfile=zvmppconb.v110
ipaddr=192.168.45.29

serverip=192.168.46.127

4. Enter thenet boot command.

=>net boot

5. Loginasroot after boot completes.

6. Runthecreate cf commandwiththe - -doformat option.

[root@OnSiteroot]# create cf --doformat --factory default
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How Configuration Files Changes Are Managed

Note: Be awarethat the - -doformat option erases the flash memory and
installs the boot image into the imagel area. See “Options for the create cf
Command” on page 577 for other options.

7. Thefollowing text appears when the operation completes.

Creation of image N completed.

8. Configure the OnSite to boot from flash.

See “To Boot from an Alternate Image in U-Boot Monitor Mode” on page
571, if needed.

9. Enter the reboot command.

# reboot

How Configuration Files Changes Are Managed

Changes to configuration files can be made without backing up the
configuration files by performing the actions shown in the following table.

Table A-1: Optionsfor Saving Configuration File Changes

Environment Action
Web Manager Click the “try changes™ button.
OosD Select the “ Save” button on any configuration screen.

Changes made to the configuration files persist after areboot. If you upgrade
software, any changes to configuration files are brought forward after the
upgrade. (This alows you to upgrade software on the OnSite without losing
all your user configurations.)
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How Configuration Files Changes Are Managed

Changes to configuration files can be both made and backed up in different
environments on the OnSite by performing the actions shown in the following
table.

Table A-2: Optionsfor Saving and Backing Up Configuration File Changes

Environment Action
Web Manager Click the “apply changes’ button.
osD Go to Save/l.oad Config. and select the “ Save

Configuration” option.
OnSite Linux command line  Enter the saveconf command

OnSite CLI utility Enter the CLI config savetoflash command

Saving a backup copy of the configuration files allows an administrator to
restore the backed up configuration files even after areboot or after a software
upgrade to overwrite all changes made to the configuration files since the last
save.

The system software updates the affected configuration files and creates a
compressed copy of the configuration filesin /mnt /hda3 /backup/
configuration files.gz ontheresident flash memory. If a
compressed configuration file already existsin the backup directory, itis
overwritten. The file and the backup directory are shown in the following
screen example.

[[root@ONS /]1#1ls /mnt/hda3/backup

configuration files.gz

Backed-up changes to configuration files can be restored by performing the
actions shown in the following table.

Table A-3: Optionsfor Saving Configuration File Changes

Environment Action
Web Manager Click the “cancel changes’ button.
OosD Go to Save/l oad Config. and select the *Load

Configuration” option.

Advanced Boot and Backup Configuration Information 575



How Configuration Files Changes Are Managed

Table A-3: Optionsfor Saving Configuration File Changes

Environment Action

OnSite Linux command line  Enter the restoreconf command

OnSite CLI utility Enter theCLTI config restorefromflash
command

How Factory Defaults Are Saved

A compressed copy of the factory default configuration filesis stored in the
factory default files.gz compressed file for possible restoration in the /
mnt /hdCnf /backup directory. The following screen example shows the
file.

[root@ONS /]1# ls /mnt/hdCnf/backup
factory default files.gz

Restoring Configuration Files

The following table provides links to where the procedures for restoring
configuration files are described.

To Restore the OnSite Configuration Filesto the Last Saved Version Page 576
To Restore the OnSite Configuration Files to the Factory Defaults Page 577
Options for the restoreconf Command Page 580

V¥ To Restore the OnSite Configuration Files to
the Last Saved Version

This procedure assumes that you or a previous administrator has previously
run the saveconf command, or clicked the “ Save” button on the Web
Manager Mgmt — Backup/restore screen after making changes to the
configuration. This procedure restores the configuration files to the state they
were in when they were last backed up.

1. If you arelogged into the Web Manager as an administrative user, click
the “Load” button on the Web Manager Mgmt > Backup/restore screen.
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Options for the create_cf Command

2. If you arelogged into the OnSite console as root through the consol e port,
viatelnet or ssh, enter the restoreconf command.

[root@ONS /]# restoreconf

V¥ To Restore the OnSite Configuration Files to

the Factory Defaults

Use one of the commands shown below while logged in as root through the
console, viatelnet, or viaany ssh session to restore the configuration files
to the state they were in when the OnSite shipped.

* Enter the restoreconf command withthe factory default
option.

[root@ONS /]# restoreconf factory default

* Enterthecreate cf commandwiththe --factory default
option.

[root@ONS /]# create cf --factory default

Options for the create_cf Command

Usethecreate cf command carefully as described in this section.

Only usethe - -doformat option to savetheimagethat is currently in RAM
into the imagel area, but be aware that this option reformats all flash
partitions while saving the image.

Usethe - -image [1 | 2] option to save the image that is currently in RAM
into a specific image area, without reformatting the partitions that contain the
other image.
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The following table provides more information about the create cf
command options, which you can view from the Linux command line by
entering the name of the command.

Table A-4: Optionsfor the create cf command

Option

Description

none

-d device

--factory default

--doformat

--dontformat

Not recommended. Checksif aboot image is already on the
device. If no imageison the device (as would be true for a
newly installed removable flash on a PCMCIA card) and if no
image is specified, runs--doformat and installstheimagein
imagel. If multiple images are on the device, and no imageis
specified, presents a choice of images for the user to choose
from, and then writes the image from RAM into the specified
image area. In either case, restores the factory default
configuration

Creates the image on the specified device. The default device
is /dev/hda (the removable flash memory). Make sure the
filesystem is not mounted.

Use the -d device option if you want to create the imagein
another location, such as an installed compact flash PCMCIA
card. (The device names for PCMCIA cards are determined by
the number of the card slot where the card isinstalled, either
/dev/hdc (PCMCIA dlot 1) or /dev/hde (PCMCIA slot
2).

Creates the image with factory default configuration values.
By default, if this option is not entered, the configuration from
the current partition is used, if valid.

Rebuilds the partitions, erasing their contents.

Creates the image asimagel.

Does not format the compact flash. The sizes of partitions
hdal-3 and 5-8 are checked. If the partition sizes are not
smaller than 2, 2, 5, 51, 51, 6, and 6 Mbytes respectively, the
image isinstalled in the specified image area.
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Table A-4: Optionsfor the create_cf command (Continued)

Option Description

--imageN Creates/replaces imagen, when n=1 | 2. Use this option to
replace only the specified image without erasing both images.
Changes the current image environment variable to boot
from the image.

Examples for create_cf Command Usage

All the examples assume you have done a network boot and you want to save
the image from RAM.

Saving an Image to a Flash PCMCIA Card

After inserting aflash memory PCMCIA card into PCMCIA slot 1, you would
enter the following command to save a copy of the image from RAM into the
flash memory PCMCIA card in PCMCIA dlot 1.

[root@OnSite /1# create cf --/dev/hdc --imagel

Saving an Image into the Image2 area and Restoring the
Factory Default Configuration.

The following command saves the image from RAM into the image2 areaand
restores the factory default configuration.

[root@OnSite /1# create cf --factory default --image2
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Options for the restoreconf Command

As described in other sections of this chapter, you may need to use the
restoreconf command while troubleshooting. All the restorecont
subcommands are shown in the following screen example.

restoreconf:
Usage:
Restore from flash: restoreconft

Restore from factory default: restoreconf factory default

Restore from storage device: restoreconf sd
Restore from local file: restoreconf local <FILE>
Restore from FTP server: restoreconf ftp <FILE>

<FTP_ SERVER> <USER> <PASSWORD>

Restore from TFTP server: restoreconf tftp <FILE>
<TFTP_SERVER>

Restore from SSH server: restoreconf ssh <FILE>
<SSH SERVER> <USER>
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Glossary

1U

3DES

ActiveX

One rack unit (also referred to as 1RU). A standard measurement equal to
1.75” (4.45 cm) of vertical space on arack or cabinet that is used for mounting
computer equipment.

Triple Data Encryption Standard, an encrypting algorithm (cipher) that
encrypts data three times, using a unigue key each time, to prevent
unauthorized viewers from viewing or changing the data. 3DES encryption is
one of the security features provided by Cyclades products to enable
customers to enforce their data center security policies. See also
authentication, authorization, and encryption.

A set of technologies developed by Microsoft from its previous OLE (object
linking and embedding) and COM (component object model) technologies.
Browsers used for accessing KVM output from devices connected to
Cyclades AlterPath KVM products must have ActiveX enabled.

advanced lights out manager (See ALOM)

AH (authentication header)

One of the two main protocols used by IPSec. (ESP is the other.) AH
authenticates data flowing over the connection. AH is not compatible with
NAT, so it must be employed only when the source and destination networks
can be reached without NAT. Does not define the authentication method that
must be used.
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alias

An easy-to-remember, usually-short, usually-descriptive name used instead of
afull name or IP address. For example, on some Cyclades products, port
names contain numbers by default (asin Port_1) but the administrator can
assign an alias (such as SunBladeFremont that describes which server is
connected to the ports. Aliases make it easier for users to understand which
devices are connected.

ALOM (advanced lights out manager)

A service processor on certain Sun servers that includes an independent
system controller and firmware. Provides remote monitoring, logging,
alerting, and basic control of the server.

application-specific integrated circuit (See ASIC)

ASIC (Application-Specific Integrated Circuit)

Pronounced “ay-sik”. A type of chip used for applications that provide a
specific function, such as an ASIC chip that serves asa BMC.

authentication

The process by which a user’sidentity is checked (usually by checking a user-
supplied username and password) before the user is allowed to access
requested resources. Authentication may be done locally (on the Cyclades
device) or on a configured authentication server running one of the widely-
used authentication protocols (LDAP, RADIUS, TACACS+, NIS, SMB, and
Kerberos) that are supported by Cyclades products. Authentication is one of
the security features provided on Cyclades products to enable customersto
enforce their data center security policies. See also authorization and
encryption.

authentication header (See AH)

authorization
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Permission to access a controlled resource, which must be granted by
administrative action. A user’s authorizations are checked after a user logs
into a system and has been authenticated. Each user is restricted to using only
the features the user is authorized to access. Checking a user’s authorizations
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is one of the security features provided on Cyclades products to enable
customers to enforce their data center security policies. A user whois
authorized to access a device or software function is referred to as an
authorized user. See also authentication and encryption.

authorized user
One who is given permission to access a controlled resource, which must be
granted by administrative action.

backup configuration

On Cyclades products, specifies where to save compressed configuration files
for possible later restoration. Some Cyclades products save configuration
changes in the affected configuration files while maintaining a backed-up
compressed set of configuration filesin a separate directory. The backup
directory’s contents are available for restoration until the administrator takes a
specific action to overwrite the backed-up files.

baseboard

A gender-neutral term for “motherboard.”
baseboard management controller (See BMC)
basic input/output system (See BIOS)

baud rate

Pronounced “bawd rate.” When configuring terminal or modem settings on
seria ports and console port connections on AlterPath devices, the specified
baud rate must match the baud rate of the connected devices.

Options range from 2400-921600 bps. 9600 is the most-common baud rate
for devices.
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BIOS (basic input/output system

Pronounced “bye-ose.” Instructions in the onboard flash memory that start up
(boot) a computer without the need to access programs from a disk.
Sometimes used for the name of the memory chip where the start-up
instructions reside. BIOS access is available even during disk failures.
Administrators often need to access the BIOS while troubleshooting, for
example, to temporarily change the location from which the system bootsin
case of a corrupted operating system kernel. How to access the BIOS varies
from one manufacturer to the other.

BMC (baseboard management controller)

bonding

callback

Aninternal processor on some servers that is separate from the main system
and that operates even if the main processor is not operable. Sits on the
server’s baseboard (motherboard), on an internal circuit board, or on the
chassis of ablade server. Monitors on-board instrumentation. Provides remote
reset or power-cycle capabilities. Enables remote access to BIOS
configuration or operating system console information. In some cases
provides KVM control of the server. Includes a communication protocol that
delivers the information and control to administrators.

See Ethernet bonding.

A security feature used to authenticate users who are calling into a device.
The software authenticates the user, hangs up, and then returns the call to the
user before alowing access.

CAT5 (category 5)
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A standard for twisted-pair Ethernet cables defined by the Electronic
Industries Association and Telecommunications Industry Association
(commonly known as EIA/TIA).The support for CAT5 and later
cabling (such as CAT5e) in many Cyclades products allows the use of
existing cabling in the data center.
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CDMA (code division multiple access)

A mobile data service available to users of CDMA mobile phones.

CHAP (challenge handshake authentication protocol)

checksum

An authentication protocol used for PPP authentication. See MS-CHAP.

Software posted at the Cyclades download site is accompanied by a checksum
(* .mds) file generated using the M D5 algorithm. The checksum of a
downloaded file must be the same as the checksum in the file. The checksum
is compared automatically when the download is performed through the Web
Manager or can be compared manually if the download is performed using
ftp or http. If the checksums do not match, the software file is damaged
and should not be used.

CLI (command line interface)

Glossary

Allows users to use text commands to tell computers to perform actions (in
contrast to using a GUI). The user types a text command at an on-screen
prompt and presses the Enter or Return key. The computer processes the
command, displays output when appropriate, and displays another prompt.
Users can save a series of frequently-used commandsin a script. Being ableto
create and run scripts to automate repetitive tasks is one of the reasons many
administrators prefer using a CLI.

Cyclades products run the Linux operating system, and most Cyclades
products allow access to the command line of the Linux shell. Command line
accessis achieved through several different means. For one example, aremote
administrator can use Telnet or SSH to access an AlterPath OnBoard and then
can enter commands on the Linux shell's command line.

Some Cyclades products offer a management utility called the CLI.
Administratorstype “CLI” or “cli” at the prompt in the Linux shell. Products
that provide similar utilitieswith different names, such asthe cyc11i, provide
an alias for users who are familiar with the CLI name. The Cyclades CLI tool
provides many commands and nested parametersin aformat called the CLI
parameter tree.
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CLI parameter tree

Each version of the Cyclades CLI utility has a set of commands and
parameters nested in the form of atree. The CLI for the AlterPath OnBoard
and other products use the Cyclades Application Configuration Protocol
(CACP) daemon (cacpd). The cacpd usesthe param. conf file, which
defines a different CLI parameter tree for each product.

client-side management software—See management software
command line interface (See CLI)

community name

A string used as atype of shared password by SNMP v1 and v2 to authenticate
messages. Hosts that share the same community name usually are physicaly
near each other. The administrator must supply a community name when
configuring SNMP on the Cyclades device, and the same community name
must be aso configured on the SNMP server. For security reasons, the default
community name public should not be used.

console

A computer mode that gives access to a computer’s command line (see
command line interface). The console also displays error messages generated
by the computer’s operating system or BIOS. Console accessis essential when
a device (such as some special-purpose Servers, routers, service processors,
and other embedded devices) has no window system. Console access is also
essential when the window system is not available on a device that has one,
either because the system is damaged or it is offline. Access to the console
allows remote administrators to control and repair damaged or otherwise-
unavailable systems. See a so device console and service processor console.

console servers

Appliances that give consolidated access to the console ports of connected
assets, either over the network, through dial-in, or direct serial connection.
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Cyclades

decryption

A corporation founded in 1989 to provide unigque networking solutions.
Named after the ground-breaking French packet-switching network created in
1970, which was named after the Greek province of Cyclades. Cycladesin
Greece is made up of many islands that when viewed on a map resemble a
diagram of nodes in a computer network.

Decoding of datathat has been encrypted using an encryption method.

Dell Remote Assistant Cards (See DRAC)

Dell Remote Administrator Controller (See DRAC)

device console

The console on a server or another type of device that allows accessto its
console through an Ethernet port that is connected to one of the OnBoard's
private Ethernet ports.

DHCP (dynamic host configuration protocol)

dial-in

Glossary

A servicethat can automatically assign an | P addressto a device on anetwork,
which saves administrator’s time and reduces the number of 1P addresses
needed. Other configuration parameters may also be managed. A DHCP
server assigns adynamic address to a device based on the MAC address of the
device's Ethernet card. Many Cyclades devices are shipped with DHCP client
software, and with DHCP enabled by default.

A method of connecting to aremote computer using communications
software, such as PPP, along with a modem, and a telephone line, which is
supported on many Cyclades products. After the administrator of the Cyclades
product has connected amodem from the Cyclades product to alive telephone
line and made the phone number available, a remote authorized user can use
the phone number to dial into the Cyclades product and access connected
devices.
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DNS (domain name service or system)

A service that translates domain names (such as cyclades . com) to
network 1P addresses (192.168.00.0) and that translates host names (such as
“onboard”) to host |P addresses (192.168.44.11). To enable the use of this
service, administrators need to configure one or more DNS servers when
configuring AlterPath devices.

DRAC (Dell Remote Access Controller)

All of the following combinations are used for defining this acronym, with
multiple definitions appearing even at the Dell website: Dell Remote [Access |
Administrator | Administration] [Controller | Card].

Service processors on certain Dell servers may include an independent DRAC
system controller. Several incompatible version types exist (DRAC 11, DRAC
11, DRAC I/XT, DRAC 1V) aong with several incompatible firmware
versions. All controller types have a battery and can have an optional
PCMCIA modem installed. Provide remote monitoring, logging, alerting,
diagnostics, and basic control of the server. Some types have a native web
interface and a native application “Dell OpenManage Server Administrator,”
that runs on the remote administrator’s computer. Dell Open Managel T
Assistant software on the administrators computer can be used to configure
and launch access.

The OnSite provides access to many but not all DRAC management functions
on supported DRAC versions. To access al the management functions
available through DRAC requires native | P access.

encapsulating security payload (See ESP)
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encryption

Trandation of datainto a secret format using a series of mathematical
functions so that only the recipient can decode it. Designed to protect
unauthorized viewing or modification of data, even when the encrypted datais
travelling over unsecure media (such as the Internet). See 3BDES and SSH. As
an example, aremote terminal session using secure shell SSH usually
encrypts data using 3DES or better algorithms. Encryption is one of the
security features provided on Cyclades products to enable customers to
enforce their data center security policies. See also authentication and
authorization.

ESP (encapsulating security payload)

One of the two main protocols used by IPSec (AH is the other). ESP encrypts
and authenticates data flowing over the connection. Does not define the
authentication method that must be used. DES, 3DES, AES, and Blowfish are
commonly used with ESP.

Ethernet bonding

Synonymous with Ethernet failover. A way of configuring two Ethernet ports
on asingle device with the same IP address so that if the primary Ethernet port
becomes unavailable, the secondary Ethernet port is used. When bonding is
enabled, the active |P address is assigned to bond0 instead of ethO. When the
primary Ethernet port returns to active status, the software returns it to
operation.

Ethernet failover
See Ethernet bonding. See also failover.

event log

Referred to as the system event log (SEL) on most service processors, a
timestamped record of events such as power on/off, device inserts/removals/
connects/disconnects, sensor threshold events and alerts.
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Expect script

A script written using expect, a scripting language based on Tcl, the Tool
Command Language. Can be written to perform automation and testing
operations that are not possible with other scripting languages. Cyclades uses
expect scriptsin some of its AlterPath products, and users can customize
some of the default expect scripts. For example administrators of the
AlterPath OnBoard can customize the Expect scripts that handle
conversations with service processors and other supported devices.

failover

A high-availability feature that relies on two redundant componentsin a
system or a network, with the second component available to automatically
take over the work of the primary components if the primary component
becomes unavailable for any reason. When the primary component becomes
available, it takes over the work again. Automatically and transparently
redirects requests from the unavailable component to the backup component.
Used to make systems more fault-tolerant. See Ethernet bonding.

flash memory
A chip used to store the operating system, configuration files, and applications
on some Cyclades products.

GPRS (general packet radio service)
A mobile data service available to users of GSM mobile phones that adds
packet data capabilities.

GSM (global system for mobile communications)
Originated by the GSM (Groupe Special Mobile) group in Francein 1982. A
popular standard for mobile phones.

GUI

Graphical user interface (pronounced GOO-e€). A computer interface that
allows usersto tell computers to perform actions by clicking on graphical
elements such asicons, choosing options from menus, and typing in text fields
on forms displayed on the computer screen. Many Cyclades products provide
GUI access through the Cyclades Web Manager.
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HTTP (hypertext transfer protocol)

Protocol defining the rules for communication between Web servers and
browser across the Internet.

HTTPS (secure HTTP over SSL)

Protocol enabling the secure transmission of Web pages by encrypting data
using SSL encryption. URL s that require an SSL connection start with https.

IETF (Internet Engineering Task Force)

Main standards organization for the Internet. Working groups create Internet
Drafts that may become RFCs. RFCs that are approved by the Internet
Engineering Steering Group (IESG) may become standards. RFCs (Requests
for Comments) are the official technical specifications of the Internet protocol
suite. For example, the format of SNMP MIBs was defined by the IETF,
which assigns MIB numbers to organizations.

iLO (Integrated Lights Out)

Hewlett Packard's proprietary service processor (pronounced EYE-Ioh). Even
though HP is amajor supporter of IPMI, the company also providesiLO
because it provides many more functions than IPMI. The iLO processor
resides on the baseboard. Even if the server is off, iLO is active. When the
dedicated Ethernet port is plugged into the network, iLO uses DHCP. iLO has
aweb interface and a Telnet interface. Advanced iLO provides remote KVM
and virtual media access.

integrated lights out (See ILO)

IP address consolidation

Provides controlled access to basic management features on multiple
Ethernet-based serversthat have embedded service processors, using only one
Internet address. When managed separately, each service processor needs its
own | P address. Managing multiple servers with multiple IP addressesis both
expensive and time consuming without consolidation.

IPDU (intelligent power distribution unit)

A device with multiple power inletsinto which 1T assets can be plugged for
remote power management. Cyclades supports a family of AlterPath PM
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IPDUs that can be remotely managed when they are connected to AlterPath
devices, such as the AlterPath KVM/net or AlterPath OnBoard.

IPMI (Intelligent Platform Management Interface)

ipmitool

An open standards vendor-independent service processor currently adopted by
many major server platform vendors. Its main benefit over other service
processor typesisthat it isinstalled on servers from many vendors, providing
one interface and protocol for all servers. Its main disadvantage isthat it does
not always provide as much functionality as the proprietary service
processors. For thisreason, IBM’s series €325 and €326 servers use IPMI to
manage their BM Cs but the top-of-the-line xSeries servers use RA 1. IPMI
works by interacting with the BMC, and since it usually has standby power, it
can function even if the operating system is unavailable or if the system is
powered down. The OnSite supports IPMI version 1.5. OnSite administrators
can create custom Expect scripts to support IPMI 2.0.

A command line utility that interfaces with any BMC that supports
either IPMI 1.5 or 2.0 specifications. Reads the sensor data repository
(SDR) and prints sensor values, displays the contents of the System
Event Log (SEL), prints Field Replaceable Unit (FRU) inventory
information, reads and sets LAN configuration parameters, and
performs remote chassis power control. Described at SourceForge at:
http://ipmitool.sourceforge.net. The command options are
described on the ipmitool(1) man page at SourceForge: http://
ipmitool.sourceforge.net/manpage.html. ipmitool
commands can be added to customized scripts on the OnSite to access
unsupported features on a connected service processor.

IPSec (Internet protocol security)

592

A suite of protocols used for establishing private, secure, connections over |P
networks. Only the sending and receiving computers need to be running
IPSec. Each computer handles security at its end and assumes that the
intermediary nodes between the source and destination computers are not
secure. Supported on many AlterPath products. In tunnel mode, 1PSec is used
to form a VPN connection, creating a secure tunnel between either an
individual host or a subnet on one end and the AlterPath device on the other
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Kerberos

KVM

end. Has two modes, transport and tunnel mode. Tunnel mode encrypts the
entire packet. Transport mode encrypts application headers, TCP or UDP
headers, and packet data, but not the IP header. The method that encrypts the
entire packet cannot be used where NAT is required

Network authentication protocol designed to provide strong authentication for
client/server applications by using secret-key cryptography.

Remote keyboard, video [monitor], and mouse access to a server through a
PS/2 or USB connection on a server that is connected to aKVM switch.

KVM analog switch

A KVM switch that requires alocal user connection before a user can gain
access to any serversthat are connected to the switch. Cyclades AlterPath
KVM anaog switches are one component of the out-of-band infrastructure.

KVM over IP switch

KVM switch

Glossary

A KVM switch that supports remote access over aLAN or WAN or telephone
line to servers connected to the switch, using the TCP/IP protocols and aweb
browser. Enables operations over long distances. Cyclades AlterPath KV M/IP
switches are one component of the out-of-band infrastructure.

Enables use of only one keyboard, video monitor, and mouse to run multiple
servers from aremote location. Reduces expenses by eliminating the cost of
acquiring, powering, cabling, cooling, managing, and finding data-center
space for one keyboard, monitor, and mouse for every server. Servers are
connected to KVM ports on Cyclades AlterPath KVM switches using
AlterPath KVM terminators on the server end and up to 500 feet of CAT5 or
greater cable. AlterPath KVM switches provide authentication and other
security features and allow only authorized usersto access arestricted set of
connected servers. See also KVM analog switch and KVM over |P switch.
Cyclades AlterPath KVM analog switches are one component of the out-of-
band infrastructure.
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LDAP (lightweight directory access protocol)

MAC address

A directory service protocol used for authentication. One of many standard
authentication protocols supported on Cyclades devices.

Also called the Ethernet address. A number that uniquely identifiesa
computer that has an Ethernet interface. Cyclades equipment displays MAC
addresses on alabel on the bottom.

management console—See service processor

management network

A network separated from the production network that provides remote out-
of-band access for management of IT assets, including access for returning
disconnected IT assets to service without the need for asite visit.

management software

MIB
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Each server company that offers a service processor produces its own client-
side software to access the servers management features through the service
processor. In some cases, management software is imbedded in the service
processor and is presented either as aweb interface or as acommand line
interface accessed using SSH or Telnet, or as both aweb interface and
command line interface. In other cases, the management software isinstalled
in aclient workstation and accesses the management features of the service
processor using an | P-based protocol, such as IPMI. Most of these types of
software only manage one server, do not scale, and do not address the need for
consolidated access-control, multi-user access, data logging, and event
detection, encyrption and other needs. The OnSite addresses these needs and
provides a single interface to access basic features of multiple-vendors
SErvice processors.

Each SNMP device has one or more M1Bs (management information bases),
which describes the device's manageable objects and attributes. The MIB
nametree for Cyclades starts at 1.3.6.1.4.1.4413.
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MIIMON

A value set when configuring Ethernet failure to specify how often the active
interface isinspected for link failures. A value of zero (0) disables MII link
monitoring. A value of 100 isagood starting point, according to SourceForce
bonding documentation.

MS-CHAP (Microsoft challenge handshake authentication protocol)

The Microsoft version of CHARP, which does not require the storage of a clear
or reversibly-encrypted password. Can be used with or without AAA
(authentication, authorization, and accounting). If AAA is enabled, PPP
authentication can be done by TACACS+ and RADIUS.

NAT

Network address tranglation, an Internet standard that enables the use of one
set of |P addressesfor internal traffic and another set of |1P addressesfor traffic
over the public network. The AlterPath OnBoard uses NAT to allow accessto
service processors and managed devices while not revealing their Ethernet
addresses. Users can use administratively-assigned virtual 1P addresses to
access the service processor or device through the OnBoard.

native applications

A management option that gives the user the ability to run service processor-
specific native applications and access the application’s management features
from the user's remote computer through the OnBoard. For example, the IBM
service processor provides the IBM Director native application.

To obtain thistype of access, the authenticated and authorized user selectsthe
“Native P’ option after establishing a VPN connection between the user’s
computer and the OnBoard. At that point, the user can bring up the
management application from where it resides on the user's computer or on
the service processor and use the service processor's server management
functions.

native command interface (See NCI)

native IP

A management option that the OnBoard administrator can enable when
configuring a service processor. Because this option providesfull accessto all
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features supported by the service processor, the user must be a trusted user
who is specifically authorized to use the option. A VPN connection must be
made before the user is alow to access the native IP option. When the OnSite
user activates Native | P for a service processor, the OnSite routes packets
between that user’s | P address and the service processor through a secure
tunnel. The VPN connection must remain active for the duration of the Native
IP session. Authorizing a user for native IP gives the user access to a native
application or a native web interface that may be provided by the service
processor and that may provide additional management functions beyond
those provided by the OnBoard, including KVM over |P access to the server.

native web interface

A service processor feature that allows browser access to the service
processor’s information, management, configuration, and actions, by means
of aHTTP/HTTPS server running on the service processor. Access to this
feature requires the user to be authorized for native IP.

NCI (native command interface)

A service processor feature that allows direct access to the console of the
service processor. Access may be provided to features such as power control,
hardware auditing, event logs, sensor readings, and service processor
configuration, usually by means of a Telnet or SSH server running on the
Service processor.

NEBS (Network Equipment Building System) Certification
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Means that equipment has been tested and proven to meet the NEBS
requirements for central office equipment that is adhered to in common by
several telecommunications carriers. The requirements are in place to ensure
that telecommunications equipment poses no risk or safety hazard to people,
nearby equipment, or to the physical location where the equipment operates,
and that equipment is reliable and dependable during both normal and
abnormal conditions. Tests address hest release, surface temperature, fire
resistance, electromagnetic capability, electrical safety, and manufacturing
component characteristics, among other attributes.
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network time protocol (See NTP)

netmask

The dotted-decimal expression that determines which portion of an |P address
represents the network | P address and which is used for host | P addresses, for
example, 255.0.0.0.

NIS (Network Information Service)

A directory service protocol used for authentication in UNIX systems. One of
many standard authentication protocols supported on Cyclades devices.

NTLM (NT LAN manager)

An authentication protocol used by Microsoft SVB.

NTP (network time protocol)

OID

onbdshell

Glossary

A protocol used to synchronize the timein aclient with a high-accuracy
network time protocol server.

A unique indentifier for each object in an SNMP MIB. The OID naming
scheme isin the form of an inverted tree with branches pointing downward.
The OID naming scheme is governed by the IETF, which grants authority for
parts of the OID name space to individual organizations. Cyclades has the
authority to assign Ol Dsthat can be derived by branching downward from the
node in the MIB name tree that startsat 1.3.6.1.4.1.4413.

SNMP programs use the OID to identify the objects on each device that can
be managed by using SNMP.

The OnBoard shell, /usr/bin/onbdshell, which displays a menu of
devices an authorized user can access. Accessed by authorized users through
selecting the “ Access Devices’ option from the user shell menu, rmenush.
Selecting a server name from the menu brings up the list of actionsthe user is
authorized to perform on that server’s service processor. Accessed by
administrators by typing/usr/bin/onbdshell onthe OnSite'scommand
ling; the administrators version of the menu lists all configured devices.
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OOBI (Out-of-band Infrastructure)

An integrated systems approach to remote administration. Consists of
components that provide secure, out of band access to connect to and manage
an organization’s production network. Components can include console
servers, KVM and KVM over P switches, power control appliances,
centralized management devices (to control the entire out-of-band
infrastructure), and service-processor managers to manage access to multiple
vendor's service processors. Allows administrators to remotely connect to
disconnected I T assets and to quickly return them to normal operation.
Cyclades AlterPath products are designed as building blocks for an OOBI,
including AlterPath ACS console servers, AlterPath KVM and KVM over P
switches, AlterPath OnSite with consolidated console and KVM ports,
AlterPath PM IPDUs, the AlterPath OnBoard service- processor manager, and
the AlterPath Manager for centralized control of and access through multiple
AlterPath devices to up to 5000 connected devices, and for accessto servers
that have IPMI controllers.

OTP (one-time passwords)

out of band
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An authentication system that requires the user to generate and use a new
password for every connection. The OTP can only be used once, which
ensures that a discovered password is useless. Originally developed at
Bellcore (now Telcordia), it started as afreely available program called S/Key
that was trademarked. A newer freeware OTP program is OPIE (one-time
passwords in everything).

Accessto IT assets that is either separate from or independent of the normal
production network. A term that originated in the telecommunications
industry to refer to communications used to control a phone call that are made
on adedicated channel, which is separate from the channel over which the call
ismade. Allows remote monitoring and control even when amanaged I T asset
loses connection to the production network. Typically, out-of-band accessis
through a console or management port (typically an RS-232 or Ethernet port),
an intelligent power management device (IPDU), a KVM port, or aservice
processor.
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point to point protocol (See PPP)

point to point tunneling protocol (See PPTP)

PPP (point to point protocol)

A method that creates a connection between a remote computer and a
Cyclades device and enables a remote user access using the Web Manager or
the command line. Supports the use of the PAP, SPAP, CHAP, MS-CHAP, and
EAP authentication methods.

PPTP (point to point tunneling protocol)

A VPN method developed by Microsoft along with other technology
companies, it is the most widely supported VPN method among Windows
clients and the only VPN protocol built into Windows 9x and NT operating
systems. Uses the same types of authentication as PPP.

production network

The network on which the primary computing work of an organization is
done. Users on a production network expect 24/7/365 availability with
access to data and resources as reliable as access to tel ephone service.
Development and testing of new applications are often performed on separate
networks to avoid burdening or compromising the production network.
Organizations often set up separate management networks to provide remote
out-of-band access to disconnected I T assets.

RADIUS (remote authentication dial in user service)

Glossary

A widely-supported authentication protocol for centralized user
administration. Used by many Internet Service Providers (ISPs) and by
devices such as routers and switches that do not have much storage. Combines
authentication and authorization in auser profile. Relies on the UDP protocol.
One of many standard authentication protocols supported on Cyclades
devices.
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remote supervisor adapter Il (See RSA 1I)

remote system control (See RSC)

rmenush

The default login shell for users (/usr/bin/rmenush), which alows
users only alimited set of menu options, including: access to management
actions on devices for which they are authorized; the ability to change the
user’s password; and the ability to logout. The OnSite administrator may
modify the menu options and commands.

RSA Il (remote supervisor adapter 1)

Service processor technology on certain IBM serversthat includes a service
processor PCI card used to manage the BMC that is located on the
motherboard. Enables the remote administrator to receive notifications, alerts,
to view event logs and the last screen before afailure, to use virtual media
(also called “remote media’), to control power and to manage the console
through aweb browser using a built-in Web server. Provides more options
than the IPMI service processor that is available on IBM xseries €325 and
€326 servers.

RSC (remote system control)

Service processor technology on certain Sun servers that includes a service
processor RSC card. Enables the remote administrator to run diagnostic tests,
view diagnostic and error messages, reboot the server, and display
environmental status information from aremote console even if the server’s
operating system goes offline. The RSC firmware runs independently of
the host server, and uses standby power drawn from the server. The
RSC card on some servers include a battery that provides
approximately 30 minutes of power to RSC in case of apower failure.

secure rack management (See SRM)

security features
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Cyclades products provide security features, including encryption,
authentication, and authorization, to enable customers to enforce their data
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center security policies while providing out-of-band access to managed
systems.Also provided in most Cyclades products are security profiles.

security profiles

Most Cyclades products require the administrator to select a security profile
during initial configuration, which helps enforce the security policies of the
organization where the unit is being used. The security profiles are
configurable and control which network services are turned on, whether a
default authentication method is specified for all subsequently-configured
devices, whether authorizations are checked. (Bypassing authorizationsis not
availablein any of the default security profiles but can be selected in a custom
security profile.) The security profile chosen during initial configuration can
be changed later. Services can aso be turned on and off independently from
the security profile.

SEL (See event log)

serial over LAN (See Sol)

service processor (See SP)

service processor console

The console on a service processor whose dedicated Ethernet port is
connected to one of the OnBoard’s private Ethernet ports. Sometimes referred
to as NClI (for native command interface). [OnBoard only]

service processor manager

Glossary

An OOBI component that provides to users and groups secure, controlled
access to basic features required for out-of-band management of servers that
have embedded management controllers (also called BMCs or service
processors). Also provides access to the console of servers and other devices
without service processors but that have Ethernet ports that allow console
access. Provides a single point of access through a single Ethernet address
(see IP address consolidation) to services that are provided by service
processors from several different vendors and to the console of certain servers
and other devices. Its administrators are able to use a single interface to
manage multiple servers without having to learn multiple management
interfaces. The AlterPath OnBoard is the Cyclades service processor manager.
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shell

A command interpreter on UNIX-based operating systems (like the Linux
operating system that controls most Cyclades products). A shell typically is
accessed in aterminal window where the shell presents a prompt. For
example: [admin@OnSite admin] # isthe prompt that appears when a
user logsinto an OnSite as admin and isin the /home /admin directory.
Userstell the operating system to perform actions by typing commandsin the
shell, which interprets the commands and performs the specified actions. See
also command line interface. The AlterPath OnSite has two user shells:
onbdshell and rmenush.

simple mail transfer protocol (See SMTP)

SMB (server message block)

A protocol used for file sharing and other communications between Windows
computers. Microsoft uses this protocol along with NTML authentication
protocol used to authenticate a client on a server.

SMTP (simple mail transfer protocol)

The most-commonly-used protocol used to send email.

SNMP (simple network management protocol)
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A set of network management protocolsfor TCP/IP and IPX (Internet Packet
Exchange) networks, which are part of the TCP/IP protocol suite. Supports
management of devices running SNM P agent software by remote
administrators using SNMP manager software, such as HP OpenView, Novell
NMS, IBM NetView, or Sun Net Manager, on remote computers. Devices
running SNM P agent software send data from management information bases
(MIBs) to the SNMP manager software.

On certain Cyclades devices, administrators can enable SNMP to allow a
remote administrator to manage the device and can configure the device to
send alerts about events of interest. Before enabling SNMP, the administrator
needs the following information: The contact person (administrator) of the
AlterPath device; the physical location, the community name (for SNMP v1,
v2c only), IP address or DNS hosthame of the SNMP manager. The OnBoard
supports SNMP v1, v2c¢, and v3. The SNMP configuration fileis located at
/etc/snmp/snmpd. conf. Seealso OID and traps.
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SNMP manager

Any computer running SNMP manager software. Also called a network
management station or SNMP server.

SNMP manager software

Displays data about managed devices on the console or savesthe datain a
specified file or database. Some network management programs such as HP
OpenView graphically show information about managed devices.

SNMP server (See SNMP manager)

SoL (serial over LAN)

Accessto the console of a server or other device that supports redirection of
serial server datato adedicated Ethernet port. Permits access to and control of
the BIOS and operating system console over the LAN or Internet. Eliminates
the need for the device to have a serial port and the need for serial cabling to
enable console access. On the OnSite, once adevice's SoL Ethernet port is
connected to one of the OnSite’s private Ethernet ports, an authorized user can
access the server or adevice's console either through the “ Device console” or
“devconsole”’ option (available on the Web Manager, rmenush, or
onbdshell) or through entering the devconsole command with ssh
on the command line).

SP (service processor)

Ethernet-based management controller on a server, which provides out-of -
band management through an interface between the server’s administrator
and an internal baseboard management controller (BMC) that enables the
management features. Management features can include serial console
emulation (using Telnet or IPMI), KVM over |P, power control, sensor and log
information from the server hardware, and virtual media.

SRM (secure rack management)

Glossary

An out-of-band infrastructure (OOBI) capability delivered by the AlterPath
OnSite that isolates the management ports (emergency service ports) of
servers that have service processors from the production network. Physically
consolidates and logically secures the Ethernet connections between the
AlterPath OnSite and the connected service processors. By providing IP
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SSH

consolidation, SRM substantially lowersthe cost and complexity of deploying
service processors. SRM also lowers the security risks of using service
processors by providing centralized authentication and user access control,
isolating vulnerabl e service processor protocols from the production network
and communicating with authenticated and authorized users over the public
network using higher-end secure protocols (such as SSH, S, and HTTPS).

Secure shell, developed by SSH Communications Security, Ltd., isa UNIX-
based shell and protocol that provides strong authentication and secure
communications over unsecured channels. Unlike telnet, ftp, andthe
rcp/rsh/remsh programs, SSH encrypts everything it sends over the
network. Many Cyclades products support SSH version 1 and SSH version 2.
Since SSH1 and SSH2 are entirely different, incompatible protocols, it is
important when given a choice between enabling one or the other of the two
SSH versions to enable the version that is available on the computer being
used to access the Cyclades equipment. The OpenSSH

(www . openssh . org) packageis used on the AlterPath OnSite. THe OnSite
uses the Open SSH version that is certified by the Cryptographic Module
Validation (CMV) program run by the U.S. National Institute of Standards
(NIST) and the Canadian government’s Communications Security
Establishment (CSE). Authorized users on the AlterPath OnSite can enter an
OnSite-specific set of commands such as poweron, poweroff, powercycle
when using ssh on the command line to perform service processor
management actions.

SSL (secure sockets layer)

A protocol for transmitting private documents viathe Internet. Also used for
the type of connection used for transmitting the information. Uses two keysto
encrypt data being transferred: a public key and a private or secret key known
only to the message receiver. See dso HTTP/HTTPS,

system event log (See event log)

TACACS+ (Terminal Access Controller Access Control System)
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An authentication protocol (pronounced tak-ak_plus) that provides separate
authentication, authorization, and accounting services. Based on TACACS,
but completely incompatible with it. Uses the TCP protocol, which is seen by
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some administrators as a more-reliable protocol than the UDP protocol used
by RADIUS. One of many standard authentication protocols supported on
Cyclades devices.

trap

An operation started by an SNMP agent in response to an event of interest on
amanaged-object in adevice, which sends an aert to the SNMP manager. The
administrator of certain Cyclades device can configure which types of events
generate trap messages and trap destinations. Also known as SNM P messages
or as “PDUS’—protocol data units.

virtual media

Emulates the use of afloppy or CD drive that is physically connected to the
remote administrator’s computer to

VPN (virtual private network)

A mechanism enabling two computers to securely transfer information over
an otherwise untrusted network through a secure tunnel. Two common options
used for VPN are IPSec and PPTP.

Web Manager

Cyclades web management interface. The Web Manager runsin supported
browsers and allows remote administrators to configure Cyclades products
and to enable remote users to access servers and other devices that are
connected to Cyclades products. Authorized users can use the Web Manager
to access connected devices.
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configuration (continued)
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configuring (continued)
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with OSD 404, 405
with Web Manager 320
with OSD 494, 497
configuring users, with Web Manager 195
connected devices
configuring authentication servers for
278
planning access to 60
power management 51
tasks for configuring 61
connecting
to KVM ports 144
to the OnSite 193
through a terminal emulator 113
using PPP 113
connection protocols
configured for serial ports 104
configuring for adumb terminal 237
for modems and power management 235
seria ports
configuring for console access with
Web Manager 232
configuring with OSD 447
overview 104
when connecting a serial port to a
device's console 232
when connecting a serial port to a
termina 233
console access server (CAS) profile 232
console banner configuring 302
console ports 3

Index

of connected devices 101
OnSite 39
using to restore factory default
configuration 577
server or other device 39
console sessions 39
console sessions, hot keys 104
console, banner 300
consoles
on devices 4
control buttons 136
conventions, for showing how to navigatethe
OSD xlvii
CPU, viewing information about with Web
Manager 359
create cf command 564, 572, 577
factory default option 577
options 578
critlog level 70
CSLIP protocol 235
Ctrl+k hot key
configuring with OSD 392
OSD configuration screen 390
Ctrl+p IPDU power management hot key for
serial port connections 104
Ctrl+Shift+i IPMI power management hot
key for seria port connections 104
currentimage environment variable 568, 579
Cyclades
downloading documents from xlv
downloading firmware from 200
finding the pathname for firmware or
microcode upgrades 368
cycletime, configuring for Local Users with
Web Manager 219, 222
cycling among servers
OSD connection menu option 91, 380
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D

daemon . sh command 563
restart GDF 556
restart WEB 502, 528, 531
WEB option 563
daisy-chaining Alter Path PM IPDUs 51
data buffering
as a security feature 6
choosing a notifications method for 270
configuring
inWizard 179
tasks and where documented 31
with Web Manager 242, 243
with Wizard 179, 181
Data Buffering Wizard screen 179
data encryption 31
date/time
configuring
with OSD 426
with Web Manager 347
configuring an NTP server
with OSD 481
with Web Manager 350
configuring manually
with OSD 481
with Web Manager 349
OSD configuration screens 426
debug log level 70
dedicated dumb terminal 233
Default Permission 34, 296
default static routes, configuring with OSD
423
defaults
AlterPath Viewer hot keys 86, 89
authentication methods 32
for OnSitelogins 7
configuration
restoring 576

restoring as root 577
configuration files 576, 577, 579
configuration files, restoring 577
packet filtering chains 65
port access permissions 32

DES encryption
introduction 31
AlterPath Viewer 82

recommendations 79
configuring

with OSD 391, 394
configuring with OSD 391
task for configuring 188

destination-unreachable ICMP option 69
/dev/hdc PCMCIA dot 1 device name
578
/dev/hde PCMCIA slot 2 device name
578
/dev/ttyAn device name 47
/dev/ttyKn device name 48
/dev/ttyMn device name 48
/dev/ttySn device name 48
/dev/ttyS1 device name 111
devices
accessing 73-117
configuring serial port settings to match
238
connecting through the Web Manager
141
controlling access to 6
default authentication method for logins
to7
port numbers 47
DHCP
configuring

with OSD 398

with Web Manager 169, 301

with Wizard 168, 170
considerations when choosing 53
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DHCP (continued)

OSD configuration screen 398
diagnostic information, accessing 4
dial-ins

introduction 4142

accessing Web Manager through 126

configuring authentication for 18

connection methods 112

initializing 115

means for using 41

preferences 115

remote access option 39

through aterminal emulator 113

through PPP 113

using OTP authentication for 118
dial-out 546-558
direct accessto KVM ports

introduction 45

authentication for 18

configuring

with OSD 391, 394
with Web Manager 214

OSD configuration screen 394
direct connections

options overview 39

option for OSD access 377

options 39
Disconnect button 104
DNS servers, configuring 301, 302
do create cf ext2 script 508
document

CD xlv

downloads xlv

organization xliv

related documentation xIv
document, audience xliii
domain 302
domain name 301
downloading

Index

Cyclades documents XIv
downloading, firmware (software) for
AlterPath PMs 200, 201
DROP target action 69
dst-unreach ICMP type 416
dumb terminals
access to OnSite and seria ports 76
configuration options
with OSD 101
with Web Manager 234
connected to serial ports 3, 4
in list of access methods 40
menu
configuring with Web Manager 209
seria port configuration option with
0SD 102
TS profile protocol 233
used for troubleshooting 560

E

echo-reply ICMP option 68, 71
echo-request ICMP option 69, 416
edit
chain for packet filtering 340
rule for packet filtering 341
dialog box 341
rule for packet filtering chain 66, 331
email notifications
configuring atrigger with Web Manager
271
for administrators 4
emerg log level 70
emergency management services 4
EMS4
encryption 221
3DES, configuring with OSD 394
introduction 31
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encryption (continued)
AlterPath Viewer 82
recommendations 79
configuring
with OSD 391, 394
with Web Manager 221
IPSec 54
levels 0-2 31
security option 6
task for configuring 188
types 31
for KVM port data 7
using VPN tunnels 54
environment variables, currentimage 579
environmental monitoring devices 4
err log level 70
error logs 4
Esc (escape) key
See escape sequence
Esc (escape) key, using with OSD 381
escape sequence
configuring
for Sun hot keys 390
configuring for AlterPath Viewers
with OSD 392
configuring for KVM port connection
with OSD 390
conventions for xlvii
ESP authentication protocol 55
ESSID 316
/etc/chatscripts/wireless file
554
/etc/config filesfile
certificate files pre-added to 528

/etc /opie.conf 507
/etc /opie.conf file

additional configuration 508
/etc/opie.conf file 507
/etc/pcmcia/serial . opts file 555
/etc/ppp/peers/wireless file 552,

553, 554

Ethernet

bonding 301

configuring a second 1P address with

Web Manager 302

failover 301

network 3

PCMCIA card configuration 305

port on OnSite 3, 38

Web Manager access through 126
events notifications 53
Expert mode, Web Manager

introduction 189

overview of menus and screens 191
external modem

configuring an AUX port for 266

OnSite access option 39, 41

Web Manager access option 126

F

facility numbers
introduction 28
configuring
with OSD 304, 392
with Web Manager 183, 243, 244,
304
with Wizard 183

/etc/daemon.d/gendial . shfile 555
/etc/daemon.d/webui . conf file 502 Syslog Facility screen 390

/etc/generic-dial.conf file547 for syslog server configuration with OSD
/etc/network/st routes file 556 387

files

configuring with OSD
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factory defaults
configuration 577, 578, 579
to restore 576, 577
configuration files 388, 576
to restore the configuration 577
failover 301
fan, viewing information about 359
files
/etc /opie.conf 508
/etc/daemon.d/webui.conf 502
configuration, restoring 576
configuration gz 575
/etc/chatscripts/wireless
554
/etc/daemon.d/gendial.sh 555
/etc/generic-dial.conf 547
/etc/network/st_routes 556
/etc/pcmcia/serial.opts 555
/etc/ppp/peers/wireless 552,
554, 553
managing configuration changes 574
webui .conf 502
filesystem, local, for storing OTP data 506
FIN (finish) 68
firewall, OnSite virtual
configuring 65-71, 327, 328
procedures 71, 339
with OSD 408
OSD configuration screens 408
target actions 69
firewalls
as | Psec security gateways 55
blocking certain TCP ports 49
firmware (software)
AlterPath PM, upgrading 201
OnSite
downloading from Cyclades 200
upgrading 369
finding the pathname for 368

Index

Web Manager firmware upgrade
screen 366, 369
to download from Cyclades 200
flash memory
booting when not usable 572
loading configuration files from, with
OSD 489
partitions 577
PCMCIA card 579
configuration screen 305
used for configuration backup 364
saving configuration files to, with OSD
488
storing backed-up configuration files
575
flow chart, KVM port permissions hierarchy
34
format storage media, while creating a boot
image 578
FPGA 57, 158
fragmentation needed ICMP option 69
FreeBSD operating system 4
ftp servers
loading configuration files from
with OSD 490
with Web Manager 365
loading microcode from
with Web Manager 372
saving configuration filesto
with OSD 490
with Web Manager 365
function keys 88

G
gateway

configuring IP address for 302
|P defined 301
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Generic User
configuring KVM port permissions with
OSD 465
default permissions 38
using to assign the same permissions to
al users 34
groups
adding auser to
with OSD 461
with Web Manager 290
configuring
with OSD 461
with Web Manager 290, 295
configuring KVM port access for
with OSD 464
with Web Manager 296
deleting
with OSD 462
with Web Manager 294
deleting a user from
with OSD 462
tasks for configuring with OSD 290,
295, 461
GSM PCMCIA cards
configuring authentication for dial-ins 18
configuring with Web Manager 305
GSM wireless 38

H

hardware self-test 4
Help button 136
host settings
configuring with Web Manager 299, 301
host static routes, configuring with OSD 423
hostname, OnSite
configuring with Web Manager 302
information on Web Manager 138
host-precedence violation ICMP option 69

host-prohibited ICMP option 69, 416
host-redirect ICMP option 69, 416
hosts
configuring
with OSD 417, 419
with Web Manager 342
OnSite settings, configuring with Web
Manager 300
tables, configuring with Web Manager
342
host-to-network tunnel 54
host-unknown ICMP option 69
host-unknown ICMP type 416
host-unreachable ICMP type 416
hot keys
configuring
introduction 63-64
tasks lists 64
conventions X|vii
escape sequence, configuring with OSD
215, 390, 393
for KVM port connections
configuring with OSD 214
for KVM over IP, configuring with
Web Manager 222
for Local User Station
video configuration
configuring with OSD 485
for Local User station
quit
configuring with OSD 435
for Local User Station, configuring
with Web Manager 222
IPDU power management 87
configuring with OSD 483
next port 87
port info, configuring with OSD 486
power management, configuring
with OSD 483
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hot keys (continued)
previous port 87
quit 86
reset keyboard and mouse 88, 99
configuring with OSD 483
switch next, configuring with OSD
485
switch previous, configuring with
OSD 486
video configuration 87
configuring with OSD 484
for serial port connections
introduction 63
IPDU and IPMI power management
104
for Sun keyboard emulation 88
configuring with OSD 216
HP Openview operating system 53
HP/UX operating system 4
HTTP, HTTPS 166
hubs 4
HyperTerminal 112

IBM NetView 53
ICMP protocols 416
options with Web Manager 68
pull-down menu 68, 335
icmp-host-prohibited target 70
icmp-host-unreachabl e target 70
icmp-net-prohibited target 70
icmp-net-unreachable target 70
icmp-port-unreachable target 70
icmp-proto-unreachabl e target 70
IDE PCMCIA card, used for configuration
backup 364
idle timeouts
configuring via Linux command line

Index

135, 502
for KVM port sessions, configuring with
Web Manager 218, 220
for Local User sessions
configuring
with OSD 433, 434
with Web Manager 221
screen saver, configuring with OSD
434
image, software 578
inactivity timeouts, for Web Manager,
configuring 135, 502
in-band connections 5
inband server connections
through RDP 43
with KVM fallback 44
infolog level 70
information
general Web Manager screen 358
KVM port, viewing while connected 100
KVM User Status Web Manager screen
360
serial port status 361, 362
Serial Port Status Web Manager screen
361, 362
Web Manager menu options 357
initialization modem string 262
input interface 337
Intelligent Platform Management Interface
power management
See IPMI
internal modem
configuring with Web Manager 267
for remotely accessing the OnSite 39
for Web Manager access 126
Internet and Intranet access 3
introduction, OnSite 1-71

619



inverted options for packet filtering
introduction 67
configuring with Web Manager 331
I P addresses

collecting for network configuration 170

gateway, configuring with Web Manager
301, 302
IPMI device, configuring with Web
Manager 207
OnSite
configuring with Web Manager 342
displayed 138
entering in abrowser 127
primary 300
remote host, for dumb terminal profile
233
secondary 302
syslog server
introduction 28
configuring with OSD 466
wireless LAN PCMCIA card,
configuring with Web Manager 316
IP modules 43
I P packet filtering
Seefirewall, OnSite virtual
IP Users
configuring
TCP Viewer ports 221
configuring KVM session parameters
with Web Manager 220
IPDU power management 154, 195
introduction 51
configuration tasks 52, 61
configuring
AUX portsfor, with Web Manager
266
management of grouped outlets
(multi-outlet control) 201
seria portsfor, with Web Manager

250

users for, with Web Manager 196

with Web Manager 197
hot key 63
hot key, for serial port connections 104
managing multiple (grouped) outlets 154
managing power

with OSD 385

with pm commands 120

with Web Manager 148
pm command menu 108
serial port hot key 104
upgrading software on |PDUs, with Web
Manager 199
viewing IPDU info with Web Manager
151
viewing IPDUsinfo

with Web Manager 151
Web Manager tabs for administrative
users 193

IPDUs

See AlterPath PM |PDUs

ip-header-bad ICMP type 416
IPMI power management

introduction 50
configuration tasks 52
configuring
serial ports for power management
while connected, with Web
Manager 250
with Web Manager 204, 206, 207
devices
configuring 206
managing power on 207
hot key 63
hot key, for serial port connections 104
ipmi commands 50
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IPMI power management (continued)
serial port hot key 104
serial port menu 109
with Web Manager 204, 208
ipmitool command 51
IPSec
introduction 54
authentication methods 8
enabling the service as a prerequisite for
VPN tunnels 322
ISDN PCMCIA card configuration 305

J
Java
applet 48, 103
viewer 104
K

Kerberos authentication method
configuring 279
example 14
support table 9
Kerberos authentication servers 492
Kermit terminal emulator 112
keyboard
emulate Sun 393
reset 99
type
configuring
with OSD 435
with Web Manager 222
Local User, configuring with OSD
435
keyboard shortcuts
See hot keys
keys
conventions for hot keys, escape keys,

Index

and keyboard shortcuts x| vii
for navigating the OSD 381
KVM management port 39
KVM over IP 43, 48, 273
configuring
IP users 222
security level, with OSD 393
session parameters 218, 222
configuring session parameters 220
module microcode filename format 371
KVM port sessions, configuring 221
KVM port sharing
connect read only option 93
connect read-write option 93
connections 92
kill other session option 94
menu options 92
when user has read-write permissions 93
KVM ports
introduction 4
access permissions
for Generic User, configuring with
OSD 465
hierarchy 34
accessing
options for 75
through the OSD 377
through the Web Manager 100
AlterPath Viewer 5
using 77
when connected through Web
Manager 5
authentication 46
authorizing users to access, with OSD
463
configuring
aliases for, with Web Manager 226
authentication for 17, 18
with Web Manager 217
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KVM ports, configuring (continued)
authentication for direct access
with Web Manager 46
direct access with OSD 391
group acces
with Web Manager 291
group access
with OSD 464
with Web Manager 296
hot keys, with Web Manager 215
Local User, with OSD 221
session parameters, with Web
Manager 222
user acces
with Web Manager 291
uSer access
with OSD 462, 464, 465
with Web Manager 296
with OSD 436
with Web Manager 226
connecting to
with OSD 377
with Web Manager 100, 144
connection hot keys 79
cycling among
with OSD 380
with Web Manager 91
default authentication method for logins
to7
direct access
introduction 45
configuring
authentication 217
with OSD 394
with Web Manager 214
emulating Sun keys while connected 63
enabling direct accessto 214
enabling/disabling with OSD 439
encryption, configuring

with OSD 391
hot keys 79
list on the Connect to Server screen 144
managing power through
overview 76
with OSD 385
OSD Connection Menu 379
OSD menu option 436
permissions, understanding 32
port numbers 48
selecting for configuration
with OSD 438
selecting users and groups for
configuring access
with Web Manager 296
sharing, quit this session option 93
TCP port number, alternate, configuring
with OSD 394
types of user authorizations for 144
Web Manager configuration options
212, 213, 218, 219, 227
Web Manager General screen fields and
options 213
what you see when connected 83
KVM users status, viewing 360

L

LANSs 38, 40
LDAP authentication method 10, 14
LDAP authentication servers
configuring
with OSD 494
with Web Manager 281
Left host 54
Levels0, 1, and 2 encryption 31
lightweight directory access protocol, See
LDAP
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Linux
commands 578
kernel 566
Linux operating system 4, 112
commands, using on adumb terminal
234
on connected devices 4
on the OnSite 40
local
access 38
administrators, troubleshooting 560
authentication 9
fallback options 8
connection options 39
groups configuration
with OSD 461
groups configuration, with OSD 461
Local IP addresses
for configuring a GSM card 312, 318
for configuring a modem card 262
for configuring an external modem 267,
268
local terminal 234
Local Users
configuring
KVM session parameters 221
KVM session parameters with Web
Manager 218, 220
OSD screen parameters 431
OSD screens 427
with OSD 459
with Web Manager 218
station
accessing KVM ports through the
OSD 75
as adirect connection option 39
illustration 377
KVM port access method 44
logging into OSD 380

Index

OSD screens 427
used for troubleshooting 560
station for local logins 39
LOG target 70
action 70
logging in
to the OnSite console 39
to the OSD 380
logging out 103
logging, system
configuration tasks and where
documented 31
prerequisites for 28
logins 103
212 FAILED LOGIN error message 561
authentication overview 7
configuring
authentication servers for 278
KVM port authentication method
with Web Manager 217
directly to KVM ports 133
from the Local User station, configuring
with OSD 221
login prompt 102
no direct accessto KVM ports 130, 133,
134
OSD login screen 379
recovering from root login failure 561
serial port 103
tasks for configuring authentication for
15
to connected devices 144
to KVM ports default authentication 7
to serial ports
configuring authentication
with Web Manager 241
default authentication 7
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logins (continued)
to the OnSite 7
default authentication 7
Web Manager options 76
with OSD 379
logout button 138, 140

M

Main Menu, OSD 379
memory, flash, See flash memory
menus
configuring for a dumb terminal 209
I Pfiltering options, Target pull-down 69,
331
OsD
Configure 386
Connection 379
Main 379
systeminfo 497
messages
filtering, configuring with Web Manager
304
syslog facility numbers for 28
metric, configuring for static routes with
OSD 424
microcode
downloading from Cycladesor alocal ftp
server 372
filename formats and terms 370
upgrade
finding the pathname for 368
Web Manager screen 370
with Web Manager 372
Microsoft Remote Dektop Protocol (RDP) 43
Microsoft Windows 4
2003, with EM S operating system 4
MIIMON 301
Minicom 112

/mnt /hda3 /backup directory 575
/mnt /opie directory 506
modem PCMCIA cards, configuring
authentication for dial-ins 18
modem port 126
modems 114, 116, 126
introduction to options for accessing
connected devices 76
overview 41
authentication 113
callback
configuring 114
initializing 115
configuring
areusable dial-in connection profile
116
an AUX port for PPP 266
connecting to serial ports 4
dial-in
configuring a reusable connection
profile 116
initializing 115
external 41
as a connection option 41
used for remote access 39
used for troubleshooting 560
flow control options 261
initialization string 262
installation 41
internal
as a connection option 41
common commands 263
configuring, with Web Manager 267
used for troubleshooting 560
using for remote access 39
Local IP addressfor 113

624 Alter Path OnSite Administrator’s and User’s Guide



modems (continued)
PCMCIA cards 41
configuring
authentication for dial-ins 18
with Web Manager 305
configuring with OSD 487
used for troubleshooting 560
Remote IP Address for 113
used for troubleshooting 560
moderate security profile 24, 25
modes
administrative 135
switching between expert and wizard
135
monitor
connecting to PS2 port on OnSite 3
mode 4
monitoring temperatures 56
mouse/keyboard
reset command key, configuring with
OSD 483
resetting when a server stops responding
99
MTU 301, 302
MTU, MTU/MRU values for modem
configuration 263
multi-outlet device 154, 201
multiuser access to serial ports, configuring
with Web Manager 245
MyPrivateNet 316

N

navigating the OSD 381

navigation
conventions for showing how to xlvii
keys, basic OSD 381

net_boot command 568

netmask

Index

OnSite
configuring with Web Manager 302
defined 300
secondary, specifying 302
wireless LAN card 316
network
boot 572
configuring
with OSD 398
configuring basic parameters for
with OSD 480
with Wizard 170
services 6
Network Configuration OSD
menu 398
screens 397, 398
Network Web Manager screen 275
network-prohibited ICMP option 69, 416
network-redirect ICMP option 69, 416
network-unknown ICMP option 69, 416
network-unreachable ICMP option 69, 416
New/Modify Route dialog box 346
next button 136
NFS-mounted directory, for storing OTPdata
506
NIS authentication servers
configuring
with OSD 497
with Web Manager 285
no unsaved changes button 137
Notes
about administrative users 20
about ampsin AlterPath PM IPDUs 197
about authentication
fallback options 7
for KVM ports 18
about chain name syntax 340
about changing default passwords 178
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Notes (continued)

about configuring

dial inon Windows servers 116, 117

multiple seria ports 446

NFS servers 182

only seria portswith Wizard 171,

173

PPP on Windows 114
about cycling through power outlets 87
about devicename of internal modem 47
about DHCP configuration 170
about exiting OSD screens 381, 384
about Generic User permissions 38
about how alarm triggers get listed 269
about IPDU power management. 247
about KVM ports

hot keys 215

maximum length of nameswith OSD

49

name 96
about navigation shortcuts 190
about not cascading OnSites 225
about not using reserved port numbers
395
about OnSite's | P address and the admin
password 128
about OSD not supporting serial port
access 441
about passwords 460
about performing advanced
configuration 177
about PS2 trandlation microcontrollers
364
about saving configuration file changes
389
about static routes 423
about Sun servers' break sequence 253
about switching usersto root in the
console 143

about the upgrading AlterPath PM
firmware 200
about upgrading microcode 370
about user defined chains 340
about user names 460
about using the escape (Esc) key 88
notice log level 70
notifications 4, 6, 53
configuring
amethod with Web Manager 270
with Web Manager 268
email, configuring atrigger with Web
Manager 271
pager, configuring atrigger with Web
Manager 272
SNMP trap, configuring atrigger with
Web Manager 272
Web Manager screen 268
Novell NMS 53
NTLM, authentication servers, configuring
with Web Manager 283
NTP server, configuring with Web Manager
347, 350
numeric
keyboard keys 88
packet filtering protocol
configuring with Web Manager 333
option 67

O

one time password authentication method,
See OTP authentication method
one time passwords in everything, See OPIE
onscreen display, See OSD
OnSite
access, configuring in Wizard 175
accessing by browser 42
cascading 225
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OnSite (continued)
configuring authentication for 17
features overview 1-71
host name displayed 138
| P address displayed 138
model displayed 138
models 43
reboot procedure 374
SNMP on 53
unique security features 6
upgrading software 366
openssl utility 526
opiekey command, generating passwords
for users 509, 511
opiepasswd command, registering users
509, 510
organization, document Xliv
OosD
introduction 40
access rules and restrictions 377
background information and procedures
378
common navigation terminology 382
Configure Menu, overview 386
configuring authentication 15
conventionsfor showing how to navigate
to screens XxIvii
example screen series 389
for all user types 375499
list of major topics 375
local administration option 39
Local User
login screen 3
management port 3
logging in 379, 380
making menu selections 381
navigating 381
saving changes 382
screens, going to 382

Index

selecting
abutton 382
an option 382
selecting an option 382
used for troubleshooting 560
user access, configuring for KVM ports
462
what you see when connected to aKVM
port 83
OTP authentication method
introduction for users 118-120
configuring for GSM PCMCIA card dial-
ins 313, 319
configuring for modem PCMCIA card
dial-ins 309
configuring location for data 507
introduction for administrators 503-511
OTP/Local fallback option, where
supported 12
passwords
defined, for users 118
generating for users 510
registering users 510
where supported 12
outlets, power
configuring
with Web Manager 148
managing
with pm* commands 120
with Web Manager 148
out-of-band access 5
output interface 337
over-current protection, configuring with
Web Manager 198
overviews
OnSite features 1-71
Web Manager menus and screens 191
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P

packet filtering
introduction 65-71
rules 66
editing 341
options 331
pagers
notifications, configuring with Web
Manager 268
useing for serial port event notifications 4
parameter-problem ICMP type 416
parity
modem options 261
serial ports connection options 172
partitions 577, 578
rebuilding 578
partitions, rebuilding 578
passwords
changing one’s own 42
database 7
users, configuring
with OSD 460
with Web Manager 157, 294
with Wizard 175, 178
using for authentication 7
PBXs4
PCMCIA card dlots, port numbers 48
PCMCIA cards
compact flash
storage a boot image 578
compact flash, configuring with Web
Manager 315
configuring
callback, with Web Manager 306
PPP and callback
with OSD 487
with OSD 487
with Web Manager 305

Ethernet
configuration screen 305
configuring with Web Manager 313
specifying a secondary address for
with Web Manager 302
ISDN, configuring with Web Manager
310, 312, 318
modem
types and options 41
beginning configuration in the Web
Manager 306
configuring areusable dial-in
connection profile with Web
Manager 116
configuring with Web Manager 307,
308
dialing in from aterminal 117
GSM, CDMA, configuring
authentication for dial-ins 18
tasks for configuring 41
using to access Web Manager 126
OSD configuration screens 466
dots, device names 578
supporting remote access 39
Web Manager configuration screen 305
wireless LAN 315
permissions
KVM ports 34, 144
phoneline 3, 40
planning access to connected devices 60
pm command 51, 121
PM, See AlterPath PM IPDUs
pmCommand command 51, 61, 120
point-of-sale systems 4
pool of serial ports 48, 104
port info hot key, configuring with OSD 486
port numbers 47, 48
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ports
5900 48
See also AUX ports, KVM ports, serid
ports, port sharing, port numbers
access permissions, introduction 32—38
aliases 47
conventions for numbering 47
options for accessing 75
tasks for connecting and configuring
devices 61
port-unreachable ICMP option 69, 416
POS systems 4
POST 5
power cycling 42
power management
introduction 50, 76
AUX ports 257
configuration tasks 52
from the command line 51
hot key 483
IPDU 199, 201, 204, 208
defined 51
by administrative users 193
configuring
AUX ports, with Web Manager
266
users, with Web Manager 195,
252
with Web Manager 197
from the OSD 385
of grouped outlets 154
screens 148
IPMI 50
multi-outlet control 154-156, 201-203
options 50, 73-117
for AUX ports 258
serial ports connection protocol 235
while connected to
KVM ports

Index

configuring
with OSD 440
with Web Manager 225
seria ports
configuring
with OSD 448
with Web Manager 247,
250
with OSD 385
while connected, introduction 51
power supply sensor 57, 158
power up interval 156
power, options for managing 50
powering off devices 50, 76
powering on devices 50, 76
PPP 38, 41, 114, 235, 259, 266
accessing the Web Manager through 112
authentication 8
configuration 266
configuring an AUX port for 266
configuring options 263
connection 115
prerequisites 112
initializing 115
-No Auth 235
tasks for configuring and connecting 113
used for troubleshooting 560
PPTP 8
precedence-cutoff ICMP option 69
prerequisites
for syslogging 28
for understanding how to use the OnSite
1,125
primary |P 300
printed copy of this manual, to order xlv
process controllers 4
protocols
connection 232
ICMP
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protocols (continued)
configuring 68, 335
options 68
I[P filtering 332
serial port, configuring for a dumb
terminal 237
ps command 563
PSH (push) 68
PU interval 156

Q

quit command, configuring in the OSD 435
R

RADIUS authentication method 12
RADIUS authentication servers
configuring
with OSD 496
with Web Manager 285
RAM 577
RAMDISK 568
boot image in after network boot 568,
572
viewing information about 359
raw socket
configuring aconsole session for aserial
port 171
connections to serial ports 101
dumb terminal access protocol 233, 234
RC4 encryption
AlterPath Viewer 82
configuring, with Web Manager 221
default 394
RDP 43, 273
rebooting
connected devices 42, 50, 76
OnSite

with OSD 499
with Web Manager 374
servers connected to serial ports
with Web Manager 4
with OSD 499
recovering from root login failure 561
redirect ICMP option 69, 416
regular users
defined 38
direct connection option 39
Web Manager features 140
REJECT target 70, 339
action 70
reload page button 136
remote
administrators 6
troubleshooting 560
hosts, configuring for dedicated dumb
terminals 233
remote access 38
remote | P addresses
for Ethernet card 312, 318
for external modem configuration 267,
268
for GSM PCMCIA cards 312, 318
for ISDN card 310
for modem PCMCIA cards 308, 309
for remote modem configuration 262
removable flash 567
reqd-opt-missing ICMP type 416
regquirements
for enabling VPN 322
for Web Manager logins 135
resetting keyboard and mouse in the
AlterPath Viewer 99
restoreconf command
factory default option 577
options 564, 580
restoring configuration files 576
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RETURN target action 70
Right host 54
RJ45 ports 3
root user
accessing the OSD 377
cannot log in 561
managing |PDUs on the command line
120
running commands that require root 39
router-advertisement ICMP option 69
routers 4, 55
router-solicitation ICMP option 69
routes
static 343
configuring
with OSD 422, 423, 424
with Web Manager 346
metric 424
RPC 25
RS-232 cable with a DB-9 connector 4
RSA Public Keys
VPN authentication method 55
RSA Public Keys, configuring
with Web Manager 320
RST (reset) flag 68
rt-advertisement ICMP type 416
rules
configuring for packet filtering 66
for multiple logins to the Web Manager
162

S

Safe Mode boot 5
save/load config 488
saveconf command 576
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screen saver
idle timeout, configuring
with OSD 434
with Web Manager 218, 222
OSD configuration screen 433
timeout
OSD screen 434, 435
screens
adjusting brightness and contrast 98
users and groups 450
secured security profile 26, 165
Security Certificate 77
security features, unique to OnSite 6
security gateway, 1PSec 54
security policies, enforcing with a security
profile 22
security precaution, Web Manager inactivity
timeout 135
modifying 502
security profiles 6
customizing in the Wizard 167
effect on authorizations 22
moderate 163
services/features 24
open 166
services/features 25
secured 165
services/features 26
selecting or customizing, Wizard 163
security tunnel 54
security, configurable 50
select aserial port or ports to be configured,
to 446
selecting
aKVM port to be configured 438
aseria port to be configured 446
SendBreak button 104
sensors temperature 56, 158, 210
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authentication
defaults 7
footnote 18
configuring
access with Web Manager 240
alarms
with Web Manager 270
aliases
with OSD 447
with Web Manager 238
authentication
tasks for configuring 17
with Web Manager 241
with Wizard 172
baud rate
with OSD 448
with Wizard 172
connection protocol, with Web
Manager 236
connection protocols
with OSD 237, 447
with Web Manager 232
with Wizard 171
data buffering, with Web Manager
243
data size, with Wizard 172
flow control, with Wizard 172
IPMI or IPDU power management
with Web Manager 250
multiple sessions, with Web
Manager 246
multiple users, with Web Manager
245, 246
parameters, with Wizard 171
parity, with Wizard 172
stop bits, with Wizard 172
taskslists 173
triggers for email notifications, with

Web Manager 271
triggers for SNMP trap notifications
272
users
with OSD 449
with Web Manager 240
with OSD 446450
with Web Manager 227-256
with Wizard 171-175
connecting to, with OSD 377
connections 101
data buffering
enabling 242
dumb terminal
access 76
access option 40
server profile 233
enabling or disabling with Web Manager
229
hot keys 104
Java applet 103
options for accessing 75
options for accessing connected devices
39
port numbers 48
power management
configuring with OSD 448
hot key 104
through a connected IPMI device 50
profile 171
selecting for configuration
with OSD 446
with Web Manager 228
statistics, viewing information about 362
status, viewing information about 361
TCP port numbers for 104
TCP port numbers pool 104
TS profile 233
types of devices 4
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serid ports (continued)
using ssh to connect to 105
viewer hot keys 63
viewing status information, with Web
Manager 361, 362
Serial Ports Configuration OSD screens 440
servers
accessing through the Web Manager 141
authentication
configuration tasks 492
configuring
with OSD 491
with Web Manager 278
LDAP, configuring
with OSD 494
with Web Manager 281
NIS, configuring
with OSD 497
with Web Manager 285
RADIUS, configuring
with OSD 496
with Web Manager 285
SMB(NTLM), configuring
with OSD 497
with Web Manager 283
TACACSH, configuring
with OSD 496
with Web Manager 286
cycling amont 91
DNS, configuring 302
ftp
loading configuration files from 490
pinging 365
saving OnSite configuration to 490
headless, connecting to serial ports 101
NTP, configuring time and date using
350
reset keyboard and mouse 99
synchronizing mouse/keyboard settings

Index

when server stops responding 99
syslog 28
deleting 184
what to do when not responding 99
services controlled by security profiles 6, 22
session idle timeout, configuring with OSD
433
Set KVM Permissions button 296
Set permissions for the device button 296
shared key
See shared secret
Shared Secret
authentication method 55
pre-shared secret 56
shared secret 55
configuring
with OSD 475
with Web Manager 320
defiined 56
OSD configuration screen 407
sharing
KVM port connections 92
server access through aKVM port 97
Simple Network Management Protocol, See
SNMP
SLIP protocol 235
SMB
authentication servers
configuring with OSD 497
configuring with Web Manager 283
SMB authentication method 12
SNMP
introduction 53
configuration tasks 53
configuring
with OSD 401, 403
with Web Manager 323-327
disabled in moderate security profile 25
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SNMP (continued)
enbabling versions with Web Manager
326
trap notifications
configuring, with Web Manager
268273
triggers, configuring with Web
Manager 272
traps, introduction 4
vl, v2, v3 version supported 53
software
AlterPath PM IPDU, upgrading 201
OnSite, upgrading 366
software image 578
software upgrade
AlterPath PM IPDU 199
finding the pathname for 368
Solaris operating system 4, 112
source-quench ICMP option 69, 416
source-route-failed ICMP option 69, 416
SSH
dumb terminal connection protocol 233,
234
Javaapplet viewer session on OnSite 143
serial port connection protocol 171
versions available for serial port logins
104
ssh command 39
authentication 7
client example 105
options on a dumb terminal menu 208
used from a dumb terminal menu for
access to hosts 102
using for seria port access 4, 39, 75,
101, 103, 105, 110
using for troubleshooting 560
using restoreconf through 577
where documented 40
SSID 316

SSL certificate
configuring 521
requirements 520
static routes
configuring
with OSD 419-7?, 420, 422426
with Web Manager 343-346
configuring for dial-out 556
gateway, configuring with OSD 424
host, configuring with OSD 424
interface, configuring with OSD 424
metric 424
network, configuring with OSD 425
OSD configuration screen 420
Web Manager configuration screen 343
Step 1 in Wizard mode, Security Profile 163
Step 2 in Wizard mode, Network Settings
168
Step 3 in Wizard mode, Serial Port Profile
171
Step 4 in Wizard mode, Access 175
Step 5in Wizard Mode, Data Buffering 179
Step 6 in Wizard Mode, System Log 182
stop bits PPP configuration option 261
Sun keyboard emulation hot keys
configuring 64
with OSD 393
with Web Manager 216
OSD configuration screen 390
table 88
Sun Net Manager 53
Sun servers 63
Sun Solaris operating system 4
switch next hot key, configuring with OSD
485
switch previous hot key, configuring with
OSD 486
switches 4
SYN (synchronize) flag 68

634 Alter Path OnSite Administrator’s and User’s Guide



syslog
configuring
with OSD 390, 392
with Web Manager 303-305
with Wizard 182
data buffering 242
facility numbers
introduction 28
configuring
with OSD 390, 392
with Web Manager 244
IPDU, configuring
with Web Manager 198
OSD configuration menu option
OSD screens 466
prerequisites 28
servers
introduction 28
configuring
with OSD 466
with Web Manager 304
with Wizard 183-184
data buffering to 242
prerequisities for logging to 28
Syslog Configuration OSD screens 466
syslogging, See syslog
system
configuration screen 347

crashes, configuring notifications about

268
logging screen 182
viewing information about
with OSD 497, 498
with Web Manager 359
System V operating system 4

T

table of OnSite connection methods 561

Index

TACACS+ authentication method 13
TACACS+ authentication servers
configuring
with OSD 496
with Web Manager 286
target
packet filtering options 69
pull-down menu options 69, 331
reject 339
tasks
common administration tasks table 186
for configuring
authentication
with Web Manager 15
authentication servers
with OSD 492
with Web Manager 278
authenti cation with Web Manager 17
devices with Web Manager 61
dial ins 113
dial-out 546
dumb terminals with Web Manager
234
hot keys 64
logging, alarms, and data buffering
31
modems 41
power management 52
SNMP 53
TCP port numbers and aliases 49
TCP packets 68
TCP port numbers
assigned to Java applet 49
blocking by firewalls 49
defaults for serial ports 104
for AlterPath Viewer, configuring
with OSD 395
with Web Manager 221
for OnSite ports 47
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TCP port numbers (continued)
for raw socket sessions
configuring
with Web Manager 234
for the Java applet seria port viewer 104
for TS profile
configuring
with Web Manager 233
range, configuring for packet filtering
rules 68
reserved 48, 221
TCP protocol
fields for packet filtering 333
menu options 333
packet filtering option 68
TCP sequence 70
tcp-reset 71
telnet command 40, 48, 110
configuring
authentication for OnSite access
using 7
dumb terminal access to devices
through serial ports 233
for access to devices through serial ports
75, 103, 104
for access to headless servers through
seria ports 101
for accessing the OnSite console as root
39
for restoring configuration files 577
for troubleshooting 560
using to connect directly to a serial port
4,39
Telnet protocol
configuring for dedicated dumb
terminals 233
configuring for serial port console
connections 171
dumb terminal connection protocol 102

temperature
graph
configuring profiles 58
parameters 58
OnSite, monitoring 42, 158
by administrative users 210
by all users 56
by users 158
sensor 210
monitoring 158
terminal
configuring a command menu for 208
dumb
connection protocol 234
device access method through a
serial port 3
dumb, connection protocol for OnSite
logins 234
dumb, creating a menu for 209
emulator
access ng the OnSite consolethrough
112
local
access method through OnSite
console port 3, 39
Terminal Access Controller Access Control
System authentication, See TACACS+
terminal emulator 3, 39, 40, 41, 112
accessing the OnSite console through
112
dial-in connection, configuring
with Web Manager 113
dialing into the OnSite from 113, 117
terminal profile menu 208
Terminal Server (TS) profile 233
terms for OSD common actions 382
TFTP boot server 572, 573
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time and date
configuring with OSD 426
setting manually
with OSD 481
with Web Manager 349
setting with an NTP server
with OSD 481
with Web Manager 350
time-exceeded |CMP option 69
time-exceeded ICMP type 416
timeouts
idle and screen saver 218, 220
idle, to configure 221
inactivity, disabling 135, 502
screen saver 218
configuring for Local User sessions
with OSD 433, 434, 435
with Web Manager 222
timestamp-req ICMP type 416
TOS-host-redirect ICMP type 416
TOS-host-unreachable ICMP option 69
TOS-network-redirect ICMP option 69
TOS-network-redired ICMP type 416
TOS-network-unreachable ICMP option 69
TOS-network-unreachable ICMP type 416
traps 53
troubleshooting 559-572
boot image problems 564, 577
connection methods 560
list of topics 559
network failure 560
servers not responding 99
tasksfor configuring connection methods
561
with the OSD 377
with the Web Manager 42
try changes button 136, 137, 574
TS profiles, configuring TCP port numbers
233

Index

ts_menu command 110
ttl-zero-during-reassembly |CMP option 69
ttl-zero-during-transit ICMP option 69
ttl-zero-in-reasm ICMP type 416
ttl-zero-in-transit ICMP type 416
ttyA3 47

ttyAn 47

ttyKn 48

ttyMn 48

ttys1 111

ttySn 48

tunneling 54, 55

typographical conventions XIVi

U

U-Boot
monitor mode 572
troubleshooting with 564
UDP protocol
fields 334
options 68, 334
UNIX-based operating systems 4, 112
unsaved changes
button 137
light 164
updelay 301
upgrading
AlterPath PM IPDU software 201
file pathname 368
microcode 370, 372
OnSite firmware 366
OnSite software 199
URG (urgent) flag 68
username 7
users
activity, capturing 6
administering, introduction 60—62
authorized 42, 126
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users (continued)
configuring
IPDU power management user
authorizations with Web
Manager 196, 197, 252
with OSD 450465
with Web Manager 218, 289, 294
with Wizard 175-178
default access to ports 32
Generic Users
configuring KVM port access
with OSD 465
permissions 34
IP users, configuring KVM session
parameters, with Web Manager 218, 220
KVM port access status 360
local, configuring KVM port session
parameters 218, 220
logging into the Web Manager 128
optionally-added 32
options for accessing ports 75
passwords
configuring
with OSD 460
with Web Manager 294
with Wizard 178
providing username and password
information to 16
regular
defined 38
rules for access 162
Web Manager windows, common
features 140
remote, configuring KVVM port sessions
218, 220
types, introduction 32
Web Manager dialog field names and
definitions 289

users and groups
authorizations 6
configuring
with OSD 450-465
with Web Manager 288-297
OSD configuration screen 458

Vv

V.92 56K bps modem 3
video configuration command key 484, 485
view information about
IPDUs 151, 153
serial port status 361, 362
system 359
with OSD 497
virtual private network, SeeVPN
VPN
introduction 54-56
connections
configuring
with OSD 404-407
with Web Manager 320-322
field and menu options for
configuring 55
VPN Configuration OSD screens 405

w

WANSs 38, 40

warning log level 70

Web Manager
menus and screens overview 191
administrative modes 135
browser accessto 42
changes, trying or saving 138
conventions for navigating through
screens Xlvii
Expert mode screens overview 191
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Web Manager (continued)
for administrative users 185-374
for regular users 139-159
loggingin
for administrative users 128
login screen 133
options 76
modes 135
options for connecting to ports 75
rules for logging into OnSite 162
switching between modes 135
tasks for configuring authentication 15
using to remotely administer the OnSite
39
who can access 42, 126
Wizard mode 162
webui . conf file 502
Windows 4
Windows key 64
Windows operating system 112
Windows XP servers
configuring PPP on 114
terminal dial-in example 117
windows, Web Manager regular users
common features 140
wireless LAN PCMCIA card 316
configuring 305, 315
wiz command 39
Wizard mode 162
screen features 162
Step 1, Security Profile 163
Step 2, Network Settings 168
Step 3, Serial Port Profile 171
Step 4, Access (User) 175
Step 5, Data Buffering 179
Step 6, System Log 182
switching to Expert mode 189

Index

X
XGrid boxes, in termperature graphs 58
Y

yGrid boxes, in temperature graphs 58
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