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About this addendum

The True Access™ Operating System (TAQOS) contains afoundation of built-in software
features for WAN access environments, as well as optional extensions that require separate
licensing to support awide variety of WAN access environments.

This addendum describes all new features and extensions that have been introduced for
MAX TNT™ units since TAOS 8.0.2. Some of the features have been introduced in earlier
TAOS 8.x releases.

The section “MAX TNT upgrade and downgrade procedures’ in the MAX TNT 9.0 Release
Note describes how to upgrade and downgrade your system software.

Caution: You must use the software proceduresin the “MAX TNT upgrade and downgrade
procedures’ in the MAX TNT 9.0 Release Note to load this TAOS 9.0 onto your system or
restore a previous version. Read the instructions carefully before upgrading or dowgrading
your system.

How to use this addendum

The Table of Contents on page v and the tables in the following section list the TAOS features
in thisrelease. If you are reading this addendum in PDF format, you can click the feature name
to go directly to the feature.

For information about obtaining the software described in this addendum, see the section
“Obtaining the MAX TNT TAOS 9.0 software” in the MAX TNT TAOS 9.0 Release Note.

TAOS built-in features

Table 1 through Table 4 show the built-in features that have been added to TAOS since the last
major release.

Tablel. MAX TNT TAOS 9.0 WAN access server features

Feature Introduced in
Support for the Ethernet-3-ND dlot card TAOS9.0
Support for the E3-ATM dlot card TAOS 8.x
Support for the PCTFI slot card TAOS9.0
Support for port-speed configuration on Ethernet-3 slot cards TAOS9.0
ISDN PRI support for the STM-0 slot card TAOS9.0
Traffic shaping on DS3-ATM2 and E3-ATM dlot cards TAOS9.0
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Table2. MAXTNT TAOS 9.0 modem manager features

Feature Introduced in
Firmware versions for digital modems TAOS9.0
Firmware versions for MultiDSP cards TAOS9.0
Support for HDLC-NRM on Series56 |11 Digital Modem cards TAOS9.0
Support for V.110 subrates for MultiDSP cards TAOS9.0
Support for progress code 33 TAOS9.0

Table3. MAXTNT TAOS9.0 authentication and accounting client features

Feature Introduced in
Support for CHAP name challenge during incoming calls TAOS9.0
Nonauthentication option for asynchronous framed users TAOS9.0
Service-Type (6) set to Call-Check for CLID and DNIS authentication | TAOS 8.x
Service-Type attribute (6) in RADIUS accounting records TAOS9.0
RADIUS: New authentication-delay attribute TAOS9.0
Stripping portions of the username from RADIUS access requests TAOS9.0
CLID and DNIS authentication cause codes TAOS8.X
16-bit vendor-specific attribute (VSA) support TAOS9.0

Table4. MAXTNT TAOS 9.0 management agent features

Feature Introduced in
SNMP: Increased number of SNMP managers TAOS9.0
SNMP: MIB support for DS3-ATM version 2 and E3-ATM dot cards |TAOS 9.0
SNMP: DS3 MIB support for the channelized T3 slot card TAOS9.0
SNMP: Support for SMIv2 syntax TAOS9.0
SNMP: Support for the L2TP MIB TAOS9.0
SNMP: Support for the Remote Ping MIB TAOS9.0
SNMP: Support for the ISDN Type of Number MIB TAOS9.0
SNMP: Support for SNMPv3 USM privacy TAOS9.0
SNMP: SNMP manager support for the USM MIB TAOS9.0
SNMP: Support for SNMPv3 notifications TAOS9.0
SNMP: Saving and restoring encrypted configurations TAOS9.0
SNMP: Support for the if StackTable in the IF-M1B TAOS9.0
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Table4. MAXTNT TAOS 9.0 management agent features (continued)

Feature Introduced in

SNMP: WAN line table now shows signaling type for T1 and E1 lines | TAOS 9.0

Support for multiple requestsin a call-logging packet TAOS9.0
SNMP: Support for the NoResourceAvailable trap TAOS9.0
SNMP: Enhanced support for the sysSlotStateChange trap TAOS9.0
SNMP: Vol P call jitter reporting TAOS9.0
SNMP: Support for Vol P call logging TAOS9.0
Support for encryption of configuration transferred through TFTP TAOS9.0
Support for a maintenance state for slot cards TAOS9.0
NavisAccess. Enhanced network management TAOS9.0
Rlogin and raw TCP support added to terminal-server menus TAOS9.0
New Diag command TAOS9.0
New options for the NSL ookup command TAOS9.0
Displaying call session and authentication statistics TAOS9.0
Support for the Load Tar command using multiple filenames TAOS9.0

TAQOS extensions

The following extension features been added to TAOS since the last mgjor release. Extension
features are available when the appropriate software license has been enabled.

Table5. MAXTNT TAOS9.0 global digital access extension features

Feature Introduced in
WORM-ARQ for personal digital cellular phones TAOS 8.x
Support for PIAFS 2.1 on the 96-port MultiDSP card TAOS9.0
Rejecting collect calls on Brazilian R2 signaling lines TAOS9.0

Table6. MAX TNT TAOS9.0 Sgnaling System 7 (SS7) extension features

Feature Introduced in
Q.931+ for PacketStar SS7 signaling gateways TAOS 8.x
SS7 Q.931 messaging support for V.110 calls TAOS9.0
SS7 IPDC RTE for congestion control (Lucent Technologies TAOS 8.x
Softswitch only)
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Table 6. MAXTNT TAOS9.0 Sgnaling System 7 (SS7) extension features (continued)

Feature Introduced in
SS7 IPDC: Reporting Vol P call statistics TAOS9.0
SS7: PRI tunneling in IPDC (IPDC 0.15) TAOS9.0
SS7 gateway |PDC support for E1 trunks TAOS9.0
SS7 continuity checks for E1 lines TAOS9.0

Table7. MAXTNT TAOS9.0 MultiVoice™ extension features

Feature Introduced in

NavisAccess support for Vol P call reporting TAOS9.0

Storing voice announcementsin the FAT-16 flash memory file system |TAOS 9.0
MultiVoice: Compress a two-frame Vol P packet into three ATM cells |[TAOS9.0
MultiVoice: Support of Full Rate GSM audio codec TAOS9.0

MultiVoice: Support for G.729-encoded voice announcement files TAOS9.0

MultiVoice: Arbitrary announcement playback and tone collection TAOS9.0

Deactivating trunks used for Vol P calls TAOS9.0
MultiVoice: Support for CLID substitution and early-ringback TAOS9.0
MultiVoice: Support for T.38 and transparent fax/modem for IPDC TAOS9.0
MultiVoice: Support for transparent fax/modem over Vol P TAOS9.0
MultiVoice: Support for modem and Vol P cohabitation TAOS9.0
Jitter buffer and packet redundancy for real-time fax operations TAOS9.0
MultiVoice: Support for real-time fax backward compatibility TAOS9.0
MultiVoice: Real-time fax maximum data transmission rate limit TAOS9.0
MultiVoice: Trunk prefixing TAOS9.0
MultiVoice: DTMF tone processing over R2 signaling TAOS9.0
Support for A-Law companding on DTMF DSP code TAOS9.0
MultiVoice: Support for E1 R2 variable-length DNIS without EOP TAOS9.0
MultiVoice: Support for Feature Group D (FGD) TAOS9.0
MultiVoice: Support for multiple logical gateways TAOS9.0
MultiVoice: Report trunk capacity to the gatekeeper TAOS 8.x
E1 CMF R2: Collect 15-digit dial strings TAOS9.0

MultiVoice: Delay of charges until call isanswered (true connect) TAOS9.0

MultiVoice: Support for configurable operator assistance TAOS9.0

MultiVoice: Support for sequential call dialing without authentication |TAOS 9.0
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Table7. MAXTNT TAOS 9.0 MultiVoice™ extension features (continued)

Feature Introduced in
MultiVoice: Support for VolP PSTN attributes TAOS9.0
MultiVoice: Support for IPDC RMCP and AMCP messages TAOS9.0

Table8. MAXTNT TAOS 9.0 tunneling extension features

Feature Introduced in
Proxy LCP and authentication for L2TP tunnels TAOS9.0
Support for Tunnel-Client-Auth-1D and Tunnel-Server-Auth-1D TAOS9.0
Support for tunnel assignment IDs TAOS9.0
Support for Tunnel-Private-Group-ID in L2TP TAOS9.0
Enhanced RADIUS accounting and call logging for VPNs TAOS9.0
Support for L2TP, PPTPR, and L 2F disconnect and progress codes TAOS9.0

Table9. MAXTNT TAOS9.0 virtual routing extension features

Feature Introduced in
Support for VRouters with ATMP TAOS9.0
Support for VRoutersin IPX networks TAOS9.0

Table 10. MAX TNT TAOS 9.0 short-duration transaction networks extension features

Feature Introduced in

SDTN support for TPDU terminals TAOS9.0

Table 11. MAX TNT TAOS9.0 | P fax extension feature

Feature Introduced in

Support for the Atlas redialer and DID TAOS9.0

Features requests in TAOS 9.0

Table 12 lists the identification numbers for features requested for the MAX TNT.
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Notice of memory requirement in TAOS 9.0

Table 12. Featurerequestsin thisrelease

Feature D

Description

260605

Support for Tunnel-Client-Auth-1D and Tunnel-Server-Auth-1D

509955

MultiVoice: DTMF tone processing over R2 signaling

510056

WORM-ARQ for personal digital cellular phones

510154

New ATMP disconnect codes

510174

Rejecting collect calls on Brazilian R2 signaling lines

510183

Nonauthentication option for asynchronous framed users

510187

SS7 continuity checksfor E1 lines

510223

Support for VRouters with ATMP

510228

Support for Tunnel-Client-Auth-1D and Tunnel-Server-Auth-1D

510247

SDTN support for TPDU terminals

510276

SNMP: Support for the ISDN Type of Number MIB

510281

Proxy LCP and authentication for L2TP tunnels

510288

Contents of the user-user |E now available to RADIUS

510300

Support for CHAP name challenge during incoming calls

510321

Service-Type (6) set to Call-Check for CLID and DNIS authentication

510322

Service-Type attribute (6) in RADIUS accounting records

510344

SNMP: Support for the L2TP MIB

510346

Support for tunnel assignment IDs

Notices and caveats

Notice of memory requirement in TAOS 9.0

To upgradeto MAX TNT TAOS 9.0.0, your MAX TNT unit must be equipped with the

32MB flash card. Please contact your Lucent sales representative to purchase the 32MB flash

card.

Notice of parameter name changes in the External-Auth profile

In TAOS 8.0, the dni s- password and cl i d- passwor d parameters were added to the
Ext er nal _Aut h profile. With these parameters, you were able to set RADIUS passwords

for DNIS and CLID preauthentication.

In TAOS 9.0, thedni s- passwor d and cl i d- passwor d parameters were moved to the
passwor d subprofile of the Ext er nal - Aut h profile. The parameter names were also

changed, as shown in the following sample subprofile (shown with default values):

[i n EXTERNAL- AUTH: passwor d- profi | e]
clid = Ascend-CLI D
dnis = Ascend-DNI S
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Notice of change in supported values for the signaling mode

If your unit is configured with DNIS and CLID passwords, after upgrading from TAOS 8.x to
TAOS 9.0, the unit will no longer recognizethedni s- password andcl i d- password
values that were set in prior releases and dial-in users might experience a busy tone.

To restorethe DNIS and CLID preauthorization passwords, you must apply the value of the
dni s- password andcl i d- passwor d parameters (set in earlier TAOS 8.x releases), to
thenew dni s and cl i d parameters as follows:

adm n> read external -auth
EXTERNAL- AUTH r ead

adm n> set password-profile dnis = secretdnis
adm n> set password-profile clid = secretclid

adm n> wite
EXTERNAL- AUTH written

Notice of change in supported values for the signaling mode

After you upgradeaMAX TNT that is configured as a MultiVoice gateway, the MAX TNT
unit might generate a“bad value” error message for the value assigned to the Signaling-Mode
parameter in the Line-Config subprofile of T1 profile. This situation occurs when you upgrade
the MAX TNT from either of the following limited availability releasesto TAOS 9.0:

* TAOSB8.0-103.x
« TAOSB8.0-118.x

When these two limited availability releases were compiled, the supported values for the
Signaling-Mode parameter were defined as enumerated values, rather than hardcoded values,
asisdonefor TAOS 9.0. Applying a saved configuration from either limited availability
release to TAOS 9.0 causes the “bad value” error.

To correct this error, you must reset the value of the Signaling-Mode parameter after applying
the saved configuration and reinitializing the MAX TNT unit.

Notice about MultiDSP cards

In TAOS 9.0, you can now combine 48-port and 96-port MultiDSP cardsintheaMAX TNT
unit for V.90 and ISDN dial-up termination.

Notice of support for a new shelf controller

With TAOS 8.0.3, Lucent introduced support for a new shelf-controller hardware
implementation (model number TNT-SP-SC-SS). The backplane of the new shelf controller
does not include multishelf components, so it does not support the physical connection of
multiple chassisto operate as one virtual unit. All other functionality isidentical with the older
shelf controller (model number TNT-SP-SC).

To use the new shelf controller, the unit must be running TAOS 8.0.3 or later.

Caution: The new shelf controller does not power up if it isinstalled in aunit running an
A earlier version of TAOS. When the new shelf controller has been installed, you cannot
downgrade the unit to software earlier than TAOS 8.0.3.
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Notice of modified behavior during IPCP negotiation

With TAOS 9.0, the MAX TNT unit requires avalid System-1P-Addr setting to complete |PCP
negotiation. For example, the following commands explicitly set the system address to the
shelf controller |P address:

adm n> get ip-int { {1 c 1} 0} ip-address

i p-address = 10.2.3.4

adm n> read i p-gl obal
| P- GLOBAL read

adm n> set systemip-addr = 10.2.3.4

admn> wite
| P-GLOBAL written

Note: If the System-IP-Addr setting is null, the system terminates PPP connections during the
I PCP negotiation phase.

Notice about default settings in the call-logging profile

In the Call-Logging profile, the default settings for the Call-Log-Limit-Retry and Call-Log-
Timeout parameters are as follows:

[in CALL-LOGG NG

call-log-limt-retry =0

call-log-timeout =1

With call logging enabled and with these parameters | eft to their default values, if the
connection to the call-logging host (such asa RADIUS accounting server or NavisAccess™)
fails, the MAX TNT unit continues to send Start and Stop packets to the call-logging host
indefinitely.

The setting of O (zero) for the Call-Log-Limit Retry parameter indicates an unlimited number
of retries. A setting of 1 (one) for Call-Log-Timeout indicates that the MAX TNT unit waits
only 1 second before retrying.

To avoid unlimited retrys, Lucent recommends that you change the default settings of the Call-
Log-Limit-Retry parameter from 0 to 2 or 3 and the Call-Log-Timeout parameter from 1 to
between 5 and 10 seconds. For example:

adm n> read call-1o0gging
CALL-LOGAE NG read

adm n> set call-log-limt-retry =3

adm n> set call-log-tinmeout = 10

adm n> wite
CALL-LOGGE NG written

Notice about a change in the terminal server password length

TAOS 7.2.3 reduced the maximum allowable password length for the Password-For-Direct-
Access parameter from 64 to 21 characters. The current version of the
APX 8000/DSLTNT/MAX TNT Reference indicates a maximum value of 64 characters.

8 MAX TNT TAOS 9.0 Addendum



About this addendum
Notice of TAOS interoperability with SS7 signaling software

Notice of TAOS interoperability with SS7 signaling software

The MAX TNT supports two separate software licenses for integrating the unitsinto Signaling
System 7 (SS7) networks:

e Access SS7 Gateway Control Protocol (ASGCP). This method of integration enables the
MAX TNT to terminate data callsin an SS7 network. The signaling gateway must be ICD
for softswitch (formerly ASG). ICD stands for Internet Call Diversion.

« |PDevice Control (IPDC). IPDC isathird-party proprietary protocol. This method of
integration enablesthe MAX TNT to terminate both voice and data calls. The signaling
gateway can be ICD for softswitch or Lucent Softswitch.

TAOS 9.0 supports interoperability with sections of 1P Device Control (IPDC) 0.15.1,
including PRI tunneling.

Notice of discontinuance of configurable RADIUS port and ID space

In TAOS 8.%, the default settings for User Datagram Protocol (UDP) source ports and 1D
spaces for communication with a RADIUS server specified the use of a unique source port for
each card and a distinct 1D space for both authentication and accounting requests. However,
the unit could be configured to use a single source port and ID space system-wide, in order to
accommodate certain RADIUS server daemons that had a system-unique requirement.

Because no known RADUI'S servers continue to maintain this requirement, and because
increased port density makes the use of asingle port and ID space undesirable, with TAOS 9.0,
the MAX TNT unit always uses port-unique source ports and always sends RADIUS
authentication and accounting requests with distinct RADIUS IDs. The following parameters
are therefore no longer supported and have been removed from the External-Auth profile:

[ EXTERNAL- AUTH|

rad-i d-space = distinct

rad-i d- source-uni que = port-uni que

Note: Ther ad-i p- space andr ad- i d- sour ce- uni que parameters no longer appear
in the External-Auth profile with TAOS 9.0. If you downgrade the unit to an earlier rel ease, the
parameters revert to their default values for that release.

Notice of discontinuance of software support

Software support has been discontinued for the MAX TNT Ethernet-0 dot card (TNT-SL-
E10), the Fast (100 MB) Ethernet-1 slot card (TNT-SL-E100), and the older MAX TNT
Hybrid Access dlot cards (TNT-SL-HA128 and TNT-SL-HA 192).

Notice of discontinuance of MAX TNT support for DSL

Support for digital subscriber loop (DSL) functionality is discontinued in MAX TNT units as
of TAOS 8.0. The DSLTNT™ platform continues support for existing DSL products and will
introduce additional DSL functionality in future releases.
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Notice of deprecated management features

Notice about

Useof thei f - admi n diagnostic command is deprecated. The functionality that was provided
by the - d (down) and - u (up) options of the command is now provided by r ead, set , and
wr i t e operations on one of the following profiles:

e The Admin-State-Perm-If profile for permanent interfaces such as a nailed interface
e The Admin-State-Phys-If profile for physical interfacessuchasaT1 line

The other options of thei f - adm n command are not supported.

Useof thecal | -1 og- r adi us- conpat parameter in the Call-Logging profileis
deprecated in this software version.

Thecal | Activel fl ndex andcal | St at usl f 1 ndex objectsinthecal MIB are not
supported in this software version.

This following objects are no longer supported in this software version:;
e Thel modem i b
e Thereset Stat groupinascend. m b

« Theconsol eTabl e, doTabl e, and host St at usTabl einascend. ni b

upgrading slot cards

If you replaceaMAX TNT Fast (100 MB) Ethernet-1 slot card (TNT-SL-E100) with a newer
Ethernet card (TNT-SL-E10-100 or TNT-SL-E100-V-C), you must write new Ethernet profiles
for the new card. The old Ethernet profiles do not carry forward.

If you replace an older MAX TNT Hybrid Access ot card (TNT-SL-HA128 or TNT-SL-
HA192) with anewer Hybrid Access card (TNT-SL-HDLC2 or TNT-SL-HDL C2-EC-C), and
if you replaceaMAX TNT Series56™ modem card (TNT-SL-48MOD-S56) with a newer
Seriess6 card (TNT-SL-48MOD-S-C or TNT-SL-48MODV 3-S-C), you must write new
profiles for the new cards.

If you replace a Series56 modem card (TNT-SL-48MOD-S56, TNT-SL-48MOD-SGL, TNT-
SL-48MOD-S-C or TNT-SL-48MODV 3-S-C) with aMultiDSP card (TNTP-SL-ADI-C,
TNTV-SL-ADI-C, or APX8-SL-96DSP), you must write new profiles for the new cards.

For any slot whose card type is being changed, you should perform asl ot -r command
after downing (sl ot - d) or removing the existing card prior to inserting a new card type.

Caveats in this release

« Asnew features are added to each TAOS release, the amount of memory used by the
operating system increases. MAX TNT units will therefore report less available memory
with each subsequent rel ease.

e Lucent Technologies does not recommend the use of traffic shaping in TAOS 9.0. (This
limitation isremoved in TAOS 9.0.2.)

*  With TAOS 9.0, when along-term loss of communication to a RADIUS or call-logging
server occurs (which resultsin loss of data), the MAX TNT unit reports the event by
generating a Warning 104 message.

10

MAX TNT TAOS 9.0 Addendum



About this addendum
Caveats in this release

«  When you attempt to initiate terminal services such as TCP-clear, Rlogin, or Telnet using
ascripted login, the MAX TNT unit might occasionally terminate calls abnormally,
displaying a cause code 51 and progress code 40 in Syslog or RADIUS accounting
records. Thisissueis aggravated by scripted logins when the responses are entered before
the MAX TNT promptsinput.

* Inthisrelease, the transmit rate of the Ethernet-3-ND slot card decreases by as much 20%
for 60-byte packets when the traffic passing through exceeds its maximum throughput
rate.

»  Before changing an ATM connection’s VPI-V Cl assignment, you must disable the
connection on aMAX TNT OC3 (Copper) ATM dot card (TNT-SL-OC3-C) or
MAX TNT OC3 (Fibre) ATM slot card (TNT-SL-OC3-F).

e Multilink Protocol (MP) bonding of analog calls is supported, but some client modems
and software may have compatibility problems.

«  Configurable receive and transmit datarate limits are not supported on the MAX TNT
unchannelized DS3-ATM dlot card (TNT-SL-UDS3A). Configurable receive and transmit
datarate limits are supported on the unchannelized DS3 Frame ot card (TNT-SL-UDS3).

* LAN-Modem profiles contain entries for 96 devices. For the 96-port MultiDSP card, all
96 entriesin the profile are used. For 48-port Digital Modem cards—Series56 (TNT-SL-
48MOD-S56), Series56 11 (TNT-SL-48MOD-S-C), and Series56 111 (TNT-SL-
48MODV 3-S-C)— only the first 48 entries are used. For the 48-port MultiDSP card
(TNTP-SL-ADI-C or TNTV-SL-ADI-C), every other entry in aLAN-Modem profileis
used (odd ports only, from 1 to 95).

e Frame Relay and ATM SV Cs are not supported in this release.
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Support for the Ethernet-3-ND slot card

Built-in features in TAOS 9.0

WAN access server features

Support for the Ethernet-3-ND slot card

The MAX TNT Ethernet-3-ND (no dongle€) slot card has four full-duplex 10/100-megabit
(Mb) Ethernet ports with a high packet-per-second throughput to support voice over 1P (VoI P).

You can view or download the Ethernet 3-ND slot card configuration guide at
http://ww. lucent.comins/doclibrary/library.htm.

Support for the E3-ATM slot card

The MAX TNT E3-ATM sdlot card inserts and extracts ATM cellsfrom an E3 stream in
full-duplex mode at speeds of up to 34.368 Mbps, for routing applications. Each slot card has
its own memory processors and provides connectors for one pair of transmit and receive lines
and one backup pair. Two E3-ATM dlot cards in the same unit can be connected together and
configured for redundancy.

You can view or download the E3-ATM slot card configuration guide at
http://ww. |l ucent.comins/doclibrary/library.htm.

Support for the PCTFI slot card

The PCTFI dot card provides a direct connection between the time dot interchanger (TSl) ina
5ESS SM-2000 switch and aMAX TNT unit, eliminating the need for separate T1 or E1
digital trunk interfaces in the switch.

You can view or download the PCTFI slot card configuration guide at You can view or
download the Ethernet 3-ND dlot card configuration guide at
http://ww. |l ucent.comins/doclibrary/library.htm.

Support for port-speed configuration on Ethernet-3 slot cards

Thisrelease provides support for 10-Mbps and 100-Mbps port speedson Ethernet-3 (ENET-3)
slot cards. The new nedi a- speed- nbi t parameter allows you to set either port speed in
the Ethernet profile for the card. Prior to this release, the port speed for the Ethernet-3 slot card
was limited to 100M bps.

Parameter Specifies
nmedi a- speed- mbit  Speed of the Ethernet port, either 10mb or 100mb. The default is
100Mbps.

In the following example, the administrator sets the speed of port 1 of the Ethernet-3 slot card
in dot 8 to 100M bps:

adm n> read ethernet { 1 8 1}
ETHERNET/{ shelf-1 slot-8 1 } read
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adm n> set nedi a-speed-nmbit = 100nb

admn> wite
ETHERNET/{ shelf-1 slot-8 1 } witten

ISDN PRI support for the STM-0 slot card

Inthisrelease, TAOS 9.0 provides support for ISDN Primary Rate Interface (PRI) signaling on
the Synchronous Transport Module 0 (STM-0) slot card.

The Synchronous Transport Module 0 (STM-0) slot card now supports ISDN Primary Rate
Interface (PRI) signaling over T1 lines. ISDN PRI on the STM-0 slot card behavesand is
configured similarly to ISDN PRI on other MAX TNT and APX 8000 line cards such as the
T3 (Channelized DS3 WAN) slot card and the Peripheral Control Timing Facility Interface
(PCTFI) dlot card.

Asin earlier releases, you configure an STM profile and up to 28 T1 profiles for an STM-0
dot. In the following example, the administrator sets ISDN PRI on the STM-0 slot card in
dot 2.

admin>read t1 { 12 1}

adm n> set line signaling = isdn

adm n> set |ine channel 24 channel = d-channel
adm n> set |ine isdn-emulation-side = nt

adm n> set line clock-priority = high

adm n> wite

Traffic shaping on DS3-ATM2 and E3-ATM slot cards

The MAX TNT unit supports ATM traffic shaping only on second-generation ATM dot cards:
DS3-ATM2 (APX8-SL-UDS3-A2-C) and E3-ATM (APX8-SL-UE3-A-C). Each ATM
interface supports up to 15 traffic shapersthat define characteristics for different types of
traffic. For example, voice traffic requires a constant amount of bandwidth and cannot tolerate
delays, whereasfile transfer can tolerate delay and variable bandwidth. Once you have
specified the traffic shapers you need, you can apply a shaper to any number of virtua circuits.

Note: MAX TNT units do not support “on the fly” traffic shaper configuration. If you modify
atraffic shaper after it has been applied to virtual circuits, you must restart all of the virtual
circuits to use the new values.

A MAX TNT unit with DS3-ATM2 or E3-ATM slot cards installed supports the following
ATM service categories:

« Constant Bit Rate (CBR)
e Variable Bit Rate-Non-Real-Time (VBR-NRT)
«  Unspecified Bit Rate (UBR)

CBRisused for applications that do not tolerate delay (for example, voice or video
transmission). It guarantees that a static amount of bandwidth (the maximum effective bit rate)
isaways available to the circuit. The source system can send cells at or below that bit rate
without compromising the quality of service.

VBR-NRT is used for applications such as transaction processing, which can tolerate delay but
not cell loss. The bandwidth must remain within the boundaries of the maximum effective bit
rate, the maximum sustainable bit rate, and the maximum burst size.

14
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UBR isthe lowest level of service. In effect, it makes no service or bandwidth guarantees and
does not enforce traffic management. UBR is used for applications such as telecommuting or
background data transfer, which can tolerate delay.

For a detailed definition of the ATM service categories, see the ATM Forum Traffic
Management Specification Version 4.0.

Overview of traffic-shaping settings

The following parameters (shown with default values) define traffic shaping on DS3-ATM2
and E3-ATM sdlot cards:

[in DS3-ATM { any-shelf any-slot 0 }:line-config:traffic-shapers[1]]
enabl ed = no

bit-rate = 1000

peak-rate = 1000

max- burst-size = 2

aggregate = no

priority =0

[in E3-ATM { any-shelf any-slot O }:line-config:traffic-shapers[1]]
enabl ed = no

bit-rate = 1000

peak-rate = 1000

max- burst-size = 2

aggregate = no

priority =0

[in CONNECTI QN "": sessi on-options]
traffic-shaper = 16

Parameter Specifies
Enabled Enable/disable the shaper for use.
Bit-Rate Maximum sustainabl e effective bit rate in kilobits per second. The

default is 1000 (1IMbps). This setting applies only to VBR traffic.
For more information about this setting, see “Framing and
effective line rates’ on page 17.

Peak-Rate Maximum effective bit rate allowed, in kilobits per second. The
default is 1000 (1Mbps). For CBR traffic, this setting specifies
the static bit rate. For VBR traffic, it is the upper boundary of the
variable bit rate. For more information about this setting, see
“Framing and effective line rates” on page 17.

Max-Burst-Size Maximum burst size (MBS), which is the maximum number of
cells that can be transmitted at the specified peak rate before the
MAX TNT unit determines that the virtual circuit is exceeding the
defined characteristics. The default is 2. The valid range isfrom 2
through 255. This setting applies only to VBR traffic.
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Par ameter Specifies

Aggregate Not supported on E3-ATM and DS3-ATM2 slot cards. If atraffic
shaper with this parameter set to yes is applied to more than one
virtual circuit, each of the virtual circuits will be allowed the full
bandwidth defined in the shaper. For example, if the shaper
specifies CBR service and a pesk rate of 10000, and two virtual
circuits apply the shaper, each circuit will be allowed 10 Mbps of
bandwidth, for atotal of 20 Mbps.

Note: MAX TNT does not verify that the aggregate rates of the
multiple virtual circuits do not exceed the effective line rate.

Priority ATM service category. The default value, O (zero), specifies CBR
service. Other supported values are 1, for VBR-NRT service, and
2, for UBR service.

Traffic-Shaper Number of adefined traffic shaper to apply to the virtual circuit.
The default is shaper 16, which isan internal shaper that is not
configurable. Traffic shaper 16 specifies no bandwidth limitation.

Transmit resource sharing

The E3-ATM and DS3-ATM2 transmit buffers are separated into eight pools. The first seven
pools are dedicated to traffic shapers 1 through 7. The remaining pool is shared among the
remaining traffic shapers (shapers 8 through 15). Note that when assigning a traffic shaper to
multiple virtual circuits, if multiple virtual circuits share the same pool, the circuits compete
for pool resources.

Note: The MAX TNT unit uses a special pool for OAM traffic to ensure that OAM cells are
not lost because of congestion. OAM cells are handled with priority O.

Using traffic shapers 1 through 7

The first seven traffic shapers each have a dedicated pool. When you apply atraffic shaper
from 1 through 7 to two virtua circuits, each virtual circuit applies the same settings and
calculates the same transmit bandwidth limitation. For example, suppose traffic shaper 1 has
the following settings:

[in DS3-ATM{ shelf-1 trunk-module-1 1 }:line-config:traffic-shapers[1]]
enabl ed = yes

bit-rate = 1000

peak-rate = 15000

max- burst-size = 2

aggregate = no

priority =0

And suppose that this traffic shaper is applied to two virtual circuits, as follows:

adm n> read connection atnvc-1
CONNECTI ON at nvc-1 read

adm n> set session-options traffic-shaper = 1

admn> wite
CONNECTI ON atnve-1 witten

adm n> read connection atnvc-2
CONNECTI ON at mvc-1 read
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adm n> set session-options traffic-shaper = 1

admn> wite
CONNECTI ON at mvc-2 witten

When traffic shaper 1 is applied to two virtual circuits, each virtual circuit has amaximum
effective bit rate of 15 Mbps. The bandwidth limitation works as expected when the traffic for
each virtua circuit is below the bandwidth limit. However, if the traffic on one of the virtual
circuits exceeds its bandwidth limit, that circuit can consume al of the transmit buffersin the
pool, which would deprive the other virtual circuit of transmit buffers and prevent it from
reaching its bandwidth limit. The virtual circuit with the highest traffic has a statistically
higher chance of obtaining pool resources. In the case where both virtual circuits exceed their
limit by the same amount, they compete equally for resources, enabling each to attain its limit.

Using traffic shapers 8 through 15

When two virtual circuits are governed by different shapers using the common pool (for
example, traffic shapers 8 and 9), the situation is further complicated by the fact that each
virtual circuit can have a different bandwidth limit. For example, if traffic shaper 8 specifies
1Mbps and traffic shaper 9 specifies 7Mbps, the virtual circuitsthat use these shapers compete
for the transmit buffersin the common pool used by traffic shapers 8 through 15.

Framing and effective line rates

MAX TNT checks that the peak- r at e and bi t - r at e values of a specific shaper do not
exceed the effective line rate. However, the aggregate rates of the virtual circuits using the
shaper are not checked.

Traffic shapers are precise to within 4%.

Table 13 shows the effective line rates for DS3-ATM2 and E3-ATM slot cards with the
supported framing formats. Effective line rate indicates the usable bandwidth after framing and
ATM cell headers have been taken into account.

Table 13. Framing and effective line rate

Slot card Framing Effectivelinerate Célls per second

DS3-ATM2 C-bit-ADM 40,037 Kbps 104,265
C-bit-PLCP 36,864 Kbps 96,000

E3-ATM G751-ADM 30,474 Kbps 79,360
G751-PLCP 27,648 Kbps 72,000
G832-ADM 30,720 Kbps 80,000

The minimum shaper valueis 1Kbps. If thepeak- r at e or bi t - r at e parameters specifies
value that is |less than the minimum shaper value, the system logs a warning message.
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Disabled traffic shapers

If a shaper isdisabled and a virtual circuit has that shaper applied, or when the shaper #16 is
used by a Connection profile, the virtual circuit hasa CBR QoS with a peak rate equal to the
maximum line bandwidth. This virtual circuit shares the common transmit pool.

Firmware versions for digital modems

The Conexant firmware versionsfor MAX TNT Digital Modem cards include support for
V.90, K56flex, K56plus, and all slower, standard modem speeds. This release includes the
following Conexant firmware:

e Seriesb6 Digital Modem cards (also called CSM/1, TNT-SL-48M OD-S56) support
V2.098-K56_2M_DLP_CSM firmware.

»  Series56 || Digital Modem cards (also called CSM/3, TNT-SL-48MOD-SGL and TNT-
SL-48MOD-S-C) support V5.817 firmware.

e Seriesh6 |11 Digital Modem cards (also called CSMV/3, TNT-SL-48MODV 3-S-C)
support V5.8175 firmware.

Firmware versions for MultiDSP cards

This release includes the following Lucent firmware versions for MultiDSP cards:

e 48-port MultiDSP cards (TNTP-SL-ADI-C or TNTV-SL-ADI-C) support Lucent
firmware.

e 96-port MultiDSP cards (APX8-SL-96DSP) support Lucent V0.1622.0 firmware.

Support for HDLC-NRM on Series56 Ill Digital Modem cards

Inthisrelease, the Series56 111 Digital Modem slot card (also known as the CSMV/3 card)
supports analog synchronous connections that use the High-Level Data Link Control-Normal
Response Mode (HDLC-NRM) protocol. You configure the connections just as you would for
a Seriesh6 |1 Digital Modem card (also known as an CSM3 card). For details, see the

APX 8000/MAX TNT/DSLTNT WAN, Routing, and Tunneling Configuration Guide for

TAOS 8.0.

Support for V.110 subrates for MultiDSP cards

This release includes new 14400-bps and 28800-bps V.110 subrates for 48-port and 96-port
MultiDSP slot cards.

A total of eight new switched-call types have been added for V.110 connections. They indicate
the bearer channel capability to set up for each switched call in the session. Two existing
parameters have these new values:

e Data-Servicein the Connection > Telco-Options subprofile
»  Switched-Call-Typein the Frame-Relay profile

Each value specifies that the call be set up for either 56-Kbps or 64-Kbps data transfer that is
either restricted or nonrestricted, and a V.110 bit rate of either 14400 bps or 28800 bps.
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Value Call typerequested

144-56k-v110 56K bps unrestricted data transfer and a V.110 bit rate of 14400-bps.
288-56k-v110 56K bps unrestricted data transfer and a V.110 bit rate of 28800-bps.
144-56kr-v110 56Kbpsrestricted datatransfer and a V.110 bit rate of 14400-bps.
288-56kr-v110 56Kbpsrestricted datatransfer and aV.110 bit rate of 28800-bps.
144- 64k-v110 64K bps unrestricted data transfer and a V.110 bit rate of 14400-bps.
288- 64k-v110 64K bps unrestricted data transfer and a V.110 bit rate of 28800-bps.
144- 64kr-v110 64Kbpsrestricted datatransfer and a V.110 bit rate of 14400-bps.
288- 64kr-v110 64Kbpsrestricted datatransfer and aV.110 bit rate of 28800-bps.

Note: If aV.110 device makes acall at 14400 bps or 28800 bpsto a MAX TNT with a
MultiDSP or MultiDSP2 card, the call automatically connects at 14400 bps or 28800 bps,
regardless of the setting of Data-Service or Switched-Call-Type.

Support for progress code 33

A new progress code, 33 (modem awai ti ng renote noden), indicatesthat a modem
has failed to synchronize because it did not detect a remote analog client modem. Progress
Code 33 is supported only in the 48-port and 96-port MultiDSP slot cards.

In previous releases, this condition was indicated by progress code 31, which was returned
when auser dialed intoaMAX TNT modem and failed to synchronize for one of three
possible reasons.

Progress code 33 indicates that the call did not originate from a remote client modem. When a
modem is opened and iswaiting for the carrier, the accounting record is updated with progress
code 33. If the remote modem client is detected, the accounting record is updated to progress
code 31.

You can view progress code 33 from the console log, or Syslog, or by means of SNMP queries.

Authentication and accounting client features

Support for CHAP name challenge during incoming calls

You can now set a Challenge Handshake A uthentication Protocol (CHAP) challenge name for
bidirectional CHAP authentication of incoming calls. The new Substitute-Send-Name
parameter in the PPP-Answer subprofile of the Connection profile provides a unique,
substitute name for the calling host to which the MAX TNT connects during incoming calls.

Because bidirectional CHAP authentication provides away to formally authenticate the calling
device during an incoming call, the name of the device must be checked against alocally
defined name. The name can be the dial-in profile name or the substituted name provided by
this new parameter.
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Although you set this parameter in the PPP-Answer subprofile, the PPP-Options subprofilein
the Connection profile includes a copy of this setting.

Following are the relevant settings for configuring the unit to use the CHAP challenge name:
[i n ANSVWER- DEFAULTS: ppp- answer ]
adm n> set substitute-send-name = groupb

admn> wite
ANSVER- DEFAULTS written

Parameter Specifies

subst it ut e- send- name Name of the PPP calling device during incoming calls to the
MAX TNT unit, a name of up to 23 characters. The default is
anull string. If no value is entered, the global system nameis
used.

Nonauthentication option for asynchronous framed users

You can now turn user authentication off for all incoming calls from asynchronous framed
users, while continuing to restrict accessto other types of users. When the feature is enabled, a
MAX TNT unit requires no user authentication during Link Control Protocol (LCP)
negotiation. Instead, users are automatically assigned to an | P address pool set aside for their
sole use. In addition, a user who fails Password Authentication Protocol (PAP) authentication
for the network connection can attempt the connection again up to five times. To implement
this feature, you must set two new parameters in the PPP-Answer subprofile and one new
parameter in the IP-Answer subprofile. Both subprofiles are in the Answer-Defaults profile.

Auth-for-Async-Framed-User

Description: Enables and disables the authenti cation requirement for incoming asynchronous

framed users.

Usage: Specify Required or Not-Required. The default is Required.

*  Required enables the authentication requirement for incoming asynchronous framed users.

*  Not-Required disables the authentication requirement. These users without authentication
are automatically assigned to an | P address pool set aside for their use.

Example: set aut h-for-async-framed-user = not-required

Dependencies. Consider the following:

e If this parameter is set to Not-Required, you must assign a pool humber with the Pool-for-
Async-Framed-User parameter to provide | P addresses for incoming asynchronous
framed users without authentication.

* A read-only copy of this parameter appears in the IP-Options subprofile.

e Consider alowing usersto retry PAP authentication after failures by setting the Max-Pap-
Auth-Retry parameter.

e Location: Answer-Defaults > PPP-Answer, Connection > PPP-Options

20
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Max-Pap-Auth-Retry

Description: Determines the maximum number of retries allowed if PAP authentication for
network connection fails.

Usage: Specify a number between 0 and 5. The default is O raters.
Example: set max-pap-retry = 0
Dependencies: A read-only copy of this parameter appearsin the | P-Options subprofile.

Location: Answer-Defaults > PPP-Answer, Connection > PPP-Options

Pool-for-Async-Framed-User

Description: Assignsan IP address pool of a particular number for incoming asynchronous
framed users without authentication.

Usage: Specify an IP pool number between 0 and 512. The default is 0, which allows the unit
to assign an address from any pool.

Example: set pool -for-async-framed-user = 0

Dependencies. Consider the following:

e If the Auth-for-Async-Framed-User parameter is set to Not-Required, you must assign a
pool number to provide I P addresses for incoming asynchronous framed users without
authentication.

»  Becausethis pool isfor the sole use of asynchronous framed users without authentication,
the MAX TNT cannot allocate an | P address from this same pool to incoming users with
authentication.

« A read-only copy of this parameter appears in the PPP-Options subprofile.

Permission level: Answer-Defaults > IP-Answer, Connection > |P-Options

Service-Type (6) set to Call-Check for CLID and DNIS authentication

When using CLID or DNIS authentication, MAX TNT unitsthat are operating in vendor-
specific attribute (V SA) compatibility mode now generate a RADIUS authentication request
that includes Call-Check (10) as the Service-Type value. If the unit is not operating in V SA-
compatibility mode, the Service-Type attribute retains the old Outbound value.

Following are the relevant settings for configuring the unit in VV SA-compatibility mode:

[i n EXTERNAL- AUTH|
aut h-type = radius

[in EXTERNAL- AUTH: r ad- aut h-cl i ent]
aut h-radi us-conpat = vendor-specific

Following is an example RADIUS log from aMAX TNT unit operating in VSA compatibility
mode, with the Call-Check value shown:

May 2 13:50:47.429 radi usd[ 23414] handl e_r adi us_r equest :
1.1.1.1:1025, id=18, code=1, |ength=104
request: User-Nanme = "63210"
request: User-Password = "\x01{6\xe7\xf 2\ xcOg\ xa5\ xbb\ x02\ x05@
request: NAS-I|P-Address = 192.168. 21. 210
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request: NAS-Port = 10501

request: NAS-Port-Type = | SDN- Sync
request: Service-Type = Call-Check
request: State = ""

request: Calling-Station-1d = "63210"

request: Called-Station-Id = "63222"
request: Acct-Session-1d = "2161100"
request: Ascend-Dat a-Rate 56000
request: Ascend-Xmit-Rate 56000

Service-Type attribute (6) in RADIUS accounting records

For connections authenticated using RADIUS, if the user profile returned by the RADIUS
server includes a Service-Type (6) attribute, the RADIUS Start and Stop accounting records
will now report the Service-Type value. The following conditions must be met for the Service-

Type value to appear in accounting records:

«  External authentication must be enabled and configured as RADIUS. Note that

RADIUS/LOGOUT will not exhibit this feature.

e RADIUS accounting must be enabled.

* RADIUS accounting compatibility must be set to vendor - speci fi ¢ viathe
Acct-RADIUS-Compat parameter in the TAOS command-line interface.

« TheRADIUSuser profile must contain a Service-Type return attribute, and the connection
must be authenticated by means of the RADIUS profile. (A connection authenticated by
means of alocal profile does not report the Service-Type value.)

In addition to being included in Access-Request and Access-Accept packets, the RADIUS
Service-Type attribute now appearsin RADIUS accounting records.

Following is an example of aRADIUS Start Record, with a sample Service-Type value:

User-Nane = "jintest"

NAS- | P- Address = 212. 168. 21. 90
NAS- Port = 2054

NAS- Port - Type = Sync

Servi ce- Type = Franed

Class = "testclass"

Acct - St at us- Type = Start

Acct - Del ay- Ti ne 0

Acct - Session-1d "317839070"
Acct - Aut hentic = RADI US
Ascend-Multilink-1D = 358219783
Ascend-Num I n-Miltilink =0
Ascend- Mbdem Por t No 3

Ascend- Mbdem S| ot No 2

Ascend- Modem Shel fNo = 1
Franed- Prot ocol = MPP

Framed- | P- Address = 212.168. 21. 93

RADIUS: New authentication-delay attribute

The new Ascend-Auth-Delay attribute has been added to the RADIUS dictionary, for

call-logging and RADIUS accounting purposes.
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Ascend-Auth-Delay (28)

Description: Indicates the amount of time (in milliseconds) in which the system carried out
the authentication process.

Usage: The Ascend-Auth-Delay attribute appearsin call-logging or RADIUS accounting
Start packets, Stop packets, or Checkpoint packets.

Example: ascend- aut h-delay = 20

See Also: Ascend-Auth-Type

Stripping portions of the username from RADIUS access requests

MAX TNT units are now ableto strip off portions of the username sent in the Username
attribute-value pair of a RADIUS Access-Request packet. The primary purpose of this feature
is to remove the domain name from incoming authentication requests. However, the feature is
not limited to that purpose.

Figure 1 showsaMAX TNT unit that is functioning as a Layer 2 Tunneling Protocol (L2TP)
access concentrator (LAC). The unit is removing the portion of the username value that
follows the at sign (@) before forwarding the Username attribute-value pair in aRADIUS
Access-Request packet.

Figure 1. Removal of domain name before RADIUS authentication

LAC LNS

abc@isp.com

RADIUS abc Password = "pass$"
server User-Service = Framed-User
S | Framed-Protocol = PPP,
Framed-Address = 10.1.1.1,

The user dialing into the MAX TNT unit has the following username:

abc@ sp. com

On the RADIUS server, the user profile nameisabc. To enable the authentication to take
place properly, the MAX TNT unit must remove @ sp. combefore forwarding the
Access-Request packet to the RADIUS server. After the client has been authenticated by the
MAX TNT unit operating asa LAC, the LAC forwards the username and password to the
L2TP network server (LNS).

Overview of parameter settings

To provide flexibility in processing Username values to be forwarded to a RADIUS server in
Access-Request packets, you can specify one or multiple characters as delimiters, the number
of delimitersthat must be present in a username for the unit to strip off characters, and whether
to strip charactersto the left or right side of the specified delimiter characters.
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Following are the parameters, shown with default values, for specifying the delimiters and the
direction in which the Username value will be modified:

[ EXTERNAL- AUTH: r ad- aut h-cl i ent]
auth-realmdelinmters = /\ @b
auth-reg-delimcount = 0

aut h-reqg-strip-side = none

Par ameter Specifies

Auth-Realm-Delimiters  Character or characters to be recognized as delimitersin a
username. In previous releases, the delimiters specified by this
parameter were applied to Access-Accept packets only, and were
used to define realms. With the current software, the delimitersare
also used to define the boundaries of charactersto be stripped from
the username in Access-Request packets.

The default value / \ @bconsists of the characters typically used
for delimiting realms and domain hames. You can specify up to
7 charactersin any order.

Auth-Reg-Delim-Count  Number of delimiter characters to delete. With the default zero
value, no characters are stripped from the name. If the number of
delimitersin the username is greater than or equal to the value of
this parameter, the unit strips the charactersto the left or right (as
specified in the Auth-Reg-Strip-Side setting) and sends the
remaining string in the Username attribute-value pair. If the
number of delimitersin the username is less than the value of the
Auth-Reg-Delim-Count parameter, the unit sends the entire
username to RADIUS without stripping any characters.

Auth-Reg-Strip-Side Direction in which to strip characters from a username. The
default value isnone, which specifies that the unit removes no
characters before sending the Username attribute-value pair. Other
validvaluesarel ef t (strip the delimiter character and characters
totheleft of it) andr i ght (strip the delimiter character and
charactersto the right of it).

Example of configuring a MAX TNT unit to remove domain names

In thisexample, auser logsintoaMAX TNT unit with the following username:

bi | | g@bc. conxzy"nmsn. com

Following isthe user’s RADIUS profile:

billg Password = "l ocal pw'
User - Servi ce = Franed- User,
Framed- Prot ocol = PPP,
Fr anmed- Address = 1. 2. 3. 4,

Fr amed- Net mask = 255. 255. 255. 255

The following commands configureaMAX TNT unit to remove the at sign (@) and all

charactersto theright of it in the name the user presents at login:

adm n> read external -auth
EXTERNAL- AUTH r ead

adm n> set rad-auth-client auth-realmdelinmters = @
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adm n> set rad-auth-client auth-reqg-deli mcount =1
adm n> set rad-auth-client auth-reqg-strip-side = right
adnmin> wite

EXTERNAL- AUTH written

With this configuration, when the MAX TNT unit receives a RADIUS-authenticated call from
auser with the following name, the unit strips the delimiter character and all charactersto the
right of it and sends the remaining string (bi | | g) in the Username attribute-value pair:

bi | | g@bc. com&xzy nsn. com

Example of configuring a MAX TNT unit to recognize various delimiters

In this example, three userslog in to aMAX TNT unit with the following usernames:
abc\i sp2.com
def @ sp3. com
hij/isp4.com

Following are the users RADIUS profiles:

abc Password = "l ocal pw'
User-Service = Franed- User,
Fr aned- Pr ot ocol = PPP,
Fr aned- Addr ess 1.2.3.4,
Fr amed- Net nask 255. 255. 255. 255

def Password = "l ocal pw'
User-Service = Franed- User,
Fr amed- Prot ocol = PPP,
Franmed- Address = 2. 3. 4.5,
Franmed- Net nask = 255. 255. 255. 255

hij Password = "I ocal pw'
User - Servi ce = Franed- User,
Fr amed- Prot ocol = PPP,
Fr amed- Addr ess 3.4.5.6,
Fr amed- Net nask 255, 255. 255. 255

The following commands configure aMAX TNT unit to remove all charactersto the right of
one of the specified delimiters in the name the user presents at login:

adm n> read external -auth
EXTERNAL- AUTH r ead

adm n> set rad-auth-client auth-realmdelimters = /\ @0
adm n> set rad-auth-client auth-reqg-deli mcount =1

adm n> set rad-auth-client auth-reqg-strip-side = right
admin> wite

EXTERNAL- AUTH wri tten

With this configuration, when the MAX TNT unit receives a RADIUS-authenticated call from
auser with one of the following names the unit strips the delimiter character and all characters
to theright of it and sends the remaining string (abc, def , or hi j ) in the Username attribute-
value pair:

abc\i sp2. com

MAX TNT TAOS 9.0 Addendum 25



Built-in features in TAOS 9.0
CLID and DNIS authentication cause codes

def @sp3. com
hij/isp4.com

Example of configuring a MAX TNT to require multiple delimiters in a name

In this example, two callerslog into aMAX TNT unit with the following usernames:
abc@lef @ spl. com
ghi @kl % sp2. com

Following are the users RADIUS profiles:

abc Password = "l ocal pw'
User - Servi ce = Franed- User,
Fr aned- Prot ocol = PPP,
Fr aned- Addr ess 1.2.3.1,
Fr aned- Net nask 255. 255. 255. 0

ghi Password = "l ocal pw'
User - Servi ce =Fr aned- User
Fr amed- Pr ot ocol = PPP,
Fr aned- Addr ess 2.3.4.5,
Fr aned- Net nask 255. 255. 255. 248

The following commands configure aMAX TNT unit to remove all charactersto the right of
the first (leftmost) delimiter if the name contains two or more delimiters:

adm n> read external -auth
EXTERNAL- AUTH r ead

adm n> set rad-auth-client auth-realmdelinters =/ @A
adm n> set rad-auth-client auth-reqg-deli mcount = 2
adm n> set rad-auth-client auth-req-strip-side = right
admin> wite

EXTERNAL- AUTH wri tten

With this configuration, when the MAX TNT unit receives a RADIUS-authenticated call from
a user with one of the following names, the unit removes the first delimiter character and all
charactersto the right of it (including the second delimiter character and its following text).
The unit then sends the remaining string (abc or ghi ) in the Username attribute-value pair:

abc@lef @spl. com
ghi @kl % sp2. com

If auser dialsin with the following name, the call fails:
abc@spl. com
When the unit determines that the name contains fewer than the specified number of

delimiters, it passes the name to the RADIUS server without stripping any characters.

CLID and DNIS authentication cause codes

A new bt - ss7 switch type has been introduced for use on Signaling System 7 (SS7) data
trunks. The new switch typeis equivaent to thenet 5- pri setting, except for the codes
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returned for calling line ID (CLID) or the Dialed Number Information Service (DNIS)
authentication failure.

The purpose of the new setting is to enable MAX TNT unitsto return the Q.850 disconnect
cause code 63 (servi ce not avai |l abl e) andlocation 10 (net wor k beyond

i nt erwor ki ng poi nt)if acal isregected because of CLID or DNIS authentication
failure. This behavior is consistent with British Telecom call processing recommendations for
SS7-1P interworking.

Following are the relevant parameters, shown with default values:

in T1/{ any-shelf any-slot 0 }:line-interface]
si gnal i ng- nrode = i nband

switch-type = att-pri

[in EX/{ any-shelf any-slot O }:line-interface]
si gnal i ng- rode = i nband

switch-type = net5-pri

Parameter Specifies

Signaling-Mode Type of signaling used onaT1 or E1 line. For the MAX TNT unit
to use this feature, the parameter must be setto ss7- dat a-
trunk.

Switch-Type Type of network switch. The new bt - ss7 setting isequivalent to

thenet 5- pri setting except for the cause codes returned for
CLID or DNIS authentication failure. With thenet 5- pri or any
switch-type setting other than bt - ss7, if acall isrejected
because of CLID or DNIS authentication failure, the MAX TNT
unit releases the call with cause code 16 (nor mal cl eari ng)
and location O (user). If the parameter is set to bt - ss7, the
MAX TNT unit releases the call with cause code 63 (ser vi ce
not avai |l abl e) andlocation 10 (s). The setting takes effect
as soon as the profile is written.

For example, the following commands enable this feature on an E1 linein shelf 1, slot 7:

admn> read el { 1 7 1}
El/{ shelf-1 slot-7 1 } read

adm n> set line-interface signaling-nmde = ss7-data-trunk
adm n> set line-interface switch-type = bt-ss7

admin> wite

El/{ shelf-1 slot-7 1 } witten

If you attempt to save the profile with the bt - ss7 switch type and any other Signaling-Mode
setting, the system displays the following error message:

Switch type is not appropriate for the configured signaling type.

16-bit vendor-specific attribute (VSA) support

In previous releases, the VSA type was encoded in an 8-bit field, which limits RADIUS and
call-logging configurations to a maximum of 256 attribute types. In this release, the V SA type
is encoded in a 16-bit field, which substantially increases the number of attribute types
available. Note that only the NavisRadius™ product supports 16-bit VSAs at thistime.
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VSA formats

V SA support now accommodates three formats: standard RFC, 8-bit VSA, and 16-bit VSA.

Standard RFC format

All standard RFC 2058 attributes use the following format.
0 1 2
01234567890123456789020
B i T i st s R N R S S
| Attr Type | Length | Value ...

B T i S S S

If Attr-Type is not Vendor-Specific, the system uses the standard RFC format to decode the

attribute.

8-bit VSA format

Following isthe 8-bit VSA format:

0 1 2
0123456789012345678901
B T i o T o ik S S S S S S
| Attr Type | Length |

T T S S i S S S s S S

3
2345678901
R O e kST RIS S D
Vendor -1 d

R s S

| Vendor-1d (cont) | Vendor Type(8)| Vendor |ength|

B bk ok o e E e E R
| Vendor-value......

T S S S e S S

R s S

When you use the 8-bit VSA format, Attr-Type is set to Vendor-Specific (26) and Vendor-Id is

set to Ascend-Vendor-1d (529).

16-hit VSA format

Following isthe 16-bit VSA format:

0 1 2
0123456789012345678901
B T i o T o ik S S S S S S
| Attr Type | Length |

B T T s ik S S o

3
2345678901
R O e kST RIS S D
Vendor -1 d

R e S SEE NN

| Vendor-1d (cont) | Vendor Type(16-bit) [

B bk ok o e E e E R
| Vendor Length | Vendor-value......

T T S S i S S S s S S

R s S

+- +- +-
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Consider the following:
e Attr-Typeis set to Vendor-Specific (26).
e Vendor-ld is set to Lucent-Vendor-1d (4846).

e Vendor Lengthis set to the octet count of the Vendor Type, Vendor Length and Vendor-
value.

Note: At thistime, only NavisRadius supports 16-bit VSAs.

User interface changes

The following parameters have been modified:
¢ Acct-RADIUS-Compat

e Auth-RADIUS-Compat

e Cdl-Log-RADIUS-Compat

« RADIUS-Server-Compat

Descriptions of each modified parameter appear bel ow.

Acct-RADIUS-Compat

Description: Enables or disables vendor-specific attribute (VSA) compatibility mode when
the unit is using Remote Authentication Dial-In User Service (RADIUS) for accounting
purposes.

Usage: Specify one of the following settings:

e Old-Ascend (the default) specifiesthat the unit does not send the VVendor-Specific attribute
to the RADIUS server and does not recognize the Vendor-Specific attribute if the server
sendsit. All attributes are sent in standard RFC format.

*  Vendor-Specific specifies 8-bit VSA support. All standard attributes are sent in standard
RFC format, and all VSAsare sent in 8-bit VSA format. The unit ignoresall VSAsin
received packets that do not have Vendor-1d set to Ascend-Vendor-Id.

«  16-Bit-Vendor-Specific specifies 16-bit V SA support. All standard attributes are sent in
standard RFC format, and all V SAs are sent in the 16-bit VSA format as Lucent V SAs.
The systemignoresall VSAsin received packets that do not have Vendor-1d set to L ucent-
Vendor-Id. In thisformat, the first 256 Lucent V SAs are mapped to the 256 Ascend VSAs.

Note: At thistime, only NavisRadius supports 16-bit VSAs.
Example: set acct-radi us-conpat = vendor-specific
Location: External-Auth > Rad-Acct-Client

See Also: Auth-RADIUS-Compat, Call-Log-RADIUS-Compat, RADIUS-Server-Compat

Auth-RADIUS-Compat

Description: Enables or disables vendor-specific attribute (VSA) compatibility mode when
the unit isusing Remote Authentication Dial-In User Service (RADIUS) for authentication and
authorization purposes.
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Usage: Specify one of the following settings:

e Old-Ascend (the default) specifiesthat the unit does not send the VVendor-Specific attribute
to the RADIUS server and does not recognize the Vendor-Specific attribute if the server
sendsit. All attributes are sent in standard RFC format.

»  Vendor-Specific specifies 8-bit VSA support. All standard attributes are sent in standard
RFC format, and all VSAsare sent in 8-bit VSA format. The unitignoresall VSAsin
received packets that do not have Vendor-1d set to Ascend-Vendor-Id.

«  16-Bit-Vendor-Specific specifies 16-bit VSA support. All standard attributes are sent in
standard RFC format, and al VSAs are sent in the 16-bit VSA format as Lucent VSAs.
The system ignores all VSAsin received packets that do not have Vendor-1d set to
Lucent-Vendor-Id. In thisformat, the first 256 Lucent VV SAs are mapped to the 256
Ascend VSAs.

Note: At thistime, only NavisRadius supports 16-bit VSAs.
Example: set aut h-radi us-conmpat = vendor-specific
Location: External-Auth > Rad-Auth-Client

See Also: Acct-RADIUS-Compat, Call-Log-RADIUS-Compat, RADIUS-Server-Compat

Call-Log-RADIUS-Compat

Description: Enables or disables vendor-specific attribute (VSA) compatibility mode when
the unit is using Remote Authentication Dial-In User Service (RADIUS) for call logging to the
NavisAccess™ manager.

Usage: Specify one of the following settings:

*  Vendor-Specific specifies 8-bit VSA support. All standard attributes are sent in standard
RFC format, and all VSAsare sent in 8-bit VSA format. The unit ignores all VSAsin
received packets that do not have Vendor-1d set to Ascend-Vendor-Id.

e 16-Bit-Vendor-Specific specifies 16-bit VSA support. All standard attributes are sent in
standard RFC format, and al VSAs are sent in the 16-bit VSA format as Lucent VSAs.
The system ignores all VSAsin received packets that do not have Vendor-1d set to L ucent-
Vendor-ld. In thisformat, the first 256 Lucent VV SAs are mapped to the 256 Ascend V SAs.

Note: At thistime, only NavisRadius supports 16-bit VSAs.
Example: set cal |l -1 0g-radi us-conpat = vendor-specific

Dependencies: Note that the Old-Ascend setting is no longer available for Call-Log-
RADIUS-Compat.

Location: Call-Logging

See Also: Acct-RADIUS-Compat, Auth-RADIUS-Compat, RADIUS-Server-Compat

RADIUS-Server-Compat

Description: Enables or disables Vendor-Specific Attribute (VSA) compatibility mode when
the unit is acting as a Remote Authentication Dial-In User Service (RADIUS) server that is
ableto accept requestsfor certain limited purposes, such as changing afilter or disconnecting a
user.
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SNMP changes

Usage: Specify one of the following settings:

e Old-Ascend (the default) specifies that the unit does not send the VVendor-Specific attribute
to the RADIUS server and does not recognize the Vendor-Specific attribute if the server
sendsit. All attributes are sent in standard RFC format.

*  Vendor-Specific specifies 8-bit VSA support. All standard attributes are sent in standard
RFC format, and all VSAs are sent in 8-bit VSA format. The unit ignores all VSAsin
received packets that do not have Vendor-1d set to Ascend-Vendor-Id.

«  16-Bit-Vendor-Specific specifies 16-bit V SA support. All standard attributes are sent in
standard RFC format, and all V SAs are sent in the 16-bit VSA format as Lucent VSAs.
The systemignoresall VSAsin received packets that do not have Vendor-1d set to L ucent-
Vendor-Id. In thisformat, the first 256 Lucent V SAs are mapped to the 256 Ascend VSAs.

Note: At thistime, only NavisRadius supports 16-bit VSAs.
Example: set radi us-server-conpat = vendor-specific
Location: External-Auth > Rad-Auth-Server

See Also: Acct-RADIUS-Compat, Auth-RADIUS-Compat, Call-Log-RADIUS-Compat

Following are the SNMP changestocal | _I og. mi b:

e Thenewradl6Bit Vendor Speci fi c(5) option has been added to the
cal | Loggi ngRadConpat Mode variable.

e Theradd dAscend( 3) optionof thecal | Loggi ngRadConpat Mode variable has
been deprecated. Set requestsusingr adO dAscend( 3) return aBadVal ue error
message.

Contents of the user-user IE now available to RADIUS

In thisrelease, when the system finds an ISDN user-user information element (1E) in the Setup
message for an incoming call, it forwards the information to RADIUS as the value of the new
attribute Ascend-UU-Info. The Ascend-UU-Info attribute appears in Access-Request,
Accounting-Request, and Checkpoint packets. The user-user information element is forwarded
to RADIUS only when the Setup message contains it.

In previous releases, the contents of the ISDN user-user information element in the Setup
message for an incoming call were not forwarded to RADIUS. Now, the unit forwards this
information to the RADIUS server asthe value of the Ascend-UU-Info attribute. Japanese
cellular and PHS operators use the user-user information element to determine where the
mobile telephone terminal islocated. The called party or service provider can use this
information to develop application services, such as a restaurant guide in which the caller is
located through a Web page.
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Attribute description

Ascend-UU-Info (7)

Description: Indicates the contents of the ISDN user-user information element in the Setup
message for the incoming call.

Usage: The Ascend-UU-Info attribute appearsin Access-Request, Accounting-Request, and
Checkpoint packets. The maximum amount of information assigned to the attribute is
240 bytes, and the dataiis encoded in hexadecimal format.

Following is an Accounting Start record that contains the Ascend-UU-Info attribute:
Mon Apr 10 00: 46: 12 2000

User - Nane = "shobhapi pe"

NAS- | P- Address = 110.110.110. 19

Vendor - Speci fi ¢ = vAscend- 560600000000

NAS- Port = 11

Vendor - Speci fi ¢ = vAscend- 0d0600000002

NAS- Port - Type = Sync

Servi ce- Type = Franed

Acct - St at us- Type = Start
Calling-Station-1d = "53057"
Ascend- Cal | i ng- Subaddress = "6566"
Ascend- UU- I nfo = " AABBCCDD"

Following is an Accounting Stop record that contains the Ascend-UU-Info attribute:
Mon Apr 10 00: 46: 31 2000
User - Nane = "shobhapi pe"
NAS- | P- Address = 110.110. 110. 19
Vendor - Speci fi ¢ = vAscend- 560600000000
NAS-Port = 11
Vendor - Speci fi ¢ = vAscend- 0d0600000002
NAS- Port - Type = Sync
Servi ce- Type = Franed
Acct - St at us- Type = St op
Calling-Station-1d = "53057"
Ascend- Cal | i ng- Subaddress = "6566"
Ascend- UU- | nfo = " AABBCCDD"

Dependencies. Ascend-UU-Info is a Vendor-Specific Attribute (VSA).

Local profile information

If the contents of the user-user information element are available in the Setup message, two
new parameters, User-User-Info and User-User-Infolen, in the Call-Info profile, display the
information and its size in bytes, respectively.

32 MAX TNT TAOS 9.0 Addendum



Built-in features in TAOS 9.0
User-User-Info

User-User-Info

User-User-Infolen

Description: Indicates the contents of the ISDN user-user information el ement in the Setup
message for the incoming call.

Usage: The User-User-Info value is aread-only hexadecimal value.
Example: user - user-i nf0=00: 04: 05: 06: 07: 08: 09: 10: 01: 02: 03: 04: 05: +
Location: Call-Info {index}

See Also: User-User-Infolen

Description: Indicates the size (in bytes) of the value of User-User-Info.
Usage: The User-User-Infolen valueisread only.

Example: user-user-infolen = 120

Location: Call-Info {index}

See Also: User-User-Info

Management agent features

SNMP: Increased number of SNMP managers

In previous releases, you could specify up to five Simple Network Management Protocol
(SNMP) managers with Read or Write permission. In this release, you can specify up to eight
SNMP managers.

Following are the updated descriptions for the Read-A ccess-Hosts and Write-A ccess-Hosts
parameters in the SNMP profile.

Read-Access-Hosts

Description: Anarray containing up to eight IP addresses of SNM P managers that have Read
permission. If Enforce-Address-Security is set to Yes, the MAX TNT unit respondsto SNMP
Get and Get-Next commands only from the SNM P managers you specify in the array.

Usage: Each element in the array can specify an IP address. When SNMP is the working
profile, you can use the List command to display the array elements. You can then set avalue
in the Read-A ccess-Hosts parameter by specifying the numeric index of one of the array
elements and the value for that element. Or, you can set an array element without listing the

array.
Example: To list the array elements and set the Read-Access-Hosts [1] value:

adnmin> |ist read-access-hosts
[in SNWMP: read- access- host s]

read- access-hosts[1] = 0.0.0.0
read- access-hosts[2] = 0.0.0.0
read- access-hosts[3] = 0.0.0.0
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r ead- access- host s[ 4]
r ead- access- host s[ 5]
r ead- access- host s[ 6]
r ead- access- host s[ 7]
r ead- access- host s[ 8]

adm n> set 1 10.2.3.4/24

TR TR TRNTINT]
eeocoo
eeocoo
eeocoo
cocoooo

To set the Read-Access Hosts [1] value without listing the array:
adnmi n> set read-access-hosts 1 10.2.3.4/24

Dependencies: You must set the Enforce-Address-Security parameter to Yes in the SNMP
profile for the Read-Access-Hosts setting to have any effect.

Location: SNMP

See Also: Enforce-Address-Security, Read-Community, Read-Write-Community, Write-
Access-Hosts

Write-Access-Hosts

Description: An array specifying up to eight | P addresses of SNMP managers with Write
permission. The MAX TNT unit responds to SNMP Set, Get, and Get-Next commands from
only the SNMP managers you specify.

Usage: Each element in the array can specify an I P address. With SNMP as the working
profile, use the List command to display the array elements. You can then set avalue in the
Write-Access-Hosts parameter by specifying its numeric index and entering an address.

Example: Tolist the array elements and set the Write-Access-Hosty[ 1] value:

admin> list wite-access-hosts
[In SNMP: write-access-hosts]

write-access-hosts[1] = 0.0.0.0
write-access-hosts[2] = 0.0.0.0
write-access-hosts[3] = 0.0.0.0
write-access-hosts[4] = 0.0.0.0
write-access-hosts[5] = 0.0.0.0
write-access-hosts[6] = 0.0.0.0
write-access-hosts[7] = 0.0.0.0
write-access-hosts[8] = 0.0.0.0

admin> set 1 10.2.3.4/24

To set the Write-Access-Hosts[ 1] value without first listing the array:

adnmi n> set wite-access-hosts 1 10.2.3.4/24

Dependencies: For the Write-Access-Hosts setting to restrict read-write access to the
MAX TNT unit, you must set the Enforce-Address-Security parameter to Yesin the SNMP
profile.

Location: SNMP

See Also: Enabled, Enforce-Address-Security, Read-Access-Hosts, Read-Community, Read-
Write-Community

MAX TNT TAOS 9.0 Addendum



Built-in features in TAOS 9.0
SNMP: MIB support for DS3-ATM version 2 and E3-ATM slot cards

SNMP: MIB support for DS3-ATM version 2 and E3-ATM slot cards

TAOS release 9.0 includes support for SNMP management of the new DS3-ATM version 2
and E3-ATM dlot cards. You can view or download the DS3-ATM version 2 and E3-ATM dlot
cardguidesathtt p: / / www. | ucent. com i ns/doclibrary/library.htm.

The following MIBs are supported in this release:
e Chassis MIB (Lucent proprietary)

e Interface MIB (RFC 2863)

+ ATM MIB (RFC 1695, RFC 2515)

« DS3MIB (RFC 1407, RFC 2496)
¢ mibe3atmnet.mib

SNMP: DS3 MIB support for the channelized T3 slot card

Currently, the DS1 MIB supports channelized T3 slot cards for individual T1 lineson the T3
card. Thisrelease introduces DS3 MIB support for channelized T3 slot cards.

New values for the DS3 MIB

Loopback

The MAX TNT now supports the following new valuesin the DS3 MIB for the Set
commands:

e dsx3Li neType
e dsx3Circuitldentifier
e dsxLoopbackConfig

The T3 card has a new interface in the if Table with the following values:
e ifDescr—Channelize T3 Slot slot/item

e ifType—ds3(30)

« ifspeed—44736000

e ifName—ds3 shelf-slot-item

e ifH ghSpeed—45

e ifLinkUpDownTr apEnabl e—enabl ed( 1)

« ifConnectorPresent—true(l)

Note: To get these interface entriesinto the if Table, enter thesl ot - r command to restart
the T3 card and then initialize the slot again.

A link up/down trap is generated for the T3 line whenever the DS3 interface goes up or down.

New parameter in the T3 profile

The following new TAOS command-line interface parameter has been added to the T3 profile
in the TAOS 9.0 release.

Description: Specifies which option to use for aloopback test on the interface.
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Loss-Of-Signal

Loss-Of-Signal

Loss-of-Frame

Yellow-Receive

Note: Normal datatraffic isinterrupted while the interface is looped back.

Usage: Specify one of the following settings:

* No- Loopback (default value)—No loopback.

e Li ne- Loopback—Loop the DS3 outwards (downstream).
 Local - Loopback—Loop the DS3 inwards (internally).

Example: set Loopback = No-Loopback

Location: T3 {shelf-N slot-N N}

New parameters in the T3-Stat profile

The following new parameters have been added to the T3-Stat profile in the TAOS 9.0 release
to support the channelized T3 dot card.

Description: Indicates aloss of signal on theline.

Usage: Possible values:
* Fal se—Nolossof signal.
e True—Lossof signal.

Example: | oss-of -signal = Fal se

Location: T3-Stat { shelf-N slot-N N}

Description: Indicates aloss-of-frame signal on the line (also known as a Red Alarm).

Usage: Possible values:
* Fal se—Nolossof frame.
e True—Lossof frame.

Example: | oss-of -frame = Fal se

Location: T3-Stat { shelf-N slot-N N}

Description: Indicates that the MAX TNT unit is receiving aloss-of-frame signal from the
remote end (also known as a Yellow Alarm).

Usage: Possible values:
* Fal se—Noloss of frame from the remote end.
¢ True—Loss of frame from the remote end.

Example: yel | owreceive = Fal se

Location: T3-Stat { shelf-N slot-N N}
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Ais-Receive

Description: Indicates that the remote end is sending an alarm indication signal.

Usage: Possible values:
e Fal se—Noaarmindication signal from the remote end.
e True—Alarmindication signal from the remote end.

Example: ai s-receive = Fal se
Location: T3-Stat {shelf-N slot-N N}
See Also:

SNMP: Support for SMIv2 syntax

New files

Changed MIBs

In this release, the Simple Network Management Protocol version 2 (SNMPv2) MIB syntax
has been modified to support Structure of Management Information version 2 (SMIv2).

The following new SNMPv2 MIB files have been added to support SMIv2 syntax:
* rfc2578. mi b (SNMPv2-SMI)
e rfc2579. m b (SNMPv2-TC)

The following M1Bs have been modified:
e ianaiftype. m b.lANAIfTYpe has been changed to TEXTUAL-CONVENTION.
e« rfcl696. m b. Thefollowing fields are no longer accessible;
— mdml ndex
— ndnli neCapabi |l iti esl ndex
— ndnCCSt or edDi al Stri ngl ndex
e rfc1580. m b: Thisfile has been split into two files:
— rfc1850. m b (OSPF-MIB)

— rfcl1850_2. ni b (OSPF-TRAP-MIB)

« rfc2863. m b. The Interfacelndex and InterfacelndexOrZero fields have been changed
to TEXTUAL-CONVENTION.

e rfc2514. mbandrfc2571. m b. Thesetwo files have been switched back to the
original standard SMIv2 RFC MIBs.

SNMP: Support for the L2TP MIB

This release introduces the SNMP MIB for the Layer 2 Tunneling Protocol (L2TP).

Based onthe Internet draft dr af t - i et f - pppext - | 2t p- mi b- 05,the L2ZTPMIB is
contained in the Ascend private MIB,
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i so.org.dod.internet.private. enterprises. ascend,usingtheidentifier
t unnel Gr oup. asndL2t p.

TAOS 9.0 implementation of thisMIB has the following limitations:

e Somevariables are currently unavailable.

e« TheTunnel | f I ndex currently has no related interface in the interface MIB.
«  Some counters return a zero.

The following portions of the MIB are implemented in this release as read-only:
| 2t pConfi g:
-1 2pAdm nSt at e
| 2t pSt at s:
- | 2t pProtocol Versi on
- | 2t pVendor Name
- | 2t pFi rmnar eRevi si on
| 2t pDorai nSt at sTabl e:
- | 2t pDorei nSt at sl denti fi er
- | 2t pDorei nSt at sTot al Tunnel s
- | 2t pDonei nSt at sFai | edTunnel s
- | 2t pDomei nSt at sFai | edAut henti cati ons
- | 2t pDonei nSt at sActi veTunnel s
- | 2t pDomai nSt at sTot al Sessi ons
- | 2t pDomai nSt at sFai | edSessi ons
- | 2t pDonmi nSt at sActi veSessi ons

The remaining counters are currently returned as zero:
| 2t pTunnel St at sTabl e:
- | 2t pTunnel St at sl f | ndex
- | 2t pTunnel St at sLocal TID
- | 2t pTunnel St at sRenot eTI D
- |2t pTunnel StatsState
- | 2tpTunnel Statslnitiated
| 2t pTunnel St at sRenot eHost Nane
| 2t pTunnel St at sRenot eVendor Nane

| 2t pTunnel St at sRenot eFi r mvar eRevi si on

| 2t pTunnel St at sRenot ePr ot ocol Ver si on
| 2t pTunnel St at sl ni ti al Renot eRWS
| 2t pTunnel St at sBear er Capabi lities

- | 2t pTunnel St at sFram ngCapabi lities
- | 2t pTunnel St at sTot al Sessi ons
- | 2t pTunnel St at sActi veSessi ons
| 2t pSessi onSt at sTabl e:
- | 2t pSessi onSt at sTunnel | f 1 ndex

- | 2t pSessionStatsLocal CI D
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- | 2t pSessi onSt at sRenot eCl D

- | 2t pSessi onSt at sUser Nane

- | 2t pSessi onStatsSt at e

- | 2t pSessi onSt at sCal | Type

- | 2t pSessi onSt at sCal | Seri al Nunber
- | 2t pSessi onSt at sTxConnect Speed

- | 2t pSessi onSt at sRxConnect Speed

- | 2t pSessi onSt at sCal | Bear er Type

- | 2t pSessi onSt at sFrami ngType

- | 2t pSessionStatsDNI' S (*)

- |2t pSessionStatsCLID (*)

- | 2t pSessi onSt at sSubAddr ess (*)

- | 2t pSessi onSt at sPrivateG oupl D (**)
- | 2t pSessi onSt at sProxylLcp

- | 2t pSessi onSt at sAut hMet hod

- | 2t pSessi onSt at sSequenci ngSt at e
(*) LNS only

(**) not available at this tine in TACS

SNMP: Support for the Remote Ping MIB

This release includes support for the Remote Ping MIB as specified by the Internet
Engineering Task Force's (IETF's) Distributed Management Group.

Ping MIBs alow the creation of Ping tests that can be set up to periodically issue a series of
operations and generate traps or event notifications to report test results.

Supported tables

Inthisrelease, the MAX TNT unit supports the following tablesin the Remote Ping MIB:
e Ping Control Table (pi ngCt | Tabl e)
e Ping Results Table (pi ngResul t sTabl e)

Supported traps

The MAX TNT unit supports the following traps (event notifications) in the Remote Ping
MIB:

e pi ngProbeFai | ed. Generated when a probe failure is detected.
e pingTest Fai | ed. Generated when a Ping test is determined to have failed.
e pingTest Conpl et ed. Generated at the completion of a Ping test.

Changes to the Remote Ping MIB

The following changes are made to the standard MIB:
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e All the definitions have been changed for compliance with Simple Network Management
Protocol version 1 (SNMPv1) Structure of Management Information (SMI).

*  The syntax MAX-ACCESS has been changed to ACCESS for all the fields.

e All the MIB fieldsthat had a STATUS value of Current have been assigned the Mandatory
value instead.

«  Fields with read-create access were changed to read-write.

Currently, you cannot modify the following variables, so they have been changed to read-only:

e pingMaxConcurrent Request s
e pingCl DataFill

e pingCt | MaxRows

e pingCtl StorageType

e pingCl Type

e pingClIflndex

e pingCt| ByPassRout eTabl e

Unsupported features

Currently, the pi ngPr obeHi st or yTabl e inthe Remote Ping MIB is not supported.

SNMP: Support for the ISDN Type of Number MIB

TAOS release 9.0 for the MAX TNT includes SNMP support for the ISDN Type of Number
MIB.

The calling party number information element (IE), in the ISDN call setup message contains
thefield ISDN Type of Number. Thisfield contains one of the following values, depending on
the calling party number:

0 = Unknown

1 = International

2 = National

3 = Network Specific
4 = Subscriber

6 = Abbreviated

7 = Reserved

The following entry has been created in the following MIB to hold the value of the calling
party number type:

Lucent . event Group. event Tabl e. event Entry

SNMP: Support for SNMPv3 USM privacy

MAX TNT units now support privacy for SNMPv3 user-based security model (USM)
authentication. SNMPv3 USM is described in RFC 2574, User-based Security Model for
NMPV3.

40
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In this release, you can configure both authentication and privacy according to the SNMPv3
user-based security model (USM). Previously, data present in the unencrypted protocol data
unit (PDU) could be copied and interpreted by unauthorized listeners on the wire. Privacy
support remedies this situation.

Enabling privacy causesthe MAX TNT unit to accept encrypted requests from the manager
and send responses in encrypted format. The encryption uses a 64-bit Data Encryption
Standard (DES) algorithm. The system uses the user’s privacy password for generating the
private key for the encryption.

SNMPv3 USM features

SNMPv3 security management provides MAX TNT units with the following management
features, which use the SNMPv3 user-based security model (USM):

SNMP3 USM feature Description

*  Authentication Provides data integrity and data origin authentication. The message
authentication is coded with either the MD5 or the SHA hash

function.
e Privacy Protects messages from being copied and interpreted by
unauthorized listeners on the network. Privacy is new in TAOS 9.0.
* Timeliness Protects against message delay or replay.
» Discovery Allows one SNMP engine to obtain sufficient information about the

MAX TNT units SNMP engine to establish communication
between an SNMP manager station and the MAX TNT units.

* GetBulkRequest  Added from SNMPv2 to allow the SNMPv3 manager to minimize
the number of protocol exchanges required to retrieve alarge
amount of management information. The GetBulkRequest protocol
data unit (PDU) allows an SNMPv3 manager to request aslarge a
response as possible.

Command-line interface changes

To support SNMPv3 USM privacy, this rel ease adds a new value to the Security-Level
parameter in the SNMP profile, and the four new parameters to the SNMPV 3-USM-User
profile.

Changes to the Security-Level parameter

The Security-Level parameter in the SNMP profile specifies the security level of the SNMP
agent when SNMPv3isin use.

When configuring SNMPv3 USM privacy support, set the Security-Level parameter in the
SNMP profileto aut h- pri v (the new setting). When you specify this setting, all user
transmissions with a security level of None or Auth-NoPriv are rejected with the error message
Unsupported Security Level.
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SNMPV3-USM-User profile

The SNMPv3-USM-USER profile provides the ability to create and edit users profiles. You
must configure the following new parameters in this profile for SNMPv3 privacy support:

e Auth-Key
e Priv-Key
*  Priv-Protocol

Following is an example of the relevant parametersin an SNMP-USM-User profile.

adm n> new snnpv3 testv3
SNWPv3- USM USER/ t est v3 read
adm n> |ist

[in SNMPv3- USM USER/ t est v3]
name* = testv3

active-enabl ed = yes
read-wite-access = no(*)
aut h- prot ocol = md5-aut h(*)
priv-protocol = no-priv(*)
aut h-key = (*)

priv-key = (*)

Note: (*) This symbol represents afactory default value setting.

Parameter Specifies

Auth-Key Specifies an authentication key for SNMPv3 USM users. In most
cases, you do not set this string directly. Instead, use the
snmpAuthPass command to generate the value. If you have
permission to view passwords, the authentication key appears as a
string with escape sequences for save and restore purposes.
Otherwise, the authentication key appears as arow of asterisks.
The default is null.

If you change the value of Auth-Key directly, keep in mind that the
length of the escape sequence must be 10 (16d in hexadecimal) if
Message Digest 5 (MD5) isin use and 14 (20d in hexadecimal) if
the Secure Hash Algorithm (SHA) isin use. If you specify an
invalid value, the unit uses the previous key, if any, to
communicate with the SNMP manager. If no previous key exists,
this USM user cannot communicate with the network until avalid
key is set by means of the snmpA uthPass command.

Suppose you use the snmpAuthPass command to generate the
following 16-byte string:

27 O0a dc 75 f8 98 e5 7c 4c 03 22 7d dd ac 0Od
ef

42
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Parameter

Priv-Key

Specifies

The system displaysit as the following Auth-Key value:

"\ x0a\ xdcu\ xf 8\ x98\ xe5| L\ x03"}\ xdd\ xac\ x0d\ xef
Consider the following:

* You must generate the authentication key by means of the
snmpAuthPass command before the SNMPV 3-USM-User
profile can be used for communication with the SNMP
manager.

¢ If you change the authentication protocol from MD5 to SHA
(or vice versa), you must change the authentication key by
means of the snmpAuthPass command. The previous
protocol-and-key combination is used until you specify a new
one.

» If Auth-Protocol is No-Auth, Auth-Key does not apply.
Specifies a privacy key for SNMPv3 USM users.

In most cases, you do not set this string directly. Instead, use the
snmpPrivPass command to generate the value. If you have
permission to view passwords, the privacy key appears as a string
with escape sequences for save and restore purposes. Otherwise,
the privacy key appears as arow of asterisks. The default isnull.

If you change the value of Priv-Key directly, keep in mind that the
length of the escape sequence must be 10 (16d in hexadecimal) if
Message Digest 5 (MD5) isin use and 14 (20d in hexadecimal) if
the Secure Hash Algorithm (SHA) isin use. If you specify an
invalid value, the unit uses the previous key, if any, to
communicate with the SNMP manager. If no previous key exists,
this USM user cannot communicate with the network until avalid
key is generated by means of the snmpPrivPass command.

Suppose you use the snmpPrivPass command to generate the
following 16-byte string:

27 Oa dc 75 f8 98 e5 7c 4¢c 03 22 7d dd ac Od
ef

The system displaysit as the following Priv-Key value:
"\ x0a\ xdcu\ xf 8\ x98\ xe5| L\ x03"}\ xdd\ xac\ x0d\ xef
Consider the following:

¢ You must generate the privacy key by means of the
snmpPrivPass command before the SNMPV 3-USM-User
profile can be used for communication with the SNMP
manager.

» If you change the authentication protocol from MD5 to SHA
(or vice versa), you must change the privacy key by means of
the snmpPrivPass command. The previous protocol and key
combination is used until you specify a new one.

e If Priv-Protocol is No-Auth, Priv-Key does not apply.
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snmpAuthPass
Par ameter Specifies
Priv-Protocol Enable/disable encryption of messages sent on behalf of the user
to or from the SNMP engine, and if enabled, the type of privacy
protocol to be used. Default setting isno- pri v. Following are
the valid values:
e no- Pri v (thedefault) specifies that no encryption is
required and that privacy is disabled.
e des-pri Vv specifiesthat DES-based privacy is required.
Incoming messages that are DES-encrypted are interpreted,
and outgoing responses are encrypted using DES. Note that
outgoing reports are not encrypted.
New commands for SNMPv3 USM
The following new commands have been added to support SNMPv3 USM:
e snmpAuthPass
e snmpPrivPass
A description of each new command follows.
snmpAuthPass

Description: Generates the authentication key of an SNMPv3 USM user.
Permission level: Update

Usage: snnpAut hPass user nane password

Argument Description
user name SNMPv3 USM user for whom an authentication key is generated.
passwor d Password for generating the authentication key.

The snmpA uthPass command can accept a username in escape sequence format.

Example: To generate the authentication key of the user r obi n with the password abc 123:
adm n> snnpAut hPass robin abcl123

Dependencies. The password you specify is not stored in the system. It is used to generate an
authentication key when the user is authenticated. The key is stored in the system.

See Also: snmpPrivPass
snmpPrivPass
Description: Generates the privacy key of an SNMPv3 USM user.

Permission level: Update
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snmpPrivPass
Usage: snnpPri vPass usernane password
Argument Description
user nane SNMPv3 USM user for whom aprivacy key is generated.
passwor d Password for generating the privacy key.

The snmpPrivPass command can accept a username in escape segquence format.

Example: To generate the privacy key of the user r obi n with the password abc123:
adm n> snnpPrivPass robin abc123

Dependencies. The password you specify is not stored in the system. It is used to generate a
privacy key when the user is authenticated. The key is stored in the system.

See Also: snmpAuthPass

Example of SNMPv3 USM configuration

To configure the USM features for a user, you must specify aname for the profile and set the
Active-Enabled parameter to yes. You must aso specify a password if the Auth-Protocol
parameter is set to anything but no- aut h.

The following commands specify the use of MD5 authentication for messages sent on behal f
of auser named t est v3 to or from the SNMP engine. The user is assigned read-write access
to the unit's MIBs.

adm n> new snnpv3-usmuser testv3
SNWPV3- USM USER/ t est v3 read

adm n> set active-enabled = yes
adm n> set read-wite-access = yes
adm n> set priv-protocol = des-priv
admin> wite

SNWPV3- USM USER/ t estv3 written

adm n> snnpAut hPass testv3 abcl123
adm n> snnpPrivPass testv3 abcl123

adm n> read snnpv3-usmuser testv3

SNWPV3- USM USER/ t est v3 read

admi n> |ist

[in SNWPV3- USM USER/ t est v3]

name* = testv3

active-enabl ed = yes

read-wite-access = yes

aut h-protocol = nd5-auth

priv-protocol = des-priv

aut h- key = \ xfd\ xcd\ xb2W xa7\ x81\ xa7\ x89n"\ xd5\ x02\ x8b\ xb2\ xe7K
priv-key = \xfd\xcd\xb2W xa7\ x81\ xa7\ x89n"\ xd5\ x02\ x8b\ xb2\ xe7K

Example of agent restriction to SNMPv3

The following commands cause the SNMP agent to use only SNMPv3 and to check auser’s
security level before allowing access:

adm n> read snnp
SNWP r ead
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snmpPrivPass

adm n> set snnp-nessage-type = v3-only
adm n> set security-level = auth-nopriv

adm n> wite
SNVP witten

Ascend SNMP-Framework and SNMP-User-Based MIBs groups

The SNMP-Framework and SNMP-User-Based M1Bs are registered with the Internet
Assigned Numbers Authority (IANA).

RFC 2571: SNMP-Framework MIB groups
The SNMP-Framework-MIB consists of the following SNM P engine groups:

SNMP group Description

snnpEngi nel D An SNMP engine's unique administrative identifier.
*  Syntax: SnmpEnginelD
» Access: Read-only

e Satus: Mandatory

snnpEngi neBoot s The number of times that the SNMP engine has
started or restarted itself since the snmpEnginelD
was last configured.

e Syntax: Integer (1 to 2147483647)
* Access: Read-only

*  Satus: Mandatory

snpEngi neTi ne The number of seconds since the value of the
snmpEngineBoots object last changed. If
incrementing this objects value exceeds the
maximum, snmpEngineBoots isincremented asif a
restart occurred and the value reverts to zero.

» Syntax: Integer (0 to 2147483647)
e Access. Read-only
* Satus: Mandatory

snnpEngi neMaxMessageSi ze The maximum length in octets of an SNMP message
that this SNMP engine can send, receive, or process.
The message length is determined by message size
values supported by all of the transports available by
the engine.

»  Syntax: Integer (484 to 2147483647)
* Access: Read-only
e Satus: Mandatory
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RFC 2574: SNMP-User-Based-SM MIB groups

The SNMP-User-Based-SM MIB consists of the following SNMP engine groups:

SNMP group
usnftt at sUnsupport edSecLevel s

usntt at sNot | nTi mreW ndows

usnt at sUnknownUser Nanes

usntt at sUnknownEngi nel Ds

usntt at sWongDi gest s

usntt at sDecrypti onErrors

Description

The total number of packets received by the
SNMP engine that were dropped because the
requested security level was either unknown or
unavailable.

¢ Syntax: Counter32
* Access: Read-only

* Satus: Mandatory

This group provides information on the total
number of packets received by the SNMP
engine which were dropped because they
appeared outside of the authoritative SNMP
engine's window.

*  Syntax: Counter32
e Access. Read-only

* Satus: Mandatory

The total number of packets received by the
SNMP engine that were dropped because they
referenced a user that was unknown to the
SNMP engine.

*  Syntax: Counter32
* Access: Read-only

e Satus: Mandatory

The total number of packets received by the
SNMP engine that were dropped because they
referenced an snmpEnginel D that was unknown
to the SNMP engine.

¢ Syntax: Counter32
e Access. Read-only

e Satus: Mandatory

The total number of packets received by the
SNMP engine that were dropped because they
contained an unexpected digest value.

e Syntax: Counter32
e Access. Read-only

e Satus: Mandatory

Thetotal number of packets received by the
SNMP engine that were dropped because they
could not be decrypted.

e Syntax: Counter32
e Access. Read-only
e Satus: Mandatory
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SNMP: SNMP manager support for the USM MIB

The user-based security model (USM) MIB enablesyou to use a Simple Network Management
Protocol (SNMP) manager to create, modify, and delete SNMPv3 USM users by means of Set
and Get requests.

Overview of SNMPv3 USM MIB support

When you create, modify, and delete SNMPv3 USM users by means of SNMP Set and Get
reguests, you can perform the following tasks:

e Change user status from In-Service to Not In-Service, and vice-versa
e Modify authentication and privacy keys.
» Disable authentication and privacy.

However, you must use the local interface rather than SNMP to enable authentication and
privacy. In addition, you cannot create or modify more than one user in the same SNMP
request.

Creating, modifying, and deleting SNMPv3 USM users

This section provides a brief description of how to create, modify, and delete SNMPv3 USM
users from an SNMP manager. Refer to RFC 2574 for complete details about how to create,
modify, and delete entriesin the USM User Table.

Consider the following:

e Thisimplementation does not support the creation or modification of multiple users by
means of a single request protocol data unit (PDU).

e The system processes only those PDUs that contain a combination of Set requests
recommended by RFC 2574 to create, modify and delete users. For example, a PDU
containing SET- usmJser Aut hPr ot ocol and SET- usmuJser Aut hKeyChange
generates an error. These two requests must be sent in two separate PDUs in the
appropriate order.

Creating an SNMPv3 USM user

Thisimplementation allows any existing user to be used as atemplate. For this reason, Lucent
recommends that you use the local interface to create a set of profiles for users with different
security parameters. These profiles can, in turn, be used as templates. To create a new user,
proceed as follows:

1 Clone anew user from atemplate that has appropriate security levels.

2 To specify privacy for the user, set the privacy key by using the key Change value.
Otherwise, set the protocol to usmNoPr i vPr ot ocol .

3 To specify authentication for the user, set the authentication key by using the
keyChange vaue. Otherwise, set the protocol to usmNoAut hPr ot ocol .

4 Activate the new user.
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Modifying an SNMPv3 USM user

Use SNMP Get and Set requests to modify security levels, privacy and authentication
protocols, privacy and authentication keys, and service status (In-Service to Not-1n-Service,
and vice versa).

If the password for the user is different from the password of the cloned user configuration,
you must generate new keys from the configured password before the SNM P manager
attempts to communicate with the MAX TNT unit. Failure to generate a proper authentication
and/or privacy key resultsin an authentication error.

Deleting an SNMPv3 USM user

Delete an SNMPv3 USM user by setting usmUser St at us tor owSt at usDest r oy.

SNMP: Support for SNMPv3 notifications

The MAX TNT unit now authenticates and encrypts protocol data units (PDUs) as required by
SNMPVv3, and generatestrapsin SNMP version 2 (SNMPv2) Trap2 format. Depending on
your configuration, aMAX TNT unit can send PDUs in SNMPv2 format or in pre- TAOS 9.0
format. You can specify the destinations for traps and the format of outgoing trap PDUs. In
addition, two new MIBs—SNMP-TARGET-MIB and SNMP-NOTIFICATION-MIB—have
been added.

SNMPv3 natifications support enables you to configure the MAX TNT unit to perform the
following tasks:

e Send SNMPv1 traps (Trap PDUs) or SNMPv2 Traps (Trap2 PDUs).

e Send trapsto a specified |P address and port.

e Send Trap2 PDUs with different levels of security.

e Send Trap2 PDUs with different user names.

The SNMPv3 notifications feature follows the specificationsin RFC 2573.

Configuring SNMPv3 notifications support

To set up SNMPv3 notifications support, you configure the SNM Pv3-Notification profile, and
the SNM Pv3-Target-Param profile.

You must also configure new and existing parametersin the Trap profile. To configure these
parameters from the command-line interface (CLI), you must perform the following steps:

1 Create an SNMPv3-Notification profile, and set atag to the profile.

2 Create an SNMPv3-Target-Param profile.

3 Set the message-processing model to the V1 or V3 option, and the security model to the
V1orV3-USM option. If the V3-USM option is selected, set the Security-Name
parameter to avalid SNMPv3-USM-User profile name.

Create a Trap profile, and set the name, destination IP address, and destination port.

Add tag values to the Notify-Tag-List parameter. Thistag list must contain tags that were
set in the SNMPv3-Notification profile. Multiple tags can be configured in thistag list,
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separated by spaces. Then, set Target-Params-Name to the name of the SNMPv3-Target-
Param profile.

All the notification profiles in the system will find trap profiles with matching tags. The
parameters in the trap profiles are used to send traps to the network.

Note: When you upgrade to software that supports the SNM Pv3 notifications feature, the
system automatically creates an SNMPv3-Natification profile and an SNMPv3-Target-Param
profile; both are called def aul t . Therefore, SNMPv1 traps configured in an earlier version
of the software are still generated when you upgrade. You need not create new profiles.
However, removing or modifying thedef aul t profiles might affect the transmission of
SNMPv1 traps.

Configuring an SNMPv3-Notification profile

Following are the new SNMPv3-Notification parameters and their default settings:

adm n> read snnpv3-notification
[in SNMPV3-NOTI FI CATION "" (new)]

name* = ""

active-enabled = no

tag = ""

type =

Par ameter Specifies

Name Unique name for the profile, up to 16 characters.
Active-Enabled Enable/disable generation of notifications. Yes specifies that the

profile is used to generate notifications. No (the default) specifies that
it is not used to generate notifications.

Tag Value that links the SNMPv3-Notification profile with the Trap profile
specifying the host address to which notification messages are sent.
You can specify up to 255 characters. The default is null.

Type Not currently implemented.

Configuring an SNMPv3-Target-Param profile

Following are the new SNMPv3-Target-Param profile parameters and their default settings:

[ n SNVPV3- TARGET- PARAM " "]
name* = ""

active-enabled = no

nsg- proc- nodel = vl

security-nodel = v1

security-name =

security-level = none

Parameter Specifies

Name Unique name for the profile, up to 16 characters. The default is null.
Active-Enabled Enable/disable generation of notifications. Yes specifies that the

profile is used to generate notifications. No (the default) specifies that
it is not used to generate notifications.
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Parameter Specifies

Msg-Proc-Model M essage-processing model to use when generating SNM P messages.
V1 (the default) specifies SNMP version 1. V3 specifies SNMP
version 3. For SNMPv3 notifications support, specify V3.

Security-Model Security model to use when generating SNMP messages. V1 (the
default) specifies the SNMP version 1 security model. V3-USM
specifiesthe SNMP version 3 User-Based Security Model (USM). For
SNM Pv3 natifications support, specify V3-USM.

You can specify V1 only when you have also set Msg-Proc-Model to
V1. You can specify V3-USM only when you set Msg-Proc-Model to
V3.

For the SNM Pv3-Target-Param profile to have any effect when
Security-Modél is set to V3-USM, you must configure an SNM Pv3-
USM-User profile with the name specified for Security-Name
parameter.

Security-Name Security name that identifies the user on whose behalf SNMPv3 USM
messages are generated. You can specify up to 22 characters. The
default is null.

Security-Name applies only if Security-Model is set to V3-USM.

Security-Level Level of security to use when generating messages. None (the default)
specifies no authentication and no privacy. Auth-NoPriv specifies
authentication and no privacy. Auth-Priv specifies authentication and
privacy. For Auth-Priv to apply, you must set the Priv-Protocol and
Priv-Password parameters in the SNMPv3-USM-User profile.

Configuring a Trap profile

Following are the new parameters in the existing Trap profile and their default settings:

[in Trap/"" (new)]
active-enabled = yes

host -port = 162
informtime-out =
informretry-count =
notify-tag-list = default
target - parans-nane = defaul t

Parameter Specifies

Active-Enabled Whether traps are sent to the host specified by the profile. Yes (the
default) specifies that traps are sent. No specifies that traps are not
sent.

Host-Address IP address to which traps are sent. The default is 0.0.0.0.

Host-Port Port to which traps are sent. Specify a number from 1 to 65535. The
default is 162.

Inform-Time-Out Not currently implemented.

Inform-Retry-Count  Not currently implemented.

Notify-Tag-List Space-separated list of the Tag value(s) in each SNM Pv3-Noatification
profile.
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Par ameter Specifies

Target-Params-Name Value of the Name parameter in the SNM Pv3-Target-Param profile, up
to 22 characters.

Parameter reference

This section contains compl ete descriptions of each new parameter you use to configure
SNMPv3 notifications.

Active-Enabled

Description: 1nan SNMPv3-Notifications or SNMPv3-Target-Param profile, specifies
whether the profile is used to generate notifications. In a Trap profile, specifies whether traps
are sent to the host specified by the profile.

Usage: Specify Yesor No.
*  Yesspecifiesthat the profileis used to generate notifications or that traps are sent.

* No (the default) specifiesthat the profile is not used to generate notifications or that traps
are not sent.

Example: set active-enabled = yes

Location: SNMPv3-Noatification name, SNM Pv3-Target-Param name, Trap name

See Also: Host-Port, Msg-Proc-Model, Notify-Tag-List, Security-Level, Security-Model,
Security-Name, Tag, Target-Params-Name

Host-Port
Description: Specifiesthe port to which traps are sent.
Usage: Specify anumber from 1 to 65535. The default is 162.
Example: set host-port = 20
Location: Trap name
See Also: Active-Enabled, Msg-Proc-Model, Notify-Tag-List, Security-Level, Security-
Model, Security-Name, Tag, Target-Params-Name

Msg-Proc-Model

Description: Specifies the message-processing model to use when generating SNMP
messages.

Usage: Specify one of the following values:
e V1 (the default) specifies SNMP version 1.
e V3 specifies SNMP version 3. For SNMPv3 Notifications support, specify V3.

Example: set msg- proc-nodel = v3

Location: SNMPv3-Target-Param name
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Notify-Tag-List

Security-Level

Security-Model

See Also: Active-Enabled, Host-Port, Notify-Tag-List, Security-Level, Security-Model,
Security-Name, Tag, Target-Params-Name

Description: Specifiesthe tag list indicated by the Tag parameter value in each SNMPv3-
Notification profile.

Usage: Specify the Tag value(s) you indicated in one or more SNMPv3-Notification profiles.

Example: set notify-tag-list = defaultl
Location: Trap name

See Also: Active-Enabled, Host-Port, Msg-Proc-Model, Security-Level, Security-Model,
Security-Name, Tag, Target-Params-Name

Description: Specifiesthe level of security to use when generating messages.

Usage: Specify one of the following settings:

*  None (the default) specifies no authentication and no privacy.
e Auth-NoPriv specifies authentication and no privacy.

e Auth-Priv specifies authentication and privacy.

Example: set security-level = auth-priv

Dependencies. For Auth-Priv to apply, you must set the Priv-Protocol and Priv-Password
parameters in the SNMPv3-USM-User profile.

Location: SNMPv3-Target-Param name

See Also: Active-Enabled, Host-Port, Msg-Proc-Model, Notify-Tag-List, Security-Model,
Security-Name, Tag, Target-Params-Name

Description: Specifies the security model to use when generating SNM P messages.

Usage: Specify one of the following values:

e V1 (the default) specifiesthe SNMP version 1 security model.

e V3-USM specifiesthe SNMP version 3 User-Based Security Model (USM). For SNMPv3
Notifications support, specify V3-USM.

Example: set security-nmpdel = v3-usm

Dependencies. Consider the following:
e You can specify V1 only when you have also set Msg-Proc-Model to V1.
e You can specify V3-USM only when you set Msg-Proc-Model to V3.

e When Security-Model is set to V3-USM, you must configure an SNMPv3-USM-User
profile, with the name specified for the Security-Name parameter, in order for the
SNMPv3-Target-Param profile to have any effect .
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Security-Name

Security-Name

Tag

Location: SNMPv3-Target-Param name

See Also: Active-Enabled, Host-Port, Msg-Proc-Model, Notify-Tag-List, Security-Level,
Security-Name, Tag, Target-Params-Name

Description: Specifies a security name that identifies the user on whose behalf SNMPv3
USM messages are generated.

Usage: Specify up to 22 characters. The default isnull.

Example: set security-name = newuser

Dependencies. Security-Name applies only if Security-Model is set to V3-USM.
Location: SNMPv3-Target-Param name

See Also: Active-Enabled, Host-Port, Msg-Proc-Model, Notify-Tag-List, Security-Level,
Security-Model, Tag, Target-Params-Name

Description: Specifiesavalue that links the SNMPv3-Naotification profile with the Trap
profile specifying the host address to which notification messages are sent.

Usage: Specify up to 255 characters. The default is null.
Example: set tag = new ag
Location: SNMPv3-Noatification name

See Also: Active-Enabled, Host-Port, Msg-Proc-Model, Notify-Tag-List, Security-Level,
Security-Model, Security-Name, Target-Params-Name

Target-Params-Name

Description: Specifiesthe valueindicated by the Name setting in the SNM Pv3-Target-Param
profile.

Usage: Specify up to 22 characters.
Example: set target-paranms-nane = profilel
Location: Trap name

See Also: Active-Enabled, Host-Port, Msg-Proc-Model, Notify-Tag-List, Security-Level,
Security-Model, Security-Name, Tag

Changes to MIBs for SNMPv3 notifications support

The following sections describe changes to SNMP that support the notification feature.

New MIBs

Two new MIBs are defined inthefilesr f c2573_ 1. m bandrfc2573_2. m b:
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snnpTar get M B MODULE- | DENTI TY
ORGANI ZATI ON "1 ETF SNMPv3 Wor ki ng G oup”
DESCRI PTI ON
"This M B nmodul e defines M B objects which provide
nmechani sms to renotely configure the paranmeters used
by an SNMP entity for the generation of SNWP nmessages.”

REVI SI ON "9808040000Z"

DESCRI PTION "d arifications, published as
RFC2573. "

REVI SI ON "9707140000Z"

DESCRI PTION "The initial revision, published as RFC2273."
::={ snnphMbdules 12 }

snnpNoti fi cati onM B MODULE- | DENTI TY
ORGANI ZATI ON "1 ETF SNMPv3 Wor ki ng G oup”
DESCRI PTI ON
"This M B nodul e defines MB objects which provide
nmechani sms to renotely configure the paraneters
used by an SNWP entity for the generation of
notifications."

REVI SI ON "9808040000Z"

DESCRI PTION "d arifications, published as
RFC2573"

REVI SI ON "9707140000Z"

DESCRI PTION "The initial revision, published as RFC2273."
::={ snnphMbdul es 13 }

ThesnnpTar get M B containssnnpTar get Ohj ect s.

snnpTar get Qbj ect s contains

snnpTar get Spi nLock
snnpTar get Addr Tabl e
snnpTar get Par ansTabl e
snnpUnavai | abl eCont ext s
snnpUnknownCont ext s

snnpTar get Addr Tabl e contains

snnpTar get Addr Nane
snnpTar get Addr TDonai n
snnpTar get Addr TAddr ess
snnpTar get Addr Ti neout
snnpTar get Addr Ret r yCount
snnpTar get Addr TagLi st
snnpTar get Addr Par ans
snnpTar get Addr St or ageType
snnpTar get Addr RowSt at us

snnpTar get Par ans Tabl e contains

snnpTar get Par ansNane

snnpTar get Par ans MPModel
snnpTar get Par ansSecuri t yMbdel
snnmpTar get Par anmsSecur i t yNane
snnpTar get Par ansSecuritylLevel
snnpTar get Par ans St or ageType
snnpTar get Par ans RowSt at us
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snnpNot i fi cati onM BcontainssnnpNot i f yQbj ect s.
snnpNot i f yQbj ect s containssnimpNot i f yTabl e.

snnpNot i f yTabl e contains
snnpNot i f yNane
snnpNoti fyTag
snnpNoti f yType
snnpNoti f ySt orageType
snnpNot i f yRowSt at us

Trap2 PDU formatTrap2 PDU format

If configured, Trap2 PDUs sent to the SNM P manager contain trap information as specified by
RFC 1907, Management | nformation Base for Version 2 of the Smple Network Management
Protocol (SNMPV2). Trap object identifiers (Ol Ds) are sent instead of generic and specific
integers. Trap object identifiers for generic traps are named as follows:

snnpTraps. specific trap ID

Object identifiers for enterprise traps are named as follows with the Ascend trap ID as defined
inascendv3.trp:

ascend. ascendNoti fi cati ons. Ascend trap ID
Other specific traps are sent with object identifiers as defined in their respective MIBs.

Following are other common elements of the PDU and their values:

e @ context Engi nel DisfilledwithnsgEngi nel D because only one snnpEngi ne
in the system isidentified by nsgEngi nel D.

e @ cont ext Nane isfilled with an empty string to indicate the default context.

This PDU isencrypted as specified in the corresponding profile SNMPv3-Target-Param. But if

the security name specified in the profile does not have a corresponding USM username in the

system, outgoing PDUs are discarded and alog message with level LOG_LEVEL _WARNI NG
generated.

SNMP: Saving and restoring encrypted configurations

You can now use an SNMP Set request to save and restore encrypted configuration data over
the network by means of TFTP. Previously, you could not use SNMP to save and restore
encrypted configuration data over the network.

Note: Sending apassword in an unencrypted SNMP request defeats the primary purpose of
encryption. Therefore, Lucent recommends that this feature be used only in combination with
the SNMPv3 privacy feature.

Two new SNMP fields have been added to thef | ashOper at i on group of the Ascend Flash
MIB. These fields can be used to specify encryption for saving and restoring configuration
data.

flashOperationEncryptMethod

Thefl ashOper ati onEncr ypt Met hod field has been added to the Ascend Flash Mib
flashGroup.
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Description: Specifies the encryption method used to save the configuration data.

Usage: Whenf | ashOper ati onEncr ypt Met hod isset to 1 (noEncryptionl) the
configuration datais saved in clear text. When the valueis set to either 2 (md5Encryption2) or
to 3 (desEncryption), the configuration datais saved with MD5 or DES encryption
respectively. f | ashOper at i onEncr ypt Met hod is not necessary to restore the
configuration data. The encryption method is determined by the format of the configuration
file.

flashOperationEncryptPassword

Thef |l ashOper ati onEncr ypt Passwor d field has been added to the Ascend Flash Mib
flashGroup.
Description: Specifies the password key used to encrypt and decrypt configuration data.

Usage: Thevaueof f| ashQper at i onEncr ypt Passwor d isused for the encryption
and decryption of configuration data. If f | ashOper at i onEncr ypt Passwor d isnot set,
or is set to anull value, then no encryption is performed even if

fl ashOperati onEncrypt Met hod isset to MD5 or DES encryption.

fl ashOper ati onEncrypt Passwor d isignored if

fl ashOperati onEncrypt Met hod isset to 1 (noEncryption).

SNMP: Support for the ifStackTable in the IF-MIB

This release includes Simple Network Management Protocol (SNMP) support for the
i f St ackTabl e inthelF-MIB as defined in RFC 2863, The Interfaces Group MIB.

Each entry inthei f St ackTabl e defines arelationship between two entriesin the

i f Tabl e. The entries indicate which layers run on top of other layers. The object

i f St ackH gher Layer containsthei f | ndex value that corresponds to the higher layer,
whilei f St ackLower Layer containsthei f | ndex value that corresponds to the lower

layer.

Currently, thei f St ackTabl e defines the relationship between DS1 interfaces and the DS3
interface on a channelized DS3-ATM trunk module. A DS3 (T3) interface can multiplex

28 DS1 (T1) inputs. Each DS1 interface is represented in the i f Tabl e, along with the DS3
interfaces.

Definition of ifStackTable

Following isthei f St ackTabl e definition fromr f c2863. ni b:
i f StackTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF | f StackEntry
ACCESS not - accessi bl e

STATUS mandat ory

DESCRI PTI ON

"The table containing information on the rel ationshi ps between the
mul tiple sub-layers of network interfaces. In particular, it
contains information on which sub-layers run 'on top of’ which

ot her sub-layers. Each sub-layer corresponds to a conceptual rowin
the ifTable. For exanple, when the sub-layer with iflndex val ue x
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runs over the sub-layer with iflndex value y, then this table
cont ai ns:

i fStackStatus.x.y = active

For each iflndex value, |, which identifies an active interface,
there are always at least two instantiated rows in this table
associated with |. For one of these rows, | is the val ue of

i f St ackH gherLayer; for the other, | is the value of

i f StackLower Layer. (If | is not involved in nultiplexing, then
these are the only two rows associated with I|.)

For exanple, two rows exist even for an interface which has no
ot hers stacked on top or belowit:

i fStackStatus.0.x = active
i fStackStatus.x.0 = active"
o= { ifMBObjects 2 }

Stacking DS1 interfaces

Following is an example of how DS1 interfaces are stacked on DS3 interfaces. You need not
represent DS3 interfaces, but if they are required, use the following stacking:

i fIndex Description

DS3

DS1 #1
DS1 #2
DS1 #3
DS1 #4
DS1 #5

o0 WNBE

29 DS1 #28

Following arethei f St ackTabl e entries:

Hi gher Layer Lower Layer

oA ®WN
[ S S S

29 1

SNMP: WAN line table now shows signaling type for T1 and E1 lines

In previous rel eases, the Simple Network Management Protocol (SNMP) WAN Line Table
listed the line type for aWAN line. However, it did not list which of several possible signaling
types the line used. Now, a new field enables you to determine the signaling type for aT1 or
Elline.
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SNMP: WAN line table now shows signaling type for T1 and E1 lines

ThewanLineSignaling field has been added to the wanLineTable object. If thewanLineTypeis
wanTypeT1 or wanTypeELl, the value of the wanLineSignaling field is set to the signaling type

for the T1 or E1 line. If the wanLineType is not wanTypeT1 or wanTypeELl, or if an error
occurs when the unit attempts to retrieve the signaling information, the value wan-
si gnal i ng- ot her (1) isreturned for the wanLineSignaling field.

ThewanLineSignaling field is a mandatory, read-only field. Following are the valid values for

thisfield:

wanLi neSi gnal i ng OBJECT- TYPE
SYNTAX | NTEGER {

wan- si gnal i ng- ot her (1),
wan- i nband( 2),

wan-i sdn-pri (3),

wan-t 1- pbx(4),

wan-i sdn-pri-nfas(5),
wan-i sdn-pri-tunnel (6),
wan-el-r2(7),

wan- el- kor ean( 8),

wan- el-p7(9),

wan- el- chi nese(10),

wan- el-netered(11),

wan- el- no-si gnal i ng(12),

wan- el- dpnss(13),

wan- el- argentina(14),
wan- el-brazil (15),

wan- el- phili ppi ne(16),
wan- el-indi an(17),

wan- el-czech(18),

wan- el- mal aysi a( 19),
wan- el- new zeal and(20),
wan- el-israel (21),

wan- el-thail and(22),
wan- el- kuwait (23),

wan- el- mexi co(24),

wan- ss7- gw( 25),

wan- ss7-robbed- bi t (26),
wan-r 1-i nband(27),

wan- dt nf - r 2(28)

wan- f gd- i n- f gd- out - i nband(29),
wan- f gd- i n- f gc- out -i nband( 30),
wan- f gc-i n-fgc-out -i nband(31),

wan- f gc-i n- f gd- out - i nband(32)
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}

ACCESS read-only

STATUS mandat ory

DESCRI PTI ON
"The signaling type for the T1/El line. The val ue
wan- si gnal i ng-other (1) is returned if the wanLi neType
is not TI/El or if the T1/El profile is not found."

;.= { wanLi neEntry 19 }

Support for multiple requests in a call-logging packet

MAX TNT 9.0 provides a mechanism for delivering multiple requestsin asingle call-logging
packet to a call-logging data receiver (such as NavisAccess) that supports the Lucent 16-bit
vendor specific attributes.

This feature enables more efficient management of MAX TNT units with NavisAccess.
Packing multiple call-logging requests into a single packet makes network-bandwidth and
processor utilization more efficient.

Thecal | -1 og-nul ti - packet parameter has been added to the Call-Logging profile. If
this parameter is set to yes, then multiple call-logging requests are sent in a single packet.

Note: This parameter can be enabled only if cal | -1 og- r adi us- conpat issetto 16-
bi t - vendor - speci fi c.

SNMP support for multiple request call-logging packets

To support the delivery of multiple requestsin a single call-logging packet, the
callLoggingMultiPacket field has been added tothecal | _| og. mi b.

cal | Loggi ngMul ti Packet OBJECT- TYPE

SYNTAX | NTEGER {
enabl ed(1),
di sabl ed(2)
}
ACCESSread-wite
STATUSnmandat or y
DESCRI PTI ON "\When enabled, nultiple call |ogging requests

wi Il be packed into a single packet.
This feature can be enabled only if
cal | Loggi ngRadConpat Mbde. 0 =
radl16Bi t Vendor Speci fic(5)."

.= { calllLoggi ngGoup 14 }
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SNMP: Support for the NoResourceAvailable trap

The MAX TNT now supports the new SNMP trap (event notification)

NoResour ceAvai | abl e, with adefault value of yes, which has been added to the trap
menu. Unlessit is set to no, the trap is activated if amodem is not successfully allocated to a
call.

To support this new trap, the following four new MIB variables are available in the telephone
number indexed dni sMgnt A obal Tabl e table. In addition, the existing MIB variable
dni sd obal PhoneNunber inthistable has been modified to accept telephone numbers as
short as asingle digit rather than the previous minimum value of 4 digits.

MIB variable Specifies

dni sd obal Cal | sActive(8) The number of active callsusing thisDialed
Number Information Service (DNIS).

dni sd obal Cal | sResFai | ed(9) The number of callsthat used this DNIS

and failed due to limited resources such as
modems. This counter isreset to zero the
first time a call using this DNIS becomes
active.

dni sd obal Cal | sCont ResFai | ed(10) Thenumber of callsthat used thisDNIS
and failed due to limited resources such as
modems. This counter is never reset.

dni sd obal Cal | sFai | ed(11) The number of callsthat used this DNIS
and failed due to reasons other than limited
resources such as modems.

The new trap also sends the following abject identifier (OID):
[Ascend Enterprise MB].26.1.4.1.9.[Integer A]l.[Integer(s) B]

I nt eger Aisthe number of digitsin the telephone number of the call that failed to find a
modem, and | nt eger B isthetelephone number itself in period-separated format.

SNMP: Enhanced support for the sysSlotStateChange trap

In earlier releases, the sysSlotStateChange trap (event notification) included the slot index and
the slot status, but not the slot serial number. This release enhances the
sysSlotStateChangeTrap to include the slot serial number, in addition to the slot index and slot
status.

Intheascend. t r p file, the IMPORTS list corresponding to the slot state has been changed
to read asfollows:
sl ot I ndex, slotStatus, slotSerial Number

FROM ASCEND- CHASSI S- M B

The TRAP definition for sysSlotStateChange has been changed to read as follows:
sysSl ot St at eChange TRAP- TYPE

ENTERPRI SE ascend

VARI ABLES { slotlndex, slotStatus, slotSerialNunber }
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DESCRI PTI ON "This trap is sent to all the managers in the slot group
when a slot card's SLOT- STATE profile is
created due to slot insertion, or the oper-
ational state transitions into a new state
The new state is indicated by the included
val ue of sl ot Status

Refer to the slotTable.slotlndex, slotTable.slotStatus
and sl ot Tabl e. sl ot Seri al Nunber descri p-
tions."

sysSlotStateChange trap

When aMAX TNT slot stops working, starts working, or otherwise changes status, the
sysSlotStateChange trap is sent out. In this trap, the last line corresponds to the serial number
of dot 7:

Enterprise Specific Trap (22)
enterprises. ascend.slots.slotTable.slotEntry.slotlndex.7 =7

enterprises. ascend. slots. sl ot Table. sl otEntry.slotStatus.7 = oper State-
Down( 1)

enterprises. ascend. sl ots. sl ot Tabl e. sl ot Entry. sl ot Seri al Nunber. 7 =
932606973

SNMP: VoIP call jitter reporting

TAOS 9.0 implements an improved method of jitter calculation on the StrongARM (SARM)
processor for reporting Real-Time Transport Protocol (RTP) packet transmissions. The packet
jitter onaMAX TNT unit is reported to both the media gateway controller (such as
Softswitch) for IP Device Control (IPDC) protocol packets and to NavisAccess administration
systems.

Thejitter calculation provides an estimate of the statistical variance of the RTP data packet
interarrival time, measured in timestamp units and expressed as an unsigned integer. The
interarrival jitter is defined to be the mean deviation (smoothed absolute value) of the
differencein packet spacing at the receiver compared to the sender for apair of packets. Asthe
control digital signal processor (DSP) accepts packets from the i960 processor shared-memory
interface, jitter is calculated using the formula defined in the RFC 1889, RTP: A Transport
Protocol for Real-Time Applications, (Jan. 1996), IETF:

jitter += (1/16)*(d-(jitter))

where:
« d represents the difference between the current transit time and the previous transit time.
e (jitter) holdsthe estimated jitter value for the RTP packets

The results of this cal culation returns the equivalent of the differencein therelative transit time
for the two packets. The relative transit time is the difference between a packet's RTP time
stamp and the receiver's clock at the time of arrival, measured in the same units. Since all time
calculationson MAX TNT units are executed using a fixed-point system, the jitter cal culation
isimplemented using the following modified version of the formula specified by RFC 1889:
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jitter +=d - (jitter + 8) >> 4);

Inthiscase, d isthe difference between the current transit time and the previoustransit time, as
defined in RFC 1889. This value is maintained for each slave DSP.

Transit timeis calculated by calculating the time difference between two consecutive packets,

and subtracting the difference in RTP time stamps. The values are reported to the 1960 through
the Query Call Stats message response, the 32-hit jitter response is added to the end of message
as first word, upper 16 bits, second word, lower 16 bits. The value isthe number of 125 ticks.

SNMP: Support for VoIP call logging

TAOS 9.0 supports the callection of H.323 call information from MAX TNT units configured
as MultiVoice gateways using SNM P administration systems. With this enhancement, a

MAX TNT unit can now generate start records, stop records, and call progress records for both
VolIP and fax calls.

H.323 call information from MAX TNT units performing Vol P call processing is provided to
SNMP log clients. Each MAX TNT unit provides the following H.323 call information:

e Billing start records

e Billing stop records

e Call disconnect records
e Fax start records

Billing start records

A billing start record reports the point in the call where speech communicationsis established.
Start records provide the following information:

Attribute Specifies

Cdl ID TheH.323 protocol call ID. A unique nonzero number assigned by
aMultiVoice gateway upon receipt of acall and isused to track all
call processing eventsrelated to a particular call.

Conference ID The H.225.0 protocol messaging ID. A unique nonzero number
assigned by a MultiVoice gateway upon receipt of acall. Track
H.225.0 call setup messages related to a particular call.

Dial time The time a MultiVoice gateway waits to collect the dialed
telephone number. Thisvalueis zero for calls originating from the
LAN.

Setup time The time from the moment a user finishes dialing the destination

telephone number until the moment speech is established at the
called destination.

Cdll origin The IP address used to identify the calling origin. This can bethe
ingress MultiVoice gateway or an H.323-compliant terminal.
Remote IP The I P address used to identify the called destination. The IP

address can identify the egress MultiVoice gateway or an H.323-
compliant terminal (PC).
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Attribute

Telephone number
CLID number
Audio mode

Billing stop records

Specifies

The dialed number string entered by the user.

The E.164 address associated with the calling origin.
The audio codec used to connect an H.323 call.

A billing stop record reports the point in the call where speech communications terminates (a
telephone goes on-hook). Stop records provide the following information:

Attribute
cdl ID

Conference ID

Connect time
Drop time

Drop reason

Call disconnect records

Specifies
The H.323 protocol call ID. A unique nonzero number assigned by

aMultiVoice gateway upon receipt of acall, and isused to track all
call processing events related to a particular call.

The H.225.0 protocol messaging ID. A unique nonzero number
assigned by a MultiVoice gateway upon receipt of acall. Track
H.225.0 call setup messages related to a particular call.

The time from the moment speech is established at the called
destination until a caller hangs up (telephone goes on-hook).

The moment when acall connection is dropped by the WAN or
LAN connection, which ever signal is reported first.

The H.323 call drop reason. For normal call termination, the
billing stop record reports nor mal Dr op.

A call disconnect record is generated whenever acall is not terminated normally (such as,
when a connection between endpointsis lost as a result of equipment failure or network
failure). Disconnect records provide the following information; thought some information may
not be present as depending upon the origin of the call failure:

Attribute
Cdl ID

Conference ID

Dial time

Setup time

Cdll origin

Remote IP

Specifies
The H.323 protocol call ID. A unigue nonzero number assigned by a

MultiVoice gateway upon receipt of acall, and is used to track all call
processing events related to a particular call.

The H.225.0 protocol messaging ID. A unique nonzero humber
assigned by a MultiVoice gateway upon receipt of acall. Track
H.225.0 call setup messages related to a particular call.

The time a MultiVoice gateway waits to collect the dialed telephone
number. Thisvalueis zero for cals originating from the LAN.

The time from the moment a user finishes dialing the destination
telephone number until the moment speech is established at the called
destination.

The IP address used to identify the calling origin. This can be the
ingress MultiVoice gateway or an H.323-compliant terminal.

The IP address used to identify the called destination. The |P address
can identify the egress MultiVoice gateway or an H.323-compliant
terminal (PC).
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Attribute
Telephone number
CLID number
Audio mode

Drop from

Drop reason

Fax start records

Specifies

The dialed number string entered by the user.

The E.164 address associated with the calling origin.
The audio codec used to connect an H.323 call.

This identifies the location that disconnected the call, either WAN or
LAN.

The H.323 call drop reason. For disconnect reports, thisis an
incomplete and interrupted call termination reason.

A fax start record is generated whenever afax answer tone is detected during a Vol P. The fax
record provides the following information:

Attribute
Cdl ID

Conference ID

Modulation type

Speed

Specifies
TheH.323 protocol call ID. A unique nonzero number assigned by

aMultiVoice gateway upon receipt of acall, and isused to track all
call processing events related to a particular call.

The H.225.0 protocol messaging ID. A unique nonzero number
assigned by a MultiVoice gateway upon receipt of acall. Track
H.225.0 call setup messages related to a particular call.

The fax modulation type detected by the MultiVoice gateway
(suchas: V.21, V.27, V.29, V.17, etc.)

The transmission speed or modulation rate detected for this fax
transmission by the MultiVoice gateway (such as: 2400, 4800,
7200, etc.)

Note: Fax records are generated only for T.38 fax transmissions. Transparent modem/fax calls
will only generate billing start and stop records.

H.323 disconnect reasons

H.323 disconnect reasons have been added to di sconnect - r eason-t ype. m bdef for
Ascend disconnect type. Reported disconnect reasons for standard and nonstandard call
termination are recorded in Table 14.

Table 14. H.323 Call Drop Reason ( reserve value from 500 to 700 )

Call drop

Call drop reason code Specifies

DIS H323 DROP_REASON_NULL 500 Call drop reason not
available

DIS H323 DROP_REASON_NORMAL 501 Normal disconnect
(caller hung up)

DIS_H323 DROP_REASON_DEST_BUSY 502 Called destination
busy

DIS H323 DROP_REASON_DEST_UNREACHABLE 503 Called destination
unreachable
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Call drop
code

DIS_H323 DROP_REASON_REJECT 504

Call drop reason

DIS H323 DROP_REASON_WAN_FAILURE 505

DIS H323 DROP_REASON_GATEWAY RESOURCES 506

DIS_H323 DROP_REASON_NO_BANDWIDTH 507

DIS H323 DROP_REASON_GW_NOT_REGISTERED 508

DIS H323 DROP_REASON_INVALID_PIN 509
DIS_H323 DROP_REASON_INVALID DNIS 510
DIS H323 DROP_REASON_NO_LAN_ANSWER 511
DIS H323 DROP_REASON_STATE_MACHINE 512

DIS_H323 DROP_REASON_NO_LAN_DISCONNECT 513

DIS H323 DROP_REASON_FEGW_CAUSE_CODE 514

DIS H323 DROP_REASON_MAX_PIN_ATTEMPTS 515

DIS_H323 DROP_REASON_CODER_DENIED 516

Specifies

Call rejected by
MAX TNT units

WAN failure; egress
MultiVoice gateway
could not connect the
call

Egress MultiVoice
gateway could not
process the call

Sufficient bandwidth
not available on the
LAN for this cal

Egress MultiVoice
gateway is currently
unregistered with the
MultiVoice Access
Manager

Caller entered an
invalid Personal
Identification
Number

Cadler dided invalid
number for PIN

A LAN connection
was not available

Call state machineon
MultiVoice gateway
could not advance

The LAN dropped
the connection

The egress
MultiVoice gateway
dropped the
connection

Thecaller failed to
authenticate on al
attempts to enter
their PIN

The MultiVoice
gateway could not
negotiate an audio
codec selection with
the far-end gateway
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Support for encryption of configuration transferred through TFTP

Inthisrelease, the MAX TNT unit can use Data Encryption Standard (DES) encryption for
saving or restoring a configuration over the network by means of Trivial File Transfer Protocol
(TFTP).

You can save and restore an encrypted configuration by means of the Load and Save
commands. Loading an encrypted configuration file onto a pre-9.0 MAX TNT running unit
without encryption support generates no errors. All the encrypted configuration datais
ignored.

Changes to the Save and Load commands

To support DES encryption of configuration data, the following option has been added to the
Save command:

-e encryption_type password
Argument Specifies
encryption_type Encryption and decryption method . You can specify DES or MD5.

passwor d Password used to generate key for encryption and decryption.

When you use the Load command to restore the configuration, do not enter the
encrypti on_t ype argument. Instead, specify the following on the Load command line:

-e password
The system restores the configuration by applying the same encryption it used to saveit.

For example, to save a configuration in DES-encrypted format:
adm n> save -e des john network 172.20.32.114 test.cfg

To restore the configuration:
adm n> | oad -e john config network 172.20.32.114 test.cfg

Note: The - e option supports only a network target.
Error messages for DES support

The following error messages have been added to support DES encryption for configuration
file transfer over TFTP:

Error Meaning
-e option: unknown You specified an incorrect encryption
encryption nethod met hod method when you saved the

configuration.

1. File is corrupted, Encryption tag Theconfiguration fileis corrupted.
not found

2. File is corrupted, Version tag not

f ound

Wong encryption password!! Configuration is encrypted but the
password isincorrect.
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Error Meaning

Configuration is encrypted Configuration is encrypted but no
password was provided.

Configuration is not encrypted!! Configuration is not encrypted but a
password was provided.

Encrypted protocol <ver> not Encryption version mismatch occurred.

supported!!

Support for a maintenance state for slot cards

TAOS 9.0 now supports aslot card maintenance state that allows you to leave any MAX TNT
slot card in a maintenance state. When a slot card is in maintenance state, it is completely
inactive but can be monitored with the Show command. The slot card maintains visibility but
does not generate any unnecessary errors. When a slot card is out of maintenance stateit is
active.

The slot card remainsin or out of maintenance state until change it. Prior to thisrelease, the
system attempted to make slot cards operational. In this release, this feature allows the slot
card state to remain the same through a system reset or reboot. Aslong as the card staysin the
sameslat, it startsin the same state (up, down, or maintenance) in which it was last configured.

Changes to the Slot and Show commands

Slot Command

To support the maintenance state, the command-line interface (CLI) Slot command has two
new options. The Show command adds the maintenance operational state to its display of slot
card status.

The sl ot command now includes the following new options.

Syntax element Description

-m Puts the slot in a maintenance state

option -all Applies the specified slot command option to all the slot
cards.

Any timethe - u (bring up), - d (bring down), or - moptions are invoked, awarning messageis
sent to the console as areminder that the slot state change will be retained. for example

admn> slot -m1
Slot 1/1, state change forced
warning: new state will remain until next explicit managenent action.

Similarly, if you enter asl ot - d command, the affected slot card remains down even after a
system reset.

Note: Any timeanew dot cardisinstalled in aslot, it starts up when the system reboots. Also,
all cardsreturn to an up state if the system nonvolatile RAM (NVRAM) is cleared.

68

MAX TNT TAOS 9.0 Addendum



Built-in features in TAOS 9.0
Show command

A

Show command

Caution: If any errors occur during loading, such as missing load images or corrupted
images, the loader brings down the slot card in question. You must to manually bring up the
card by using the sl ot - u command, or by using a Set operation on the SNMP variable
sl ot Admi nSt at us.

The showcommand is enhanced to display the maintenance state for slot cards. For example:
adm n> show

Shelf 1 ( standal one ):

Reqd Oper Sl ot Type

shelf-1 slot-1 0 } MAINT MAINT 8t1-card

shelf-1 slot-3 0 } DOAWN RESETnmadd- card

shelf-1 slot-7 0 }UP UP 10- unchan-t 1-card

{
{
{
{ shelf-1 slot-9 0 }UP UP et her 3-card

Syslog and SNMP changes

Syslog

SNMP slotTable

To support the new maintenance slot state feature, changes have been made to Syslog and the
SNMP dlotTable.

Syslog records any administrative actions that change the slot state. A new fatal index (222)
identifies when a dot card enters maintenance state, where that action took place (for example,
the console or the remote | P address), and which User profile the command was entered from.
For example:

SLOT CARD NMAI NTENANCE: | ndex 222 Revi si on: 9.0a0e0 Slot 1/3
Dat e: 04/07/2000. Tine: 08:46:03
Card put on nai ntenance by consol e, user profile super.

SLOT CARD NMAI NTENANCE: | ndex 222 Revi si on: 9.0a0e0 Slot 1/3
Dat e: 04/07/2000. Tine: 08:46:03
Card put on nai ntenance by 192.168. 1.2, user profile super.

The SNMP dlotTable describes the values of the installed slots. Changes have been made to the
dlotStatus field, slotAdminStatus attribute, and sysSlotStateChange traps.

slotStatus

The dotStatus field displays the current status of the MAX TNT slot cards. This release adds
support for the oper St at eMai nt enance valuefor thisfield, which reflects anew possible
operational state.
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NavisAccess: Enhanced network management

NavisAccess:

slotAdminStatus
This attribute changes the state of the slot card or deletes the slot card. When read, it displays

the last administrative state that was set. The new nai nt enance value permits the state of a
slot card to be changed to a maintenance state.

sysSlotStateChange trap

The sysSlotStateChange trap is generated whenever the operational state changes. This
notification is sent to all of the managers in the slot group when a slot card’s SLOT-STATE
profileis created, or the operational state is changed. The new state isindicated by the value of
dotStatus.

See “SNMP: Enhanced support for the sysSlotStateChange trap” on page 61 for more
information about this trap.

Enhanced network management

MAX TNT units now support optional levels of network management.

Overview

The types of network management that can be performed by NavisAccess depend on which

functionality options you purchased. If necessary, you can purchase one or more additional

network management options after installing NavisAccess. Previously, only the network

management (NM) base feature was available.

The following two new network management options can how be enabled:

*  Network management (NM) with Voice over IP (Vol P) enabled (NMV)

* High-density network management (NM+) with Vol P enabled (NM+V)

Table 15 illustrates the compl ete set of network management (NM) features, their namesin the

TAOS command-line interface (CL1) Base profile, and the associated line density each

supports.

Table 15. Network management features for NavisAccess software

MERTET S : . Line density Vol P

management |Namein Base profile Comment

supported enabled

feature

NM net wor k- managenent - Supportsupto 4 |No Default feature
enabl ed DS3 lines.

NMV net wor k- mgnt - voi p- Supportsup to 4 | Yes Same asNM,
enabl ed DS3 lines. plus Vol P

NM+V net wor k- mgnt - pl us- Supportsupto | Yes Same as NM+
voi p- enabl ed 12 DS3 lines. plus Vol P
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Changes to the Base profile

You can read and list the Base profile to verify which NavisAccess network management
features are enabled on your system. For example:

adm n> read base
BASE read (read-only)
adm n> |ist

[in BASE]

shel f-nunber = 1

sof tware-version = 9
software-revision = 0

net wor k- managenent - enabl ed = no

frvc-enabl ed = enabl ed
net wor k- ngnt - voi p- enabl ed = no

For additional information about optional Network Management functionality, see your Lucent
reseller.

Rlogin and raw TCP support added to terminal-server menus

In previous rel eases, the terminal-server menu provided options only for Telnet and PPP
sessions. Now, the menu can provide the user with option of beginning an Rlogin or raw TCP
(TCP clear) session as well. In addition, you can now specify the PPP option anywhere in the
menu. For Telnet, raw TCP, and Rlogin, the host authenticates the session. For PPP, the

MAX TNT unit authenticates the session.

Changes to the command-line interface (CLI)

The Menu-Mode-Options subprofile of the Terminal-Server profile contains the following new

parameters:

e Service-1, Server-2, Service-3, Service-4 for specifying the type of service associated with
an option

e Port-1, Port-2, Port-3, Port-4 for specifying the port to use for Telnet sessions.

e User-1, User-2, User-3, User-4 for specifying a username for Rlogin sessions.

In addition, the Hosts-Info N subprofile of the Ext-Tsrv profile contains new User and Service
parameters.

Changes to the Menu-Mode-Options subprofile

Following isalisting of the Menu-M ode-Options subprofile with the new parameters:

[ n TERM NAL- SERVER: nenu- node- opti ons]
start-wi th-nenus = no

t oggl e-screen = no

renot e-configuration = no

text-1 =""

host-1 = 0.0.0.0

service-1 = tel net
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Port-1
port-1 =0
user-1 =""
text-2 = ""
host-2 = 0.0.0.0
service-2 = tel net
port-2 =0
user-2 = ""
text-3 = ""
host-3 = 0.0.0.0
service-3 = tel net
port-3 =
user-3 = ""
text-4 = ""
host-4 = 0.0.0.0
service-4 = tel net
port-4 =
user-4 = ""
Following are descriptions of each new parameter.
Port-1
Description: Specifiesthe port to use for contacting the Telnet host specified by Host-1.
Usage: Specify anumber from 0 to 65535. The default is O (zero).
Example: set port-1 = 50
Dependencies: Port-1 applies only when Service-1 is set to Telnet.
Location: Terminal-Server > Menu-Mode-Options
See Also: Host-1, Service-1
Port-2
Description: Specifiesthe port to use for contacting the Telnet host specified by Host-2.
Usage: Specify anumber from 0 to 65535. The default is O (zero).
Example: set port-2 = 50
Dependencies. Port-2 applies only when Service-2 is set to Telnet.
Location: Terminal-Server > Menu-Mode-Options
See Also: Host-2, Service-2
Port-3

Description: Specifies the port to use for contacting the Telnet host specified by Host-3.
Usage: Specify a number from O to 65535. The default is O (zero).
Example: set port-3 = 50

Dependencies. Port-3 applies only when Service-3 is set to Telnet.
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Port-4

Port-4

Service-1

Service-2

Service-3

Location: Terminal-Server > Menu-Mode-Options

See Also: Host-3, Service-3

Description: Specifies the port to use for contacting the Telnet host specified by Host-4.
Usage: Specify a number from 0 to 65535. The default is O (zero).

Example: set port-4 = 50

Dependencies. Port-4 applies only when Service-4 is set to Telnet.

Location: Terminal-Server > Menu-Mode-Options

See Also: Host-4, Service-4

Description: Specifies the type of serviceto use for the host specified by Host-1.

Usage: Specify one of the following values:

e Telnet (the default) specifies Telnet service.
* RawTCP specifiesraw TCP service.

* Rlogin specifies Rlogin service.

»  PPP specifies PPP service.

Example: set service-1 = rlogin
Location: Terminal-Server > Menu-Mode-Options

See Also: Host-1

Description: Specifies the type of serviceto use for the host specified by Host-2.

Usage: Specify one of the following values:

e Telnet (the default) specifies Telnet service.
 RawTCP specifiesraw TCP service.

* Rlogin specifies Rlogin service.

*  PPP specifies PPP service.

Example: set service-2 = rlogin
Location: Terminal-Server > Menu-Mode-Options

See Also: Host-2

Description: Specifies the type of serviceto use for the host specified by Host-3.

Usage: Specify one of the following values:
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Service-4

e Telnet (the default) specifies Telnet service.
* RawTCP specifiesraw TCP service.

* Rlogin specifies Rlogin service.

e PPP specifies PPP service.

Example: set service-3 = rlogin
Location: Terminal-Server > Menu-Mode-Options

See Also: Host-3

Service-4

Description: Specifiesthe type of serviceto use for the host specified by Host-4.

Usage: Specify one of the following values:

e Telnet (the default) specifies Telnet service.
 RawTCP specifiesraw TCP service.

* Rlogin specifies Rlogin service.

»  PPP specifies PPP service.

Example: set service-4 = rlogin
Location: Terminal-Server > Menu-Mode-Options

See Also: Host-4

User-1

Description: Specifiesthe username for Rlogin sessions with Host-1.
Usage: Specify atext string of up to 31 characters. The default is null.
Example: set user-1 = robin

Dependencies: User-1 applies only when Service-1 is set to Rlogin.
Location: Terminal-Server > Menu-Mode-Options

See Also: Host-1, Service-1

User-2

Description: Specifies the username for Rlogin sessions with Host-2.
Usage: Specify atext string of up to 31 characters. The default is null.
Example: set user-2 = robin

Dependencies: User-2 applies only when Service-2 is set to Rlogin.
Location: Terminal-Server > Menu-Mode-Options

See Also: Host-2, Service-2
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User-3

User-3

User-4

Service

User

Description: Specifies the username for Rlogin sessions with Host-3.
Usage: Specify atext string of up to 31 characters. The default is null.
Example: set user-3 = robin

Dependencies. User-3 applies only when Service-3 is set to Rlogin.
Location: Terminal-Server > Menu-Mode-Options

See Also: Host-3, Service-3

Description: Specifies the username for Rlogin sessions with Host-4.
Usage: Specify atext string of up to 31 characters. The default is null.
Example: set user-4 = robin

Dependencies. User-4 applies only when Service-4 is set to Rlogin.
Location: Terminal-Server > Menu-Mode-Options

See Also: Host-4, Service-4

Changes to the Host-InfoN subprofile

Following are descriptions of the new User and Service parameters.

Description: Indicatesthe type of serviceto use for the host.

Usage: The Servicevalueisread only. It can be one of the following:
*  Telnet indicates Telnet service.

* RawTCPindicates raw TCP service.

* Rloginindicates Rlogin service.

*  PPPindicates PPP service.

Example: service = rlogin
Location: Ext-Tsrv > Hosts-Info N

See Also: User

Description: Indicates the username for the Rlogin session.
Usage: The User valueisread only.
Example: user = robin

Location: Ext-Tsrv > Hosts-Info N
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See Also; Service

RADIUS changes for Rlogin and raw TCP support

The format of the string for the Ascend-Host-Info (252) attribute now enables you to specify
the service type and username. Following is an updated description of this attribute.

Description: Specifiesalist of hoststo which a user can establish a Telnet, Rlogin, or PPP
session.

Usage: You can specify up to 10 Ascend-Host-Info entriesin a user profile. Enter your setting
in the following format:

Ascend- Host - I nfo="[servi ce] [usernane] |P_address[:port] text"

Argument Description

service Telnet, Rlogin, rawTCP, or PPP. Telnet is the default.
user name Username for an Rlogin session.

| P_address I P address of each host.

‘port Port for contacting the Telnet host.

t ext Description of each host, up to 31 characters.

The MAX TNT unit assigns each entry a number. When the user selects the number, the
terminal server initiates a session with the host at the specified 1P address.

Example: To set up ahost list for aMAX TNT unit named Cal , you would configure a
pseudo-user profile as follows:

banner-Cal Password = "ascend"
Servi ce- Type = Qut bound
Repl y- Message = "sp-max term nal server"
Repl y- Message = "1 You are welcone !"

Repl y- Message 1)

Ascend- Host-Info = "tel net 200.167.61.39 telnet to apache"
Ascend- Host-Info = "rawtcp 205. 168.62.38: 21 raw tcp service
Ascend- Host-1nfo = "200. 167.61. 39: 23 tel net to apache"
Ascend-Host-Info = "rlogin ps 200.168.64.31 rlogin to apache"
Ascend- Host-1nfo = "ppp PPP service"

See Also: Reply-Message (18) in the TAOS RADIUS Guide and Reference

New Diag command

In this release, the new Diag command enables centralized control of all debug output in the
system.

In previous rel eases, many debug commands existed, and each enabled you to turn debug
output on or off for a particular system component. In this release, the functions of many of
these commands have been consolidated in a single new Diag command.

The sections that follow describe the basic uses of the Diag command.
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Note: The Diag command options available depend on whether you type the command at the
console or from adot card. For those options specific to a particular slot card, you must open a
session with the slot card before executing the command.

Generating a list of all system components for which to generate debug output

To generate alist of all the system components for which you can generate debug output, enter
the following command:

adm n> diag ?

Following isa partia list of the components that the system displays:

arp ( Address Resol ution Protocol )
net wor ki ( Call Control )

vrouter <Oxffff> ( Virtual Router )

vrouterchb ( Control Bus )

xdb <Oxff> ( Radius )

zZip ( AppleTal k )

Enabling debug output for all system components

To enable debug output for all system components, enter the following:
adm n> diag ALL

Listing all system components with debug output enabled

To list all system components with debug output enabled, enter the following:
adm n> diag -1

Enabling or disabling debug output

To enable or disable debug output for a particular system component, enter the following
command:

adm n> di ag conmponent

The command works as atoggle. For example, to enable debug output for ARP, enter the
following:

adm n> diag arp

arp debug is ON

To disable ARP output, enter the following:

adm n> diag arp
arp debug is OFF

Enabling debug output for components with output disabled

To enable debug output for any components for which output is currently disabled, enter the
following:

adm n> diag ON
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For example, suppose that the net wor ki and zi p components are currently disabled. To
enable them, enter the following:

adm n> diag on
net wor ki debug is ON
zi p debug is ON

Disabling debug output for components with output enabled

To disable debug output for any components for which output is currently enabled, enter the
following:

adm n> diag off
For example, suppose that the net wor ki and zi p components are currently enabled. To

disable them, enter the following:

adm n> diag of f
net wor ki debug is OFF
zi p debug is OFF

New options for the NSLookup command

NSlookup

The-s DNS _server and- v options have been added to the NSL ookup command.
Following isafull description of the NSLookup command with these new options.

Description: Resolvesthe | P address of a specified hosthname or Virtual Router (V Router) by
performing a Domain Name System (DNS) lookup.

Permission level: Diagnostic

Usage: nsl ookup [-r Vroutername][-s DNS server] [-v] hostnane

Syntax element Description
-r Vrout ernane VRouter for which you want to obtain an | P address.

-s DNS server Specifiesthe |P address of the DNS server that the MAX TNT unit
uses to resolve the hostname or VVRouter name. If you do not specify
the - s option, the system uses the DNS server that you configured

locally.

-V Specifiesthat the unit prints the details of the packet received from the
DNS server.

host nane Hostname for which you want to obtain an | P address.

Example: Tolook up the IP address of host - 231 by means of the DNS server at
10.65.12.10:

adm n> nsl ookup -s 10.65.12. 10 host-231
Resol vi ng host host-231.
| P address for host host-231 is 10.65.12. 231.
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Dependencies. Unlessyou usethe - s option, your unit must be configured with the address
of a least one DNS server.

See Also: ARPtable, Netstat

Displaying call session and authentication statistics

Call connections and authenti cation statistics can now be displayed on MAX TNT units. You
enablethenew cal | st at s-1i st valueby settingthel ef t - st at parameter in the User
profile. Prior to this release, the Left-Stat profile only provided the Session-List and
Connection-List settings.

Parameter Indicates

| eft-stat Current system information appearing by default in the | eft side of the
status window:

sessi on- | i st —Displaysthe current system administration sessions.
connecti on-1i st —Displays current system WAN connections.

cal | st ats-1ist—Displayscurrent system call statistics. These
statistics include timed interval information on the number of calls
connected and authenticated.

Displaying call connection and authentication statistics

Thefollowing examples show how to configure and display call connection and authentication
statisticsonthe MAX TNT.

The following example shows how to configure call statistics by settingthe | ef t - st at us
parameter tothecal | st at s-1i st optioninthe User profile:

USER/ admi n read

adm n> |ist

[in USER/ admi n]

nane* = admn

adm n> set left-status = callstats-1ist
adm n> wite

The following example shows how to display call statistics by entering vi ew | ef t
cal | st at s fromtheadmni n> prompt.

adm n> view left callstats

1250 Connections, 1250 Sessions|<Left Screen displays call statistics
Call Statistics for the |ast |

10s 20s 30s 40s 50s 60s|<Calls display in 10 second intervals

C 44 54 48 48 44 36| <Row 1 displays # of call sessions
A 61 44 43 37 54 53| <Row 2 shows # of calls authenticated

2997 3003 3001 3013 3004|<Row 3, "1-10m' updated every m nute
3006 3008 3009 2998 3011|<Row 4, "1-10m' updated every m nute
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Tot al 1mn lhr |
_______________________________ |
Connect ed 274 18009 |<Row 5 displays total calls connected
Aut hent i cat ed 292 18031 | <Row 6 shows total calls authenticated

Row 5 of the CallStats-List shows atotal of 274 calls connected in a 60-second time frame,
and atotal of 18,009 calls connected in a 60-minute time frame. Row 6 of the CallStats-List
shows atotal of 292 callsthat have been authenticated in a 60-second time frame, and atotal of
18,031 calls authenticated within a 60-minute time frame.

Support for the Load Tar command using multiple filenames

Some implementations of t f pd—servers that support the Trivial File Transfer Protocol
(TFTP)—impose afile-size limitation of 16 MB. To ensure that sitesusingt f t p to load
TAOS software are not affected by thislimitation, the syntax of thel oad t ar command has
been changed to allow multiple filenames. Following is the new syntax:

load tar network host filel.tar [file2.tar] [...] [flash-card-id]
(Items enclosed in brackets in the syntax statement are optional.)

In addition, TAOS slot-card images are now provided in two tar files. Thefirst tar file contains
the most commonly used slot-card images, listed in Table 16.

Table 16. Contents of the first tar file

) Contents
Filename — :
Description Slot-card images
tntrel.tar Shelf controller tntsr
Ethernet tntenet2 tntenet3
t nt enet 3nd
HDLC tnthdl c2 tnthdl c2ec
T1-specific images tnt8t1 tntt3 tntutl
tntpctfit
MAX TNT modem images tntcsnx tntcsnBv
tnt- madd t nt ndnb6k
tntrele.tar Shelf controller tntsre
Ethernet tntenet2 tntenet3
t nt enet 3nd
HDLC tnthdl c2 tnthdl c2ec
E1-specific images tnt8el tntuel

tnt-pct-fie

MAX TNT modem images tntcsnx tntcsnmBv
t nt- madd t nt mdnb6k
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Support for the Load Tar command using multiple filenames

Table 16. Contents of the first tar file (continued)

Filename

Contents

Description

Slot-card images

apxrel . tar

Shelf controller

apxsr

Ethernet tntenet2 tntenet3
t nt enet 3nd
HDLC tnthdl c2 tnthdl c2ec
T1-specific images tnt8tl1 tntt3 tntutl
tntpctfit
APX 8000 modem images tntcsnx tntcsnBv
t nt - madd
apxrele.tar Shelf controller apxsre
Ethernet tntenet2 tntenet3
t nt enet 3nd
HDLC tnthdl c2 tnthdl c2ec

E1-specific images

tnt8el tntuel
tnt-pct-fie

APX 8000 modem images

tntcsnx tntcsnBv
t nt - madd

The second tar file contains images for slot cards that are less commonly used, listed in

Table 17.

Table 17. Contents of the second tar file

Filename

Contents

Description

Slot-card images

tntrel 2. tar

T1-specific images

tntstnD tntuds3
tntds3at m t nt ds3at n?
tntoc3atm

MAX TNT modem t nt amdm
Seriadl WAN t nt swan
tntrele2.tar E1-specific images tnte3atm
MAX TNT modem t nt amdm
Seriadl WAN t nt swan

apxrel 2. tar

T1-specific images

tntstnD tntuds3
t nt ds3at m t nt ds3at n
tntoc3atm

Serial WAN t nt swan
apxrel e2. tar E1-specific images tnte3atm
Serial WAN t nt swan

If the unit does not contain any of the slot cards supported in the second tar file, load only the

first tar file. For example:

adm n> |l oad tar network 10.10.10.10 tntrel.tar
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A

If the unit contains dlot cards supported in the second tar image, both files must be loaded on
the same command line. For example:

adm n> | oad tar network 10.10.10.10 tntrel.tar tntrel2.tar
The system loads only the images required for slot cards installed in the system.

Warning: Do not load the second tar file alone. L oading the second tar file without the first tar
file causes the system to del ete necessary images from flash. If this occurs, enter the |l oad
command again, specifying both tar files on the command line.

Extensions features in TAOS 9.0

Global digital access extension features

WORM-ARQ for personal digital cellular phones

Nippon Telephone and Telegraph (NTT) DoCoM o has developed atechnology called
Window-control Operation based on Reception Memory-Automatic Retransmission Request
(WORM-ARQ), which maintains transmission quality for personal digital cellular (PDC)
wireless phonesin Japan. With aMultiDSP card installed and a WORM-ARQ license enabled
in TAOS, the MAX TNT unit supports calls of thistype. Use the following commands to
confirm that the WORM-ARQ license is enabled in your system:

[i n BASE: wor mar g- enabl ed]
wor mar - enabl ed = enabl ed

When the WORM-ARQ license is enabled, the system creates a new Call-Route profile for
each installed MultiDSP card. The new Call-Route profile sets the Call-Route-Type parameter
towor mar g- cal | - t ype, as shown in the following sample profile:

adm n> get call-route { { { 1120} 0} 2}
[in CALL-ROUTE/ { { { shelf-1 slot-12 } 0 2 }]
index* = { { { shelf-1slot-12 0} 01} 2}
trunk-group = 0

t el ephone- nunber = ""

preferred-source = { { any-shelf any-slot 0 } 0}
call-route-type = wornmarqg-call -type

This Call-Route-Type setting enables the system to route WORM-ARQ calls to the MultiDSP
cards in the system.

Support for PIAFS 2.1 on the 96-port MultiDSP card

TAOS 9.0 extends support for the PHS Internet Access Forum Standard (PIAFS) 2.1 to the
96-port MultiDSP slot card. In previous software releases, the MAX TNT unit supported
PIAFS 2.1 only for the 48-port MultiDSP dlot card.

With a 96-port MultiDSP card installed, the MAX TNT unit supports the PIAFS protocol
required for the Personal Handyphone System (PHS). PHS serviceis currently available only
with Japan PRI signaling. With PIAFS 2.1, the MAX TNT supports a data rate that switches
between 32 Kbps and 64 Kbps during a call, depending on what the wireless bandwidth
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permits. PIAFS version 2.1 has an enhanced link-level protocol that supports dynamic
switching of data rates between 32 Kbps and 64 Kbps.

When the PHS-Support and PHS-2-1 licenses have been enabled, the system creates a new
Call-Route profile for each installed MultiDSP card. The new Call-Route profile sets the Call-
Route-Type parameter to phs- cal | -t ype, as shown in the following sample profile:

admn> get call-route { { { 1120} 0} 2}
[in CALL-ROUTE/ { { { shelf-1 slot-12 } O 2 }}]
index* = { { { shelf-1slot-12 0} 0} 2}
trunk-group = 0
t el ephone- nunber
pref erred- source { { any-shelf any-slot 0 } 0}
call -route-type = phs-call-type

This Call-Route-Type setting enables the system to route PHS calls to the card.

To display the PHS call routes on the 96-port MultiDSP slot card, usethecal | r out e
command, with - ah option to display routes by type or with the - d option to display routes
by device, asin the following examples:

adm n> callroute -ah

devi ce # source type tg sa phone
1: 07: 01/0 4 0:00:00/0 v110-call-type 0 0
1:07:02/0 4 0:00:00/0 v110-call-type 0 0
1: 07: 03/0 4 0:00:00/0 v110-call-type 0 0
1: 07: 04/0 4 0:00:00/0 v110-call-type 0 0
1:07:96/0 4 0:00:00/0 v110-call-type 0 0
1: 07: 01/0 3 0:00:00/0 voip-call-type 0 0
1: 07: 02/0 3 0:00:00/0 voip-call-type 0 0
1:07:01/0 2 0:00:00/0 phs-call-type 0 0
1: 07: 02/0 2 0:00:00/0 phs-call-type 0 0
1: 07: 03/0 2 0:00:00/0 phs-call-type 0 0
1:07:04/0 2 0:00:00/0 phs-call-type 0 0
1: 07:05/0 2 0:00:00/0 phs-call-type 0 0
1: 07: 06/0 2 0:00:00/0 phs-call-type 0 0
1: 07:95/0 2 0:00:00/0 phs-call-type 0 0
1:07:95/0 1 0:00:00/0 digital-call-type O 0
1:07:96/0 1 0:00:00/0 digital-call-type O 0

adm n> callroute -d
devi ce # source type tg sa phone

1: 07:01/0 0 0:00:00/0 voice-call-type 0 0
1: 07:01/0 1 0:00:00/0 digital-call-type O
1: 07: 01/0 2 0:00: 00/0 phs-call-type 0
1: 07:01/0 3 0:00:00/0 voip-call-type 0
1: 07: 01/0 4 0:00:00/0 v110-call-type 0

o O O o
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1: 07: 01/0 5 0:00: 00/0 any-call-type 0 0
1: 07:02/0 0 0:00:00/0 voice-call-type 0 0
1:07:02/0 1 0:00:00/0 digital-call-type O 0
1: 07: 02/0 2 0:00:00/0 phs-call-type 0 0
1: 07:02/0 3 0:00:00/0 voip-call-type 0 0
1: 07:02/0 4 0:00:00/0 v110-call-type 0 0
1: 07: 02/0 5 0:00: 00/0 any-call-type 0 0
1: 07:96/0 0 0:00:00/0 voice-call-type 0 0
1:07:96/0 1 0:00:00/0 digital-call-type O 0
1: 07:96/0 2 0:00:00/0 phs-call-type 0 0
1: 07:96/0 3 0:00:00/0 voip-call-type 0 0
1: 07:96/0 4 0:00:00/0 v110-call-type 0 0

Rejecting collect calls on Brazilian R2 signaling lines

Brazilian | SPs can now accept or deny collect calls on lines configured with R2 signaling. By
specifying avalue for the gr oup- b- col | ect - si gnal parameter, you can configure the
MAX TNT to accept or reject collect calls.

Group-B-Collect-Signal

Description: For Brazilian R2 signaling lines, specifies the group-B-signal that the
MAX TNT unit sendsin response to a collect call.

Usage: Specify one of the following signal values:
Signal-B-2—Indicates a busy line.
Signal-B-5—Indicates aline for which thereis no fee.

Signal-B-7—Indicates that the line does not accept collect calls. Also indicates a number that
is not accessible or that the call is forwarded to an answering machine.

Dependencies: If thesi gnal i ng- nbde parameter is set to any value other than el-
brazil - si gnal i ng,thenthegr oup- b-col | ect - si gnal parameter does not apply.

Example: set group-b-collect-signal = signal-b-7

SS7 extension features

Q.931+ for PacketStar SS7 signhaling gateways

Q.931 isan ISDN connection control protocol defined in ITU-T specifications. It performs
control signaling on the ISDN D channel to manage connection setup and breakdown on 64-
Kbps B channels. Q.931 is designed to provide access between a user side and network side,
and its messages are related to call control (for example, CONNECT and DISCONNECT).
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Q.931+ isbased on Q.931 but provides additional functions required for the SS7 signaling
gateway interface. With reference to the Q.931 specification, the signaling gateway
implements the network side and the MAX TNT unit (the access server) implements the user
side of the Q.931 protocal.

The MAX TNT unit’s trunk interfaces are connected to the remote switch viaintermachine
trunks (IMTs). The channels of the trunk lines are identified by an interface number and a
channel number, in amanner similar to non-facility associated signaling (NFAS) Q.931
signaling. An incoming modem or HDL C data call can be connected to any available channel
in the unit.

A mapping between the circuit identification code (CIC) at the switch and the combined
interface identifier and channel number in the MAX TNT trunk interfacesis configured and
trandlated at the signaling gateway.

In addition to the Q.931+ control protocol, Lucent signaling gateway platforms support the
protocols | P Device Control (IPDC) 0.12 and Access SS7 Gateway Control Protocol
(ASGCP)-Q.931+. Table 18 shows the signaling protocol s supported by signaling gateway
platforms that interoperate with the MAX TNT for SS7 support.

Table 18. Sgnaling gateway platforms and protocol support

Platform IPDC 0.12 Q.931+ ASGCP-Q.931+

ICD for softswitch (formerly ASG) Supported Not supported |Supported

L ucent Technologies Softswitch Supported Not supported |Not supported

PacketStar™ Connection Gateway Not supported |Supported Not supported
(PCG)

Terminating data calls in an SS7 network

With the q. 931- pl us license, MAX TNT units can decrease congestion on the Public
Switched Telephone Network (PSTN) caused by users connecting to the Internet. An example
of MAX TNT units being used for this purposeis shown in Figure 2.
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Figure2. MAX TNT unit terminating data callsin an SS7 network
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The MAX TNT unit is connected to the entry (ingress) central office (CO) switch via
intermachine trunks (IMTs) and to a signaling gateway by means of dual-link (primary and
secondary) TCP/IPlinks. Each CO switch is a service switching point (SSP). The combination
of aMAX TNT unit and signaling gateway is also an SSP. The signaling gateway is connected
to the SS7 network by access links (A-links). The signaling gateway and the MAX TNT unit
together act as a switch that routes calls intended for 1SPs directly to the MAX TNT unit, thus
avoiding the PSTN tandem or transit switches and interoffice trunks.

Simple data delivery layer (DDL)

The simple datadelivery layer (DDL) uses TCP/IP for reliable transmission between the
signaling gateway and MAX TNT unit.

The DDL prefersthe primary link over the secondary and always tries to bring up the primary
link. It uses a4-second keep alive mechanism to verify that thelink isup. If the primary link is
inactive, the DDL uses the secondary link. If the primary link subsequently becomes active,
the DDL switches back to the primary.

The DDL uses a 2-octet header to encapsulate the control protocol messages. The header
contains the length of the SS7 message.

Overview of configuration settings

Whentheg. 931- pl us licenseis enabled, most of the SS7-Gateway profile settings operate
as documented for other control protocols. For details about the following parameters, see the
APX 8000/MAX TNT/DSLTNT Reference.

[in SS7-GATEWAY]

enabled = no

control -protocol = asgcp
primary-ip-address = 0.0.0.0
primary-tcp-port =0
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secondary-i p-address = 0.0.0.0

secondary-tcp-port =0

bay-id = ""

systemtype = | ASCTNT1B

transport-options = { ascend 0 1000 3000 30000 7 6 no }

use-systemi p- addr ess-as-source = yes

congestion-control = { | 3-queue-depth 60 send-info-to-ngc 120 reject-
newcal | }

signaling-heartbeat = { no 3 }

[ SS7- GATEWAY: transport - opti ons]
heartbeat = no

Following are the parameters that are specific to a Q.931+ configuration. The parameters are
shown with the default settings when the q. 931- pl us licenseisthe only licensed control

protocol.
[in SS7- GATEWAY]
control -protocol = qg.931-plus

[ SS7- GATEWAY: transport - opti ons]
type = ascend

[in T1/{ any-shelf any-slot O }:line-interface]

nfas-id = 0

[in E1/{ any-shelf any-slot O }:line-interface]

nfas-id = 0

Parameter Specifies

Control-Protocol Control protocol. Valid valuesare asgcp (for communicating

with an ICD for softswitch using ASGCP-Q.931+), i pdc- 0. x
(for communicating with a Lucent Technologies Softswitch using
IPDC), or 931- pl us (for communicating with a PacketStar
Connection Gateway).

If only one control protocol is licensed, the setting defaults to the
licensed protocol and cannot be modified. However, if multiple
protocols are licensed, the parameter defaultsto asgcp. Because
of this default and because the MAX TNT unit does not store
unmodified profileitemsin NVRAM, the setting can be modified
unintentionally when you upgrade to new software or enable a
new license to support ancther SS7 control protocol. For this
reason, L ucent recommends that you verify the setting after
upgrading. If the proper protocol is not specified, change the
setting and then reset the unit.

Although the control protocol is configurablein real time, you
must reset the system to begin using the new protocol. After the
reset, the unit establishes anew TCP link to the signaling gateway
and begins communicating with it using the specified protocol.

MAX TNT TAOS 9.0 Addendum 87



Extensions features in TAOS 9.0
Q.931+ for PacketStar SS7 signaling gateways

Par ameter Specifies

Type Type of transport layer. The default ascend setting indicates the
transport layer used by the ASGCP and IPDC protocaols:
TCP/IP-based data delivery with built-in redundancy and
retransmission. If the parameter issettot cp- encaps- 2, the
system uses a TCP/IP stream with a 2-octet header added to every
signaling message. Thet cp- encaps- 2 setting isrequired for
Q.931+ and does not apply unless Control-Protocol is set to
g931- pl us.

Note: When Typeissettot cp- encaps- 2, al parametersinthe
Transport-Options subprofile except the Heartbeat parameter are
not applicable.

NFAS-ID Aninterface ID for the T1 or E1 line used as an SS7 line. This
setting appliesto SS7 lines only when the Q.931+ control protocol
isused.

Support for Q.931+ status messages

The MAX TNT unit supports the following messages about changes in status related to
Q.931+:

M essages Status changes

NAS STATUSand Device registration on cold and warm startup. A cold startup isa

NAS STATUS ACK system reset. A warm startup isa signaling link reestablishment or
failover.

INTERFACE_STATUS Registration of all SS7 line interfaces upon establishment of the

and signaling link and notifications of any status or configuration

INTERFACE_STATUS  changes thereafter.

ACK

RESOURCE_UPDATE Registration of all available host resources (HDLC and modem)

and upon establishment of the signaling link and notifications of any

RESOURCE_UPDATE__ status or capacity changes thereafter.

ACK

A NAS STATUS message is sent whenever the TCP/IP transport link between the MAX TNT
unit and the signaling gateway comes up. The status of the device is reported as cold start the
first time the signaling connection is established. After that, failovers and reestablishment of
the signaling link cause the system to send aNAS_STATUS message reporting its status as
warmstart. The statusis reported as cold start if the SS7-Gateway profile is disabled and then
enabled again.

A RESOURCE_UPDATE message that is sent to register host resources (modems and HDL C)
always containstwo “AS Resource” information elements. The first element in the message
reports the capacity of the resource that has actually changed. (A changein resource capacity is
the reason for RESOURCE_UPDATE to be generated by the MAX TNT unit.) The second
information element in the message contains information about the other resource. (For
example, if modem capacity changes, the MAX TNT unit sendsa RESOURCE_UPDATE
with two resources: the first is modem capacity and the second isHDL C capacity. If the HDLC
capacity changes, the first resource is HDL C and the second is modem.)
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SNMP support for Q.931+

The new value q931pl us is supported for the mgPr ot ocol objectinngst at . m b, as
shown in the following definition:

ngProt ocol OBJECT- TYPE

SYNTAX | NTEGER {

not Appl i cable(1), -- MG control is not
-- enabl ed by hash code, etc.

ot her(2), -- Oher (none fromthe list bel ow)

asgcp(3), -- ASGCP (Ascend Signaling Gateway
-- Control Protocol)

i pdc(4), -- I PDC (Internet Protocol Device
-- Control)

g931plus(5) -- Q931+ (Q 931 with extensions
-- for I MM signaling over |P)

}
ACCESS read-only
STATUS mandat ory

DESCRI PTI ON "Type of the control protocol in use."
::={ ngTabl eEntry 2 }

Log message support for Q.931+

The MAX TNT unit now reports several new messages related to Q.931+ call processing. It
reports the messages to its logging facilities (Log profile and Syslog) according to its
configuration. For details about log facilities, see the APX 8000/MAX TNT/DSLTNT
Administration Guide.

Error messages related to Q.931+

The following messages are logged at the ERROR level:

LOG error, Shelf 1, Slot 17, Tine: 18:45:41--
Q 931+ nfas-id=Nis invalid. Check line config for {X Y Z}.

LOG error, Shelf 1, Slot 17, Tinme: 18:45:41--
Q 931+ nfas-id=Nis not unique. Check line config
for {XY Z} and {A B C}.

In the preceding messages, the following definitions apply:

* Nisavaueassigned to the NFAS-ID parameter that isinvalid according to the Q.931+
specification or is not unique in the system.

e {X Y Z} isthe physical address of the line (the index of the T1 or E1 profile) in which
theinvalid or duplicate NFAS ID was detected.

« {A B C} isthephysical address of the line (the index of the T1 or E1 profile) in which
the duplicate NFAS ID was first detected.

Notice messages related to Q.931+

The following messages are logged at the NOTICE level and reflect authorization level
received by the MAX TNT unit during Q.931+ signaling link establishment:

LOG notice, Shelf 1, Slot 17, Tine: 21:48:46--
Q 931+: Registered for inconmng calls only. Cause=DDD.
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LOG notice, Shelf 1, Slot 17, Tine: 21:48:46--
Q 931+: Registered for incomng and outgoing calls. Cause=DDD.

LOG notice, Shelf 1, Slot 17, Tine: 21:48:46--
Q 931+: Access server registration rejected by SG Cause=DDD.

LOG notice, Shelf 1, Slot 17, Tine: 21:48:46--
Q 931+: Access server registration failed. Cause=DDD.

In the preceding messages, DDD is the decimal value of the cause code received by the
MAX TNT unit in the Q.931+ NAS _STATUS ACK message.

Enhancement to Q.931+ debug tracing capability

Q.931+ tracing capability is enhanced with the addition of thedunp decoded | Es debug
level (level 4) to the diagnostics option of thedi ag ss7asg 0x04 command. When debug
level is set to 4, the following information elements (IES) are decoded and displayed in real
time:

* Bearer capability

e Cdled party number

e Cdling party number
e Causevaue

o Cdl reference

e Channel identification

Where previoudy information elements were displayed in hexadecimal format, decoded
information elements now take the following form:

RECV: SETUP
BEARER CAPABI LI TY :
I NFO XFER CAPABI LI TY : Speech
USER LAYER 1 PROTO : User Layer 1 None
CALLED PARTY NUMBER:
TYPE OF NUMBER Nati onal
NUMBERI NG PLAN: | SDN
CALLED PARTY DI G TS: 6501234567
CALLI NG PARTY NUMBER:
TYPE OF NUMBER: | nternational
NUMBERI NG PLAN: | SDN
PRESENTATI ON | NDI CATI ON: Present ati on al | owed
SCREENI NG | NDI CATI ON: User - provi ded, not screened
CALLI NG PARTY DI G TS: 5107471234
RECV: DI SCONNECT
CAUSE VALUE:
CODI NG STANDARD: Net wor k Speci fic
LOCATI ON : Private network serving | ocal user
CAUSE : 16
RECV: RELEASE COWVPLETE
CAUSE VALUE:
CODI NG STANDARD: Net wor k Speci fic
LOCATI ON : Private network serving | ocal user
CAUSE : 16

In addition to the display of decoded information elements, the call-processing message type
transmitted or received between the signaling gateway and the MAX TNT unit isalso

displayed.
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Theinterface is modified as follows:

adm n> ss7asg
usage: ss7asg -option [ parans ]
- Show i nterfacel D nmap

-m Di splay all MBs (ME control bl ocks)
-n Di splay all NLCBs (L3 call bl ocks)
-r Reset Signaling Layer statistics

-s Show SS7 interface statistics

To enable diagnostics at a specific level, enter the following command:

adm n> di ag ss7asg | evel

Level Description
0x00 Disables diagnostic output
0x01 Shows errors only
0x02 Traces L3 events and states
0x04 Traces call control events
0x08 Dumps decoded |Es
0x10 Shows all task events
0x20 Enables code trace for debugging
0x40 Dumps L 3 packets
0x80 Dumps call control primitives
0x100 Debugs signaling link
0x200 Shows memory allocation and deallocations

Note: Existing debug levels are reordered.

SS7 Q.931 messaging support for V.110 calls

MAX TNT units can now recognize and respond to PacketStar Connection Gateway (PCG)
call setup requests for V.110 processing of Signaling System 7 (SS7) calls through the Q.931
protocol. Q.931 requires V.110 bearer capability at certain unrestricted adaptation rates now
supported by TAOS. Thisrelease adds a second octet, octet 53, to the information element (IE)
of aQ.93 call setup message sent by a PacketStar Connection Gateway (PCG).

Supported Q.931 bearer capability requests

For callsrequiring VV.110 bearer capability, a PacketStar Connection Gateway generates one of
the following Q.931 call setup message requesting one of the following adaptation rate ranges.
The call typeisset in octet 5 of the Bearer Cap information element of the message, and the
adaptation rate is retrieved from the user rate in the same octet.
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Request Specifies
0x04 0x03 0x80 0x90 0xa0 Speech bearer capability.

0x04 0x04 0x88 0x90 0x21 0xc3 V.110 bearer capability with 2400bps to 64K bps
unrestricted adaptation.

0x04 0x04 0x88 0x90 0x21 0xc5 V.110 bearer capability with 4800bps to 64K bps
unrestricted adaptation.

0x04 0x04 0x88 0x90 0x21 0xc8 V.110 bearer capability with 9600bps to 64K bps
unrestricted adaptation.

0x04 0x04 0x88 0x90 0x21 Oxcb V.110 bearer capability with 19200bps to 64K bps
unrestricted adaptation.

0x04 0x04 0x88 0x90 0x21 Oxcd V.110 bearer capability with 38400bps to 64K bps
unrestricted adaptation.

Feature description

For calls requiring V.110 bearer capability, the PCG generates a Q.931 call set-up message
reguesting that bearer capability at one of the following unrestricted adaptation rates supported
by MAX TNT units:

e 2400bps to 64Kbps
e 4800bpsto 64Kbps
e 9600bps to 64K bps
e 19200bpsto 64K bps
e 38400bpsto 64K bps

Octet 5a information element

When the Q.931 call setup message sent by the PacketStar Connection Gateway requests V.110
bearer capability, the following values must be assigned to octet 5a to enable Asynchronous
Transfer Mode (ATM) and disable inband call signaling on aMAX TNT unit for the duration
of the SS7 call:

Bit # Value Description
Bit 7 1 Enable asynchronous data mode for this call.
Bit 6 0 Disable inband negotiation.

SS7 IPDC RTE for congestion control (Lucent Technologies Softswitch

only)

With TAOS 8.0.3, unitswith the SS7 IPDC license perform congestion control functions using
Request Test Echo (RTE) messages with a congestion indicator and Acknowledge RTE
(ARTE) response from the signaling gateway. If the signaling gateway is a L ucent

Technol ogies Softswitch, it can respond to the congestion indication by slowing down the rate
at which it isforwarding calls. For any other type of signaling gateway, the RTE messages are
used as a signaling heartbeat.
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Note: With TAOS 8.0.3, congestion control applies only to units that communicate with the
Lucent Technol ogies Softswitch signaling gateway using IPDC. The ICD for softswitch
signaling gateway will support congestion control in an upcoming softswitch release. This
feature does not apply to units using the SS7 ASGCP license.

Using RTE messages as a signaling heartbeat

With TAOS 9.0, the default settings in the SS7-Gateway profile cause the unit to transmit RTE
messages to the signaling gateway every 3 seconds. If congestion control is disabled, or if the
signaling gateway does not support congestion control, the packets are used as a signaling
heartbeat.

Format of RTE messages without congestion indicator

Following is the format of the RTE message without the congestion indicator:

Protocol I D 0x4B
Transaction I D: OX8XXXXXXX
Message: 0x007D

For example:

Pr ot ocol =0x4b, Correl ator (4): 80024b13
Message: 0x007d
End of NM nessage.

Overview of SS7-Gateway settings

Following are the relevant parameters, shown with default settings:

[in SS7- GATEWAY: si gnal i ng- heart beat]
enabl ed = no

interval =3
Parameter Specifies
Enabled Enable/disable signaling layer heartbeat to the signaling gateway.

If settoyes, the unit sends asignaling heartbeat to the gateway at
the interval specified in the Interval parameter. By default, this
parameter is set to no.

Interval Number of seconds between signaling heartbeat messages. The
valid range is from O to 86400 (default 3).

Example of changing the heartbeat interval

The following commands configure the unit to sent RTE messages to the signaling gateway
every second:

adm n> read ss7-gat eway
SS7- GATEWAY r ead

adm n> set signaling-heartbeat interval =1

admn> wite
SS7- GATEWAY written
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Example of disabling transmission of RTE messages

The following commands disable transmission of RTE messages altogether:

adm n> read ss7-gat eway
SS7- GATEWAY r ead

adm n> set signaling-heartbeat enable = yes

admn> wite
SS7- GATEWAY written

Using RTE messages for congestion control

By default congestion contral is disabled. When congestion control is enabled, MAX TNT
units monitor the depth of the layer-3 queue as a measure of call congestion. The queue
contains messages for the IPDC layer, including call control and other network messages, as
well as messages from IPDC itself.

When the number of messages in the queue exceeds congestion level 1, the unit can either
ignore the congestion level or send an RTE message with a congestion level indicator that
level 1 has been exceeded (the default). When the number of messages drops below the
specified congestion level 1, the unit sends an RTE message indicating congestion level 0 (no
congestion).

When the number of messages in the queue exceeds congestion level 2, the unit can either
ignore the congestion, send an RTE message to the signaling gateway indicating that
congestion level 2 has been exceeded, or send the message and reject new calls (the default).

Format of RTE messages with congestion indicator

Following isthe format of the RTE message with the congestion indicator:

Protocol |ID: 0x4B

Transaction I D OX8XXXXXXX
Message code: 0x007D

Tag | D = Oxa6, <congestion-I|evel >

For example:

Pr ot ocol =0x4b, Correl ator (4): 80024b13
Message: 0x007d

Tag ID = Oxa6, Data (1): 01

End of NM nessage.

Tag Ox A6 can specify the following values:

Size Type Description Value Meaning Usage
1 UINT Congestion level 0x00 Not congested RTE/ARTE
indicator 0x01 Congestion level 1

0x02 Congestion level 2
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Overview of SS7-Gateway settings

In addition to the signaling heartbeat parameters described in “Using RTE messages as a
signaling heartbeat” on page 93, which control transmission of RTE messages, the following
parameters (shown with default settings) are used for configuring congestion control:

[i n SS7- GATEWAY: congesti on-control ]
congestion-control -type = | 3-queue-depth
cl1-level = 60

cl 1-action = send-info-to-ngc

cl2-1evel = 120

cl 2-action = reject-newcall

Parameter Specifies

Congestion-Control-Type Congestion control algorithmto use. If settol 3- queue- dept h
(the default), the unit measures the depth of the layer-3 queue as
the criterion of congestion. If set to none, congestion control is
disabled.

CL1-Level Number of messagesin the queue (from 0 to 1000) at which the
unit informs the signaling gateway that congestion level 1 has
been exceeded. By default, congestion level 1 occurs when the
gueue contains 60 messages.

CL1-Action Action to perform when congestion level 1 (defined by the value
of the CL1-Level parameter) has been exceeded. Valid values are
send- i nf o-t 0- ngc (thedefault) andi gnor e.

If settosend- i nf o-t 0- mgc, theunit sends an RTE message to
the signaling gateway with the appropriate congestion level
indicator.

If set to none, the unit takes no action at congestion level 1.

CL2-Level Number of messagesin the queue (from 0 to 1000) at which the
unit informs the signaling gateway that congestion level 2 has
been exceeded. By default, congestion level 2 occurs when the
gueue contains 120 messages.

CL2-Action Action to perform when congestion level 2 (defined by the value
of the CL2-Level parameter) has been exceeded. Valid values are
rej ect-newcall (thedefault),send-i nfo-to-ngc,and
i gnor e.

If settor ej ect - new cal | , theunit rejects new callsand sends
an RTE message to the signaling gateway with the appropriate
congestion level indicator. If setto send- i nf o- t o- nyc, the
unit sends an RTE message to the signaling gateway with the
appropriate congestion level indicator. If settoi gnor e, the unit
takes no action at congestion level 2.

If you set CL1-Level and CL2-Level to alow value and set
CL2-Actiontor ej ect - new- cal | s, the unit begins rejecting
calls before it reaches its maximum call-processing capacity. If
you set CL1-Level and CL2-Level to ahigh value and set CL2-
Actiontor ej ect - new- cal | s, the unit attempts to use all of
its call-processing capacity, even though the calls might time out at
the signaling gateway. (The Lucent Technologies Softswitch
timeout is configurable with a default of 3 seconds.)
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Example of configuring congestion indication

The commands in the following example configure the MAX TNT unit to send alevel-1
congestion indicator to the signaling gateway when the layer-3 queue contains 100 messages,
and to reject new calls and send alevel-2 congestion indicator when the queue contains

200 messages. |n addition, the commands specify that the RTE exchange must occur every

10 seconds.

adm n> read ss7-gat eway
SS7- GATEWAY r ead

admi n>
admi n>
adm n>
admi n>

adm n>

set congestion-control cl1-level = 60
set congestion-control cl2-level = 120
set signaling-heartbeat enabled =y
set signaling-heartbeat interval = 10

wite
SS7- GATEWAY written

Figure 3 shows how the MAX TNT unit rejects and accepts calls over a period of time on the
basis of the settings in the preceding configuration example.

Figure3. Results of SS7 congestion control
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SS7 IPDC: Reporting VoIP call statistics

Inthisrelease, the MAX TNT unit operating as network access server (NAS) reports Vol P call
statistics when acall is cleared, whether the call clearing isinitiated by the signaling gateway
or the MAX TNT. The statistics are reported via IPDC when the statistics are available.

Supported statistics tags (IPDC 0.12)

The following table shows statistics-related tags from |PDC 0.12 that are currently supported
by the MAX TNT, and describes how Lucent interprets those tags:

Tag
0x91

0x92

0x93

0x94

0x9D

0Ox9E

OxA3

Description

Number of packets sent and received. Lucent interprets this asthe
number of Real-Time Transport Protocol (RTP) audio packets sent
by the MAX TNT.

Number of packets dropped. Lucent interprets this as the number
of RTP audio packetsthat failed to reach the MAX TNT, as
determined by missed sequence numbers.

Number of bytes sent and received. Lucent interprets this as the
number of audio RTP payload bytes sent by the MAX TNT.

Number of bytes dropped. Lucent interprets this as the number of
audio RTP payload bytes that failed to reach the MAX TNT.
Because the number of bytes per packet varies, this value can only
be estimated, based upon an average packet size multiplied by the
number of nonreceived packets. This value can also be estimated
by the control server with the information supplied.

Number of audio packets received. Lucent interprets this as the
number of RTP audio packets received.

Number of audio bytes received. Lucent interprets this asthe
number of audio RTP payload bytes received.

Estimated interarrival jitter in milliseconds. A new tag
implemented by Lucent. OxA3 is the next available tag value in
IPDC 0.15. Estimated interarrival jitter is computed as follows:

J=J+(D- J)/16

whereD = | R(i) - R(i-1) - T,

R(i) isthearrival time of the received packeti , and

T isthe theoretical difference of departure time between two
consecutive packets at the source. For example, Tis5msfor G711

1 frame per packet, T is 10 msfor G729 1 frame per packet, and T
is40 msfor G729 4 frames per packet.
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Unsupported statistics tags (IPDC 0.12)

The following table shows statistics-related tags from IPDC 0.12 that are not currently
supported by the MAX TNT:

Tag Description

0x95 Number of signaling packets sent and received.
0x96 Number of signaling packets dropped.

0x97 Number of signaling bytes sent and received.
0x98 Number of signaling bytes dropped.

0x99 Estimated average latency.

O0x9F Number of signaling packets received.

0xA0 Number of signaling bytes received.

Call statistics reporting

IPDC 0.12 specifies that the statistics tags are optional, and they are reported in the following

cases of call clearing:

*  When the access server initiates a call teardown via a release connection request (RCR)
message.

»  For packet-based calls when the access server acknowledges a call teardown via arelease
connection completed (ACR) message.

The MAX TNT reports the statistics in the above two cases when the statistics are available.

SS7 NMI command enhancements

Thess7nmi - s command has been enhanced to display the number of RCR and ACR
messages sent with or without Vol P call statistics and the number of unknown messages from
Vol P control bus to the SS7 module. The new statistics are displayed in bold in the following
sample output:

adm n> ss7nm -s
SS7 NAS Messaging Interface (NM) statistics

Initialized successfully Yes
Total nunber of internal errors 0
Level of diagnostics 1
Resource backtrace col |l ection di sabl ed
Si gnal i ng Layer
Current link state uP
Last generated transaction ID 19
Timer Trstl 1000 ticks - idle
Ti mer Tnsup 1000 ticks - idle
Nunmber of protocol version errors 0

Nunmber of 'message reject’ received
Nunber of bad packets received
Nunmber of unknown nessages

O O O O

Nunmber of unknown SS7Voi p nmessages
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Nunmber of resource conflicts
Nunmber of rel ease race conditions
Number of RCR with stats sent
Number of RCR without stats sent
Number of ACR with stats sent
Number of ACR without stats sent
Number of busy rej ect
Nunmber of | PDC queue congestion reject
Number of RTE ti meout

Data Transport Layer

O O O »r O O O O O

Nunmber of link fail-overs 0

Nunmber of persistent errors 0

Last error No Error

Last error tinestanp [01/01/ 1990 000000]

SS7: PRI tunneling in IPDC (IPDC 0.15)

TAOS 9.0 adds anew PRI signaling type that allows ISDN Layer 3 signaling to be tunneled to
an external signaling gateway. Thisfeature makesthe PRI linesterminatingon MAX TNT unit
controllable by an external signaling gateway.

This enhancement makes ISDN PRI lines terminating on aMAX TNT unit deployed as an
access gateway or as atrunking gateway in Vol P networks visible to an external signaling
gateway using |P Device Control (IPDC) protocol to perform call control on thislines. In this
tunneled PRI signaling scheme, aMAX TNT unit handles layer 2 and layer 1 PRI signaling.
All layer 3 Q.931 messages on the D-channel are tunneled to the Media Gateway Controller
(Softswitch) using the IPDC TUNL message. The bearer channels on the PRI lines will be
controlled by IPDC call setup and teardown messages.

Thisfeature requiresaMAX TNT unit be hashed for IPDC. The current release supports only
ISDN network terminated (NT) emulation for T1 and T3 lines connected to NI-2 and
BESS/4ESS ISDN switch types.

Note: Only one signaling type can be used on aMAX TNT unit’s channelized T1 card.

To support SS7 PRI tunneling, aMAX TNT unit requires the following:

e |PDC signaling must be enabled on the MAX TNT. This may be verified by checking the
Base profile for thexcom ss7=enabl ed entry.

e |Paddressand TCP port to use as the IPDC interface to the SS7 signaling gateway.
Typically, the primary and secondary address and port configurations point to the two
Ethernet interfaces of the SS7 signaling gateway. Thisis configured by assigning the
appropriate | P address to the Primary-Ip-Address parameter and the appropriate port
number to the Primary-Tcp-Port parameter in the SS7-Gateway profile.

User interface changes

The enhancement adds a new value to the Signaling-Mode parameter in the T1 Line Interface
profile that allows an external signaling gateway using IPDC to perform call control on T1
lines terminating on a TAOS unit. It also creates a new debugging command for testing
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Signaling-Mode

tunnelled signaling operations, and modifies the line status output to report activity on DSO
channels using tunnelled signaling.

Description: This parameter is modified to enable ISDN Layer 3 signaling to be tunneled to
an external signaling gateway. When this signaling typeis enabled, all layer 3 Q.931 messages
aretunneled to the gateway configured in the SS7-Gateway profile.

Usage: Setting the value of the Signaling-Mode parameter tot unnel ed- pri -

si gnal i ng value enablesthe MAX TNT unit to recognize and respond to the ISDN
signaling, with local B-channels controlled by an external Media Gateway Controller . Once
selected, PRI tunneling is enabled with the next Vol P call.

Dependencies: Whensi gnal i ng- node=t unnel ed- pri - si gnal i ng, PRI tunneling
for SS7 Vol P calsis only supported when IPDC signal processing is enabled for this
MAX TNT unit. The Base profile should contain the following entry:

xcom ss7=enabl ed

Location: T1{ xx x } > Line-Interface

Reporting PRI tunneling status

A new symboal, "i ", isused by the Status command to report an active tunneled PRI trunk.
This symbol identifies DSO connections that use ISDN PRI with layer 3 tunneled signaling to
an external signaling gateway, asillustrated by the following:

0 Connections, 0 Sessions| TNT22 Status
Serial nunber: 9021340 Version: 9.0a0e0

I

I

| Rx Pkt: 27763
| Tx Pkt: 14688
| col : 2
I
I

04/ 06/ 2000 18:29:42 Up: 0 days, 02:30:20

[ T-PRI 1/01/ 01 LA i----mmmm mmmmmmme commno s

N

Using the Tunlpri command

The Tunlpri command is used to report the status of calls processed using tunneled PRI
signaling. This command uses the following syntax:

tunlpri -s
Using the - s option, the Tunlpri command will display module statistics for T1 and T3

connections. To enable tunneled PRI diagnostics, use the following Diag command to set the
desired level for debugging tunneled PRI operations:

diag tunlpri <l evel >

Debug level Specifies

0x00 Diagnostic output is disabled. No debugging information is collected.
0x01 Report errors only. Collect only high level error information as errors
occur.
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Debug level Specifies

0x02 Show basic debugging traces. Collect session logs.

0x04 Dump Tunnel messages. Collect the IPDC TUNL messages sent to and
received form the Softswitch.

0x08 Show detailed debugging traces. Collect full session logs, including
low-level processing information for tunneled PRI signaling.

The following example illustrates the output of the Tunlpri using debug level four (0x04):

adm n> tunlpri -s

Tunnel ed PRI Mbdul e statistics:
Interface initialized and ready: Yes
Current |evel of diagnostics: 15

Message count:
Received fromL2 : 1068
Sent to L2 : 754
Recei ved from Tunl : 945
Sent to Tunl : 996

Errors:

Errors at startup:

War ni ngs:

Modul e usage errors:
NULL pointers:

NOO~NOOOoOOo

Control Bus errors: 2
Buf fer pools errors:

Prot ocol errors:

Tot al : 2

Modifications to the ss7nmi command

Thess7nm debug-level command now reports TUNL message statistics when executed as

follows:

ss7nm -m

When the command is executed with the - moption, the results displayed include the number
of tunneled PRI (TUNL) messages sent or received by the MAX TNT unit. TAOS 9.0 modifies
the ss7nmi debug command to include revisions of the following options specifically for IPDC

Tunneling debugging:
Options

-m

-nr

-n

-r [address]

-rc
-rd [ address]

-S

Specifies

Show TUNL message statistics statistics.
Reset TUNL message statistics.

Show active NL CBs (transactions).

Show the status of the SS7 circuit(s). When addressis
specified, show only status for the selected circuit.

Toggle, enable or disable, resource backtrace collection.
By default, this option is disabled.

Show detailed status of circuit(s). When addressis
specified, show only status for the selected circuit.

Show SS7 interface statistics.
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Options

-Sr

Specifies
Reset SS7 interface statistics.

To enable tunneled PRI diagnostics, use the following Diag command to set the desired level
for tracing tunneled PRI messaging:

diag ss7nm <l evel >

Debug level
0x00
0x01

0x02
0x04
0x08
0x10
0x20
0x40
0x80
0x100
0x200
0x400
0x800

0x1000

Specifies
Diagnostic output is disabled. No debugging information is collected.

Report errors only. Collect only high level error information as errors
occur.

Show signaling link states. Collect information on SS7 link state
changes.

Show NL CB/transaction states. Collect information on NCLB
statuses and transactions state changes.

Show signaling semantics. Collect information on signaling types
associated with each call.

Display contents of NMI packets. Collect information from network
management information packets.

Show call control interface details. Collect information on the
interface used to set up, monitor and tear down each call.

Show internal task events. Collect information on the low-level
processes used for call control.

Show memory usage. Collect information on the memory allocated
by the TAOS unit to process calls.

Show resource alocation details. Collect information on how
TAQOS unit resources are allocated for each call.

Show tunnel basic errors. Collect only high level tunneling PRI error
information as errors occur.

Show tunnel basic debug. Collect only high level tunneling PRI
debugging information for calls as they occur.

Dump Tunnel messages. Collect the IPDC TUNL messages sent to
and received form the Softswitch.

Show detailed debugging traces. Collect full session logs, including
low-level processing information for tunneled PRI signaling.

The following example illustrates the output of the ss7nmi -m command, reporting the TUNL

messaging statistics:

adm n> ss7nmi

-m

| PDC nmessage processing statistics:

Message code Recei ved Sent
(0x0011) : 152802 0
(0x0012): 0 152802
(0x0013) : 152847 0
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ACCP  (0x0014): 0 152847
RVS  (0x0041): 1 0
NVB  (0x0042): 0 24
RLS  (0x0043): 28 0
NLS  (0x0044): 0 29
NCS  (0x0046): 0 7
TUNL (0x007a): 611460 611480
RTE  (0x007d): 111 0
ARTE (0x007e): 0 111
NSUP (0x0081): 0 1
ASUP  (0x0082): 1 0

Data coll ection was started: [04/08/2000 17:24:01]

SS7 gateway IPDC support for E1 trunks

TAOS 9.0 now supports SS7 gateway |P Device Control (IPDC) on E1 trunkson MAX TNT
units.

Prior to this release, TAOS supported Ascend Signaling Gateway Control Protocol (ASGCP)
on E1 and T1 trunks, whereas | PDC supported only T1 trunks. Now |PDC provides support on
both E1 and T1 trunks. In contrast to ASGCP support, |PDC provides a more robust set of
featuresthat offer direct control over Voice-over-1P (Vol P) applications and SS7 circuits, such
as inband tone generation and detection, as well as generation of announcements and test
tones. IPDC can be used in a mixed environment that is supported by a Softswitch Media
Gateway Controller.

IPDC setting added to the Control-Protocol parameter

To configure IPDC support from the command-line interface (CL1) of aMAX TNT unit, you
must set the Control-Protocol parameter in the SS7-Gateway profiletoi pdc- 0. X.
Parameter Specifies

Control-Protocol Signaling protocol that controlsthe SS7 gateway. Following
arevalid values:

asgcp—Setsthe signaling gateway control to the
proprietary ASGCP.

i pdc- 0. X—Setsthe signaling gateway control to IPDC
support for SS7 gateways.

Note: Thei pdc- 0. X option offers XCOM/Level 3
IPDC 0.12.

g931- pl us—Setsthe signaling gateway control to IMT
support over IP Q.931.

Activating IPDC on an SS7 gateway

From the SS7-Gateway profile, you must set the Control-Protocol parameter toi pdc- 0. Xas
follows to enable IPDC support:
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adm n> set control -protocol = ipdc-0.X

The following sample SS7-Gateway profile provides a configuration for IPDC support:

[in SS7- GATEWAY]

enabl ed = yes

control -protocol = ipdc-0.X

prinmary-ip-address = 192.168.1.1

primary-tcp-port = 9000

secondary-i p-address = 0.0.0.0

secondary-tcp-port = 0

bay-id = ""

systemtype = | ASCTNT1B

transport-options = { ascend 0 1000 3000 30000 7 6 yes }
use-systemi p- addr ess-as-source = yes

congestion-control = { |3-queue-depth 60 send-info-to-ngc 120
reject-newcall }

signaling-heartbeat = { no 3}

Note: You must reset the MAX TNT unit when switching configuration options from ASGCP
to IPDC support. Otherwise, first-time activation of either feature is configured in real time.

SS7 continuity checks for E1 lines

Inthisrelease, the MAX TNT unit implements a Signaling System 7 (SS7) 4-wire and 2-wire
continuity check for E1 as defined in ITU Recommendation Q.724, sections 7 and 8.

Overview of E1 line continuity checks

Dependencies

A continuity check can be performed at the time of call setup or during testing to verify that the
physical link between the central office (CO) switch and the MAX TNT unit isavailable. The
CO switch informs the signaling gateway, which then informs the MAX TNT unit that it will
conduct a continuity test on the circuit. During acall continuity test, the CO switch sendsa
tone through the physical path to the MAX TNT unit and receives atone back from the

MAX TNT unit indicating the continuity of the path.

With this release, the MAX TNT unit supports incoming and outgoing 2-wire and 4-wire
continuity checks for E1 lines. You can select the type of check to perform on a per-line basis.
Both the native 2-wire continuity check (GR-246-CORE Section B.2) and 4-wire-to-2-wire
emulation (GR-246-CORE Section B.3) are supported.

A 4-wire continuity check requires one end of alineto place a channel into loopback state
while the other end sends atone. The check concludes successfully if the tone sent on the
outgoing path is received on the return path within acceptable transmission and timing limits.
The 4-wire check procedure cannot detect potential inadvertent loops in the line path or in line
facilities, and cannot be used when the other exchange is anal og. For these reasons, the
procedure known as 2-wire continuity check is recommended by the International
Telecommunications Union Telecommunication Standardization Sector (ITU-T).

Thetype of the continuity check procedure to be used is determined by line provisioning and is
agreed upon by the connecting exchanges. SS7 signaling procedures used for continuity check
(Q.764 Section G.3, ANSI T1.113.4 Section 2.1.6) are the same for both 4-wire and 2-wire
circuits, but the behavior of trunk termination devicesis different.
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The native 2-wire continuity check procedure requires that the loopback be replaced by a
transponder and that a 1780Hz + 20Hz tone be used in the return direction.

The MAX TNT unit also supports the 4-wire-to-2-wire continuity check, with the following
reguirements: The exchange that terminates 4 wires must use a transmitting frequency of 1780
+ 20Hz and areceiving frequency of 2000 + 20Hz. The exchange that terminates the 2 wires
must use a transmitting frequency of 2000 + 20Hz and a receiving frequency of 1780 + 20Hz.

Configuring SS7 continuity checks for E1 lines

An SS7-Continuity subprofile has been added to the E1 profile to allow you to specify the type
of incoming and outgoing continuity checksto perform for al channels on aline. Both ends of
the connection must agree on the continuity check to be used for the line. Following are the
relevant parameters, shown with default val ues:

[in E1/{ shelf-1 slot-1 1 }:line-interface:ss7-continuity]
i ncom ng- procedure = | oopback
out goi ng- procedure = singl e-tone-2000

Parameter Specifies

Incoming-Procedure L oopback or transponder test mode. The |l oopback setting (the
default) places the channel into loopback mode during the
continuity test. This mode must be used if the line is provisioned
for an incoming 4-wire continuity test. Thet r ansponder setting
places the channel into Tone Transponder mode during the
continuity test. In this mode, the channel can detect two tones:
2000Hz and 1780Hz. When either tone is detected, the other oneis
returned. This mode must be used for lines provisioned for
incoming 2-wire and 4-wire-to-2-wire continuity checks.

Outgoing-Procedure Type of continuity check. With thesi ngl e- t one- 2000 setting
(the default), the MAX TNT unit sends a 2000Hz tone and expects
to receive a 2000Hz tonein return. This procedure is generally
known as a 4-wire continuity check.

With the send- 2000- expect - 1780 setting, the MAX TNT
unit sends a 2000Hz tone and expects to receive 1780Hz tonein
return. This procedure is generally known as a 2-wire continuity
check.

With the send- 1780- expect - 2000 setting, the MAX TNT
unit sends a 1780Hz tone and expects to receive a 2000Hz tone in
return. This procedure is generally known as a 4-wire to 2-wire
continuity check.

If you change the type of a continuity check, the new type is used
for new continuity check requests on the line as soon as the line
profileis saved. Existing check-loops that are already active on the
line are not modified or canceled when the profile is saved.
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MultiVoice extension features

The new features described in this section support MultiVoice functionality on the MAX TNT

unit.

NavisAccess support for VoIP call reporting

This enhancement provides basic Vol P call reporting using NavisAccess. MAX TNT units,
configured as MultiVoice gateways, respond to requests from NavisAccess for start records,
stop records, and call progress records for both Vol P and fax calls. These records allow
NavisAccess to monitor the resource usage of aMAX TNT unit running the MultiVoice
gateway software, and provide information to create billing records. Each Vol P call can
generate two or more records.

Start records

A start record reports the point in the call where a speech communicationsis established. Start
records can provide the following information:

Attribute

Ascend-Call-Direction

NAS-Port

NAS-Port-Type

NAS-IP-Address
Session-1d

Ascend-Modem-PortNo

Ascend-Modem-SlotNo

Ascend-Modem-ShelfNo

Called-Station-1d (DNIS)
Ascend-Dialed-Number

Service-Type

Specifies
Direction of the call between the MultiVoice gateway and PSTN.

The reported values are Ascend-Call-Direction-Incoming (0) and
Ascend-Call-Direction-Outgoing (1). (Ascend Trap 48)

Encoded network access server (NAS) port used for this call.
(RFC Trap 5)

Encoded NAS port used for this call. The value 7 for this attribute
identifies a Vol P call. (RFC Trap 61)

NAS IP address associated with this call. (RFC Trap 4)

NAS session index recorded in the session tablefor thiscall. (RFC
Trap 44)

DSP or modem port allocated for processing thiscall. Thisvalueis
part of the resource count information and is repeated each time it
isallocated for acall. (Ascend Trap 120)

Slot where the DSP or modem card associated with the reported
Ascend-Modem-PortNo is located. Thisvalueis part of the
resource count information, and is repeated each timeitis
allocated for acall. (Ascend Trap 121)

Shelf where the controller for the DSP or modem card allocated
for processing this call isinstalled. Thisis part of the resource
count information, and is repeated each time it is allocated for a
cal. (Ascend Trap 122)

Dialed number string reported by the MultiVoice gateway for the
called destination. (RFC Trap 30)

Dialed number string used by the MultiVoice gateway to complete
the call. (Ascend Trap 24)

Requested type of service, the value of the Type of Service byte,
for this call. (RFC Trap 6)
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Stop records

Attribute

Ascend-H323-
Destination-NAS-ID

Ascend-H323-
Gatekeeper-1P

Ascend-Global-Call-1d

Ascend-H323-
Conference-ID

Ascend-H323-
Presession-Time

Ascend-H323-Dialed-
Time

Ascend-Session-Type

Specifies

NAS P address used to route the call to the connecting MultiVoice
gateway. (Ascend Trap 22)

| P address of the MultiVoice gatekeeper used to route the call. The
MultiVoice gateway is registered with this MultiVoice gatekeeper.
(Ascend Trap 19)

I P address used by the MultiVoice gatekeeper to identify the
connecting MultiVoice gateway for thiscall. (Ascend Trap 20)

| P address used to identify the called destination. (Ascend Trap
21)

Time from the moment the caller finishes dialing the destination
telephone number until the moment the speech path is established
to the called destination. (Ascend Trap 198)

Time the user spends dialing the destination telephone number.
Thisvalueiszero for cal originating fromthe LAN. (Ascend Trap
23)

Audio codec used for processing the call. (Ascend Trap 18)

A stop record is generated at the moment when M ultiVoice beginsto tear down the speech path
or when an incoming call to a MultiVoice gateway failsto connect. A stop record can contain

following information:

Attribute
Acct-Session-Time

Ascend-Connect-
Progress

Ascend-Disconnect-
Cause

Ascend-H323-Inter-
Arrival-Jitter

Ascend-Dropped-Octets

Ascend-Dropped-Packets

Acct-Input-Octets

Acct-lnput-Packets

Specifies
Time from the moment the speech path is established to the called

destination until the moment MultiVoice begins to tear down the
speech path. (RFC Trap 46)

Number that representsthe call connection state at the time the call
was terminated. (Ascend Trap 195)

Number that reports the H.323 call disconnection reason. (Ascend
Trap 196)

Estimated interarrival jitter for voice packets received by a
MultiVoice gateway. (Ascend Trap 25)

Number of voice frames (in bytes) dropped by a MultiVoice
gateway during call processing. (Ascend Trap 26)

Number of voice packets dropped by a MultiVoice gateway during
call processing. (Ascend Trap 26)

Number of voice frames (in bytes) received by a MultiVoice
gateway during this call. (RFC Trap 42)

Number of voice packets received by a MultiVoice gateway during
thiscall. (RFC Trap 47)

MAX TNT TAOS 9.0 Addendum

107



Extensions features in TAOS 9.0
Storing voice announcements in the FAT-16 flash memory file system

Attribute Specifies

Acct-Output-Octets Number of voice frames (in bytes) sent by a gateway during this
cal. (RFC Trap 43)

Acct-Output-Packets Number of voice packets sent by a gateway during this call. (RFC
Trap 48)

Call Progress records

A call progress record can be generated during a Vol P call when a change in resource occurs
for afax or transparent modem call. For fax calls, the record includes the modem speed and
modulation. A progress message contains al the information included in a start record.

Storing voice announcements in the FAT-16 flash memory file system

This enhancement allows creation of multiple voice announcement directories on the flash
memory file system and specifies alocation for voice announcement files. After creating the
directory on aflash card and moving voice announcement filesinto it, specify the pathnamein
the Voice-Ann-Dir setting.

By default, MultiVoice callers are notified of call progress by dua tone multifrequency
(DTMF)-based tones. The tones report easily recognized call states such as ringback, busy
signal, and so forth, aswell as tones specific to MultiVoice, such as PIN prompt, which are not
as easily recognized by callers. Previous MultiVoice releases introduced support for playback
of custom voice announcementsto callersto indicate call progress. For details about how voice
announcements work, and for information about managing themin the MAX TNT, see the
MultiVoice for the MAX TNT Configuration Guide at

http://ww. | ucent.comins/doc/library.

Using the Voice-Ann-Dir parameter, you can create up to four directories on the external flash
memory card for customized voice announcements for playback to report call progress or on
command from the MultiVoice Access Manager (MVAM), Lucent Technologies Softswitch, or
athird-party billing application.

For exampl e, the following commands create a directory named messages and a
subdirectory named announce on the flash card in dot 1:

adm n> nkdir 1/ messages

adm n> nkdi r 1/ messages/ announce

The following command loads a voice-announcement file named busy. au froma TFTP
server at 10.10.10.10 to the/ cur r ent directory on flash card 1 (flash card 1 isthe default):
adm n> load file network 10.10.10.10 busy. au

The following command moves the busy. au file to the new subdirectory on flash card 1:
adm n> nmv 1/ current/busy. au 1/ messages/ announce/ busy. au

The following commands inform the MultiVoice subsystem of the location of the voice
announcement files:

admn> read voip { 0 0}
VOP/{ 00} read

adm n> set voice-ann-dir = /nmessages/announce
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admn> wite
VOP/{ 00} witten

You can specify a pathname up to 40 characters long. When the system receives arequest to
play an announcement, it looks in the specified directory on the flash card in slot 1. If the card
is not present or the voice announcement file is not found, the system looks for the specified
directory on flash card 2.

MultiVoice: Compress a two-frame VolP packet into three ATM cells

TAOS 9.0 reduces the number of backplane asynchronous transfer mode (ATM) cells used by
MAX TNT unitsto transmit a packet contai ning two frames of G.711-encoded voice from four
cellsto three cells. Thisreduction allowsthe ATM backplane to more adequately support voice
call volume.

This enhancement allows more efficient utilization of the available ATM backpl ane bandwidth
by reducing the size of the packet bus and packet bus header, improving the packet
transmission rate.

To fit atwo-frame G.711-encoded RTP packet into three ATM cells acrossthe MAX TNT unit
backplane, TAOS reduces the size of the packet bus header from 36 or more octetsto 16 octets
by doing the following:

e Removing unused or derivable fields from the packet bus header.

e Creating aunique I P packet bus client for processing | P protocol packets, which include
the packets generated for Vol P call processing.

e Creating unique input and output packet bus headers. The packet bus header uses
parameters that are unique to incoming packets (those flowing from adot card in to the
shelf controller or another slot) and outgoing packets (those flowing from the shelf
controller or aslot out another slot).

MultiVoice: Support of Full Rate GSM audio codec

This enhancement add support for the Full Rate Global System for Mobile Communication
(GSM) audio codec as defined by ETSI Recommendation GSM 06.10, GSM Full Rate Speech
Transcoding, (Feb. 1992), European Telecommunications Standards Institute (ETS!).

Overview of Full Rate GSM

Full Rate GSM is a voice encoder/decoder standard for cellular communications. It
compresses the speech samples from 64-K bps pulse code modulation (PCM) to 13.2 Kbps,
requiring less network bandwidth than G.711 A-Law or U-Law. Full Rate GSM isthe standard
followed for European, Japanese, and Australian cellular communications systems, and is
supported by certain Web telephone applications. Full Rate GSM uses a speech frame size of
160 samples (20 ms), and the encoder produces 33 bytes per frame. The decoder produces
160 samples (20 ms) of speech from the 33-byte encoder output.

This enhancement also supports Silence Detection and Comfort Noise Generation for Full Rate
GSM, as defined by the following recommendations:

e ETSI Recommendation GSM 06.12, Comfort Noise Generation, (Feb. 1992), European
Telecommunications Standards I nstitute
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e ETSI Recommendation GSM 06.12, Discontinuous Transmission (Feb. 1992), European
Telecommunications Standards I nstitute

A MAX TNT unit acting as a M ultiVoice gateway reports Full Rate GSM during H.245
capability negotiation. Suppose both H.323 end points (such as a MultiVoice gateway and PC,
or two MultiVoice gateways) choose Full Rate GSM as the preferred codec. Then, after
opening the H.245 logical channel between them, both H.323 end points use Full Rate GSM
for processing the Vol P call. Full Rate GSM is encoded as a standard audio capability.

User interface changes

To support the Full Rate GSM codec, this release adds f r gsmas an option for the Packet-
Audio-Mode parameter in the Vol P { x x } profile. Assigning this value configures the
MultiVoice gateway to select the Full Rate GSM as the preferred audio codec for processing
voice datafor Vol P calls.

The following commands configure aMAX TNT unit configured as a MultiVoice gateway to
use Full Rate GSM:

adm n> read voip { 0 0}
VOP/{ 00} read

adm n> set packet-audi o-npde = frgsm

adm n> wite

Changes to the Packet-Audio-M ode parameter are effective with the next Vol P call.

MultiVoice: Support for G.729-encoded voice announcement files

Voice-Ann-Enc

This enhancement adds support for using either G.729-encoded or G.711-encoded speech for
voice announcement playout on MAX TNT unit acting as a MultiVoice gateway. This feature
is configurable through the TAOS administration interface.

Audio encoded in G.729 format is eight times smaller than audio encoded in G.711. This
feature allows customers to store and play alarger number of voice announcements.

Note: While G.711-encoded voice announcement files can be created with standard off-the-
shelf software, a special tool is need to create G.729-encoded voice announcements that the
MultiVoice gateway can recognize and play. Thistool is available free to customers from the
Lucent Technologies FTP download site. Contact your account representative for details.

This enhancement adds the Voice-Ann-Enc parameter to the VolP { x x } profile.

Description: Specifies encoding of voice announcements played out by aMAX TNT unit
acting as a MultiVoice gateway where voice announcements are used for reporting call
progressto callers.

Usage: When a MultiVoice gateway uses voices announcements to report call progressto
calers, selecting g711- ul awasthe value for the Voice-Ann-Enc parameter enabl es use of
G.711-U-Law encoding for voice announcement playout. Selecting g729 asthe valuefor this
parameter enables use of G.729 encoding for voice announcement playout.

Example: set voi ce-ann-enc = g729
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Dependencies. The Voice-Ann-Enc parameter has the following dependencies:

e The MultiVoice gateway must be configured for using voice announcements to report call
progress.

« Before aMultiVoice gateway is configured to use G.729 voice announcement encoding
(voi ce- ann- enc=g729), voice announcement files must be converted to the
G.729-compatible format. Lucent Technologies offers atool, at no charge to MultiVoice
Customers, that creates G.729-encoded voice announcement files.

e The MultiVoice gateway must be configured to use G.729 voice announcement encoding
(voi ce- ann- enc=g729) when the Lucent Technologies prepaid billing message set is
used for reporting call progress and for billing announcements.

» Changesto the Voice-Ann-Enc parameter are effective with the next Vol P call.

Location: Voip{ 00}, Voip{ xx}

MultiVoice: Arbitrary announcement playback and tone collection

This enhancement expands the voice announcement playback capability of MultiVoice
gatewaysfor break-in announcements and message queuing in responseto either caller-entered
DTMF signals or time-out or time-delay intervals. This capability expands MultiVoice support
for third-party billing and prepaid billing applications and call queuing services.

MultiVoice can playback multiple voice announcements, in response to an Information
Request (IRQ) message sent by the MultiVoice Access Manager (MVAM) to a MultiVoice
gateway.

By restructuring the message request/reporting fields in the nonStandardData byte of the
Information Request (IRQ) messages exchanged between MultiVoice gateways and the server
running MultiVoice Access Manager (MVAM), you can present callers with voice menus and
prompts that respond to caller input using DTMF tone collection. Voice menus and prompts
give customers a mechanism for providing automated attendant functions on their MultiVoice
networks. The call services are activated by DTMF entries.

Requests to play specific messagesto callers are initiated by MVVAM or in response to caller-
entered digits. Message initiation istied to call progress or user-entered DTMF tones sent by
the MultiVoice gateway to the access manager. Message selection by MVAM is controlled
through the MultiVoice application programming interface (API).

When processing voice announcement playout requests from MVAM, the MultiVoice gateway
e Acknowledges receipt of the IRQ containing the playout request

e Acknowledges playout of the message

*  When collecting caller-entered DTMF tones, if appropriate, plays messagesin response to
DTMF entries

e When collecting caller entered DTMF tones, if appropriate, plays messages after a pre-
defined time-out or time-delay interval expires when no DTMF entries are collected

*  Reports collected DTMF strings to the MVVAM for further processing by third-party
billing, prepaid billing, or other applications that use the MultiVoice API to perform call
administration
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When requesting voice announcement play out from the MultiVoice gateway, MVAM

«  Acknowledges receipt of Information Request Response (IRR) message containing the
voice announcement play-out results, including collected DTMF strings

*  Report collected DTMF strings to any third-party billing, prepaid billing or other
applications utilizing the MultiVoice API to perform call administration

e Sendsthe next play message, when appropriate, in response to results reported in an IRR
message

e Sendsrequeststo break in with new announcements, even when a previously requested
announcement is still playing

Deactivating trunks used for VoIP calls

The trunk deactivation feature enables MAX TNT units acting as MultiVoice gateways to
automatically deactivate trunks used for Vol P calls when a MuultiVVoice gateway becomes
unavailable. This feature allows Gatekeepers in the MultiVoice network to route calls to other
available MultiVoice gateways, to use network resources more efficiently and improve service
quality for users.

Note: Inthisrelease, only T1 trunksthat use ISDN PRI signaling and have been configured
for Vol P can be deactivated system-wide by means of this feature.

Trunk deactivation prevents the PSTN switch from routing subsequent calls to the trunks
configured for Vol P. Current calls remain active until those calls are terminated by the caller or
PSTN. When trunk deactivation is enabled, trunks configured to accept Vol P calls are made
unavailable to the PSTN under the following conditions:

e A MultiVoice gateway cannot register with either a primary or secondary Gatekeeper.

e A MultiVoice gateway’s trunk connection with the PSTN is unavailable, so that the
MultiVoice gateway is forced to unregister itself from its Gatekeepers.

Previoudly, when a MultiVoice gateway could not register with the primary and secondary
Gatekeeper, the caller heard afast busy signal because the PSTN switch continued to route
calls to the trunks on that MultiVoice gateway. Deactivating the trunk changes the trunk state
to inform the PSTN switch that those trunks are not available.

Previoudly, when a Vol P call could not connect because a trunk was not operating, the caller
heard afast busy signal, because the Gatekeeper continued to route calls to that MultiVoice
gateway as long as it remained registered. Deactivating the trunk forces the MultiVoice
gateway to unregister from all known Gatekeepers, which causes the Gatekeepers to reroute
new calls to other MultiVoice gateways. When any one of the MultiVoice gateway’s trunks
comes back in service, that MultiVoice gateway starts registering itself with one of its known
Gatekeepers. The Gatekeeper then begins to route calls to this MultiVoice gateway.

This enhancement adds the Trunk-Quiesce-Enabl e parameter to the Vol P profile.

Trunk-Quiesce-Enable

Description: Enables automatic trunk deactivation whenever aMAX TNT acting asa
MultiVoice gateway is unableto register with either aprimary or secondary MultiVoice Access
Manager (MVAM), or forces a MultiVoice gateway to unregister whenever the trunk
connection to the PSTN is unavailable.

112

MAX TNT TAOS 9.0 Addendum



Extensions features in TAOS 9.0
MultiVoice: Support for CLID substitution and early-ringback

Usage: Assigning the valueyes to the Trunk-Quiesce-Enable parameter causes the
MultiVoice gateway to make itself unavailable to accept calls whenever it becomes
unregistered or loses the connection to the PSTN. Assigning the value no, the default, allowsit
to continue processing call requests when unregistered or when its PSTN connection goes
down.

Example: set trunk-qui esce-enable = yes

Location: Voip{ 00}, Voip{ xx}

MultiVoice: Support for CLID substitution and early-ringback

This enhancement provides support for
e ANI/CLID substitutions for calling certain destinations
«  Enabling early-ringback for use with high-latency network configurations

ANI/CLID substitution

When MultiVoice gateways are connecting Vol P calls, they can transmit acalling line ID
(CLID) generated by the MVAM software on the Gatekeeper instead of the PSTN-generated
CLID collected on the trunk line. CLID substitution allows the MultiVoice network to provide
the appropriate E.164 address for both the called and calling tel ephone numbersto the
respective PSTN, and for use by external applications.

In certain configurations in which the MultiVoice gateway connecting the call residein
different area codes or countries, the CLID received from the PSTN must be changed to
provide the appropriate calling number information to the local carrier, or to call management
and billing applications.

When the MVVAM receives the CLID from a MultiVoice gateway, it trandates the CLID to the
appropriate dia string, adding or removing country codes and area codes as appropriate for the
respective locations of the callers. The Gatekeeper then reports the revised CLID to the
MultiVoice gateways as part of the admission confirmed (ACF) message.

Enabling early ringback

For certain Vol P network configurations, such as satellite | P networks, wireless networks, or
networks using channel-associated signaling (CAS) trunks, call setup times can be quite long.
Callers might hang up before the call completes because they hear no call progress tones until
RTP carriesringback from the far-end PSTN. Early ringback allowsthe MAX TNT to generate
aringback tone locally, as soon asthe call is started on the far-end MultiVoice gateway.

Note: Early ringback isintended for use only on networks that experience long call setup
times. Its use for other network configurations is not recommended, and might result in
erroneous ring-to-busy and ring-to-failure announcements.

User interface changes

This enhancement adds the Early-Ringback-Enable parameter to the VoI P profile.
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Early-Ringback-Enable

Description: The Early-Ringback-Enable parameter is used to enable local generation of a
ringback tone when call startup begins on an egress MultiVoice gateway. When enabled,
MultiVoice can alert acaller that call setup isin progress, while waiting on a connection to the
PSTN. Thisis designed for high-latency networks, where response from the PSTN may be
delayed.

Usage: When enabled (ear | y- ri ngback- enabl e=yes), the MultiVoice gateway
generates a ringback tone for the caller once call setup begins on the egress MultiVoice
gateway. When disabled (ear | y- ri ngback- enabl e=no), the default, MultiVoice waits
for the PSTN to begin generating ringback tones before passing them to the caller.

Example: set early-ringback-enable = yes

Location: Voip{ 00}, Voip{ xx}

MultiVoice: Support for T.38 and transparent fax/modem for IPDC

T.38 Fax

This enhancement enables support for a transparent data mode that enables usersto run a
modem on an SS7 Vol P channel using IPDC, regardless of the codec that isin use. Previoudly,
support for this feature was available only for H.323-controlled PSTN calls. This enhancement
includes support for dynamic echo canceller control on a per-call basis via|PDC.

T.38 fax isused to carry facsimile traffic over an IP link. Currently, T.38 is only employed over
H.323 Vol P calls. New IPDC messages alow the Softswitch to request the MAX TNT to enter
T.38 fax mode upon fax tone detection from the MultiVoice gateway.

Note: The Rt-Fax hash code is required to enable T.38 fax for IPDC.

Transparent Data

Echo Canceller

MultiVoice gateways detect fax/modem tones in both the TDM connection and RTP stream.
When fax/modem tones are detected, echo cancellation and suppression are automatically
disabled. When codecs other than the G.711 A-Law and U-Law are used, |PDC messages
allow the Softswitch to request the MAX TNT to enable G.711 transparent data mode upon fax
tone detection from the MultiVoice gateway.

Echo Cancellation Tag (0x74) isimplemented on a per-cal basis. Only values of 0 (off) and
32 ms are currently supported.
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Details of IPDC message support

Changes to existing message tags

The existing message tag values shown in Table 19 are modified for the NTN message to
support T.38 and transparent fax/modem detection.

Table 19. Modified NTN message tag values

Tag Description Values
0x33 Tone string « f:Faxtone (CED, no phasereversal, or V.21 flags)
* 0:Modemtone (CED, phasereversal)
0x49 Tone type »  0x06: Fax tone (CED, no phase reversal, or V.21 flags)

e 0x07: Modem tone (CED, phase reversa)

The existing message tag values shown in Table 20 are modified for the Request Packet
Pass-Through Call (RCCP), Accept Packet Pass-Through Call (ACCP), Request Modify
Packet Pass-Through Call (RMCP), and Accept Modify Packet Pass-Through Call (AMCP)
messages to support T.38 and transparent fax/modem detection.

Table 20. Modified RCCP, ACCP, RMCP, and AMCP message tag values

Tag Description Values

0x70 Encoding type »  0x60 :Transparent Data encoding
» 0Ox61:T.38 Fax over UDP

Note: Currently, Transparent Data is nothing more than G.711 RTP with some things turned
off. However, this could be something different in the future, something similar to T.38 for fax.

New message tag values

The new message tag values shown in Table 21 are added to the RCCP, ACCP, RMCP, and
AMCP messages to support T.38 and transparent fax/modem detection. These values are
applied on an individua call basis.

Table 21. New RCCP, ACCP, RMCP, and AMCP message tag values

Tag Description Values

0x74 Echo Cancellation *  0x00 : Echo canceller off (0 ms)
e 0x01: Echo canceller on (32 ms)

ox77 Constant Fax tone  Reports which fax tone support is enabled (either r t - f ax-
detection enabl e=yes org711-trans- dat a=yes) and overrides
this setting if appropriate.

0x78 Constant Modem  Reports whether modem tone support is enabled (either
tone detection g711-trans-data=yesorg711-trans-dat a=no)
and overrides this setting if appropriate.
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New message tags

The NTN message is sent by the MultiVoice gateway to Softswitch when fax or modem tone
detection is enabled and either tone is detected. The fax/modem tone detection can be enabled
or disabled by either IPDC tags in RCCP and RM CP messages, or in the VoI P profile.

The new message tag value shown in Table 22 is added to support T.38 and transparent
fax/modem detection. These values are applied on an individual call basis.

Table 22. New NTN message

Tag Description Values

OX00FO Notify Tone ThisNTN message from the MAX TNT notifies Softswitch of
asynchronous fax/modem tone detections.

The tags shown in Table 23 can be included in a Notify Tone message.

Table 23. Notify Tone message tags

Tag Parameter Description Status
0x65 Source Post Type Required
0x07 Source Module Number Required
0x0D Source Line Number Required
0x15 Source Channeled Number Required
0x40 Ascend Route ID Optional
0x33 Tone String Required
0x49 Tone Type Required

Currently Tone String and Tone Type convey the same information.

User interface changes
This enhancement includes modificationsto the ss7nni - mcommand output to include
modifications for the RMCP, AMCP, and NTN messages asillustrated by the following:

tnt 15>ss7nm -m
| PDC nmessage processing statistics:

Message code Recei ved Sent
RCR  (0x0011): 1 0
ACR  (0x0012): 0 1
RCCP (0x0013): 1 0
ACCP (0x0014): 0 1
RMCP  (0x0015) : 1 0
AMCP  (0x0016): 0 1
RV  (0x0041): 1 0
NVS  (0x0042): 0 17
RLS  (0x0043): 1 0
NLS  (0x0044): 0 1
NSUP (0x0081): 0 1
ASUP (0x0082): 1 0
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NTN  (0x00f0): 0 1

Data col l ection was started: [04/26/2000 15:40: 47]

MultiVoice: Support for transparent fax/modem over VoIP

This feature enables a M ultiVoice gateway to process fax/modem traffic over a Vol P channel,
regardless of which audio codec is currently in use.

Feature description

This feature enables a M ultiVoice gateway to detect a fax/modem transmission on a VolP
channel, and enable fallback to the G.711 audio codec to allow transparent processing of
fax/modem transmission. Detection of fax/modem is based on an algorithm that listens for a
fax/modem Answer tone, generated by an answering fax/modem. The Answer toneis
significantly different for high-speed modems and fax terminals. The difference in Answer
tones allows a MultiVoice gateway to discriminate between the two types of equipment.
Typically both real-time fax and transparent data can be enabled simultaneously.

To work, thisfeature must be enabled on both MultiVoice gateways connecting the fax/modem
call. Both MultiVoice gateways must agree to transparent mode before the call bandwidth is
increased to G.711 bandwidth of 64 Kbps.

Using transparent modem with real-time fax

If the MAX TNT has been licensed for real-time fax, users can run either a high-speed modem
with speeds greater than 2400 bps or afax terminal in the Vol P channel. This capability
providesafallback for real-time fax transmissions. Both fax terminals and high-speed modems
transmit a single tone when they answer a call, but each type of equipment uses a different
tone. The MAX TNT detects the type of equipment in use on the basis of its answer tone.
When it detects the equipment answering the call, the MAX TNT sends H.245 request-mode
messages to request a switchover from the current audio codec to either G.711 with no echo
canceler (for transparent modem) or T.38 data mode (for real-time fax).

Transparent data is encoded as an audio-mode type, either G.711 U-Law (64Kbps) or G.711
A-Law (64Kbps). Real-time fax (if supported) is encoded as data-mode type T.38 fax.

Note: Transparent data modeintroduces an H.245 regquest-mode message that is not backward
compatible with the real -time fax feature provided by releases earlier than TAOS 8.0. For this
reason, L ucent Technol ogies recommends upgrading to TAOS 9.0 all systems that must
interoperate with a MultiVoice gateway using transparent mode.

Limitation for low-speed modems

Real-time fax cannot be used concurrently with low-speed modems (2400bps or |ess) because
these modems use the same answer tone as fax terminals. If alow-speed modem isused on a
Vol P channel that is enabled for real-time fax, the MultiVoice gateway detects afax answer
tone and requests T.38 encoding. The ingress MultiVoice gateway (typically the gateway on
which the modem call originated) can accept the T.38 encoding request or reject the request,
which causes the egress M ultiVoice gateway to terminate the call.
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User interface changes

This release adds the G711-Transparent-Data parameter to the VolP { x x } profile, as
illustrated:

[in VOP/{ 00 }]
voi p-index* = { 0 0 }
gat ekeeper-ip = 135.92.52.138

gk-m g-control = no
vpn- node = no

si ngl e-di al -enable = no
packet - audi o- rode = g729
frames- per-packet = 4

g711-transparent-data = no

G711-Transparent-Data

Description: The G711-Transparent-Data parameter is used to enable or disable transparent
transmission of fax or modem signals across Vol P channels. When enabled, if aMultiVoice
gateway detects afax or modem Answer tone in a Vol P channel, the unit transparently requests
end-to-end G.711 encoding and bandwidth for the call, in a process similar to that used by real-
time fax. The echo cancelers are disabled when the MAX TNT enters this mode, thus
providing transparent G.711 encoding. The data is encoded transparently as an audio-mode
type, either G.711 U-Law (64Kbps) or G.711 A-Law (64K bps).

Usage: The G711-Transparent-Data parameter accepts the following values:

Value Description

yes When thisvalueis used, aMultiVoice gateway transparently
requests end-to-end G.711 encoding and bandwidth for the
call upon detection of afax or modem Answer tonein a
VolIP channel.

no When this value is used, the default, a M ultiVoice gateway
continues with VolIP call processing, even when afax or
modem Answer tone is detected.

Example: The following commands enable the transparent modem feature on Vol P channels:

admn> read voip { 0 0}
VOP/{ 00} read

adm n> set g7l1l1l-transparent-data = yes
admin> wite
VOP/{ 00} witten

The following commands enable both real-time fax and the transparent modem feature for
high-speed modems:

admn> read voip { 0 0}
VOP/{ 00} read

adm n> set g711-transparent-data = yes
adm n> list rt-fax-options

adm n> set rt-fax-enable = yes
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admn> wite
VOP/{ 00} witten

Dependencies. The G711-Transparent-Data parameter is N/ A when either G.711 U-Law or
G.711 A-Law encoding is selected for the Packet-Audio-Mode parameter (such as. packet -
audi o- rode=g711- al aw).

Location: Voip{ 00}, Voip{ xx}

MultiVoice: Support for modem and VolP cohabitation

TAOS 9.0 introduces the cohabitation feature on the MultiDSP slot card for MAX TNT units.
Cohabitation refersto the ability to run two applications on a single Digital Signal Processor
(DSP) in the following combinations

e One VolP session using either the G.729 or G.711 audio codec, and one modem session
e Two Vol P sessions using either the G.729 or G.711 audio codec
e Two modem sessions

The G.723.1, G.728, RT-24, and Full Rate GSM audio codecs are also supported under
cohabitation, but require two DSP channels.

Cohabitation enablesaMAX TNT unit to support multiapplication processing on the same
platform for a combination of voice and data calls. During the call setup process, the
StrongARM processor allocates DSPs to either voice or data calls depending upon

e Caltype
*  Reguested audio codec
* Available DSP channels

Cohabitation isrestricted to performing Vol P calls plus one other data cal type, such as
modems.

DSP allocation

As call requests are processed by the TAOS unit, the StrongARM processor on the MultiDSP
card checks each incoming call to determine an application type and subtype. Thisinformation
is used to determine how DSPs are allocated for that call. Modem and Vol P calls, regardless of
the audio codec requested, have the same application type. The application subtype is different
for the complex audio codecs.

Modem, G.729, and G.711 calls all belong to the modem application type and no application
subtype. For cohabitation processing, when this application type and subtype are detected,
only one DSP channel isallocated for the call. The twin channel on the DSP is assigned the no
application subtype, and is considered available for processing other calls.

Cdlsusing G.723, G.728, RT-24, and full rate GSM codecs have the application subtype Vol P.
When that application subtype is detected, awhole DSP is allocated for the call.

Audio codec selection

Audio codec selection is determined during H.245 terminal capabilities between the two
MAX TNT units that connect a call. When the call request is received at the MultiDSP slot
card, the call is brought up initially as amodem application type. If the call request asks for
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one of the complex audio codecs, the complex codec is loaded on a DSP where both channels
are available.

Jitter buffer and packet redundancy for real-time fax operations

TAOS 9.0 adds a packet redundancy scheme and jitter buffer to improve performance of
MultiVoice real-time fax over unmanaged networks such as the public Internet.

This enhancement allows the MultiVoice gateway to process several hundred milliseconds of
packet jitter and allows the optional transmission of redundant packet data for fax calls across
networks experiencing instances of packet |oss and packet jitter.

To enable this feature, you must enabl e real-time fax support on the M ultiVoice gateway. You
can verify if the real-time fax feature is supported by checking the Base profile for ther t -
f ax- enabl ed=yes entry.

Packet redundancy

Redundant packet datais defined as the last n packets transmitted appended to the current
packet. The value of nis set through the command line interface (CL1) with the Packet-
Redundancy parameter.

Assigning the Packet-Redundancy parameter avalue (such aspacket -r edundancy = 4),
causesthe MAX TNT to append that number of previously sent packets onto the current
packet. On networks experiencing measurable packet loss, this enhancement improves the
reliability of the fax transmission.

Depending upon the amount of measurable packet loss for a network, set the redundancy
parameter as follows:

Network condition Recommended valug(s)
Packet loss occursin frequent bursts. 1-5
Occasional packet loss (less than one 0 (default)
percent)

Occasional packet loss (greater than one 1-2

percent)

The additional bandwidth required for each fax call increases proportionally to the level of
redundancy, adding 50 bytes of packet data per increment.

This enhancement uses a dip buffer to

e Allow MultiVoice Real-timefax to tolerate packet jitter

«  Keep the modem fed with data, preventing modem underrun

Fixed-size packet format

The packet redundancy scheme uses afixed-size packet format, consisting of a 49-byte
payload, a prefixed sequence number, and a length field that precedes the payload data. When
packet redundancy is enabled, n-length payload pairs are added at the end of the packet; nis
the value of the Packet-Redundancy parameter.
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Previously, the MAX TNT unit sent variable-length packets that were guaranteed to be zero
terminated, allowing Class 1 modems to underrun gracefully.

TAOS 9.0 adds the Packet-Redundancy parameter to the RT-Fax-Options subprofile of the
Vol P profile.

Packet Redundancy

Description: The Packet-Redundancy parameter causesa MAX TNT to append the
designated number of previously sent fax packets onto the current packet. On networks
experiencing measurabl e packet loss, thisimproves the reliability of the fax transmission.

Usage: This parameter accepts values from O through 5, directing MultiVoice to append the
designated number of previously transmitted fax packetsto the current packet, as follows:

Parameter value Specifies

0 No change from the default packet behavior.

1 Append and send the previous fax packet with the
current fax packet.

2 Append and send the two previous fax packets with
the current fax packet.

3 Append and send the three previous fax packets
with the current fax packet.

4 Append and send the four previous fax packets with
the current fax packet.

5 Append and send the five previous fax packets with

the current fax packet.

The following example illustrates how to change the default value of the packet -
r edundancy parameter.

admn> read voip { 0 0}
VOP/{ 00} read

adm n> set packet-redundancy=4

admn> wite

VOP/{ 00} witten

Dependencies. The following dependencies apply to this parameter:

*  Once saved, packet redundancy is enabled with the next Vol P call.
e Thisvaueissetto N Awhenfi xed- packet s=no.

Location: Voip{x x} >Rt-Fax-Options

MultiVoice: Support for real-time fax backward compatibility

With TAOS 9.0, you can disable thejitter buffer and packet redundancy scheme for real-time
fax callsintroduced in previous software releases. With packet redundancy disabled, a
MultiVoice gateway running a software version earlier than TAOS 9.0 can process real-time
fax callsto and from a MultiVoice gateway running the TAOS 9.0 software.
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Feature definition

The packet sequence numbering introduced in previous TAOS releases for real-time fax
required aformat change to enable support for high-speed data packets. Without the high-
speed packets, such aswhen afax call wasinitiated from a M ultiVoice gateway running an
earlier version of TAOS, the MultiVoice gateway interpreted image data as sequence data. In
addition, the smaller packets relied on the dlip buffer to keep the modems with data or it
dropped the carrier.

TAOS 9.0 introduces the Fixed-Packets parameter in the Rt-Fax-Options subprofile of the

Vol P profile. Setting this parameter to yes (the default) disables the use of redundant packets
and the dip buffer, and enablesthe MAX TNT to enable the pre-9.0 fax packet scheme for
real-time fax processing. Fax calls are processed with variable-length packets that are zero-
terminated, allowing Class 1 modems to underrun gracefully.

Setting this parameter to no enablesjitter buffering and packet redundancy for real -time fax
processing.

Example: set fixed-packets=no

Dependencies. The following dependencies apply to this parameter:
»  Once saved, the selected packeting scheme is enabled with the next fax call.
«  Whenthisvalueissettoyes, then packet - r edundancy=n/ a.

Location: Voip{x x} >Rt-Fax-Options

MultiVoice: Real-time fax maximum data transmission rate limit

This enhancement makes the maximum data transmission rate allowed for a T.38 fax session
configurable on a M ultiVoice gateway. This provides customers with a means to regulate the
bandwidth used for fax sessions on their networks.

Feature definition

This enhancement adds the capability to modify the rate negotiation between the originating
and destination fax terminals through the MultiVoice gateway administration interface. This
improves the reliability of the fax transmission by selecting lower fax transmission rates,
resulted in fewer lost or repeated fax packets, and requiring less bandwidth for fax
transmissions.

TAOS modifies the fax transmission rate by modifying the content of the Digital Identification
Signal (DIS) frame transmitted from the destination fax, using the Max Rate parameter in the
RT Fax Options profile. Upon receipt of that DIS frame, the originating fax uses the data
transmission rate specified in the Max Rate parameter (or slower), and a supported modulation
type. The content of the DIS frameis defined in the ITU Telecommunication sector standard
(ITU-T) T.30, Procedures for document facsimile transmission in general switched telephone
networks.

Changing the Max Rate parameter modifies the high-speed data transmission rate reported by
the destination fax, and masks certain modulation types associated with higher fax
transmission speeds. For example, once the datarate is set for 9600 bps, V.17 and V.33 are
disallowed even though V.17 supports 9600 and 7200 bps. This is necessary because the DIS
frame can specify only the supported modulation types for the highest selected transmission
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speeds on the destination fax, and because the calling fax terminal requires “training” to match

the supported modul ation. The value assigned to the Max Rate parameter on the egress
MultiVoice gateway sets the maximum fax transmission rate for the call.

User interface changes

Max-Rate

This enhancement adds the M ax-Rate parameter in the Voip { X X }>RT-Fax-Options profile.

asillustrated by the following example:

Description: The Max-Rate parameter allows MutliVoice to modify the rate negotiation

between the originating and destination fax terminals. This improves the reliability of the fax
transmission by reducing the number of lost or repeated packets that occurs during high rate

transmissions, and reduces the required bandwidth for fax transmissions.

Usage: Vaues assigned to this parameter cause MultiVoice to do the following:
Parameter value Specifies

14400 Default. Mask the fax capabilitiesin the DIS frame
that support fax data transmission at rates higher
than 14,400 bps.

9600 Mask the fax capabilitiesin the DIS frame that
support fax data transmission at rates higher than
9,600 bps.

4800 Mask the fax capabilitiesin the DIS frame that
support fax data transmission at rates higher than
4,800 bps.

2400 Mask the fax capabilitiesin the DIS frame that
support fax data transmission at rates higher than
2,400 bps.

Example: The following exampleillustrates how to set the fax data transmission rates:

admn> read voip { 0 0}
VOP/{ 00} read

adm n> list rt-fax-options
[in VOP/{ OO0 }:rt-fax-options]

adm n> set nmax-rate=9600

admn> wite
VOP/{ 00} witten

Dependencies. This parameter has the following dependencies:
e Thisparameter isN/A whenrt - f ax- enabl e=no.
e Changes made to this parameter are enabled for the next Vol P call.

Location: Voip{X X}->Rt-Fax-Options
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MultiVoice: Trunk prefixing

Trunk prefixing enablesaMAX TNT gateway to identify and assign an egress trunk group to
the destination telephone number. The trunk group prefix is used to select the egress trunk to
connect the call after it has been received by the egress MultiVoice gateway or call signaling
entity.

When trunk prefixing is enabled, the MAX TNT unit can obtain an egress trunk-group number
from either of the following:

e TheTrunk- G oup parameter in the T1 Line profile associated with the inbound trunk
on the ingress MultiVoice gateway

e The ACF message from the MultiVoice Access Manager (MVAM)

Once assigned, the trunk group number is prepended to the destination telephone number. The
trunk group/dial string combination is sent as the Q.931 Called Party Number |E in the
H.225/Q.931 SETUP message to the egress MultiVoice gateway. The destination address of
the SETUP-UUIE is currently not encoded.

To support trunk prefixing, TAOS 9.0 adds the Trunk-Prefix-Enable parameter to the Vol P
profile.

Trunk-Prefix-Enable

Description: Assigns trunk groups for connecting Vol P calls to the called end point on an
egress MultiVoice gateway.

Usage: When set to Yes, the Trunk-Prefix Enable parameter causes an egress MultiVoice
gateway to route outbound callsto the PSTN using a presel ected trunk group, assigned by
either the ingress MultiVoice gateway or the MAVM. When set to No, the default, the egress
MultiVoice gateway selects trunk groups for outbound calls.

Example: set trunk-prefix-enable = yes

Dependencies: This parameter has the following dependencies:

e Trunk groups must be enabled on the egress MultiVoice gateway (use-t r unk- gr oups
=no).

e Thesizeof thetrunk groups must be defined (num di gi t s-t runk- gr oups =1) on
all egress MultiVoice gateways.

e Trunk group numbers must be assigned in both the T1 trunk and line profilesfor egress T1
trunks.

MultiVoice: DTMF tone processing over R2 signaling

TAOS 9.0 enablesMAX TNT unitsto process dual tone multifrequency (DTMF) tones over
R2 signaling trunks for either country-specific R2 signaling (MFC-R2) or DTMF signaling
over trunks supporting standard R2 signaling.

DTMF R2 signaling is generated by smaller European network switches and PBXs. TAOS 9.0
implements DTMF tone processing using the R2 signaling standard defined by the
International Telecommunications Union Telecommunication Standardization sector standard
(ITU-T) Q.400, Specifications of Sgnaling System R2 Definition and Function of Sgnals—
Forward Line Sgnals.
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A channelized E1 card uses one of the following channelized associated signaling (CAS)
types:

R1
R2 or any R2 variant
DTMF-R2

Note: Only one signaling type can be used on aMAX TNT unit channelized E1 slot card.

To support DTMF-R2 detection, aMAX TNT unit requires the following:

Connection to E1 trunks must be attached to a switch that supportsthe ITU-T R2 signaling
standard.

The switch must generate and/or relay the high-frequency/low-frequency tone
combinations generated by normal touchtone dialing to the MultiVoice gateway.

E1/R2 signaling must be enabled on the MAX TNT unit. To verify that thissignaling is
enables, check the Base profile for ther 2- si gnal i ng- enabl ed=yes parameter.

Detection of DTMF R2 signals is enabled from the E1 line profile.

DTMF tone detection

When processing tones for DTMF R2 signaling, the MAX TNT unit

Upon detection of an inbound call, first allocates adigital signal processor (DSP) for
detecting DTMF tones, then captures DTMF digits as they are received from the switch.

Upon receipt of an outbound call (from the packet network), first allocates a DSP for
generating DTMF tones, then sends the first DTMF tone for 70ms, followed by 70ms of
silence. The tone/silence sequence is repeated until all digits are sent to the telephone
switch.

User interface changes

To support DTMF-R2 signaling on channelized E1 cards, TAOS 9.0 adds a new setting to the
Signaling-Mode parameter and two new parametersto the E1 profile.

Parameter Description

Signaling-Mode Setting the value of the Signaling-Mode parameter in the

Line-Interface subprofile of the E1 profile to the new

dt nf - r 2- si gnal i ng value enablesthe MAX TNT unit
to recognize and respond to the DTMF R2 signal set during
voice and data calls. DTMF R2 detection begins with the
next Vol P call.
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Par ameter Description
When si gnal i ng- mode=dt nf - r 2- si gnal i ng:

e Callect-Incoming-Digits must be enabled (col | ect -
i ncom ng-di gi t s=yes).

¢ Assigning alower value ( such as 600 to 3000) to the
T1-Inter-Digit-Timeout parameter improves call setup
times. Assigning a higher value ( such as 3001 to
6000 ) improves DTMF detection.

 DTMF R2 detection is supported only when R2 signal
processing is enabled for aMAX TNT unit. The Base
profile must contain the following setting:

r 2-si gnal i ng- enabl ed=yes

Collect-Incoming-Digits Decoding of DTMF tones for incoming calls. Yes enables
decoding. Default isno.

T1-Inter-Digit-Timeout Amount of time MAX TNT unit allows an incoming call to
wait after receiving the last DTMF digit. Rangeis 100 to
6000 ms. Default is3000 ms.

The following example shows how to enable DTMF-R2 signalingonaMAX TNT El lineslot
card.

admin>read el { 117}
El/{ 1 17 } read

adm n> set signaling-nmode=dtnf-r2-signaling
adm n> set col |l ect-incom ng-digits=no
adm n> set tl-inter-digit-tineout=3000

admn> wite
El/{ 1 17} witten

Support for A-Law companding on DTMF DSP code

This enhancement adds support for A-Law companding to the DSP that decodes DTMF on the
slot T1 card. The companding mode, which defaults to U-law, can be changed automatically
when A-Law companding is required.

This enhancement allowsa MAX TNT unit to automatically enable A-Law companding upon
detection of the DTMF by the decode Digital Signal Processor (DSP) on aT1 card. This
process is accomplished during call setup on the T1 card. Asthe call comes up on the T1, the
DSP checksfor a companding mode message that specifies A-Law companding. If ho message
is sent, the DSP defaults to U-Law. This feature allows existing software to use the new load
without the need to change anything to add the new message.

MultiVoice: Support for E1 R2 variable-length DNIS without EOP

TAOS 9.0 supports the collection of variable-length dial strings without using end-of-pulse
(EOP) signaling. To implement this feature, TAOS 9.0 uses a time-out followed by pulse
signals, as specified by ITU-T Recommendation Q.442, Secifications of Sgnalling System R2
interregister Sgnalling, Pulse Transmission of Backward Sgnals A-3, A-4, A-6 or A-15
(1993), International Telecommunications Union.
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Number-Complete

In certain areas outside the continental United States where E1 MFC-R2 signaling is used for
switched network operations, the length of E.164 addresses vary. End-of-pulse (EOP)
detection isinefficient because the network is sometimes unable to complete the call asaresult
of less-than-optimal network conditions. This enhancement allows a MultiVoice gateway to
delay processing of adialed number string, even after receiving the last digit, to allow the
resources on the switched network additional time to become available, before continuing with
call processing.

To support this feature, TAOS 9.0 adds a new setting for the Number-Complete and Inter-
Digit-Time-Out parametersin the E1 profile.

Description: The Number-Complete parameter sets the condition the MultiVoice gateway
uses to determine the length of the dial string. For E1 MFC-R2, the MultiVoice gateway
continues to collect digits until the on/off pulsing using to transmits the dial string is complete.

Usage: The Number-Complete parameter now accepts the following value:

Parameter value  Specifies

ti me- out Sets the MultiVoice gateway to reset the network idle timer
after theinitial digit isreceived then wait for silence. Once
silenceis detected, waits the interval specified by the Inter-
Digit-Time-Out parameter for next digit. The MultiVoice
gateway continues to collect digits, while waiting for the
network idle timer to expire before continuing with call
processing.

Example: set nunber-conpl et e=ti me- out

Dependencies: E1 MFC-R2 signaling is country specific. The Signaling-Mode parameter,
and the Country parameter in the System profile, must be set for the country-appropriate
signaling in order for the MultiVoice gateway to properly detect dialed digits.

Location: E1{ xx} > Line-Parameters

Inter-Digit-Time-Out

Description: The Inter-Digit-Time-Out parameter controls how long a MultiVoice gateway
will wait after receiving the last digit of adial string before declaring DNIS/ANI collection
complete. When using inband signaling (T1, MF R2), aMAX TNT unit waits until this
interval has elapsed to ensure it has received all audible tones used to transmit DNIS/ANI
across the trunk.

Usage: The Inter-Digit-Time-Out parameter accepts values between 100 and 6000 ms. This
parameter defaults to 3000 ms. (3 seconds). To support E1 MRC-R2 signaling, the Inter-Digit-
Time-Out parameter now accepts val ues between 200 and 6000 ms.

Example: The following exampleillustrates how to configure the interdigit timer on a Multi-
Voice gateway to wait 1 second (1000 ms) in between dialed digits before continuing with call
processing.

admin>read el { 111}
El/{ 1 11} read
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admin> list line
[in E1/{ shelf-1 slot-1 1 }:line-interface]

enabl ed = yes
frame-type = esf

encodi ng = bh8zs

si gnal i ng- nrode = i nband

ss7-continuity = { | oopback single-tone-2010 }

adm n> set inter-digit-tinme-out=1000

admin> wite

Dependencies. E1 MFC-R2 signaling is country specific. The Signaling-Mode parameter,

and the Country parameter in the System profile, must be set for the country-appropriate
signaling in order for the MultiVoice gateway to properly detect dialed digits.

Location: E1{ xx} > Line-Parameters

MultiVoice: Support for Feature Group D (FGD)

FGD signaling

This enhancement implements a subset of the Telecordia requirements for Feature Group D
(FGD) signaling for Voice over IP (Mol P) processing. This implementation supports passing
the automatic number identification 11 (ANI 11) information, calling-party number, and
called-party number as MFRL1 tones on inc-wink signaled trunks. It also enablesaMAX TNT
functioning as a MultiVoice gateway to manage interworking between access tandem (AT)
carriers and traditional toll service carriersfor Vol P calls.

To enable the FGD signaling feature, you must have a special FGD software license, available
from Lucent Technologies, loaded onto your system.

This implementation provides basic support for trunk-side access with equal access (EA)
dialing capability, presubscription, and enhanced signaling options for automatic number
identification as specified by Requirement GR-690-CORE, Exchange Access | nterconnection
FAS 20-24-0000 (Oct. 1995), Telecordia Systems (formerly Bellcore).

Feature Group D (FGD) access service with equal access multifrequency signaling is
characterized by two-stage outpulsing when connection is made through the access tandem
(AT) switch. Thefirst stage providesinformation to the access tandem switch for selection of a
carrier and the route to take to that carrier. The second stage provides the carrier with both the
calling-party number (and, optionally, automatic number identification) and the called-party
number (address or destination number). Overlap outpulsing is used to transmit this
information by means of multifrequency signaling.

Starting with this release, passthrough of equal access signaling can be enabled for T1 inband
trunks from the TAOS T1 Line-Interface profile. When FGD signaling is enabled, MultiVoice
gateways can recognize and process a single-dialed access carrier destination (for example,
1,2025551212 or 1,1010220,2025551212). To support access carrier billing, a MultiVoice
gateway passes the calling-party number, automatic number identification (ANI) information
digits, and called-party number. The ANI information digits are atwo-digit code that classifies
the calling-party number by tariff type (for example, coin, 800 service, or POTS).
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This enhancement al so allows MultiVoice to manage interworking when connecting Vol P calls
between access tandem networks and traditional toll service networks. A MultiVoice gateway
that handles outgoing calls can be configured to receive the calling-party number, ANI
information digits, and called-party number from an access tandem switch and connect that
call to a switched telephone network that supports Feature Group C (FGC) switching. FGC,
which istraditional toll service, includes automatic number identification of the calling party,
callback, and disconnection supervision. FGC service predates the breakup of the Bell System.

New Signaling-Mode parameter and values

To support the FGD signaling feature, this release adds a new read-only parameter,
Fgd-Signaling-Enabled, to the Base profile, and four new values to the Signaling-Mode
parameter in the Line-Interface subprofile of the T1 profile.

Fgd-Signaling-Enabled

Description: Indicates whether Feature Group D (FGD) signaling is enabled onaMAX TNT
functioning as a MultiVoice gateway.

Usage: The FGD software licence must be loaded onto aMAX TNT unit for the FGD feature
to be enabled. During manufacturing or software upgrade of MultiVoice gateways, the
installation binaries used to install TAOS onthe MAX TNT reguest whether Feature Group D
support is to be enabled. To disable FGD support, you unload the FGD software license from
the MAX TNT.

The Fgd-Signaling-Enabled parameter isread only. Yes indicates that FGD signaling is
enabled. No indicates that FGD signaling is disabled.

Example: f gd-signal i ng-enabl ed = yes

Location: Base

New Signaling-Mode values for FGD

This release adds the following four new values to Signaling-Mode to help implement FGD
signaling support onaMAX TNT acting as a MultiVoice gateway. The FGD software licence
must be loaded onto aMAX TNT unit for the FGD feature to be enabled.

Parameter Specifies

Signaling-Mode  Type of call signal received from the incoming (ingress) switched
telephone network, and the type of call signals passed to the outgoing
(egress) switched telephone network. Vaid values include the
following:

fgd-in-fgd- MultiVoice gateway can receive call signaling

out -i nband datain FGD format, and connect Vol P callsto
the egress switched telephone network sending
cal signaling datain FGD format.

fgd-in-fgc- MultiVoice gateway can receive call signaling

out -i nband datain FGD format, and connect Vol P callsto
the egress switched telephone network sending
cal signaling datain FGC (traditional tall
service) format.
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Par ameter Specifies

fgc-in-fgc- MultiVoice gateway can receive call signaling

out -i nband datain FGC format, and connect Vol P callsto the
egress switched tel ephone network sending call
signaling datain FGC (traditional toll service)
format.

fgc-in-fgd- MuultiVoice gateway can receive call signaling

out -i nband datain FGC format, and connect Vol P callsto the
egress switched tel ephone network sending call
signaling datain FGD format.

Thefollowing exampleillustrates how to enable aMultiVoice gateway to receive call signaling
datain FGD format, and send call signaling data to the egress switched telephone network in
FGC format signaling using the Signaling-Mode parameter.

admin>read t1 { 111}

T1/{ 111} read

admin> list line

[in T1/{ shelf-1 slot-1 1 }:line-interface]

enabl ed = yes

frame-type = esf

encodi ng = b8zs

si gnal i ng- nrode = i nband

ss7-continuity = { | oopback single-tone-2010 }

adm n> set signaling-nmode=fgd-in-fgc-out-inband

adnmin> wite
T1/{ 111} witten

Changes made to the Signaling-M ode parameter take effect with the next Vol P call.

FGD signaling timing

To ensure wide interoperability with available access tandem switches, MultiVoice uses the
middle-range FGD signaling timing, which behaves as follows:

e Waitsup to 210 msfor the first wink signal from the access carrier. Requirement GR-690-
CORE specifies arange of 140 msto 290 ms.

e Waitsup to 5 seconds to receive thefirst digit. After sending the first wink signal on
receipt of an off-hook (busy) signal, the MultiVoice gateways waits for 5 seconds before
reporting atimeout error if the first digit signal is not received.

e Waitsup to 4 seconds for awink signal from the access carrier. Requirement GR-690-
CORE specifies that access tandem switches must wait for up to 4 seconds for this signal.

Debugging FGD signaling

You can collect debugging information for FGD inband signal processing onaMAX TNT
unit. For example, to turn on FGD signaling debugging ona T1 dlot card in slot 1, enter the
following commands:

adm n> open 1 1

adm n> f gdtoggl e
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adm n> debug on

The debug command displays information similar to the following for FGD signal processing:

TNTFGD St at us
Serial nurber: 9340872 Version: 9.0a0e0

0 Connections, 0 Sessions

Rx Pkt : 1057139
Col : 2244

|
|
I
|
| Tx Pkt: 163995
I
|
|
I

02/29/2000 17:50:27 Up: 7 days, 00:17:30

| "T3 Tru+ 1/03/00 LAlalalalalalala

"T3 Fiv+ 1/03/01 LA F------- -----on ---mon-
"T3 CDX' 1/03/02 LA F------mn mmmmieee oo

N
|
+-- display (F) for FGD line

MultiVoice: Support for multiple logical gateways

This enhancement implements dynamic call control for H.323 Vol P calls on MultiVoice
networks, and provides support for partitioning a single MultiVoice gateway into multiple
logical gateways. Using this method of call control enables the H.323 Gatekeeper to perform
call-specific administration on a call-by-call basis.

This feature allows call-specific administration of H.323 Vol P calls for the following call
control functions on the same physical MultiVoice gateway:

e Persona identification number (PIN) prompting

e Single-stage dialing

e Two-stage dialing

«  Voice announcement playback

e Configurable call timersfor pre-paid and credit card billing systems

The MultiVoice Access Manager (MVAM) analyzes call performance data (trunk group, DSO
status and call activity) that it receives when a gateway performs periodic keep-alive
registration. When MVAM responds to subsequent call requests from each gateway, the
administration conformation (ACF) message includes any changes defined for the
aforementioned call administration parameters. The gateway applies the parameter changes
received from MVAM to the current call request. Thisinformation is stored as part of the
nonstandard dataincluded in registration, admission, and status (RAS) messages exchanged by
the gateway and gatekeeper for each call.

& Caution: Dynamic call control and multiple logical gateways are only supported in
MultiVoice networks running TAOS 8.0-103 or later on the gateways and MVAM 3.0 on the
gatekeepers. These features are not supported in MultiVoice networks where gatekeepers are
running MVAM 2.x.
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Previoudly, all H.323 call management features were configured globally on each MultiVoice
gateway, using the values assigned in the Vol P Options profile. Now, using status information
reported by MultiVoice gateways, a gatekeeper running MultiVoice Access Manager 3.0 can
send instructions to the ingress gateway that override global call management settings. The
decision to override the global call management settings may be based upon reported ingress
trunk or DSO groups, Caller ID, time-of-day, gateway, and so on.

The rules used to apply overrides to H.323 call-management parameters are configured on
MVAM. These parameter changes are useful when partitioning MultiVoice gateways into
logical gateways. Logical gateways, defined on MVAM, treat selected trunk groups on a
MultiVoice gateway asif they were a unique Vol P gateway. Initially, MultiVoice gateways
must have T1, T3, and PRI trunks to support logical gateways.

Note: While BRI lines can still be used for Vol P, the multiple logical gateway features are not
supported on MultiVoice gateways using BRI.

A MultiVoice gateway cannot detect itslogical gateways—only MVAM can. However, a
gateway must be configured to apply instructions received from MVAM when processing the
current call.

H.323 call-specific administration

H.323 cdll-specific administration enables the MultiVoice Access Manager (MVAM) to
override defaults for PIN authentication, dialing mode, and voice announcement playback.

MVAM enables call-specific administration based upon the reported DNIS, ANI, trunk group,
DS0 information, or any combination of that data, which are all reported in thefirst ARQ from
the gateway.

Dynamic PIN authentication

When the multiple logical gateway feature is enabled on a MultiVoice gateway, any incoming
call request immediately sends an ARQ to MVAM, which includes

* DNIS, when available
* ANI, when available

e Trunk group and DSO status changes

If the ARQ includes all the information necessary to route the call, MVAM sends an ACF
message to the gateway. The gateway then processesthe call asiif the following Vol P
parameters were set to these values:

vpn- node=yes

si ngl e-di al - enabl e=yes

If MVAM, or athird-party billing application used with MultiVoice, requires PIN
authentication for the call, an admission reject (ARJ) message is issued, which directs the
gateway to set vpn- node=no for this call. The gateway then resumes call handling as if the
call had just arrived from the PSTN, but prompts for authentication (asif vpn- node=no)
before continuing with call processing.
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Dynamic single-stage and two-stage dialing

When the multiple logical gateway feature is enabled on a MultiVoice gateway, any incoming
call request immediately sends an ARQ to MVAM, which includes:

*  DNIS, when available
* ANI, when available

e Trunk group and DSO status changes

If the ARQ includes al the information necessary to route the call, MVAM sends an ACF
message to the gateway. The gateway then processes the call asif the following Vol P
parameters were set to these values:

vpn- node=yes
si ngl e-di al - enabl e=yes

If MVAM or athird-party billing application used with MultiVoice requires that a caller
perform two-stage dialing for the call (dialing the destination telephone number after dialing
into the MultiVoice gateway), an admission reject (ARJ) message is issued directing the
gateway to set si ngl e- di al - enabl e=no for the call. The gateway then resumes call
handling asif the call had just arrived from the PSTN, but prompts the caller to enter the
destination telephone number (si ngl e- di al - enabl e=no) before continuing with call
processing.

Static announcement branding

When the multiple logical gateway feature is enabled on a MultiVoice gateway, MVAM or a
third-party billing application can select a set of voice announcements for playback from
multiple sets of voice announcements stored on the gateway. This feature is known as
branding.

By sending either an ARJ or ACF message that contains an announcement directory specifier,
the gateway plays back voice announcements from the named directory on the PC flash card
for the current call.

While running the branding instructions, the gateway searches for the voice announcement
directory using the value assigned to the Voice-Ann-Dir parameter. If voi ce-ann-dir =

/ current (default) and the MVAM requests a specific directory (brand) of announcements
for acall, the gateway searches for those announcements starting inthe/ cur r ent directory.
For example, if MVAM specifiedi t al i an, the gateway searches for announcementsin the
directory / current/italian/.

Note: Lucent Technologies recommends that you use only four brands of static
announcements because of limitations in the announcement cache size. Using more than four
brands degrades announcement quality and overall gateway performance.

Configurable call timers

TAOS 9.0 supports the use of configurable call timers, controlled by MVAM or athird-party
billing application, which support timed billing plans (such as pre-paid telephone cards and
pre-paid cellular accounts).
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Using an ACF message, MVVAM or athird-party billing application, set the following timers:
Timer Description

Call countdowntimer  Setsthe time remaining before a gateway disconnects the current
call. When thistimer expires, the gateway plays an announcement
that time has expired and disconnects the call.

e By default, once the timer is set on the gateway, the
h323dr g. au announcement fileis played back for the caller
upon call termination.

* If the MVAM or third-party billing application uses its own
countdown timer, the announcement specified in an
Disengage Request (DRQ) message can be used to select a
different announcement file for playback upon call
termination.

Call disconnect warning Specifies when a call disconnect warning announcement is played
timer for the caller. This announcement alertsthe caller to thetime
remaining before this call is terminated.

e By default, once thistimer is set on the gateway, the
h323bki n. au announcement file is played back for the
caller when this timer expires.

* If the MVAM or third-party billing application uses its own
disconnect warning timer, the announcement specified in an
Interrupt Request (IRQ) message can used to select adifferent
announcement file for playback when thistimer expires.

H.323 call-specific administration messages

Call-administration information is transmitted as part of the nonstandard dataincluded in
registration, admission, and status (RAS) messages exchanged between the gateway and
gatekeeper for each call. This data consists of a set of parameters using URL encoding, as
described in RFC 1738, with each parameter composed of a set of attribute-value pairs.

This nonstandard data can include the following call administration information:
* ANI/CLID

»  Conferenceidentifier

UserPIN

*  Inbound or outbound trunk identification

« Information enabling voice announcement playback

e Voice announcement playback

e Internal call timer and disconnect timer settings

o Cdlfailures

e Cdl results

e Trunk group and DSO status information

» Availabledigital signal processors (DSPs)

e Maximum number of calls aMultiVoice gateway can support
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Trunk and Call status reporting

Each MultiVoice gateway reportsits current call processing status as part of a Registration
Request (RRQ) message to MVAM. This message includes data-on-trunk, trunk group, and
DSO0 status. Theinitia RRQ message, sent to MVAM when a gateway isinitialized, contains a
full report on al the trunks used by the physical gateway. The RRQ messages sent during
keep-alive registration include only the status changes since the previous registration message.

DSO0 Status (in-service/out-of-service)

A MultiVoice gateway reports the following information to MVVAM for each trunk:
e Trunk group

e Physical address

e DSO service status (in-service or out-of-service)

Note: A DSOisin servicefor alogical gateway when it belongs to the associated trunk
group and isin the “up” state. Information regarding DSO activity (in-use, free) is not
reported via RRQ. Instead, it is handled separately from per-call trunk and DSO reporting
mentioned. See “Trunk and DSO selection (per cal)” on page 136.

Trunk group and physical address (shelf, slot, an so on) information is provided to MVAM to
allow dynamic tracking of DSO activity and trunk group assignments (and to support DSO
selection by physical-address for outbound PSTN calls in future rel eases).

Full trunk and DSO status reporting is performed only when necessary for enhancing gateway
performance. Full RRQs are used to report compl ete trunk and DS0 information, usually when
agateway isinitialized or when requested by MVAM. Lightweight RRQs report only status
changes for trunk and DSO0 information. MVVAM can request complete trunk and DSO
information by responding to a lightweight RRQ with aregistration reject (RRJ) message
containing areject reason of Ful | Regsi t rat i onRequi r ed.

Note: Inthe current software release, trunk and DSO status is not reported for BRI lines. Only
the following information is reported for MultiVoice gateways using BRI:

e Number of idle VoIP ports.

e Vaue of maxCallsin aVolP profile.

Trunk and DSO reporting (per call)

For each call processed by a MultiVoice gateway, trunk group and physical address
information for the DSO connection is reported. Thisinformation is sent from the gateway to
the gatekeeper as nonstandard data in these registration, admission, and status (RAS)
messages, for the following call types:

M essage Call type Trunk or DSO information
Admission request Inbound (from PSTN) The trunk group and physical address
(ARQ) of the DSO upon which the call

arrived.
Bandwidth request Outbound (to PSTN) Thetrunk group and physical address
(BRQ) of the DSO upon which the call went
out.
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Gk-Mlg-Control

M essage Call type Trunk or DSO information
Disengage request Inbound (from PSTN) The physical address of the DSO.
DR
(DRQ) and Outbound (to PSTN) | Note: For outgoing PSTN calls, the

trunk group or DSO information might
not be present.

Disengage confirmation |Inbound (from PSTN) The trunk group and DSO information
(DCF) and Outbound (to PSTN) for gatekeeper-initiated call
terminations.

Trunk and DSO selection (per call)

Currently, MultiVoice gateways support only trunk-group based routing for outbound PSTN
calls. To configure trunk-group based routing, you must enable trunk groupsin the System
profile of each gateway in the MultiVoice network. Each T1 line must also be assigned a trunk

group.
Note: You must assign trunk groups only at the T1 level.

The physical address information collected by the gateway for each DS0 is used currently by
MVAM to dynamic track DSO activity. It is currently not used for DSO-to-DS0 linking.

To support call-specific administration instructions from a MultiVoice Access Manager
(MVAM), TAOS 9.0 adds the Gk- M g- Cont r ol parameter in the VoIP profile.

Description: Enables the MultiVoice gateway to accept and process call-specific
administration instructions from a MultiVoice Access Manager 3.0 or later release. When
enabled, the gateway can apply call-specific processing instructions for PIN authentication,
single-stage or two-stage dialing, voice announcement playback, and configuring call timers
for pre-paid billing. VValues received from MVAM or athird-party billing system override
parameter settingsin the Vol P profile for processing the current Vol P call.

Rules used for performing call-specific administration are configured on MVAM and are used
when partitioning MultiVoice gateways into multiple logical gateways. This method allowsthe
MVAM to administer asingle physical gateway asif it were multiple gateways, partitioning
the gateway according to trunk groups, DNIS, and time of day.

Usage: Specify yes to enable processing of call-specific administration instructions or no
(default) to revert to global administration of Vol P calls using the values set in the Vol P profile.

Example: set gk-m g-control =yes

Dependencies. This parameter has the following dependencies:

e |Ifgk-m g-cont rol =yes, thevalue of Vpn-Mode defaultsto N/ A.

e |Ifgk-m g-contr ol =yes, thevalue of Single-Dial-Enable defaultsto N/ A.
e Changesto this parameter are effective with the next Vol P call.

Location: Voip{ X X}
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MultiVoice: Report trunk capacity to the gatekeeper

This enhancement enables a MultiVoice gateway to report the following information for all T1
or T3 trunks attached to aMAX TNT unit to the MultiVoice Access Manager (MVAM):

e Trunk status at initialization
e Changesin trunk status after initialization
«  Trunk profile changes after initialization

e Trunk group changes after initialization

Changesin trunk availability are reported for trunks used for both Vol P and data calls as part of
the nonStandardData byte sent in subsequent registration request (RRQ) messages.

A MAX TNT unit configured as a MultiVoice gateway periodically reports trunk availability
to the MVAM in response to an information request (IRQ) message and as part of a subsequent
registration request (RRQ) message. The nonStandardData byte uses two data fields for
reporting trunk status for all enabled trunks and changes to trunk status. The MVAM extracts
thisinformation to determine which trunk groups have available channels for egressing Vol P
cals.

When aMAX TNT unit isinitialized, it sends afull RRQ to MVAM, reporting the status of all
enabled trunks. When trunk group routing is enabled for Vol P calls, this information allows
MVAM identify available channels for egressing Vol P calls.

A lightweight RRQ reports only changes to the original trunk information. This messageis
issued in response to an IRQ message from the MVAM and in a subsequent RRQ message.
This message reports the following information:

e Any changesin trunk status (such as when an active trunk goes down or an inactive trunk
comes up), asthey occur. An RRQ is sent immediately for just the changed trunk, even if
that trunk is disabled.

* Any changes made in the profile for a T1 or T3 trunk, (such as signaling mode or default
call type), which affect trunk availability. An RRQ is sent immediately for just the profile
change, unless the change isto the T1 > Line-Interface > Enabled parameter, which is
reported as a change in trunk status, not a profile change.

e Whenever the assigned trunk group usage changes for atrunk or channel. An RRQ is sent
immediately for only the enabled trunks. Disabled trunks are not included in the report.

e Any changesin channel status (such as when an active trunk goes down or an inactive
trunk comes up), as they occur. Every lightweight RRQ automatically reports channel
status changes when the status of any channel differs from the previously reported. Only
the channel status at the time the RRQ is generated matters. The channel status changes
that occur between scheduled keep-alive registrations are not reported.

In the absence of trunk or profile changes, channel statusis checked and compared for every

lightweight RRQ sent by the MAX TNT unit during keep-alive registration. Disabled trunks
are also included in the RRQ sent during keep-alive registration.

E1l CMF R2: Collect 15-digit dial strings

This enhancement increases the maximum number of digitsaMAX TNT unit functioning asa
MultiVoice gateway can require before accepting an incoming call that uses R2 signaling,
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Number-Complete

without waiting for end-of-pulsing signaling. A MultiVoice gateway can hold dial strings of up
to 15 digits from E1 trunks supporting inband CMF R2.

This feature makes MultiVoice gateways compatible for use on European telephone systems
that use E.164 addresses of up to to 15 digits long, without waiting for an end-of-pulse signal.
Previously, MultiVoice gateways could be configured to collect dial strings of up to only

11 digits. For European networks using dial strings that were 12 digits or longer, a
MultiVoice gateway could only be configured to wait for the end-of-pulse signal to confirm it
received all the dialed digits.

To support thisfeature, TAOS 9.0 adds new values to the E1 line Number-Complete parameter
in the Line-Interface subprofile of the E1 profile.

Description: This parameter is modified to enable detection and collection of up to 15 digits
for inbound dial ed tel ephone numbers on MultiVoice gateways using E1 trunks supporting
inband CMF R2.

Usage: This parameter now accepts values from O- di gi t s through 15-di gits, or
end- of - pul se asvalid entries.

Example: The following exampleillustrates how to enable multiple logical gateway
processing on thisMAX TNT:

admin>read el { 11 7}
El/{ 1 17 } read

adm n> set nunber-conplete = 15-digits

adnmin> wite
El/{ 1 17} witten

Dependencies: The following dependencies apply to this parameter:
e Changes are applied with the next Vol P call

e Thisparameter defaultsto N/ A when the Signaling-Mode parameter is assigned the
following values:

— el-kuwait-signaling
— isdn

— p7

— dpnss

— none

Location: E1{ xx x} > Line-Interface

MultiVoice: Delay of charges until call is answered (true connect)

This feature causesa MAX TNT unit acting as a MultiVoice gateway to wait until a Vol P call
is answered before alerting the local switched tel ephone network that a call has been
connected.

This enhancement enables true-connect signaling on MultiVoice gateways. A MultiVoice
gateway can be configured through the command-line interface (CLI) to delay sending the
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connect message to the incoming (ingress) PSTN switch until the following information is
received from the outging (egress) MultiVoice gateway:

e AnH.323 alerting message

e A call progress message from the outgoing (egress) PSTN indicating the call has been
answered

Previously, incoming Vol P calls from the PSTN were connected at the near-end gateway
before any H.323 signaing was sent to the far-end gateway. As aresult, aPSTN charge was
incurred at the time of connection to the near-end gateway, before the called party received and
answered the call from the far-end gateway.

The true-connect feature requires a default call type of VolP on T1 or E1 trunks accepting
incoming Vol P calls, asillustrated by the following:

[in T1/{ shelf-1 slot-10 1 }:line-interface]
default-call-type = voip

[in E1/{ shelf-1 slot-11 1 }:line-interface]
default-call-type = voip

To enable and disable true-connect signaling for Vol P calls, TAOS 9.0 adds the True-Connect-
Enable parameter to the VolP{ x x } profile.

True-Connect-Enable

Description: The True-Connect-Enable parameter is used to enable or disable true-connect
signaling for Vol P calls. When enabled, the ingress MultiVoice gateway delays PSTN alerting
and sending connect messages to match the equivalent H.323 aerting and connect messages.

Usage: Specify yes or no. The defaultisno.
Value Description

yes An alerting message is sent to the ingress PSTN switch only when an
H.323 aerting message is received on the ingress Vol P gateway, and a
PSTN connect message is sent only when the H.323 Vol P call has been
answered. As aresult, no charges are incurred for incomplete calls.

no An alerting message is sent to the ingress PSTN switch as soon as the
connection is established with the ingress MultiVoice gateway. Asa
result, the caller incurs aPSTN charge at the time of connection to the
near-end gateway, before the called party has received and answered
the call from the far-end gateway.

Example: set true-connect-enable = yes

Dependencies. The True-Connect-Enable parameter has the following dependencies:

e The Default-Call-Type parameter in the T1 or E1 Line-Interface profile must be set to
voi p for T1 or E1 trunks used for incoming Vol P calls that require true-connect
signaling. Setting this parameter to voi p causes all calls received on the trunk to be
mapped to Vol P.

e With ISDN trunks, Lucent Technologies recommendsthat you set the T310 timeout on the
telco switch or PBX to 30 seconds or greater when using the true-connect feature. The
T310 timeout includes the time that the called party’stelephoneis ringing, so a 10-second
timeout can cause the near-end gateway to tear down the call too soon.
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*  When the true-connect feature is enabled and a Vol P call fails before the PSTN call is
fully connected, the gateway is still able to send an appropriate tone or voice
announcement to the caler.

MultiVoice: Support for configurable operator assistance

TAOS 9.0 allows callersto request operator assi stance during the dialing phase of aMultiVoice
call. A MultiVoice gateway can be assigned a dial string up to 5 digitslong, that acaller can
enter to connect an operator.

Callers can enter a set of digits (such as* 0 or 09) when they need operator assistance during
the dialing stage of a MultiVoice call. The digit string used to request operator assistance is
defined in the VoI P profile.

When the caller enters the operator assistance command, the MAX TNT sends the digits
reguesting operator assistance to the MultiVoice Access Manager (MVAM). MVAM trand ates
these digits into the telephone number sent to the far-end MultiVoice gateway to connect this
caller to an operator telephone.

Oncethecall is connected, the digit strings used to request operator assistance are available for
normal call processing functions, such as responding to automated attendants, AUDI X, and so
on.

The operator assistance option is supported for MultiVoice gateways operating as either
Multiple Logical Gateways (gk- m g- control =yes) or asasingle gateway (gk- m g-
control =yes).

TAOS 9.0 modifies the user interface by adding the Transfer-to-Operator parameter to the
Vol P profile.

Transfer-to-Operator

Description: The Transfer-to-Operator parameter is used to define the dial string a caller
enters when requesting operator assistance. This parameter can be up to five digitslong.

Usage: The Transfer-to-Operator feature is enabled by the entry of a 2-to-5-digit dial string
containing an asterisk (*) in either the first or second position. This parameter accepts the
asterisk (*) plus any number(s) O through 9 as avalid entry. By default thisvalueis* 0. You
disable this feature by assigning a NULL value to the Transfer-to-Operator parameter.

Example: set transfer-to-Operator = *9

Dependencies. The Transfer-to-Operator parameter has the following dependencies:
e Thefirst or second digit of the dial string must always be an asterisk (*).

e A MultiVoice gateway must be configured for two-stage dialing (si ngl e- di al -
enabl e =no).

e A trangdlation rule must be defined in one of the ingress translation tables used by MVAM
that contains the actual dialed number used to connect calls to operator assistance.

Location: Voip{ 00}, Voip{ xx}
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MultiVoice: Support for sequential call dialing without authentication

Some callers must enter a personal identification number (PIN) to authenticate MultiVoice
calls. These callers can now dial subsequent Vol P calls without reentering their PIN, aslong as
they do not terminate the connection between the PSTN and near-end MAX TNT unit acting
as a MultiVoice gateway. MultiVoice users need only authenticate once, for the initial VolP
call, to initiate subsequent calls.

At theend of the initial Vol P call, the caller must remain on the line after the destination
telephone is hung up. Once the caller hears the dial tone, the caller can dial another telephone
number without entering the PIN.

Thisfeature is supported for MultiVoice gateways operating as either Multiple Logical
gateways (gk- m g- cont r ol =yes) or asasingle gateway (gk- m g- cont r ol =yes).

To support this feature, TAOS 9.0 adds the Sequential-Calls-Enable parameter to the Vol P
profile.

Sequential Calls Enable

Description: The Sequential-Calls-Enable parameter is used to enable callers who must enter
aPIN to authenticate MultiVoice callsto dial subsequent Vol P calls without reentering their
PIN.

Usage: Set the value of the Sequential-Calls-Enable parameter to yes, the default, to allow
users to authenticate once for their initial Vol P call and then place additional calls without
authenticating. To disable thefeature, set the value of the Sequential-Calls-Enable parameter to
no.

Example: set sequential -cal | s-enable = yes
The new valueis applied with the next Vol P call received by the MultiVoice gateway.

Dependencies. The Sequential-Calls-Enable parameter has the following dependencies:

e The MAX TNT must be configured for two-stage dialing and PIN collection (vpn-
node=no).

e |f theoriginal call was an operator-assisted call, the caller is automatically disconnected.
e |ftheoriginal call used single-stage dialing (not prepaid and within acalling card
environment), the caller is automatically disconnected.

Location: VolP{ 00}, VolP{ xx}

MultiVoice: Support for VolP PSTN attributes

This enhancement changes the way an egress MultiVoi ce gateway manages call signaling with
the switched network. TAOS 9.0 includes the following changes to call signaling:

» Enablestransparent delivery of Q.931 or Q.850 cause codes received from the PSTN by
the far-end MultiVoice gateway to the near-end MultiVoice gateway.

« Allowsconfiguration of the bearer capabilities sent in the Q.931 setup message by the far-
end MultiVoice gateway for outbound calls to the switched network.
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e Allowsreporting of the Q.931 Progress Indicator information element (IE) in the
proceeding and alerting message by the near-end MultiVoi ce gateway to the switched
network.

Changes to MultiVoice call signal processing madein TAOS 9.0 are consistent with the
following telecommunications standards:

e |ITU Telecommunication sector standard (ITU-T) Q.931, Digital Subscriber Sgnalling
SystemNo. 1 (DSS1) - ISDN User-Network Interface Layer 3 Specification for Basic Call
Control (Mar. 1993), International Telecommunications Union

e |TU Telecommunication sector standard (ITU-T) Q.850, Usage of Cause and Locationsin

the Digital Subscriber Signalling System No. 1 and the Signalling System No. 7 ISDN
User Part (Mar. 1993), International Telecommunications Union

Transparent reporting of disconnect cause codes

MultiVoice provides transparent reporting of call disconnect cause codes for both the far-end
MultiVoice gateway and near-end M ultiVoice gateway using Q.931 (H.323) or Q.850 (SS7)
signaling.

Transparent reporting is enabled and a VolP call is disconnected

e |If theinbound PSTN connection uses PRI signaling, the near-end MultiVoice gateway
passes the Q.931 disconnect message—generated by the far-end PSTN and passed across
the packet network by the far-end MultiVoice gateway—directly to the near-end switched
network. When the Q.931 disconnect message isreceived by thelocal tel ephone company
switch, it plays the appropriate tone for the caller. The near-end MultiVoice gateway does
not play any voice announcement or tones.

e |If theinbound PSTN connection uses inband signaling, or the call is disconnected
internally, the near-end MultiVoice gateway responds to the Q.931/Q.850 cause codes,
reporting the information to the MultiVoice Access Manager (MVAM). The near-end
MultiVoice gateway then generates either the appropriate call progress tone or voice
announcement for the caller, depending upon the instructions it receives from MVAM.

Transparent reporting is disabled and a VolP call is disconnected

e The near-end MultiVoice gateway plays the appropriate voice announcement or tones for
the end user.

e The near-end MultiVoice gateway then sends Q.931 disconnect message with cause code
NORMAL (16). to the local telephone company switch.

Configurable bearer capabilities for outbound calls to the PSTN

With TAOS 9.0, you can configure an outbound MultiVoice gateway to request one of the
following bearer services from the switched circuit network for outbound Vol P calls for
outbound call processing:

e Speech

e Unrestricted digital information
e Restricted digital information

e 3.1-kHz audio

* Video
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In previous software rel eases, the outbound MultiVoice gateway requested only speech bearer
service when connecting a Vol P call to the switched telephone network. The outbound
MultiVoice gateway sends the bearer service request to the switched telephone network in the
bearer service information element of the call setup message. For more information see “4.5.5
Bearer capability” in ITU Telecommunication sector standard (ITU-T) Q.931, Digital
Subscriber Sgnalling SystemNo. 1 (DSS 1) - ISDN User-Network Interface Layer 3
Soecification for Basic Call Control (Mar. 1993).

Q.931 call signaling progress indicator

With TAOS 9.0, you can configure an outbound MultiVoice gateway to forward the Q.931
progress indicator information element as part of the alerting and proceeding messages sent to
the ingress switched network. The Q.931 progress indicator information element describes call
routing events on the egress switched tel ephone networks used for a Vol P call.

When use of the progress indicator information element is enabled, a MultiVoice gateway
includes the call routing event descriptionsin the alerting and/or proceeding messages sent to
the ingress switched network. The progress indicator information element reports one of the
following routing descriptions:

e Cdlisnot end-to-end ISDN; further call progress information might be available in-band.
»  Destination address is non-1SDN.

e Origination addressis non-1SDN.

*  Call hasreturned to the ISDN.

» Interworking has occurred and has resulted in a telecommunication service change.

e |nband information or an appropriate pattern is now available.

For more information on the use of the progress indicator information element, see “4.5.23
Progress Indicator” and “Annex G” in ITU Telecommunication sector standard (ITU-T)
Q.931, Digital Subscriber Sgnalling (sic) System No. 1 (DSS 1) - ISDN User-Network
Interface Layer 3 Specification for Basic Call Control (Mar. 1993).

Detecting and reporting call progress

To detect progress indicatorsin call aerting and proceeding messages on a near-end
MultiVoice gateway, you must set the the Default-Call-Type parameter (in the Line-Interface
subprofile of the TI/E1 profile) to differentiate between inbound Vol P calls from the switched
telephone network and non-Vol P calls. For atrunk line using inband signaling, the Default-
Call-Type parameter specifies the type of call that the MultiVoice gateway can accept for
incoming calls on this trunk, for purposes of call routing. TAOS 9.0 extends the usage and
meaning of the Default-Call-Type parameter to both to inband and PRI signaling for Vol P
cals. Setdef aul t - cal | -t ype tovoi p to enable sending the progress indicator in call
alerting and proceeding messages for PRI signaling.

Pstn-Attribute subprofile

TAOS 9.0 adds the Pstn-Attribute subprofile to the VoI P profile. This profile contains the
parameter Cause-Code-Transparency, Alert-Progress-Indicator, Proceed-Progress-Indicator,
and Bearer-Capability, which are defined in the following sections.
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Following is a sample Pstn-Attribute subprofile, shown with default settings:

[in VOP/{ "" "" }:pstn-attribute (new)]
cause-code-transparency = no

al ert-progress-indi cator = no-progress-indi cator
pr oceed- progress-indi cator = no-progress-indicator
bearer-capability = speech

Cause-Code-Transparency

Description: Enablestransparent delivery of the Q.931 (H.323 Vol P) or Q.850 (SS7)
disconnect cause codes generated by the far-end switched network—passed across the packet
network from the far-end MultiVoice gateway to the near-end MultiVoice gateway—to the
local telephone company. The local telephone company switch then plays the appropriate tone
or disconnect message for the caller.

Usage: Settoyes to enablethis parameter. By default, this parameter is set to no.
Example: set cause-code-transparency = yes

Dependencies: Consider the following:

»  For callersto hear both a busy signal and the call failure message whenever voice
announcement reporting is enabled (h323- voi ce- ann- enabl ed = yes), you must
enablethe cause- code-t r anspar ency parameter. When voice announcements are
enabled and the cause- code-t r anspar ency parameter is disabled, callers do not
hear the busy tone. Instead, the near-end MultiVoice gateway plays the call failure
message.

e Changesto the Cause-Code-Transparency parameter take effect with the next VolP call.

Location: Voip{ 00} > Pstn-Attribute, Voip{ x x } > Pstn-Attribute

Alert-Progress-Indicator

Description: Setsthe type of call-progress events that are captured and reported by the
MultiVoice gateway in the information element for the Q.931 Alert message progress
indicator. Once configured, MultiVoice gateways report when specific call-routing events
occur for Vol P calls passing from the packet network and the switched tel ephone network.

Usage: Specify one of the following values:

Parameter value Description

no- progress-indi cator  Disablesalert reporting of call routing eventson the egress
switched telephone network. Thisis the default setting.

none- end2end- i sdn Sets the egress MultiVoice gateway to report when calls
are connected to a egress switched tel ephone network that
does not use ISDN signaling. The egress switched
telephone network can support robbed-bit or detectable
DTMF

dest - non-i sdn Sets the egress MultiVoice gateway to report when calls
are connected to a egress switched tel ephone network that
does not use ISDN signaling, such as atransit network or
private network, which does not return call progress
signals to the MultiVoice gateway.
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Parameter value

ori g-non-isdn

return-to-isdn

i nt erwor ki ng-occurred

i nband-i nf o-avai |l abl e

Description

Sets the ingress MultiVoice gateway to report when calls
arereceived from alocal switched telephone network that
does not use ISDN signaling, such as atransit network or
private network, which does not provide call progress
signals to the MultiVoice gateway.

Sets the egress MultiVoice gateway to report when calls
connected across atransit network are routed back to a
trunk supporting ISDN signaling.

Sets the egress MultiVoice gateway to report if
interworking occurs when acall is connected to the
switched tel ephone network (such as when the selected
bearer capability is not supported or when aresource or
route with the preferred capability is not available).

Setsthe egress MultiVoice gateway to report if inband call
progress signaling or other supported non-ISDN signaling
is available from the switched telephone network for the
connected call.

Example: set al ert-progress-indicator = none-end2end-isdn

Dependencies. Changesto the Alert-Progress-Indicator parameter take effect with the next

VolP call.

Location: Voip{ 00} > Pstn-Attribute, Voip { x x } > Pstn-Attribute

Proceed-Progress-Indicator

Description: Specifies the type of call progress events that the MultiVoice gateway captures
and reports in the information element for the Q.931 proceeding message progress indicator.
Once configured, MultiVoice gateways report when specific call routing events occur for Vol P
calls passing from the packet network and the switched telephone network.

Usage: The Proceed-Progress-Indicator parameter can be assigned the following values:

Parameter value

no- progr ess-i ndi cat or

none- end2end-i sdn

dest-non-i sdn

Description

Disables alert reporting of call routing events on
the egress switched telephone network. Thisis
the default setting.

Sets the egress MultiVoice gateway to report
when calls are connected to a egress switched
telephone network that does not use ISDN
signaling. The egress switched telephone
network can support robbed-bit or detectable
DTMF.

Sets the egress M ultiVoice gateway to report
when calls are connected to a egress switched
telephone network that does not use ISDN
signaling, such as atransit network or private
network, which does not return call progress
signals to the MultiVoice gateway.
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Parameter value Description

ori g-non-isdn Sets the ingress M ultiVoice gateway to report
when calls are received from alocal switched
telephone network that does not use ISDN
signaling, such as atransit network or private
network, which does not provide call progress
signals to the MultiVoice gateway.

return-to-isdn Sets the egress M ultiVoice gateway to report
when calls connected across atransit network are
routed back on to trunk supporting ISDN
signaling.

i nterworking-occurred  Setsthe egress MultiVoice gateway to report
when interworking occurs when acall is
connected to the switched tel ephone network
(such as when the selected bearer capability is
not supported or when a resource or route with
the preferred capability is not available).

i nband-i nf o-avail abl e Setsthe egress MultiVoice gateway to report if
inband call progress signaling or other supported
non-1SDN signaling is available from the
switched telephone network for the connected
call.

Example: set proceed- progress-indi cator = none-end2end-isdn

Dependencies: Changesto the Proceed-Progress-1ndicator parameter take effect with the next
VolIP call.

Location: Voip{ 00} > Pstn-Attribute, Voip{ x x } > Pstn-Attribute

Bearer-Capability

Description: Setsthe MultiVoice gateway to request a specific bearer service from the egress
switched circuit network for outbound Vol P calls. This request is transmitted to the switched
telephone network in the bearer service information element of the call setup message sent by
the MultiVoice gateway.

Usage: The Bearer-Capability parameter can be assigned the following values:

Parameter value Specifies

speech Switched network routing over a channel
that supports speech bearer capability (the
default setting).

unrestricted-digital-info Switched network routing over achannel
that supports unrestricted digital
information (UDI) bearer capability.

restricted-digital-info Switched network routing over a channel
that supports restricted digital information
(RDI) bearer capability.
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Parameter value Specifies

audi o- 3100hz Switched network routing over a channel
that supports digital audio bearer capability
up to 3.1 kHz.

vi deo Switched network routing over a channel
that supports video signaling bearer
capability.

Example: set bearer-capability = audi 0o-3100hz

Dependencies. Changesto the Bearer-Capability parameter take effect with the next Vol P
call.

Location: Voip{ 00} > Pstn-Attribute, Voip { x x } > Pstn-Attribute

MultiVoice: Support for IPDC RMCP and AMCP messages

This enhancement provides support for P Device Control (IPDC) protocol RMCP and AMCP
messages for processing SS7 Vol P calls requests.

The RMCP and AMCP messages are used to modify parameters for RCCP or ACCP
controlled (ol P) calls. With this software version, the messages can be used to modify the
following parameters:

*  VolP encoding type (G.711, G.729, and so forth) with Tag 0x70. Note that thisrelease

also introduces support for G.723 (5.4 Kbps) encoding for SS7 Vol P calls. Following are
supported values for Vol P encoding:

Encoding type Value
G.711-U-Law 0x00
G.723 0x04
G.711-A-Law 0x08
G.729 0x12

«  Packet Loading (frames per packet) with Tag 0x 7 3. Values depend on the Vol P encoding
type.

«  Destination Port Type with Tag 0x65. Note that for IPDC 0.12 VoIP calls, the only
supported values for Source (0x65) and Dest Port (0x66) Typetagsare SCN (0x00) and
RTP (0x01) respectively.

e Listen IP address with Tag Ox5D.
e Listen RTP port with Tag Ox5E.
e Send IP address with Tag Ox5F.
e Send RTP port with Tag 0x60.

Therequired/optional status of thesetagsis supplied in “Details of IPDC message support” on
page 149.
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Send IP address and Send RTP port tags

With RMCP support of Tags Ox5F and 0x60, the MAX TNT can now allocate its own listen
IP addresses and RTP ports. The exchanges used in this process are shown in Figure 4.

Figure4. Example IPDC message exchanges

Gateway-1 Gateway-2
__ReeP @) | signaling RCCP (3)
s e | e
____AMCP ()
T T T T T T T TR RTP () T T T TTT ’

IPDC messages to establish RTP listen addresses and ports are exchanged as follows:

1 Thesignaling gateway sends an RCCP message to Gateway-1, in which the RTP port is
either not specified or is 0, but with no |P address or RTP port tags.

2 Gateway-1returnsits RTP listen IP address and RTP port to the signaling gateway in an
ACCP message, using tags Ox5D and Ox5E.

3 Thesignaling gateway sends an RCCP message to Gateway-2, in which the destination
listen I P address and destination listen RTP port number obtained from Gateway-1 are
specified.

4  Gateway-2 returnsits RTP listen IP address and RTP port to the signaling gateway in an
ACCP message, using tags Ox5D and Ox5E.

5 Thesignaling gateway sends an RMCP message to Gateway-1, in which the destination
listen I P address and destination listen RTP port number obtained from Gateway-2 are
specified.

Gateway-1 returns an AMCP message to the signaling gateway.
RTP communication commences between the Gateway-1 and Gateway-2.

Related routing issues

For all VolP calls, it isimportant to avoid routing RTP traffic through the MAX TNT shelf
controller. For that reason, when allowing the MAX TNT gateway to allocate its own RTP
address, you must set the System-I1P-Addr parameter in the IP-Global profile to an interface
address other than the default zero address (which defaults to the shelf-controller Ethernet
port). For example, the following commands set the system address to the address of a port on
an Ethernet card in dot 12:

adm n> get ip-interface { { 1 12 1 } 0} ip-address
[in IP-INTERFACE/ { { shelf-1 slot-12 1 } 0 }:ip-address]
i p-address = 1.1.1.1/24

adm n> read i p-gl obal
| P- GLOBAL read

adm n> set systemip-addr = 1.1.1.1/24
admin> wite
| P-GLOBAL written

In addition, it isimportant that Vol P calls can aways find a route to the next-hop gateway on
the path to the destination Vol P gateway. The route can be learned dynamically or configured
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as astatic route. Many sites choose to configure default routes for Vol P traffic, so RTP packets
will never be dropped due to lack of routing information. For example, the following
commands configure a default route named voi p to anext-hop gateway at 2.2.2.2:

adm n> new i p-route voip
| P- ROUTE/ voi p read

adm n> set gateway = 2.2.2.2/24

admn> wite
| P- ROUTE/ voip witten

Details of IPDC message support

The following IPDC messages are now supported:
« RMCP(0x0015)
« AMCP(0x0016)

The tags shown in Table 24 are now supported for the RMCP message.
Table 24. RMCP message tags

Tag Parameter description Status
0x65 Source port type (PSTN only) Required
0x07 Source module number Required
0x0D Source line number Required
0x15 Source channel number Required
0x66 Destination port type (RTP only) Required
0x70 Vol P encoding type (new G.723 value supported) Optional
0x73 Packet loading (value depends on Vol P encoding type)  Optional
0x5D Destination listen | P address (see Note below) Optional
Ox5E Destination listen RTP port number (see Note below) Optiona
Ox5F Destination send | P address (see Note below) Optional
0x60 Destination send RTP port number (see Note below) Optional

Note: Thelast four tagsin Table 24 are required if values are nonzero. In addition, if an IP
addresstag is present, the matching port tag must also be present. This requirement also
applies to the same tags in AMCP messages, listed in Table 25. In addition, RCCP and ACCP
messages have been modified to use the same requirements regarding these tags.

The tags shown in Table 25 are now supported for the AM CP message.
Table 25. AMCP message tags

Tag Parameter description Status

0x65 Source port type (PSTN only) Required
0x07 Source module number Required
0x0D Source line number Required
0x15 Source channel number Required
0x66 Destination port type (RTP only) Required

MAX TNT TAOS 9.0 Addendum 149



Extensions features in TAOS 9.0
Proxy LCP and authentication for L2TP tunnels

Table 25. AMCP message tags (continued)

Tag Parameter description Status

0x70 Vol P encoding type (new G.723 value supported) Required
0x73 Packet loading (val ue depends on Vol P encoding type)  Required
0x5D Destination listen |P address Optiona
Ox5E Destination listen RTP port number Optional
Ox5F Destination send | P address Optional
0x60 Destination send RTP port number Optional

Note: TagsO0x70 and 0x 73 are required in AMCP messages, because one use of RMCPisto
query the information for a Vol P call.

Tunneling extension features

Proxy LCP and authentication for L2TP tunnels

If aPPP client’s profileis configured to initiate an L2TP tunnel, the MAX TNT unit operating
as an L2TP access concentrator (LAC) attempts to open atunnel or reuse an existing tunnel
after initial authentication of the connection.

If the LAC preauthenticates the client’s dial-in call by means of calling line ID (CLID) or
Dialed Number Information Service (DNIS), it initiates the tunnel to the L2TP network server
(LNS), and the LNS begins Link Control Protocol (L CP) negotiation with the mobile client.

If the LAC authenticates the PPP client’s dial-in call by means of a name and password, it
negotiates L CP with the client and then opens the PPP Auth state. Previously, the information
obtained from authentication and L CP negotiation on the LAC was not forwarded, so the LNS
had to restart negotiation with the client. Now, the LAC forwards relevant LCP information
(proxy LCP) and the caller’s name and password (proxy authentication). This feature provides
quicker connection of the client, because the LNS does not need to restart negotiation.

With proxy L CP, instead of sending an empty L CP Config Request packet in the data stream to
the LNS, the LAC sends the LNS the following information:

e Thefirst LCP Config Request packet received from the client.
* Thelast LCP Config Request packet received from the client.
* Thelast LCP Config Request packet the LAC sent to the client

With proxy authentication, the LAC completes PPP authentication of the dial-in call and then
sends the caller’s name and password to the LNS in the appropriate L 2TP attribute-val ue pairs.

Proxy L CP and authentication occur for digital callsthat are authenticated through any PPP
authentication protocol (such as PAP, CHAP, or MS-CHAP) but not for analog PPP
connections authenticated by a terminal-server login. For security reasons, the terminal server
erases the caller’s name and password immediately after authenticating the user.
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Support for Tunnel-Client-Auth-ID and Tunnel-Server-Auth-ID

MAX TNT units now support additional tunnel authentication settings to enable more flexible
and secure establishment of L2TP and Layer 2 Forwarding (L2F) tunnels. Previously, because
of constraints caused by L2TP and RADIUS protocol requirements, tunnel authentication
reguired that every network access server (NAS) in the network used the same system name,
even when the network spanned multiple administrative domains.

With the current software version, each NAS can send a unique system name for tunnel
authentication purposes. The name can be specified on a per-connection or per-server basis. If
RADIUS accounting is enabled, the MAX TNT unit reports the names used for tunnel
authentication in the Stop record.

Note: Tunnel authentication occurs before atunnel is established between two end points. Itis
negotiated between the MAX TNT unit and atunnel server and is independent of user
authentication. If tunnel authentication fails, all pending calls associated with the tunnel are
dropped.

For L2TP tunnels, because the LAC can now specify its name on a per-connection basis, you
can configure profiles to create parallel tunnels to the same destination. For example, some
sites use parallel tunnels to separate data streams that are directed to the same LNS but
destined for different networks.

Overview of local profile settings

The Client-Auth-1D parameter, previously supported only for L2F tunnels, now has an
expanded functionality. The Server-Auth-ID parameter is new.

For details about how the system uses these settings to determine whether to use an existing
tunnel or start a new one, see “How the system finds a matching tunnel” on page 156. For
details about how the system determines which name to use for tunnel authentication, see
“How the system name is selected” on page 156.

Following are the parameters (shown with default values) relevant to the enhanced tunnel
authentication provided by this feature:

[in CONNECTI ON "":tunnel - options]
profile-type = disabled

tunnel i ng- protocol = at np-protocol
pri mary-tunnel -server = ""
secondary-tunnel -server = ""
password = ""
client-auth-id
server-auth-id

[in TUNNEL- SERVER/ ""]
shared-secret = ""

client-auth-id
server-auth-id

[in L2- TUNNEL- GLOBAL]
| 2t p-systemnane = ""
| 2f -systemnane = ""

[in SYSTEM
name = ""
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Par ameter
Profile-Type

Tunneling-Protocol

Primary-Tunnel-Server

Secondary-Tunnel-Server

Password
Client-Auth-1D

Server-Auth-1D

Shared-Secret

L2TP-System-Name
L 2F-System-Name

Name

Specifies
Type of tunneling profile. Must be set to nobi | e- cl i ent for
PPP clients using L2TP or L 2F tunneling.

Protocol used to establish the tunnel. Must be set to | 2f -
pr ot ocol orl 2t p- prot ocol tousethisfeature.

IP address or hostname of atunnel end point. If aDNS lookup
returns several |P addresses, the system attempts to establish a
tunnel to each addressin turn. If the primary server is unavailable,
the system attempts to establish a tunnel to the secondary server.

IP address or hostname of atunnel end point. If a DNS lookup
returns several |P addresses, the system attempts to establish a
tunnel to each addressin turn. If the primary server is unavailable,
the system attempts to establish a tunnel to the secondary server.

Password used for authenticating the tunnel.

Name sent to the tunnel server for authenticating the tunnel. The
name can contain up to 31 characters. Note that L 2F does not
support Client-Auth-1D or Server-Auth-I1D from a Tunnel-Server
profile. For more details, see “How the system name is selected”
on page 156.

Name sent from the tunnel server to the system initiating the
tunnel during the tunnel authentication phase. The name can
contain up to 31 characters.

Note that this field is currently ignored if it is specified in a
Connection profile. Note that L2F does not support Client-Auth-
ID or Server-Auth-1D from a Tunnel-Server profile.

Shared secret for authenticating the tunnel.

Name sent to the tunnel server for authenticating the tunnel if
Client-Auth-1D is not specified. See “How the system name is
selected” on page 156.

Name sent to the tunnel server for authenticating the tunnel if
Client-Auth-1D is not specified, and L2TP-System-Name or L 2F-
System-Name is not specified. See “How the system nameis
selected” on page 156. If the domain name is configured in the IP-
Global profile, the specified system nameis concatenated with the
domain name.

Overview of RADIUS attribute-value pairs

RADIUS supports this feature by using the following attribute-value pairs. These attribute-
value pairs support tag fields, as described in the RFC 2868. Each tag value (from 1 to 31)
defines an independent tunnel attempt description. The Tunnel-Client-Auth-1D and Tunnel-
Server-Auth-1D attributes can be specified in Access-Response packets and are generated in

Accounting-Request packets.

RADIUS attribute Value

Tunnel-Type (64)

Tunneling protocol(s) to be used. Must be set to L2TP (3) or L2F
(2) to use this feature.
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RADIUS attribute

Tunnel-Server-Endpoint
(67)

Tunnel-Password (69)

Tunnel-Client-Auth-1D
(90)

Tunnel-Server-Auth-1D
(91)

Examples of tunnel authentication

Value

I P address or hostname of the tunnel end point. If a DNS lookup
returns several |P addresses, the system attempts to establish a
tunnel to each addressin turn.

Shared secret for authenticating the tunnel.

Name sent to the tunnel end point by the system requesting the
tunnel (the NAS or LAC) during the tunnel authentication phase.
The name can contain up to 31 characters. See “How the system
nameis selected” on page 156.

Name sent from the tunnel end point (the gateway or LNS) to the
system initiating the tunnel during the tunnel authentication phase.
The name can contain up to 31 characters.

This attribute does not apply unless the protocol used to establish
the tunnel isL2TP or L2F. The attribute can be specified in
Access-Response packets and is generated in Accounting-Request
packets.

In the example shown in Figure 5, aPPP client dialsinto aMAX TNT unit to tunnel into its
home network across the Internet.

Figure5. Example of L2TP tunnel authentication

PPP client

L2TP tunnel
LAC LNS

For the purposes of thisexample, the MAX TNT unit authenticatestheinitial PPP dial-in by its
Dia Number Information Service (DNIS) number. (DNIS authentication is not required for
tunnel authentication.) The MAX TNT unit operates as an L2TP access concentrator (LAC),
but not as an LNS. So this example shows only the LAC configuration.

System configuration

For RADIUS to authenticate callers, the External-Auth profile must be configured. For
exampl e, the following commands configure the MAX TNT unit to use a RADIUS server for
both authentication and accounting purposes:

adm n> new external -auth

EXTERNAL- AUTH r ead
adm n> set auth-type

adm n> set acct-type

= radi us

= radi us

adm n> set rad-auth-client auth-server-1 = 2.2.2.3
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adm n> set rad-auth-client
adm n> set rad-auth-client
adm n> set rad-auth-client
adm n> set rad-acct-client
adm n> set rad-acct-client
adm n> set rad-acct-client
adm n> set rad-acct-client
admin> wite

EXTERNAL- AUTH written

aut h-port = 1645
aut h- key = key
auth-timeout =5
acct-server-1 = 2.2.2.3
acct-port = 1646
acct - key = key
acct-timeout =5

The next set of commands configures the system to collect DNIS information:

adm n> read answer-defaul t
ANSVEER- DEFAULTS r ead

adm n> set clid-auth-node

adm n> set ppp-answer receive-auth-node

admn> wite -f
ANSWER- DEFAULTS written

S

= dnis-first

any- ppp- aut h

Connection-based tunnel authentication

The following commands configure alocal Connection profile for the PPP client and specify a

Client-Auth-1D name:

adm n> new connection dni s-user

CONNECTI OV dni s-user read

cal | edNuber

adm n> set

adm n> set tunnel -options
adm n> set tunnel -options
adm n> set tunnel -options
adm n> set tunnel -options
adm n> set tunnel -options

admn> wite -f
CONNECTI ON/ dni s-user witt

001
profile-type = nobile-client

tunnel i ng- prot ocol = |2t p-protoco

primary-tunnel -server = 1.1.1.1
password = conn-pass
client-auth-id = conn-LAC

en

Note that you need not assign an | P address because it is assigned by the LNS. Following isa

comparable RADIUS profile:

001 User-Password = "Ascend-DNI S*, Service-Type = Di al out
Tunnel - Type = L2TP,
Tunnel - Server-Endpoint = 1.1.1.1,
Tunnel - Password = conn- pass,

Tunnel -Cdient-Auth-1D = conn-LAC

With the sample profiles, the LAC uses DNIS to authenticate the PPP client's dia-in call. It
then initiates atunnel to the LNSif atunnel does not already exist to that end-point address.
When the MAX TNT unit requests the tunnel, it passes the LNS the string conn- LAC asits

local system name, and usesconn

- pass asthe password to authenticate the tunnel. The LNS

uses the same strings to authenticate the LAC before establishing the tunnel.

154

MAX TNT TAOS 9.0 Addendum



Extensions features in TAOS 9.0
Support for Tunnel-Client-Auth-1D and Tunnel-Server-Auth-ID

Server-based tunnel authentication

The following commands configure alocal Connection profile for the PPP client and do not
specify apassword or Client-Auth-1D name:

adm n> new connection dni s-user
CONNECTI QN dni s-user read

adm n> set call edNunmber = 001

adm n> set tunnel -options profile-type = nobile-client

adm n> set tunnel -options tunneling-protocol = I|2tp-protocol

adm n> set tunnel -options primary-tunnel -server = | ns. exanpl e.com

admn> wite -f
CONNECTI OV dni s-user witten

Following is a comparable RADIUS profile:

001 User-Password = "Ascend-DNI S*, Service-Type = Dial out
Tunnel - Type = L2TP,
Tunnel - Server - Endpoi nt = | ns. exanpl e. com

With the sample profiles, the LAC uses DNIS to authenticate the PPP client’s dial-in call. It
then initiates atunnel to the LNSif atunnel does not already exist to that end-point address. If
tunnel authentication is enabled and no tunnel password is specified in the Connection profile,
the unit searches for a Tunnel-Server profile before requesting the tunnel. If it finds a Tunnel-
Server profilefor the LNS, the unit sends the Client-Auth-1D to the LNS and the end points use
the tunnel password (the shared secret) to authenticate the tunnel. Following is a sample
Tunnel-Server profile that specifies a password and local system name for use in tunnel
authentication:

adm n> new tunnel -server |ns. exanpl e. com
TUNNEL- SERVER/ | ns. exanpl e. com r ead

adm n> set shared-secret = ts-pass,
adm n> set client-auth-id = ts-LAC
adm n> wite

TUNNEL- SERVER/ | ns. exanpl e.comwitten
Following is a comparable RADIUS profile:

I ns. exanpl e. com Password = "", Service-Type = Di al out
Tunnel - Password = ts-pass
Tunnel -Client-Auth-1D = ts-LAC

Note: If no Tunnel-Server profile exists, the LAC proceeds as described in “How the system
name is selected” on page 156.

Examples of creating parallel L2TP tunnels to the same end point

After the LAC has authenticated a PPP client’s dial-in call, it looks for an existing tunnel that
matches both the tunnel server end point and the Client-Auth-1D specified in the client’s
profile. If the LAC finds an established tunnel that matches these values, it usesthe tunnel. If it
does not find a matching tunnel, it initiates atunnel request. This process can be used to create
parallel L2TP tunnels by specifying different Client-Auth-I1D valuesin profiles.
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How the system finds a matching tunnel

If the client’s profile specifies a hosthame as the tunnel-server end point, the system must
match both the hostname and the server’s actual |P address to allow the client to use an
established tunnel.

If Client-Auth-1D is specified in the caller’s profile, the system attempts to match the caller to
an existing tunnel by using the following values:

e Tunnel server’s IP address (and hostname, if specified)
e Client-Auth-ID

If Client-Auth-ID isnot specified in the caller’s profile, the system attempts to match the caller
to an existing tunnel by using only the tunnel server’s | P address (and hostname, if specified).

If the system finds a match on the basis of the values, it uses the tunnel. If the MAX TNT unit
does not find amatching tunnel entry, it initiates a new tunnel request.

How the system name is selected

If tunnel authentication is enabled and the MAX TNT unit is requesting a new tunnel, it looks
for a system name to send to the LNS as follows:

1 If available, usesthe Client-Auth-1D specified in the caller’s Connection profile. If Client-
Auth-1D is not specified in the Connection profile, the system goes on to the next
aternative.

2 If available, usesthe Client-Auth-1D specified in the Tunnel-Server profile for the LNS. If
Client-Auth-ID is not specified in a Tunnel-Server profile, the system goes on to the next
alternative.

3 If available, usesthe L2TP-System-Name specified in the L2-Tunnel-Global profile. If
L2TP-System-Name is not specified in that profile, the system goes on to the next
aternative.

4  If available, uses the Name specified in the unit’s System profile. If Nameis not specified
in that profile, the system goes on to the next alternative.

5 Sendsthestring nonarne.

Examples of how Client-Auth-ID settings create parallel tunnels

In this example, the LNS system’s DNS hostnameis a. exanpl e. com(afully qualified
domain name), which resolvesto two | P addresses, 1.1.1.1 and 1.1.1.2. The hosthame

b. exanpl e. net alsoresolvestothe 1.1.1.1 address. Table 26 shows existing tunnelsto the
LNS, which were authenticated using different Client-Auth-1D strings.

Table 26. Existing tunnelsto the same LNS

Address Client-Auth-1D Tunnel-Server Tunnd-ID
1111 al a. exampl e.com |102
1111 a2 a. exampl e.com |103
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Table 27 shows how the system matches the valuesin the clients' profiles asit receives
incoming calls, and the resulting action the system takes in terms of using an existing tunnel or
creating a new one.

Table 27. Tunnels created for incoming callers based on profile settings

Values used to match tunnel:

Resulting action Tunnd-ID
Address |Client-Auth-1D | Tunnel-Server
1111 al a. exanpl e. com |Reusetunnel 102
1111 a2 a. exanmpl e. com |Reusetunnel 103
1111 b b. exanpl e. net Establish new tunnel (104
1111 b a. exanpl e. com |Establish new tunnel |105
1111 a. exanmpl e. com |Reusetunnel 102 or 103
1111 a2 b. exanpl e. net Establish new tunnel 106
1112 al a. exanpl e. com |Establish new tunnel |107

Note: The caler that does not supply a Client-Auth-1D string matches the tunnel-server end
point, so the existing tunnel to that end point (Tunnel-ID 102) is reused.

Examples of configuration errors causing multiple tunnels

Configuration errors can lead to unintentional parallel tunnelsto the same tunnel end point. For
this reason, you should either use the Client-Auth-1D setting for all user profilesto a particular
LNS or decide not to use that setting for callers tunneling to that LNS.

For example, suppose your RADIUS users file contains the following two user profiles and
tunnel server profile;

userl Password = userpass
Tunnel - Type L2TP,
Tunnel - Server - Endpoi nt = | ns. exanpl e. com
Tunnel -d ient-Auth-1D = A-LAC,

user2 Password = userpass
Tunnel - Type = L2TP,
Tunnel - Server - Endpoi nt = | ns. exanpl e. com

I ns. exanpl e. com User - Password = "", Service-Type = Di al out
Tunnel - Password = tunpass,
Tunnel -dient-Auth-1D = Al MPLACs
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If user 1 callsin first and establishes atunnel, user 2 can reuse that tunnel, as shown in

Table 28.

Table 28. Tunnels created when user1 dialsin first (configuration error not detected)

Values used to match tunnels:
Resulting action Tunnd-ID
Address |Client-Auth-1D | Tunnel-Ser ver
2222 A-LAC Ins.example.com |Create new tunnel 88
2222 Ins.example.com |Reuse tunnel 88

However, if user 2 callsin first and establishes atunnel, the system will obtain a system name
for authentication from the tunnel-server profile. When user 1 diasin, the caller will be
unable to reuse the tunnel, because the authentication names will not match. This situation is
shown in Table 29.

Table 29. Tunnels created when user2 dialsin first (configuration error shown)

Values used to match tunnels;

Address

Client-Auth-1D

Tunnel-Server

Resulting action

Tunneél-1D

40

2222 AlIMYLACs |Ins.example.com |Create new tunnel
2222 A-LAC

Ins.example.com |Create new tunnel 42

Support for tunnel assignment IDs

Like the Client-Auth-1D described in “ Support for Tunnel-Client-Auth-1D and Tunnel-Server-
Auth-ID” on page 151, the tunnel assignment ID provides amechanism for informing the LAC
whether to assign aclient session to an existing tunnel or to create anew one. It isalso used for
grouping client sessions into specific tunnels. For details, see RFC 2868.

How tunnel assignment IDs affect tunnel matching

In addition to the criteria described in “How the system finds a matching tunnel” on page 156,
this feature enables the system to perform an additional, final check for atunnel assignment 1D
when selecting an existing tunnel or deciding to create a new one. After comparing the tunnel
transport address and, if specified in the client’s profile, the tunnel server’s hostname (Server-
Endpoint) against existing tunnels, the system begins comparing the following optional
parameters, in the order shown:

e Client-Auth-1D specified in the client’s profile and the Client-Auth-ID used for existing
tunnels

e Assignment-ID specified in the client’s profile and the tunnel assignment ID of existing
tunnels

The client profile matches existing tunnels only if both the Client-Auth-1D and the tunnel
assignment |D match. A null value in any one of these fieldsin an existing tunnel matches only
anull valuein the corresponding parameter in the client profile. If the MAX TNT unit does not
find a matching tunnel entry, it initiates a new tunnel request.

158

MAX TNT TAOS 9.0 Addendum



Extensions features in TAOS 9.0
Support for tunnel assignment IDs

Overview of local profile settings

The following new parameters (shown with default values) have been added to local profiles:
[ CONNECTI ON/ " " : t unnel - opti ons]

assi gnnent-id = ""

Parameter Specifies

Assignment-1D | dentification (name) assigned to tunnelsto allow grouping
sessions. A text string of up to 31 characters. The value has local
significance only. It is not transmitted to the remote tunnel end
point.

Overview of RADIUS attribute-value pair

RADIUS supports this feature by means of the following attribute-value pair:

RADIUS attribute Value

Tunnel-Assignment-ID  Identification (name) assigned to tunnels to allow grouping

(82 sessions. A text string of up to 31 characters. The value has local
significance only. It is not transmitted to the remote tunnel end
point.

Example of configuring a tunnel assignment ID

In this example, the MAX TNT unit is configured to perform tunnel authentication for L2TP
tunnels. The two PPP clients shown in Figure 6 are configured to use different tunnels to the
LNS on the basis of their tunnel assignment | Ds. (The same clients could be configured to use
the same multiplexed tunnel if their tunnel assignment IDs were set to the same string.)

Figure 6. L2TP tunnel setup that uses tunnel assignment IDs

10.1.1.1/24 (modem user) tunnel named

- modem-taid
=

L\ —_ tunnel nam

20.1.1.1/24 (ISDN user) 2223 isdn-taid
The following set of commands enables tunnel authentication on the MAX TNT unit:

adm n> read | 2-tunnel - gl obal
L2- TUNNEL- GLOBAL r ead

adm n> set | 2tp-node = | ac
adm n> set | 2tp-auth-enabled = yes

adm n> wite
L2- TUNNEL- GLOBAL written
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The following set of commands creates local Connection profiles for the two mobile clients:

adm n> new connecti on nodenuser
CONNECTI ON/ nodenuser read

adm n> set ppp-options recv-password =

adm n> set tunnel -options profile-type

adm n> set tunnel -options tunneling-protocol

nmobi | e-cl i ent

= | 2t p- pr ot ocol

adm n> set tunnel-options primary-tunnel-server = 1.1.1.1

adm n> set tunnel -options password = shared
adm n> set tunnel-options client-auth-id

adm n> set tunnel -options assignnment-id

adm n> wite
CONNECTI ON/ nbdenuser witten

adm n> new connection isdnuser
CONNECTI ON/ i sdnuser read

adm n> set ppp-options recv-password =

adm n> set tunnel -options profile-type

adm n> set tunnel -options tunneling-protocol

t aos-unit

nodemt ai d

nobi | e-cl i ent

= | 2t p- prot ocol

adm n> set tunnel-options primary-tunnel-server = 1.1.1.1

adm n> set tunnel -options password = shared
adm n> set tunnel -options client-auth-id

adm n> set tunnel -options assignnment-id

admn> wite
CONNECTI ON/ i sdnuser witten

Following are comparable RADIUS profiles:

nodenuser Password = "test"
User - Servi ce = Franed- User,
Fr amed- Pr ot ocol = PPP,
Test-ldle-Limt = 0,
Tunnel - Type = L2TP : 1,
Tunnel - Server-Endpoint = 1.1.1.1 :
Tunnel -Cient-Auth-1D = taos-unit:
Tunnel - Password = shared,

Tunnel - Assi gnnent -1 D = nodemtaid: 1

i sdnuser Password = "test"
User - Servi ce = Franed- User,
Fr amed- Pr ot ocol = PPP,
Test-ldle-Limt = 0,
Tunnel - Type = L2TP : 1,
Tunnel - Server-Endpoint = 1.1.1.1 :
Tunnel -Cient-Auth-1D = taos-unit:
Tunnel - Password = shared,
Tunnel - Assignment-1D = isdn-taid: 1

RADIUS accounting support

t aos- uni t

isdn-taid

RADIUS accounting Stop records display the Tunnel-Assignment-1D used for the user-

session. For example:
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Tue May 2 15:58:08 2000
User - Nane = "nodenuser"
NAS- I dentifier = 2.2.2.2
NAS- Port = 11313
NAS- Port - Type = Async
Acct - St at us- Type = St op
Acct - Del ay- Ti ne 0
Acct - Session-1d "317658341"
Acct - Authentic = Local
Acct - Session-Time = 112
Acct - I nput-Cctets = 2155
Acct - Qut put - Cctets = 513
Acct - I nput - Packets = 23
Acct - Qut put - Packets = 14
Ascend- Di sconnect - Cause =
Ascend- Connect - Progress =
Ascend- Xm t - Rate = 28800
Ascend- Dat a- Rate = 33600
Ascend- PreSession-Time = 19
Ascend- Pre- I nput-Cctets = 0
Ascend- Pre- Qut put-Cctets 0
Ascend- Pr e- | nput - Packet s 0
Ascend- Pr e- Cut put - Packets = 0
Ascend- Modem PortNo = 1
Ascend- Modem Sl ot No 7
Ascend- Modem Shel fNo = 1
Caller-1d = "1119855510"
Client-Port-DNIS = "3826"
Tunnel - Type = L2TP
Tunnel - Server - Endpoint = "1.1.1.1"

185
60

Tunnel -Client-Auth-1D = "taos-unit"
Tunnel - Server-Aut h-1D = "nmax6k- | ns"
Tunnel - Assi gnment -1 D = "nodem t ai d"

Support for L2TP hidden attributes

By supporting hidden attributes, this release compl etes the process of bringing the L2TP
implementation on the MAX TNT unit into conformance with Draft 16 of RFC 2661, Layer
Two Tunneling Protocol “ L2TP” . The unit now correctly parses and decrypts hidden attributes
aswell asthe random vector attribute-value pair, with the exception that the assigned tunnel 1D
attribute-value pair cannot be hidden in the Start-Control-Connection-Request (SCCRQ)
message. The unit does not hide any attributes except under the control of a debug flag.

Support for Tunnel-Private-Group-ID in L2TP

The Tunnel-Private-Group-1D parameter identifies a gateway connection to an L2TP network
server (LNS), MAX TNT units configured as LACs, and non-Lucent L2TP network servers
that support this feature.

Thisfeature is already supported in the Ascend Tunnel Management Protocol (ATMP).
Currently, Lucent LNSs do not support this feature.

The RADIUS Tunnel - Pri vat e- G oup- | Dattribute and the TAOS
honenet wor kname parameter inthet unnel - opt i ons subprofile of the local
connection profile now apply to L2TP tunnels (LAC only) aswell as ATMP tunnels.
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Example of a RADIUS profile;

Mobi | eCl i ent Password = "Ascend”,
Tunnel - Type = L2TP,
Tunnel - Privat e-Group-1 D = Radi usPrivat eG oup,
Tunnel - Server - Endpoi nt = 21.21.21.21

Enhanced RADIUS accounting and call logging for VPNs

This release introduces two new attributes for RADIUS accounting and call logging with
virtual private network (VPN) configurations. Two other VPN-specific attributes, formerly
used only for authentication, now can be used for RADIUS accounting and call logging as
well.

The following attributes have been added for RADIUS accounting and call logging with VPN
configurations:

e Acct-Tunnel-Connection (68)

e Ascend-Tunnel-Auth-Type (260)

Following are the attributes that were formerly used only for authentication, and which now
appear in RADIUS accounting and call logging packets:

e Ascend-Tunnel-VRouter-Name (31)

e Ascend-Vrouter-Name (102)

The description of each new attribute related to RADIUS accounting and call logging with

VPNs follows. For information on the existing Ascend-Tunnel-V Router-Name and Ascend-
Vrouter-Name attributes, see the TAOS RADIUS Guide and Reference.

Acct-Tunnel-Connection (68)

Description: An RFC standard attribute that identifies the tunnel session for an L2TP tunnel.

Usage: Acct-Tunnel-Connection appears in Accounting-Request and A ccount-Response
packets. Along with the Tunnel-Client-Endpoint and Tunnel-Server-Endpoint attributes, Acct-
Tunnel-Connection uniquely identifies a session. The Acct-Tunnel-Connection string appears
in the following format:

i paddr 1-t unnel 1- sessi onl-i paddr 2-t unnel 2- sessi on2

Element Description
i paddr1, ipaddr2 [P addressesof the tunnel end points.
tunnel 1 Tunnel 1D (in hexadecimal) for the tunnel end point ati paddr 1.
tunnel 2 Tunnél ID (in hexadecimal) for the tunnel end point at i paddr 2.
sessionl Session ID (in hexadecimal) for the tunnel end point at

i paddr 1.
sessi on2 Session ID (in hexadecimal) for the tunnel end point at

i paddr 2.

Example: acct -tunnel -connection = "170. 20. 200. 2- 0001- 001D
200. 168. 24. 141- 0005- O0O5F"
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Dependencies. To simplify the matching of accounting records at both ends of the tunnel, the
numerical value of i paddr 1 must be lessthan that of i paddr 2.

See Also: Ascend-Tunnel-Auth-Type, Ascend-Tunnel-V Router-Name, Ascend-Vrouter-
Name, Tunnel-Client-Endpoint, Tunnel-Server-Endpoint in the TAOS RADIUS Guide and
Reference

Ascend-Tunnel-Auth-Type (260)
Description: A 16-bit vendor-specific attribute (V SA) that describes the method used to
authenticate the call.
Usage: Specify one of the following values:
e Textua (1) specifies a username/password exchange.
»  Chap (2) specifies Challenge Handshake Authentication Protocol (2).
*  Pap (3) specifies Password Authentication Protocol (3).
*  None (4) specifies no authentication.
e MsChap (5) specifies Microsoft CHAP.

Example: Ascend- Tunnel - Aut h- Type = Chap
Dependencies. Ascend-Tunnel-Auth-Typeis sent with atag value of O (zero).

See Also: Acct-Tunnel-Connection, Ascend-Tunnel-V Router-Name, Ascend-Vrouter-Name,
Tunnel-Client-Endpoint, Tunnel-Server-Endpoint in the TAOS RADIUS Guide and Reference.

Support for L2TP, PPTP, and L2F disconnect and progress codes

This release supports a new set of disconnect and progress codes for the following tunneling
protocols:

e Layer 2 Tunneling Protocol (L2TP)
e Point-to-Point Tunneling Protocol (PPTP)
e Layer 2 Forwarding (L2F)

You can use the disconnect and progress codes introduced in this release to troubleshoot the
configuration of your unit’s tunneling systems. These progress and disconnect codes are
logged by the Sysog, RADIUS accounting, and call logging servers.

A tunnel entry or tunnel descriptor refers to the set of values that describes atunnel end point.
For example, the following RADIUS attributes constitute a tunnel entry for the user
JohnDoe:

JohnDoe Passwor d="abc"

Tunnel - Type = L2TP,

Tunnel - Server - Endpoi nt = LNS. exanpl e. com
Tunnel - Password = difficult,

Tunnel -dient-Auth-1D = MYLAC,

Tunnel - Server-Auth-1D = Hi SLNS ...
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The following progress codes are now reported by tunneled callsusing L2TP, PPTPR, or L2F:

Progress

code Description

240 Tunnel isbeing started. Set when the unit has determined that acall must
be tunneled. Errors occurring during this period usually indicate that a
tunnel server entry isinvalid.

241 System is resolving the address of a remote tunnel server end point by
DNS. Errors occurring during this period usually indicate a problem
with DNS or an invalid tunnel server entry.

242 System is contacting a remote tunnel server. Set after the unit has
resolved the address of the remote tunnel end point and has started trying
to contact it. Errors occurring during this phase usually indicate that the
remote server is unreachable because it is not operating, because no
route to it exists, or because of tunnel authentication errors, depending
on the tunneling protocol used. Call authentication errors do not usually
affect this phase.

243 Call isbeing transferred to a remote tunnel server. Set after the unit
contacts the remote tunnel end point. At this point, the two tunnel end
points are actively working on establishing the tunnel, authenticating
each other if needed, and negotiating the tunnel session (tunnel
authentication isindependent of user authentication). Errors occurring
during this phase usually indicate resource or configuration problems on
the remote server, such asincorrect or invalid tunnel passwords or
configuration conflicts.

244 Tunnel is established. Call has been tunneled to the remote tunnel end
point and it is ready to transfer data. This code is sometimes superseded
by code 60 (Session up).

The following disconnect codes are now supported by tunneled callsusing L2TP:

Disconnect I
Description

code

730 Unknown reason.

731 Tunnel protocol is disabled by a configuration setting or software license.

732 Operation is disallowed by configuration.

733 Invalid tunnel end point entry values.

734 Out of resources.

735 Tunnel end point is being shut down. All calls and tunnels using the same
tunnel end point are affected.

736 Administrative tunnel disconnect. All calls using the same tunnel are
affected. Other tunnels to the same tunnel end point are not affected.

750 Server is not responding because it timed out.

751 Server is not responding to periodic hello commands.

752 Tunnel authentication failed.
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753 Missing tunnel password. A tunnel password is required but cannot be
found.

754 Tunnel protocol error. A protocol mismatch probably occurred between
the tunnel end points.

770 Call was cleared dueto carrier loss.

771 Call failed because no carrier was detected.

772 Call failed due to a busy signal.

773 Call failed dueto alack of dial tone.

774 Call failed due to an invalid destination number.

775 Call failed because of invalid framing or because no framing was
detected.

776 Incoming call was rejected by the remote tunnel end point for unspecified
reasons.

777 Outgoing call was rejected by the remote tunnel end point (LAC) for
unspecified reasons.

778 Call was not established within the allotted time.

For example, if you issuethel 2t pst op command on the LNS terminal screen to disconnect
an L2TP tunnel, the following codes are be reported on the LAC and LNS:

admi n> | 2tpstop 2
LAC: ¢=736 p=244 (DI S_L2TUNNEL_ADM N_DI SCONNECT, PR_TUNNEL_UP)

Sysl og :
May 9 16:21:52 max ASCEND: call 2 CL OK u=test c¢c=736 p=244
s=14400 r=14400

RADI US accounti ng:
Ascend- Di sconnect - Cause 736 (DI'S_L2TUNNEL_ADM N_DI SCONNECT)
Ascend- Connect - Progress = 244 (PR_TUNNEL_UP)

LNS: c¢=736 p=60 (DI S_L2TUNNEL_ADM N_DI SCONNECT, PR_LAN_SESSI ON_UP)
Sysl og :
May 9 16:21:51 maxlns ASCEND: call 3 CL OK u=test c=736 p=60
$=14400 r=14400

RADI US accounti ng:
Ascend- Di sconnect - Cause
Ascend- Connect - Pr ogr ess

736 (DI'S_L2TUNNEL_ADM N_DI SCONNECT)
60 (PR_LAN_SESSI ON_UP)

New ATMP disconnect codes

Background

This release includes several new Ascend Tunnel Management Protocol (ATMP) disconnect
codes.

If an ATMP client disconnects because of an ATMP error, the new ATM P disconnect codes can
help you diagnose the exact cause of the problem. Each code can appear in a Syslog record or
as the value of Ascend-Disconnect-Cause (195) in a RADIUS accounting record.
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List of disconnect codes

Following are the new disconnect codes:

Number Explanation

700 Authentication of the Foreign Agent failed.

701 Tunneling is not enabled on the Home Agent.

702 The system is out of resources because too many tunnels have been
established.

703 One of the fields in the TUNNEL message contained an invalid value.

704 The tunnel number in the Generic Routing Encapsulation (GRE)
packet isinvalid or does not exist. Thiserror usually indicates that one
side was reset.

705 The peer agent did not respond.

706 The Connection profile for the Home Network in gateway modeis not
active.

707 A Domain Name System (DNS) lookup of the Home Agent could not

be resolved to an | P address.

708 This code denotes a general error, and has been superseded by codes
709 through 712. Code 708 appears only if you connect to a unit
running software issued before the addition of codes 709 through 712.

709 The Home Agent is not in gateway mode.

710 The Home Agent failed to set up aroute.

711 The Foreign Agent detected an idle tunnel and cleared it.
712 The Home Agent detected an idle tunnel and cleared it.

Virtual router extension features

Support for VRouters with ATMP

You can now use multiple virtual routers (VRouters) with the Ascend Tunnel Management
Protocol (ATMP).

When auser connects to the MAX TNT, the ATMP tunnel is established by means of the
specified VRouter. In previous software releases, you could use only the main VRouter to
create an ATMP tunnel. You can assign the same | P address to multiple Home Agentsin
different private segments and select which Home Agent to use by defining the VRouter in the
user’s TAOS Connection profile or the user’s RADIUS profile.

To specify the VRouter for the Connection profile commgr oup, proceed as in the following
example:

[ n CONNECTI ON comygr oup]

adm n> set vrouter = conpanyvr

admn> wite

CONNECTI ON commgroup written
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Following is a sample RADIUS profile;
comgr oup Passwor d="123"

User - Ser vi ce=Fr aned- User,

Franmed- | P- Addr ess=199. 199. 199. 200,
Framed- | P- Net mask=255. 255. 255. 0,
Fr aned- Pr ot ocol =PPP,

Ascend- Rout e- | P=1,

Tunnel - Type = ATMP

Tunnel - Ser ver - Endpoi nt =10. 5. 7. 2,
Tunnel - Password = "at np",

Ascend- Honme- Agent - UDP- Por t =5150,
Ascend- Hone- Net wor k- Nane="HOWNET" ,
Ascend- Tunnel - VRout er - Nane = "conpanyvr"

Support for VRouters in IPX networks

TAOS 9.0 release enhancesthe MAX TNT implementation of virtual routers (V Routers) by
adding support for IPX networks. In previous software releases, V Routers were available only
for 1P networks.

A VRouter isagrouping of the LAN or WAN interfacesinaMAX TNT unit. Each VRouter
hasits own associated IPX ARP table, IPX Routing table, IPX servicetable, IPX session table,
IPX address pools, IPX ping statistics, IPX traffic statistics, and IPX dial-in route tables. For a
discussion of VRouters, see the APX 8000/MAX TNT/DSTNT WAN, Routing, and Tunneling
Configuration Guide.

Creating an IPX VRouter

You create a VRouter profile for an IPX network just as you would for an IP network. For
detailed instructions on how to create a VVRouter profile, see the chapter on virtual routersin
the APX 8000/MAX TNT/DSLTNT WAN, Routing, and Tunneling Configuration Guide.

To support IPX networks, the VRouter profile now contains the new parametersi px-
routi ng-enabl ed andi px-di al i n- pool . You configure the VRouter profile by
setting the following parameters. (Parameters in the VRouter profile that are not in the
following list do not apply.)

Parameter Specifies

Name Unique name for the VRouter, up to 23 characters. To group
interfaces belonging to this VVRouter, you specify this value
in the IPX-Interface profile. See “ Assigning the IPX
interface to a VRouter” on page 168.

| px-Routing-Enabled Enable/disable IPX routing on the specified VRouter. Set to
yes to enable IPX routing on the VRouter. By default, this
parameter is set to no.

|px-Didin-Pool Dial-in pool of IPX network addresses to be shared by the
IPX WAN interfaces. Specify the addresses in dotted-
hexadecimal notation, similar to that of an IPX network
number. If no dial-in pool is specified, the MAX TNT uses
the global VVRouter pool specified in the IPX-GLOBAL
profile.
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Example of defining an IPX VRouter

The following commands create a V Router profile ipxcorpl:

adm n> new vrouter ipxcorpl
VROUTER/ i pxcor pl read

adm n> set ipx-routing-enabled = yes
adm n> set ipx-dialin-pool = 00:00:00:00

adnmin> wite
VROUTER/ i pxcorpl witten

Defining a global IPX VRouter

You configure agloba VRouter for the MAX TNT unit by setting the gl obal - vr out er
parameter in the IPX-GLOBAL prdfile.

Par ameter Specifies

Global-Vrouter Unique name for a global VRouter, up to 23 characters. By
default, this parameter is set to mai n.

The following commands define aglobal VRouter for the MAX TNT unit in an IPX network:

adm n> read | PX- GLOBAL
| PX- GLOBAL read

adm n> |ist
[in | PX GLOBAL]

interface-address = { { any-shelf any-slot 0} 0}
i px-routing-enabled = no

i px-di ali n-pool = 00:00: 00: 00

gl obal -vrouter = main

adm n> set gl obal -vrouter = mainv
admin> wite
| PX-GLOBAL written

Assigning the IPX interface to a VRouter

You assign an IPX interface to a VRouter by setting the VRouter parameter in the IPX-
Interface profile.

Par ameter Description

Vrouter Assignsthe IPX interface to aVRouter. If no VRouter is
specified, the interface belongs to the globa V Router.

The following set of commands assigns an |PX interface to the VRouter i pxcor pl:

adm n> read ipx-interface {{1 15 1}}
| PX-1 NTERFACE/{ { shelf-1 slot-15 1} 0 } read

admi n> |ist
[in IPX-INTERFACE/{ { shelf-1 slot-15 1 } 0 }]
adm n> set vrouter = ipxcorpl

adm n> wite
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| PX-1 NTERFACE/{ { shelf-1 slot-15 1} 0} witten

Static routes for VRouters
In an IPX network, the MAX TNT unit uses the VRouter setting specified in the IPX-Route

profile to dial out to reach the destination network. You do not have to modify the settingsin
the IPX-Route profile.

Netware command support for VRouters

The net war e command now supports the VRouter feature for |PX networks.

Netware

Description: Shows|PX network and server information for a specified VRouter. If no
VRouter is specified, the unit displays statistics for the global V Router.

Usage: netware [Vvrouternanme] [-option]

Syntax element Description

Vr out er name VRouter for which you want to display IPX network and server
information.

-n Displays NetWare IPX networks.

-p Displays NetWare IPX pings.

-s Displays NetWare IPX servers.

-t Displays NetWare IPX statistics.

Current limitations on VRouters in IPX networks

e SNMP management does not display information about the MAX TNT unit on a
per-VRouter basis. Errors and events are not logged on a VRouter basis. The existing
V Router implementation in TAOS does not have aMIB.

e« The MAX TNT implementation of VRouters for IPX networks does not include support
for ATMP or L2TP tunnel handling on a VRouter basis.

e The Service Advertising Protocol (SAP) home server proxy is not handled on aVVRouter
basis.

e |PX stacking on a VRouter basis is not supported.

Short-duration transaction network extension feature

SDTN support for TPDU terminals

The MAX TNT unit can now provide transport protocol data unit (TPDU) terminal accessto
short-duration transaction networks (SDTNs). For a discussion about SDTNs, see the APX
8000/MAX TNT/DSLTNT WAN, Routing, and Tunneling Configuration Guide. A TPDU
terminal uses the HDLC-Normal Response Mode (HDLC-NRM) protocol to access an SDTN
asfollows:

e TPDU terminals use the all-stations HDLC-NRM address as the secondary address.
e« The MAX TNT unit pollsthe TPDU terminals using its secondary address at link startup.
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The value written to this poll addressisthe value used in the initial Set Normal Response
Mode (SNRM) request from the MAX TNT unit. Thereafter, the HDLC-NRM protocol
implementation uses the address returned by the secondary station. The default for the station
poll addressis 255 (All-stations).

You configurethe MAX TNT unit by setting st at i on- pol | - addr ess parameter in the
hdl c- nr m opt i ons subprofile of the Connection profile. By default, this parameter is set
to 255.

Station-Poll-Address

Description: Specifiesthe address used by aMAX TNT unit in an HDLC-NRM-SNRM
reguest to poll a secondary transport protocol data unit (TPDU) station in a short-duration
transaction network (SDTN).

Usage: Specify an integer from 0 through 255. The default is 255, which is the all-stations
address.

Example: set station-poll-address = 255

Dependencies: Consider the following:

e For HDLC-NRM support, encapsul at i on- pr ot ocol must besettohdl c- nrm
and sdt n- packet s- server must be set toyes in the Connection profile.

Location: Connection>HDLC-NRM-Options

IP fax extension feature

Support for the Atlas redialer and DID

TAOS 9.0 enhances | P fax functionality by adding support for the Atlas rediaer. Thisrelease
also introduces support for Direct Inward Dialing (DID) with inbound IP fax calls. For a
detailed discussion of the MAX TNT IP fax feature and for information on how to configure
your MAX TNT unit for IP fax, see the APX 8000/DSLTNT/MAX TNT WAN, Routing, and
Tunneling Guide.

Specifying the type of redialer

You can now select the type of redialer for incoming fax calls by setting the new parameter,
di al -t ype, inthelp-Fax profile. In previous software releases, the MAX TNT unit
supported only the Mitel redialer. The following example shows how to specify the type of
redialer that is being used for an inbound IP fax call:

[in IP-FAX]
adm n> set dialer-type = atl as

adm n> wite
IP-FAX written

Par ameter Specifies

Diadler-Type Type of redialer that the MAX TNT unit uses for incoming fax calls.
Specify mi t el (thedefault) for the MITEL redialer or at | as for the
Atlasredialer.
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Support for DID on inbound IP fax calls

This release also enables DID support for inbound IP fax callson the MAX TNT unit. Every
DID subscriber, such as a network user or network printer receives a DID number. To send a
fax to a network user or device, senders dial the fax subscriber’s DID number and are
connected to a TAOS unit.

When a TAOS unit detects an incoming fax call, it authenticates the call by matching the DID
number received from the DID trunk against the DID numbers set in the f ax- di d parameter
of the Ip-Fax profile. If the numbers match, the TAOS unit initiates a connection with the fax
server by sending an incoming fax authentication packet (IFAP) to the fax server for
authentication. The incoming fax authentication packet includes the following information:

e Lineidentifier

*  DID number

« Cadller ID (if available)

In response to the incoming fax authentication packet, the fax server sends a fax connection
response packet (FCRP) that contains one of the following:

¢ FCRP-NACK—Thefax server is unable to handle the call.
* FCRP-ACK—Thefax server is unable to handle the call.

After successful establishing a connection with the fax server, the TAOS unit forwards the fax
to the fax server.

If the first server failsto accept the call, the MAX TNT unit attempts a connection with the
next fax server and so forth. After a connection has been established with afax server, the
MAX TNT unit continues to use that particular fax server for subsequent calls until the
connection to that fax server fails. The TAOS unit then attempts to connect to the next fax
server specified inthef ax- ser ver parameter.

The following parameters have been added to the Ip-Fax profile to support DID:
Parameter Specifies
All-Calls-Are-Fax Enable/disable the handling of all calls asfax calls. Otherwise, the

MAX TNT unit authenticates the incoming call based on DNIS or
DID. Thefollowing values are valid:

*  yes—The MAX TNT unit receives all callsasfax calls.

e no—TheMAX TNT unit authenticates the call based on DID
numbers or DNIS numbers, depending the value specified in the
fax-i ncom ng-cal | -t ype parameter.

Fax-Incoming-Call- ~ Type of fax call that the MAX TNT unit will accept. The following
Type values are valid:
* redi al er—All fax callsare rediaer calls (the default).

¢ di d—TheMAX TNT unit authenticates the call based on DID
entries.

Fax-DID List of upto eight DID numbersfor authentication. A DID number isa
dialable string of up to 24 numbers.
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Table 30 summarizes how the MAX TNT unit authenticates a call, based on the settingsin the
all -calls-are-fax andf ax-i ncom ng-cal | -type parameters.

Table 30. How IP-Fax settings determine authentication

all-calls-are- f ax-i ncom ng- MAX TNT unit behavior

f ax call-type

yes redi al er Receivesall incoming callsasredialer type of
fax call.

yes did Treats all incoming calls as DID type fax
cals.

no did Authenticates the call against the DID
numbersin thef ax- di d parameter.

no redi al er Authenticates the call against the DNIS
numbersin thef ax- Dni s parameter.

Sample IP-fax configuration

Following is asample IP-Fax profile that configuresaMAX TNT unit to use an Atlas redialer
for redialing calls and to authenticate calls by means of DID numbers:

[in |P-FAX

i p-fax-enabl ed = yes

out goi ng- f ax- port = 10002
server-1login = ipfax
dialer-type = atlas
server-password = wor ks

i ncom ng-fax-port = 10002
all-calls-are-fax = no
fax-incom ng-call-type = did

fax-dnis = [ 8057 8052 8004 "" "" "" "vonv
fax-did = [ 7470000 7775555 "" " "ttt

]
]

fax-servers = [ 10.40.40.126 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 ]
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