. NCRTEL
Tech Tip QNETWORKS
Alteon

Alteon HTTP Load Balancing

Contents
OVBIVIEW ...ttt ettt ettt e e okt e e e ettt e e e ok bt e e e ea kbt e e e et bt e e e ek b e e e e ek b e e e e e nbe e e e e anbeeeeenneeesannbeas 1
SAMPIE CONTIGUIALION .....eeiiiiiiee ettt ettt e et e et e e s kbt e e s abbe e e e e aabeeeessnbaeeeeane 2
ST U] o PP PP PP PP PRPPPN 2
(7] o1 iTo 011 oo [N = O3t R TP ERT TP 3
(07e] o1 iTo 8110 To [N = O3 U EPT TP 3
CoNfIQUING SRV L.ttt et e e e e e s e b b e et e e e e e e s e aanbbeeeeeaa e e e e annnbnneaeas 4
(O70] a1 iTo 0 TgTaTe ] 7 SRR 8
(7] a1iTo 8 TgTaTe Y1 (=T o SRR 8
(O70] a1 iTo 0T gTaTe g (=] g - Tod =TSSR 9
LO%e] a1 To 8 g1 aTe I C=T- IS ] A= £ R 11
Creating @ real SEIVEIS GrOUP .....cuuvrrreereeeieiietieeeeeeeesassssreereeeeessasssreerreeesesaanssrnnnreeeeesaansnsnnes 13
L] a1To 8 1o IRV T (1 = LB | PR 14
Enabling Client/SErver PrOCESSING......cccuiuutia ittt sttt e b e e 15
Enabling Server Load Balancing globally ... 16
Testing the CONIGUIALION .........cciiiiiiie e e 17
Appendix A. Sample SNIffEr traCES. .......eeeieieie e 24
Appendix B. Alteon configuration AUMIP .........ooo i e e 27
Overview

This document shows a sample configuration of the HTTP load balancing between multiple web
servers using Alteon WebOS switch.
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Sample configuration

Setup

192.168.10.0/24 192.168.20.0/24

L 1] -

PC1
GW: 192.168.10.100

SRV1

GW: 192.168.20.200
Alteon

If1: 192.168.10.100/24
If2: 192.168.20.200/24
VIP: 192.168.10.150 .
PC2
GW: 192.168.10.100 SRV2

GW: 192.168.20.200

PC1 — Windows 2000 workstation, IP address 192.168.10.7/24;

PC2 — RedHat Linux 7.3 workstation, IP address 192.168.10.75/24;

SRV1 — Contivity Secure IP Services Gateway acting as a web server, management IP
192.168.20.1/24, private IP 192.168.20.10/24;

SRV2 — Contivity Secure IP Services Gateway acting as a web server, management IP
192.168.20.2/24, private IP 192.168.20.20;24;

Alteon — Alteon AD3, code version 10.0.30.7, interface 1 IP 192.168.10.100/24, interface 2 IP
192.168.20.200/24, Virtual IP 192.168.10.150, port 1 — client port, ports 7, 8 — server ports;
HUB — Ethernet HUB.

The goal of the configuration is to setup a basic web server load balancing, where Alteon switch
distributes user connections between available web servers SRV1 and SRV2.

Note: When implementing load balancing identical content must be available at multiple servers.
Note: Contivity Secure IP Services Gateways were selected as HTTP servers an example only,
and could be substituted with any available web server.
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Configuring PC1
Configure IP address (192.168.10.7/24) on PC1 with an Alteon interface 1 (192.168.10.100) as a
default gateway:

C:\>ipconfig
Windows 2000 IP Configuration
Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix

IP AddresS. . . « +« « o « « o« « o : 192.168.10.7
Subnet Mask . . . . . . . . . . . : 255.255.255.0
Default Gateway . . . . . . . . . : 192.168.10.100

Configuring PC2

The root privileges are required for the configuration:

Ssu
Password:
[root@linux user]#

Configure IP address on PC2 (192.168.10.75/24):

[root@linux user]# /sbin/ifconfig eth0 192.168.10.75 netmask
255.255.255.0

Enable the interface:
[root@localhost user]l# /sbin/ifconfig eth0 up
Verify IP address has been set correctly and interface is up:

[root@localhost userl# /sbin/ifconfig ethO

etho Link encap:Ethernet HWaddr 00:0C:29:4D:F9:8C
inet addr:192.168.10.75 Bcast:192.168.10.255
Mask:255.255.255.0
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:209 errors:0 dropped:0 overruns:0 frame:0
TX packets:10 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:100
RX bytes:18588 (18.1 Kb) TX bytes:420 (420.0 Db)
Interrupt:10 Base address:0x10e0

Configure a default gateway pointing to Alteon interface 1 (192.168.10.100):

[root@localhost user]l# /sbin/route add 0.0.0.0 gw 192.168.10.100
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Verify the routing table:

[root@localhost user]# netstat -nr
Kernel IP routing table

Destination Gateway Genmask Flags MSS Window irtt Iface
0.0.0.0 192.168.10.100 255.255.255.255 UGH 40 O 0 etho
192.168.10.0 0.0.0.0 255.255.255.0 9) 40 O 0 etho
127.0.0.0 0.0.0.0 255.0.0.0 8] 40 O 0 lo

Configuring SRV1

Configure IP address for the management (192.168.20.1/24) and private (192.168.20.10/24)
interfaces on Contivity acting as a web server.

Login to the Contivity (the default administrator username (admin) and password (setup) were
used in this example):

Welcome to the Contivity Secure IP Services Gateway
Copyright (c) 1999-2004 Nortel Networks, Inc.

Version: V05 00.058

Creation date: Apr 19 2004, 20:54:20
Date: 04/21/2004

Unit Serial Number: 18492

Please enter the administrator's user name: admin
Please enter the administrator's password:

The Main Menu appears.
Enter 1 menu choice to configure IP address for the interfaces:

Main Menu: System is currently in NORMAL mode.

Interfaces

Administrator

Default Private Route Menu

Default Public Route Menu

Create A User Control Tunnel (IPsec) Profile
Restricted Management Mode FALSE
Allow HTTP Management TRUE
Firewall Options

Shutdown

System Boot Options

Configure Serial Port

Controlled Crash

Command Line Interface

Reset System to Factory Defaults

Exit, Save and Invoke Changes

HOWEQPOMWWoLoJIoauldwWwN

Please select a menu choice (1 - 9,B,P,C,L,R,E): 1
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The Interface menu appears.
Select 0 menu choice to configure IP address for the management and private interfaces:

- Interface Menu
- Interface Menu

0) Slot 0, Port 1, Private LAN
Interface IP Address =
Subnet Mask = 0.0.0.0
Speed/Duplex = AutoNegotiate

1) Slot 1, Port 1, Public LAN
IP Address =
Subnet Mask = 0.0.0.0
Speed/Duplex = AutoNegotiate

R) Return to the Main Menu

Please select a menu choice: 0

Enter the New IP Address for the Management interface (192.168.20.1), private Interface
(192.168.20.10), New Subnet Mask (255.255.255.0), leave the speed to default by clicking enter
at the speed/duplex menu:

0) Slot 0, Port 1, Private LAN
Interface IP Address =
Subnet Mask = 0.0.0.0
Speed/Duplex = AutoNegotiate

* Type 0.0.0.0 to delete.
* Just type <CR> to skip.
Old Management IP Address =
New Management IP Address* = 192.168.20.1

0ld Interface IP Address =
New Interface IP Address* = 192.168.20.10

0ld Subnet Mask
New Subnet Mask

0.0.0.0
255.255.255.0

01d Speed/Duplex = AutoNegotiate

1) AutoNegotiate (Default)
2) 100Mbs-FullDuplex

3) 100Mbs-HalfDuplex

4) 10Mbs-FullDuplex

5) 10Mbs-HalfDuplex

<CR>) Leave unchanged
Please select a menu choice (1-5, <CR>):
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The interface is configured.
Review the settings and enter R(r) to return to the main menu:

- Interface Menu

0) Slot 0, Port 1, Private LAN
Management IP Address = 192.168.20.1, ( Subnet Mask =
255.255.255.0 )
Interface IP Address = 192.168.20.10
Subnet Mask = 255.255.255.0
Speed/Duplex = AutoNegotiate

1) Slot 1, Port 1, Public LAN
IP Address =
Subnet Mask = 0.0.0.0
Speed/Duplex = AutoNegotiate

R) Return to the Main Menu

Please select a menu choice: R

Configure the default private route to point to Alteon interface 2 (192.168.20.200).
Select option 3 from the Main menu:

Main Menu: System is currently in NORMAL mode.

Interfaces

Administrator

Default Private Route Menu

Default Public Route Menu

Create A User Control Tunnel (IPsec) Profile
Restricted Management Mode FALSE
Allow HTTP Management TRUE
Firewall Options

Shutdown

System Boot Options

Configure Serial Port

Controlled Crash

Command Line Interface

Reset System to Factory Defaults

Exit, Save and Invoke Changes

Please select a menu choice (1 - 9,B,P,C,L,R,E): 3

HOBEQPOWWoOJIo0 U WN -

The Default Private Route Menu appears.
Enter option A (a) to add a new route:

- Default Private Route Menu

A) Add New Gateway
R) Return to the Main Menu

Please select a menu choice(A, R): a
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Enter a new default gateway (192.168.20.200) and a non-zero metric, 1 in this example:

* Just type <CR> to skip.
Please enter the new gateway address (x.x.x.x): 192.168.20.200

Please enter the cost (Numeric, greater than zero): 1
Review the settings and enter R (r) option to return to the Main menu:

- Default Private Route Menu

0) Gateway IP Address* = 192.168.20.200
Cost =1

A) Add New Gateway

R) Return to the Main Menu

Please select a menu choice(0, A, R): r
On the Main menu enter E (e) to apply and save the interface configuration:

Main Menu: System is currently in NORMAL mode.

Interfaces

Administrator

Default Private Route Menu

Default Public Route Menu

Create A User Control Tunnel (IPsec) Profile
Restricted Management Mode FALSE
Allow HTTP Management TRUE
Firewall Options

Shutdown

System Boot Options

Configure Serial Port

Controlled Crash

Command Line Interface

Reset System to Factory Defaults

Exit, Save and Invoke Changes

HOBEQPOWWwWoJIould wWh -

Please select a menu choice (1 - 9,B,P,C,L,R,E): e
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Configuring SRV2

In the same manner as for the SRV1 configure IP address for the management (192.168.20.2)
and private interfaces (192.168.20.20/24):

- Interface Menu

0) Slot 0, Port 1, Private LAN
Management IP Address = 192.168.20.2, ( Subnet Mask =
255.255.255.0 )
Interface IP Address = 192.168.20.20
Subnet Mask = 255.255.255.0
Speed/Duplex = AutoNegotiate

1) Slot 1, Port 1, Public LAN
IP Address =
Subnet Mask = 0.0.0.0
Speed/Duplex = AutoNegotiate

R) Return to the Main Menu

In the same manner as for SRV1 configure the default private route to Alteon interface 2
(192.168.20.200):

- Default Private Route Menu

0) Gateway IP Address* = 192.168.20.200
Cost =1

A) Add New Gateway

R) Return to the Main Menu

Configuring Alteon

Note, this sample configuration is started from factory default settings.
Login to the switch.

Enter password:

System Information at 11:05:11 Wed Apr 21, 2004
Alteon AD3

sysName :

sysLocation:

Select n to not run the setup script:

The switch is booted with factory default configuration.
To ease the configuration of the switch, a "Set Up" facility which
will prompt you with those configuration items that are essential
to the operation of the switch is provided.

Would you like to run "Set Up" to configure the switch? [y/n] n
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Configuring interfaces

Configure Interface 1.
Enter interface 1 configuration menu:

>> Main# /cfg/ip/if 1

[IP Interface 1 Menul]

addr - Set IP address

mask - Set subnet mask

broad - Set broadcast address

vlan - Set VLAN number

relay - Enable/disable BOOTP relay

ena - Enable IP interface

dis - Disable IP interface

del - Delete IP interface

cur - Display current interface configuration

Set mask (255.255.255.0), address (192.168.10.100) and enable the interface.

Note: If address is specified before the mask, a broadcast address must be entered using broad

command.

>> IP Interface 1# mask 255.255.255.0/addr 192.168.10.100/ena

Current subnet mask: 0.0.0.0
New pending subnet mask: 255.255.255.0
Current IP address: 0.0.0.0

New pending IP address: 192.168.10.100

Pending new broadcast address: 192.168.10.255
Current status: disabled

New status: enabled

Enter interface 2 configuration menu:

>> IP Interface 1# /cfg/ip/if 2

[IP Interface 2 Menul]

addr - Set IP address

mask - Set subnet mask

broad - Set broadcast address

vlan - Set VLAN number

relay - Enable/disable BOOTP relay

ena - Enable IP interface

dis - Disable IP interface

del - Delete IP interface

cur - Display current interface configuration

TTA040516 1.00 May 2004
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Set the mask (255.255.255.0) and address (192.168.20.200) for the interface.
Enable the interface:

>> IP Interface 2# mask 255.255.255.0/addr 192.168.20.200/ena

Current subnet mask: 0.0.0.0
New pending subnet mask: 255.255.255.0
Current IP address: 0.0.0.0

New pending IP address: 192.168.20.200

Pending new broadcast address: 192.168.20.255
Current status: disabled

New status: enabled

Disable spanning tree protocol:

>> Main# cfg/stp 1/off
Current Spanning Tree 1 setting: ON
New Spanning Tree 1 setting: OFF

Apply and save the changes:

>> IP Interface 2# apply/save

Apply complete; don't forget to "save" updated configuration.

Request will first copy the FLASH "active" config to "backup"
then overlay FLASH "active" with new config.

Confirm saving to FLASH [y/n]: y

New config successfully saved to FLASH.

7

Switch is currently set to use factory default config block on next

boot.
Do you want to change that to the active config block? [y/n]
Next boot will use active config block.

Verify connectivity to web servers by pinging SRV1 and SRV2:

>> IP Interface 2# ping 192.168.20.1

[host 192.168.20.1, max tries 5, delay 1000 msec]
192.168.20.1: #1 ok, RTT 0 msec.

192.168.20.1: #2 ok, RTT 1 msec.

192.168.20.1: #3 ok, RTT 1 msec.

192.168.20.1: #4 ok, RTT 1 msec.
192.168.20.1: #5 ok, RTT 1 msec.

Ping finisheé.

>> IP Interface 2# ping 192.168.20.2

[host 192.168.20.2, max tries 5, delay 1000 msec]
192.168.20.2: #1 ok, RTT 1 msec.

192.168.20.2: #2 ok, RTT 1 msec.
192.168.20.2: #3 ok, RTT 1 msec.
192.168.20.2: #4 ok, RTT 1 msec.
192.168.20.2: #5 ok, RTT 1 msec.
Ping finished.

Y
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Verify connectivity to clients by pinging PC1 and PC2:

>> IP Interface 2# ping 192.168.10.7

[host 192.168.10.7, max tries 5, delay 1000 msec]
192.168.10.7: #1 ok, RTT 1 msec.

192.168.10.7: #2 ok, RTT 0 msec.
192.168.10.7: #3 ok, RTT 1 msec.
192.168.10.7: #4 ok, RTT 1 msec.
192.168.10.7: #5 ok, RTT 1 msec.
Ping finished.

>> IP Interface 2# ping 192.168.10.75

[host 192.168.10.75, max tries 5, delay 1000 msec]
192.168.10.75: #1 ok, RTT 2 msec.

192.168.10.75: #2 ok, RTT 1 msec.
192.168.10.75: #3 ok, RTT 1 msec.
192.168.10.75: #4 ok, RTT 1 msec.
192.168.10.75: #5 ok, RTT 1 msec.
Ping finished.

Configuring real servers

Configure real servers on Alteon.
Enter real server configuration menu for the real server 1:

>> Main# /cfg/slb/real 1

[Real server 1 Menu]

layer7 - Layer 7 Command Menu

rip - Set IP addr of real server

name - Set server name

weight - Set server weight

maxcon - Set maximum number of connections

tmout - Set minutes inactive connection remains open

backup - Set backup real server

inter - Set interval between health checks

retry - Set number of failed attempts to declare server DOWN
restr - Set number of successful attempts to declare server UP

addport - Add real port to server
remport - Remove real port from server

remote - Enable/disable remote site operation

proxy - Enable/disable client proxy operation

submac - Enable/disable source MAC address substitution
ena - Enable real server

dis - Disable real server

del - Delete real server

cur - Display current real server configuration

Set real IP (192.168.20.1) for the real server SRV1:

>> Real server 1 # rip 192.168.20.1
Current real server IP address: 0.0.0.0
New pending real server IP address: 192.168.20.1
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Enable real server 1:

>> Real server 1 # ena
Current status: disabled
New status: enabled

Enter configuration menu for the real server 2:

>> Real server 1 # ../real 2

[Real server 2 Menu]

layer7 - Layer 7 Command Menu

rip - Set IP addr of real server

name - Set server name

weight - Set server weight

maxcon - Set maximum number of connections

tmout - Set minutes inactive connection remains open

backup - Set backup real server

inter - Set interval between health checks

retry - Set number of failed attempts to declare server DOWN
restr - Set number of successful attempts to declare server UP
addport - Add real port to server

remport - Remove real port from server

remote - Enable/disable remote site operation

proxy - Enable/disable client proxy operation

submac - Enable/disable source MAC address substitution

ena - Enable real server

dis - Disable real server

del - Delete real server

cur - Display current real server configuration

Set the real IP address (192.168.20.2) for the real server SRV2:

>> Real server 2 # rip 192.168.20.2
Current real server IP address: 0.0.0.0
New pending real server IP address: 192.168.20.2

Enable the real server:

>> Real server 2 # ena
Current status: disabled
New status: enabled

Apply and save the changes:

>> Real server 2 # apply/save

Apply complete; don't forget to "save" updated configuration.

Request will first copy the FLASH "active" config to "backup",
then overlay FLASH "active" with new config.

Confirm saving to FLASH [y/n]: y

New config successfully saved to FLASH.

Add real servers to a group.
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Creating a real servers group
Create a group 1 on the Alteon and enter group configuration mode:

>> Main # /cfg/slb/group 1

[Real server group 1 Menul]

metric - Set metric used to select next server in group
content - Set health check content

health - Set health check type

backup - Set backup real server or group

name - Set real server group name

realthr - Set real server failure threshold
viphlth - Enable/disable VIP health checking in DSR mode

add - Add real server

rem - Remove real server

del - Delete real server group

cur - Display current group configuration

Add real server 1 to a group:

>> Real server group 1# add 1
Real server 1 added to real server group 1

Add real server 2 to a group:

>> Real server group 1# add 2
Real server 2 added to real server group 1.

Set the round robin metric for the group. Note: Setting metric to round robin forces Alteon to
distribute connections to the real servers in turn, first connection to the first server, second to the
second, third to the third, etc. In this sample configuration only two real servers are used, so the
third connection would be issued to the first server again, and so forth. For more information on
selecting a metric, please consult the Server Load Balancing chapter of the Application Guide.

>> Real server group 1l# metric round
Current metric: leastconns
New pending metric: roundrobin

Set the health check type to TCP, this will send health checks to TCP port, insuring TCP port is
operational and accepts connections from a client. TCP health check is a default setting.

>> Real server group 1# health tcp
Current health check type: tcp
New pending health check type: tcp

Apply and save the changes:

>> Real server group 1l# apply/save

Apply complete; don't forget to "save" updated configuration.

Request will first copy the FLASH "active" config to "backup",
then overlay FLASH "active" with new config.

Confirm saving to FLASH [y/n]: y

New config successfully saved to FLASH.
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Configuring virtual IP

Configure the virtual IP for the clients to send requests for the service to.
Enter virtual interface 1 configuration mode:

>> Real server group 1# /cfg/slb/virt 1

[Virtual Server 1 Menu]
service - Virtual Service Menu

vip - Set IP addr of virtual server

dname - Set domain name of virtual server
layrs - Enable/disable layer 3 only balancing
ena - Enable virtual server

dis - Disable virtual server

del - Delete virtual server

cur - Display current virtual configuration

Set the virtual IP address (192.168.10.150) for the virtual interface:

>> Virtual Server 1# vip 192.168.10.150
Current virtual server IP address: 0.0.0.0
New pending virtual server IP address: 192.168.10.150

Enable the virtual interface:

>> Virtual Server 1# ena
Current status: disabled
New status: enabled

Assign a protocol (http in this example) to the created virtual interface to listen for requests on:

>> Virtual Server 1# service http

[Virtual Server 1 http Service Menu]

group - Set real server group number

rport - Set real port

hname - Set hostname

httpslb - Set HTTP SLB processing

pbind - Set persistent binding type

rcount - Set multi response count

dbind - Enable/disable delayed binding

udp - Enable/disable UDP balancing

frag - Enable/disable remapping UDP server fragments
nonat - Enable/disable only substituting MAC addresses
dnsslb - Enable/disable DNS query load balancing

ftpp - Enable/disable FTP SLB parsing for virtual server
del - Delete virtual service

cur - Display current virtual service configuration

Set the real server group (group 1) to be associated with the service on virtual interface:

>> Virtual Server 1 http Service# group 1
Current real server group: 1
New pending real server group: 1
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Apply and save the changes:

>> Virtual Server 1 http Service# apply/save

Apply complete; don't forget to "save" updated configuration.

Request will first copy the FLASH "active" config to "backup",
then overlay FLASH "active" with new config.

Confirm saving to FLASH [y/n]: y

New config successfully saved to FLASH.

Enabling Client/Server processing

Enable Client port processing.
Enter the SLB port 1 configuration menu:

>> Main # /cfg/slb/port 1

[SLB port 1 Menu]

client - Enable/disable client processing
server - Enable/disable server processing
rts - Enable/disable RTS processing

hotstan - Enable/disable hot-standby processing
intersw - Enable/disable inter-switch processing

proxy - Enable/disable use of PIP for ingress traffic

pip - Set Proxy IP address for port

filt - Enable/disable filtering

add - Add filter to port

rem - Remove filter from port

idslb - Enable/disable intrusion detection server load balancing
cur - Display current port configuration

Enable Client processing on port:

>> SLB port 1# client e
Current client processing: disabled
New client processing: enabled

Enter SLB port 7 configuration menu:

>> SLB port 1# /cfg/slb/port 7

[SLB port 7 Menul]

client - Enable/disable client processing
server - Enable/disable server processing
rts - Enable/disable RTS processing

hotstan - Enable/disable hot-standby processing
intersw - Enable/disable inter-switch processing

proxy - Enable/disable use of PIP for ingress traffic

pip - Set Proxy IP address for port

filt - Enable/disable filtering

add - Add filter to port

rem - Remove filter from port

idslb - Enable/disable intrusion detection server load balancing
cur - Display current port configuration
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Enable Server processing on the port:

>> SLB port 7# server e
Current server processing: disabled
New server processing: enabled

Enter port 8 configuration menu:

>> SLB port 7# /cfg/slb/port 8

[SLB port 8 Menul]

client - Enable/disable client processing

server - Enable/disable server processing

rts - Enable/disable RTS processing

hotstan - Enable/disable hot-standby processing

intersw - Enable/disable inter-switch processing

proxy - Enable/disable use of PIP for ingress traffic
pip - Set Proxy IP address for port

filt - Enable/disable filtering

add - Add filter to port

rem - Remove filter from port

idslb - Enable/disable intrusion detection server load balancing
cur - Display current port configuration

Enable Server processing on the port:

>> SLB port 8# server e
Current server processing: disabled
New server processing: enabled

Enabling Server Load Balancing globally
Enable server load balancing (SLB) globally:

>> Spanning Tree Group 1# /cfg/slb/on
Current status: OFF
New status: ON

Apply and save the changes:

>> Layer 4# apply/save

Apply complete; don't forget to "save" updated configuration.

Request will first copy the FLASH "active" config to "backup",
then overlay FLASH "active" with new config.

Confirm saving to FLASH [y/n]:y

New config successfully saved to FLASH.

Once the changes have been applied informational messages appear stating the status of the
virtual server and real servers.
Make sure status is operational:

Apr 21 12:57:14 NOTICE slb: real service 192.168.20.1:80 operational
Apr 21 12:57:14 NOTICE slb: real server 192.168.20.1 operational

Apr 21 12:57:14 NOTICE slb: Services are available for Virtual Server
1:192.168.10.150
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Apr 21 12:57:15 NOTICE slb: real service 192.168.20.2:80 operational
Apr 21 12:57:15 NOTICE slb: real server 192.168.20.2 operational

Testing the configuration

Check the current SLB configuration:

>> Main# /cfg/slb/cur

Current Layer 4 settings:
ON, direct disabled, matrix enabled, grace disabled, submac disabled
fastage 0, slowage 0, tpcp disabled, aphttp disabled, minter 10
imask 255.255.255.255, pmask 255.255.255.255
mnet 0.0.0.0, mmask 255.255.255.255, idslb gl
pgarp disabled, dsfail disabled

Current health scripts settings:
SYN attack detection check interval: 2 seconds
SYN attack detection alarm threshold: 1000 new half-open sessions/second

LDAP version 2

Current real serversg settings:
1: 192.168.20.1, enabled, name , weight 1, timeout 10 mins, maxcon
200000
backup none, inter 2, retry 4, restr 8
remote disabled, proxy enabled, submac disabled
cookie assignment server: disabled
exclusionary string matching: disabled
real ports:
http: vport http, group 1
virtual server: 1, 192.168.10.150, enabled
2: 192.168.20.2, enabled, name , weight 1, timeout 10 mins, maxcon
200000
backup none, inter 2, retry 4, restr 8
remote disabled, proxy enabled, submac disabled
cookie assignment server: disabled
exclusionary string matching: disabled
real ports:
http: vport http, group 1
virtual server: 1, 192.168.10.150, enabled

Current virtual servers settings:
1: 192.168.10.150, enabled
virtual ports:
http: rport http, group 1, frags
real servers:
1: 192.168.20.1, weight 1, enabled, backup none
2: 192.168.20.2, weight 1, enabled, backup none

Current filters:

Current port settings:

1: client enabled, server disabled, rts disabled
hotstan disabled, intersw disabled, idslb disabled
proxy disabled, 0.0.0.0
filt disabled, filters: empty

2: client disabled, server disabled, rts disabled
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hotstan disabled, intersw disabled, idslb disabled
proxy disabled, 0.0.0.0
filt disabled, filters: empty

3: client disabled, server disabled, rts disabled
hotstan disabled, intersw disabled, idslb disabled
proxy disabled, 0.0.0.0
filt disabled, filters: empty

4: client disabled, server disabled, rts disabled
hotstan disabled, intersw disabled, idslb disabled
proxy disabled, 0.0.0.0
filt disabled, filters: empty

5: client disabled, server disabled, rts disabled
hotstan disabled, intersw disabled, idslb disabled
proxy disabled, 0.0.0.0
filt disabled, filters: empty

6: client disabled, server disabled, rts disabled
hotstan disabled, intersw disabled, idslb disabled
proxy disabled, 0.0.0.0
filt disabled, filters: empty

7: client disabled, server enabled, rts disabled
hotstan disabled, intersw disabled, idslb disabled
proxy disabled, 0.0.0.0
filt disabled, filters: empty

8: client disabled, server enabled, rts disabled
hotstan disabled, intersw disabled, idslb disabled
proxy disabled, 0.0.0.0
filt disabled, filters: empty

9: client disabled, server disabled, rts disabled
hotstan disabled, intersw disabled, idslb disabled
proxy disabled, 0.0.0.0
filt disabled, filters: empty

Current Global SLB settings:

OFF, dns enabled, ttl 60, local disabled, one disabled, alway disabled
http enabled, usern disabled, mincon 1024, inter 1, weight 1, geo

enabled
norem disabled, encrypt enabled

Current remote site settings:

Current Lookup settings:
lookups disabled, host lookups disabled, dname none

Current internet network preference settings:

Current sync settings:
filt enabled, ports enabled, prios enabled, pips disabled
state disabled, update 30

Current peer switch settings:

Check the SLB status:

>> Main # /info/slb/dump
Real server state:

1: 192.168.20.1, 00:e0:7b:04:fb:00, vlan 1, port 7, health 4, up
2: 192.168.20.2, 00:e0:7b:05:46:40, vlan 1, port 8, health 4, up
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Virtual server state:
1: 192.168.10.150, 00:60:cf:46:53:6e
virtual ports:
http: rport http, group 1, backup none
real servers:
1: 192.168.20.1, backup none, 2 ms,
2: 192.168.20.2, backup none, 2 ms,

Redirect filter state:

Port state:
0.0.

Voo UTdkd WN R
OO OO0 O0OO0OOo
OO OO0 O0OO0oOo
[eNolNeolNolNoNoNoNoNe]

Check connectivity from clients PC1 and PC2 to VIP (192.168.10.150) using ping:

From PC1.:

C:\>ping 192.168.10.150

Pinging 192.168.10.150 with 32 bytes of data:
Reply from 192.168.10.150: bytes=32 time=10ms
Reply from 192.168.10.150: bytes=32 time<lOms
Reply from 192.168.10.150: bytes=32 time<lOms
Reply from 192.168.10.150: bytes=32 time<lOms

Ping statistics for 192.168.10.150:
Packets: Sent = 4, Received = 4, Lost = 0

Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = 10ms, Average =
From PC2:

[root@localhost user]l# ping 192.168.10.150

PING 192.168.10.150 (192.168.10.150) from 192.

of data.

64 bytes from 192.168.10.150: icmp seg=1 ttl=255 time=1.47 ms

up
up

TTL=255
TTL=255
TTL=255
TTL=255

(0% loss),

2ms

168.10.75

56 (84) bytes

64 bytes from 192.168.10.150: icmp seg=2 ttl=255 time=0.618 ms

--- 192.168.10.150 ping statistics ---

2 packets transmitted, 2 received, 0% loss, time 101lms
rtt min/avg/max/mdev = 0.618/1.048/1.478/0.430 ms
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Check the virtual server statistics:
>> Main # /stats/slb/virt 1
Virtual server 1 stats:
Current Total Highest
Real IP address Sessions Sessions Sessions Octets
1 192.168.20.1 0 0 0 0
2 192.168.20.2 0 0 0 0
192.168.10.150 0 0 0 0

From PC1 launch a web browser (Internet Explorer in this example).

Enter the IP address of the virtual web server (192.168.10.150) into the address field and hit

Enter:

A about:blank - Microsoft Internet Explorer pr

JFiIe Edit ‘“iew Favorites Tools Help

|Address| 192.168.10.150

|@ Dane

l_ l_ |ﬁ Internet

N
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The Contivity Welcome page appears:

A http://192.168.10.150/ - Microsoft Internet Explo
J File Edit W%iew Favorites Tools Help

| Address [€] htn://192, 168, 10,150/

Welcome to the Contivity Secure IP Services Gatewa NQRTEL
ty L NETWORKS

Ongoing Management

-

manitoring of the

|@ Dare ’_|_|ﬁ Internet 4
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Check the session dump on Alteon:

>> Main # /info/slb/sess/dump
6,4: 192.168.10.7 3232 -> 192.168.20.1 80 age 10 E

Client’s request has been forwarded to SRV1 (192.168.20.1).

From PC2 launch web browser (Netscape Navigator in this example).
Enter the IP address of the virtual server (192.168.10.150) into the address field and hit Enter:

=~ Hetscape: Untitled [=][][=]
File Edit Wiew Go  ‘Window Help

1 4 » 32 &4 a2 <+ & B 5§

: Back Forward  Reload Haome Search  MNetscape Print SeCurity shop Stc

| w$” Bookmarks A& Go To: [192 168 10. 150 /| @ wnats Related

i|  Red Hat Metwork 5 Support @ Shop @ Products @ Training

[ | 100% |

The Welcome screen appears:

File Edit “iew Go ‘Window

| 4 = A & = 4 & B
Back Farward  Reload Haome Search MNetscape Print Security Shop Stog
| i~ Bookmarks A Location: [http /4192 168, 10. 150/ /| @ what's Related

i| o Red Hat Metwork [ Support @ Shop [f Products & Training

wWelcome to the Comtivilty Secure IP Services Gateway

ongeing anagement

HAMREE SWITGH
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Check the sessions dump:
>> Session Table Information# /info/slb/sess/dump
2,3: 192.168.10.75 1040 -> 192.168.20.2 80 age 10
Session has been forwarded to SRV2 (192.168.20.2).
Sessions have been distributed between different web servers in the group.
Check the statistics for the virtual server:
>> Session Table Information# /stats/slb/virt 1
Virtual server 1 stats:
Current Total Highest
Real IP address Sessions Sessions Sessions Octets
1 192.168.20.1 0 1 1 46645
2 192.168.20.2 0 1 1 46305
192.168.10.150 0 2 2 92950

To clear SLB statistics:

>> Main # /stats/slb/clear
Confirm clearing all SLB statistics [y/n]: y

To clear session statistics:

>> Main # /oper/slb/clear
Session table cleared.
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Appendix A. Sample sniffer traces.

Sample sniffer traces are based on the sample configuration described in this document.

Client initiates an HTTP session to the web server.
Client (192.168.10.7) sends a TCP SYN from the source port 3551 to the virtual server IP
address (192.168.10.150) destination port 80:
=10l x|
File Edt View Coplure Analze  Stafistics  Help ‘
b |5 x @8 R« »F (2 alalal #nEXx B
Na. .

Time Source Destination Protocal Info E
L E] A /

162 168.10.150

= T

-
EFrame 59 (62 bytes on wire, 82 bytes captured)
EEthernet II, src: 00:08:74:%a:e5:85, Dst: 00:60:cf:46:53:6e
EInternet Protocol, Src addr: 192.168.10.7 (192.168.10.7), Dst aAddr: 192.168.10.150 (1592.168.10.1500
ETransmission Control protocol, Src Port: 3551 (35510, Dst Port: http (800, Seq: 1722386104, Ack: 0, Len: O
source port: 3551 (35510
pestination port: hrtp (80)
Sequence number: 1722386104
Header Tength: 28 bytes
EFlags: 0x0002 (SYN)
window size: 16384
Checksum: 0Oxblad {correct)
Hoptions: (8 hytes)
0000 00 60 cf 46 53 62 00 08 74 ©a &5 85 08 00 45 00 T E.
00lo 00 30 12 8a 40 00 80 06 52 50 <0 a8 0a 0F cO a8 .0..@... RP......
0020 0a 96 0d df 00 50 66 a% 86 h38 00 00 00 00 FO 02 ..., . L.LLLp.
0030 40 00 b1 a0 00 00 02 04 05 b4 01 01 04 02 LR eaaaaa araRas
£
Filter| /| Add Expression |E|ear|AppIy||FiIe: [Urtitled) 20 KB 00:00:20 Drops: 0 P: 168 D0: 168 M: 0
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Alteon receives the SYN request, checks whether the Client processing has been enabled on the
port the packet has been received on. If Client processing has been enabled Alteon checks
whether real servers are available to forward the packet to and based on the configured metric
decides which real server to forward the request to:

6,3: 192.168.10.7 3551 -> 192.168.20.2 80 age 10 E

Once the real server has been selected Alteon substitutes the destination virtual IP
(192.168.10.150) in the packet received from the client with a real server IP address
(192.168.20.2) and forwards SYN request to the selected server:

@ CAPTURE.cap - Ethereal o [=] |

Eile Edit E\ew Eapture Enalyze Etalislics ﬂelp ‘

B eEx & e @ «[»|»F[2 alaa BB X 8
No. . Source Destination Frotocal Info

=

EHFrame 22 (62 hytes on wire, 62 bytes captured)
EEthernet II, Src: 00:08:74:9a:85:85, Dst: 00:e0:7b:05:46:40
E internet Protocol, src Addr: 182.168.10.7 (192.168.10.7), Dst addr: 192_.168.20.2 (152.168.20.2)
ETransmission Control Protocol, Src Port: 3351 (35310, Dst Port: http (800, Seq: 1722386104, Ack: 0, Len: O
source port: 3551 (35510
pestination port: http (803

sequence number: 1722386104

Header length: 28 hytes
EFlags: 0x0002 (Svn)

window size: 16384

checksum: 0xa834 (correct)
Hoptions: (8 bytes)

Real server receives the SYN request and responds to the Client’s request with a SYN
Acknowledgment:

@& CAPTURE .cap - Ethereal =] F

Eils Edil zisw Eaplurs ﬂﬂalyze Elat\slu:s ﬂelp |

)| B x [@ld] R «[»] 0T 2] @@ B[ K ©
No. . Time Source Destination Protocol Info

I =

EFrame 23 (58 bytes on wire, 58 bytes captured)
EEthernet II, src: 00:e0:7bh:05:46:40, Dst: 00:60:cf:46:53:60
@EInternet Protocol, src addr: 192.168.20.2 (192.165.20.2), Dst addr: 192.165.10.7 (192.165.10.7)
B Transmission Control Protocol, src Port: http (800, Dst Port: 3551 (3551), Seq: 4157108319, Ack: 1722385105, Len: O
Source port: http (80)
pestination port: 3551 (35510
Sequence number: 4157108315
Acknowledgement number: 1722386105
Header Tength: 24 bytes
[ Flags: 0x0012 (SYN, ACK)
window size: 8192
Checksum: 0x78bé (correct)
Eoptions: (4 bytes)
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Alteon receives the SYN Acknowledgment from the real server to the Client, checks whether
Server processing has been enabled on the port the packet has been received on. With Server
processing being enabled on the port, Alteon substitutes the real server source address
(192.168.20.2) with a virtual address (192.168.10.150) and forwards reply to the Client
(192.168.10.7):

@ (Untitled) - Ethereal
File Edit ‘“iew Captwe Analyze Statistics  Help

o) elE]x @S] @[« 0[F 2] alala) #bHEx

Mo, . Souice Drestination Protocol Infa E
102, 168.10.150 B |

[ ] -

Errame 62 (80 bytes on wire, 60 bytes captaredd

EEthernet II, src: 00:60:cf:46:53:60, Dst: 00:08:74:%9a:25:85
@ Internet Protocol, Src Addr: 192.168.10.150 (192.168.10.1500, Dst Addr: 192.168.10.7 (192.168.10.7)

ETransmission control protocol, src pPort: http (80), Dst Port: 3551 (3551), seq: 4157108319, ack: 1722386105, Len: O
source port: http (80D

pestination port: 3551 (3551)
Sequence number: 4157108319
acknowledgement number: 1722386105
Header length: 24 hytes
B Flags: 0x0012 (5vN, ACK)
window size: 8152
Checksum: 0x8222 (correct)
Boptions: (4 bytes)

Client receives the SYN Acknowledgment and replies with its Acknowledgment:

@ (Untitled) - Ethereal

E\Ie Ed\l !IEW Eapture ﬁna\yae Elallsllcs ﬂelp
&) 5l x [@|g] @] «|»] ©[F |3 Qa|a) #B]HE X G
i So Protocal Info

No. . Timne
2 E] 152 10,7 TCP

B Frame 63 (54 bytes on wire, 54 bytes captured)
E Ethernet II, Src: 00:08:74:9a:25:85, Dst: 00:60:cf:46:53:6e
E Internet Protocol, src Addr: 152.168.10.7 (192.168.10.7), Dst addr: 192.168.10.150 (192.168.10.150)

B Transmission Control protocol, Src Port: 3551 (3551), Dst Port: http (80), Seqg: 1722386105, Ack: 4157108320, Len: O
Source port: 3551 (35510

pestination port: httg (300
Sequence number: 1722386105
acknowledgement number: 4157108320
Header Tength: 20 bytes

B Flags: Ox0010 CACK)
window size: 16384
Checksum: 0x762h (correct)

Alteon substitutes the destination address (192.168.10.150) with a real server address
(192.168.20.2) and forwards the Acknowledgement to the real server:

@ (Untitled) - Ethereal

=loix|
E\Ie Ed\l !IEW Eapture ﬁna\yae Elallsllcs ﬂelp ‘
&) 5l x [@|g] @] «|»] ©[F |3 Qa|a) #B]HE X G
No. .

Dastination Protocal

3551 > http
H

B Frame 63 (54 bytes on wire, 54 bytes captured)

E Ethernet II, Src: 00:08:74:9a:25:85, Dst: 00:60:cf:46:53:6e
E Internet Protocol, src Addr: 152.168.10.7 (192.168.10.7), Dst addr: 192.168.10.150 (192.168.10.150)

B Transmission Control protocol, Src Port: 3551 (3551), Dst Port: http (80), Seqg: 1722386105, Ack: 4157108320, Len: O
Source port: 3551 (35510

pestination port: httg (300
Sequence number: 1722386105
acknowledgement number: 4157108320
Header Tength: 20 bytes

B Flags: Ox0010 CACK)
window size: 16384
Checksum: 0x762h (correct)

Thus a three way TCP handshake is complete.

From the Client’s point of view it has established the connection with the virtual server
192.168.10.150 and has no knowledge about real servers behind the Alteon.
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Appendix B. Alteon configuration dump
An Alteon configuration dump used in the sample configuration:
script start "Alteon AD3" 4 /**** DO NOT EDIT THIS LINE!

/* Configuration dump taken 15:20:50 Wed Apr 21, 2004
/* Version 10.0.30.7, Base MAC address 00:60:cf:46:53:60

/c/sys

idle 60

tnet ena
/c/stp 1/off
/c/ip/if 1

ena

addr 192.168.10.100
/c/ip/if 2

ena

addr 192.168.20.200
/c/slb

on
/c/slb/real 1

ena

rip 192.168.20.1
/c/slb/real 2

ena

rip 192.168.20.2
/c/slb/group 1

metric roundrobin

add 1

add 2
/c/slb/port 1

client ena
/c/slb/port 7

server ena
/c/slb/port 8

server ena
/c/slb/virt 1

ena

vip 192.168.10.150
/c/slb/virt 1/service http

group 1
/

script end /**** DO NOT EDIT THIS LINE!
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The information in this document is subject to change without notice. The statements, configurations, technical data, and
recommendations in this document are believed to be accurate and reliable, but are presented without express or implied
warranty. Users must take full responsibility for their applications of any products specified in this document. The
information in this document is proprietary to Nortel Networks Limited.

To access more technical documentation, search our knowledge base, or open a service request online, please visit Nortel Networks
Technical Support on the web at: http://www.nortel.com/support

If after following this guide you are still having problems, please ensure you have carried out the steps exactly as in this
document. If problems still persist, please contact Nortel Networks Technical Support (contact information is available
online at: http://www.nortel.com/cgi-bin/comments/comments.cgi?key=techsupport _cu).

We welcome you comments and suggestions on the quality and usefulness of this document. If you would like to leave a
feedback please send your comments to: CRALT@nortel.com

Author: Kristina Senkova

Special Credits: Robert Haynes and Ken Kalinowski
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