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Overview

This document shows a basic FTP load balancing configuration using Alteon WebOS switch.

Sample configurations with Direct Access Mode (DAM) enabled and sample configuration with
Proxy IP addresses enabled are shown.
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Sample configuration using DAM

Setup

192.168.10.0/24 192.168.20.0/24

L 1] -

PC1
GW: 192.168.10.100

FTP1

Alteon
1f1: 192.168.10.100/24
1f2: 192.168.20.200/24
VIP: 192.168.10.150

PC2
GW: 192.168.10.100 FTP2

PC1 — Windows 2000 workstation, IP address 192.168.10.7/24;

PC2 — Windows 2000 workstation, IP address 192.168.10.75/24;

FTP1 — Windows 2000 workstation acting as an FTP server, IP address 192.168.20.1/24;
FTP2 — Windows 2000 workstation acting as an FTP server, IP address 192.168.20.2/24;
Alteon — Alteon AD3, code version 10.0.3.7, interface 1 IP 192.168.10.100/24, interface 2 IP
192.168.20.200/24, Virtual IP 192.168.10.150, port 1 — client port, ports 7, 8 — server ports;
HUB — Ethernet HUB.

The goal of the configuration is to setup a basic FTP server load balancing using Direct Access
Mode (DAM).

Note: When implementing load balancing identical content must be available at multiple servers.
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Configuring PC1

Configure IP address (192.168.10.7/24) on PC1 with an Alteon interface 1 (192.168.10.100) as a
default gateway:

C:\>ipconfig
Windows 2000 IP Configuration
Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix . :
IP Address. . . . . « « « « « o« . 3 192.168.10.7

Subnet Mask . . . . . . . . . . . ¢ 255.255.255.0
Default Gateway . . . . . . . . . : 192.168.10.100

Configuring PC2

Configure IP address (192.168.10.75/24) on PC1 with an Alteon interface 1 (192.168.10.100) as
a default gateway:

C:\>ipconfig
Windows 2000 IP Configuration
Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix g
IP AddressS. . . . « « « « o« « o« o ¢ 192.168.10.75

Subnet Mask . . . . . . . . . . . : 255.255.255.0
Default Gateway . . . . . . . . . : 192.168.10.100

Configuring FTP1

Configure IP address (192.168.20.1/24) with Alteon interface 2 (192.168.20.200) as a default
gateway.

C:\>ipconfig
Windows 2000 IP Configuration
Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix 3
IP Address. . . « « « « « « « « . : 192.168.20.1

Subnet Mask . . . . . . . . . . . ¢ 255.255.255.0
Default Gateway . . . . . . . . . : 192.168.20.200
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Enable FTP service on Windows machine.
Make sure FTP service is globally enabled on Windows machine.
Navigate Start->Settings->Control Panel>Add Remove

Programs:

@ MNewr Office Document

= COpen Office Document

i set Program Access and Defaults
TeleDire

2 winzip

Programs
Favorites

Accessibility Options
Add/Remove Hardware

L L
Eal= L LLEL=) (=18 =g e

ternet Options
evboard
Livelpdate
o, WET]
Mouse
Metwork and Dial-up Connections
& Phone and Moderm Options
Fower Cptions
Printers
Regional Cptions
Scanners and Cameras
Scheduled Tasks
© Sounds and Multimedia
g Speech
EJ, System
ﬁ Text Services
% Users and Passwords
@ Fax
& Java Plug-in
& automatic Updates
-_|'i‘ Program Download Monitor
Eil Remote Control
3 Pun advertised Programs
g = Systems Management

»

-Up Connections

4

g H Printers D

o ﬂ Taskbar & Start Menu...

&3 EjéctPC

SHUt Down, .,

Mistart | UV BOLHAEHETR | Ec| @Al @]
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The Add/Remove Programs window appears.

Click on Add/Remove Windows Components in the panel on the left.

The Windows Components Wizard appears.

Select Internet Information Services (lIS).

Click Details.

The Internet Information Services (lIS) window appears.

Make sure File Transfer Protocol (FTP) Server is enabled globally (checked).
Click OK.

If FTP service was not installed, install it.

Close Windows components and Add/Remove Programs windows.

Internet Information Services (I1S) x|

o x| Ta add or remave a component, dlick the check hox. 4 shaded box means that anly part
= of the companent will be installed. To see what's included in a component, click Details.

Currently installed programs: Sort hy:l MName - Subcompanents of Intermet Infarmation Services (II5)

v -
[/} Adobe Acrobat 5.0 Size 15.0ME ~ ] < Caraman Files 10ME ]
L8 Documentation SHE
Click here for support information, Used  freguently

0 File Transter P IFT o 0.1 MB
] &% FrontPage 2000 Server Extersions 41MB
v '}f.l] Intemet Information Services Sfap-In 1.3MB
| @Pelsona\ ‘wieb Manager 1.4MB LI

Description:  Support for the File§f ransfer Protocol [FTPY. allowing you to set up FTP

Last Used On 42212004

To change this program or re [FFH E
computer, click Change or Ry Windows CDn'I

ﬁ] ATI Display Driver Windows Components
You can add o remave components of Windows 2000,

Proarams

8\
" B\ To add or remove & component, click the checkbox A shaded box ¢
part of the component will be installed. To see what's included in a o
Details.

Total disk space required 0.0Me e
Space available on disk: 1458 2 MB v

Companents:

TOTE,

[ Dell I Instrumentation

(Z] Ethereal 0,102

Bl FaR file manager
e Goagle Toolbar For Internet

Logan 4

- o)
Description: 115 services (Web and FTP support) along with suppar optPage.
B Hummingbird Suite (Exceed trarizactions, ASPs, database connections, and receivi

e Total disk space required 0.0 MB Details.
14582 MB

Space available on disk:

< Back | Mext » | Cancel |

Start an FTP server.
Navigate Start>Programs->Administrative Tools>Services:

@ Mewy Office Document

Q Open Office Document

f_.j Set Program Access and Defaults
TeleDire

2 winzip

ACCesSsOries

=g

adrministrative Tools

uros
rMicrosoft Word
Wireless-G Notebook Adapter 4
microsoft Broadband Metwark: Utility
£3 EfpctPC Metwark Chermistry b

H‘ Hi LIt . 1
MAStart | VBOLHEHET R | Eac| @A)
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The Services screen appears.

Select the FTP Publishing Service.

Right click on FTP Publishing.

Select Start from the menu:

*u Services =10 x|
| action view || ¢ » | BE FRB (2] > = 1 = |
Tree I Hame 7 | Diescription | Status | Startup Type | Log On As *
% Services (Local) 8y 2 lerter Hotifies sel... Manual LocalSyster
8 application Man...  Provides s... ranual LocalSyster
%Ati Hotkey Paller Started Autormatic LocalSyster
%8 sutomatic Updates Enables th...  Started Autormatic LocalSyster
&Background Intel... Transfers £, Started ranual LocalSyste
8 chgadrin ranual LocalSyster
88 ClipBook Supports C... MWanual LocalSyster
%8 COMH Event Sys... Provides 3. Started Manual LocalSyster
8 Cornputer Browser  Maintains ... Disabled LocalSyster
%Deﬁ"\fab:h Started Automatic LocalSyster
889 DHCP Cliert Manages n... Started Autormatic LocalSyster
SDistributed Link ... Sends notif... Started Autornatic LocalSyster
&Distributed Tran,., Coordinate... ranual LocalSyster
%DNE Client Resoles a... Started Automatic LocalSyster
88 Event Log Logs event... Started Autormatic LocalSyster
Yoy Cervice FEIns you ... anual
Prowides F.,

FTP Publishing S...

vlanual

Automa

Siartod

Hororainoabisd Tm
-

S1IS Admin Service  Allows ad...  Started Manual
o ' ' PaLze
Start service FTP Publishing Service on Local Computer Peslimz
Restart
all Tasks r
Refresh
Properties
Help
FTP service is started:
Logs event... Started Automatic Loca
EEiT Yo Manual

; Provides F...  Started Mlarual Loca
Herrrtrrirgleriee-tme b St Autormatic Loca
- S = s ' S
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Configuring FTP2

In the same manner as for the FTP1 configure IP address (192.168.20.2/24) with an Alteon
interface 2 address (192.168.20.200) as a default gateway:

C:\>ipconfig
Windows 2000 IP Configuration
Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix

IP Address. . . . « « « o« « « o .+ t 192.168.20.2
Subnet Mask . . . . . . . . . . . ¢ 255.255.255.0
Default Gateway . . . . . . . . . : 192.168.20.200

Enable FTP service in the same manner it was enabled for the FTP1 server.

Configuring Alteon

Note, this sample configuration is started from factory default settings.
Login to the switch.

Enter password:

System Information at 11:05:11 Wed Apr 21, 2004
Alteon AD3

sysName :

sysLocation:

Select n to not run the setup script:

The switch is booted with factory default configuration.
To ease the configuration of the switch, a "Set Up" facility which
will prompt you with those configuration items that are essential
to the operation of the switch is provided.

Would you like to run "Set Up" to configure the switch? [y/n] n
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Configuring interfaces

Configure Interface 1.
Enter interface 1 configuration menu:

>> Main# /cfg/ip/if 1

[IP Interface 1 Menul]

addr - Set IP address

mask - Set subnet mask

broad - Set broadcast address

vlan - Set VLAN number

relay - Enable/disable BOOTP relay

ena - Enable IP interface

dis - Disable IP interface

del - Delete IP interface

cur - Display current interface configuration

Set mask (255.255.255.0), address (192.168.10.100) and enable the interface.

Note: If address is specified before the mask, a broadcast address must be entered using broad

command.

>> IP Interface 1# mask 255.255.255.0/addr 192.168.10.100/ena

Current subnet mask: 0.0.0.0
New pending subnet mask: 255.255.255.0
Current IP address: 0.0.0.0

New pending IP address: 192.168.10.100

Pending new broadcast address: 192.168.10.255
Current status: disabled

New status: enabled

Enter interface 2 configuration menu:

>> IP Interface 1# /cfg/ip/if 2

[IP Interface 2 Menul]

addr - Set IP address

mask - Set subnet mask

broad - Set broadcast address

vlan - Set VLAN number

relay - Enable/disable BOOTP relay

ena - Enable IP interface

dis - Disable IP interface

del - Delete IP interface

cur - Display current interface configuration

TTA040517 1.00 May 2004
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Set the mask (255.255.255.0) and address (192.168.20.200) for the interface.
Enable the interface:

>> IP Interface 2# mask 255.255.255.0/addr 192.168.20.200/ena

Current subnet mask: 0.0.0.0
New pending subnet mask: 255.255.255.0
Current IP address: 0.0.0.0

New pending IP address: 192.168.20.200

Pending new broadcast address: 192.168.20.255
Current status: disabled

New status: enabled

Disable spanning tree protocol:

>> Main# cfg/stp 1/off
Current Spanning Tree 1 setting: ON
New Spanning Tree 1 setting: OFF

Apply and save the changes:

>> IP Interface 2# apply/save

Apply complete; don't forget to "save" updated configuration.

Request will first copy the FLASH "active" config to "backup",
then overlay FLASH "active" with new config.

Confirm saving to FLASH [y/n]: y

New config successfully saved to FLASH.

Switch is currently set to use factory default config block on

boot.

Do you want to change that to the active config block? [y/n] y

Next boot will use active config block.

Verify connectivity to web servers by pinging SRV1 and SRV2:

>> IP Interface 2# ping 192.168.20.1

[host 192.168.20.1, max tries 5, delay 1000 msec]
192.168.20.1: #1 ok, RTT 0 msec.

192.168.20.1: #2 ok, RTT 1 msec.
192.168.20.1: #3 ok, RTT 1 msec.
192.168.20.1: #4 ok, RTT 1 msec.
192.168.20.1: #5 ok, RTT 1 msec.
Ping finished.

>> IP Interface 2# ping 192.168.20.2

[host 192.168.20.2, max tries 5, delay 1000 msec]
192.168.20.2: #1 ok, RTT 1 msec.

192.168.20.2: #2 ok, RTT 1 msec.
192.168.20.2: #3 ok, RTT 1 msec.
192.168.20.2: #4 ok, RTT 1 msec.
192.168.20.2: #5 ok, RTT 1 msec.
Ping finished.

Verify connectivity to clients by pinging PC1 and PC2:

>> IP Interface 2# ping 192.168.10.7
[host 192.168.10.7, max tries 5, delay 1000 msec]
192.168.10.7: #1 ok, RTT 1 msec.

next

TTA040517 1.00 May 2004
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192
192
192
192

>> IP Interface 2# ping 192.168.10.75

.168
.168.
.168.
.168

.10.7:

10.7:
10.7:

.10.7:
Ping finished.

#2 ok,
#3 ok,
#4 ok,
#5 ok,

[host 192.168.10.75,

192
192
192
192
192

.168
.168
.168.
.168.
.168.

.10.75:
.10.75:
10.75:
10.75:
10.75:
Ping finished.

RTT
RTT
RTT
RTT

max tries 5,
msec.
msec.
msec.
msec.

#1 ok, RTT
#2 ok, RTT
#3 ok, RTT
#4 ok, RTT
#5 ok, RTT

Configuring real servers

Configure real servers on Alteon.
Enter real server configuration menu for the real server 1:

>> Main# /cfg/slb/real 1

Menu]

[Real server 1

Set real IP (192.168.20.1) for the real server SRV1:

>> Real server 1 # rip 192.168.20.1

layer7
rip
name
weight
maxcon
tmout
backup
inter
retry
restr
addport
remport
remote
proxy
submac
ena

dis

del

cur

- Layer 7 Command Menu

- Set
- Set
- Set
- Set
- Set
- Set
- Set
- Set
- Set
- Add

- Remove real port from
- Enable/disable remote
- Enable/disable client
- Enable/disable source
- Enable real server

- Disable real server

- Delete real server

PR Po

2

1
1
1
1

msec.
msecC.
msecC.
msec.

msecC.

delay 1000 msec]

IP addr of real server
server name

server weight

maximum number of connections
minutes inactive connection remains open

backup real server

interval between health checks

number of failed attempts to declare server DOWN
number of successful attempts to declare server UP
real port to server

server
site operation
proxy operation
MAC address substitution

- Display current real server configuration

Current real server IP address:

New pending real server IP address:

Enable real server 1:

>> Real server 1 # ena

0.0.0.0
192.168.20.1

Current status: disabled
New status: enabled
TTA040517 1.00 May 2004 Page: 10 of 50
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Enter configuration menu for the real server 2:

>> Real server 1 # ../real 2

[Real server 2 Menu]

layer7 - Layer 7 Command Menu

rip - Set IP addr of real server

name - Set server name

weight - Set server weight

maxcon - Set maximum number of connections

tmout - Set minutes inactive connection remains open

backup - Set backup real server

inter - Set interval between health checks

retry - Set number of failed attempts to declare server DOWN
restr - Set number of successful attempts to declare server UP
addport - Add real port to server

remport - Remove real port from server

remote - Enable/disable remote site operation

proxy - Enable/disable client proxy operation

submac - Enable/disable source MAC address substitution

ena - Enable real server

dis - Disable real server

del - Delete real server

cur - Display current real server configuration

Set the real IP address (192.168.20.2) for the real server SRV2:

>> Real server 2 # rip 192.168.20.2
Current real server IP address: 0.0.0.0
New pending real server IP address: 192.168.20.2

Enable the real server:

>> Real server 2 # ena
Current status: disabled
New status: enabled

Apply and save the changes:

>> Real server 2 # apply/save

Apply complete; don't forget to "save" updated configuration.

Request will first copy the FLASH "active" config to "backup",
then overlay FLASH "active" with new config.

Confirm saving to FLASH [y/n]: y

New config successfully saved to FLASH.

TTA040517 1.00 May 2004 Page: 11 of 50
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Creating a real servers group
Add real servers to a group.

Create a group 1 on the Alteon and enter group configuration mode:

>> Main # /cfg/slb/group 1

[Real server group 1 Menul]

metric - Set metric used to select next server in group
content - Set health check content

health - Set health check type

backup - Set backup real server or group

name - Set real server group name

realthr - Set real server failure threshold
viphlth - Enable/disable VIP health checking in DSR mode

add - Add real server

rem - Remove real server

del - Delete real server group

cur - Display current group configuration

Add real server 1 to a group:

>> Real server group 1# add 1
Real server 1 added to real server group 1

Add real server 2 to a group:

>> Real server group 1# add 2
Real server 2 added to real server group 1.

Set the round robin metric for the group. Note: Setting metric to round robin forces Alteon to issue
connections to the real servers in turn, first connection to the first server, second to the second,
third to the third, etc. In this sample configuration only two real servers are used, so the third
connection would be issued to the first server again, and so forth. For more information on
selecting a metric please consult Application Guide.

>> Real server group 1l# metric round
Current metric: leastconns
New pending metric: roundrobin

Set health check type to TCP, this will send health checks to TCP port insuring TCP port is
operational and accepts connections from a client. TCP health check is a default setting.

>> Real server group 1# health tcp
Current health check type: tcp
New pending health check type: tcp

TTA040517 1.00 May 2004 Page: 12 of 50
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Apply and save the changes:

>> Real server group 1l# apply/save

Apply complete; don't forget to "save" updated configuration.

Request will first copy the FLASH "active" config to "backup",
then overlay FLASH "active" with new config.

Confirm saving to FLASH [y/n]: y

New config successfully saved to FLASH.

Configuring virtual IP

Configure the virtual IP for the clients to send request to.
Enter virtual interface 1 configuration mode:

>> Real server group 1l# /cfg/slb/virt 1

[Virtual Server 1 Menu]

service - Virtual Service Menu

vip - Set IP addr of virtual server

dname - Set domain name of virtual server
layr3 - Enable/disable layer 3 only balancing
ena - Enable virtual server

dis - Disable virtual server

del - Delete virtual server

cur - Display current virtual configuration

Set the virtual IP address (192.168.10.150) for the virtual interface:

>> Virtual Server 1# vip 192.168.10.150
Current virtual server IP address: 0.0.0.0
New pending virtual server IP address: 192.168.10.150

Enable the virtual interface:

>> Virtual Server 1# ena
Current status: disabled
New status: enabled

Assign a protocol to virtual interface to listen to requests on.

Note: FTP uses two connections; one for control (default TCP port 21) and one for data (default
TCP port 20), both connections should be specified and assigned to the same real server.

Enable service for control FTP connection (port 21):

>> Virtual Server 1# service ftp

[Virtual Server 1 http Service Menul

group - Set real server group number
rport - Set real port

hname - Set hostname

httpslb - Set HTTP SLB processing
pbind - Set persistent binding type

TTA040517 1.00 May 2004 Page: 13 of 50
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rcount =
dbind -
udp —
frag =
nonat =
dnsslb -
ftpp -
del -
cur -

Set multi response count

Enable/disable
Enable/disable
Enable/disable
Enable/disable
Enable/disable
Enable/disable
Delete virtual

delayed binding

UDP balancing

remapping UDP server fragments
only substituting MAC addresses
DNS query load balancing

FTP SLB parsing for virtual server
service

Display current virtual service configuration

Set the real server group (group 1) to be associated with the service on virtual interface:

>> Virtual Server 1 ftp Service# group 1
Current real server group:
New pending real server group:

1
1

Enable FTP parsing on the port. With FTP parsing Alteon looks deeper into the packets to
determine the FTP mode of operation (active, passive) to correctly associate sessions:

>> Virtual Server 1 ftp Service# ftpp e
Current FTP SLB parsing: disabled

New FTP SLB parsing:

enabled

Enable virtual service for the data FTP connection (port 20):

>> Virtual Server 1 ftp Service# /cfg/slb/virt 1l/service ftp-data

[Virtual Server 1 ftp-data Service Menu]

group -
rport =
hname =
httpslb -
pbind -
rcount =
dbind -
udp —
frag =
nonat =
dnsslb -
ftpp -
del -
cur -

Set
Set
Set
Set
Set
Set
Enable/disable
Enable/disable
Enable/disable
Enable/disable
Enable/disable
Enable/disable
Delete wvirtual

real port
hostname

persistent

real server group number

HTTP SLB processing

binding type

multi response count

delayed binding

UDP balancing

remapping UDP server fragments
only substituting MAC addresses
DNS query load balancing

FTP SLB parsing for virtual server
service

Display current virtual service configuration

Assaociate service with a group of real servers (group 1):

>> Virtual Server 1 ftp-data Service# group 1
Current real server group:
New pending real server group:

Enable FTP parsing on the FTP data port:

1
1

>> Virtual Server 1 ftp-data Service# ftpp e
Current FTP SLB parsing: disabled

New FTP SLB parsing:

enabled

TTA040517
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Enabling DAM

Enable Direct Access Mode (DAM):

>> Virtual Server 1 ftp-data Service# /cfg/slb/adv/direct e

Current Direct Access Mode:
New Direct Access Mode:

Apply and save the changes:

disabled
enabled

>> Virtual Server 1 http Service# apply/save

don't forget to "save" updated configuration.

Request will first copy the FLASH "active" config to "backup",
then overlay FLASH "active" with new config.

Confirm saving to FLASH [y/n]:

New config successfully saved to FLASH.

Apply complete;

Y

Enabling Client/Server processing
Enable Client port processing.

Enter the SLB port 1 configuration menu:

>> Main # /cfg/slb/port 1

[SLB port 1 Menu]

client -
server
rts =
hotstan -
intersw -
proxy -
pip -
filt -
add -
rem -
idslb =
cur -

Enable/disable
Enable/disable
Enable/disable
Enable/disable
Enable/disable
Enable/disable

client processing

server processing

RTS processing

hot-standby processing
inter-switch processing

use of PIP for ingress traffic

Set Proxy IP address for port

Enable/disable

filtering

Add filter to port

Remove filter from port
Enable/disable intrusion detection server load balancing
Display current port configuration

Enable Client processing on port:

>> SLB port 1# client e
Current client processing: disabled

New client processing:

Enter SLB port 7 configuration menu:

>> SLB port 1# /cfg/slb/port 7

[SLB port 7 Menu]

enabled

client - Enable/disable client processing
server - Enable/disable server processing
rts - Enable/disable RTS processing
hotstan - Enable/disable hot-standby processing
intersw - Enable/disable inter-switch processing
proxy - Enable/disable use of PIP for ingress traffic
pip - Set Proxy IP address for port
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filt - Enable/disable filtering
add - Add filter to port
rem - Remove filter from port
idslb - Enable/disable intrusion detection server load balancing
cur - Display current port configuration

Enable Server processing on the port:

>> SLB port 7
Current serve
New server pr

# server e
r processing: disabled
ocessing: enabled

Enter port 8 configuration menu:

>> SLB port 7

[SLB port 8 M
client
server
rts
hotstan
intersw
proxy
pip
filt
add
rem
idslb
cur

# /cfg/slb/port 8
enu]
- Enable/disable client processing
- Enable/disable server processing
- Enable/disable RTS processing
- Enable/disable hot-standby processing
- Enable/disable inter-switch processing
- Enable/disable use of PIP for ingress traffic
- Set Proxy IP address for port
- Enable/disable filtering
- Add filter to port
- Remove filter from port
- Enable/disable intrusion detection server load balancing
- Display current port configuration

Enable Server processing on the port:

>> SLB port 8
Current serve
New server pr

# server e
r processing: disabled
ocessing: enabled

Enabling SLB globally

Enable server loa

>> Spanning T
Current statu
New status:

d balancing (SLB) globally:

ree Group 1# /cfg/slb/on
s: OFF
ON

Apply and save the changes:

>> Layer 4# a
Apply complet
Request will
then overlay
Confirm savin
New config su

pply/save

e; don't forget to "save" updated configuration.
first copy the FLASH "active" config to "backup",
FLASH "active" with new config.

g to FLASH [y/n]:y

ccessfully saved to FLASH.
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Once the changes have been applied informational messages appear stating the status of the
virtual server and real servers.
Make sure status is operational:

May 17 15:08:55 NOTICE slb: real service 192.168.20.1:21 operational
May 17 15:08:55 NOTICE slb: real server 192.168.20.1 operational

May 17 15:08:55 NOTICE slb: Services are available for Virtual Server
1:192.168.10.150

May 17 15:08:55 NOTICE slb: real service 192.168.20.2:21 operational
May 17 15:08:55 NOTICE slb: real server 192.168.20.2 operational

Testing the configuration

Check the current SLB configuration:

>> Layer 4 Advanced# /cfg/slb/cur

Current Layer 4 settings:
ON, direct enabled, matrix enabled, grace disabled, submac disabled
fastage 0, slowage 0, tpcp disabled, aphttp disabled, minter 10
imask 255.255.255.255, pmask 255.255.255.255
mnet 0.0.0.0, mmask 255.255.255.255, idslb gl
pgarp disabled, dsfail disabled

Current health scripts settings:
SYN attack detection check interval:
SYN attack detection alarm threshold:

2 seconds
1000 new half-open sessions/second

LDAP version 2

Current real servers settings:

1: 192.168.20.1, enabled, name , weight 1, timeout 10 mins, maxcon
200000
backup none, inter 2, retry 4, restr 8
remote disabled, proxy enabled, submac disabled
cookie assignment server: disabled
exclusionary string matching: disabled
real ports:
ftp: vport ftp, group 1
virtual server: 1, 192.168.10.150, enabled
ftp-data: vport ftp-data, group 1
virtual server: 1, 192.168.10.150, enabled
2: 192.168.20.2, enabled, name , weight 1, timeout 10 mins, maxcon
200000
backup none, inter 2, retry 4, restr 8

remote disabled, proxy enabled, submac disabled
cookie assignment server: disabled

exclusionary string matching: disabled

real ports:

ftp: vport ftp, group 1

virtual server: 1, 192.168.10.150, enabled
ftp-data: vport ftp-data, group 1
virtual server: 1, 192.168.10.150, enabled

Current virtual servers settings:
1: 192.168.10.150, enabled
virtual ports:
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ftp: rport ftp, group 1, frags, ftpp
real servers:

1: 192.168.20.1, weight 1,

2: 192.168.20.2, weight 1,

enabled,
enabled,

ftp-data: rport ftp-data, group 1, frags, ftpp

real servers:
1: 192.168.20.1, weight 1,
2: 192.168.20.2, weight 1,
Current filters:

Current port settings:

enabled,
enabled,

1: client enabled, server disabled, rts disabled
hotstan disabled, intersw disabled, idslb disabled

proxy disabled, 0.0.0.0
filt disabled, filters: empty

2: client disabled, server disabled, rts disabled
hotstan disabled, intersw disabled, idslb disabled

proxy disabled, 0.0.0.0
filt disabled, filters: empty

3: client disabled, server disabled, rts disabled
hotstan disabled, intersw disabled, idslb disabled

proxy disabled, 0.0.0.0
filt disabled, filters: empty

4: client disabled, server disabled, rts disabled
hotstan disabled, intersw disabled, idslb disabled

proxy disabled, 0.0.0.0
filt disabled, filters: empty

5: client disabled, server disabled, rts disabled
hotstan disabled, intersw disabled, idslb disabled

proxy disabled, 0.0.0.0
filt disabled, filters: empty

6: client disabled, server disabled, rts disabled
hotstan disabled, intersw disabled, idslb disabled

proxy disabled, 0.0.0.0
filt disabled, filters: empty

7: client disabled, server enabled, rts disabled
hotstan disabled, intersw disabled, idslb disabled

proxy disabled, 0.0.0.0
filt disabled, filters: empty

8: client disabled, server enabled, rts disabled
hotstan disabled, intersw disabled, idslb disabled

proxy disabled, 0.0.0.0
filt disabled, filters: empty

9: client disabled, server disabled, rts disabled
hotstan disabled, intersw disabled, idslb disabled

proxy disabled, 0.0.0.0
filt disabled, filters: empty

Current Global SLB settings:
OFF, dns enabled, ttl 60, local disabled,
http enabled, usern disabled, mincon 1024,
enabled
norem disabled, encrypt enabled

Current remote site sgettings:

Current Lookup settings:

lookups disabled, host lookups disabled, dname none

backup none
backup none

backup none
backup none

one disabled, alway disabled

inter 1,

weight 1, geo
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Current internet network preference settings:

Current sync settings:
filt enabled, ports enabled, prios enabled, pips disabled
state disabled, update 30

Current peer switch settings:
Check the SLB status:
>> Main # /info/slb/dump

Real server state:
1: 192.168.20.1, 00:e0:7b:04:fb:00, vlan 1, port 7

health 4, up

2: 192.168.20.2, 00:e0:7b:05:46:40, vlan 1, port 8, health 4, up

Virtual server state:
1: 192.168.10.150, 00:60:cf:46:53:6e
virtual ports:
ftp: rport ftp, group 1, backup none
real servers:
1l: 192.168.20.1, backup none, 2 ms, up
2: 192.168.20.2, backup none, 2 ms, up
ftp-data: rport ftp-data, group 1, backup none
real servers:
1l: 192.168.20.1, backup none, 0 ms, up
2: 192.168.20.2, backup none, 0 ms, up

Redirect filter state:

Port state:

0.0. , client

server
server

7
7

VWoOoJoaudwNhR
O OO0OO0OOO0OOoOo
O OO0OO0OOO0OOoOo
[eNeolNoNoNoNoNoNoNe]

0
0
0
0
.0
0
0
0
.0

Check connectivity from clients PC1 and PC2 to VIP (192.168.10.150) using ping:

From PC1.:

C:\>ping 192.168.10.150

Pinging 192.168.10.150 with 32 bytes of data:

Reply from 192.168.10.150: bytes=32 time=10ms TTL=255
Reply from 192.168.10.150: bytes=32 time<lOms TTL=255
Reply from 192.168.10.150: bytes=32 time<lOms TTL=255
Reply from 192.168.10.150: bytes=32 time<lOms TTL=255

Ping statistics for 192.168.10.150:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = 10ms, Average = 2ms
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From PC2:

C:\> ping 192.168.10.150

Pinging 192.168.10.150 with 32 bytes of data:

Reply from 192.168.10.150: bytes=32 time=10ms TTL=255
Reply from 192.168.10.150: bytes=32 time<lOms TTL=255
Reply from 192.168.10.150: bytes=32 time<lOms TTL=255
Reply from 192.168.10.150: bytes=32 time<lOms TTL=255

Ping statistics for 192.168.10.150:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = 10ms, Average = 2ms

Check the virtual server statistics:

>> Main # /stats/slb/virt 1

Virtual server 1 stats:

Current Total Highest
Real IP address Sessions Sessions Sessions Octets
1 192.168.20.1 0 0 0 0
2 192.168.20.2 0 0 0 0
192.168.10.150 0 0 0 0

Start an FTP session from PC1 to FTP virtual server (192.168.10.150).
Enter the appropriate credentials (anonymous login was used in this example with ftp/ftp as user
ID/password):

C:\>ftp 192.168.10.150

Connected to 192.168.10.150.

220 KRISTISE-1 Microsoft FTP Service (Version 5.0).

User (192.168.10.7:(none)): ftp

331 Anonymous access allowed, send identity (e-mail name) as password.
Password:

230 Anonymous user logged in.

ftp>

Check the session dump on Alteon:

>> Session Table Information# /info/slb/sess/dump

7,58 192.168.10.7 1098, 192.168.10.150 21 -> 4101 192.168.20.1 21 age
10 EU

FTP request from PC1 (192.168.10.7) to 192.168.10.150 has been forwarded to the FTP1
(192.168.20.1) real server.
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Start an FTP session from PC2. Enter the appropriate credentials when prompted (anonymous
logon was used in this example with ftp/ftp as a user ID/password):

C:\>ftp 192.168.10.150

Connected to 192.168.10.150.

220 KRISTISE-1 Microsoft FTP Service (Version 5.0).

User (192.168.10.75: (none)): ftp

331 Anonymous access allowed, send identity (e-mail name) as password.
Password:

230 Anonymous user logged in.

ftp>

Check the session dump:

>> Session Table Information# /info/slb/sess/dump

2,9: 192.168.10.75 1152, 192.168.10.150 21 -> 4105 192.168.20.2 21
age 10 EU

7,58 192.168.10.7 1098, 192.168.10.150 21 -> 4101 192.168.20.1 21 age
10 EU

FTP request from PC2 (192.168.10.75) has been forwarded to the second real FTP server FTP2
as a round-robin algorithm has been configured as a metric to select the next available server for
load balancing.

Issue a dir command from the PC1 while FTP’d into the FTP1:

ftp> dir

200 PORT command successful.

150 Opening ASCII mode data connection for /bin/ls.
10-31-03 05:34PM 1048576 100307 bin.180e
02-05-04 03:21PM 175008 cepsetup.exe

226 Transfer complete.

ftp: 173 bytes received in 0.00Seconds 173000.00Kbytes/sec.
ftp>

Check the sessions table:

>> Session Table Information# /info/slb/sess/dump

2,9: 192.168.10.75 1152, 192.168.10.150 21 -> 4105 192.168.20.2 21
age 8 EU

7,58 192.168.10.7 1098, 192.168.10.150 21 -> 4101 192.168.20.1 21 age
10 EU

7,6: 192.168.10.7 1099, 192.168.10.150 20 -> 4102 192.168.20.1 20 age
0, next 5

FTP data connection has been forwarded to the same server (192.168.20.1) as the FTP control
connection.
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Issue a dir command from PC2 while FTP’d into the FTP2:

ftp> dir

200 PORT command successful.

150 Opening ASCII mode data connection for /bin/ls.
10-31-03 05:34PM 1048576 100307 bin.180e
01-23-04 10:00AM 4658538 309978D00.pdf

226 Transfer complete.

ftp: 110 bytes received in 0.00Seconds 110000.00Kbytes/sec.
ftp>

Check the session table:

>> Session Table Information# /info/slb/sess/dump
2,10: 192.168.10.75 1152, 192.168.10.150 21 -> 4105 192.168.20.1 21

age 10 EU
2,11: 192.168.10.75 1153, 192.168.10.150 20 -> 4106 192.168.20.1 20
age 0

7,5: 192.168.10.7 1098, 192.168.10.150 21 -> 4101 192.168.20.1 21 age
6 EU

Check the statistics for the virtual server:

>> Session Table Information# /stats/slb/virt 1

Virtual server 1 stats:

Current Total Highest
Real IP address Sessions Sessions Sessions Octets
1 192.168.20.1 2 6 3 10434
2 192.168.20.2 0 7 2 19113
192.168.10.150 2 13 5 29547

To clear SLB statistics:

>> Main # /stats/slb/clear
Confirm clearing all SLB statistics [y/n]l: y

To clear session statistics:

>> Main # /oper/slb/clear
Session table cleared.

TTA040517 1.00 May 2004 Page: 22 of 50



NCRTEL
Tech Tip QNETWORKS

Alteon

Alteon FTP Server Load Balancing

Sample configuration using Proxy IP

Setup

This example is based on the Sample configuration using DAM.

The goal of the configuration is to setup a basic FTP server load balancing using Proxy IP
addresses.

Configuring PC1, PC2, FTP1, FTP2

All devices (PC1, PC2, FTP1, FTP2) are configured exactly the same as in the previous example.

Configuring Alteon

Note, this sample configuration is started from factory default settings.
Login to the switch.

Enter password:

System Information at 11:05:11 Wed Apr 21, 2004
Alteon AD3

sysName :

sysLocation:

Select n to not run the setup script:

The switch is booted with factory default configuration.
To ease the configuration of the switch, a "Set Up" facility which
will prompt you with those configuration items that are essential
to the operation of the switch is provided.

Would you like to run "Set Up" to configure the switch? [y/n] n
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Configuring interfaces

Configure Interface 1.
Enter interface 1 configuration menu:

>> Main# /cfg/ip/if 1

[IP Interface 1 Menul]

addr - Set IP address

mask - Set subnet mask

broad - Set broadcast address

vlan - Set VLAN number

relay - Enable/disable BOOTP relay

ena - Enable IP interface

dis - Disable IP interface

del - Delete IP interface

cur - Display current interface configuration

Set mask (255.255.255.0), address (192.168.10.100) and enable the interface.

Note: If address is specified before the mask, a broadcast address must be entered using broad

command.

>> IP Interface 1# mask 255.255.255.0/addr 192.168.10.100/ena

Current subnet mask: 0.0.0.0
New pending subnet mask: 255.255.255.0
Current IP address: 0.0.0.0

New pending IP address: 192.168.10.100

Pending new broadcast address: 192.168.10.255
Current status: disabled

New status: enabled

Enter interface 2 configuration menu:

>> IP Interface 1# /cfg/ip/if 2

[IP Interface 2 Menul]

addr - Set IP address

mask - Set subnet mask

broad - Set broadcast address

vlan - Set VLAN number

relay - Enable/disable BOOTP relay

ena - Enable IP interface

dis - Disable IP interface

del - Delete IP interface

cur - Display current interface configuration
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Set the mask (255.255.255.0) and address (192.168.20.200) for the interface.
Enable the interface:

>> IP Interface 2# mask 255.255.255.0/addr 192.168.20.200/ena

Current subnet mask: 0.0.0.0
New pending subnet mask: 255.255.255.0
Current IP address: 0.0.0.0

New pending IP address: 192.168.20.200

Pending new broadcast address: 192.168.20.255
Current status: disabled

New status: enabled

Disable spanning tree protocol:

>> Main# cfg/stp 1/off
Current Spanning Tree 1 setting: ON
New Spanning Tree 1 setting: OFF

Apply and save the changes:

>> IP Interface 2# apply/save

Apply complete; don't forget to "save" updated configuration.

Request will first copy the FLASH "active" config to "backup"
then overlay FLASH "active" with new config.

Confirm saving to FLASH [y/n]: y

New config successfully saved to FLASH.

7

Switch is currently set to use factory default config block on next

boot.
Do you want to change that to the active config block? [y/n]
Next boot will use active config block.

Verify connectivity to web servers by pinging SRV1 and SRV2:

>> IP Interface 2# ping 192.168.20.1

[host 192.168.20.1, max tries 5, delay 1000 msec]
192.168.20.1: #1 ok, RTT 0 msec.

192.168.20.1: #2 ok, RTT 1 msec.

192.168.20.1: #3 ok, RTT 1 msec.

192.168.20.1: #4 ok, RTT 1 msec.
192.168.20.1: #5 ok, RTT 1 msec.

Ping finisheé.

>> IP Interface 2# ping 192.168.20.2

[host 192.168.20.2, max tries 5, delay 1000 msec]
192.168.20.2: #1 ok, RTT 1 msec.

192.168.20.2: #2 ok, RTT 1 msec.
192.168.20.2: #3 ok, RTT 1 msec.
192.168.20.2: #4 ok, RTT 1 msec.
192.168.20.2: #5 ok, RTT 1 msec.
Ping finished.

Y
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Verify connectivity to clients by pinging PC1 and PC2:

>> IP Interface 2# ping 192.168.10.7

[host 192.168.10.7, max tries 5, delay 1000 msec]
192.168.10.7: #1 ok, RTT 1 msec.

192.168.10.7: #2 ok, RTT 0 msec.
192.168.10.7: #3 ok, RTT 1 msec.
192.168.10.7: #4 ok, RTT 1 msec.
192.168.10.7: #5 ok, RTT 1 msec.
Ping finished.

>> IP Interface 2# ping 192.168.10.75

[host 192.168.10.75, max tries 5, delay 1000 msec]
192.168.10.75: #1 ok, RTT 2 msec.

192.168.10.75: #2 ok, RTT 1 msec.
192.168.10.75: #3 ok, RTT 1 msec.
192.168.10.75: #4 ok, RTT 1 msec.
192.168.10.75: #5 ok, RTT 1 msec.
Ping finished.

Configuring real servers

Configure real servers on Alteon.
Enter real server configuration menu for the real server 1:

>> Main# /cfg/slb/real 1

[Real server 1 Menu]

layer7 - Layer 7 Command Menu

rip - Set IP addr of real server

name - Set server name

weight - Set server weight

maxcon - Set maximum number of connections

tmout - Set minutes inactive connection remains open

backup - Set backup real server

inter - Set interval between health checks

retry - Set number of failed attempts to declare server DOWN
restr - Set number of successful attempts to declare server UP

addport - Add real port to server
remport - Remove real port from server

remote - Enable/disable remote site operation

proxy - Enable/disable client proxy operation

submac - Enable/disable source MAC address substitution
ena - Enable real server

dis - Disable real server

del - Delete real server

cur - Display current real server configuration

Set real IP (192.168.20.1) for the real server SRV1:

>> Real server 1 # rip 192.168.20.1
Current real server IP address: 0.0.0.0
New pending real server IP address: 192.168.20.1

TTA040517 1.00 May 2004 Page: 26 of 50



NCRTEL
Tech Tip QNETWORKS

Alteon

Alteon FTP Server Load Balancing

Enable real server 1:

>> Real server 1 # ena
Current status: disabled
New status: enabled

Enter configuration menu for the real server 2:

>> Real server 1 # ../real 2

[Real server 2 Menu]

layer7 - Layer 7 Command Menu

rip - Set IP addr of real server

name - Set server name

weight - Set server weight

maxcon - Set maximum number of connections

tmout - Set minutes inactive connection remains open

backup - Set backup real server

inter - Set interval between health checks

retry - Set number of failed attempts to declare server DOWN
restr - Set number of successful attempts to declare server UP
addport - Add real port to server

remport - Remove real port from server

remote - Enable/disable remote site operation

proxy - Enable/disable client proxy operation

submac - Enable/disable source MAC address substitution

ena - Enable real server

dis - Disable real server

del - Delete real server

cur - Display current real server configuration

Set the real IP address (192.168.20.2) for the real server SRV2:

>> Real server 2 # rip 192.168.20.2
Current real server IP address: 0.0.0.0
New pending real server IP address: 192.168.20.2

Enable the real server:

>> Real server 2 # ena
Current status: disabled
New status: enabled

Apply and save the changes:

>> Real server 2 # apply/save

Apply complete; don't forget to "save" updated configuration.

Request will first copy the FLASH "active" config to "backup",
then overlay FLASH "active" with new config.

Confirm saving to FLASH [y/n]: y

New config successfully saved to FLASH.

TTA040517 1.00 May 2004 Page: 27 of 50



. NCRTEL
Tech Tip QNETWORKS
Alteon

Alteon FTP Server Load Balancing

Creating real servers group
Add real servers to a group.

Create a group 1 on the Alteon and enter group configuration mode:

>> Main # /cfg/slb/group 1

[Real server group 1 Menul]

metric - Set metric used to select next server in group
content - Set health check content

health - Set health check type

backup - Set backup real server or group

name - Set real server group name

realthr - Set real server failure threshold
viphlth - Enable/disable VIP health checking in DSR mode

add - Add real server

rem - Remove real server

del - Delete real server group

cur - Display current group configuration

Add real server 1 to a group:

>> Real server group 1# add 1
Real server 1 added to real server group 1

Add real server 2 to a group:

>> Real server group 1# add 2
Real server 2 added to real server group 1.

Set the round robin metric for the group. Note: Setting metric to round robin forces Alteon to issue
connections to the real servers in turn, first connection to the first server, second to the second,
third to the third, etc. In this sample configuration only two real servers are used, so the third
connection would be issued to the first server again, and so forth. For more information on
selecting a metric please consult Application Guide.

>> Real server group 1l# metric round
Current metric: leastconns
New pending metric: roundrobin

Set health check type to TCP, this will send health checks to TCP port insuring TCP port is
operational and accepts connections from a client. TCP health check is a default setting.

>> Real server group 1# health tcp
Current health check type: tcp
New pending health check type: tcp
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Apply and save the changes:

>> Real server group 1l# apply/save

Apply complete; don't forget to "save" updated configuration.

Request will first copy the FLASH "active" config to "backup",
then overlay FLASH "active" with new config.

Confirm saving to FLASH [y/n]: y

New config successfully saved to FLASH.

Configuring Proxy IP addresses
Configure Proxy IP address on the client port.

NOTE: Even though we need only client port to have Proxy IP enabled, Proxy IP addresses
should be assigned to all ports of the switch if VMA (Virtual Matrix Architecture) is enabled. It is
not recommended to disable VMA on the switch as it will degredate switch performance and limit
switch functionality.

Care must be taken to provision IP addresses for all ports on the switch.

An AD3 is used in this example; therefore all 8 ports should be configured with routable IP
addresses.

In this example 192.168.20.210-217 addresses have been selected as a Proxy IP addresses for
the switch.

Configure Proxy IP (PIP) for the port 1:

>> Real server group 1# /cfg/slb/port 1l/pip 192.168.20.210
Current proxy IP address: 0.0.0.0
New pending proxy IP address: 192.168.20.210

Enable Proxy IP on the client port (port 1 in this example):

>> SLB port 1# proxy e
Current using proxy IP address: disabled
New using proxy IP address: enabled

Configure the rest of the ports with the PIPs.
Note: There is no need to enable proxy IPs on the ports that are not enabled for the client
processing.

>> SLB port 1# /cfg/slb/port 2/pip 192.168.20.211
Current proxy IP address: 0.0.0.0
New pending proxy IP address: 192.168.20.211

>> SLB port 2# /cfg/slb/port 3/pip 192.168.20.212
Current proxy IP address: 0.0.0.0
New pending proxy IP address: 192.168.20.212

>> SLB port 3# /cfg/slb/port 4/pip 192.168.20.213
Current proxy IP address: 0.0.0.0
New pending proxy IP address: 192.168.20.213

>> SLB port 4# /cfg/slb/port 5/pip 192.168.20.214
Current proxy IP address: 0.0.0.0
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New pending proxy IP address: 192.168.20.214

>> SLB port 5# /cfg/slb/port 6/pip 192.168.20.215
Current proxy IP address: 0.0.0.0
New pending proxy IP address: 192.168.20.215

>> SLB port 6# /cfg/slb/port 7/pip 192.168.20.216
Current proxy IP address: 0.0.0.0
New pending proxy IP address: 192.168.20.216

>> SLB port 7# /cfg/slb/port 8/pip 192.168.20.217
Current proxy IP address: 0.0.0.0
New pending proxy IP address: 192.168.20.217

Apply and save the changes:

>> SLB port 8# apply/save

Apply complete; don't forget to "save" updated configuration.

Request will first copy the FLASH "active" config to "backup"
then overlay FLASH "active" with new config.

Confirm saving to FLASH [y/n]: y

New config successfully saved to FLASH.

Configuring virtual IP

Configure the virtual IP for the clients to send request to.
Enter virtual interface 1 configuration mode:

>> Real server group 1l# /cfg/slb/virt 1

[Virtual Server 1 Menu]

service - Virtual Service Menu

vip - Set IP addr of virtual server

dname - Set domain name of virtual server
layr3 - Enable/disable layer 3 only balancing
ena - Enable virtual server

dis - Disable virtual server

del - Delete virtual server

cur - Display current virtual configuration

Set the virtual IP address (192.168.10.150) for the virtual interface:

>> Virtual Server 1# vip 192.168.10.150
Current virtual server IP address: 0.0.0.0
New pending virtual server IP address: 192.168.10.150

Enable the virtual interface:

>> Virtual Server 1# ena
Current status: disabled
New status: enabled

7
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Assign a protocol to virtual interface to listen to requests on.

Note: FTP uses two connections; one for control (default TCP port 21) and one for data (default

TCP port 20), both connections should be specified and assigned to the same real server.
Enable service for control FTP connection (port 21):

>> Virtual Server 1l# service ftp

[Virtual Server 1 ftp Service Menu]

group - Set real server group number

rport - Set real port

hname - Set hostname

httpslb - Set HTTP SLB processing

pbind - Set persistent binding type

rcount - Set multi response count

dbind - Enable/disable delayed binding

udp - Enable/disable UDP balancing

frag - Enable/disable remapping UDP server fragments
nonat - Enable/disable only substituting MAC addresses
dnsslb - Enable/disable DNS query load balancing

ftpp - Enable/disable FTP SLB parsing for virtual server
del - Delete virtual service

cur - Display current virtual service configuration

Set the real server group (group 1) to be associated with the service on virtual interface:

>> Virtual Server 1 ftp Service# group 1
Current real server group: 1
New pending real server group: 1

Enable FTP parsing on the port:

>> Virtual Server 1 ftp Service# ftpp e
Current FTP SLB parsing: disabled
New FTP SLB parsing: enabled

Enable virtual service for the data FTP connection (port 20):

>> Virtual Server 1 ftp Service# /cfg/slb/virt 1l/service ftp-data

[Virtual Server 1 ftp-data Service Menu]

group - Set real server group number

rport - Set real port

hname - Set hostname

httpslb - Set HTTP SLB processing

pbind - Set persistent binding type

rcount - Set multi response count

dbind - Enable/disable delayed binding

udp - Enable/disable UDP balancing

frag - Enable/disable remapping UDP server fragments

nonat - Enable/disable only substituting MAC addresses

dnsslb - Enable/disable DNS query load balancing

ftpp - Enable/disable FTP SLB parsing for virtual server

del - Delete virtual service

cur - Display current virtual service configuration
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Associate service with a group of real servers (group 1):

>> Virtual Server 1 ftp-data Service# group 1
Current real server group: 1
New pending real server group: 1

Enable FTP parsing on the FTP data port:

>> Virtual Server 1 ftp-data Service# ftpp e
Current FTP SLB parsing: disabled
New FTP SLB parsing: enabled

Apply and save the changes:

>> Virtual Server 1 http Service# apply/save

Apply complete; don't forget to "save" updated configuration.

Request will first copy the FLASH "active" config to "backup",
then overlay FLASH "active" with new config.

Confirm saving to FLASH [y/n]: y

New config successfully saved to FLASH.

Enable Client port processing.
Enter the SLB port 1 configuration menu:

>> Main # /cfg/slb/port 1

[SLB port 1 Menu]

client - Enable/disable client processing

server - Enable/disable server processing

rts - Enable/disable RTS processing

hotstan - Enable/disable hot-standby processing

intersw - Enable/disable inter-switch processing

proxy - Enable/disable use of PIP for ingress traffic
pip - Set Proxy IP address for port

filt - Enable/disable filtering

add - Add filter to port

rem - Remove filter from port

idslb - Enable/disable intrusion detection server load balancing
cur - Display current port configuration

Enabling Client/Server processing
Enable Client processing on port:

>> SLB port 1# client e
Current client processing: disabled
New client processing: enabled

Enter SLB port 7 configuration menu:

>> SLB port 1# /cfg/slb/port 7

[SLB port 7 Menu]
client - Enable/disable client processing
server - Enable/disable server processing
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rts - Enable/disable RTS processing

hotstan - Enable/disable hot-standby processing

intersw - Enable/disable inter-switch processing

proxy - Enable/disable use of PIP for ingress traffic

pip - Set Proxy IP address for port

filt - Enable/disable filtering

add - Add filter to port

rem - Remove filter from port

idslb - Enable/disable intrusion detection server load balancing
cur - Display current port configuration

Note: When implementing Proxy IP, server port processing could be disabled on ports.

In this example we've chosen to enable server processing on ports.
Enable Server processing on the port:

>> SLB port 7# server e
Current server processing: disabled
New server processing: enabled

Enter port 8 configuration menu:

>> SLB port 7# /cfg/slb/port 8

[SLB port 8 Menu]

client - Enable/disable client processing
server - Enable/disable server processing
rts - Enable/disable RTS processing

hotstan - Enable/disable hot-standby processing
intersw - Enable/disable inter-switch processing

proxy - Enable/disable use of PIP for ingress traffic

pip - Set Proxy IP address for port

filt - Enable/disable filtering

add - Add filter to port

rem - Remove filter from port

idslb - Enable/disable intrusion detection server load balancing
cur - Display current port configuration

Enable Server processing on the port:

>> SLB port 8# server e
Current server processing: disabled
New server processing: enabled

Enabling SLB globally
Enable server load balancing (SLB) globally:
>> Spanning Tree Group 1# /cfg/slb/on

Current status: OFF
New status: ON
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Apply and save the changes:

>> Layer 4# apply/save

Apply complete; don't forget to "save" updated configuration.

Request will first copy the FLASH "active" config to "backup",
then overlay FLASH "active" with new config.

Confirm saving to FLASH [y/n]:y

New config successfully saved to FLASH.

Once the changes have been applied informational messages appear stating the status of the
virtual server and real servers.
Make sure status is operational:

Apr 21 12:57:14 NOTICE slb: real service 192.168.20.1:80 operational
Apr 21 12:57:14 NOTICE slb: real server 192.168.20.1 operational

Apr 21 12:57:14 NOTICE slb: Services are available for Virtual Server
1:192.168.10.150

Apr 21 12:57:15 NOTICE slb: real service 192.168.20.2:80 operational
Apr 21 12:57:15 NOTICE slb: real server 192.168.20.2 operational

Testing the configuration

Check the current SLB configuration:

>> Layer 4 Advanced# /cfg/slb/cur

Current Layer 4 settings:
ON, direct disabled, matrix enabled, grace disabled, submac disabled
fastage 0, slowage 0, tpcp disabled, aphttp disabled, minter 10
imask 255.255.255.255, pmask 255.255.255.255
mnet 0.0.0.0, mmask 255.255.255.255, idslb gl
pgarp disabled, dsfail disabled

Current health scripts settings:
SYN attack detection check interval: 2 seconds
SYN attack detection alarm threshold: 1000 new half-open sessions/second

LDAP version 2

Current real servers settings:
1: 192.168.20.1, enabled, name , weight 1, timeout 10 mins, maxcon
200000
backup none, inter 2, retry 4, restr 8
remote disabled, proxy enabled, submac disabled
cookie assignment server: disabled
exclusionary string matching: disabled
real ports:
ftp: vport ftp, group 1
virtual server: 1, 192.168.10.150, enabled
ftp-data: vport ftp-data, group 1
virtual server: 1, 192.168.10.150, enabled
2: 192.168.20.2, enabled, name , weight 1, timeout 10 mins, maxcon
200000
backup none, inter 2, retry 4, restr 8
remote disabled, proxy enabled, submac disabled

TTA040517 1.00 May 2004 Page: 34 of 50



NCRTEL

Tech Tip NETWORKS
Alteon
Alteon FTP Server Load Balancing
cookie assignment server: disabled
exclusionary string matching: disabled
real ports:
ftp: vport ftp, group 1
virtual server: 1, 192.168.10.150, enabled
ftp-data: vport ftp-data, group 1
virtual server: 1, 192.168.10.150, enabled
Current virtual servers settings:
1: 192.168.10.150, enabled
virtual ports:
ftp: rport ftp, group 1, frags, ftpp
real servers:
1: 192.168.20.1, weight 1, enabled, backup none
2: 192.168.20.2, weight 1, enabled, backup none
ftp-data: rport ftp-data, group 1, frags, ftpp
real servers:
l1: 192.168.20.1, weight 1, enabled, backup none
2: 192.168.20.2, weight 1, enabled, backup none

Current filters:

Current port settings:

g

client enabled, server disabled, rts disabled
hotstan disabled, intersw disabled, idslb disabled
proxy enabled, 192.168.20.210

filt disabled, filters: empty

client disabled, server disabled, rts disabled
hotstan disabled, intersw disabled, idslb disabled
proxy disabled, 192.168.20.211

filt disabled, filters: empty

client disabled, server disabled, rts disabled
hotstan disabled, intersw disabled, idslb disabled
proxy disabled, 192.168.20.212

filt disabled, filters: empty

client disabled, server disabled, rts disabled
hotstan disabled, intersw disabled, idslb disabled
proxy disabled, 192.168.20.213

filt disabled, filters: empty

client disabled, server disabled, rts disabled
hotstan disabled, intersw disabled, idslb disabled
proxy disabled, 192.168.20.214

filt disabled, filters: empty

client disabled, server disabled, rts disabled
hotstan disabled, intersw disabled, idslb disabled
proxy disabled, 192.168.20.215

filt disabled, filters: empty

client disabled, server enabled, rts disabled
hotstan disabled, intersw disabled, idslb disabled
proxy disabled, 192.168.20.216

filt disabled, filters: empty

client disabled, server enabled, rts disabled
hotstan disabled, intersw disabled, idslb disabled
proxy disabled, 192.168.20.217

filt disabled, filters: empty

client disabled, server disabled, rts disabled
hotstan disabled, intersw disabled, idslb disabled
proxy disabled, 0.0.0.0

filt disabled, filters: empty
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Current Global SLB settings:
OFF, dns enabled, ttl 60, local disabled, one disabled, alway disabled
http enabled, usern disabled, mincon 1024, inter 1, weight 1, geo
enabled
norem disabled, encrypt enabled

Current remote site settings:

Current Lookup settings:
lookups disabled, host lookups disabled, dname none

Current internet network preference settings:

Current sync settings:
filt enabled, ports enabled, prios enabled, pips disabled
state disabled, update 30

Current peer switch settings:

Check the SLB status:

>> Main # /info/slb/dump

Real server state:
1: 192.168.20.1, 00:e0:7b:04:fb:00, vlian 1, port 7, health 4, up
2: 192.168.20.2, 00:e0:7b:05:46:40, vlan 1, port 8, health 4, up

Virtual server state:
1: 192.168.10.150, 00:60:cf:46:53:6e
virtual ports:
ftp: rport ftp, group 1, backup none
real servers:
1: 192.168.20.1], backup none, 2 ms, up
2: 192.168.20.2, backup none, 2 ms, up
ftp-data: rport ftp-data, group 1, backup none
real servers:
1l: 192.168.20.1], backup none, 0 ms, up
2: 192.168.20.2, backup none, 0 ms, up

Redirect filter state:

Port state:

192.168.20.210, proxy, client
192.168.20.211

192.168.20.212

192.168.20.213

192.168.20.214

192.168.20.215
192.168.20.216, server
192.168.20.217, server
0.0.0.0

VoOoJaUudwWNhR
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Check connectivity from clients PC1 and PC2 to VIP (192.168.10.150) using ping:
From PC1:

C:\>ping 192.168.10.150
Pinging 192.168.10.150 with 32 bytes of data:

Reply from 192.168.10.150: bytes=32 time=10ms TTL=255
Reply from 192.168.10.150: bytes=32 time<lOms TTL=255
Reply from 192.168.10.150: bytes=32 time<lOms TTL=255
Reply from 192.168.10.150: bytes=32 time<lOms TTL=255
Ping statistics for 192.168.10.150:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = 10ms, Average = 2ms
From PC2:
C:\> ping 192.168.10.150
Pinging 192.168.10.150 with 32 bytes of data:
Reply from 192.168.10.150: bytes=32 time=10ms TTL=255
Reply from 192.168.10.150: bytes=32 time<lOms TTL=255
Reply from 192.168.10.150: bytes=32 time<lOms TTL=255
Reply from 192.168.10.150: bytes=32 time<lOms TTL=255
Ping statistics for 192.168.10.150:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = 10ms, Average = 2ms
Check the virtual server statistics:
>> Main # /stats/slb/virt 1
Virtual server 1 stats:
Current Total Highest
Real IP address Sessions Sessions Sessions Octets
1 192.168.20.1 0 0 0 0
2 192.168.20.2 0 0 0 0
192.168.10.150 0 0 0 0
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Start an FTP session from PC1 to FTP virtual server (192.168.10.150).
Enter the appropriate credentials (anonymous login was used in this example with ftp/ftp as user
ID/password):

C:\>ftp 192.168.10.150

Connected to 192.168.10.150.

220 KRISTISE-1 Microsoft FTP Service (Version 5.0).

User (192.168.10.7: (none)): ftp

331 Anonymous access allowed, send identity (e-mail name) as password.
Password:

230 Anonymous user logged in.

ftp>

Check the session dump:

>> Session Table Information# /info/slb/sess/dump
7,5: 192.168.10.7 1126, 192.168.10.150 21 ->
192.168.20.216 4101 192.168.20.1 21 age 8 EU

FTP request from PC1 (192.168.10.7) to virtual IP (192.168.10.150) has been forwarded to the
FTP1 (192.168.20.1) real server and client’s source addresses has been substituted with one of
the configured proxy IPs. The proxy IP of port 7 (192.168.20.216) has been used in this case as
port 7 has been selected by the VMA to process the session.

Start an FTP session from PC2. Enter the appropriate credentials when prompted (anonymous
logon was used in this example with ftp/ftp as a user ID/password):

C:\>ftp 192.168.10.150

Connected to 192.168.10.150.

220 KRISTISE-1 Microsoft FTP Service (Version 5.0).

User (192.168.10.75: (none)): ftp

331 Anonymous access allowed, send identity (e-mail name) as password.
Password:

230 Anonymous user logged in.

ftp>

Check the session dump:

>> Session Table Information# /info/slb/sess/dump

2,6: 192.168.10.75 1165, 192.168.10.150 21 ->
192.168.20.211 4102 192.168.20.2 21 age 10 EU

7,558 192.168.10.7 1126, 192.168.10.150 21 ->
192.168.20.216 4101 192.168.20.1 21 age 8 EU

FTP request from PC2 (192.168.10.75) has been forwarded to the second real FTP server FTP2
as a round-robin algorithm has been configured as a metric to select the next available server for
load balancing. Note VMA has selected port 2 for processing the session and therefore proxy IP

address of port 2 has been used to substitute the client’s source IP.
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Issue a dir command from the PC1 while FTP’d into the FTP1:

ftp> dir

200 PORT command successful.

150 Opening ASCII mode data connection for /bin/ls.
10-31-03 05:34PM 1048576 100307 bin.180e
02-05-04 03:21PM 175008 cepsetup.exe
226 Transfer complete.

ftp: 173 bytes received in 0.00Seconds 173000.00Kbytes/sec.

ftp>
Check the sessions table:

>> Session Table Information# /info/slb/sess/dump
2,6: 192.168.10.75 1165, 192.168.10.150 21 ->
192.168.20.211 4102 192.168.20.2 21 age 8 EU
7555 192.168.10.7 1126, 192.168.10.150 21 ->
192.168.20.216 4101 192.168.20.1 21 age 10 EU
7,6: 192.168.10.7 1127, 192.168.10.150 20 ->
192.168.20.216 4102 192.168.20.1 20 age 0, next 5

Issue a dir command from PC2 while FTP'd into the FTP2:

ftp> dir

200 PORT command successful.

150 Opening ASCII mode data connection for /bin/ls.
10-31-03 05:34PM 1048576 100307 bin.180e
01-23-04 10:00AM 4658538 309978D00.pdf
226 Transfer complete.

ftp: 110 bytes received in 0.00Seconds 110000.00Kbytes/sec.

ftp>
Check the session table:

>> Session Table Information# /info/slb/sess/dump
2,6: 192.168.10.75 1165, 192.168.10.150 21 ->
192.168.20.211 4102 192.168.20.2 21 age 10 EU
2,7: 192.168.10.75 1166, 192.168.10.150 20 ->
192.168.20.211 4103 192.168.20.2 20 age O
7,55 192.168.10.7 1126, 192.168.10.150 21 ->
192.168.20.216 4101 192.168.20.1 21 age 8 EU
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Check the statistics for the virtual server:

>> Session Table Information# /stats/slb/virt 1

Virtual server 1 stats:

Current Total Highest

Real IP address Sessions Sessions Sessions Octets
1 192.168.20.1 2 6 3 10434
2 192.168.20.2 0 7 2 19113

192.168.10.150 2 13 5) 29547

To clear SLB statistics:

>> Main # /stats/slb/clear
Confirm clearing all SLB statistics [y/nl: vy

To clear session statistics:

>> Main # /oper/slb/clear
Session table cleared.
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Appendix A. FTP with DAM. Sample sniffer traces.

Client starts and FTP session.

Client (192.168.10.7) sends a SYN from the port 2868 to the virtual IP (192.168.10.150) port 21
requesting to open FTP connection:

@ (Untitled) - Ethereal

Fie Edi Wiew Coptwe Anapee Stalitics Help
AR ER =SS GIEFTES
. Protocol |\nfn

\T.me [source
5 06454 AIteonNe 46 53160 Broadcast ARP whn has 19 16
& 7 162.168.10.150 g SN

‘ 7 6.297143 192 168 10 150 192.168.10.7 TCP

Ftp > ZEGE [SYN ACK] seq=. 3416470261 Ack= 263128679 W‘m 8192 Len 0 M55=512
EFrame 6 (62 bytes on wire, 62 bytes captured)
EEthernat II, src: 00:08:74:9a:e5:85, Dst: 00:60:cfF:46:53:6e
E Internet Protocol, Src Addr: 192.168.10.7 (192.168.10.7), Dst Addr: 192.168.10.150 (192.168.10.150]
B Transmission control protocol, Src Port: 2868 (2868), Dst Port: frp (21), sSeq: 263128678, Ack: 0, Len: 0
source port: 2868 (2868)
pestination port: ftp (21)
Seguence number: 263128678
Header length: 28 hytes
EFlags: 0x0002 (SYN)
window size: 16384
Checksum: 0x8hd3 (correct)
Eoptions: (8 bytes)

HNEEREE

Destination

Alteon receives SYN to its virtual IP (192.168.10.150), checks whether client processing has
been enabled on the port the SYN was received on. With client processing being enabled Alteon
checks whether real servers are available. With real servers being available, Alteon processes
the request and decides on which real server to forward the request to:

7,5: 192.168.10.7 2868, 192.168.10.150 21

-> 4100 192.168.20.2 21 age
10 EU

Alteon substitutes the destination address from virtual IP (192.168.10.150) to the real server IP

(192.168.20.2), changes client source port from 2868 to 4100 and forwards the SYN to the real
server:

@ ftp-dam.cap - Ethereal
Fie Edt View Capue Anabee Statistics  Help

J&ﬂ x [@[E] B« [»] o[F[2] Q@] #T]E

[Destinato

HE ¢ ¢

Pratocol [ Info

@ Frame 17 (62 hbytes on wire, 62 bytes captured)

EEthernet II, Src: 00:08:74:9a:e5:85, Dst: 00:e20:7h:04:Th:00
@ Internet protocol,

src addr: 192,168, 10 7 (192 168 10. 7) DSt Addr‘ 192 168. 20 1 (192.168.20.1)
B Transm Control 0

Protocol
Source port: 4100 (4100)
pestination port: frp (210
Sequence numher: 263128678
Header Tength: 28 bytes

EFlags: O0x0002 (SYW)
window size: 16384
Checksum: 0x7d98 (correct)

Boptions: (8 hytes)

Ack: 0, Len: O
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Real server receives the SYN and responds with SYN ACK.

Note: From the real server point of view an FTP SYN request has been initiated by the client from
port 4100.

@ ftp-dam.cap - Ethereal
Fle Edt View Coplue Anabee Staliics  Help

el elEx|@[a] 5 [s] O[3 ajae] #lD

[Mo - Trime [souce [ Destination

P

Protocal__[Info

EFrame 18 (58 bytes on wire, 58 bytes captured)
EEthernet II, sSrc: 00:e0:7b:04:fh:00, Dst: 00:60:cf:46:53:60
EInternet Protocol, src addr: 152.168.20.1 (192.168.20.1), Dbst aAddr: 192.168.10.7 (192.168.10.7)
B Transmission Control Protocol, Src port: ftp (21), Dst Port: 4100 (41000, Seq: 3416470261, Ack: 263128679, Len: O
source port: ftp (21)
pestination port: 4100 (4100)
Sequence number: 3416470261
Acknowledgement number: 263128679
Header length: 24 bytes
EFlags: 0x0012 (SVN, ACK)
window size: 8192
Checksum: 0xh7a% (correct)
Hoptions: (4 bytes)

Alteon receives the SYN ACK, looks up its sessions table, substitutes real server IP

(192.168.20.2) with Alteon’s virtual IP (192.168.10.150), changes destination port (4100) to
clients port (2868) and forwards the SYN ACK to the client:

@ (Untitled) - Ethereal

Fie Edt View Caplue Andbze Stafistics  Help
o] =lEx |@&] B« [»] o[F[2] @aa) #DEX 8]
1o . [irfo

[1ime Destination

Fratocol

EFrame 7 (60 bytes on wire, 60 bytes captured)

EEthernet II, Src: 00:60:cf:46:53:60, Dst: 00:08:74:9a:25:85
B Internet Protocal, src addr: 192.168.10.150 (192.168.10.150), Dst Addr: 192.168.10.7 (192.168.10.7)
B Transmission Control protocol, src Port: frp (210, Dst Port: 2868 (2868), Seq: 3416470261, Ack: 263128679, Len
source port: ftp (21)
pestination port: 2868 (2863)
Sequence number: 3416470261
Acknowledgement number: 263128679
Header length: 24 hytes
EFlags: Ox0012 (SYN, ACK])
window size: 8192
Checksum: OxcS5ed (correct)
Hoptions: (4 bytes)

HEY)

Client receives the SYN ACK and responds to virtual server with ACK:

@ (Untitled) - Ethereal
File Edt View Coplue Anaboe Stalisics Help

gﬁﬂhw@méﬂmﬁﬁwmww@ﬂ%@
No..  [Time [ Source [ Destination Prstocel [irfo

EFrame 8 (54 bytes on wire, 54 bytes captured)
EEthernet II, Src: 00:08:74:9a:e5:85, Dst: 00:60:cF:46:53:68
B Internet Protocal, src addr: 192.168.10.7 (192.168.10.7), Dst Addr: 192.168.10.150 (192.168.10.150)

B Transmission Control protocol, Src Port: 2868 (2868), Dst port: ftp (21), Seq: 263128679, ack: 3416470262, Len: 0O
Source port: 2868 (2868

pestination port: frp (21)
sequence number: 263128679
Acknowledgement number: 3416470262
Header length: 20 bytes

EFlags: 0x0010 (ACK)
window size: 16384
cChecksum: Oxb9ed (correct)
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Alteon receives the ACK, checks its session table, substitutes the destination virtual IP

(192.168.10.150) with a real server IP (192.168.20.2), changes ports from 2868 to 4100 and
forwards the ACK to the real server:

@ ftp-dam.cap - Ethereal

File Edi Yiew Capuie Anajee  Stalisics Help

=lE x @] m e[=]w[F[2alala] ¥

[Ho.  [rime Source [Destination Protosal | Info
‘ T v o

97 CEM=U Mss=71L
EFrame 1% (60 bytes on wire, 60 bytes captured)

EEethernet II, Src: 00:08:74:%a:e5:85, Dst: 00:e0:7h:04:Fh:00
B Internet Protocol, Src Addr: 192.168.10.7 (192.168.10.7), Dst Addr: 192.168.20.1 (192.168.20.1)
B Transmission control protocol, Src Port: 4100 (41000, pst port: frp (210, seq: 263128679, ack: 3416470262, Len: O

Source port: 4100 (41000

pestination port: ftp (21)

Sequence number: 263128679

Acknowledgement number: 3416470262

Header length: 20 bytes

EFlags: 0x0010 (ACK)
window size: 16384
Checksum: Oxahb2 (correct)

Thus a three way handshake is complete and server is ready for a new user.

Eile Edil !\ew Eaplule 5na|pze Elal\stics ie\p
b A x @ g R ¢+ w7 2 Qlalal #nFEx 8
‘Nﬂ B |T\me |Sﬂurce Destination |lencnl ‘Infn

‘ BEl

] E)

= E)

o

a2 A1 EATARG

EFrame 20 (76 bytes on wire, 76 bytes captured)
thernet II, src: 00:e0:7h:04:fh:00, Dpst: 00:60:cf:46:53:60
B Internet Protocol, Src Addr: 192.168.20.1 (152.168.20.1), Dst Addr: 192.168.10.7 (192.168.10.7)
B Transmission Control protocol, src port: frp (210, Dst Port: 4100 (41000, sSeq: 3416470262, ack: 263128679, Len: 22
Source port: frp (21)
pestination port: 4100 (41000
Sequence number: 3416470262
Mext sequence number: 3416470284
Acknowledgement number: 263128679
Header length: 20 bytes
B Flags: 0x0018 (PSH, ACK)
window size: 8192
Checksum: 0x9028 (correct)
B File Transfer Protocol (FTR)
B 220 FTP server readyrin

Response code: Service ready for new user (2200
Response arg: FTP server ready

efe A EmET

@ (Untitled) - Ethereal
fi\e Edit Eiew Eapture Enalyze Etatist\cs

ﬂelp
B 5|E| x @8] @ «|»| o|F[2] Qe D5 X B
|Nn c |Time ‘Snun:e |Dast\natinn Protocal |Inlﬂ

ST IO T W= LOSeg CETT

EFrame 9 (76 bytes on wire, 76 bytes captured)
thernet II, Src: 00:60:cf:46:53:60, Dst: 00:08:74:9a:85:85
[ Internet Protocol, Src Addr: 192.168.10.150 (152.168.10.150), Dst aAddr: 192.168.10.7 (192.163.10.7)
ETransmission Control Protocol, Src Port: ftp (21), Dst Port: 2868 (2868), Seq: 3416470262, Ack: 263128679, Len: 22
Source port: ftp (21)
pestination port: 2868 (28680
Sequence number: 3416470262
Wext seguence number: 3416470284
Acknowledgement number: 263128679
Header length: 20 bytes
HFlags: 0x0018 (PSH, ACK)
window size: 8192
Checksum: 0x9e63 (correct)
BFile Transfer protocol (FTP)
B 220 FTP server readysrin

Response code: Service ready for new user (220)
Response arg: FTP server ready

NOTE: From the client’s point of view, it opened an FTP connection to the FTP server at
192.168.10.150 and it has no knowledge of the real servers behind the Alteon.

From the real server point of view, the session has been opened by the real client (192.168.10.7)
from port 4100.
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Appendix B. FTP with Proxy IP. Sample sniffer traces.

Client starts and FTP session.

Client (192.168.10.7) sends a SYN from the port 2817 to the virtual IP (192.168.10.150) port 21
requesting to open FTP connection:

@ (Untitled) - Ethereal
Fie Edt View Cepue Ansipe Statisics Help

ol ol ols| ol 2] Jeal W
[No..  [rime [ourcs

[Destination

s
O
o=k

X

Protacal [ Irfo

EFrame 5 (62 bytes on wire, &2 hytes captur‘ed)

B Ethernet 11, Src: 00:08:74:9a:e5%:85, Dst: 00:60:cf:46:53:6e
B Internet F‘r’ntﬂcﬂ1,

Srec addr: 192.168.10.7 (152.168.10.7), Dst addr: 192.168.10.150 (192.168.10.150)
B Transmission control pProtocol, src port: 2817 (2817), Dst port: fop (21), Seq: 3728644684, ack: 0, Len: ©

Source port: 2817 (2817)
pestination port: frp (21)
seguence number: 3723644664
Header length: 28 hytes

B Flags: 0x0002 (SYN)
window size: 16384
Checksum: 0x2%a4 (correct)

Eoptions: (8 bytes)

Alteon receives SYN to its virtual IP (192.168.10.150), checks whether client processing has
been enabled on the port the SYN was received on. With client processing being enabled Alteon

checks whether real servers are available. With real servers being available, Alteon processes
the request and decides on which real server to forward the request to:

6,3: 192.168.10.7 2817, 192.168.10.150 21 ->

192.168.20.215 4104 192.168.20.2 21 age 10 EU

Alteon substitutes the client source IP (192.168.10.7) with the proxy IP assigned to the port that

was selected by VMA for session processing, 192.168.20.215 in this example. Alteon changes
the client’s source port 2817 to the 4104 and forwards the SYN to the real server:

@ ftp-pxy.cap - Ethereal
Fle Edt View Capwie Analze Stalisics Help

JBM\@Q”@M@?Q@@@W

\ Tirne \ Sourcs \ Destnaion
r

)

Potecs |Ir\fn
-

EU=IHT T

EFrame 17 (62 bytes on wire, &2 bytes captured)
EEthernet II, Src: 00:60:cT:46:53:66, Dst: 00:ed:7b:04:Fh:00
@ Internet Protocaol, src addr: 162.168.20.215 (152.168.20.215), bst addr: 152.168.20.1 (162.168.20.1)

B Transmission Control protocol, Src Port: 4104 (41047, pst port: fop (210, sSeq: 3728644664, ack: 0, Len: O
source port: 4104 (41040

pestination port: ftp (21)
seguence number: 3728644664
Header length: 28 hytes
B Flags: 0x0002 (SYN)
window size: 16384
Checksum: 0x1062 (correct)
Boptions: (8 bytes)
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Real server receives the SYN and responds with SYN ACK.

Note: From the real server point of view an FTP SYN request has been initiated by the Alteon

itself (192.168.20.215), real server has no knowledge of the real client therefore the reply will be
forwarded back to the switch.

@ ftp-pxy.cap - Ethereal

Fle Edt View Caplue Anabee Statisis Help
J e =B[x [@g] Rl«[»] =[5[2] @ala] #DExX g
Protosal [ Info

Time Source Destination
T Ty I92. 10 I72. 10 FIUT T (ST S0 TGOS

T

EFrame 18 (58 bytes on wire, 58 bytes captured)
E Ethernet IT, Src: 00:e0:7b:04:Tb:00, Dst: 00:60:cf:46:53:66
@ Internet Protocol, src Addr: 192.168.20.1 (192.168.20.1), DSt Addr: 192.168.20.215 ¢(192.168.20.215)
BTransmission Contraol protocol, src port: frp (210, Dst pPort: 4104 (41040, Seq: 2692658001, Ack: 3728644665
source port: frp (210
pestination port: 4104 (41040
Sequence number: 2692658001
acknowledgement number: 3728644665
Header Tength: 24 bytes
EFlags: Ox0012 ¢SvM, ACK)
window size: 8760
Checksum: 0Oxeefs (correct)
Boptions: (4 bytes)

, Len: O

Alteon receives the SYN ACK, looks up its session table, substitutes destination proxy IP
(192.168.20.215) with client’s IP (192.168.10.7), substitutes real server IP (192.168.20.2) with

Alteon’s virtual IP (192.168.10.150), changes destination port (4104) to clients port (2817) and
forwards the SYN ACK to the client:

@ (Untitled) - Ethereal

Fle Edi View Coplue Anabze Stalisics Help
e
@JJ

JBMI@@E@M@?M@@@@

[Time [Seurce [ Destination Protoce [ o

EFrame 6 (60 bytes on wire, 60 hytes captured)
E ethernet 11, Src: Q0:60:cf:46:53:60, Dst: 00:08:74:9a:25:85
@ Internat Pr’ntncm, src oAddr: 192.168.10.150 (192.168.10.150), Dst Addr: 192.168.10.7 (192.168.10.7
BTransmission Control Protocol, src Port: ftp (210, bpst Port: 2817 (2817), Seq: 2692658091, Ack: 3728644665, Len: O
Source port: ftp (210
Destination port: 2817 (2817)
Seguence number: 2692658091
Acknowledgement number: 3728844665
Header Tength: 24 bytes
EFlags: 0x0012 (SvM, ACK)
window size: 8760
Checksum: 0x0838 (correct)
Boptions: (4 bytes)

Client receives the SYN ACK and responds to virtual server with ACK:

@ (Untitled) - Ethereal

Flle Ed\l Vlew Eaplure Analyze Slatlstms He\p
JBM wgmawwﬁﬂ@@@w REEES J

| Time | Sourcs ‘ Destination Prolocol

|Inf0

EFrame 7 (54 hytes on wire, 54 bytes captured)
B Ethernet II, Src: 00:08:74:9a:e5:85, Dst: 00:60:cf:46:53:6e
B Internet Protocol, sro oaddr: 192.168.10.7 (192.168.10.7)
Bl Transmission control Protocol, sk Port: 2817 (2817)

Source port: 2817 (2817)

Destination port: ftp (21)

Sequence number: 3728644665

Acknowledgement number: 2692658092

Header length: 20 hytes

B Flags: 0x0010 (ACK)
window size: 17520
Checksum: 0xfdbc (correct)

, DsT Addr: 192.168.10.150 (192.168.10.150)
, Dst port: frp (210, seq: 3728644665, ack: 2692658082,
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Alteon receives the ACK, checks its session table, substitutes the destination virtual IP
(192.168.10.150) with a real server IP (192.168.20.2), substitutes the source IP (192.168.10.7)

with proxy IP (192.168.20.215), changes ports from 2817 to 4104 and forwards the ACK to the
real server:

@ ftp-pxy.cap - Ethereal
Fil=  Edit View Captuz  Analze Statistics Help

] BB @2 &l «[+] ©[z[2] @ala] MUEXE
No. . Time: Source Destination Protocal Info
15 1! 215 15 0.1
20 3.283333 182.168.20.1 1%2.168.20.215 FTP RESpONSe: 220 FTP server ready
EFrame 19 (60 bytes on wire, 60 bytes captured)
@ ethernet II, src: 00:60:cF:46:53:66, Dst: 00:e0:7h:04:fh:o0

E Internet Protocol, Src Addr: 102.168.20.215 (152.168.20.215), Dst Addr: 192.168.20.1 (192.168.20.1)
B Transmission Control Protocol, Src Port: 4104 (4104), Dst port: ftp (21), Seq: 3728644865, ack: 2692658092, Len: O
Source port: 4104 (4104)
pestination port: frp (21)
sequence number: 3728644665
Acknowledgement number: 2692658082
Header length: 20 hytes
B Flags: 0x0010 (ACK)
window size: 17520
Checksum: 0Oxed47a (correct)
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Thus a three way handshake is complete and server is ready for a new user.

@ ftp-pxy.cap - Ethereal

Ei\e Edil Eiew Eaptule Enalyze Elatistics ﬂalp

Sl efE]x @la) <[] <[5z Qlafal Bi
|

|No. - Time ‘ Source Destination
‘ T T Tor IO Toe 1T

Pratocol
e T T=F

EERERPTT Ty AR M E0 e D EEEE -]

B Frame 20 (76 bytes on wire, 76 hytes captured)
Ethernet II, src: Q0:e0:7b:04:fh:00, Dst: 00:60:cf:46:53:66
EInternet pProtocol, src Addr: 192.168.20.1 (192.168.20.1), Dst Addr: 192.168.20.215 (192.168.20.2150

B Transmission Control Protocol, Src Port: ftp (210, Dst Port: 4104 (41047, Seq: 2692658092, Ack: 3728644665, Len: 22
Source port: ftp (21)

pestination port: 4104 (41040
Seguence number: 2692658092
Mext seguence number: 2652658114
Acknowledgement number: 3728644655
Header Tlength: 20 bytes
B Flags: Ox0018 (PSH, ACK)
window size: B760
checksum: 0xch28 (correct)
B File Transfer Protocol (FTP)
E 220 FTP server readysryn
response code: sService ready for new user (220)
Resgonse arg: FTP server ready

ey Coacl AERIECE A et

@ (Untitled) - Ethereal

Eile Edit !\ew Eapture ﬂna\yze gtalistics ﬂelp

)] B|E] > @8] B «|»|0|F]2] Q|Q|a| DX &
‘No - |T\me ‘Source Destination Fl‘rotroco\ ‘\nfo

‘ T o= o =

EFrame 8 (76 hytes on wire, 76 bytes captured)
E Ethernet II, src: 00:60:cf:46:53:60, Dst: 00:08:74:9a:85:85
EInternet Protocol, Sk addr: 192.165.10.150 (192.168.10.150), Dst addr: 192.168.10.7 (192.168.10.7)

B Transmission control protocol, src Port: ftp (21), Dst Port: 2817 (2817), Seq: 2692658092, Ack: 37286446865, Len: 22
source port: ftp (21)

Destination port: 2817 (2817)
Sequence number: 2692658092
Next sequence number: 2692658114
acknowledgement number: 3728544665
Header Tength: 20 bytes
[ Flags: Ox0018 (PSH, ACK)
window size: 8760
Checksum: Oxed6a (correct)
BFile Transfer protocol (FTF)
E 220 FTP server readywrin
Response code: service ready for new user (220)
Response arg: FTP server ready

NOTE: From the client point of view, it opened an FTP connection to the FTP server at
192.168.10.150.

From the real server point of view, FTP connection has been opened from a client at
192.168.20.215.

Both client and real server have no knowledge of each other.
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Appendix C. Alteon configuration dump with DAM

script start "Alteon AD3" 4 /**%% DO NOT EDIT THIS LINE!
/* Configuration dump taken 9:33:41 Mon Apr 26, 2004

/* Version 10.0.30.7, Base MAC address 00:60:cf:46:53:60
/c/sys

idle 60

tnet ena
/c/stp 1/off
/c/ip/if 1

ena

addr 192.168.10.100
/c/ip/if 2

ena

addr 192.168.20.200
/c/slb

on
/c/slb/adv

direct ena
/c/slb/real 1

ena

rip 192.168.20.1
/c/slb/real 2

ena

rip 192.168.20.2
/c/slb/group 1

metric roundrobin

add 1

add 2
/c/slb/port 1

client ena
/c/slb/port 7

server ena
/c/slb/port 8

server ena
/c/slb/virt 1

ena

vip 192.168.10.150
/c/slb/virt 1/service ftp

group 1

ftpp ena
/c/slb/virt 1/service ftp-data

group 1

ftpp ena
/
Script end /**** DO NOT EDIT THIS LINE!
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Appendix D. Alteon configuration dump with Proxy IP

Script start "Alteon AD3" 4 /***%* DO NOT EDIT THIS LINE!
/* Configuration dump taken 11:45:47 Mon Apr 26, 2004
/* Version 10.0.30.7, Base MAC address 00:60:cf:46:53:60
/c/sys
idle 60
tnet ena
/c/stp 1/off
/c/ip/if 1
ena
addr 192.168.10.100
/c/ip/if 2
ena
addr 192.168.20.200
/c/slb
on
/c/slb/real 1
ena
rip 192.168.20.1
/c/slb/real 2
ena
rip 192.168.20.2
/c/slb/group 1
metric roundrobin
add 1
add 2
/c/slb/port 1
client ena
Proxy ena
pip 192.168.20.210
/c/slb/port 2
pip 192.168.20.211
/c/slb/port 3
pip 192.168.20.212
/c/slb/port 4
pip 192.168.20.213
/c/slb/port 5
pip 192.168.20.214
/c/slb/port 6
pip 192.168.20.215
/c/slb/port 7
server ena
pip 192.168.20.216
/c/slb/port 8
server ena
pip 192.168.20.217
/c/slb/virt 1
ena
vip 192.168.10.150
/c/slb/virt 1/service ftp
group 1
ftpp ena
/c/slb/virt 1/service ftp-data
group 1
ftpp ena
/
script end /**%% DO NOT EDIT THIS LINE!
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