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ABOUT THIS GUIDE

About This Guide provides an overview of this guide, describes guide
conventions, tells you where to look for specific information and lists
other publications that may be useful.

This Getting Started Guide provides you with the information needed to
install and start Total Control™ Security and Accounting Server. This
guide contains a short description of the application, but does not discuss
all of the features of Security and Accounting Server. For more
information, refer to the Help system in Security and Accounting Server.

This guide is intended for network administrators with some training or
experience working with Total Control equipment. It is assumed that you
understand the basics of networking, database management, and
Windows 95 or Windows NT operating system.

If the information in the release notes shipped with your product differs
from the information in this guide, follow the instructions in the release
notes.

Finding Specific
Information in
This Guide

This table shows the location of specific information in this guide.

If you are looking for Turn to
Troubleshooting help Chapter 4
A list of contacts for support this chapter
How to install Security and Accounting Server Chapter 2

How to configure Security and Accounting with your database Chapter 3
How to configure the Server to work with a client Chapter 3
How to add a user Chapter 3

A list of new features Chapter 1




Conventions Table 1 and Table 2 list conventions that are used throughout this guide.

Table 1 Notice Icons

Icon Notice Type Description

b Information note  Important features or instructions

Caution Information to alert you to potential damage to a
A program, system, or device

Table 2 Text Conventions

Convention Description

Syntax The word ““syntax” means you must evaluate the syntax
provided and supply the appropriate values. Placeholders for
values you must supply appear in angle brackets. Example:

Enable RIPIP by using the following syntax:
SETDefault I<port> -RIPIP CONTrol = Listen
In this example, you must supply a port number for <port>.

Commands The word “command” means you must enter the command
exactly as shown in text and press the Return or Enter key.
Example:

To remove the IP address, enter the following command:
SETDefault !0 -IP NETaddr = 0.0.0.0

This guide always gives the full form of a command in
uppercase and lowercase letters. However, you can
abbreviate commands by entering only the uppercase letters
and the appropriate value. Commands are not case-sensitive.

Screen displays This typeface represents information as it appears on the
screen.

The words “enter” When you see the word “enter” in this guide, you must type

and “type” something, and then press the Return or Enter key. Do not
press the Return or Enter key when an instruction simply says
“type.”

(continued)



Table 2 Text Conventions (continued)

Convention Description

[Key] names Key names appear in text in one of two ways:

« Referred to by their labels, such as “the Return key” or
“the Escape key”

« Written with brackets, such as [Return] or [Esc].

If you must press two or more keys simultaneously, the key
names are linked with a plus sign (+). Example:

Press [Ctrl]+[Alt]+[Del].

Menu commands Menu commands or button names appear in italics. Example:

and buttons

From the Help menu, select Contents.

Words in italicized Italics emphasize a point or denote new terms at the place
type where they are defined in the text.

Words in bold-face  Bold text denotes key features.
type

Related
Documentation

The following documents make up rest of the Security and Accounting
Server documentation set. Contact your sales representitive for ordering
information.

Total Control™ Security and Accounting Server for Windows online
Help system

This Help system describes how to use Security and Accounting Server.
It also contains context sensiteive help for all the system parameters.

Total Control™ Security and Accounting Server for UNIX Getting
Started Guide

This Getting Started Guide contains a brief overview of the Server and
instructions to install and start using the software. It also includes the
new features included in the release.

Total Control™ Security and Accounting Server for UNIX Software
Reference

This HTML includes all the information found in the Getting Started
Guide and adds detailed information about configuring the Server and
your database.



Contact
information

Call the appropriate number listed below for technical support.
« If you are calling from the United States or Canada
Dial 1.800.231.8770
« If you are calling from Europe, Middle East, or Africa
Dial 353.1.205.7700
« If you are calling from all other locations
Dial (Your international carrier code) 847.797.6600
For more information about Customer Service, including support,

training, service contracts, and ordering printed manuals, visit our
website at http://totalservice.usr.com.



OVERVIEW

Total Control™ Security and Accounting Server provides call
authentication, authorization, and accounting for your network. This
chapter:

» describes Security and Accounting Server’s operation in a client/server
environment

» Security and accounting functions
« introduces the Security and Accounting Database Manager

Network Security and Accounting Server is a client/server security solution. The

Interaction Security and Accounting Server software resides on personal computer
and interacts with Network Access Servers (NAS) using the industry
standard Remote Authentication Dial-In User Service (RADIUS) protocol.
The NAS is the hardware that manages incoming and outgoing calls to
the modems in a remote access concentrator. Several different 3Com
products can serve as a NAS:

« Network Management Card (NMC)

» HiPer Access Router Card (HiPer ARC)
= NETServer Card

= NETBuilder Il

In addition, Security and Accounting Server integrates with many
3rd-Party NASs. In this document, we use the terms NAS and client
interchangeably.
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3Com Total
Control Security/ Proxy Server
Accounting (optional)

Modem server

Network Access Server (NAS) —

S/A
Database

S/A Database
Manager

—

S
User Interface

The Server works with a Microsoft Access database to authorize users
and to log information about each call.

When a NAS receives a call, you can forward authentication,
authorization, and accounting information to Security and Accounting
Server. You can also configure the Server to proxy authentication requests
to a 3rd-party authentication server, an NT domain, Netware Bindery or
NDS.

Security Functions

AR W N =

Security and Accounting Server’s security function prevents unauthorized
users from making outbound (dial-out) or inbound (dial-in) connections
to your network. The Server authenticates users as follows:

A user dials into a client.
The client prompts the user for a username and password.
The user enters the username and password.

The client sends information to Security and Accounting Server as an
access-request message.
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Security Functions  1-3

5 Security and Accounting Server decides whether to process the request,

or pass the authentication request on to a 3rd-party authentication
server.

If Security and Accounting Server is set to authenticate the user, it runs
the authentication script to process the authentication request:

« Confirms that the username and password is listed in the database.

= Confirms that the client’s IP address and correct shared secret exist in
the database.

If authentication is valid, Security and Accounting Server sends an
access-accept message to the client. This message includes any client
configuration information that is stored for the user in the database.

Password management

Security and Accounting Server offers the following password
management features:

« User-initiated password changes
«  “No password” option
« Passwords encrypted in database
« Password Flexibility—You are able to configure:
« minimum password length
. password expiration date
. length of time a user can change an expiring password
. number of failed login attempts before user is blacklisted
. options available to a user with an expired password

Proxy Authentication

Security and Accounting Server can act as a proxy client and send
authentication requests to these types of servers:

= TACACS+

=« Novell NetWare Bindery and Novell NDS

» Security Dynamics ACE/Server®

« AXENT Technologies Omniguard/Defender Security Server™
« Secure Computing SafeWord™ (formerly Enigma Logics)

= EAP RADIUS Servers
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Local system password authentication

When running on Windows NT, Security and Accounting Server can
authenticate a user based on the NT user files.

Enhanced NT proxy support

Security and Accounting Server supports access to multiple NT domains
preconfigured by the administrator for each user, or parsed from the
user’s login.

Roaming dialback in NETServer

Security and Accounting Server allows you to configure login service
users for roaming dial-back, which prompts the user for a phone number
and then calls the user back.

Dialback security

Security and Accounting Server can confirm a call was made from a
specified phone number.

User Templates

When adding new users, you can use any existing user record as a
template. Changes to the template affect all users based on that
template.

Blacklisting

Blacklisting denies access to a user after a specified number of
consecutive unsuccessful login attempts.

Call restriction

Security and Accounting Server can block calls to specified phone
numbers.

Accounting
Functions

Security and Accounting Server allows you to capture and log statistics
about usage, data transfer, performance, and operation mode. The
information is logged in Microsoft Access database tables. Security and
Accounting Server generates accounting logs as follows:

A client sends accounting information to the Server.

Security and Accounting Server receives information from the client and
logs the information to two distinct Microsoft Access database tables:
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« Call-end messages are written to the CALLS table.

« RADIUS event messages and all other non-call-end messages are
written to the EVENTS table.

Each message sent to Security and Accounting Server contains of a set of
attributes. Only those attributes for which there is a corresponding
column in the CALLS or EVENTS table are logged. If an attribute is sent
that does not have a defined column, it is silently discarded.

By default, the CALLS and EVENTS tables contain a column for selected
attributes. You can edit these tables to include the columns you need.

Flexible Accounting
You can configure your database to log only the information you need.

Reports and charts

You can generate the existing reports and charts, customize the existing
reports and charts, or create your own reports and charts.

Database table maintenance
You can import and export database information.

Radius extensions

Security and Accounting Server supports over 200 3Com extensions to
the standard RADIUS attributes.

Accounting secret

Security and Accounting Server gives you the option to encrypt
accounting messages as specified in the latest RADIUS standard when
proxying to a TACACS+ server.

New Features in
this Release

VPN Support

Security and Accounting Server now can perform Virtual Private
Networking (VPN) with the 3Com HiPer ARC. The Server supports Layer 2
Tunneling Protocol (L2TP) and Point-to-Point Tunneling Protocol (PPTP)
authentication and accounting attributes.
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MS-CHAP, MPPE Support

Security and Accounting Server now supports Microsoft’s Challenge
Handshake Authentication Protocol (MS-CHAP) and Microsoft
Point-to-Point Encryption (MPPE) session key exchange.

EAP Support

Security and Accounting Server now implements attributes for Extensible
Authentication Protocol (EAP) when used with the 3Com HiPer ARC. EAP
provides extended messaging and token proxy authentication beyond the
standard RADIUS protocol.

Additional Network Access Server Support
Security and Accounting Server now supports the NETBuilder II.

Support for Multi-Link with Third-Party Tokens

Security and Accounting now allows multi-link connections when using
token-based authentication.

Ability to Proxy RADIUS Accounting Records

Security and Accounting Server now gives you the option to proxy
accounting records to other RADIUS servers.



INSTALLATION

This chapter is designed to help you install Security and Accounting
Server for Windows. It contains the following two sections:

« System Requirements
« Installation

System The following section lists the system and software requirements for
Requirements Security and Accounting Server.

Resource Requirement

Hardware Platform IBM-compatible PC, 486 or better

Operating System Windows 95, 98, or NT V4.0

Software, Drivers, and Files MS Graph 5.0,Microsoft Access 95 (V7.0) or Microsoft
Access 97 (V8.0), MS Access 32-bit ODBC driver (V3.0)

System Memory at least 16 MB
Application Disk Space 8 MB for programs plus at least 20MB for log files
Network Connection Ethernet

NMC Dependencies If you plan to use the NMC as a client, Total Control Manager version 3.0
or greater must be installed on your management station.

Microsoft Access Before you install Security and Accounting Server, you must install
Dependencies  Microsoft Access 7.0 or Microsoft Access 97. In addition, Security and
Accounting Server requires 32-bit ODBC drivers to interact with your
Access database. To verify you have the correct driver, follow these steps:

1 In Windows Control Panel, double-click the 32bit ODBC icon. If you do
not have a 32bit ODBC icon, skip to step 4.

2 Click the ODBC Drivers tab.
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Microsoft Graph5 and
Graph 8 Error

N o v b~

Find the Microsoft Access Driver and check that the version number is 3.0
or greater.

If you do not have a 32bit ODBC icon, click the ODBC icon instead.
Click Drivers...
Select the Microsoft Access Driver from the list shown.

Click About... The driver version number displays.

Installing correct ODBC drivers

To install a newer version of the ODBC driver you must install the Data
Access section of Microsoft Access.

Run the Microsoft Access installation program.

Choose Custom Setup during the installation procedure and check Data
Access from the list of components to install.

The correct ODBC driver will automatically be installed.

If you install the Access 97 upgrade to Access 95 you will encounter the
following message:

Warning | %]

“'our system does not hawve Microsoft Graphs or Gragphs installed, youwill not be able to
generate ahy repons from your Access database.

Ignore this message.

The graphing functionality will work in Access; the message is presented
by design by Microsoft. If you would like more information, search for
article ID Q163701 and Q169071 on the Microsoft support online web

page.
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Installing Security

and Accounting
Server

ig

Follow these steps to install Security and Accounting Server for Windows
95, 98, or Windows NT.

If you are installing for NT, you will be prompted to install Security and
Accounting Server as a service. If you choose the automatic service
option, you will not be able to use the Security and Accounting Console
to monitor and manage the operations of the Server. See Running S/A as
a Service for more information.

Insert the product CD into your CD-ROM drive.
From the Windows desktop, click Start -> Run...

3 In the Open text box, type X:\setup  where X is the drive letter of your

CD-ROM.
Click OK.The Installation Program window appears.
Follow the setup program instructions to complete the installation.

CAUTION: Security and Accounting Server will not run if you install
NetWare support but do not have the NetWare client from Novell.

Review the README file.
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INITIAL CONFIGURATION

This chapter will show you how to configure Security and Accounting
Server to communicate with your NAS and to perform user
authentication and accounting. After you configure the Server, you will
also learn how to add a new user.

Database
Configuration

Starting the Database
Manager

Security and Accounting Server stores authentication and accounting
information in the Microsoft Access database. The Database Manager is
used to manage the database tables.

To start Security and Accounting Database Manager, follow these steps:

Click Start -> Programs -> USR Management Applications -> TC
Security and Accounting Database Manager.

Security and Accounting Database Manager appears.

B Main Menu _ |
TOTAL (CONTRIOL™

Security and Accounting D atabase Manager, ¥6.0.99
Copyright 1998, 3Canm, Ihe.

Configure and manage the Server

User Setup | Add, change, and delete uzers

Accounting Reports | Generate reports on Callz and Events

Security Reports | Generate reports on Users
Call Charts | Generate graphs on call activity
Help | Get help an how to use this praduct
Exit | Exit this product
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Client
Configuration

Configuring the
Security Server

To properly configure the server, you must perform these steps:
» Configure the Security portion of the server.

« Optional: Configure the Accounting portion of the server. Skip this
step if you do not plan to use Security and Accounting Server to
capture accounting information or if you plan to proxy accounting
information to another server.

« Setup auser.

To configure Security and Accounting Server to process security requests
from your NAS, follow this procedure

Start Security and Accounting Database Manager.
Click Server Setup. The System Settings screen appears.
Click the RADIUS Clients tab.

System Settings

RESTART THE 5/A SERVER TOD ACTIVATE ANY CHANGES MADE HERE
§ecurity| Accounting  BADIUS Clients |Eassw0lds| Advanced Dptionsl

|| IP | Port | Secret | Type
Miz7.00 1G45 === [3Com HiPer, METS:

| 127004 1646 === 3Com SA Server

1645 Gereric RADIUS

Enter the [P addresz, UDP port, secret, and type of every machine and server that iz
allowed to communicate with thiz server. Failing to enter approved RADIUS clients
will rezult in security breach notifications on evey message fram the unlisted clients

To prevent encryption of accounting server messages. specify na secret for the
AECounting Server.

Done |

In the open field, enter the IP address, Port, Secret, and NAS Type for the
client that will communicate with Security and Accounting Server.

= |IP: IP address of the NAS that controls the incoming calls (NMC, HiPer,
etc.).

= Port: UDP Port number - Use 1645 for security requests.



Configuring the
Accounting Server

1

Client Configuration ~ 3-3

= Secret: A common password, four characters or longer, between the
Security Server and the NAS. The secret must also be stored on the
NAS.

« Type: The type of this NAS
Click Done.

This procedure will configure Security and Accounting Server to process
accounting information from your NAS.

From Security and Accounting Database Manager, click Server Setup.
The SystemTabs screen appears.

Click the RADIUS Clients tab.

3 Enter the IP address, Port, Secret, and NAS Type for the client that will

Example
Configuration

ig

communicate with Security and Accounting Server.

« |IP: IP address of the NAS that controls the incoming calls (NMC, HiPer,
etc.) This IP address is usually the same as the security client.

= Port: UDP Port number - Use 1646 for accounting information.

= Secret: A common password, four characters or longer, between the
Accounting Server and the NAS. The secret must also be stored in the
NAS.

« Type: The type of the NAS
Click Done.

If you are using a single chassis with one HiPer ARC, and are capturing
Accounting messages, your client configuration would look like this:

IP Port Secret Type
1.2.3.4 1645  FxxEAxx 3Com HiPer, NETServer 8/16 V4.0, NETBuilder
1.2.3.4 1646  FxxEF* 3Com HiPer, NETServer 8/16 V4.0, NETBuilder

If you do not want to encrypt the accounting messages, simply leave the
secret field blank on the second line. Remember, 1645 is the security
port, 1646 is the accounting port.
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Setting Up a New
User

Once you have configured Security and Accounting Server to perform
authentication, you are ready to begin entering users. When a user dials
in to your NAS, the NAS will try to authenticate the user using it’s local
table first. If it cannot find that user, it will pass the access request to
Security and Accounting.

To set up a new user, follow these steps:

1 Start Security and Accounting Database Manager.

2 Click User Setup. The User Setup screen appears.

E3 Uszer Configuration !EIE
b | 4 | » |’I | Find... | New | Delete |ﬂruwse Users I D

Username: |BL.-’-\EK-LISTED

General | NMC | NETServer V3| HiPer ARC/SuperStack Il/NET Server 8/16 /4 | NETBuilder Il | Al Fields |

Template: I - I Authentication: IBCDM - I

— Password Failed Logins
I ************ Expr: I 1/1.200 Rmcll I 100 Rt |

Allow Password Changes: [ Deny Access: |

— Dial In Restrictions

Check Part Number? [ Port Mumber Hame List: | [~ |
Check DNIS? [~ DMIS Restriction List: |
Check ANI? ™" ANI Restiction List |

I axirium number of concurent  Sezsions: I 1]

Tunnel Mame: I 'I Turnel Setup Request [~
Hosts via DMS: I Interim Accounting Inkerval: I

Click New to enter a new user record.

In the Username field, enter a login name for this user.

On the General tab, choose 3Com from the Authentication list box.

If you plan to proxy authentication requests to another server, choose the

appropriate option from the Authentication list box. Refer to the Help
system for information about proxying to other servers.

6 In the Password field, enter a password for this user.

In the appropriate NAS tab (NMC, NETServer 3.x, HiPer and NETServer
8/16 V4, NETBuilder), fill out any special information unique to this user.
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For detailed information about these settings, refer to manuals that
shipped with the NAS.

When finished configuring this user with your NAS, click Done.

When you install Security and Accounting, there are a set of sample user
records preconfigured in the system (i.e. Framed-PPR Menu-Default, etc.).
These records are intended to demonstrate configurations for different
service types. To eliminate a potential security breach, you should delete
these samples.
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TESTING THE INSTALLATION AND
TROUBLESHOOTING

This chapter introduces the Security and Accounting Server Console and
the client.exe testing program. You will also find troubleshooting
information for Security and Accounting Server, and issues specific to
Windows NT installations.

Testing the
installation

Start Security and
Accounting Server

Now that you have configured the basics of Security and Accounting
Server and added a user, you should test the installation and initial
configuration.

The Security and Accounting Console lets you monitor and manage the
operations of the Server. To start Security and Accounting Server follow
these steps:

Click Start -> Programs -> USR Management Applications ->
TC Security and Accounting Server.

The Security and Accounting Console appears.

= Total Control Secunity/Accounting Server

— General - ™
Start Time:  Mon Jun 22 16:40:12 1933 Total Accepts: =
Clear Log |
Data Source:  USRADIUS-6-11-1998-08:24:38  Total Rejects:
Dptions... |
Script Mame:  radserv.zcp Replies per minute:
Help |
 Last Authentication
Enit |
Time Ir; RaDIUS responge:
Jzermame: Client: ..i.%

Status:  “Waiting for first message. ..




4-2 CHAPTER 4: TESTING THE INSTALLATION AND TROUBLESHOOTING

2 Click Options. The Logging Options screen appears.

3 Check Debug Mode, Verbose Mode, and Trace Packets. Security and
Accounting Server will provide detailed information about the security
requests coming into the Server — useful if you need to troubleshoot
your system.

4 Click OK.

Testing Your We bundle a program you can use to test your Security and Accounting
Configuration and become familiar with it before you connect it to your chassis.
Client.exe is located in the Usrsuite folder.

1 Open the Usrsuite folder on your hard drive. Double-click client.exe to
start the testing program. The Server Address window appears.

Server Address |

Secret: Itestingﬂ 23

—IOP Part, with comman values:
1645 - Traditional Security

|-| E45 1E4E - Traditional Accounting
1812 - [AMNA Securby
1813 - [AMNA Accounting

— Challenge
If checked, the client rezponds to BADILS

challenges with a fixed responze.

¥ Automatic challenge response

IThe automatic challenge rezponze, e

] I Cancel |

You can use the default IP and Secret settings (127.0.0.1 and testing123)
only if they still appear on the RADIUS Clients tab in the Database
Manager.

2 Click OK. The Security Testing Client window appears.
3 From the File menu, select Send Interactive...

4 Enter the username and password of a user you entered into the Security
and Accounting database.



5 Click OK
6 Check in the Security and Accounting Console that the user was

authenticated:

» The Client field should contain the IP address of the NAS through
which the call was routed.

= The RADIUS Message field should contain Access-Accept.

« Click View Log and look for evidence of Access-Accept packets sent
to the defined client in the log.

Troubleshooting

Upgrading to
Windows 98

Access Quits
Unexpectedly

This section covers the major troubleshooting issues involved with the
installation of Security and Accounting Server.

Security and Accounting Server supports Windows 98. However, if you
install the Windows 98 upgrade to Windows 95, the services file is
overwritten. Before you install the upgrade, understand that you will
need to perform one of the following steps:

Edit the services file
Make a physical copy of the services file.
Install the Windows 98 upgrade.

3 Manually edit the new services file to include the radius, radacct, and

tacacs records found in the old services file.

Re-install Security and Accounting Server

After installing the Windows 98 upgrade, re-install Security and
Accounting Server. The installation will automatically place the correct
entries in the services file.

Some versions of Microsoft’s VBA232.DLL file have bugs and can cause
Microsoft Access to quit unexpectedly. If you encounter this problem,
download a newer version of the file from Microsoft’s web site. The
corrected version should be 1,025KB and be dated on or after 3/8/96,
2:11 PM.
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Screen Tab Errors

Security and
Accounting Server
Does Not Start

Microsoft Graph5 and
Graph 8 Error

Some versions of Microsoft Access 7.0 do not accept the
COMCTL32.0CX file installed by Security and Accounting Server. If you
encounter errors when Access attempts to display tabbed screens:

Remove the COMCTL32.0CX file from the \windows\system directory.

Copy the COMCTL32.0CX file from the \usrsuite\security\97 directory to
the \windows\system directory.

Initalize the new file in Access:

a From the View menu, select Form Design.

b From the View menu, select Code.

¢ From the Run menu, select Compile All Modules.
d From the File menu, select Save All Modules

If the server will not start and gives one of the following messages:
Missing DLL file CLXWIN32.DLL

= The procedure or entry point SUnMapLS_IP_EBP_8 could not be
located in the dynamic link library KERNEL32.DLL.

Follow these steps:

Find the file: \usrsuite\security\usrstub.dlII.

Rename it to usr.dll.

If you install Access 97 over Access 95 you will encounter the following
message:

Warning | %]

“'our system does not hawve Microsoft Graphs or Gragphs installed, youwill not be able to
generate ahy repons from your Access database.

Ignore this message.

The graphing capabilities of Access will function despite the error. For
more information, search for article ID Q163701 and Q169071 on the
Microsoft support online web page.
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Winsock32.dll error  If you are running Security and Accounting Server as a service on
Windows NT you will encounter an error when starting the Security and
Accounting Console.

Since the Server is already running as a service, NT will not let you run the
Server as an application. To avoid this error, stop the Security and
Accounting Server service and start it as an application via the Start
button. See other NT issues in Running S/A on Windows NT.

Running S/A on There are some differences with Security and Accounting Server when
Windows NT run on Windows NT. The following subsections cover these differences.

Event Logging Security and Accounting Server allows you to log information to the NT
Event Log. To turn on NT Event Logging:

1 Select Options in the Security and Accounting Console. The Logging
Options window appears.

Logging Options |

[T Debug Maode: B azic debug infarmation iz logged

[T Werboze Mode: &l available debug information is logged

[T Trace Packets:  Incoming and outgoing packet infomation is logged

[T Database Mode: Databasze debug information is logged

¥ MT Ewent Log:  [windows NT Only) Send debug infarmation to MT Event Lo

E dit logfile with: Ic::'xprn:ngrams'xward.e:-:e

| k. I Cancel

2 Select NT Event Log.

If you enable this service, the NT event log will fill up quickly with
information. Periodically clean out this event file, or set the file to
automatically purge itself on a reqular basis.

3 Click OK.
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Running S/A as a
Service

ig

If you decide to run Security and Accounting Server as a service of NT, you
will not be able to view the Security and Accounting Console. As with
many other programs, if you want to view the graphical interface, you
must start the program as an application.

If you choose to run Security and Accounting as an NT service, the
security.log file moves to the \winnt\system32\ directory.
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