[image: image1.wmf][image: image2.wmf]

Technical Tip

Document Name:
Configuring L2F with the Cisco 2511 for use with CM4000 digital calls

Product:
CM4000

Date updated: 
2/10/99

Author: 
Keith Maclean

This document details the steps necessary for basic setup and configuration of an L2F tunnel on the Cisco 2511 for use with Compaq Microcom 4000 digital calls.

For the Cisco router that you will tunnel to:

· We recommend version 11.2.5 IOS, or higher.

· To verify if your IOS version supports L2F tunnels, type the vpdn enable command. If this command is processed successfully, your IOS release supports L2F tunnels. If the command fails, you must upgrade the IOS. Refer to your Cisco documentation for upgrade information.

To configure an L2F tunnel:

1.)
Change the network server config line in the *.dig file to the following, and then save the file:
NetworkSrvr1=X.X.X.X, L2F, 0, 48, microcom, alpha, cisco2511, bravo

where X.X.X.X is the IP address of the ethernet port on your Cisco router, alpha is the password for Microcom, and bravo is the password for the Cisco 2511. The username (microcom and cisco2511) and password (alpha and bravo) parameters must be lowercase. Also, you must type a comma and a space after each variable. 
2.)
At the Cisco command line interface, type the following for authentication:
aaa new-model

aaa authentication login default local
; For local console login to authenticate locally
aaa authentication ppp local
; For the L2f tunnel to authenticate locally on the Cisco

aaa authentication ppp dial radius local
; For the dial-in device to authenticate to the Radius. 

; We recommend that you just do local authentication, and not use Radius. Notice keyword "dial"; see the ppp authentication line under the virtual template. 

username microcom password password
; Where password=alpha. The microcom/alpha combination used in the *.dig file

NOTE: Once a password is changed, it is encrypted. If the show run command is issued to display the configuration, the password appears as a series of numbers and letters.

username cisco2511 password password
; Where password=bravo. The Cisco2511/bravo etc. used in the *.dig file

NOTE: Once a password is changed, it is encrypted. If the show run command is issued to display the configuration, the password appears as a series of numbers and letters.

vpdn enable
; Enables the L2F protocol

vpdn incoming microcom cisco2511 virtual-template 1
; Defines the incoming NAS and Gateway names which should match the username above

interface Virtual-Template1
; This section defines general IP parameters

ip unnumbered Ethernet0

no ip mroute-cache

no ip route-cache

peer default ip address pool default

no cdp enable

ppp authentication pap dial

ip local pool default X.X.X.X X.X.X.X
; Where X.X.X.X assigns a pool of IP addresses

radius-server host X.X.X.X auth-port 1645 acct-port 1646
; Where X.X.X.X assigns the RADIUS server (if you are using RADIUS)

radius-server key blahblah
; Where blahblah is the RADIUS keyword (if you are using RADIUS)
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