Compaq 4000 Manager Security

Requirements:

PRI card(s)

Main code revision 2.2.2 or higher




Boot code revision 2.2.2 or higher

Modem Card(s)

8 Port

Main code revision 5.2.8 or higher

4 Port

Main code revision 3.3.2 or higher

4000 Manager 

Rev 4.0 Build 25 or higher

PRI SETUP

Log in on the PRI console.

The security password utilized to prohibit unauthorized management is the password set with the previously implemented password command.

The keyword “password” is case sensitive.

The actual password that is input is case sensitive.  As in the past, the initial default password is “isp”.

In order for the 4000 security feature to work, the mansec command has been added.

mansec

Determines the status of Management Security by inputting the command with no arguments.  The PRI card should respond that Security is either Enabled or Disabled.

Disable security by typing:

mansec disabled

(or any substring of disabled; case insensitive)

The PRI card should respond that Security is disabled.

Enable security by typing:

mansec enabled

(or any substring of enabled; case insensitive)

 The PRI card should respond that Security is enabled.

Reboot the PRI card by typing: (Reboot of the PRI card is needed to activate the mansec setting)

reboot

Note: Security is disabled by default on the PRI card. However, if the current PRI revision supports the Security feature and it is enabled, an upgrade to the PRI revision will keep the Security feature enabled.

MODEM SETUP

The AT”Sn (n=0,1,2) command has be added to configure the modem for Security:

AT”S0 (default) turns security “off” entirely so that management does not require correct password entry. Modem behaves similar to non-security modem revisions.

AT”S1 turns security “on” to the extent that no operating configuration is allowed, but the Manager is allowed to monitor the modem operation. Modem will not respond to DC session (Reset and Busy Out) or Firmware upgrade commands unless security validation on the Manager was successful.
AT”S2 turns full security “on” such that the Manager is not even allowed to monitor the modem operation. Modem will not respond to any management channel commands except startup and control messages unless security validation on the Manager was successful.

The setting should be saved with the AT*W command to prevent loss of the setting.

Whenever the user turns on security to any modem, it should be done to the entire card.

MANAGER SETUP

There is no setup involved to enable the Manager for secure operation. The Manager user will be queried for a password when password security is enabled on the PRI card. The Manager user will have to input the exact same password that is set on the PRI Card, the default being “isp”.  The password must be verified before the user will be allowed to manage the PRI and modem cards in the rack.  The user will have 3 tries to enter the correct password and after the 3rd failure the Manager program will exit.

Note: Security requires a PRI card in the system.  Pure analog racks will not be protected.

If the user has OLDER versions of the Manager (i.e. Build 18) with New PRI and New Modem code:

Operation will depend on the settings on the PRI and Modem cards

If the PRI is set mansec disable the Manager will be allowed to fully manage the rack and PRI card.

If the PRI is set mansec enable the Manager will be allowed to view the rack, but the user will not be able to issue any sets, Burns, Get/Send Configs, or Reboots to the PRI card. The user will be able to Telnet to the PRI card.

If the modem is set to AT”S0, the Manager will be allowed to fully manage the modem.

If the modem is set AT”S1, the Manager will be allowed to monitor the operation of modem. The modem will not respond to DC session (Reset and Busy Out) or Firmware upgrade commands.

If the modem is set AT”S2, the Manager will be not allowed to monitor operation of modem. The modem will not respond to any management channel commands except startup and control messages. Firmware revisions and Modem ID will be available.
