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Preface

The Web 0S9.0 Command Reference describes how to configure and use the Web OS software
with the Alteon family of Web switches.

For documentation on installing the switches physically, see the hardware installation guide for
your particular switch model.

Who Should Use This Book

This Command Reference isintended for network installers and system administrators engaged
in configuring and maintaining a network. The administrator should be familiar with Ethernet
concepts, |P addressing, the |IEEE 802.1d Spanning Tree Protocol, and SNMP configuration
parameters.

How This Book Is Organized

Chapter 1, “TheCommand Line Interface,” describes how to connect to the switch and access
the information and configuration menus.

Chapter 2, “First-Time Configuration,” describes how to use the Setup utility for initial
switch configuration and how to change the system passwords.

Chapter 3,“Menu Basics,” providesan overview of the menu system, including a menu map,
global commands, and menu shortcuts.

Chapter 4, “TheInformation Menu,” shows how to view switch configuration parameters.
Chapter 5, “ The SatisticsMenu,” shows how to view switch performance statistics.

Chapter 6, “ The Configuration Menu,” shows how to configure switch system parameters,
ports, VLANSs, Jumbo Frames, Spanning Tree Protocol, SNMP, Port Mirroring, IP Routing,
Port Trunking, and more.

Chapter 7, “The SLB Configuration Menu,” shows how to configure Server Load Balancing,
Filtering, Global Server Load Balancing, and more.

Alteon Systems 11
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Chapter 8, “The Operations Menu,” shows how to use commands which affect switch per-
formance immediately, but do not ater permanent switch configurations (such as temporarily
disabling ports). The menu describes how to activate or deactivate optional software features.

Chapter 9, “The Boot Options Menu,” describes the use of the primary and alternate switch
images, how to load a new software image, and how to reset the software to factory defaults.

Chapter 10, “ The Maintenance Menu,” shows how to generate and access adump of critical
switch state information, how to clear it, and how to clear part or al of the forwarding database.

Appendix A, “Web OS Syslog Messages,” shows alisting of syslog messages.

Appendix B, “Web OSSNM P Agent,” lists the Management I nterface Bases (M1Bs) supported
in the switch software.

“Glossary” includes definitions of terminology used throughout the book.

12 m Preface Alteon Systems
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Typographic Conventions

The following table describes the typographic styles used in this book.

Table 1 Typographic Conventions

Typeface or  Meaning Example
Symbol

AaBbCc123  Thistypeisused for names of commands, View ther eadne. t xt file.
files, and directories used within the text.

It also depicts on-screen computer output and  Mai n#
prompts.

AaBbCc123  Thisbold type appearsin command exam- Mai n# sys
ples. It showstext that must be typed in
exactly as shown.

<AaBbCcl123> Thisitalicized type appearsin command To establish a Telnet session, enter:
examplesas aparameter placeholder. Replace host # t el net <IP address>
the indicated text with the appropriate real
name or value when using the command. Do
not type the brackets.

This also shows book titles, specia terms, or  Read your User’s Guide thoroughly.
words to be emphasized.

[ 1] Command items shown inside brackets are host# |s [-a]
optional and can be used or excluded as the
situation demands. Do not type the brackets.

Alteon Systems Preface m 13
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Contacting Alteon WebSystems

Use the following information to access Alteon WebSystems support and sales.

B URL for Alteon WebSystems Online:
http://ww. al t eonwebsyst ens. com

This Website includes product information, software updates, release notes, and white
papers. The Website al so includes access to Alteon WebSystems Customer Support for
accounts that are under warranty or covered by a maintenance contract.

B E-mail access:
support @l t eon. com
E-mail accessto Alteon WebSystems Customer Support is available to accounts that are
under warranty or covered by a maintenance contract.
B Telephone access to Alteon WebSystems Customer Support:

1-888-Alteon0 (or 1-888-258-3660)
1-408-360-5695

Telephone access to Alteon WebSystems Customer Support is available to accounts that
are under warranty or covered by a maintenance contract. Normal business hours are
8 am. to 6 p.m. Pacific Standard Time.

B Telephone access to Alteon WebSystems Sales:

1-888-Alteon2 (or 1-888-258-3662), and press 2 for Sales
1-408-360-5600, and press 2 for Sales

Telephone access is available for information regarding product sales and upgrades.

14 m Preface Alteon Systems
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CHAPTER 1
The Command Line Interface

Alteon

Your Alteon Web switch is ready to perform basic switching functions right out of the box.
Some of the more advanced features, however, require some administrative configuration
before they can be used effectively.

The extensive Web OS switching software included in your switch provides a variety of
options for accessing and configuring the switch:

B A built-in, text-based command line interface and menu system for access vialocal termi-
nal or remote Telnet session

B A Web-based management interface for interactive network access through your Web
browser

B SNMP support for access through network management software such as HP-OpenView

The command line interface is the most direct method for collecting switch information and
performing switch configuration. Using abasic terminal, you are presented with a hierarchy of
menus that enable you to view information and statistics about the switch, and to perform any
necessary configuration.

This chapter explains how to access the Command Line Interface (CL1) to the switch.

Systems 15
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Connecting to the Switch

You can access the command line interface in two ways:

B Using aconsole connection via the console port
B Using a Telnet connection over the network
B Using a SSH connection to securely log into another computer over a network

Establishing a Console Connection

Requirements

To establish a console connection with the switch, you will need the following:

B  AnASCII terminal or acomputer running terminal emulation software set to the parame-
ters shown in the table below:

Table 1-1 Console Configuration Parameters

Parameter Value
Baud Rate 9600
DataBits 8
Parity None
Stop Bits 1
Flow Control None

B A standard serial cable with amale DB9 connector (see your switch hardware installation
guide for specifics).
Procedure
1. Connect theterminal to the Console port using the serial cable.
2. Power on theterminal.

3. Toestablish the connection, press <Enter> a few times on your terminal.

You will next be required to enter a password for access to the switch. (For more information,
see “ Setting Passwords” on page 36).

16 m Chapter 1: The Command Line Interface Alteon Systems
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Establishing a Telnet Connection

A Telnet connection offers the convenience of accessing the switch from any workstation con-
nected to the network. Telnet access provides the same options for user access and administra-
tor access as those available through the console port.

To configure the switch for Telnet access, you need to have a device with Telnet software
located on the same network asthe switch. The switch must have an | P address. The switch can
get its IP address in one of two ways:

B Dynamically, from a BOOTP server on your network

B Manually, when you configure the switch IP address (see “ Setup Part 1: Basic System
Configuration” on page 25).

Using a BOOTP Server

By default, the Web OS software is set up to request its | P address from a BOOTP server. If you
have a BOOTP server on your network, add the MAC address of the switch to the BOOTP con-
figuration file located on the BOOTP server. The MAC address can be found on a small white

label on the back panel of the switch. The MAC address can also be found in the System Infor-
mation menu (see “ System Information” on page 61).

Running Telnet

Once the IP parameters on the Web switch are configured, you can access the CLI using a Tel-
net connection. To establish a Telnet connection with the switch, run the Telnet program on
your workstation and issue the Telnet command, followed by the switch |P address:

‘ tel net <IP address>

You will then be prompted to enter a password as explained on page 17.

Establishing an SSH Connection

Although a remote network administrator can manage the configuration of an Alteon Web
switch via Telnet, this method does not provide a secure connection. The SSH (Secure Shell)
protocol enables you to securely log into another computer over a network to execute com-
mands remotely. As a secure alternative to using Telnet to manage switch configuration, SSH
ensures that all data sent over the network is encrypted and secure.

Alteon Systems Chapter 1: The Command Line Interface m 17
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The switch can do only one session of key/cipher generation at atime. Thus, a SSH/SCP client
will not be able to login if the switch is doing key generation at that time or if another client
has just logged in before this client. Similarly, the system will fail to do the key generation if a
SSH/SCP client islogging in at that time.

The supported SSH encryption and authentication methods are listed bel ow.

B Server Host Authentication: Client RSA-authenticates the switch in the beginning of
every connection.

B Key Exchange: RSA

B Encryption: 3DES-CBC, DES

B User Authentication: Local password authentication, Radius

The following SSH clients have been tested:

B SSH 1.2.23 and SSH 1.2.27 for Linux (freeware)

B SecureCRT 3.0.2 and SecureCRT 3.0.3 (Van Dyke Technologies, Inc.)
B F-Secure SSH 1.1 for Windows (Data Fellows)

NOTE — The Web OS implementation of SSH is based on SSH version 1.5 and supports SSH-
1.5-1.X.XX. SSH clients of other versions (especially Version 2) will not be supported.

Running SSH

Once the IP parameters are configured and the SSH service is turned on the Web switch, you
can access the command line interface using an SSH connection.

To establish an SSH connection with the switch, run the SSH program on your workstation by
issuing the SSH command, followed by the switch | P address:

‘ >> # ssh <switch IP address> ‘

or, if SecurlD authentication is required, use the following command:

‘ >> # ssh -1 ace <switch|P address> ‘

You will then be prompted to enter your user name and password.

18 m Chapter 1: The Command Line Interface Alteon Systems
0501588, October 2001



Alteon

Web OS 9.0 Command Reference

Accessing the Switch

To enable better switch management and user accountability, seven levels or classes of user
access have been implemented on the Web switch. Levels of accessto CLI and Web manage-
ment functions and screens increase as needed to perform various switch management tasks.
Conceptually, access classes are defined as follows:

B User interaction with the switch is completely passive—nothing can be changed on the
Web switch. Users may display information that has no security or privacy implications,
such as switch statistics and current operational state information.

B Operators can only effect temporary changes on the Web switch. These changes will be
lost when the switch is rebooted/reset. Operators have access to the switch management
features used for daily switch operations. Because any changes an operator makes are
undone by areset of the switch, operators cannot severely impact switch operation.

B Administrators are the only ones that may make permanent changes to the switch configu-
ration—changes that are persistent across a reboot/reset of the switch. Administrators can
access switch functions to configure and troubleshoot problems on the Web switch.
Because administrators can also make temporary (operator-level) changes as well, they
must be aware of the interactions between temporary and permanent changes.

Access to switch functionsis controlled through the use of unique surnames and passwords.
Once you are connected to the switch vialocal console, Telnet, or SSH, you are prompted to
enter a password. The default user names/password for each access level are listed in the fol-
lowing table.

NOTE — It isrecommended that you change default switch passwords after initial configuration
and as regularly as required under your network security policies. For more information, see
“ Setting Passwords’ on page 36.

Table 1-2 User Access Levels

User Account Description and Tasks Performed Password

User The User has no di rec_t responsi t_)i lity for syitch manage- user
ment. He or she can view all switch status information and
statistics, but cannot make any configuration changes to the
switch.

Systems Chapter 1: The Command Line Interface m 19
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Table 1-2 User Access Levels

User Account

Description and Tasks Performed

Password

SLB Operator

The SLB Operator manages Web servers and other Internet
services and their loads. In addition to being able to view all
switch information and statistics, the SLB Operator can
enable/disable servers using the Server Load Balancing oper-
ation menu.

sl boper

Layer 4 Operator

The Layer 4 Operator manages traffic on the lines leading to
the shared Internet services. This user currently has the same
access level asthe SLB operator. and the accesslevel is
reserved for future use, to provide access to operational com-
mands for operators managing traffic on the line leading to
the shared Internet services.

| 4oper

Operator

The Operator manages all functions of the switch. In addi-
tion to SLB Operator functions, the Operator can reset ports
or the entire switch.

oper

SLB Administrator

The SLB Administrator configures and manages Web serv-
ers and other Internet services and their loads. In addition to
SLB Operator functions, the SLB Administrator can config-
ure parameters on the Server Load Balancing menus, with
the exception of not being able to configure filters or band-
width management.

sl badm n

Layer 4 Administra-
tor

The Layer 4 Administrator configures and manages traffic
on the lines leading to the shared Internet services. In addi-
tion to SLB Administrator functions, the Layer 4 Adminis-
trator can configure all parameters on the Server Load
Balancing menus, including filters and bandwidth manage-
ment.

| 4adm n

Administrator

The superuser Administrator has complete accessto al
menus, information, and configuration commands on the
Web switch, including the ability to change both the user and
administrator passwords.

adm n

NOTE — With the exception of the “admin” user, access to each user level can be disabled by
setting the password to an empty value. All user levels below “admin” will (by default) beini-
tially disabled (empty password) until they are enabled by the “admin” user. Thisisdonein
order to avoid inadvertently leaving the switch open to unauthorized users.

20 m Chapter 1: The Command Line Interface
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CLI Versus Setup

Oncethe administrator password is verified, you are given complete accessto the switch. If the
switchis still set to its factory default configuration, the system will ask whether you wish to
run Setup (see Chapter 2, “First-Time Configuration™), a utility designed to help you through
the first-time configuration process. If the switch has already been configured, the Main Menu
of the CLI instead.

The following figure shows the Main Menu with administrator privileges.

[ Mai n Menu]
info - Information Menu
stats - Statistics Menu
cfg - Configuration Menu
oper - Operations Command Menu
boot - Boot Options Menu
mai nt - Mai nt enance Menu
di ff - Show pendi ng config changes [gl obal comrand]
apply - Apply pending config changes [ gl obal command]
save - Save updated config to FLASH [ gl obal command]
revert - Revert pending or applied changes [global conmand]
exit - Exit [global command, always avail abl e]

Figure 1 Administrator Main Menu

NOTE — If you are accessing a user account or Layer 4 administrator account, some menu
options will not be available.

Command Line History and Editing

For a description of global commands, shortcuts, and command line editing functions, see
Chapter 3, “Menu Basics.”

Idle Timeout

By default, the switch will disconnect your console or Telnet session after five minutes of inactiv-
ity. Thisfunctionis controlled by the idle timeout parameter, which can be set from 1 to 60 min-
utes. For information on changing this parameter, see “ System Configuration” on page 120.

Alteon Systems Chapter 1: The Command Line Interface m 21
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CHAPTER 2
First-Time Configuration

To help with the initial process of configuring your switch, the Web OS software includes a
Setup utility. The Setup utility prompts you step-by-step to enter al the necessary information
for basic configuration of the switch. This chapter describes how to use the Setup utility and
how to change system passwords.

Using the Setup Utility

Whenever you log in as the system administrator under the factory default configuration, you
are asked whether you wish to run the Setup utility. Setup can also be activated manually from
the command line interface any time after login.

Information Needed For Setup
Setup requests the following information:

B Basic system information
O Date& time
O Whether to use BOOTP or not

O Whether to use Spanning Tree Protocol or not
B Optional configuration for each port

O Speed, duplex, flow control, and negotiation mode (as appropriate)

O Whether to use VLAN tagging or not (as appropriate)
B Optional configuration for each VLAN

O Nameof VLAN
O Whether the VLAN uses Jumbo Frames or not

O Which portsareincluded in the VLAN

Alteon Systems 23
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B Optiona configuration of |P parameters

O |Paddress, subnet mask, and broadcast address, and VLAN for each IP interface
I P addresses for up to four default gateways
Destination, subnet mask, and gateway |P address for each | P static route
Whether IP forwarding is enabled or not

O O o g

Whether the RIP supply is enabled or not

Starting Setup When You Log In

The Setup prompt appears automatically whenever you login as the system administrator under
the factory default settings.

1. Connect to the switch console.

After connecting, the login prompt will appear as shown below.

Ent er Password:

2. Enter admi n asthe default administrator password.

If the factory default configuration is detected, the system prompts:

Connected to Alteon ACEdirector 4
18:44: 05 Wed Jan 3, 2001

The switch is booted with factory default configuration.

To ease the configuration of the switch, a "Set Up" facility which
will pronpt you with those configuration itens that are essential to
the operation of the switch is provided.

Would you like to run "Set Up" to configure the switch? [y/n]:

NoOTE — If the default admi n login isunsuccessful, or if the administrator Main Menu appears
instead, the system configuration has probably been changed from the factory default settings.
If you are certain that you need to return the switch to its factory default settings, see “ Select-

ing a Configuration Block” on page 251.

3. Enter y to begin theinitial configuration of the switch, or n to bypassthe Setup facility.

24 m Chapter 2: First-Time Configuration Alteon Systems
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Stopping and Restarting Setup Manually

Stopping Setup

To abort the Setup utility, press <Ctrl-C> during any Setup question. When you abort Setup,
the system will prompt:

Wuld you like to run fromtop again? [y/n]

Enter n to abort Setup, or y to restart the Setup program at the beginning.

Restarting Setup

You can restart the Setup utility manually at any time by entering the following command at
the administrator prompt:

‘#/cfg/setup

Setup Part 1: Basic System Configuration

When Setup is started, the system prompts:

"Set Up" will walk you through the configuration of
System Date and Time, BOOTP, Spanning Tree, Port Speed/ Mde,
VLANs, and IP interfaces. [type Ctrl-C to abort "Set Up"]

W11l you be configuring VLANs? [y/n]

1. Enter y if you will be configuring VLANS. Otherwise enter n.

If you decide not to configure VLANS during this session, you can configure them later using
the configuration menus, or by restarting the Setup facility. For more information on configur-
ing VLANS, see the Web OS 9.0 Application Guide.

Next, the Setup utility prompts you to input basic system information.

2. Enter themonth of the current system date at the prompt:

System Dat e:
Enter month [1]:

Enter the month as a number from 1 to 12. To keep the current month, press <Enter>.

Alteon Systems Chapter 2: First-Time Configuration m 25
0501588, October 2001



Web OS 9.0 Command Reference

3. Enter theday of the current date at the prompt:

Enter day [3]:

Enter the date as a number from 1 to 31. To keep the current day, press <Enter>.

4. Enter theyear of the current date at the prompt:

Enter year [2001]:

Enter the last two digits of the year as a number from 00 to 99. “00” is considered 2000. To
keep the current year, press <Enter>.

The system displays the date and time settings:

System cl ock set to 18:55:36 Wed Jan 3, 2001.

5. Enter the hour of the current system time at the prompt:

System Ti ne:
Enter hour in 24-hour format [18]:

Enter the hour as a number from 00 to 23. To keep the current hour, press <Enter>.

6. Enter the minute of the current time at the prompt:

Enter mnutes [55]:

Enter the minute as a number from 00 to 59. To keep the current minute, press <Enter>.

7. Enter the seconds of the current time at the prompt:

Enter seconds [37]:

Enter the seconds as a number from 00 to 59. To keep the current second, press <Enter>.

The system displays the date and time settings:

System cl ock set to 8:55:36 Wed Jan 3, 2001.
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8. Enableor disablethe use of BOOTP at the prompt:

Boot P Opti on:
Current BOOTP usage: di sabl ed
Enter new BOOTP usage [d/e€]:

If available on your network, a BOOTP server can supply the switch with |P parameters so that
you do not have to enter them manually. BOOTP must be disabled however, before the system
will prompt for |P parameters.

Enter d to disable the use of BOOTP, or enter e to enable the use of BOOTP. To keep the current
setting, press <Enter>.

9. Turn Spanning Tree Protocol on or off at the prompt:

Spanni ng Tree:
Current Spanning Tree setting: ON
Turn Spanning Tree OFF? [y/n]

Enter y to turn off Spanning Tree, or enter n to leave Spanning Tree on.

Setup Part 2: Port Configuration

NOTE — The port configuration options shown in these steps are for the ACEswitch 180e.
When configuring port options for other switches, some of the prompts and options may be
different.

1. Select theport to configure, or skip port configuration at the prompt:

Port Config:
Enter port nunber: (1-9)

If you wish to change settings for individual ports, enter the number of the port you wish to
configure. To skip port configuration, press <Enter> without specifying any port and go to
“Setup Part 3: VLANS’ on page 30.
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2.

If appropriate, configure Ethernet/Fast Ethernet port speed.
If you selected a port that has an Ethernet/Fast Ethernet connector, the system prompts:

Fast Link Configuration:

Port Speed:

Current Port 1 speed setting: 10/ 100
Enter new speed ["10"/"100"/"any"]:

Enter the port speed from the options available, or enter any to have the switch auto-sense the
port speed. To keep the current setting, press <Enter>.

If appropriate, configure Ethernet/Fast Ethernet port duplex mode.
If you selected a port that has an Ethernet/Fast Ethernet connector, the system prompts:

Port Mode:
Current port 1 node setting: any
Enter new speed ["full"/"hal f"/"any"]

Enter f ul | for full-duplex, hal f for half-duplex, or any to have the switch auto-negotiate. To
keep the current setting, press <Enter>.

If appropriate, configure Ethernet/Fast Ethernet port flow control.
If you selected a port that has an Ethernet/Fast Ethernet connector, the system prompts:

Port Flow Control:
Current Port 1 flow control setting: bot h
Enter new value ["rx"/"tx"/"both"/"none"]:

Enter r x to enable receive flow control, t x for transmit flow control, bot h to enable both, or
none to turn flow control off for the port. To keep the current setting, press <Enter>.

If appropriate, configure Ether net/Fast Ethernet port autonegotiation mode.
If you selected a port that has an Ethernet/Fast Ethernet connector, the system prompts:

Port Auto Negoti ation:
Current Port 1 autonegotiation: on
Enter new value ["on"/"off"]:

Enter on to enable autonegotiation, of f to disableit, or press <Enter> to keep the current setting.
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6. If appropriate, configure Gigabit Ethernet port flow parameters.
If you selected a port that has a Gigabit Ethernet connector, the system prompts:

G g Link Configuration:

Port Fl ow Control:

Current Port 1 flow control setting: bot h
Enter new value ["rx"/"tx"/"both"/"none"]:

Enter r x to enable receive flow control, t x for transmit flow control, bot h to enable both, or
none to turn flow control off for the port. To keep the current setting, press <Enter>.

7. |If appropriate, configure Gigabit Ethernet port autonegotiation mode.
If you selected a port that has a Gigabit Ethernet connector, the system prompts:

Port Auto Negoti ation:
Current Port 1 autonegotiation: on
Enter new value ["on"/"off"]:

Enter on to enable port autonegotiation, of f to disableit, or press <Enter> to keep the current
Setting.

8. If configuring VLANS, enableor disable VLAN tagging for the port.
If you have selected to configure VLANSs back in Part 1, the system prompts:

Port VLAN taggi ng config (tagged port can be a nenber of multiple VLANS)
Current TAG fl ag: di sabl ed
Enter new TAG status [d/e]:

Enter d to disable VLAN tagging for the port or enter e to enable VLAN tagging for the port.
To keep the current setting, press <Enter>.

9. Thesystem promptsyou to configure the next port:

Enter port nunmber: (1 to 9)

When you are through configuring ports, press <Enter> without specifying any port. Other-
wise, repeat the stepsin this section.
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Setup Part 3: VLANS

If you choseto skip VLANS configuration back in Part 1, skip to “ Setup Part 4: 1P Configura-
tion” on page 32.

1. Select the VLAN to configure, or skip VLAN configuration at the prompt:

VLAN Confi g:
Ent er VLAN nunber from2 to 4094, NULL at end:

If you wish to change settings for individual VLANS, enter the number of the VLAN you wish
to configure. To skip VLAN configuration, press <Enter> without typing a VLAN number and
go to “ Setup Part 4: IP Configuration” on page 32.

2. Enter thenew VLAN name at the prompt:

VLAN i s new y created.
Pendi ng new VLAN nane: "VLAN 2"
Enter new VLAN nane, without quotes:

Entering anew VLAN nameis optional. To use the pending new VLAN name, press <Enter>.

3. Enableor disable Jumbo Frame support for the VLAN at the prompt:

VLAN Junbo Frame Support:
Current Junbo Frane support: di sabl ed
Enter new Junbo Frame support [d/e]:

Enter d to disable Jumbo Frame support for the VLAN, or enter e to enable Jumbo Frame sup-
port for the VLAN. To keep the current setting, press <Enter>.
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4. Enter the VLAN port numbers.
The system prompts you to define the first port in the VLAN:

Define ports in VLAN
Current VLAN 2: enpty
Enter port nunbers one per line, NULL at end:

Type the first port number to add to the current VLAN and press <Enter>. The right angle
prompt appears:

For each additional port inthe VLAN, type the port number and press <Enter> to moveto the
next line. Repeat thisuntil all portsfor the VLAN being configured are entered. When you are
finished adding portsto this VLAN, press <Enter> without specifying any port.

5. Thesystem promptsyou to configure the next VL AN:

VLAN Confi g:
Enter VLAN nunber from2 to 4094, NULL at end:

Repeat the stepsin this section until all VLANS have been configured. When al VLANSs have
been configured, press <Enter> without specifying any VLAN.
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Setup Part 4: IP Configuration
If BOOTP was enabled back in Part 1, skipto Setup Part 5: Final Steps. Otherwise, if you dis-
abled BOOTP, the system prompts for |P parameters.

IP Interfaces

IP interfaces are used for defining subnets to which the switch belongs.

Up to 256 IP interfaces can be configured on the Web switch. The IP address assigned to each
IPinterface provide the switch with an IP presence on your network. No two P interfaces can
be on the same IP subnet. The interfaces can be used for connecting to the switch for remote
configuration, and for routing between subnets and VLANS (if used).

1. Select thelP interfaceto configure, or skip interface configuration at the prompt:

I P Config:

| P interfaces:
Enter interface nunber: (1-256)

If you wish to configureindividual IP interfaces, enter the number of the IP interface you with
to configure. To skip | P interface configuration, press <Enter> without typing an interface
number and go to “ Default Gateways’ on page 33.

2. For the specified | P interface, enter the |P addressin dotted decimal notation:

Current |P address: 0.0.0.0
Enter new | P address:

To keep the current setting, press <Enter>.

3. Attheprompt, enter the P subnet mask in dotted decimal notation:

Current subnet mask: 0.0.0.0
Ent er new subnet nask:

To keep the current setting, press <Enter>.
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4. At the prompt, enter the broadcast | P addressin dotted decimal notation:

Current broadcast address: 0.0.0.0
Ent er new broadcast address:

To keep the current setting, press <Enter>.

5. If configuring VLANS, specify a VL AN for theinterface.
This prompt appearsif you selected to configure VLANS back in Part 1:

Current VLAN 1
Ent er new VLAN:

Enter the number for the VLAN to which the interface belongs, or press <Enter> without spec-
ifying aVLAN number to accept the current setting.

6. Attheprompt, enter y to enablethe|P interface, or n toleaveit disabled:

‘ Enable I P interface? [y/n] ‘

7. Thesystem promptsyou to configure another interface:

‘ Enter interface nunber: (1-256) ‘

Repeat the stepsin this section until al 1P interfaces have been configured. When all interfaces
have been configured, press <Enter> without specifying any interface number.

Default Gateways

1. Attheprompt, select a default gateway for configuration, or skip default gateway config-
uration:

| P default gateways:
Enter default gateway nunber: (1-4)

Enter the number for the default gateway to be configured. To skip default gateway configura-
tion, press <Enter> without typing a gateway number and go to “1P Routing” on page 34.
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2. Attheprompt, enter the P addressfor the selected default gateway:

Current |P address: 0.0.0.0
Enter new | P address:

Enter the | P address in dotted decimal notation, or press <Enter> without specifying an address
to accept the current setting.

3. Attheprompt, enter y to enable the default gateway, or n to leaveit disabled:

‘ Enabl e default gateway? [y/n] ‘

4. Thesystem promptsyou to configure another default gateway:

‘Enter default gateway nunber: (1-4) ‘

Repeat the stepsin this section until all default gateways have been configured. When all
default gateways have been configured, press <Enter> without specifying any number.

IP Routing

When IP interfaces are configured for the various subnets attached to your switch, |P routing
between them can be performed entirely within the switch. This eliminates the need to bounce
inter-subnet communication off an external router device. Routing on more complex networks,
where subnets may not have adirect presence on the Web switch, can be accomplished through
configuring static routes or by letting the switch learn routes dynamically.

This part of the Setup program prompts you to configure the various routing parameters.

1. Attheprompt, enableor disable forwarding for |P Routing:

Enabl e I P forwardi ng? [y/n]

Enter y to enable |P forwarding. To disable |P forwarding, enter n and proceed to Step 2.To
keep the current setting, press <Enter>.

2. At theprompt, enable or disablethe RIP supply:

Enabl e RI P supply? [y/n]

If your network uses Routing Interface Protocol (RIP), enter y to enable the RIP supply. Other-
wise, enter n to disableit. When RIP is enabled, RIP listen is set by default.
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Setup Part 5: Final Steps

1. When prompted, decide whether torestart Setup or continue:

‘ Wuld you like to run fromtop again? [y/n]

Enter y to restart the Setup utility from the beginning, or n to continue.

2. When prompted, decide whether you wish to review the configuration changes:

Revi ew t he changes nade? [y/n]

Enter y to review the changes made during this session of the Setup utility. Enter n to continue
without reviewing the changes. We recommend that you review the changes.

3. Next, decidewhether to apply the changes at the prompt:

Apply the changes? [y/n]

Enter y to apply the changes, or n to continue without applying. Changes are normally applied.

4. At the prompt, decide whether to make the changes per manent:

Save changes to flash? [y/n]

Enter y to save the changesto flash. Enter n to continue without saving the changes. Changes
are normally saved at this point.

5. If you do not apply or save the changes, the system promptswhether to abort them:

Abort all changes? [y/n]

Enter y to discard the changes. Enter n to return tothe “Appl y t he changes?” prompt.

NOTE — After initial configuration is complete, it is recommended that you change the default
passwords as shown in the following section.
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Setting Passwords

It is recommended that you change the user and administrator passwords after initial configu-
ration and as regularly as required under your network security policies.

To change both the user password and the administrator password, you must login using the
administrator password. Passwords cannot be modified from the user command mode.

NoTE — If you forget your administrator password, call your technical support representative
for help using the password fix-up mode.

Changing the Default Administrator Password

The administrator has compl ete access to all menus, information, and configuration com-
mands, including the ability to change both the user and administrator passwords.

The default password for the administrator account isadmi n. To change the default password,
follow this procedure:

1. Connect tothe switch and log in using theadmi n password.

2. From the Main Menu, use the following command to access the Configuration M enu:

Mai n# cfg

The Configuration Menu is displayed.

[ Configuration Menu]

sys - Systemw de Paraneter Menu

port - Port Menu

ip - I P Menu

vl an - VLAN Menu

stp - Spanning Tree Menu

snmp - SNMP Menu

mrr - Port Mrroring Menu

slb - Server Load Bal anci ng Menu

trunk - Trunk G oup Menu

vrrp - Virtual Router Redundancy Protocol Menu

bwm - Bandwi dt h Managenent Menu

i sd - Integrated Service Director Menu

setup - Step by step configuration set up

dunp - Dump current configuration to script file

ptcfg - Backup current configuration to tftp server

gtcfg - Restore current configuration fromtftp server
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3. From the Configuration Menu, usethefollowing command to select the System Menu:

>> Configuration# sys

The System Menu is displayed.

[ Syst em Menu]
syslog - Syslog Menu
sshd - SSH Server Menu
radius - RADIUS Authentication Menu
ntp - NTP Server Menu
date - Set systemdate
time - Set systemtinme
ide - Set timeout for idle CLI sessions
snnmp - Set SNWP access control
wpor t - Set Web server port nunber
bannr - Set 1ogin banner
met - Set mmnagenent network
mrask - Set mmnagenent netnmask
sntp - Set SMIP host
boot p - Enabl e or disable use of BOOTP
http - Enabl e or disable HTTP (Wb) access
user - User Access Control Menu (passwords)
cur - Display current systemw de paraneters

NOTE — The Browser Based Interface (BBI) command wpor t is not supported on the
Alteon AD3 or 180e Web switches.

4. Select theadministrator password by entering adnpwat the Syst em# prompt.

Syst en# /user/adnpw

5. Enter thecurrent administrator password at the prompt:

Changi ng ADM NI STRATOR password; validation required...
Enter current admi nistrator password:

NoTE — If you forget your administrator password, call your technical support representative
for help using the password fix-up mode.
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6. Enter the new administrator password at the prompt:

‘ Ent er new admi ni strator password: ‘

7. Enter the new administrator password, again, at the prompt:

‘ Re-enter new admi ni strator password: ‘

8. Apply and save your change by entering the following commands:

System# apply
System# save

Changing the Default User Password

The user login has limited control of the switch. Through a user account, you can view switch
information and statistics, but you can’t make configuration changes.

The default password for the user account isuser . This password cannot be changed from the
user account. Only the administrator has the ability to change passwords, as shown in the fol-
lowing procedure.

1. Connect tothe switch and log in using theadmi n password.

2. From the Main Menu, use the following command to access the Configuration M enu:

‘Main# cfg ‘

3. From the Configuration Menu, use the following command to select the System Menu:

‘ >> Configuration# sys ‘

4. Select the user password by entering usr pwat the Syst em# prompt.

‘ Syst en# /user/ usrpw ‘
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5. Enter thecurrent administrator password at the prompt.

Only the administrator can change the user password. Entering the administrator password
confirms your authority.

Changi ng USER password; validation required...
Enter current admi nistrator password:

6. Enter the new user password at the prompt:

‘ Enter new user password: ‘

7. Enter the new user password, again, at the prompt:

‘ Re-enter new user password: ‘

©

Apply and save your changes.

System# apply
Systenm# save

Changing the Default Layer 4 Administrator Password

The Layer 4 administrator has limited control of the switch. Through a Layer 4 administrator
account, you can view all switch information and statistics, but can configure changes only on
the Server Load Balancing menus.

The default password for the Layer 4 administrator account is| 4admni n. To change the
default password, follow this procedure:

1. Connect tothe switch and log in using the administrator account.

To change any switch password, you must login using the administrator password. Passwords
cannot be modified from the Layer 4 administrator account or the user account.

2. From the Main Menu, use the following command to access the System Menu:

‘ Mai n# /[ cf g/ sys/ user ‘

3. Select theLayer 4 administrator password:

‘ Systen# | 4apw ‘
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4. Enter the current administrator password (not the Layer 4 administrator password) at
the prompt:

Changi ng L4 ADM NI STRATOR password; validation required...
Enter current adm nistrator password:

NoTE — If you forget your administrator password, call your technical support representative
for help using the password fix-up mode.

5. Enter thenew Layer 4 administrator password at the prompt:

‘ Enter new L4 admi nistrator password: ‘

6. Enter the new administrator password, again, at the prompt:

‘ Re-enter new L4 adnini strator password: ‘

7. Apply and save your change by entering the following commands:

System# apply
System# save
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CHAPTER 3
Menu Basics

The Web switch’'s Command Line Interface (CLI) is used for viewing switch information and
statistics. In addition, the administrator can usethe CLI for performing all levels of switch con-
figuration.

To make the CLI easy to use, the various commands have been logically grouped into a series
of menus and sub-menus. Each menu displays a list of commands and/or sub-menus that are
available, along with asummary of what each command will do. Below each menu is a prompt
where you can enter any command appropriate to the current menu.

This chapter describes the Main Menu commands, and provides alist of commands and short-
cuts that are commonly available from all the menus within the CLI.

The Main Menu

The Main Menu appears after a successful connection and login. Figure 2 shows the Main
Menu for the administrator login. Some features are not available under the user login.

[ Mai n Menu]
info - Information Menu
stats - Statistics Menu
cfg - Configuration Menu
oper - Operations Command Menu
boot - Boot Options Menu
mai nt - Mai ntenance Menu
di ff - Show pendi ng config changes [gl obal comrand]
apply - Apply pending config changes [ gl obal command]
save - Save updated config to FLASH [ gl obal command]
revert - Revert pending or applied changes [global conmand]
exit - Exit [global command, always avail abl €]

Figure 2 Administrator Main Menu
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Menu Summary

Information Menu

Provides sub-menus for displaying information about the current status of the switch:
from basic system settingsto VLANS, Layer 4 settings, and more.

SatisticsMenu

Provides sub-menus for displaying switch performance statistics. Included are port, IF, IP,
ICMP, TCP, UDP, SNMP, routing, ARP, DNS, VRRP, and Layer 4 statistics.
Configuration Menu

This menu is available only from an administrator login. It includes sub-menus for config-
uring every aspect of the switch. Changes to configuration are not active until explicitly
applied. Changes can be saved to non-volatile memory.

Operations Command Menu

Operations-level commands are used for making immediate and temporary changesto
switch configuration. This menu is used for bringing ports temporarily in and out of ser-
vice, performing port mirroring, and enabling or disabling Server Load Balancing func-
tions. It is also used for activating or deactivating optional software packages.

Boot Options Menu

This menu is used for upgrading switch software, selecting configuration blocks, and for
resetting the switch when necessary.

Maintenance Menu

Thismenu is used for debugging purposes, enabling you to generate adump of the critical
state information in the switch, and to clear entries in the forwarding database and the
ARP and routing tables.
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Global Commands

Some basic commands are recognized throughout the menu hierarchy. These commands are
useful for obtaining online help, navigating through menus, and for applying and saving con-

figuration changes:

Table 3-1 Global Commands

Command Action

? command Provides more information about a specific command on the current menu.
When used without the command parameter, a summary of the global com-
mands is displayed.
Display the current menu.
Go up oneleve in the menu structure.

/ If placed at the beginning of acommand, go to the Main Menu. Otherwise,
thisis used to separate multiple commands placed on the same line.

diff Show any pending configuration changes.

apply Apply pending configuration changes.

save Write configuration changes to non-volatile flash memory.

revert Remove pending configuration changes between “apply” commands. Use
this command to restore configuration parameters set since last “ apply” com-
mand.

exit Exit from the command line interface and log out.

pi ng Use this command to verify station-to-station connectivity across the net-

work. The format is as follows:

pi ng address [tries [delay]]

Where addressis the hostname or | P address of the device, tries (optional) is
the number of attempts (1-32), and delay (optional) is the number of milli-
seconds between attempts. The DNS parameters must be configured if speci-
fying hosthames (see “Domain Name System Configuration” on page 147).

traceroute

Use this command to identify the route used for station-to-station connectiv-
ity across the network. The format is as follows:

tracerout e address [max-hops [delay]]

Where address is the hostname or | P address of the target station, max-hops
(optional) is the maximum distance to trace (1-16 devices), and delay
(optional) is the number of milliseconds for wait for the response. Aswith
pi ng, the DNS parameters must be configured if specifying hostnames.

pwd

Display the command path used to reach the current menu.
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Table 3-1 Global Commands

Command Action

lines n Set the number of lines (n) that display on the screen at onetime. The default
is 24 lines. When used without a value, the current setting is displayed.

verbose n Setsthe level of information displayed on the screen:
0 =Quiet: Nothing appears except errors—not even prompts.
1 =Normal: Prompts and requested output are shown, but no menus.
2 =Verbose: Everything is shown.
When used without avalue, the current setting is displayed.
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Command Line History and Editing

Using the command line interface, you can retrieve and modify previously entered commands
with just afew keystrokes. The following options are available globally at the command line:

Table 3-2 Command Line History and Editing Options

Option

Description

hi story

Display a numbered list of the last 10 previously entered commands.

Repeat the last entered command.

I'n

Repeat the nth command shown on the history list.

<Ctrl-p>

(Also the up arrow key.) Recall the previous command from the history list. This can
be used multiple times to work backward through the last 10 commands. The recalled
command can be entered asis, or edited using the options bel ow.

<Ctrl-n>

(Also the down arrow key.) Recall the next command from the history list. Thiscan be
used multiple timesto work forward through the last 10 commands. The recalled com-
mand can be entered as is, or edited using the options below.

<Ctrl-a>

Move the cursor to the beginning of command line.

<Ctrl-e>

Move cursor to the end of the command line.

<Ctrl-b>

(Also the left arrow key.) Move the cursor back one position to the lft.

<Ctrl-f>

(Also the right arrow key.) Move the cursor forward one position to the right.

<Backspace>

(Also the Delete key.) Erase one character to the left of the cursor position.

<Ctrl-d>

Delete one character at the cursor position.

<Ctrl-k>

Kill (erase) all characters from the cursor position to the end of the command line.

<Ctrl-I>

Redraw the screen.

<Ctrl-u>

Clear the entireline.

Other keys

Insert new characters at the cursor position.
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Command Line Interface Shortcuts

Command Stacking

Asa shortcut, you can type multiple commands on a single line, separated by forward slashes
(/)- You can connect as many commands as required to access the menu option that you want.
For example, the keyboard shortcut to access the Spanning Tree Port Configuration Menu from
the Mai n# prompt isasfollows:

‘ Mai n# cf g/ st p/ port

Command Abbreviation

Most commands can be abbreviated by entering the first characters which distinguish the com-
mand from the othersin the same menu or sub-menu. For exampl e, the command shown above
could a'so be entered as follows:

‘ Mai n# c/st/p

Tab Completion

By entering the first letter of acommand at any menu prompt and hitting <Tab>, the CLI will
display all commands or options in that menu that begin with that letter. Entering additional
letters will further refine the list of commands or options displayed. If only one command fits
the input text when <Tab> is pressed, that command will be supplied on the command line,
waiting to be entered. If the <Tab> key is pressed without any input on the command line, the
currently active menu will be displayed.
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CHAPTER 4
The Information Menu

Alteon

You can view configuration information for the switch in both the user and administrator command
modes. This chapter discusses how to use the command line interface to display switch infor-

mation.

/1 nfo

Information Menu

[ nformation Menu]
slb - Layer 4 Informati on Menu
route - IP Routing Information Menu
arp - ARP Informati on Menu
fdb - Forwardi ng Dat abase | nfornmati on Menu
Sys - Show system i nformation
| og - Show | ast 10 sysl og nmessages
i nk - Show link status
stp - Show STP i nformation
vl an - Show VLAN i nformation
port - Show port infornmation
ip - Show I P information
vrrp - Show Virtual Router Redundancy Protocol
trunk - Show Trunk Group information
bwm - Show Bandwi dt h Managenent i nformation
i sd - Show isd server information
swkey - Show enabl ed software features
clrlog - Cear syslog nessages
dunp - Dump all information

i nformati on

Theinformation provided by each menu option is briefly described in Table 4-1 on page 48,

with pointers to where detailed information can be found.
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Table 4-1 Information Menu Options (/info)

Command Syntax and Usage

slb

Displays the Layer 4 Information Menu. For details, see page 51.

route

Displays the IP Routing Menu. Using the options of this menu, the system displays the following
for each configured or learned route:

Route destination | P address, subnet mask, and gateway address

Type of route

Tag indicating origin of route

Metric for RIP tagged routes, specifying the number of hops to the destination (1-15 hops, or 16
for infinite hops)

The IP interface that the route uses

For details, see page 54.

arp

Displays the Address Resolution Protocol (ARP) Information Menu. For details, see page 57.

fdb

Displays the Forwarding Database Information Menu. For details, see page 59.

sys

Displays system information, including:

System date and time

Switch model name and number

Switch name and location

Time of last boot

MAC address of the switch management processor
IP address of IP interface #1

Hardware version and part number

Software image file and version number
Configuration name

Log-in banner, if oneis configured

For details, see page 61.

| og

Displays 10 most recent syslog messages. For details, see page 62.
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Table 4-1 Information Menu Options (/info)

Command Syntax and Usage

l'i nk
Displays configuration information about each port, including:
Port number
Port speed (10, 100, 10/100, or 1000)
Duplex mode (half, full, or auto)
Flow control for transmit and receive (no, yes, or auto)
Link status (up or down)
For details, see page 63.

stp
In addition to seeing if STPis enabled or disabled, you can view the following STP bridge infor-
mation:

Priority

Hello interval

Maximum age value

Forwarding delay

Aging time

You can also see the following port-specific STP information:

® Port number and priority
m Cost

m Sate

For details, see page 64.

vl an
Displays VLAN configuration information, including:
VLAN Number
VLAN Name
Status
Jumbo Frame usage
Port membership of the VLAN
For details, see page 66.

port
Displays port status information, including:
Port number
Whether the port uses VLAN Tagging or not
Port VLAN ID (PVID)
Port name
VLAN membership
For details, see page 67.
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Table 4-1 Information Menu Options (/info)

Command Syntax and Usage

ip
Displays IP Information. For details, see page 68.
IP information, includes:

B |Pinterface information: Interface number, |P address, subnet mask, broadcast address, VLAN
number, and operationa status.

m Default gateway information: Metric for selecting which configured gateway to use, gateway
number, | P address, and health status

m |Pforwarding information: Enable status, | net and | nask

m Port status

vrrp
Displays the VRRP Information Menu. For details, see page 69.

trunk

When trunk groups are configured, you can view the state of each port in the various trunk groups.
For details, see page 70.

bwm
Shows bandwidth management information. For details, see page 70.

i sd
Shows information for the Integrated Service Director-SSL Offload (iSD100-SSL) device. No
information will be displayed unless you have an iSD100-SSL configured and physically attached
to your switch. For details, see page 71.

swkey
Displaysalist of al the optional software packages which have been activated or installed on your
switch. For details see page 73

clrlog
Clears syslog messages displayed with / i nf o/ | og.

dunp
Dumps al switch information available from the Information Menu (10K or more, depending on
your configuration).

If you want to capture dump datato afile, set your communication software on your workstation to
capture session data prior to issuing the dump commands.
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[info/slb
SLB Information

[ Server Load Bal anci ng | nformati on Menu]
sess - Session Table Information Menu
real - Show real server information
virt - Show virtual server information
filt - Show redirect filter information
port - Show port infornmation
gslb - Show GSLB i nfornation
haship - Show real server selected by hash netric
dunmp - Show all layer 4 information

Layer 4 information includes the following:

Table 4-2 Layer 4 Information Menu Options (/info/slb)

Command Syntax and Usage

sess
Displays the Session Table Information Menu. To view menu options, see page 52.

real <real server number (1-255)>

Real server number, real 1P address, MAC address, VLAN, physical switch port, layer where
health check is performed, and health check resullt.

vi rt <virtual server number (1-256)>
m Displays Virtual Server State: Virtual server number, IP address, virtual MAC address
m Virtual Port State: Virtual service or port, server port mapping, real server group, group backup
server.

filt <filter ID (1-224)>
Displays the filter number, destination port, real server port, real server group, health check layer,

group backup server, URL for health checks, and real server group, |P address, backup server, and
status.

port <port number (1-9)>
Displays the physical port number, proxy | P address, filter status, alist of applied filters, and client
and/or server Layer 4 activity.

gslb
Displays the remote switch number, IP address, |P subnet mask, and health status.

hashi p <IP address 1> <|P address 2>

Shows real server selected by hash metric. Use |P address 2 if the IDSLB hash metric parameter
under /cfg/slb/filt #/ adv issettoboth.
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Table 4-2 Layer 4 Information Menu Options (/info/slb)

Command Syntax and Usage

dunp
Displays all Layer 4 information for the switch. For details, see page 53.

/1 nfol sl bl/sess
Show Session Table Information

[ Sessi on Tabl e Informati on Menu]
find - Show all session entries with source |IP address
port - Show all session entries on port
dunp - Show all session entries

Table 4-3 Session Information Menu Options (/info/slb/sess)

Command Syntax and Usage

find <IPaddress>
Displays all session entries with source | P address.

port <port number (1-9)>
Displays all session entries on port.

du
erDisplalys all session entries. Information similiar to the following may appear in a session entry
dump:
4,5: 3.3.3.8 4579, 0.0.0.6 80 -> 6.6.6.5 80 age 10 E
4,16: 3.3.3.8 2260, 2.2.2.11 80 -> 6.6.6.5 80 age 10 E
9,3: 61.5.193.97 1, 0.0.0.0 1 ALLOW age 8 EPS
4,44: 3.3.3.8 4885, 3.3.3.11 80 -> 0.0.0.0 80 age 0 U
4,46: 3.3.3.8 4886, 3.3.3.11 80 -> 0.0.0.0 80 age 0 U

The codes E, P, and U at the end of the session entries stand for:
E = established

P = persistent

U = pass UP for L7 processing

S = gpecial session, such as passive cookie or SSL
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Show All Layer 4 Information

Web OS 9.0 Command Reference

Real
1:

server state:

26:

20. 20. 20. 102, 00:03:47:07:a4:9e, vlan 1, port 6, health 3, up
27: 20.20.20.101, 00:01:02:71:9c:a6, vlan 1, port 7, health 3, up
Virtual server state:
1: 20. 20. 20. 200, 00: 60: cf:47:5c: le
virtual ports
http: rport http, group 88, backup none, dbind
HTTP Application: urlslb
real servers
26: 20.20.20.102, backup none, 2 ms, up
excl usionary string matching: disabled
1: any
2: urlone
27: 20.20.20.101, backup none, 1 ns, up

excl usionary string matching: disabled

3: urltwo
4: urlthree

Redirect filter state

200: group 1, health 3, backup none
proxy enabl ed, radius snoop disabl ed
real servers:
1: 210.1.2.200, backup none, 3 ms, up
2: 210.1.2.1, backup none, 2 ms, up
Port state:
1: 0.0.0.0
filt disabled, filters: 80
2: 0.0.0.0, idslb
filt enabled, filters: 200
3: 0.0.0.0, idslb
filt enabled, filters: 200
4. 0.0.0.0
filt disabled, filters: 50 200

210.1.2.200, 00:01:02:c1:4b: 48,
2: 210.1.2.1, 00:01:02:70:4d:4a, vlian 1

vlan 1, port 1, health 3,
port 8, health 3, up

up
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/[infol/route
IP Routing Information

[P Routing Menu]
find - Show a single route by destination |P address
gw - Show routes to a single gateway
type - Show routes of a single type
tag - Show routes of a single tag
if - Show routes on a single interface
dunp - Show all routes

Using the commands listed below, you can display all or a portion of the I P routes currently
held in the switch.

Table 4-4 Route Information Menu Options (/info/route)

Command Syntax and Usage

find <IPaddress>
Displays a single route by destination | P address.

gw <default gateway address>
Displays routes to a single gateway.

type indirect|direct|l ocal |oroadcast [marti an|nul ti cast
Displays routes of asingle type. For adescription of |P routing types, see Table 4-5 on page 55.

tag fixed|stati clsnnpladdr |ri p|i cnplbr oadcast [marti an|nul ti cast |vi p| bgp
Displays routes of asingle tag. For a description of P routing types, see Table 4-6 on page 56.

i f <interface number (1-256)>
Displays routes on asingle interface.

dunp
Displays all routes configured in the switch. For more information, see page 55.
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/i nfol/route/dunp

Show All IP Route Information

Destin

0.0
0.0.0.0
127.0.0
172.17.
172.19.
172.19.
172.19.
172. 20.
172. 23.
172. 25.
172. 26.
172. 27.
172. 28.
172. 30.
205. 178.
205. 178.
205. 178.
205. 178.
205. 178.
208. 214.
224.0.0.

cocoooeocorkrPRO.

o

ation

o o
(S0

OO OO OONNOO

13.
15.
16.
17.
18.
245.0
0

O O OOoOo

Mask Gat eway Type Tag Metr |f
0.0.0.0 172.19.1.1 indirect rip 2 1
0.0.0.0 172.19.1.1 indirect static 1
255.0.0.0 0.0.0.0 martian martian
255.255.0.0 172.19.1.1 indirect rip 2 1
255.255.255.0 172.19.1.201 direct fixed 1
255. 255. 255. 255 172.19. 1. 201 | ocal addr 1
255. 255. 255. 255 172.19. 1. 255 br oadcast broadcast 1
255.255.0.0 172.19.1.1 indirect rip 2 1
255.255.0.0 172.19.1.1 indirect rip 3 1
255.255.0.0 172.19.1.1 indirect rip 4 1
255.255.0.0 172.19.1.1 indirect rip 3 1
255.255.0.0 172.19.1.1 indirect rip 5 1
255.255.0.0 172.19.1.1 indirect rip 3 1
255.255.0.0 172.19.1.1 indirect rip 3 1
255.255.255.0 172.19.1.1 indirect rip 2 1
255.255.255.0 172.19.1.1 indirect rip 3 1
255.255.255.0 172.19.1.1 indirect rip 3 1
255.255.255.0 172.19.1.1 indirect rip 3 1
255.255.255.0 172.19.1.1 indirect rip 2 1
255.255.255.0 172.19.1.1 indirect rip 5 1
224.0.0.0 0.0.0.0 martian martian

The following table describes the Ty pe parameters.

Table 4-5 IP Routing Type Parameters

Parameter

Description

i ndi rect

The next hop to the host or subnet destination will be forwarded through a
router at the Gat eway address.

direct

Packets will be delivered to a destination host or subnet attached to the
switch.

| ocal

Indicates aroute to one of the switch’s IP interfaces.

br oadcast

Indicates a broadcast route.

martian

The destination belongs to a host or subnet which isfiltered out. Packets to
this destination are discarded.

mul ti cast

Indicates a multicast route.
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The following table describes the Tag parameters.

Table 4-6 IP Routing Tag Parameters

Parameter Description

fixed The address belongs to a host or subnet attached to the switch.

static The address is a static route which has been configured on the Web switch.
icnp The address was learned viaICMP.

snnp This address was configured through SNMP.

addr The address belongs to one of the switch’'s IP interfaces.

rip The address was learned by the Routing Information Protocol (RIP).

br oadcast Indicates a broadcast address.

martian The address belongs to afiltered group.

mul ti cast Indicates a multicast address.

Vi p Indicates aroute destination that isavirtual server IP address. VIP routes are

needed to advertise virtual server |P addresses via BGP.

bgp The address was learned via Border Gateway Protocol (BGP)
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[infolarp
ARP Information
[ Address Resol ution Protocol Menu]
find - Show a single ARP entry by | P address
port - Show ARP entries on a single port
vl an - Show ARP entries on a single VLAN
r ef pt - Show ARP entries referenced by a single port
dunp - Show all ARP entries
addr - Show ARP address |i st

The ARP information includes | P address and MAC address of each entry, address status flags
(see Table 4-8 on page 58), VLAN and port for the address, and port referencing information.

Table 4-7 ARP Information Menu Options (/info/arp)

Command Syntax and Usage

find <IPaddress>
Displays asingle ARP entry by IP address.

port <port number (1-9)>
Displays the ARP entries on asingle port.

vl an <VLAN number (1-4094)>
Displaysthe ARP entrieson asingle VLAN.

ref pt <port number (1-9)>
Displays the ARP entries referenced by a single port.

dunp
Displays all ARP entries. including:
m |P address and MAC address of each entry
m Address status flag (see below)
® The VLAN and port to which the address belongs
m The ports which have referenced the address (empty if no port has routed traffic to the IP
address shown)
For more information, see page 58.

addr
Displays the ARP address list: IP address, |P mask, MAC address, and VLAN flags.
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[ infolarp/dunp
Show All ARP Entry Information

| P address Fl ags MAC addr ess VLAN Port Referenced ports
10.10.10.10 P4 00:60:cf:40:78:ce 1 19
172.19.1. 1 00: 60: cf: 42: e4: 40 1 8 enpty
172.19.1.61 00: 10: a4: f0: 4c: 13 1 8 enpty
172.19.1. 201 P 00: 60: cf: 40: 78: cO 1 1-9
The Fl ag field isinterpreted as follows:
Table 4-8 ARP Dump Flag Parameters
Flag Description
P Permanent entry created for switch IP interface.
P 4 Permanent entry created for Layer 4 proxy |P address or virtual server |P
address.
R Indirect route entry.
U Unresolved ARP entry. The MAC address has not been learned.
/1 nfolarp/addr
ARP Address List Information
| P address | P mask MAC addr ess VLAN Fl ags
205.178.18.66  255.255. 255. 255 00: 70:cf: 03:20:04 P

205.178.50.1 255. 255, 255. 255 00: 70: cf: 03: 20: 06 1
205.178.18. 64 255. 255, 255. 255 00: 70: cf: 03: 20: 05 1
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FDB Information

Web OS 9.0 Command Reference

find -
port -
vl an -
r ef pt -
dunp -

Show a si
Show FDB
Show FDB
Show FDB
Show al |

[ Forwar di ng Dat abase Menu]

ngle FDB entry by MAC address
entries on a single port

entries on a single VLAN

entries referenced by a single port
FDB entries

The forwarding database (FDB) contains information that maps the media access control
(MAC) address of each known deviceto the switch port where the device address was |earned.
The FDB also shows which other ports have seen frames destined for a particular MAC

address.

NOTE — The master forwarding database supports up to 8192 MAC address entries per switch.
Each switch port supports up to 4096 entries.

Table 4-9 FDB Information Menu Options (/info/fdb)

Command Syntax and Usage

find <MAC address> [<VLAN>]
Displays a single database entry by its MAC address. You are prompted to enter the MAC address
of the device. Enter the MAC address using the format, xx: XX: XX: XX: XX: XX. For example,
08: 00: 20: 12: 34: 56.
You can a so enter the MAC address using the format, X XXX XXXXXXXX.
For example, 080020123456.

port <port number (1-9)>
Displays all FDB entries for a particular port.

vl an <VLAN number (1-4094)>
Displays all FDB entries on asingle VLAN.

ref pt <port number (1-9)>
Displays the FDB entries referenced by a single port.

dunp

Displays all entriesin the Forwarding Database. For more information, see page 60.
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/i nf ol fdb/ dunp
Show All FDB Information

MAC Addr ess VLAN Port State Referenced ports...
00: a0: 24: 76: be: 90 1 1 FWD 14
08: 00: 20: Oa: a7: 7f 1 2 FWD 23
08: 00: 20: 73: b6: 29 1 1 FWD 12
08: 00: 20: 82: 4d: 8d 1 3 FWD 34
08: 00: 20: 8a: 54: 2b 1 UNK 1

An address that is in the forwarding (FWD) state, means that it has been learned by the switch.
When in the trunking (TRK) state, the port field represents the trunk group number. If the state
for the port is listed as unknown (UNK), the MAC address has not yet been learned by the
switch, but has only been seen as a destination address. When an address isin the unknown
state, no outbound port isindicated, although ports which reference the address as a destination
will be listed under “ Reference ports.”

If the state for the port islisted as an interface (I F), the MAC addressisfor a standard VRRP
virtual router. If the stateislisted as avirtual server (VI P), the MAC addressisfor avirtua
server router—a virtual router with the same |P address as a virtual server.

Clearing Entries from the Forwarding Database

To delete aMAC address from the forwarding database (FDB) or to clear the entire FDB, refer
to page 255.
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[ infolsys
System Information

System Information at 9:33:55 Thu May 24, 2001

ACEdi rector 4
sysNane:
syslLocati on:

Switch is up 0 days, 18 hours, 40 minutes and 43 seconds.
Last boot: 14:53:11 Wed May 23, 2001 (reset from Tel net)

MAC address: 00: 60: cf: xx: xx: 80 IP (If 1) address: 172.25.1.11
Har dwar e Revi sion: B

Hardware Part No: C04_5A-D 6A-D

Sof tware Version 9.0.35 (FLASH i nagel), active configuration.

System information includes:

System date and time

Switch model name and number

Switch name and location

Time of last boot

MAC address of the switch management processor
IP address of IP interface #1

Hardware version and part number

Software image file and version number

Configuration name

Log-in banner, if oneis configured
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[infol/l og
Show Last 10 Syslog Messages

Apr 1 17:28:52 ALERT slb: cannot contact real server 215.118.113.74
Apr 1 17:29:10 NOTICE console: admin |login

Apr 1 17:30:01 NOTICE telnet/ssh-1: admin idle timeout from Tel net
Apr 1 18:55:43 NOTICE telnet/ssh-1: adm n | ogout from Tel net

Apr 2 12:56: 35 I NFO web server: new configuration applied

Apr 2 14:57:35 WARNING sl b: filter 10 fired on port 4

Apr 3 7:58:03 ERR telnet: no apply needed

Each syslog message has a criticality level associated with it, included in text form as a prefix
to the log message. One of eight different prefixesis used, depending on the condition that the
administrator is being notified of, as shown below.

EMERG indicates the system is unusable

ALERT: Indicates action should be taken immediately
CRI T: Indicates critical conditions

ERR: indicates error conditions or errored operations
WARNI NG: indicates warning conditions

NOTI CE: indicates anormal but significant condition

I NFQ: indicates an information message

DEBUG indicates a debut-level message
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Link Status Information
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10/ 100
100
10/ 100
100
100
100
10/ 100
100
1000

Flow Crl
--TX---- - RX- -
yes yes
yes yes
yes yes
no no
no no
no no
yes yes
no no
yes yes

Use this command to display link status information about each port on an Alteon Web switch

Port speed (10, 100, 10/100, or 1000)

dot, including:

B Port number

[

B Duplex mode (half, full, or auto)
[

B Link status (up or down)

Flow control for transmit and receive (no, yes, or auto)

For example, if “/i nfo/link” isentered from console, link status of al nine portswill be

displayed.

Alteon Systems
050158B, October 2001

Chapter 4: The Information Menu m 63



Web OS 9.0 Command Reference

[infolstp
Spanning Tree Information

Current Root: Pat h- Cost Port Hell o MaxAge FwdDel Aging
7fff 00:60: cf:40: 4c: b0 15 8 2 20 15 300
Nunber of topol ogy changes: 2
Ti me since |ast topol ogy change: 0 days, 03:24:08
Parameters: Priority Hello MaxAge FwdDel Aging
32768 2 20 15 300
Port Priority Cost State Desi gnated Bri dge Des Port
1 128 0 DI SABLED
2 128 0 DI SABLED
3 128 0 DI SABLED
4 128 10 FORWARDI NG 8000-00: 60: cf:43:a4: 70 32772
5 128 0 DI SABLED
6 128 0 DI SABLED
7 128 0 DI SABLED
8 128 10 FORWARDI NG 8000-00: 60: cf:40:61: 00 32776
9 128 0 DI SABLED

The switch software uses the |EEE 802.1d Spanning Tree Protocol (STP). In addition to seeing
if STPisenabled or disabled, you can view the following STP bridge information:

Priority
Hello interval
Maximum age value

Forwarding delay

Aging time

You can also see the following port-specific STP information:
B Slot number

B Port number and priority
B Cost
[

State
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The following table describes the STP parameters.

Table 4-10 Spanning Tree Parameter Descriptions

Parameter

Description

Priority (bridge)

The bridge priority parameter controls which bridge on the network will
become the STP root bridge.

Hel | o

The hello time parameter specifies, in seconds, how often the root bridge
transmits a configuration bridge protocol data unit (BPDU). Any bridge that
is not the root bridge uses the root bridge hello value.

MaxAge

The maximum age parameter specifies, in seconds, the maximum time the
bridge waits without receiving a configuration bridge protocol data unit
before it reconfigures the STP network.

FwdDel

The forward delay parameter specifies, in seconds, the amount of timethat a
bridge port has to wait before it changes from learning state to forwarding
state.

Agi ng

The aging time parameter specifies, in seconds, the amount of time the
bridge waits without receiving a packet from a station before removing the
station from the Forwarding Database.

priority (port)

The port priority parameter helps determine which bridge port becomes the
designated port. In a network topology that has multiple bridge ports con-
nected to a single segment, the port with the lowest port priority becomesthe
designated port for the segment.

Cost

The port path cost parameter is used to hel p determine the designated port for
a segment. Generally speaking, the faster the port, the lower the path cost. A
setting of 0 indicates that the cost will be set to the appropriate default after
the link speed has been autonegotiated.

State

The state field shows the current state of the port. The state field can be either
BLOCKI NG LI STENI NG LEARNI NG FORWARDI NG or DI SABLED.

Alteon Systems
050158B, October 2001

Chapter 4: The Information Menu m 65



Web OS 9.0 Command Reference

/1 nfol/vlan
VLAN Information

VLAN Nane Status Junbo BWC Ports
1 Default VLAN ena n 1024 1-9
2 VLAN 2 ena n 1024 enpty

This information display includes al configured VLANs and all member ports that have an
active link state. Port membership is represented in slot/port format.

VLAN information includes:

®  VLAN Number

B VLAN Name

Status

Jumbo Frame usage (y or n)

Bandwidth Contract if BWM is enabled

Port membership of the VLAN
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[infolport
Port Information

Port Tag RVON PVID BWC NAVE VLAN( s)
1 n d 1 1024 1
2 n d 1 1024 1
3 n d 1 1024 1
4 n d 1 1024 1
5 n d 1 1024 1
6 n d 1 1024 1
7 n d 1 1024 1
8 n d 1 1024 1
9 n d 1 1024 1

Port information includes:

Port number

Whether the port uses VLAN tagging or not (y or n)
Port VLAN ID (PVID)

Port name

VLAN membership

Whether RMON is enabled or disabled on the port
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[infolip

IP Information

Interface information:
1: 172.19.1. 201, 255, 255, 255. 0, 172.19. 1. 255,

Default gateway information: netric strict
1: 172.19.1.1, up

Current |P forwarding settings: OFF
Current |ocal networks:
Current RIP settings:

ON, update 30, LISTEN, DEFAULT, STATIC

split horizon with poisoned reverse

BGP | nformati on:
CFF, id 172.25.1.26

BGP Peer |Information

* 2 205.178.18.40, id 205.178.18.40, hold 90, established

vlan 1, up

68 m Chapter 4: The Information Menu

IP information includes;

B |Pinterface information: Interface number, |P address, subnet mask, broadcast address,

VLAN number, and operational status

B Default gateway information: Metric for selecting which configured gateway to use, gate-

way number, |P address, and health status
IP forwarding information: Enable status, | net and | nask
Port status

RIP1 information: enable status, update period, and active modes

BGP Peer information

DNS information: primary and secondary DNS | P address, and default domain name
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[infolvrrp
VRRP Information

Virtual Router Redundancy Protocol (VRRP) support on Alteon Web switches provides redun-
dancy between routersin aLAN. Thisisaccomplished by configuring the same virtual router P
address and | D number on each participating VRRP-capabl e routing device. One of the virtual

routersisthen elected as the master, based on a number of priority criteria, and assumes control
of the shared virtual router IP address. If the master fails, one of the backup virtual routers will

assume routing authority and take control of the virtual router |P address.

VRRP i nf ormati on:

2: vrid 1, 205.178.18.202, if 1, renter, prio 100, backup
3: vrid 3, 205.178.18.204, if 1, renter, prio 100, master, proxy

1: vrid 2, 205.178.18.210, if 1, renter, prio 100, master, server

When virtual routers are configured, you can view the status of each virtual router using this
command. VRRP information includes:

Virtual router number

Virtual router ID and | P address
Interface number

Ownership status

O owner identifiesthe preferred master virtual router. A virtual router isthe owner
when the IP address of the virtual router and its IP interface are the same.

O renter identifiesvirtual routers which are not owned by this device.

Priority value. During the election process, the virtual router with the highest priority
becomes master.

Activity status

O nast er identifies the elected master virtual router.

O backup identifies that the virtual router isin backup mode.

Server status. Theser ver stateidentifiesvirtual routers that support Layer 4 services.
These are known as virtual server routers. any virtual router whose | P addressis the same
as any configured virtual server |P address.

Proxy status. The proxy state identifies virtual proxy routers, where the virtual router
shares the same | P address as a proxy |P address. The use of virtual proxy routers enables
redundant switches to share the same | P address, minimizing the number of unique IP
addresses that must be configured.
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[1nfol/trunk

Trunk Group Information

Group Slot Port State
1 2 4 DOWN
2 5 DOWN
2 6 DOWN
2 9 DOWN
2 3 1
4 3 DOWN

forwardi ng

When trunk groups are configured, you can view the state of each port in the various trunk

groups.

NOTE — If Spanning Tree Protocol on any port in the trunk group is set to f or war di ng, the
remaining portsin the trunk group will also be set to f or war di ng.

/1 nf o/ bwm <contract number>
Bandwidth Management Information

Prec
10

PR RRPPR

255
1
0

Qurrent Bandw dt h Managenent setting: ON

Pol i cy Enforcenent: enabl ed
to’’ at host ’

@nt r act Policy

Num  Nane Hard Soft
1 non 1 15m 5m
2 tue 1 15m  5m
3 wved 1 15m 5m
4 thu 1 15m  5m
5 fri 1 15m  5m
6 ser80 1 15m 5m
7 vip 1 15m 5m
11  bcon_tue 2 40m 30m

256  Default -- --Avai | abl e

BMhistory will be mailed in 2 hour(s) 21 minute(s)

wics

Resv oTGs5 uTGs

500k
500k
500k
500k
500k
500k
500k
500k
BW-

0ob
0b
0ob
0D
0D
0D
0ob
0ob
0ob

0

0
0
0
0
0
0
0
0

Save
Buffer Hst &
8219
8219
8219
8219
8219
8219
8219
16320
16320

(0]

M mMmmmmmimImim
mmmmmmmimim§s

NOTE — The contract number is optional.
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ISD Information

Web OS 9.0 Command Reference

NOTE — This command is for the iSD100-SSL device running SSL software version 1.0. The
information will not appear unless you have configured and connected one or more iSD100-
SSL devicesto your switch. Information on this screen does not apply if theiSD-SSL is run-

ning software version 2.0 and higher.

TheiSD information is displayed below:

Current

i sd server configuration:

10.0.1.10, 1, 0, ON
i sd BOOTP server: ON
isd master |P: 10.0.1.10

Network interface for isd: 2
Current isd servers:
state isd IP

i sd system status:

Total Menory: 264507392
Free Menory: 252874752
Buf fer Menory: 335872

Bl ocks Witten: 0

Bl ocks Read: 0
I nterrupts: 108
Cont ext Switches: 20
User Tine: 0
System Ti ne: 1
Idle Tine: 99

i sd free diskspace:
total disk size: 50685K
free disk size: 21671K

SSL app status:
total connections
runni ng t hreads
current connections
maxi num connecti ons

o
O oO~NO

System st at us averaged over 3 seconds

Systems
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Table 4-11 describes the iISD100-SSL information output:

Table 4-11 /info/isd Output

Parameter

Description

Current isd
server configu-
ration

This line contains the following data about basic iSD100-SSL configuration:
m Starting IP address (i pst ar t ) of theiSD100-SSL units
® Number of iSD100-SSL units (i pnumn) configured on the Web
switch
m Virtual router number (vr num
m State of Web switch iSD100-SSL processing, on or off.

i sd BOOTP server

State of the BOOTP server which assigns | P addresses to the iSD100-SSL:
on or off.

isd master | P

IP address of the Master iSD100-SSL.

Network inter-

The IP interface configured for communication between the Web switch and

face for isd theiSD100-SSL.
Current isd Thereisoneline for each configured iSD100-SSL, with the following data:
servers m state
2 means that |P address has been assigned.
misdIP

The IP address assigned to the iSD100-SSL.

® nac_addr
The MAC address of theiSD100-SSL.

mlife
This represents the number of milliseconds since the iSD100-SSL
sent asignal to the Web switch. If | i f e exceeds 120,000 ms, the
switch considers the iSD100-SSL to be down, and no further traffic
will be directed to that iSD100-SSL until it comes back up. If the
down iSD100-SSL isaMaster, the switch will select another Master
Web OS. If no other iISD100-SSL units are up and available, HTTPS
traffic will be sent directly to the real Web servers on port 443.

i sd system st a-
tus

Memory and time usage characteristics averages over three seconds.

isd free
di skspace

Total and available disk space available on the iISD100-SSL.

SSL app status

SSL connection and thread information.
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/i nfol swkey
Software Enabled Keys

For optional Layer 4 switching software, the information would be displayed as follows

Enabl ed Software features:
Layer 4. SLB + WCR
Layer 4. GSLB

Software key information includes alist of al the optional software packages which have been
activated or installed on your switch.

[ 1 nfol/dunp
Information Dump

Use the dump command to dump all switch information available from the Information Menu
(10K or more, depending on your configuration). This datais useful for tuning and debugging
switch performance.

If you want to capture dump data to afile, set your communication software on your worksta-
tion to capture on data prior to issuing the dump commands.
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CHAPTER 5
The Statistics Menu

You can view switch performance statistics in both the user and administrator command modes.
This chapter discusses how to use the command line interface to display switch statistics.

[ stats
Statistics Menu

[Statistics Menu]
port - Port Stats Menu
slb - Server Load Bal ancing Stats Menu
bwm - Bandwi dt h Managenent Stats Menu
nmp - MP-specific Stats Menu
if - Show IP interface ("if") stats
ip - Show I P stats
icnp - Show | CWMP stats
tcp - Show TCP stats
udp - Show UDP stats
snnp - Show SNMWP stats
fdb - Show FDB stats
route - Show route stats
arp - Show ARP stats
dns - Show DNS stats
vrrp - Show VRRP stats
dunp - Dump all stats

Alteon Systems
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Table 5-1 Statistics Menu Options (/stats)

Command Syntax and Usage

port <port number (1-9)>
Displays the Port Statistics Menu for the specified port. Use this command to display traffic statis-
tics on aport-by-port basis. Traffic statistics are included in SNMP Management | nformation Base
(MIB) objects. To view menu options, see page 78.

slb
Displays the Server Load Balancing (SLB) Menu. To view menu options, see page 83.

bwm
Displays the Bandwidth Management Menu. To view menu options, see page 102.

np
Displays the Management Processor Statistics Menu. Use this command to view information on
how switch management processes and resources are currently being allocated. To view menu
options, see page 105.

i f <interface number (1-256)>
Displays IP interface statistics for the management processors. See page 109 for sample output.

Displays IP statistics. See page 109 for sample outpui.

icnp
Displays ICMP statistics. See page 110 for sample output.

tcp
Displays TCP statistics. See page 110 for sample output.

udp
Displays UDP statistics. See page 110 for sample output.

snnp
Displays SNMP statistics. See page 111 for sample output.

fdb
Displays FDB statistics. See page 112 for sample output.

route
Displays route statistics. See page 113 for sample output.

arp
Displays Address Resolution Protocol (ARP) statistics. See page 113 for sample output.

dns
Displays Domain Name Server (DNS) statistics. See page 113 for sample output.
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Table 5-1 Statistics Menu Options (/stats)

Command Syntax and Usage

vIrp

When virtua routers are configured, you can display the following protocol statistics for VRRP:
m Advertisementsreceived (vrr pl nAdver s)

m Advertisements transmitted ( vr r pQut Adver s)

m Advertisements received, but ignored (vr r pBadAdver s)

See page 114 for sample output.

dunp

Dumps al switch statistics. Use this command to gather data for tuning and debugging switch per-
formance. If you want to capture dump datato afile, set your communication software on your
workstation to capture session data prior to issuing the dump command. For details, see page 114.
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[ st at s/ port <port number>
Port Statistics Menu

This menu displays traffic statistics on a port-by-port basis. Traffic statistics include SNMP
Management Information Base (MIB) objects.

[Port Statisti

brg

et her

if

ip

I'ink
rnon
cpu

mai nt

cs Menu]

Bridging ("dotl") statistics
Et hernet ("dot3") statistics
Interface ("if") statistics
Internet Protocol ("IP") stats
Link stats

Show RMON st ats

Show CPU utilization

Mai nt enance stats

Table 5-2 Port Statistics Menu Options (/stats/port)

Command Syntax and Usage

brg

Displays bridging (“dot1”) statistics for the port. See page 79 for sample output.

et her

Displays Ethernet (“dot1”) statistics for the port. See page 79 for sample output.

if

Displays interface statistics for the port. See page 80 for sample output.

ip

Displays I P statistics for the port. See page 80 for sample output.

l'i nk

Displays link statistics for the port. See page 80 for sample output.

rnon

Displays RMON statistics for the port. See page 81 for sample output.

cpu

Displays CPU statistics for the port. CPU statistics are for periods of 1, 4, and 64 seconds. See
page 81 for sample output.

mai nt

Displays maintenance statistics for the port. See page 82 for sample outpui.
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[ stat s/ port <port number>/ brg
Bridging Statistics

This menu option enables you to display the bridging statistics of the selected port.

Bridging statistics for port 1:

dot 1Port | nFr anes: 187155
dot 1Port Qut Fr anes: 1059212
dot 1Port | nDi scar ds: 0

dot 1TpLear nedEnt ryDi scar ds:

dot 1BasePort Del ayExceededDi scar ds:
dot 1BasePort M uExceededDi scar ds:
dot 1St pPor t For war dTr ansi ti ons:

O OO

[ stats/port <portnumber>/ et her
Ethernet Statistics

This menu option enables you to display the ethernet statistics of the selected port.

Et hernet statistics for port 1:

dot 3St at sAl i gnment Error s:

dot 3St at SFCSErrors:

dot 3St at sSi ngl eCol | i si onFr anes:

dot 3Stat sMul ti pl eCol | i si onFr anes:

dot 3St at sSQETest Errors:

dot 3St at sDef erredTr ansmi ssi ons:

dot 3St at sLat eCol | i si ons:

dot 3St at seExcessi veCol | i si ons:

dot 3St at sl nt ernal MacTransmitErrors:

dot 3Stat sCarri er SenseErrors:

dot 3St at sFranmeToolLongs:

dot 3St at sl nt er nal MacRecei veErrors:

dot 3Col | Frequenci es [ 1-15]:
00000OO0OOOOOOOOODO

[eNeoNeoNeoNoNolNoNoNolNoNoNe
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[ st at s/ port <port number>/i f
Interface Statistics

This menu option enables you to display the interface statistics of the selected port.

Interface statistics for port 1:

i fHCl n Counters i f HCOut Counters
Cctets: 12046215 86913772
Ucast Pkt s: 187106 211622
Br oadcast Pkt s: 248 294478
Mul ti cast Pkt s: 8 554238
Di scar ds: 0 0
Errors: 0 0
i f 1 nUnknownPr ot os: 0

[ stats/port <portnumber>/ip
Interface Protocol Statistics

This menu option enables you to display the interface statistics of the selected port.

I P statistics for port 1:
i pl nRecei ves: 0 i plnHdrErrors: 0
i pl NAddr Errors: 0 i pFor wDat agr ans: 0
i pl nUnknownPr ot os: 0 i pl nDi scards: 0
i pl nDel i vers: 0 i pCacheFul I : 0
i pTt| Exceeds: 0 i pQueueFul I : 0
i pFragCKs: 0 i pFragCr eat es: 0
i pDont Fr ags: 0 i pFragFail s: 0
[ stats/port <portnumber>/Ii nk

Link Statistics

This menu enables you to display the link statistics of the selected port.
Link statistics for port : 1
I i nkSt at eChange: 1
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[ stats/port <portnumber>/r non
RMON Statistics

This menu option enables you to display the remote monitor statistics of the selected port.

RMON statistics for port 1:

et her St at sDr opEvent s:

et her St at sCct et s: 19
et her St at sPkt s:

et her St at sBroadcast Pkt s:

et her St at sMul ti cast Pkt s:

et her St at sCRCAl i gnErrors:

et her St at sUnder si zePkt s:

et her St at sOver si zePkt s:

et her St at sFragnent s:

et her St at sJabbers:

et herStatsCol | i si ons:

et her St at sPkt s64Cct et s:

et her St at sPkt s65t 0127Cct et s:

et her St at sPkt s128t 0255Cct et s:
et her St at sPkt s256t 0511Cct et s:
et her St at sPkt s512t 01023Cct et s:
et her St at sPkt s1024t 01518Cct et s:

OO O0OO0OO0OWOOOOOOOOoOWNO

[ stats/port <portnumber>/cpu
CPU Statistics

This menu option enables you to display the CPU statistics of the selected port.

CPU utilization for port 8:

CpuAlti | 1Second: 0% cpuBUil 1Second: 0%

CpuAlti | 4Seconds: 0% cpuBUil 4Seconds: 0%

CpuAlti | 64Seconds: 0% cpuBUW il 64Seconds: 0%
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Maintenance Statistics

[ stats/port <portnumber>/ mai nt

This menu option enables you to display the maintenance statistics of the selected port.

Mai nt enance statistics for port 1:
ddwOvf | o: 0 ddwOvf | oOvfl o: 0
dmaRdOver r un: 0 dmaRdUnder r un: 0
dmaW Over run: 0 dmaW Under r un: 0
t xFl owCnt rl ed: 0 rxFl onCntrl ed: 0
I i nkSt at eChange: 1 macRxBuf Cl ean: 1
pf dbFr eeEnpt y: 0 macRxBuf C dna: 0
r esol veEr r Noddw:. 0 macRxBuf Cl dmaOvf | o: 0
| ear nEr r Noddw:. 0 macRxBuf Cl MacDescr O: 1
del et eM ss: 0 macRxBuf Cl MacDescr 1: 0
t xOvfl oOvfl o: 0 macRxBuf Cl MacDescr N: 0
mac_rx_err:

CRC 0 Col |'i ded 0

Li nkErr 0 PhyEr r 0

Ni bbl e 0 Abor t 0

Runt 0 NoBuf f er 0

Over 32k 0 Over 16k 0

Over 9k 0
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[ Server Load Bal ancing Statistics Menu]
port - SLB Switch Port Stats Menu
real - Show real server stats
group - Show real server group stats
virt - Show virtual server stats
filt - Show filter stats
gslb - Show gl obal SLB stats
url - Show URL SLB and Redirection stats
ssl - Show SSL SLB stats
rurl - Show RURL stats
ftp - Show FTP SLB parsing and NAT stats
rtsp - Show RTSP SLB stats
wap - Show WAP SLB stats
mai nt - Show nai ntenance stats
cl ear - Clear non-operational Server Load Bal ancing stats
dunp - Dump all SLB statistics

Table 5-3 SLB Statistics Menu Options (/stats/slb)

Command Syntax and Usage

port <port number (1-9)>

Displays the switch port statistics. See page 88 for sample output.

real <real server number (1-255)>

Displays the following real server statistics:

Total sessionsthe real server was assigned

Real server transmit/receive octets
See page 85 for sample output.

Number of times the real server has failed its health checks
Number of sessions currently open on the real server

Highest number of simultaneous sessions recorded for each real server

group <real server group number (1-256)>
Displays the following real server group statistics:

m Current and total sessions for each real server in the real server group.

m Current and total sessions for all real servers associated with the real server group.

m Highest number of simultaneous sessions recorded for each real server.

m Real server transmit/receive octets. For per-service octet counters, see the procedure on

page 85.
See page 86 for sample output.

Alteon Systems
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Table 5-3 SLB Statistics Menu Options (/stats/slb)

Command Syntax and Usage

vi rt <virtual server number (1-256)>
Displays the following virtual server statistics:
m Current and total sessions for each real server associated with the virtua server.
m Current and total sessionsfor all real servers associated with the virtual server.
m Highest number of simultaneous sessions recorded for each real server.
m Real server transmit/receive octets. For per-service octet counters, see page 87.
See page 87 for sample output.

filt <filter ID (1-224)>
Displays the total number of times any filter has been used. See page 87 for sample output.

gslb
Displays the Globa SLB Statistics Menu. For more information, see page 91.
url
Displays URL SLB and redirection statistics. See page 93 for sample output.
ssl
Displays SSL server load balancing statistics. See page 95 for sample output.
rurl
Displays RURL statistics. These statistics will be displayed only if the Web switch is connected to
an Alteon Integrated Service Director (iSD)with RURL enabled . See page 95 for sample output.
ftp
Displays FTP SLB parsing and NAT statistics. See page 95 for sample output.
rtsp
Displays RTSP SLB statistics. See page 98 for sample output.
wap
Displays WAP SLB statistics. See page 98 for sample output.
mai nt
Displays SLB maintenance statistics. See page 99 for sample output.
clear [y|n]
Clears all non-operating SLB statistics on the Web switch, resetting them to zero. This command
does not reset the switch and does not affect the following counters:
m Countersrequired for Layer 4 and Layer 7 operation (such as current real server sessions).
m All related SNMP counters.
To view the statistics reset by this command, refer to Table 5-8 on page 100.
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Table 5-3 SLB Statistics Menu Options (/stats/slb)

Command Syntax and Usage

dunp
Dumpsall switch SLB statistics. Use this command to gather data for tuning and debugging switch
performance. To save dump datato afile, set your communication software on your workstation to
capture session data prior to issuing the dump command.

[ stats/ sl b/real <real server number>
Real Server SLB Statistics

Real server 1 stats:

Heal th check failures: 0

Current sessions: 129

Tot al sessions: 65478

Hi ghest sessi ons: 4343
Cctets 523824000

NOTE — Octets are provided per server, not per service, unless configured as described bel ow.

Per Service Octet Counters

For each load-balanced real server, the octet counters represent the combined number of trans-
mit and receive bytes (octets). These counters are then added to report the total octets for each
virtual server.

The octet counters are provided per server—not per service. If you need octet counters on a per-
service basis, you can accomplish this through the following configuration:

1. Configureaseparate | P addressfor each service on each server being load balanced.

For instance, you can configure | P address 10.1.1.20 for HTTP services, and 10.1.1.21 for FTP
services on the same physical server.

2. OntheWeb switch, configure areal server with areal |P addressfor each service above.

Continuing the example above, two real serverswould be configured for the physical server
(representing each real service). If there were five physical servers providing the two services
(HTTPand FTP), 10 real serverswould have to be configured: five for the HTTP services on
each physical server, and five for the FTP services on each physical server.
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3. OntheWeb switch, configure onereal server group for each type of service, and group
each appropriatereal server | P addressinto the group that handles the specific service.

Thus, in keeping with our example, two groups would be configured: one for handling HTTP
and one for handling FTP.

4. Configureavirtual server and add the appropriate servicesto that virtual server.

[ stats/sl b/ group <real server group number>
Real Server Group Statistics

Real server group 1 stats:
Current Total Highest
Real | P address Sessi ons Sessi ons Sessi ons Cctets
1 200.100. 10. 14 20 60 9 480000
2 200.100. 10. 15 20 77 12 616000
40 137 21 1096000

Real server group statistics include the following:

B Current and total sessionsfor each real server in the real server group.
B Current and total sessionsfor all real servers associated with the real server group.
B Highest number of simultaneous sessions recorded for each real server.

B Real server transmit/receive octets. For per-service octet counters, see the procedure on
page 85.
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[ stats/slb/virt <virtual server number>
Virtual Server SLB Statistics

Virtual server 1 stats:
Current Total Hi ghest
Real | P address Sessi ons Sessi ons Sessi ons Cctets
1 200.100.10.14 20 60 9 480000
2 200.100. 10. 15 20 77 12 616000
200. 100. 10. 20 40 309 21 1096000

NOTE — Thevirtual server |P addressis shown on the last line, below the real server |P addresses.

Virtual server statistics include the following:

B Current and total sessionsfor each real server associated with the virtual server.
B Current and total sessionsfor all real servers associated with the virtual server.
B Highest number of simultaneous sessions recorded for each real server.
[ |

Real server transmit/receive octets. For per-service octet counters, see page 85.

[stats/slb/filt <filter number>
Filter SLB Statistics

Filter 1 stats:
Total firings: 1011

You can obtain the total number of times any filter has been used.
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[ stats/sl b/ port <port number>
Port SLB Statistics

[ Server Load Bal ancing Port Statistics Menu]
real - Show real server stats
group - Show real server group stats
virt - Show virtual server stats
filt - Show filter stats
mai nt - Show nai ntenance stats
cl ear - Clear port stats

Table 5-4 Switch Processor SLB Statistics Menu Options (/stats/slb/sp)

Command Syntax and Usage

real <real server number (1-255)>
Displays real server statistics for the selected port. See page 89 for sample output.

group <real server group number (1-256)>
Displays real server group statistics for the selected port. See page 89 for sample output.

vi rt <virtual server number (1-256)>
Displays virtual server statistics for the selected port. See page 89 for sample output.

filt <filter ID (1-224)>
Displaysfilter statistics for the selected port. See page 90 for sample outpui.

mai nt
Displays maintenance statistics for the selected port. See page 90 for sample output

cl ear
Clears the following non-operating SLB statistics for this port, resetting them to zero:
Real server stats: Octets, Total sessions
Real server group: Octets, Total sessions
Virtual server: Octets, Total sessions
Totd firings: Octets

88 m Chapter 5: The Statistics Menu Alteon Systems
0501588, October 2001



Web OS 9.0 Command Reference

[ stats/slb/port <#>/real <server number>
Port Real Server SLB Statistics

Port 1 Real server 1 stats:

Current sessions: 9
Tot al sessions: 24
Cctets: 192000

[ stats/sl b/ port <#>/group <group number>
Port Real Server Group SLB Statistics

Port 1 Real server group 1 stats:
Current Total Highest
Real | P address Sessi ons Sessi ons Sessi ons Cctets
20 200.100.10.14 9 24 16 192000
21 200.100.10.15 12 23 15 184000
21 47 31 376000

[ stats/slb/port <#>/virt <server number>
Port Virtual Server SLB Statistics

Port 1 Virtual server 1 stats:
Current Total Highest
Real | P address Sessi ons Sessi ons Sessi ons Cctets
20 200.100.10.14 9 24 16 192000
21 200.100.10.15 12 23 15 184000
200. 100.13.1 21 47 31 376000

NOTE — The virtual server |P addressis shown in the “ Totals” area below the real server IP
addresses.
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[stats/slb/port <#>/filter <filter number>
Port Filter SLB Statistics

Filter
Tot al

1 stats:
firings:

1011

This menu option displays the total number of times afilter has been fired on a specific port.

[ stats/slb/port <#>/naint <server number>

Port Maintenance SLB Statistics

TCP fr

I ncorr
I ncorr

Filter
VMA di

Port 1 SLB Mai ntenance stats:
Maxi mum sessi ons:
Current sessions:

4 second aver age:
64 second average:
Ter m nat ed sessi ons:
Al l ocation failures:

Non TCP/I P franes:

agment s:

UDP dat agr ans:

ect VI Ps:
ect Vports:

No avail abl e real server:
ed (denied) franes:

scards:

(o]
N
a1
=
N

[cNeoNoNeoNolNolNeoNolNolNoNoNoNe]
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[ stats/slb/gslb

Global SLB Statistics

[@obal SLB Statistics Menu]
r eal - Show Real server G obal SLB stats
group - Show Real server group G obal SLB stats
virt - Show Virtual server dobal SLB stats
mai nt - Show d obal SLB nmi ntenance stats

Table 5-5 Global SLB Statistics Menu Options (/stats/slb/gslb)

Command Syntax and Usage

real <real server number (1-255)>
Where the real server number represents the real server ID on this switch, under which the remote
server is configured.

To view an example and description of what is displayed on-screen, see page 91.

group <real server group number (1-256)>
To view an example and description of what is displayed on-screen, see page 92.

vi rtual <virtual server number (1-256)>
To view an example and description of what is displayed on-screen, see page 92.

mai nt
To view an example and description of what is displayed on-screen, see page 93.

[ stats/sl b/gslb/real <real server number>

Real Server Global SLB Statistics

Real server 1 global stats:
DNS handof f s: 3210
HTTP redirects: 12

For any remote real server configured for Global Server Load Balancing, the following statis-
tics can be viewed:

B Number of DNS hand-offs to the remote server

B Number of HTTP redirects to the remote server
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[ stat s/ sl b/ gsl b/ group <group number>
Real Server Group Global SLB Statistics

Real server group 1 G obal SLB stats:
Real server | P address DNS Handoffs HITP Redirects
1 205.178.13.54 1240 30
2 205.178. 13. 223 608 12
Total s 1848 42

Real server group global statistics include the following:

B Number of DNS hand-offs to each remote real server in the group
B Number of HTTP redirects to each remote real server in the group

B Total DNS hand-offs and HTTP redirects to the remote real serversin the group

[ stats/slb/gslb/virt <virtual server number>
Virtual Server Global SLB Statistics

Virtual server 1 Gobal SLB stats:
Service Server |P address Response tine M n sessions avail
http vl 205.178. 13. 55 16 21190
http ri 205.178.13. 54 10 24120
t el net vl 205.178.13.55 4 31032

Virtual server global statistics include the following:

B Service: type of service running on the virtual server
B Server: type of server configuration and server ID number.
O v#representsaloca virtual server number

O r # represents aremote site. Since each remote sitesis configured on its peers as if it
were area server (with certain specia properties), the number represents the real
server 1D on this switch, under which the remote server is configured.

B |P address of the server
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Response time: the average time (present weighted) that each service takes to respond to
information exchanges with its peers. The time is specified in ticks of 65 milliseconds.

Minimum sessions avail able: the current number of sessions available for serving client
reguests. This number will change as client traffic loads change, or asreal servers under
the virtual server or remote sites go in or out of service.

[ stat s/ sl b/gsl b/ mi nt

Global SLB Maintenance Statistics

d obal SLB mai ntenance stats:
Updat es recei ved: 0
Bad updates received: 0

Global SLB maintenance statistics include the following:

The number of Distributed Site State Protocol (DSSP) updates received from remote sites.

The number of bad DSSP updates received from remote sites. Bad updates usually indi-
cate that thereis a GSLB switch configuration problem. If bad updates occur, check your
sysl og for configuration error messages.

[ stats/slb/url
SLB URL and Redirection Statistics

[URL SLB and Redirection Statistics Menu]

redir - Show URL Redirection stats
I'b - Show URL SLB stats
mai nt - Show URL SLB/ Redir Mintenance stats

[stats/slb/url/redir
URL SLB Redirection Statistics

Total URL based web cache redirection stats:
Total cache server hits: 73942
Total origin server hits: 2244
Total none-CGETs hits: 0
Total 'Cookie: ' hits: 0
Total no-cache hits: 0
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[stats/slb/url/lb
URL SLB Statistics

SLB String stats:

I D Server Load Bal ance String Hts

1 any 73881

2 .gif 3203

3 /sales 879

5 / manual 162102

[ stats/slb/url/mint

URL Maintenance Statistics
Clients reset by switch on server side: 0
Connection Splicing to support HTTP/ 1. 1: 0
Hal f open connecti ons: 0
Switch retries: 0
Random early drops: 0
Current SP[1] menory units: 78 Lowest : 78
Current SP[2] menory units: 78 Lowest : 78
Current SP[3] menory units: 78 Lowest : 78
Current SP[4] menory units: 78 Lowest : 78
Current SP[5] menory units: 78 Lowest : 78
Current SP[6] menory units: 78 Lowest : 78
Current SP[7] menory units: 78 Lowest : 78
Current SP[8] menory units: 78 Lowest : 78
Current SP nenory units: 624
Current SEQ buffer entries: 0 H ghest: 0
Current URL buffer use: 0 H ghest: 0
Current SP buffer entries: 0 H ghest: 0
Total Nonzero SEQ All oc: 0
Total SEQ Buffer Allocs: 0 Total SEQ Frees: 0
Total URL Buffer Allocs: 0 Total URL Frees: 0
Alloc Fails - Seq buffers: 0 Alloc Fails - Ubufs: 0
Max sessions per bucket: 0 Max franes per session: 0
Max bytes buffered (sess): 0
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[ st ats/sl b/ssl
SLB Secure /Socket Layer Statistics

SSL SLB mmi nt enance stats:

Sessionld allocation fails: 0
Current Total Hi ghest
Sessi ons Sessi ons Sessi ons
Uni que Sessi onl ds 0 0 0
SSL connecti ons 0 0 0
Persi stent Port Sessions 0 0 0

[ stats/slb/rurl
RURL Statistics

[RURL Statistics Menu]
error - RURL Error Stats
info - RURL Informational Stats
mai nt - RURL Mai ntenance Stats
redir - RURL Redirection Stats

[stats/slb/ftp

File Transfer Protocol SLB and Filter Statistics

[FTP SLB parsing and Filter Statistics Menu]
active - Show active FTP NAT filter stats
parsing - Show FTP SLB parsing server stats
mai nt - Show FTP mmi nt enance stats
dunp - Dump all FTP SLB/ NAT stats

Table 5-6 FTP SLB Parsing and Filter Statistics Menu Options (/stats/sIb/ftp)

Command Syntax and Usage

active
Shows active FTP SLB parsing and filter statistics. See page 96 for sample output.

par si ng
Shows parsing statistics. See page 96 for sample output.
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Table 5-6 FTP SLB Parsing and Filter Statistics Menu Options (/stats/sIb/ftp)

Command Syntax and Usage

mai nt
Shows maintenance statistics. See page 96 for sample output.

dunp
Shows all FTP SLB/NAT statistics. See page 97.

[ stats/slb/ftp/active
Active FTP SLB Parsing and Filter Statistics

>> FTP SLB parsing and Filter Statistics# dunp
Total FTP : 0
Total FTP NAT Filtered: 0
Total new active FTP NAT | ndex: 0
Total new FTP SLB parsing | ndex: 0
FTP Active FTP NAT ACK/ SEQ diff: 0
FTP SLB parsi ng ACK/ SEQ diff: 0
[ stats/sl b/ftp/parsing
Passive FTP SLB Parsing Statistics
Total FTP SLB Parsing Stats(PASV):
Total FTP: 0
Total New FTP SLB parsing | ndex: 0
FTP SLB parsi ng ACK/ SEQ diff: 0
[ stats/slb/ftp/mint
FTP SLB Maintenance Statistics
FTP Buffer copy error: 0
FTP nmode switch error: 0
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[stats/slb/ftp/dunp

FTP SLB Statistics Dump

Total FTP :

Total FTP NAT Filtered:

Total new active FTP NAT | ndex:
Total new FTP SLB parsing | ndex:
FTP Active FTP NAT ACK/ SEQ diff:
FTP SLB parsing ACK/ SEQ diff:
FTP Buffer copy error:

FTP nmode switch error:

[eNeoNoNoNoNoNeNol
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[stats/slb/rtsp
RTSP SLB Statistics

Total nunber of active RTSP control connections: 0
Total nunber of active UDP streans: 0
Total nunber of switch redirects: 0
Total connections denied due to RTSP connection limt: 0
Total cases of heap memalloc failures: 0
[ st at s/ sl b/ wap
WAP SLB Statistics
WAP Mai nt enance stats:
current sessions: 0
al l ocation failures: 0
i ncorrect VIPs: 0
i ncorrect Vports: 0
no avail able real server: 0
requests to wong SP: 0
TPCP External Notification stats:
add session regs: 0 del session regs: 0
req fails- q full: 0 req fails- q full: 0
req fails- SP dead: 0 req fails- SP dead: 0
entries in use: 0 entries in use: 0
max entries in use: 0 max entries in use: 0
RADI US Snoopi ng stats:
acct regs: 0 acct wap regs: 0
acct start regs: 0 acct update regs: 0
acct stop reqgs: 0 acct bad regs: 0
add session regs: 0 del session regs: 0
req fails- q full: 0 req fails- SP dead: 0
req fails- DVA 0 max entries in use: 0
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[ st at s/ sl b/ mai nt
SLB Maintenance Statistics

SLB Mai nt enance stats:
Maxi mum sessi ons: 516096
Current sessions:
4 second aver age:

64 second average:
Ter m nat ed sessi ons:
Al'l ocation failures:
TCP fragnents:
UDP dat agr ans:
Non TCP/I P franes:
I ncorrect VIPs:
I ncorrect Vports:
No avail abl e real server:
Backup server activations:
Overfl ow server activations:
Filtered (denied) franes:
Filtered max sess exceeded:
VMA di scards:
Bad buffer copies:

[eNeNeoNeoNoNoNoNoNolNolNoNoNolNoNolNolNo]

SLB Maintenance statistics are described in the following table.

Table 5-7 Server Load Balancing Maintenance Statistics

Statistic Description

Current Sessions Number of session bindings currently in use the last 4 and 64 seconds.

Ter m nat ed Sessi ons Number of session removed from the session table because the the server
assigned to them failed and graceful server failure was not enabled.

Al'l ocation Fail ures Indicatesingtances where the switch ran out of available bindingsfor a port.

TCP Fragnents Indicates the number of TCP fragments encountered by the switch. Layer 4
processing might not handle TCP fragments, depending on configuration.

UDP Dat agr ans Indicates that the virtual server |P address and MAC are receiving UDP
frames when UDP balancing is not turned on.

Non TCP/ | P Franes Indicates the number of non-1P based frames received by the virtual server.

I ncorrect VIPs Indicates the number of times the switch has received a Layer 4 request
for avirtual server which was not configured.
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Table 5-7 Server Load Balancing Maintenance Statistics (Continued)

Statistic

Description

I ncorrect Vports

This dropped frames counter indicates that the virtual server has received
framesfor TCP/UDP servicesthat have not been configured. Normally this
indicates a mis-configuration on the virtual server or the client, but it may
be an indication of a potential security probing application like SATAN.

No Server Avail abl e

This dropped frames counter indicates that all real servers are either out
of service or at their maxcon limit.

Backup Server Acti -
vations

This indicates the number of times areal server failure has occurred and
caused a backup server to be brought online.

Overfl ow Server
Activations

Thisindicates the number of times areal server has reached the maxcon
limit and caused an overflow server to be brought online.

Filtered (Denied)
Franes

This indicates the number of frames that where dropped because they
matched an active filter with the“deny” action set.

[ stats/slb/clear
Clearing the SLB Statistics

The following statistics are reset to zero when the clear command is given and confirmed:

Table 5-8 SLB Statistics Reset using / st at s/ sl b/ cl ear

Statistic

Real server stats:

Health check failures
Total sessions
Highest sessions
Octets

Real server group stats:

Total sessions
Highest sessions
Octets

Virtual server stats:

Total sessions
Highest sessions
Octets

Filter stats:

Totd firings

SLB switch port stats, per
port:

Red server stats: Octets, Total sessions
Real server group: Octets, Total sessions
Virtual server: Octets, Total sessions
Totd firings: Octets
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Table 5-8 SLB Statistics Reset using / st at s/ sl b/ cl ear

Statistic

Global SLB stats:

Per real server:
DNS handoffs
HTTP redirects

Per server group:
DNS handoffs
HTTP redirects

URL SLB and Redirection
stats:

Redir:
Total cache server hits
Total origin server hits
Total none-GETs hits
Total 'Cookie: " hits
Total no-cache hits
LB:
ID SLB String hits

SSL SLB stats:

Total Sessions
Highest Sessions

FTP SLB parsing and NAT
stats:

Total FTP

Total FTP NAT Filtered

Total new active FTP NAT Index
Total new FTP SLB parsing |ndex
FTP Active FTP NAT ACK/SEQ diff
FTP SLB parsing ACK/SEQ diff

Real server stats:

Health check failures
Total sessions
Highest sessions
Octets

Real server group stats:

Total sessions
Highest sessions
Octets

Virtual server stats:

Total sessions
Highest sessions
Octets
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[ stat s/ bwm
Bandwidth Management Statistics

[ Bandwi dt h Managenent Statistics Menu]
sp - Switch Processor Contract Stats Menu
cont - BWContract stats
rcont - BWContract rate stats
hi st - BWHi story stats
dunp - Dump all BWM statistics

Table 5-9 Bandwidth Management Statistics Menu Options (/stats/bwm)

Command Syntax and Usage

sp <port number (1-9)>
Displays Switch processor Contract Statistics Menu. To view menu options, see page 103.

cont <BW Contract number (1-256)>
Displays bandwidth management contract statistics.

rcont <BW Contract number (1-256)>
Displays bandwidth management contract rate statistics.

hi st
Displays bandwidth management history statistics.

dunp
Displays all bandwidth management statistics.
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[ st at s/ bwni sp

Bandwidth Management Switch Processor Statistics

[ Bandwi dt h Managenent Statistics Menu]
cont - BWContract stats
rcont - BWContract rate stats

Table 5-10 Management Processor Statistics Menu Options (/stats/bwm/sp)

Command Syntax and Usage

cont <BW Contract number (1-256)>
Displays bandwidth management contract statistics.

rcont <BW Contract number (1-256)>
Displays bandwidth management contract rate statistics.

/ st at s/ bwni cont <contract number>
Bandwidth Management Contract Statistics

BW Contract statistics

Contract Nane Cctets D scards Buf Used Buf Max
1 0 0 0 32640
2 0 0 0 32640

Use this command to show statistics for al contracts or a specific contract.
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[ st ats/ bwrrcont

Bandwidth Management Contract Rate Statistics

BW Contract statistics

Contract Name Rat e( Kbps) Cctets Di scards Buf Used
6 0 0 0 0
256  Default 8 7476567 0 0
4 0 0 0 0

6 0 0 0 0
256  Default 3 7477355 0 0
4 0 0 0 0

6 0 0 0 0
256  Default 1 7477681 0 0
4 0 0 0 0

6 0 0 0 0
256  Default 12 7480867 0 0
4 0 0 0 0

6 0 0 0 0
256  Default 1 7481129 0 0

293760
293760
293760
293760
293760
293760
293760
293760
293760
293760
293760
293760
293760
293760

Use this command to show the rate statistics of al the enabled contracts.

[ st at s/ bw hi st

Bandwidth Management History Statistics

BWHi story statistics
Cont Cctets Di scards Ti meSt anp

1 0 0 012215: 47

2 0 0 012215: 47

3 0 0 012215: 47

4 0 0 012215: 47

10 0 0 012215: 47
11 0 0 012215: 47
1024 34122 0 012215: 47

Use this command to show the history of all the contracts for which history is enabled. The

sampling is done at one-minute intervals.
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[ stats/np

Management Processor Statistics

[ MP-specific Statistics Menu]
mem - Show STEM nenory stats
anmem - Show All STEM nenory bl ocks in use
dma - Show DVA exception counts
pkt - Show Packet stats
tch - Show All TCP control blocks in use
uch - Show All UDP control blocks in use
uart - Show UART counters
cpu - Show CPU utilization

Table 5-11 Management Processor Statistics Menu Options (/stats/mp)

Command Syntax and Usage

nmem
Displays STEM memory statistics, showing available memory.

amem
Displays all STEM memory blocks in use to check for leaks.

drma
Displays DMA exception counts.

pkt
Displays packet statistics, to check for leads and |oad.

tcb
Displays all TCP control blocksin use.

uch
Displays all UDP control blocks in use.

uart
Displays universal asynchronous receiver/transmitter (UART) statistics.

cpu
Displays CPU utilization for periods of up to 1, 4, and 64 seconds.

Systems Chapter 5: The Statistics Menu ® 105

050158B, October 2001



Web OS 9.0 Command Reference

[ st at s/ nmp/ nem
STEM Memory Statistics

STEM nenory stats:
al | ocs: 52948 frees:
alloc_fails: 0 pool _bytes:
bytes_curr: 198048 byt es_hi wat :
| argest: 65536

52610
3696816
210976

/ st at s/ np/ anem
All STEM Memory Statistics

Al'l STEM nenory al |l ocated bl ocks:
Nunber Cal l er Bl ocks Byt es
1 00047628 21 86016
2 000c1bfc 1 64
3 000c2ca4 1 32
4 000c1c98 9 576
5 000c2d88 9 576
6 000c1cd8 9 1152
7 000b595¢c 5 320
8 0004496¢ 1 2048
9 0002cbh18 1 32
10 0000af 38 1 4096

[ stats/ np/ dnma
DMA Statistics

This menu option enables you to display the DMA exception counts.

Mai | box O f: false
mai | box of f: 358961 mai | box on:

DVA Read O f: false

DMA counts:
RdOver runs: 0 RdUnder r un:
W Overruns: 0 W Under r un:
Ovfl os: 553 Ovfl oOvfl os:

dma read off: 0 dma read on:

o o

358961
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Packet Statistics
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Packet counts:
al | ocs: 1367726 frees: 1367726
medi uns: 0 junbos: 0
smal | s: 0 failures: 0
[ stats/ np/tch
TCP Statistics
Al TCP allocated control bl ocks:
00494b9c: 0.0.0.0 0 <=>0.0.0.0 80 listen
00499d7c: 172.25.1.101 1055 <=> 172.25.1.11 23 estab-
|'i shed
0049879¢c: 0.0.0.0 0 <=>0.0.0.0 23 listen
0049851c: 0.0.0.0 0 <=>0.0.0.0 22 listen
[ stats/ np/uch
UCB Statistics
Al UDP allocated control bl ocks:
53: listen
161: listen
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[ stat s/ np/uart
UART Statistics

UART:
i nput overfl ows: 0
tx hang fix: 0
Rx di scards: 0 Tx discards: 0
X- OFFs seen: 0 X-ONs seen: 0
X- OFFs sent: 0 X-ONs sent: 0
Sof tware RX FI FO di scards: 0
UART | nf o:
St at e:
bRXEmpty 1, bTxEnpty 1, bRxXoff 0, bTxXoff 0, bTxActive O,
bRxXPend 0O
bBl ockTx O
Buf | nfo:
RX Buf Start - 0028aad0O, Buf End - 0028aed0O, Prod - 0028aad0O, Cons
- 0028aad0
TX Buf Start - 0028aed0, Buf End - 0028b2d0, Prod - 0028blbc, Cons
- 0028bibc

Queue Info:
Bl k RX Thd - 003d14e0,

TX Bl k Queue - 0040alf4, End - 0040a20c, Num Thd - 0, Num Buf Full
-0
TOQ - 0040alf4, BOQ - 0040alf4

[ st at s/ np/cpu
CPU Statistics

This menu option enables you to display the CPU utilization statistics.

CPU utilization:
CpuAlti | 1Second: 6% cpuBU0il 1Second: 6%
CpuAlti | 4Seconds: 6% cpuBU il 4Seconds: 6%
CpuAlti | 64Seconds: 6% cpuBUil 64Seconds: 6%
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[ stats/if <interface number>
Interface Statistics

IPinterface 1 statistics:

iflnCctets: 2435148747 i fl nUcast Pkt s: 1000174
i f1 nNUCast Pkt s: 2365278 i f1nDi scards: 0
iflnErrors: 0 i f1 nUnknownPr ot os: 27
i fQutCct et s: 0 i f Qut Ucast Pkt s: 0
i f Qut NUcast Pkt s: 0 i fQut Di scards: 0
ifQutErrors: 0 i f St at eChanges 0

[stats/ip

IP Statistics

| P statistics:

i pl nRecei ves: 3115873 i pl nHdr Errors: 1
i pl NAddr Errors: 35447 i pFor wDat agr ans: 0
i pl nUnknownPr ot os: 500504 i pl nDi scards: 0
i plnDel i vers: 2334166 i pQut Request s: 1010542
i pQut Di scards: 4 i pQut NoRout es: 4
i pReasnReqds: 0 i pReasntXKs: 0
i pReasnfail s: 0 i pFragCKs: 0
i pFragFail s: 0 i pFragCr eat es: 0
i pRout i ngDi scar ds: 0 i pDef aul t TTL: 255
i pReasnTi meout : 5
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[stats/icnp
ICMP Statistics
| CWMP statistics:
i cnpl nMsgs: 245802 i cnpl nErrors: 1393
i cnpl nDest Unr eachs: 41 i cnpl nTi meExcds: 0
i cnpl nPar nPr obs: 0 i cnpl nSrcQuenchs: 0
i cnpl nRedi rects: 0 i cnpl nEchos: 18
i cnpl nEchoReps: 244350 i cnpl nTi mest anps: 0
i cnpl nTi mest anpReps: 0 i cnpl nAddr Masks: 0
i cnpl nAddr MaskReps: 0 i cnpQut Msgs: 253810
i cnpQut Errors: 0 i cnpQut Dest Unr eachs: 15
i cmpQut Ti meExcds: 0 i cnpQut Par nPr obs: 0
i cnmpQut SrcQuenchs: 0 i cnpQut Redi rect s: 0
i cnmpQut Echos: 253777 i cnpQut EchoReps: 18
i cnpQut Ti mest anps: 0 i cnpQut Ti mest anpReps: 0
i cmpQut Addr Masks: 0 i cnpQut Addr MaskReps: 0
[stats/tcp
TCP Statistics
TCP statistics:
tcpRt oAl gorithm 4 tcpRtoMn: 0
t cpRt oMax: 240000 t cpMaxConn: 512
t cpActi veOpens: 252214  tcpPassi veQpens: 7
tcpAttenpt Fail s: 528 t cpEst abReset s: 4
t cpl nSegs: 756401 t cpQut Segs: 756655
t cpRet ransSegs: 0 tcplnErrs: 0
t cpCur Buf f : 0 t cpCur Conn: 3
tcpQut Rst s: 417
[ stats/udp
UDP Statistics
UDP statistics:
udpl nDat agr ans: 54 udpQut Dat agr ans: 43
udpl nErrors: 0 udpNoPort s: 1578077
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[ stats/snnp
SNMP Statistics

SNVP statistics:

snnpl nPkt s: 54 snnpl nBadVer si ons: 0
snnpl nBadC' t yNanes: 0 snnpl nBadC t yUses: 0
snnpl nASNPar seErr s: 0 snnpEnabl eAut hTr aps: 0
snnpCQut Pkt s: 54 snnpl nBadTypes: 0
snnpl nTooBi gs: 0 snnpl nNoSuchNanes: 0
snnpl nBadVal ues: 0 snnpl nReadOnl ys: 0
snnmpl nGenErrs: 0 snnpl nTot al ReqVar s: 5
snnpl nTot al Set Var s: 0 snnpl nGet Request s: 2
snnpl nGet Next s: 52 snnpl nSet Request s: 0
snnmpl nGet Responses: 0 snnpl nTr aps: 0
snnpQut TooBi gs: 0 snnpQut NoSuchNarnes: 2
snnpQut BadVal ues: 0 snnpQut ReadOnl ys: 0
snmpQut GenErrs: 0 snnpQut CGet Request s: 0
snmpQut Get Next s: 0 snnpCQut Set Request s: 0
snnpQut Get Responses: 54 snnpCQut Tr aps: 0
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[ stats/fdb

FDB Statistics

FDB statistics:
creates:
current:
| ookups:
finds:
find_or_c’s:

30503 del et es: 30420
83 hi wat : 855
511889 | ookup fails: 1126
21801 find fails: 0
36140 overfl ows: 0

This menu option enables you to display statistics regarding the use of the forwarding data-
base, including the number of new entries, finds, and unsuccessful searches.

FDB statistics are described in the following table;

Table 5-12 Forwarding Database Statistics

Statistic Description

creates Number of entries created in the Forwarding Database.
current Current number of entries in the Forwarding Database.

| ookups Number of entry lookups in the Forwarding Database.
finds Number of successful searchesin the Forwarding Database.

find_or_c's

Number of entries found or created in the Forwarding Database.

del etes

Number of entries deleted from the Forwarding Database.

hi wat

Highest number of entriesin the Forwarding Database.

| ookup fails

Number of unsuccessful searches made in the Forwarding Database.

find fails

Number of search failuresin the Forwarding Database.

overfl ows

Number of entries overflowing the Forwarding Database.
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/[ stats/route
Route Statistics

Route statistics:
i pRout esCur: 8 i pRoutesH ghWater: 8
i pRout esMax: 1024

RIP statistics:
riplnPkts: 0 ripQutPkts: 0

ri pBadPkt s: 0 ripRoutesAgedQut: 0

BGP statistics:

bgpl nPkt s: 0 bgpQut Pkt s: 0

bgpBadPkt s: 0 bgpSesskFail ures: 0

bgpRout esAdded: 0 bgpRout esRenpved: 0

bgpRout esCur : 0 bgpRout esFai | ed: 0

bgpRout esl gnor ed: 0 bgpRout esFiltered: 0
[stats/arp

ARP Statistics

ARP statistics:

arpEntriesCur: 3 arpEntriesH ghWater: 4

ar pEntri esiax: 4096

This menu option enables you to display Address Resolution Protocol statistics.

/[ st at s/ dns
DNS Statistics

DNS statistics:
dnsl nRequest s: 0 dnsQut Request s: 0
dnsBadRequest s: 0

This menu option enables you to display Domain Name System statistics.
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[stats/vrrp
VRRP Statistics

Virtual Router Redundancy Protocol (VRRP) support on Alteon Web switches provides redun-
dancy between routersin aLAN. Thisis accomplished by configuring the same virtual router
IP address and | D number on each participating V RRP-capabl e routing device. One of the vir-
tual routersisthen elected as the master, based on a number of priority criteria, and assumes
control of the shared virtual router IP address. |f the master fails, one of the backup virtual
routers will assume routing authority and take control of the virtual router |P address.

When virtual routers are configured, you can display the following protocol statistics for
VRRP:

B Advertisements received (vr r pl nAdver s)

B Advertisements transmitted (vr r pQut Adver s)

B Advertisements received, but ignored (vr r pBadAdver s)

The statistics for the VRRP LAN are displayed:

VRRP stati stics:
vrrpl nAdvers: 0 vrr pBadAdvers: 0
vrrpQut Advers: 0

[ stats/dunp
Statistics Dump

Use the dump command to dump al switch statistics available from the Statistics Menu (40K or more,
depending on your configuration). This data can be used in tuning and debugging switch perfor-
mance.

If you want to capture dump data to afile, set your communication software on your worksta-
tion to capture session data prior to issuing the dump commands.
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CHAPTER 6
The Configuration Menu

This chapter discusses how to use the Command Line Interface (CLI) for making, viewing, and
saving switch configuration changes. Many of the commands, although not new, display more
or different information than in the previous version. Important difference are called out in the
text.

To make finding information easier, the menu options under the Server Load Balancing Menu
(/ cf g/ sl b) arein Chapter 7.
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[ cfg
Configuration Menu

[ Configuration Menu]
Sys - Systemw de Paraneter Menu
port - Port Menu
ip - I P Menu
vl an - VLAN Menu
stp - Spanning Tree Menu
snnmp - SNMP Menu
mrr - Port Mrroring Menu
slb - Server Load Bal anci ng Menu
trunk - Trunk Group Menu
vrrp - Virtual Router Redundancy Protocol Menu
bwm - Bandwi dt h Managenent Menu
i sd - Integrated Service Director Menu
set up - Step by step configuration set up
dunp - Dump current configuration to script file
ptcfg - Backup current configuration to tftp server
gtcfg - Restore current configuration fromtftp server

Table 6-1 Configuration Menu Options (/cfg)

Command Syntax and Usage

sys
Displays the System Configuration Menu. To view menu options, see page 120.

port <port number (1-9)>
Displays the Port Configuration Menu. To view menu options, see page 129.

ip
Displays the IP Configuration Menu. To view menu options, see page 133.

vl an <VLAN number (1-4094)>
Displaysthe VLAN Configuration Menu. To view menu options, see page 150.

stp
Displays the Spanning Tree Configuration Menu. To view menu options, see page 152.

snnp
Displays the SNMP Configuration Menu. To view menu options, see page 156.

mrr
Displays the Mirroring Configuration Menu. To view menu options, see page 158.
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Table 6-1 Configuration Menu Options (/cfg)

Command Syntax and Usage

sl b
Displays the Server Load Balancing Configuration Menu. To view menu options, see Chapter 7,
“The SLB Configuration Menu”.

trunk <group number (1-4)>
Displays the Trunk Group Configuration Menu. To view menu options, see page 160.

vrrp
Displays the Virtual Router Redundancy Configuration Menu. To view menu options, see
page 161.

bwm
Displays the Bandwidth Management Configuration Menu. To view menu options, see page 175.

i sd
DisplaystheiSD Menu. This menu is used only for configuring an iSD100-SS. device (with SSL
software version 1.0 ), which can be attached to your Web switch. If you do not have an iSD100-
SSL device, disregard this menu and all submenus. For details, see page 179.

setup
Step-by-step configuration set-up of the switch. For details, see page 182.

dunp
Dumps current configuration to a script file. For details, see page 183.

pt cf g <host nameor IP address> <filename on host>
Backs up current configuration to TFTP server. For details, see page 183.

gt cf g <host name or IP address> <filename on host>
Restores current configuration from TFTP server. For details, see page 184.
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Viewing, Applying, and Saving Changes

Asyou use the configuration menus to set switch parameters, the changes you make do not
take effect immediately. All changes are considered “pending” until you explicitly apply them.
Also, any changes are lost the next time the switch boots unless the changes are explicitly
saved.

While configuration changes are in the pending state, you can do the following:

B View the pending changes
B Apply the pending changes
B Savethe changesto flash memory

Viewing Pending Changes

You can view all pending configuration changes by entering di f f at the menu prompt.

NoTE — Thedi f f command isagloba command. Therefore, you can enter di f f at any
prompt in the CLI.

Applying Pending Changes

To make your configuration changes active, you must apply them. To apply configuration
changes, enter appl y at any prompt in the CLI.

‘# appl y

NoOTE — Theappl y command isaglobal command. Therefore, you can enter appl y at any
prompt in the administrative interface.

NoTE — All configuration changes take effect immediately when applied, except for starting
Spanning Tree Protocol. To turn STP on or off, you must apply the changes, save them (see
below), and then reset the switch (see “ Resetting the Web Switch” on page 251).
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Saving the Configuration

In addition to applying the configuration changes, you can save them to flash memory on the
Web switch.

NoOTE — If you do not save the changes, they will be lost the next time the system is rebooted.

To save the new configuration, enter the following command at any CLI prompt:

# save

When you save configuration changes, the changes are saved to the active configuration block.
The configuration being replaced by the saveisfirst copied to the backup configuration block.
If you do not want the previous configuration block copied to the backup configuration block,
enter the following instead:

# save n

You can decide which configuration you want to run the next time you reset the switch. Your
optionsinclude:

B The active configuration block

B The backup configuration block

B Factory default configuration

You can view all pending configuration changes that have been applied but not saved to flash

memory using thedi f f f | ash command. It isaglobal command that can be executed from
any menu.

For instructions on selecting the configuration to run at the next system reset, see “ Selecting a
Configuration Block” on page 251.
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[ cfglsys
System Configuration

[ Syst em Menu]
syslog - Syslog Menu
sshd - SSH Server Menu
radius - RADIUS Authentication Menu
ntp - NTP Server Menu
date - Set systemdate
time - Set systemtinme
idle - Set timeout for idle CLI sessions
snnmp - Set SNWP access control
wpor t - Set Web responder port nunber
bannr - Set 1ogin banner
met - Set managenent networKk
mrask - Set mmnagenent netmask
sntp - Set SMIP host
t net - Enabl e/ di sabl e Tel net access
boot p - Enabl e/ di sabl e use of BOOTP
http - Enabl e/ di sabl e HTTP (Wb) responder
user - User Access Control Menu (passwords)
cur - Display current systemw de paraneters

This menu provides configuration of switch management parameters such as user and adminis-
trator privilege mode passwords, Web-based management settings, and management access list

Table 6-2 System Configuration Menu Options (/cfg/sys)

Command Syntax and Usage

sysl og
Displays the Syslog Menu. To view menu options, see page 122.

sshd
Displays the SSH Server Menu. To view menu options, see page 123.

radi us
Displays the RADIUS Authentication Menu. To view menu options, see page 124.

ntp
Displays the Network Time Protocol (NTP) Server Menu. To view menu options, see page 125.

date
Prompts the user for the system date.
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Table 6-2 System Configuration Menu Options (/cfg/sys)

Command Syntax and Usage

tine
Configures the system time using a 24-hour clock format.

i dl e <idletimeout in minutes; affects both console and Telnet>
Setstheidle timeout for CLI sessions, from 1 to 60 minutes. The default is 5 minutes.

snnp
Disables or provides read-only/write-read SNMP access.

wport <TCP port number (1-65535)>
Sets the switch port used for serving switch Web content. The default isHTTP port 80. If Global
Server Load Balancing isto be used, set thisto a different port (such as 8080).

bannr <string, maximum 80 characters>
Configuresalogin banner of up to 80 characters. When a user or administrator logsinto the switch,
the login banner is displayed. It is aso displayed as part of the output fromthe/ i nf o/ sys com-
mand.

mmet <IP subnet (such as 192.4.17.0)>
Sets the base source | P address that allows access to switch management through Telnet, SNMP,
RIP, or the Web OS browser-based interface. A range of IP addresses is produced when used with
nmask (below). Specify an IP address in dotted-decimal notation.

mask <IP subnet mask (such as 255.255.0.0)>
This |P address mask is used with et to set arange of source | P addresses allowed access to
switch management functions. Specify the mask in dotted-decimal notation.

sm p <SMTP host name or |P address>
Setsthe Simple Mail Transfer Protocol (SMTP) host, which is used for sending bandwidth man-
agement history information.

t net

Enables or disablestelnet access. This command is disabled by default. You will see this command
only if you are connected to the switch through the console.

boot p di sabl elenabl e
Enables or disables the use of BOOTP. If you enable BOOTP, the switch will query its BOOTP
server for all of the switch IP parameters. This command is disabled by default.

http di sabl elenabl e
Enables or disables HTTP (Web) access to the browser-based interface. It is disabled by default.

user
Displays the User Access Control Menu. To view menu options, see page 127.

cur
Displays the current system parameters.
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[ cfglsys/syslog

System Host Log Configuration

[ Sysl og Menu]
host
host 2
facil
facil2
consol e
cur

Set | P address of first syslog host
Set | P address of second sysl og host
Set facility of first syslog host
Set facility of second sysl og host

Enabl e or disabl e consol e output of syslog nessages

Di splay current syslog settings

Table 6-3 System Configuration Menu Options (/cfg/sys/syslog)

Command Syntax and Usage

host

Setsthe I P address of the first syslog host.

host 2

Setsthe | P address of the second syslog host.

facil <0-7>

Setsthe facility of the first syslog host. This option sets the severity level of the syslog displayed.

facil2 <0-7>

Sets the facility of the second syslog host.This option sets the severity level of the syslog dis-

played.

consol e di sabl elenabl e
Enables or disables delivering syslog messages to the console. When necessary, disabling con-
sol e ensuresthe switch is not affected by syslog messages. It is enabled by defaullt.

cur

Display the current syslog settings.
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/ cfglsys/sshd
SSH Server Configuration

[ SSHD Menu]
intrval - Set Interval for generating the RSA server key
scpadm - Set SCP-only admi n password

hkeygen - Generate the RSA host key
skeygen - Generate the RSA server key

ena - Enabl e the SCP apply and save

dis - Disable the SCP apply and save

on - Turn SSH server ON

of f - Turn SSH server OFF

cur - Display current SSH server configuration

For Alteon AD3, AD4, 180e and 184 Web switches, this menu enables Secure Shell access
from any SSH client. SSH scripts can be viewed by using the/ c¢f g/ dunp command (see
page 183).

NOTE — Except for cur , the commands of this menu are only accessible through the console
port.

Table 6-4 System Configuration Menu Options (/cfg/sys/sshd)

Command Syntax and Usage

i ntrval <number of hours (0-24)>
Setstheinterval for automatically re-generating the RSA server key.

scpadm
Sets the SCP-only administrator password, up to 15 characters. The command will prompt for the
required information.

hkeygen
Generates the RSA host key.

skeygen
Generates the RSA server key.

ena
Enables the SCP apply and save.

dis
Disables the SCP apply and save.
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Table 6-4 System Configuration Menu Options (/cfg/sys/sshd)

Command Syntax and Usage

on
Enables the SSH server.

of f
Disablesthe SSH server.

cur
Displays the current SSH server configuration.

[ cfg/sys/radius
RADIUS Server Configuration

[ RADI US Server Menu]
prisrv - Set primary RADI US server address

secsrv - Set secondary RADI US server address

secret - Set RADIUS secret

port - Set RADI US port

retries - Set RADIUS server retries

tinmeout - Set RADI US server tinmeout

telnet - Enable or disable RADI US backdoor for telnet
on - Turn RADI US aut hentication ON

of f - Turn RADIUS aut hentication OFF

cur - Display current RADI US configuration

Table 6-5 System Configuration Menu Options (/cfg/sys/radius)

Command Syntax and Usage

prisrv <IPaddress>
Setsthe primary RADIUS server address.

secsrv <I|P address>
Sets the secondary RADIUS server address.

secret <1-32character secret>
Thisisthe shared secret between the switch and the RADIUS server(s).

port <RADIUSport>
Enter the number of the UDP port, between 1500 - 3000. The default is 1645.

retri es <RADIUSserver retries (1-3)>

Sets the number of failed authentication requests before switching to a different RADIUS server.
The default is 3 requests.
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Table 6-5 System Configuration Menu Options (/cfg/sys/radius)

Command Syntax and Usage

ti meout <RADIUSserver timeout seconds (1-10)>
Sets the amount of time, in seconds, before a RADIUS server authentication attempt is considered
to have failed. The default is 3 seconds.

tel net disabl elenabl e
Enables or disables the RADIUS backdoor for telnet. t el net also appliesto SSH/SCP connec-
tions.

on
Enables the RADIUS server.

of f
Disablesthe RADIUS server.

cur
Displays the current RADIUS server parameters.

[ cfglsys/ntp

NTP Server Configuration

[ NTP Server Menu]
server - Set NTP server address
intrval - Set NTP server resync interval
tzone - Set NTP tinezone offset from GJI
dlight - Enable or disable NTP daylight savings tinme
on - Turn NTP service ON
of f - Turn NTP service OFF
cur - Display current NTP configuration

This menu enables you to synchronize the switch clock to a Network Time Protocol (NTP)
server. By default, this option is disabled.

Table 6-6 System Configuration Menu Options (/cfg/sys/ntp)

Command Syntax and Usage

server <IP address>
Specifies the | P address of the NTP server to which you want to synchronize the switch clock.

i ntrval <resyncinterval in minutes>
Specifiestheinterval, that is, how often, in minutes (1-2880), to resynchronize the switch clock
with the NTP server.
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Table 6-6 System Configuration Menu Options (/cfg/sys/ntp)

Command Syntax and Usage

t zone <timezone offset, in hours>

Specifies the timezone offset, in hours, of the switch you are synchronizing from Greenwich Mean
Time (GMT).

dl i ght di sabl elenabl e
Disables or enables daylight savings time in the system clock. When enabled, the switch will add
an extra hour to the system clock so that it is consistent with thelocal clock. By default, this option
isdisabled.

on
Enables the NTP synchronization service.

of f
Disables the NTP synchronization service.

cur
Displays the current NTP service settings.
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[ cfglsys/user
User Access Control Configuration

[ User Access Control Menu]
usrpw - Set user password (user)
sopw - Set SLB operator password (sl boper)
| dopw - Set L4 operator password (| 4oper)
opw - Set operator password (oper)
sapw - Set Slb admi nistrator password (sl badm n)
| dapw - Set L4 administrator password (| 4adm n)
adnmpw - Set adm ni strator password (admin)
cur - Display current user statistics

NOTE — Passwords can be a maximum of 15 characters.

Table 6-7 User Access Control Menu Options (/cfg/sys/user)

Command Syntax and Usage

usr pw
Setsthe user (user ) password. The user has no direct responsibility for switch management. He or
she can view switch status information and statistics, but cannot make any configuration changes.

sopw
Setsthe SLB operator (s| boper ) password. The SLB operator manages Web servers and other
Internet services and their loads. He or she can view al switch information and statistics and can
enable/disable servers using the Server Load Balancing configuration menus.

Accessincludes“user ” functions.

| 4opw
Setsthe Layer 4 operator (I 4oper ) password. The Layer 4 operator manages traffic on the lines
leading to the shared Internet services. He or she can view all switch information and statistics.

Accessincludes“s| boper” functions.

opw
Setsthe operator (oper ) password. The operator password can have amaximum of 15 characters.
The operator manages al functions of the switch. He or she can view all switch information and
statistics and can reset ports or the entire switch.

Accessincludes“l 4oper ” functions.
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Table 6-7 User Access Control Menu Options (/cfg/sys/user) (Continued)

Command Syntax and Usage

sapw
Setsthe SLB administrator (sl badni n) password. Administrator who configures and manages
Web servers and other Internet services and their loads. He or she can view all switch information
and statistics, but can configure changes only on the Server Load Balancing menus. Note that the
Filter Menu options are not accessible to the SLB administrator.

Accessincludes“l 4oper ” functions.

| 4apw
Setsthe Layer 4 administrator (I 4admi n) password. The Layer 4 administrator configures and
manages traffic on the lines leading to the shared Internet services. He or she can view all switch
information and statistics and can configure parameters on the Server Load Balancing menus, with
the exception of not being able to configurefilters.

Accessincludes“sl badm n” functions.

adnpw
Sets the administrator (admi n) password. The superuser administrator has complete access to all
menus, information, and configuration commands on the Web switch, including the ability to
change both the user and administrator passwords.

Accessincludes “oper” and “l 4admni n” functions.

cur
Displays the current user status.
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[ cf g/ port <port number>
Port Configuration

[Port 1 Menu]
f ast - Fast Phy Menu
gig - G g Phy Menu
pr ef - Set preferred phy
back - Set backup phy
pvid - Set default port VLANid
name - Set port nane
cont - Set default port BW Contract
rmon - Enabl e/ Di sabl e RMON for port
tag - Enabl e or disable VLAN tagging for port
iponly - Enable or disable allowing only IP related franes
ena - Enabl e port
dis - Disable port
cur - Display current port configuration

The Port Menu enables you to configure settings for individual switch ports. This command is
enabled by default.

Table 6-8 Port Configuration Menu Options (/cfg/port)

Command Syntax and Usage

f ast

If aport is configured to support Fast Ethernet, this option displays the Fast Ethernet Physical Link
Menu. To view menu options, see page 131.

gig
If aport is configured to support Gigabit Ethernet, this option displays the Gigabit Ethernet Physi-
cal Link Menu. To view menu options, see page 131.

pr ef
If dua physical connectors are available on the port, this option defines the preferred physical con-
nector. Choices are:
m Fast Ethernet Port, RJ-45 connector
m Gigabit Ethernet Port, SC fiber connector (default)

back
If dual physical connectors are available on the port, this option defines the physical connector to
use when the preferred choice fails or is unavailable. Choices are:

m Fast Ethernet Port, RJ-45 connector (default)

m Gigabit Ethernet Port, SC fiber connector
m None (By default)
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Table 6-8 Port Configuration Menu Options (/cfg/port) (Continued)

Command Syntax and Usage

pvid
Setsthe default VLAN number which will be used to forward frames which are not VLAN tagged.
The default number is 1.

namnme

Sets aname for the port. The assigned port name appears next to the port number on some infor-
mation and statistics screens. The default is set to None.

cont <BWM Contract (1-256)>
Sets the default Bandwidth Management Contract for this port.

rmon di sabl elenabl e
Disables or enables RMON for this port. It is disabled by default.

tag di sabl elenabl e
Disables or enables VLAN tagging for this port. It is disabled by default.

i ponly di sabl elenabl e
Disables or enables alowing only |P-related frames. It is disabled by default.

ena
Enables the port.

dis
Disablesthe port. (To temporarily disable a port without changing its configuration attributes, refer
to “Temporarily Disabling a Port” on page 132.)

cur
Displays current port parameters.
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[ cfgl/ port <portnumber> fast|gig
Port Link Configuration

[ Fast Link Menu]
speed - Set link speed
nmode - Set full or half duplex node
fctl - Set flow control
aut o - Set autonegotiation
cur - Display current fast link configuration

Use these menu options to set port parameters for the port link.

NOTE — Sincethe speed and node parameters cannot be set for Gigabit Ethernet ports, these
options do not appear on the Gigabit Link Menu.

Link menu options are described in Table 6-9 and appear onthef ast and gi g port configura-
tion menus for the Alteon Web switches. Using these configuration menus, you can set port
parameters such as speed, flow control, and negotiation mode for the port link.

Table 6-9 Port Link Configuration Menu Options (/cfg/port <number> fast|gig)

Command Syntax and Usage

speed 10|100|1000[any (not al options are valid on al ports)
Setsthe link speed. The choicesinclude:

“Any,” for automatic detection (default)
10 Mbps

100 Mbps

1000 Mbps

nmode full |hal f any
Sets the operating mode. This command is available only in the Fast Link Menu.The choices
include:

m “Any,” for autonegotiation (default)
® Full-duplex
m Half-duplex

fctl rx|tx|bot hjnone
Setsthe flow control. This command is available only in the Fast Link Menu.The choices include:

m Autonegotiation (default)

m Receive flow control

® Transmit flow control

m Both receive and transmit flow control
m No flow control
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Table 6-9 Port Link Configuration Menu Options (/cfg/port <number> fast|gig)

Command Syntax and Usage

aut o onjof f
Enables or disables autonegotiation for the port.

cur
Displays current port parameters.

Temporarily Disabling a Port

To temporarily disable a port without changing its stored configuration attributes, enter the fol-
lowing command at any prompt:

Mai n# / oper/port <port number>/di s

Because this configuration sets atemporary state for the port, you do not need to useappl y or
save. Theport statewill revert to itsoriginal configuration when the Web switch is reset. See
the “Operations Menu” on page 235 for other operations-level commands.

132 m Chapter 6: The Configuration Menu Alteon Systems
0501588, October 2001



Alteon

Web OS 9.0 Command Reference

[cfglip

IP Configuration

[1P Menu]
if - Interface nenu
gw - Default gateway menu
route - Static route nmenu
frwd - Forwardi ng nenu
ripl - Routing Information Protocol nenu
bgp - Border Gateway Protocol menu
port - | P port nenu
dns - Domai n Nanme System nmenu
boot p - Bootstrap Protocol Relay Menu
rearp - Set re-ARP period in mnutes
metrc - Set default gateway netric
cur - Display current |P configuration

Systems

Table 6-10 IP Configuration Menu Options (/cfg/ip)

Command Syntax and Usage

i f <interface number (1-256)>
Displays the IP Interface Menu. To view menu options, see page 134.

gw <default gateway number (1-4)>
Displays the IP Default Gateway Menu. To view menu options, see page 135.

route
Displays the | P Static Route Menu. To view menu options, see page 137.

frwd
Displays the IP Forwarding Menu. To view menu options, see page 138.

ripl
Displays the Routing Interface Protocol Menu. To view menu options, see page 140.

bgp
Displays the Border Gateway Protocol Menu. To view menu options, see page 141.

port <port number (1-9)>
Displays the P Port Menu. To view menu options, see page 146.

dns
Displays the IP Domain Name System Menu. To view menu options, see page 147.

boot p
Displays the Bootstrap Protocol Menu. To view menu options, see page 148.
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Table 6-10 IP Configuration Menu Options (/cfg/ip) (Continued)

Command Syntax and Usage

rearp <2-120 minutes>
Setsthe re-ARP period in minutes. The switch periodically sends ARP (Address Resolution Proto-
col) requeststo refresh its address database. This command is used for setting the interval between
ARP refreshes of the next |P address in the database. The default interval is 10 minutes.

metrc strict|roundrobin
Sets the default gateway metric for st ri ct or r oundr obi n. The default gateway metric is
strict.

cur
Displays the current IP configuration.

[cfgliplif <interface number>

IP Interface Configuration

[IP Interface 1 Menu]

addr - Set | P address

mask - Set subnet nask

br oad - Set broadcast address

vl an - Set VLAN nunber

rel ay - Enabl e or disable BOOTP rel ay

ena - Enable interface

dis - Disable interface

del - Delete interface

cur - Display current interface configuration

The Web switch can be configured with up to 256 | P interfaces. Each IP interface represents
the Web switch on an IP subnet on your network. The Interface option is disabled by default.

Table 6-11 IP Interface Menu Options (/cfg/ip/if)

Command Syntax and Usage

addr <IP address(such as192.4.17.101)>
Configuresthe I P address of the switch interface using dotted decimal notation.

mask <IP subnet mask (such as 255.255.255.0)>
Configures the | P subnet address mask for the interface using dotted decimal notation.

br oad <broadcast address (such as 192.4.17.255)>
Configuresthe | P broadcast address for the interface using dotted decimal notation.
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Table 6-11 IP Interface Menu Options (/cfg/ip/if) (Continued)

Command Syntax and Usage

vl an <VLAN number>
Configuresthe VLAN number for thisinterface. Each interface can belong to one VLAN, though
any VLAN can have multiple IP interfacesin it.

rel ay
Enables or disables the BOOTP relay on thisinterface. It is enabled by default.

ena
Enables this IP interface.

dis
Disablesthis IP interface.

del
Removes this I P interface.

cur
Displays the current interface settings.

[ cfglipl/gw <gateway number>
Default IP Gateway Configuration

[Default gateway 1 Menu]
addr - Set |P address
intr - Set interval between ping attenpts
retry - Set nunber of failed attenpts to decl are gateway DOMN
arp - Enabl e or disable ARP only health checks
ena - Enabl e default gateway
dis - Disabl e default gateway
del - Del ete default gateway
cur - Display current default gateway configuration
Alteon Systems Chapter 6: The Configuration Menu m 135

050158B, October 2001



Web OS 9.0 Command Reference

The switch can be configured with up to four default IP gateways. This option is disabled by
default.

Table 6-12 Default Gateway Options (/cfg/ip/gw)

Command Syntax and Usage

addr <default gateway address>
Configures the I P address of the default | P gateway using dotted decimal notation.

i ntr <value(0-60 seconds)>
The switch pings the default gateway to verify that it’sup. Thei nt r option sets the time between
health checks. Therangeisfrom 1 to 120 seconds. The default is 2 seconds.

retry <attempts(1-120)>
Sets the number of failed health check attempts required before declaring this default gateway
inoperative. The rangeis from 1 to 120 attempts. The default is 8 attempts.

arp
Enables or disables ARP-only (Address Resolution Protocol) health checks. This command is dis-
abled by defaullt.

ena
Enables the gateway for use.

dis
Disables the gateway.

del
Deletes the gateway from the configuration.

cur
Displays the current gateway settings.

Default Gateway Metrics

For information about configuring which gateway is selected when multiple default gateways
are enabled, see page 149.
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[cfglip/route

IP Static Route Configuration

[P Static Route Menu]

add - Add static route
rem - Renpve static route
cur - Display current static routes

Up to 128 static routes can be configured.

Table 6-13 IP Static Route Menu (/cfg/ip/route)

Command Syntax and Usage

add <destination> <mask> <gateway> <interface number>
Adds a static route. You will be prompted to enter adestination | P address, destination subnet
mask, and gateway address. Enter all addresses using dotted decimal notation.

rem <destination>
Removes a static route. The destination address of the route to remove must be specified using dot-
ted decimal notation.

cur
Displays the current | P static routes.
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[cfglip/frwd

IP Forwarding Configuration

[P Forwardi ng Menu]

| ocal - Local network definition for route caching menu
dirbr - Enabl e or disable forwarding directed broadcasts
on - Gobally turn I P Forwardi ng ON

of f
cur

G obally turn I P Forwardi ng OFF
Di splay current | P Forwardi ng configuration

Table 6-14 IP Forwarding Options (/cfg/ip/frwd)

Command Syntax and Usage

| ocal
Displays the menu used to define local network for route caching. Up to five local networks (Inets)
can be configured. To view menu options, see page 138.

dirbr
Enables or disables forwarding directed broadcasts. This command is disabled by default.

on
Enables IP forwarding (routing) on the Web switch.

of f
Disables I P forwarding (routing) on the Web switch. Forwarding is turned off by default.

cur
Displays the current IP forwarding settings.

[cfglip/frwd/|ocal

Local Network Route Caching Definition

[P Local Networks Menu]
add - Add local network definition
rem - Renove | ocal network definition
cur - Display current |ocal network definitions

Thismenu is used for adding local networks by setting the local network address and netmask
for the route cache, and to remove local networks.
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Table 6-15 IP Local Network Options (/cfg/ip/frwd/local)

Command Syntax and Usage

add <Local Network Address> <Local Network Mask>
Adds a definition for aloca network. For details, see “Defining |P Address Ranges for the Local
Route Cache” below.

rem
Removes a definition for alocal network

cur
Displays the current local network definitions.

Defining IP Address Ranges for the Local Route Cache

The Local Route Cache lets you use switch resources more efficiently, by reducing the size of
the ARP table on the Web switch. The/ cf g/ i p/ f rwd/ | ocal / add parameters define a
range of addresses that will be cached on the Web switch. The local network addressis used to
define the base IP address in the range which will be cached, and the local network mask isthe
mask which is applied to produce the range. To determine if a route should be added to the
memory cache, the destination address is masked (bitwise AND) with the local network mask
and checked against the local network address.

By default, the local network address and mask are both set to 0.0.0.0. This produces a range
that includes all Internet addresses for route caching: 0.0.0.0 through 255.255.255.255.

Addresses to be cached are subnets that are directly connected for which thereis an interface
configured on the Web switch. To limit the route cache to your local hosts, you could configure
the parameters as shown in the examplesin the following table.

Table 6-16 Local Routing Cache Address Ranges

Local Host Address Range Address Mask
0.0.0.0 - 127.255.255.255 0.0.0.0 128.0.0.0
128.0.0.0 - 255.255.255.255 128.0.0.0 128.0.0.0
205.32.0.0 - 205.32.255.255 205.32.0.0 255.255.0.0

NoTE — All addresses that fall outside the defined range are forwarded to the default gateway.
The default gateways must be within range.
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[cfglip/ripl

Routing Information Protocol Configuration

[Routing Information Protocol Menu]
updat - Set update period in seconds
spply - Enabl e or disable supplying route updates
| sten - Enable or disable listening to route updates
deflt - Enable or disable listening to default routes
statc - Enabl e or disable supplying static routes
poi sn - Enabl e or disabl e poisoned reverse
on - Gobally turn RIP ON
of f - G@obally turn RIP OFF
cur - Display current RIP configuration

The RIP1 Menuis used for configuring Routing Information Protocol, version 1 parameters.
This option is turned off by default.

NoTE — Do not configure RIP1 parameters if your routing equipment uses RIP version 2.

Table 6-17 Routing Information Protocol Menu (/cfg/ip/rip1)

Command Syntax and Usage

updat <update period (1-120 seconds)>
Setsthe RIP update period in seconds. It is set at 30 seconds by default.

spply di sabl elenabl e
This command is disabled by default. When enabled, the switch supplies routes to other routers.

| sten di sabl elenabl e
This command is disabled by default. When enabled, the switch learns routes from other routers.

deflt nonell sten|sppl ylbot h
When enabled, the switch accepts RIP default routes from other routers and gives them priority
over configured default gateways. When disabled, the switch rejects RIP default routes. This com-
mand is disabled by default.

statc
This command is disabled by default. When enabled, the switch supplies static routes.

poi sn di sabl elenabl e

This command is disabled by default. When enabled, the switch uses split horizon with poisoned
reverse. When disabled, the switch uses only split horizon.

on
Globally turns RIP ON.

140 m Chapter 6: The Configuration Menu Alteon Systems
0501588, October 2001



Web OS 9.0 Command Reference

Table 6-17 Routing Information Protocol Menu (/cfg/ip/rip1) (Continued)

Command Syntax and Usage

of f
Globally turns RIP OFF.

cur
Displays the current RIP configuration.

[ cfglipl/bgp

Border Gateway Protocol Configuration

[ Border Gateway Protocol Menu]
peer - Peer Menu
filt - Filter Menu
on - Gobally turn BGP ON
of f - Aobally turn BG OFF
cur - Display current BGP configuration

Border Gateway Protocol (BGP) is an Internet protocol that enables routers on a network to
share routing information with each other and advertise information about the segments of the
I P address space they can access within their network with routers on external networks. BGP
allows you to decide what isthe “best” route for a packet to take from your network to a desti-
nation on another network, rather than simply setting a default route from your border router(s)
to your upstream provider(s). BGP isdefined in RFC 1771.

The BGP Menu enables you to configure the switch to receive routes and to advertise static
routes, fixed routes and virtual server | P addresses with other internal and external routers. In
the current Web OS implementation, the Web switch does not advertise BGP routes that are
learned from other BGP “ speakers.”

The BGP menu option is turned off by default.

NOTE — Fixed routes are subnet routes. There is one fixed route per IP interface.

When multiple peers advertise the same route, we use the route with the shortest AS path asthe
preferred route if eBGP or usethe local preference if iBGP.
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Table 6-18 Border Gateway Protocol Menu (/cfg/ip/bgp)

Command Syntax and Usage

peer <peer humber (1 -4)>
Displays the menu used to configure each BGP peer Each border router within an autonomous sys-
tem that exchanges routing information with routers on other external networks. To view menu
options, see page 143.

filt <filter number (1-4)>
Displays the menu used to configure the range of |P destinations accepted by each BGP peer filter.
To view menu options, see page 145.

on
Globally turns BGP on.

of f
Globally turns BGP off.

cur
Displays the current BGP configuration.
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[ cfglipl/bgpl peer <peer number>

BGP Peer Configuration

[BGP Peer 1 Menu]

addr - Set renote | P address

ras - Set renote autononobus system nunber

if - Set local IP interface

| as - Set |ocal autononous system nunber

hol d - Set hold tine

ttl - Set time-to-live of |P datagrans

metric - Set netric of advertised routes

fixed - Enabl e or disable advertising fixed routes
static - Enable or disable advertising static routes
Vi p - Enabl e or disable advertising VIP routes
ena - Enabl e peer

dis - Disabl e peer

del - Del ete peer

cur - Display current peer configuration

This menu is used to configure BGP peers, which are border routers that exchange routing
information with routers on internal and external networks. The peer option is disabled by
default.

Table 6-19 BGP Peer Configuration Options (/cfg/ip/bgp/peer)

Command Syntax and Usage

addr <IP address(such as192.4.17.101)>

Definesthe | P address for the specified peer (border router), using dotted decimal notation. The
default addressis 0.0.0.0.

ras <ASnumber (0-65535)>
Sets the remote autonomous system number for the specified peer.

i f <interface number (1-256)>
Selects a switch I P interface (between 1 and 256) for the specified peer. The default valueis 1.

| as <ASnumber (0-65535)>
Sets the local autonomous system number for the specified peer. It is set at O by default.

hol d <hold time (0-65535)>
Setsthe period of time, in seconds, that will elapse before the peer session istorn down because the
switch hasn't received a“keep alive’” message from the peer. It is set at 90 seconds by default.
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Table 6-19 BGP Peer Configuration Options (/cfg/ip/bgp/peer) (Continued)

Command Syntax and Usage

ttl <number of router hops (1-255)>
Specifies the number of router hops that the IP datagram can make. This value is used to restrict
the number of “hops’ the advertisement makes. It is also used to support multi-hops, which allow
BGP peersto talk across arouted network. The default number is set at 1.

metric <metric (1-255)>
Sets the length of the AS path used when advertising eBGP routes. When advertising iBGP routes,
this parameter sets the local preference. The default number is set at 1.

fixed di sabl elenabl e
Enables or disables advertising fixed routes. This command is disabled by default.

static di sabl elenabl e
Enables or disables advertising static routes. No default route is advertised. This command is dis-
abled by defaullt.

vi p di sabl elenabl e
Enables or disables advertising virtual server routes.

ena
Enables this peer configuration.

dis
Disables this peer configuration.

del
Deletes this peer configuration.

cur
Displays the current BGP peer configuration.
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[cfgliplbgp/filt <filter number>

BGP Filter Configuration

[BGP Filter 1 Menu]
addr - Set filter address
mask - Set filter mask
ena - Enable filter
dis - Disable filter
del - Delete filter
cur - Display current filter configuration

This menu enables you to configure filters that specify the routes/range of IP destinations a
peer router will accept from other peers. A route must match afilter to be installed in the rout-
ing table. By default, the first filter is enabled and the rest of the filters are disabled.

Table 6-20 BGP Filter Configuration Options (/cfg/ip/bgp/filt)

Command Syntax and Usage

addr <IP address(such as192.4.17.101)>
Defines the starting | P address for this filter, using dotted decimal notation. The default addressis
0.0.0.0.

mask <IP address>
This IP address mask is used with addr to define the range of | P addresses that will be accepted
by the peer when thefilter is enabled. The default addressis 0.0.0.0.

ena
Enables this BGP filter.

dis
Disables this BGP filter.

del
Deletes this BGP filter.

cur
Displays the current BGP filter configuration.
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[ cfgliplport <portnumber>
IP Port Configuration

[P Forwarding Port 1 Menu]
on - Turn Forwardi ng ON
of f - Turn Forwardi ng OFF
cur - Display current port configuration

The IP Port Menu alows you to turn I P forwarding on or off on a port-by-port basis. By
default, the port forwarding option is turned on.

Table 6-21 IP Forwarding Port Options (/cfg/ip/port)

Command Syntax and Usage

on
Enables IP forwarding for the current port.

of f
Disables IP forwarding for the current port.

cur
Displays the current IP forwarding settings.

146 m Chapter 6: The Configuration Menu Alteon Systems
0501588, October 2001




Web OS 9.0 Command Reference

[ cfglip/dns

Domain Name System Configuration

[ Domai n Nane System Menu]
prima - Set |IP address of primary DNS server
secon - Set | P address of secondary DNS server
dname - Set default domain name
cur - Display current DNS configuration

The Domain Name System (DNS) Menu is used for defining the primary and secondary DNS
servers on your local network, and for setting the default domain name served by the switch
services. DNS parameters must be configured prior to using hosthame parameters with the

pi ng,traceroute,andtft p commands.

Table 6-22 Domain Name Service Menu Options (/cfg/ip/dns)

Command Syntax and Usage

pri ma <IP address (such as192.4.17.101)>
You will be prompted to set the I P address for your primary DNS server. Use dotted decimal nota-
tion.

secon <IP address (such as192.4.17.101)>
You will be prompted to set the | P address for your secondary DNS server. If the primary DNS
server fails, the configured secondary will be used instead. Enter the | P address using dotted deci-
mal notation.

dname <dotted DNSnotation>|none
Sets the default domain name used by the switch.
For example: myconpany. com

cur
Displays the current Domain Name System settings.
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[ cfglip/bootp

Bootstrap Protocol Relay Configuration

[Bootstrap Protocol Relay Menu]

addr - Set | P address of BOOTP server
addr 2 - Set | P address of second BOOTP server
on - Aobally turn BOOTP relay ON

of f
cur

G obally turn BOOTP rel ay OFF
Di splay current BOOTP relay configuration

The Bootstrap Protocol (BOOTP) Relay Menu is used to alow hosts to obtain their configura-
tions from a Dynamic Host Configuration Protocol (DHCP) server. The BOOTP configuration
enables the switch to forward a client request for an IP address to two DHCP/BOOTP servers
with |P addresses that have been configured on the Web switch.

BOOTP relay menu is turned off by default.

Table 6-23 Bootstrap Protocol Relay Configuration Menu Options (/cfg/ip/bootp)

Command Syntax and Usage

addr <IP address>
Setsthe | P address of the BOOTP server.

addr 2 <IP address>
Setsthe | P address of the second BOOTP server.

on
Globally turns on BOOTP relay.

of f
Globally turns off BOOTP relay.

cur
Displays the current BOOTP relay configuration.
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[cfglip/metrc <metric name>
Default Gateway Metrics

If multiple default gateways are configured and enabled, a metric can be set to determine
which primary gateway is selected. There are two metrics, which are described in the table
below:

Table 6-24 Default Gateway Metrics (/cfg/ip/metrc)

Option Description

strict The gateway number determinesits level of preference. Gateway #1 acts as
the preferred default IP gateway until it fails or is disabled, at which point the
next in line will take over as the default IP gateway.

r oundr obi n This provides basic gateway |oad balancing. The switch sends each new gate-
way request to the next healthy, enabled gateway in line. All gateway requests
to the same destination | P address are resolved to the same gateway.
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[ cf g/ vl an <VLAN number>
VLAN Configuration

[ VLAN 1 Menu]
name - Set VLAN nane
cont - Set BWcontract
add - Add port to VLAN
rem - Renove port from VLAN
def - Define VLAN as |list of ports
j umbo - Enabl e or disable Junbo Frame support
ena - Enabl e VLAN
dis - Disable VLAN
del - Delete VLAN
cur - Display current VLAN configuration

The commands in this menu configure VLAN attributes, change the status of the VLAN,
delete the VLAN, and change the port membership of the VLAN. For more information on
configuring VLANS, see “ Setup Part 3: VLANS" on page 30.

By default, the VLAN menu option is disabled except VLAN 1, which is enabled al the time.

Table 6-25 VLAN Configuration Menu Options (/cfg/vlan)

Command Syntax and Usage

nane <nameto be assigned to the VLAN, maximum 32 characters>
Assigns anameto the VLAN or changes the existing name. The default VLAN name is thefirst
one.

cont <BWM Contract (1-1024)>

Sets the Bandwidth Management contract for this VLAN. The default contract number is 256 on
AD3 and 1024 on ADA4.

add <port number>
Adds port(s) or trunk group(s) to the VLAN membership.

renove <port number>
Removes port(s) or trunk group(s) from thisVLAN.

def
Defines which ports are members of this VLAN. Every port must be a member of at least one
VLAN. By default, it defines ports between 1-9 for VLAN 1.

j unbo di sabl elenabl e
Enables or disables support for Jumbo Frame support on this VLAN. Thisfeatureis disabled by
defaullt.
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Table 6-25 VLAN Configuration Menu Options (/cfg/vlan)

Command Syntax and Usage

ena
Enablesthis VLAN.

dis
Disablesthis VLAN without removing it from the configuration.

del
Deletesthis VLAN.

cur
Displays the current VLAN configuration.

NoTE — All ports must belong to at least one VLAN. Any port which is removed from a
VLAN and which is not amember of any other VLAN is automatically added to default
VLAN #1. You cannot remove a port from VLAN #1 if the port has no membership in any
other VLAN.

Also, you cannot add a port to more than one VLAN unless the port has VLAN tagging turned
on (seethet ag command on page 130).
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[cfglstp
Spanning Tree Configuration

[ Spanning Tree Group 1 Menu]

brg - Bridge paraneter menu
port - Port paraneter nenu
on - Aobally turn Spanning Tree ON

of f
cur

G obally turn Spanning Tree OFF
Di splay current bridge paraneters

Web OS supports the | EEE 802.1d Spanning Tree Protocol (STP). STPis used to prevent loops
in the network topology. This command is turned on by default.

NoTE — When VRRP is used for active/active redundancy, STP must be enabled.

Table 6-26 Spanning Tree Configuration Menu (/cfg/stp)

Command Syntax and Usage

brg
Displays the Bridge Spanning Tree Menu. To view menu options, see page 153.

port <port number (1-9)>
Displays the Spanning Tree Port Menu. To view menu options, see page 155.

on
Globally enables STP.

of f
Globally disables STP.

cur
Displays current STP parameters.
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[ cfglstp/brg

Bridge Spanning Tree Configuration

[Bridge Spanning Tree Menu]
prior - Set bridge Priority [0-65535]
hel | o - Set bridge Hello Time [1-10 secs]
nmxage - Set bridge Max Age (6-40 secs)
fwd - Set bridge Forward Delay (4-30 secs)
agi ng - Set bridge Aging Tinme (1-65535 secs, 0 to disable)
cur - Display current bridge paraneters

Spanning Tree bridge parameters affect the global STP operation of the switch. STP bridge
parameters include:

B Bridge priority

B Bridgehellotime

B Bridge maximum age
B Forwarding delay

B Bridgeagingtime

Table 6-27 Bridge Spanning Tree Menu Options (/cfg/stp/brg)

Command Syntax and Usage

prior <new bridge priority (0-65535)>
Configures the bridge priority. The bridge priority parameter controls which bridge on the network
isthe STProot bridge. To make this switch the root bridge, configure the bridge priority lower than
all other switches and bridges on your network. The lower the value, the higher the bridge priority.
Therangeis 0 to 65535, and the default is 32768

hel | o <new bridge hello time (1-10 secs)>
Configures the bridge hello time.The hello time specifies how often the root bridge transmits a
configuration bridge protocol dataunit (BPDU). Any bridge that is not the root bridge uses the root
bridge hello value. Therange is 1 to 10 seconds, and the default is 2 seconds.

nxage <new bridge max age (6-40 secs)>
Configures the bridge maximum age. The maximum age parameter specifies the maximum time
the bridge waits without receiving a configuration bridge protocol data unit before it reconfigures
the STP network. The rangeis 6 to 40 seconds, and the default is 20 seconds.

frwd <new bridge Forward Delay (4-30 secs)>
Configures the bridge forward delay parameter. The forward delay parameter specifies the amount
of timethat a bridge port has to wait before it changes from the listening state to the learning state
and from the learning state to the forwarding state. Therange is 4 to 30 seconds, and the default is
15 seconds.
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Table 6-27 Bridge Spanning Tree Menu Options (/cfg/stp/brg) (Continued)

Command Syntax and Usage

agi ng <new bridge Aging Time (1-65535 secs, O to disable)>
Configures the forwarding database aging time. The aging time specifies the amount of time the
bridge waits without receiving a packet from a station before removing the station from the for-

warding database. Therangeis 1 to 65535 seconds, and the default is 300 seconds. To disable
aging, set this parameter to 0.

current
Displays the current bridge STP parameters.

When configuring STP bridge parameters, the following formulas must be used:

m  2*(fwd-1) > mxage
B 2*(hellot+l) < mxage
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[ cf gl stp/port <port number>
Spanning Tree Port Configuration

[ Spanning Tree Port 1 Menu]
prior - Set port Priority (0-255)
cost - Set port Path Cost (1-65535, 0 for default)
on - Turn port’s Spanning Tree ON
of f - Turn port’s Spanning Tree OFF
cur - Display current port Spanning Tree paraneters

Spanning Tree port parameters are used to modify STP operation on an individual port basis.
STP port parameters include:

W Port priority
B Port path cost

Theport option of STPisturned on by default.

Table 6-28 Spanning Tree Port Menu (/cfg/stp/port)

Command Syntax and Usage

pri or <new port Priority (0-255)>
Configures the port priority. The port priority helps determine which bridge port becomes the des-
ignated port. In anetwork topology that has multiple bridge ports connected to a single segment,
the port with the lowest port priority becomes the designated port for the segment. Therangeis0
to 255, and the default is 128.

cost <new port Path Cost (1-65535, O for default)>
Configuresthe port path cost. The port path cost is used to hel p determine the designated port for a
segment. Generally speaking, the faster the port, the lower the path cost. The rangeis 1 to 65535.
The default is 10 for 100Mbps ports, and 1 for gigabit ports. A value of 0 indicates that the default
cost will be computed for an autonegotiated link speed.

on
Enables STP on the port.

of f
Disables STP on the port.

cur
Displays the current STP port parameters.
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[ cfgl/snnp

SNMP Configuration

[ SNVP Menul]
nane
| ocn
cont
rcomm
wconm
trapl
trap2
t lconmm
t 2comm
aut h
i nkt
cur

Set
Set
Set
Set
Set
Set
Set
Set
Set

SNVP
SNVP
SNVP
SNVP
SNVP

first SNMP trap host address

second SNWP trap host address
conmunity string for first trap host
community string for second trap host
Enabl e or disabl e SNMP "sysAut henTr ap"
Enabl e or disable SNWP |ink up/down trap
Di spl ay current SNMP configuration

"sysNanme"
"sysLocati on"

"sysCont act"”

read community string
wite conmunity string

The Web OS software supports SNM P-based network management. If you are running an
SNMP network management station on your network, you can manage the switch using the
following standard SNMP MIBs:

E MIBII (RFC 1213)
B Ethernet MIB (RFC 1643)
B Bridge MIB (RFC 1493)

SNMP parameters that can be modified include:

System name

Trap hosts
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System location
System contact
Use of the SNMP system authentication trap function
Read community string

Write community string

Trap community strings
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Table 6-29 SNMP Configuration Menu Options (/cfg/snmp)

Command Syntax and Usage

name <new string, maximum 64 characters>
Configures the name for the system. The name can have a maximum of 64 characters.

| ocn <new string, maximum 64 characters>
Configures the name of the system location. The system location can have a maximum of 64 char-
acters.

cont <new string, maximum 64 characters>
Configures the name of the system contact. The system contact can have a maximum of 64 charac-
ters.

r conm <new SNMP read community string, maximum 32 characters>
Configures the SNMP read community string. The read community string controls SNMP “get”
accessto the switch. It can have amaximum of 32 characters. The default read community string is
public.

weconm <new SNMP write community string, maximum 32 characters>
Configures the SNMP write community string. The write community string controls SNMP “set”
and “get” accessto the switch. It can have a maximum of 32 characters. The default write commu-
nity string is private.

trapl <new SNMP trap host IP address>
Configuresthe I P address of the first SNMP trap host using dotted decimal notation. The SNMP
trap host is the device that receives SNMP trap messages from the switch.

trap2 <new SNMP trap host IP address>
Configures the IP address of the second SNMP trap host using dotted decimal notation.

t Lcom <new trap host community string, maximum 32 characters>
Configures the community string for the first trap host. The default community string for the first
trap host is public.

t 2com <new trap host community string, maximum 32 characters>
Configures the community string for the second trap host. The default community string for the
second trap host is public.

aut h di sabl elenabl e
Enables or disables the use of the system authentication trap facility. The default setting is dis-
abled.
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Table 6-29 SNMP Configuration Menu Options (/cfg/snmp) (Continued)

Command Syntax and Usage

I i nkt <port> [di sabl e|enabl e]
Enables or disables the sending of SNMP link up and link down traps. The default setting is
enabled.

cur
Displays the current STP port parameters.

[cfg/mrr
Port Mirroring Menu

[Mrroring Menu]
port - Port Mrroring Menu

Port mirroring is disabled by default.

[cfg/mrr/port

Port Mirroring Configuration

[Port Mrroring Menu]
to - Set "Monitoring" port
from - Set "Mrrored" port
dir - Set Direction [in, out, both]
tnmout - Set Mrroring Tinmeout value in seconds
ena - Enable Port Mrroring
dis - Disable Port Mrroring
cur - Display current Port Mrroring configuration

NOTE — Port mirroring menu options are supported only to the Alteon AD4 and Alteon 184
Web switches.

The Port Mirroring Menu is used to configure, enable, and disable the port monitor. When
enabled, network packets being sent and/or received on atarget port are duplicated and sent to
amonitor port. By attaching a network analyzer to the monitor port, you can collect detailed
information about your network performance and usage.
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There can be atotal of four mirroring selectors. One of these selectors will be used to configure
both address and non address-based mirroring selection criteria, and the other three selectors
will be used only for non address-based ones. The address-based selection criteria allows user
to specify MAC destinationA, MAC SA, IP DA, and/or IP SA, in addition to in-port, out-port,
in-VLAN ID, and/or COS. The maximum number of configurable monitoring portsis 2.

NOTE — Port Mirroring cannot be used simultaneously with Layer 4 services (Server Load Bal-
ancing or Application Redirection) on any switch port connected to a server either directly, or
through another switch or hub.

For Server Load Balancing, this applies to any switch port configured inthe“ser ver ” state.
For Application Redirection, this appliesto any switch port that has a cache server attached to
it directly or indirectly. Use your network analyzer with a full-duplex pass-through connection
or an Ethernet hub when troubleshooting a switch port for a server used for Layer 4 services.

Table 6-30 Port Mirroring Options (/cfg/mirr/port)

Command Syntax and Usage

t o <port number where monitoring station is located>
This defines the monitoring port. When port mirroring is enabled, packets received and/or trans-
mitted by the mirrored port will be duplicated to the switch port specified in this command.

f rom <input port to be mirrored>
This definesthe mirrored port. When port mirroring is enabled, packets received and/or sent by the
port specified in this command will be sent to the monitor port.

dir
This determines which type of packets will be sent to the monitor port:
i n = packets received at the mirrored port
out = packets sent from the mirrored port
bot h = packets sent and received by the mirrored port. The default setting isbot h.

t nout <seconds after which mirroring gets disabled (1-86400, 0 for no timeout)>
Port mirroring will be automatically disabled (regardless of port state) after the time-out period
specified in this command. Valid times are from 0 (does not time-out and which is also the default
value) to 86400 seconds.

dis
Turns port mirroring off.

ena
Turns port mirroring on.
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Table 6-30 Port Mirroring Options (/cfg/mirr/port) (Continued)

Command Syntax and Usage

cur
Displays the current parameter settings.

[ cfg/trunk <trunkgroup number>
Trunk Configuration

[ Trunk group 1 Menu]
cont - Set BWcontract for this trunk group
add - Add port to trunk group
rem - Renove port fromtrunk group
ena - Enabl e trunk group
dis - Disable trunk group
del - Delete trunk group
cur - Display current Trunk G oup configuration

Trunk groups can provide super-bandwidth connections between Alteon Web switches or other
trunk capable devices. A trunk is agroup of ports that act together, combining their bandwidth
to create asingle, larger port. Up to four trunk groups can be configured on the Web switch,
with the following restrictions:

B Any physical switch port can belong to no more than one trunk group.

B Uptofour ports can belong to the same trunk group.

B Best performanceis achieved when al portsin atrunk are configured for the same speed.
B Trunking from non-Alteon devices must comply with Cisco® EtherChannel® technology.

By default, the trunk group is empty and disabled.

Table 6-31 Trunk Configuration Menu Options (/cfg/trunk)

Command Syntax and Usage

cont <BWM Contract (1-1024)>
Sets the default Bandwidth Management Contract for this trunk group. By default, the contract
number is 256 for AD3 and 1024 for ADA4.

add <port number (1-9)>
Adds aphysical port to the current trunk group.

r em <port number (1-9)>
Removes a physical port from the current trunk group.
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Table 6-31 Trunk Configuration Menu Options (/cfg/trunk) (Continued)

Command Syntax and Usage

ena

Enables the current trunk group.
dis

Turns the current trunk group off.

del
Removes the current trunk group configuration.

cur
Displays current trunk group parameters.

[cfgl/vrrp
VRRP Configuration

[Virtual Router Redundancy Protocol Menu]

vr - VRRP Virtual Router nenu

group - VRRP Virtual Router Group nenu

if - VRRP Interface nmenu

track - VRRP Priority Tracking menu

hotstan - Enabl e or disabl e hot-standby processing
on - Gobally turn VRRP ON

of f - Gobally turn VRRP OFF

cur - Display current VRRP configuration

Virtual Router Redundancy Protocol (V RRP) support on Alteon Web switches provides redun-
dancy between routersin aLAN. Thisisaccomplished by configuring the same virtual router IP
address and ID number on each participating VRRP-capable routing device. One of the virtua
routersisthen elected as the master, based on a number of priority criteria, and assumes control
of the shared virtual router IP address. If the master fails, one of the backup virtual routers will
assume routing authority and take control of the virtual router |P address.

By default, VRRP is disabled. Alteon WebSystems has extended VRRP to include virtual serv-
ersaswell, alowing for full active/active redundancy between its Layer 4 switches. For more
information on VRRP, see the “High Availability” chapter in the Web OS 9.0 Application
Guide.
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Table 6-32 Virtual Router Redundancy Protocol Options (/cfg/vrrp)

Command Syntax and Usage

vr <virtual router number (1-256>

Displays the VRRP Virtual Router Menu. Thismenu is used for configuring up to 256 virtual rout-
ers on this switch. To view menu options, see page 163.

group
Displays the VRRP virtual router group menu, used to combine al virtual routers together as one
logical entity. Group options must be configured when using two or more Alteon switches in a hot-
standby failover configuration where only one switch is active at any given time. To view menu
options, see page 167.

i f <interface number (1-256)>
Displaysthe VRRP Virtual Router Interface Menu. To view menu options, see page 171.

track <interface number (1-256)>

Displays the VRRP Tracking Menu. This menu is used for weighting the criteria used when modi-
fying priority levels in the master router election process. To view menu options, see page 173.

hot stan di sabl e| enabl e
Enables or disables hot standby processing, in which two or more switches provide redundancy for
each other.By default, this option is disabled.

on
Globally enables VRRP on this switch.

of f
Globally disables VRRP on this switch.

cur
Displays the current VRRP parameters.
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[ cfglvrrp/vr <router number>
Virtual Router Configuration

[VRRP Virtual Router 1 Menu]
track - Priority Tracking Menu
vrid - Set virtual router ID
addr - Set | P address
if - Set interface nunber
prio - Set renter priority
adver - Set advertisenent interval
preem - Enable or disable preenption
share - Enabl e or disable sharing
ena - Enable virtual router
dis - Disable virtual router
del - Delete virtual router
cur - Display current VRRP virtual router configuration

This menu is used for configuring up to 256 virtual routers for this switch. A virtual router is
defined by itsvirtual router ID and an I P address. On each VRRP-capable routing device par-
ticipating in redundancy for thisvirtual router, avirtual router will be configured to share the
same virtua router ID and IP address.

Virtual routers are disabled by default.

Table 6-33 VRRP Virtual Router Options (/cfg/vrrp/vr)

Command Syntax and Usage

track

Displays the VRRP Priority Tracking Menu for this virtual router. Tracking is an Alteon Web-
Systems proprietary extension to VRRP, used for modifying the standard priority system used for
electing the master router. Tracking is not needed if sharing (shar e) is enabled. To view menu
options, see page 165.

vrid <virtual router 1D (1-255)>

Defines the virtual router ID. Thisis used in conjunction with addr (below) to define avirtual
router on this switch. To create apool of VRRP-enabled routing devices which can provide redun-
dancy to each other, each participating VRRP device must be configured with the same virtual
router: one that sharesthe samevr i d and addr combination.

Thevr i d for standard virtual routers (where the virtual router 1P addressis not the same as any
virtual server) can be any integer between 1 and 255. The default valueis 1.

All vri d values must be unique within the VLAN to which the virtua router’s IP interface
belongs.
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Table 6-33 VRRP Virtual Router Options (/cfg/vrrp/vr) (Continued)

Command Syntax and Usage

add

r <IP address>

Definesthe IP address for thisvirtual router using dotted decimal notation. Thisis used in conjunc-
tionwiththevri d (above) to configure the same virtual router on each participating VRRP
device. The default addressis 0.0.0.0.

<interface number (1-256)>

Selects a switch IPinterface (between 1 and 256). If the | P interface has the same | P address asthe
addr option above, this switch is considered the “owner” of the defined virtual router. An owner
has a special priority of 255 (highest) and will always assume the role of master router, even if it
must preempt another virtual router which has assumed master routing authority. This preemption
occurs even if the pr eemoption below is disabled. The default valueis 1.

pr

0 <priority (1-254)>
Definesthe el ection priority biasfor thisvirtual server. This can be any integer between 1 and 254.
The default valueis 100.

During the master router election process, the routing device with the highest virtual router priority
number wins. If thereis atie, the device with the highest IP interface addresswins. If this virtual
router’s |P address (addr ) is the same as the one used by the | P interface, the priority for this vir-
tual router will automatically be set to 255 (highest).

When priority tracking isused (/ cf g/ vrrp/ track or/ cf g/ vrrp/ vr # track), thisbase
priority value can be modified according to anumber of performance and operational criteria.

adv

er <seconds (1-255)>

Definesthetimeinterval between VRRP master advertisements. This can be any integer between 1
and 255 seconds. The default valueis 1.

pre

em di sabl elenabl e

Enables or disables master preemption. When enabled, if this virtual router isin backup mode but
has a higher priority than the current master, thisvirtual router will preempt the lower priority mas-
ter and assume control. Note that even when pr eemisdisabled, thisvirtua router will always pre-
empt any other master if this switch isthe owner (the IP interface address and virtual router addr
are the same). By default, this option is enabled.

sha

re di sabl elenabl e

Enables or disables virtual router sharing, an Alteon WebSystems proprietary extension to VRRP.
When enabled, this switch will process any traffic addressed to this virtual router, even when in
backup mode. By default, this option is enabled.

ena

Enables this virtual router.

dis

Disablesthisvirtual router.
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Table 6-33 VRRP Virtual Router Options (/cfg/vrrp/vr) (Continued)

Command Syntax and Usage

del
Deletes this virtua router from the switch configuration.

cur
Displays the current configuration information for this virtual router.

[ cfgl/lvrrp/vr <router number>/track
Virtual Router Priority Tracking Configuration

[VRRP Virtual Router 1 Priority Tracking Menu]
Vrs - Enabl e/ di sabl e tracking master virtual routers
ifs - Enabl e/ di sabl e tracking other interfaces
ports - Enabl e/ di sabl e tracking VLAN switch ports
| 4pt s - Enabl e/ di sable tracking L4 switch ports
real s - Enabl e/ di sabl e tracking L4 real servers
hsrp - Enabl e/ di sabl e tracki ng HSRP
hsrv - Enabl e/ di sabl e tracki ng HSRP by VLAN
cur - Display current VRRP virtual router configuration

This menu is used for modifying the priority system used when electing the master router from
apool of virtual routers. Various tracking criteria can be used to bias the election results. Each
time one of the tracking criteriais met, the priority level for the virtual router isincreased by an
amount defined through the VRRP Tracking Menu (see page 173).

Criteria are tracked dynamically, continuously updating virtual router priority levels when
enabled. If the virtual router preemption option (see pr eemin Table 6-33 on page 163) is
enabled, this virtual router can assume master routing authority when its priority level rises
above that of the current master.
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Some tracking criteria(vr s, i f s, and por t s below) apply to standard virtual routers, other-
wise called “virtual interface routers.” Other tracking criteria (I 4pt s, r eal s, and hsr p)
apply to “virtual server routers,” which perform Layer 4 Server Load Balancing functions. A
virtual server router is defined as any virtual router whose |P address (addr ) isthe same as
any configured virtual server IP address.

Table 6-34 VRRP Priority Tracking Options (/cfg/vrrp/vr #/track)

Command Syntax and Usage

vrs di sabl elenabl e
When enabled, the priority for this virtual router will be increased for each virtua router in master
mode on this switch. Thisis useful for making sure that traffic for any particular client/server pair-
ing are handled by the same switch, increasing routing and load balancing efficiency. This com-
mand is disabled by default.

i fs di sabl elenabl e
When enabled, the priority for thisvirtual router will be increased for each other IP interface active
on this switch. An IP interface is considered active when thereis at least one active port on the
same VLAN. This helps elect the virtual routers with the most available routes as the master. This
command is disabled by default.

ports disabl elenabl e
When enabled, the priority for thisvirtual router will be increased for each active port on the same
VLAN. A port isconsidered “active” if it hasalink and is forwarding traffic. This helps elect the
virtual routers with the most available ports as the master. This command is disabled by default.

| 4pt s di sabl elenabl e
When enabled for virtual server routers, the priority for this virtual router will be increased for
each physical switch port which has active Layer 4 processing on this switch. This helps elect the
main Layer 4 switch as the master. This command is disabled by default.

real s di sabl elenabl e
When enabled for virtual server routers, the priority for this virtual router will be increased for
each healthy real server behind the virtual server |P address of the same | P address as the virtual
router on this switch. This helps elect the switch with the largest server pool as the master, increas-
ing Layer 4 efficiency. This command is disabled by default.

hsrp di sabl elenabl e <priority (1-254)>
Hot Standby Router Protocol (HSRP) is used with some types of routers for establishing router
failover. In networks where HSRP is used, enable this switch option to increase the priority of this
virtual router for each Layer 4 client-only port that receives HSRP advertisements. Enabling HSRP
helps elect the switch closest to the master HSRP router as the master, optimizing routing effi-
ciency. This command is disabled by default.
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Table 6-34 VRRP Priority Tracking Options (/cfg/vrrp/vr #/track) (Continued)

Command Syntax and Usage

hsrv di sabl elenabl e
Hot Standby Router on VLAN (HSRV) is used to work in VLAN-tagged environments. Enable
this switch option to increment only that vr r p instance that is on the same VLAN as the tagged
hsrp master flagged packet. This command is disabled by default.

cur

Displays the current configuration for priority tracking for this virtual router.

[ cfglvrrp/group

Virtual Router Group Configuration

[ VRRP Virtual
track
vrid
if
prio
adver
preem
share
ena
dis
del
cur

Rout er Group Menu]

Priority Tracki ng Menu

Set virtual router ID

Set interface nunber

Set renter priority

Set advertisenent interval
Enabl e or disable preenption
Enabl e or disabl e sharing

Enabl e virtual router
Di sable virtual router
Delete virtual router

Di splay current VRRP virtual router configuration

The Virtual Router Group menu is used for associating al virtual routersinto asingle logical
virtual router, which forces all virtual routers on the Web switch to either be master or backup
asagroup. A virtua router is defined by its virtual router ID and an |P address. On each
VRRP-capabl e routing device participating in redundancy for this virtual router, a virtual
router will be configured to share the same virtual router ID and |P address.

NOTE — Thisoption is required to be configured only when using at |east two Alteon
Web switches in a hot-standby failover configuration, where only one switch is active at any

given time.
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Table 6-35 VRRP Virtual Router Group Options (/cfg/vrrp/group)

Command Syntax and Usage

track

Displays the VRRP Priority Tracking Menu for the virtual router group. Tracking isan Alteon
WebSystems proprietary extension to VRRP, used for modifying the standard priority system used
for electing the master router. Tracking is not needed if sharing (shar e) is enabled.

To view menu options, see page 173.

vrid <virtual router 1D (1-255)>
Defines the virtual router ID.
Thevr i d for standard virtual routers (where the virtual router 1P addressis not the same as any
virtual server) can be any integer between 1 and 255. All vr i d values must be unique within the
VLAN to which the virtual router’s P interface (seei f below) belongs. The default virtual router
IDis1.

i f <interface number (1-256)>
Selects a switch I P interface (between 1 and 256). The default switch IP interface number is 1.

0 <priority (1-254)>
Defines the election priority biasfor thisvirtual router group. This can be any integer between 1
and 254. The default value is 100.

During the master router election process, the routing device with the highest virtual router priority
number wins. If thereis atie, the device with the highest IP interface addresswins. If this virtual
router’s |P address (addr ) is the same as the one used by the | P interface, the priority for this vir-
tual router will automatically be set to 255 (highest).

When priority tracking isused (/ cf g/ vrrp/ track or/ cf g/ vrrp/ vr # track), thisbase
priority value can be modified according to anumber of performance and operational criteria.

pr

adver <1-255 seconds>

Definesthetimeinterval between VRRP master advertisements. This can be any integer between 1
and 255 seconds. The default is 1.

preem di sabl elenabl e
Enables or disables master preemption. When enabled, if the virtual router group isin backup
mode but has a higher priority than the current master, this virtual router will preempt the lower
priority master and assume control. Note that even when pr eemisdisabled, thisvirtual router will
always preempt any other master if this switch is the owner (the IP interface address and virtual
router addr are the same). By default, this option is enabled.

share di sabl elenabl e
Enables or disables virtual router sharing, an Alteon WebSystems proprietary extension to VRRP.
When enabled, this switch will process any traffic addressed to this virtual router, even when in
backup mode. By default, this option is enabled.
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Table 6-35 VRRP Virtual Router Group Options (/cfg/vrrp/group) (Continued)

Command Syntax and Usage

ena
Enables the virtual router group.

dis
Disablesthe virtual router group.

del
Deletes the virtual router group from the switch configuration.

cur
Displays the current configuration information for the virtual router group.
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[ cfglvrrp/group/track

Virtual Router Group Priority Tracking Configuration

[Virtual Router Group Priority Tracking Menu]
vrs - Enabl e/ di sabl e tracking master virtual routers
ifs - Enabl e/ di sabl e tracking other interfaces
ports - Enabl e/ di sabl e tracking VLAN switch ports
| 4pt s - Enabl e/ di sable tracking L4 switch ports
real s - Enabl e/ di sabl e tracking L4 real servers
hsrp - Enabl e/ di sabl e tracki ng HSRP
hsrv - Enabl e/ di sabl e tracki ng HSRP by VLAN
cur - Display current VRRP Group Tracking configuration

NoTE — If Virtual Router Group Tracking is enabled, then the tracking option will be available
only under group option. The tracking setting for the other individual virtual routers will be
ignored.

Table 6-36 Virtual Router Group Priority Tracking Options (/cfg/vr/group/track)

Command Syntax and Usage

vrs di sabl elenabl e
When enabled, the priority for this virtual router will be increased for each virtua router in master
mode on this switch. Thisis useful for making sure that traffic for any particular client/server pair-
ing are handled by the same switch, increasing routing and load balancing efficiency. This com-
mand is disabled by default.

i fs di sabl elenabl e
When enabled, the priority for thisvirtual router will be increased for each other IP interface active
on this switch. An IP interface is considered active when there is at least one active port on the
same VLAN. This helps elect the virtual routers with the most available routes as the master. This
command is disabled by default.

ports disabl elenabl e
When enabled, the priority for thisvirtual router will be increased for each active port on the same
VLAN. A port isconsidered “active” if it hasalink and is forwarding traffic. This helps elect the
virtual routers with the most available ports as the master. This command is disabled by default.

| 4pt s di sabl elenabl e
When enabled for virtual server routers, the priority for this virtual router will be increased for
each physical switch port which has active Layer 4 processing on this switch. This helps elect the
main Layer 4 switch as the master. This command is disabled by default.
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Table 6-36 Virtual Router Group Priority Tracking Options (/cfg/vr/group/track)

Command Syntax and Usage

real s di sabl elenabl e
When enabled for virtual server routers, the priority for this virtual router will be increased for
each healthy real server. This helps elect the switch with the largest server pool as the master,
increasing Layer 4 efficiency. This command is disabled by default.

hsrp di sabl elenabl e
Enables Hot Standby Router Protocol (HSRP) for this virtual router group. HSRP is used with
some types of routersfor establishing router failover. In networks where HSRP is used, enable this
switch option to increase the priority of this virtual router for each Layer 4 client-only port that
receives HSRP advertisements. This helps elect the switch closest to the master HSRP router asthe
master, optimizing routing efficiency. This command is disabled by defaullt.

hsrv di sabl elenabl e
Hot Standby Router on VLAN (HSRV) is used to work in VLAN-tagged environments. Enable
this switch option to increment only that vr r p instance that is on the same VLAN as the tagged
hsrp master flagged packet. This command is disabled by default.

cur
Displays the current configuration for priority tracking for this virtua router.

[cfglvrrp/if <interface number>
VRRP Interface Configuration

NOTE — The interface-number (1 to 256) represents the | P interface on which authentication
parameters must be configured.

[VRRP Interface 1 Menu]
aut h - Set authentication types
passw - Set plain-text password
del - Delete interface
cur - Display current VRRP interface configuration
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This menu is used for configuring V RRP authentication parameters for the I P interfaces used
with the virtual routers.

Table 6-37 VRRP Interface Options (/cfg/vrrpl/if)

Command Syntax and Usage

aut h nonelpassword

Defines the type of authentication that will be used: none (no authentication), or passwor d
(password authentication).

passw <key>
Defines a plain text password up to eight characters long. This password will be added to each

VRRP packet transmitted by this interface when password authentication is chosen (seeaut h
above).

del

Clears the authentication configuration parameters for this IP interface. The IP interface itself is
not deleted.

cur
Displays the current configuration for this | P interface’s authentication parameters.
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[cfglvrrp/track

VRRP Tracking Configuration

[ VRRP Tracki ng Menu]

Vrs - Set priority increnent for virtual router tracking
ifs - Set priority increnent for IP interface tracking
ports - Set priority increnent for VLAN switch port tracking
| 4pt s - Set priority increnent for L4 switch port tracking
real s - Set priority increnent for L4 real server tracking
hsrp - Set priority increnent for HSRP tracking

hsrv - Set priority increnent for HSRP by VLAN tracking
cur - Display current VRRP Priority Tracki ng configuration

Thismenu is used for setting weights for the various criteria used to modify priority levels dur-
ing the master router el ection process. Each time one of the tracking criteriais met (see“VRRP
Virtual Router Priority Tracking Menu” on page 165), the priority level for the virtual router is
increased by an amount defined through this menu.

Table 6-38 VRRP Tracking Options (/cfg/vrrp/track)

Command Syntax and Usage

vrs <0-254>
Definesthe priority increment value (1 through 254) for virtual routersin master mode detected on
this switch. The default valueis 2.

i fs <0-254>
Defines the priority increment value (1 through 254) for active | P interfaces detected on this
switch. The default valueis 2.

ports <0-254>
Defines the priority increment value (1 through 254) for active ports on the virtual router’sVLAN.
The default valueis 2.

| 4pt s <0-254>
Defines the priority increment value (1 through 254) for physical switch portswith active Layer 4
processing. The default valueis 2.

real s <0-254>
Defines the priority increment value (1 through 254) for healthy rea servers behind the virtual
server router. The default valueis 2.

hsrp <0-254>
Defines the priority increment value (1 through 254) for switch ports with Layer 4 client-only pro-
cessing that receive HSRP broadcasts. The default valueis 10.
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Table 6-38 VRRP Tracking Options (/cfg/vrrp/track) (Continued)

Command Syntax and Usage

hsrv <0-254>

Defines the priority increment value (1 through 254) for vrrp instances that are on the same
VLAN.

The default valueis 10.

cur
Displays the current configuration of priority tracking increment values.

NOTE — These priority tracking options only define increment values. These options do not
affect the VRRP master router election process until options under the VRRP Virtual Router
Priority Tracking Menu (see page 165) are enabled.
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[ cf g/ bwm
Bandwidth Management Configuration

[ Bandwi dt h Managenent Menu]
cont - Contract Menu
policy - Policy Menu
user - Set SMIP server user name
force - Enabl e or disable enforce policies
on - dobally turn Bandw dth Managenment processi ng ON
of f - Gobally turn Bandwi dth Managenent processing OFF
cur - Display current Bandw dt h Management configuration

By default, BWM is turned off.

NOTE — Up to 1024 bandwidth management contracts can be configured on the Alteon AD4
and Alteon 184 Web switches.

Table 6-39 Bandwidth Management Options (/cfg/bwm)

Command Syntax and Usage

cont <contract number (1-1024)>
Displays the Bandwidth Management Contract Menu. By default, this option is disabled. To view
menu options, see page 176.

pol i cy <policy number (1-64)>
Displays the Bandwidth Management Policy Menu. To view menu options, see page 177.

user <user name>
Sets the SMTP user name to whom the history statistics will be mailed. The default is set to None.

force di sabl elenabl e

Enables or disables enforces policies. When disabled, no bandwidth limits will be applied on
gueues. By default, this option is enabled.

on
Globally enables Bandwidth Management on this switch.

of f
Globally disables Bandwidth Management on this switch.

cur
Displays the current Bandwidth Management configuration.
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/ cf g/ bwm cont <contract number>
Bandwidth Management Contract Configuration

[BW Contract 1 Menu]
nane - Set Contract nane
policy - Set Contract Policy
prec - Set Contract Precedence
hi story - Enabl e/ di sabl e Saving Contract stats history
wt 0s - Enabl e/ di sabl e overwiting IP TOS for this Contract
ena - Enabl e BW Cont ract
dis - Disable BW Contract
del - Delete BW Contract
cur - Display current BWContract configuration

Table 6-40 Bandwidth Management Policy Menu Options (/cfg/bwm/cont)

Command Syntax and Usage

nane <15 character name>
Sets the name for this Bandwidth Management contract.

pol i cy <bandwidth policy number (1-64)>
Sets the policy number for this Bandwidth Management contract. The default policy number is 64.

pr ec <bandwidth precedence value (1-255)>
Sets the precedence value for this Bandwidth Management contract. The default precedence value
isl.

hi story di sabl elenabl e
Disables or enables saving statistics for this contract on the server. By defaullt, it is enabled.

wt os di sabl elenabl e
Disables or enables overwriting the IP Type of Service (TOS) for this contract. By default, itisdis-
abled.

ena
Enabl es this Bandwidth Management contract.

dis
Disables this Bandwidth Management contract.

del
Removes this contract from the switch.

cur
Displays the current Bandwidth Management contract configuration.
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[ cf g/ bwm pol <policy number>

Bandwidth Management Policy Configuration

[Policy 1 Menu]
hard - Set hard Limt
sof t - Set soft Limt
resv - Set Reservation Limt
ut os - Set underlimt (soft limt) TOS
ot os - Set overlimt (soft limt) TOS
buffer - Set Buffer Limt
cur - Display current Policy configuration

Table 6-41 Bandwidth Management Policy Menu Options (/cfg/bwm/pol)

Command Syntax and Usage

har d <250K-5000K|1M-1000M>

Sets the hard bandwidth limit for this policy. Thisis the highest amount of bandwidth available to
this policy. The default value is 2000 kbps.

soft <250K-5000K|1M-1000M>
Sets the soft bandwidth limit for this policy. The default value is 1000 kbps.

resv < 250K-5000K|1M-1000M>

Setsthe reserve limit for this policy. Thisisthe amount of bandwidth always available to this pol-
icy. The default value is 500K bytes.

ut os <BWPoalicy TOS (0-255)>
Setsthe new ut os valueto overwrite the original TOS valueif thetraffic for this contract is under
the soft limit. With this option set to the default value of “0,” the switch will not overwritethe TOS
value.

ot os <BWPolicy TOS (0-255)>
Setsthe new ot os value to overwrite the original TOS value if the traffic for this contract is over
the soft limit. With this option set to the default value of “0,” the switch will not overwritethe TOS
value.

buf f er <Maximum buffer space (bytes) (8192-512000)>
Sets the buffer limit for this policy. The default value is 8192 bytes.

cur
Displays the current bandwidth policy configuration.
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[ cf g/ bwni cur

Bandwidth Management Current Configuration

Current Bandwi dth Managenent setting: ON
Pol i cy Enforcenent: enabled
SMIP server user nane:
Contract Nane Policy Prec H st TOCS State
4 4 4 E D E
6 4 6 E D E
256 Def aul t -- 0 E D E
*Default contract gets all the BWthat is avail able on
a port after the active contracts reserved BWis taken.
Pol i cy Hard Soft Resv oTGOS uTOS Buffer
1 2000k 1000k 500k 0 0 32640
2 40m 35m 30m 0 0 32640
3 2000k 1000k 500k 0 0 32640
4 10m 9m 8m 0 0 32640
5 2000k 1000k 500k 0 0 32640
6 2000k 1000k 500k 0 0 32640
7 2000k 1000k 500k 0 0 32640
8 2000k 1000k 500k 0 0 32640
9 2000k 1000k 500k 0 0 32640
10 2000k 1000k 500k 0 0 32640
11 2000k 1000k 500k 0 0 32640
12 2000k 1000k 500k 0 0 32640
13 2000k 1000k 500k 0 0 32640
14 2000k 1000k 500k 0 0 32640
15 2000k 1000k 500k 0 0 32640
16 2000k 1000k 500k 0 0 32640
17 2000k 1000k 500k 0 0 32640
18 2000k 1000k 500k 0 0 32640
19 2000k 1000k 500k 0 0 32640
20 2000k 1000k 500k 0 0 32640
21 2000k 1000k 500k 0 0 32640
22 2000k 1000k 500k 0 0 32640
23 2000k 1000k 500k 0 0 32640
24 2000k 1000k 500k 0 0 32640
25 2000k 1000k 500k 0 0 32640
26 2000k 1000k 500k 0 0 32640
27 2000k 1000k 500k 0 0 32640
28 2000k 1000k 500k 0 0 32640
29 2000k 1000k 500k 0 0 32640
30 2000k 1000k 500k 0 0 3264
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[cfglisd
ISD Menu

TheiSD Menu is used for setting basic parameters for all iSD100-SSL devices.

NOTE — This menu is used only for configuring an iSD100-SSL device (with SSL software
version 1.0 only), which can be attached to your Web switch. If you do not have an iSD100-
SSL device, disregard this menu and all submenus.

Once you have logged in as an administrator, this menu can be accessed using the following
command:

# [cfglisd

TheiSD Menu is displayed below:

[isd Menu]
ssl - SSL O fload Menu
ipstrt - Set starting |P address for isd servers
i ppum - Set nunber of isd servers
vrnum - Set VRRP virtual interface router nunber to bind with
on - Turn | P address assignnent ON
of f - Turn | P address assignnent OFF
cur - Display current isd server configuration

Table 6-42 explains the available configuration options and parameters.

Table 6-42 iSD Menu Options (/cfg/isd)

Command Syntax and Usage

ssl
Displays the SSL Offload Application Menu. To view menu options, see page 181.

i pstrt <IP address(suchas192.4.17.101)>
Set the starting | P address for iSD100-SSL units.

i pnum <number (0-32), O to disable the | P address assignment for iSD units>
Set the number of iISD100-SSL units. If i pstrt issetat 192.4.17.101 and i pnumis 3, then the
iSD100-SSL s attached to the switch will be numbered 192.4.17.101, 192.4.17.102, and
192.4.17.103.
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Table 6-42 iSD Menu Options (/cfg/isd) (Continued)

Command Syntax and Usage

Vrnum <1-256>
Set the virtual router number to bind with the WebSwitch. This number must correspond to the vir-
tual router of the Web switch that connects to the iSD100-SSL. For more information about virtual
routers, seethe/ cf g/ vr r p/ vir command in the Web OS 8.3 Command Reference. O indicates
none.

on
Globally turnson all iISD100-SSL processing. This enables the switch to assign |P addresses auto-
matically and manage the iSD100-SSL units.

of f
Globally turn all iSD100-SSL processing off. When iSD100-SSL processing isturned off, HTTPS
traffic will be forwarded to the real Web server without being redirected to an iSD100-SSL. How-
ever, the real Web server must be configured to listen to HTTPS traffic on port 443.

cur
Display current iSD100-SSL configuration.
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[ cfglisd/ssl
SSL Offload Application Menu

The SSL Offload Application Menuis used for configuring SSL certificates and i SD100-SSL
ports, upgrading iSD100-SSL software, and resetting iSD100-SSL devices. This menu isavail-
able when connected to iSD100-SSL that is running SSL software version 1.0.

This menu can be accessed from the Web switch CL1 prompt using the following command:

# [cfglisd/ssl

The SSL Offload Application Menuis displayed below:

[SSL O fl oad Application Menu]

addcrt - Add certificate for a virtual server |P address
tftpert - Tftp certificate fromrenote machi ne

rencrt - Renove certificate for a virtual server |P address
Istcrt - List certificate for a virtual server |P address
Istip - List all configured virtual server |P addresses

setport - Set port for isd-server comunication
I stport - List port for isd-server comrunication
update - Update the isd software

shutdn - Shutdown (halt or reboot) isd

Table 6-43 explains the available configuration options and parameters.

Table 6-43 iSD Configuration Menu Options (/cfg/isd/ssl)

Command Syntax and Usage

addcrt
Add avirtual server |P address of a certificate to the iISD100-SSLs. Enter the virtual server IP
address of the certificate, then cut and paste the contents of the certificate at the prompt. Finaly,
typethree periods (. . . ) on anew line to denote the end of the certificate.

tftpert
Get acertificate using TFTP. Enter an |P address of a TFTP server that hasthe certificate you want.
Then, enter the virtual server |P address of the certificate filename.

rencrt
Remove a certificate from the iSD100-SSL s. Enter the virtual server |P address of the certificate
you want to remove.

| stert

Display acertificate by entering the virtual server IP address for the certificate. The contents of the
certificate are displayed.
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Table 6-43 iSD Configuration Menu Options (/cfg/isd/ssl)

Command Syntax and Usage

I stip
List al virtual server P addresses for which certificates have been configured on the group of
iSD100-SSLs.

set port
Set the port for communication between the iSD100-SSL s and the real Web servers. Enter the port
number (usually port 81) at which the iSD100-SSL s contact the real Web serversviaplain HTTP,
All the real Web servers and iSD100-SSL s should be configured to the same port. This command
can be used for security against direct access to secure Web pages.

| st port
List the port for communication between the iISD100-SSL and the real Web server. This showsthe
port that was set using the set port command (usualy port 81).

updat e
Update or upgrade all iSD100-SSL software via TFTP. Enter the | P address of the remote TFTP
server where the iSD100-SSL software image is stored. This command will upgrade all iSD100-
SSL s that are connected to the Web switch.

shut dn <IP addressof iSD100-SSL | al | >
Shutdown/Reboot one or more iSD100-SSL s that are connected to the Web switch.

[ cfglsetup
Setup

The setup program steps you through configuring the system date and time, BOOTP, | P, Span-
ning Tree, port, and VLAN parameters.

To start the setup program, at the Conf i gur at i on# prompt, enter:

Configuration# setup

For a complete description of how to use set up, see Chapter 2, “First-Time Configuration.”
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[ cf g/ dunp
Dump

The dump program writes the current switch configuration to the terminal screen. To start the
dump program, at the Conf i gur at i on# prompt, enter:

Configuration# dunp

The configuration is displayed with parameters that have been changed from the default val-
ues. The screen display can be captured, edited, and placed in ascript file, which can be used to
configure other switches through a Telnet connection. When using Telnet to configure anew
switch, paste the configuration commands from the script file at the command line prompt of
the switch. The active configuration can also be saved or loaded via TFTP, as described on
page 184.

[ cfglptcfg <TFTP server> <filename>
Saving the Active Switch Configuration

When the pt ¢cf g command is used, the switch’'s active configuration commands (as displayed
using/ cf g/ dunp) will be uploaded to the specified script configuration file on the TFTP
server. To start the switch configuration upload, at the Conf i gur at i on# prompt, enter:

Configuration# ptcfg <server> <filename>

Where server isthe TFTP server | P address or hostname, and filename is the name of the target
script configuration file.

NOTE — The output fileis formatted with line-breaks but no carriage returns—the file cannot
be viewed with editors that require carriage returns (such as Microsoft Notepad).

NOTE — If the TFTP server is running SunOS or the Solaris operating system, the specified
pt cf g file must exist prior to executing the pt cf g command and must be writable (set with
proper permission, and not locked by any application). The contents of the specified file will
be replaced with the current configuration data.
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[cfglgtcfg <TFTP server> <filename>
Loading the Active Switch Configuration

When the gt ¢f g command is used, the active configuration will be replaced with the com-
mands found in the specified configuration file. Thefile can contain afull switch configuration
or apartial switch configuration. The configuration loaded using gt cf g is not activated until
theappl y command isused. If theappl y command isfound in the configuration script file
loaded using this command, the apply action will be performed automatically.

To start the switch configuration download, at the Conf i gur at i on# prompt, enter:

Configuration# gtcfg <server> <filename>

Where server isthe TFTP server | P address or hostname, and filename is the name of the target
script configuration file.
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The SLB Configuration Menu

This chapter discusses how to use the Command Line Interface (CLI) for configuring Server
Load Balancing (SLB) on the Web switch.

[cfgl/slb

SLB Configuration

[ Layer 4 Menu]
r eal -
group -
virt -
filt -
port -
gslb -
url -
rurl -
wap -
sync -
adv -
on
of f
cur

Real Server Menu

Real Server G oup Menu

Virtual Server Menu

Filtering Menu

Layer 4 Port Menu

d obal SLB Menu

URL Resource Definition Menu

RURL Options Menu

WAP Menu

Config Synch Menu

Layer 4 Advanced Menu

G obally turn Layer 4 processing ON
G obally turn Layer 4 processing OFF
Di splay current Layer 4 configuration
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Table 7-1 Server Load Balancing Configuration Menu Options (/cfg/slb)

Command Syntax and Usage

real <real server number (1-255)>
Displays the menu for configuring real servers. To view menu options, see page 188.

group <real server group number (1-256)>
Displays the menu for placing real serversinto real server groups. To view menu options, see
page 193.

vi rt <virtual server number (1-256)>
Displays the menu for defining virtual servers. To view menu options, see page 198.

filt <filter ID (1-2048)>
Displays the menu for Filtering and Application Redirection. To view menu options, see page 205.

port <port number (1-9)>
Displays the menu for setting physical switch port states for Layer 4 activity. To view menu
options, see page 215.

gslb
Displays the menu for configuring Global Server Load Balancing. To view menu options, see
page 217.

url
Displays URL Redirection and Load Balance Menu. To view menu options, see page 223.

rurl
Note: Thisfeatureisreserved for use with an Alteon Integrated Service Director (iSD running an
RURL application.

Displays configuration and debug options specific to the RURL Menu. To view menu options, see
page 227. The RURL options menu allows the user to:

m Enable/disablethe option to deny packets from passing through Layer 2 if the switch runs out of
buffer resources
m Set the RURL destination port number or range for redirection.

wap
Displays WAP Menu. To view menu options, see page 228

sync
Displays the Synch Peer Switch Menu. To view menu options, see page 229.

adv
Displays the Layer 4 Advanced Menu. To view menu options, see page 231.
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Table 7-1 Server Load Balancing Configuration Menu Options (/cfg/slb)

Command Syntax and Usage

on
Globally turns on Layer 4 software services for Server Load Balancing and Application Redirec-
tion. This option can be performed only after the optional Layer 4 software is enabled (see “Acti-
vating Optional Software on page 244). Enabling Layer 4 servicesis not necessary for using filters
only to allow, deny, or NAT traffic.

of f
Globally disables Layer 4 services. All configuration information will remain in place
(if appl i ed or saved), but the software processes will no longer be active in the switch

cur
Displays the current Server Load Balancing configuration.

Filtering and Layer 4 (Server Load Balancing)

Filters configured to allow, deny, or NAT traffic do not require Layer 4 software to be activated.
These filters are not affected by the Server Load Balancing on and of f commandsin this menu.

Application Redirection filters, however, require Layer 4 software services. Layer 4 processing
must be turned on before redirection filters will work.
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[ cfglslbl/real <server number>
Real Server SLB Configuration

[ Real server 1 Menu]
layer7 - Real Server Layer 7 Conmand Menu

rip - Set | P addr of real server

name - Set server nane

wei ght - Set server weight

maxcon - Set maxi mum nunber of connections

t mout - Set minutes inactive connection remai ns open

backup - Set backup real server

inter - Set interval between health checks

retry - Set nunber of failed attenpts to declare server DOM
restr - Set nunber of successful attenpts to declare server UP

addport - Add real port to server
renport - Renove real port to server

renote - Enabl e/disable renote site operation

pr oxy - Enabl e/ di sabl e client proxy operation

submac - Enabl e/ di sabl e source MAC address substitution
ena - Enabl e real server

dis - Disable real server

del - Delete real server

cur - Display current real server configuration

This menu is used for configuring information about real serversthat participate in a server
pool for Server Load Balancing or Application Redirection. The required parameters are:

B Real server IP address
B Enabling thereal server (disabled by default)

Table 7-2 Real Server Configuration Menu Options (/cfg/slb/real)

Command Syntax and Usage

| ayer7
Displays the Layer 7 Menu. To view menu options, see page 192.

rip <server IP address>
Setsthe IP address of the real server in dotted decimal format. When this command is used, the
address entered is Pl NGed to determine if the server is up, and the administrator will be warned if
the server does not respond.

nane <string, maximum 15 characters| none>
Defines a 15-character aliasfor each real server. Thiswill enable the network administrator to
quickly identify the server by anatural language keyword value.
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Table 7-2 Real Server Configuration Menu Options (/cfg/sIb/real)

Command Syntax and Usage

wei ght <server weight (1-48)>
Sets the weighting value (1 to 48) that this real server will be given in the load balancing algo-
rithms. Higher weighting val ues force the server to receive more connections than the other servers
configured in the same real server group. By default, each real server is given aweight setting of 1.
A setting of 10 would assign the server roughly 10 times the number of connections as a server
with aweight of 1.

Weights are not applied when using the hash or mi nm sses metrics (see “ Server Load Balanc-
ing Metrics’ on page 196).

maxcon <maximum connections (0-200000)>
Sets the maximum number of connections that this server should simultaneously support. By
default, the number of maximum connections s set at 20,000. This option sets a threshold as an
artificial barrier, such that new connections will not be issued to this server if the maxcon limit is
reached. New connections will be issued again to this server once the number of current connec-
tions has decreased below the maxcon setting.

If all serversinarea server group for avirtual server reach their maxcon limit at the same time,
client requests will be sent to the backup/overflow server or backup/overflow server group. If no
backup servers/server group are configured, client requests will be dropped by the virtual server.

t nout <even number of minutes (2-30)>
Sets the number of minutes an inactive session remains open (in even numbered increments).

Every client-to-server session being load balanced is recorded in the switch's Session Table. When
aclient makes arequest, the session is recorded in the table, the datais transferred until the client
ends the session, and the session table entry is then removed.

In certain circumstances, such aswhen aclient application is abnormally terminated by the client's
system, TCP/UDP connections will remain registered in the switch's binding table. In order to pre-
vent table overflow, these orphaned entries must be aged out of the binding table.

Using the tmout option, you can set the number of minutes to wait before removing orphan table
entries. Settings must be specified in even numbered increments between 2 and 30 minutes. The
default setting is 10.

This option is also used with the Persistent option (see/ cf g/ sl b/ vi rt/ pbi nd). When persis-
tent is activated, this option sets how long an idle client is allowed to remain associated with a par-
ticular server.

backup <real server number (1-255)>| none
Setsthe real server used as the backup/overflow server for thisrea server.
To prevent loss of service if aparticular real server fails, use this option to assign a backup red
server number. Then, if the real server becomes inoperative, the switch will activate the backup
real server until the original becomes operative again.
The backup server isalso used in overflow situations. If thereal server reachesits maxcon (maxi-
mum connections) limit, the backup comes online to provide additional processing power until the
original server becomes desaturated.

The same backup/overflow server may be assigned to more than one real server at the sametime
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Table 7-2 Real Server Configuration Menu Options (/cfg/sIb/real)

Command Syntax and Usage

i nt er <number of seconds between health checks (0-60)>
Setstheinterval between real server health verification attempts.

Determining the health of each real server is anecessary function for Layer 4 switching. For TCP
services, the switch verifies that real servers and their corresponding services are operational by
opening a TCP connection to each service, using the defined service ports configured as part of
each virtua service. For UDP services, the switch pings serversto determine their status.

Thei nt er option lets you choose the time between health checks. The rangeis from 1 to 60 sec-
onds. The default interval is 2 seconds. Aninterval of “0” disables health checking for the server.

retry <number of consecutive health checks (1-63)>
Sets the number of failed health check attempts required before declaring this real server inopera-
tive. Therange is from 1 to 63 attempts. The default is 4 attempts

restr <number of consecutive health checks (1-63)>
Sets the number of successful health check attempts required before declaring a UDP service oper-
ational. Therangeisfrom 1 to 63 attempts. The default is 8 attempts

addport <real server port (2-65534)>
Add multiple service ports to the server.

r enport <real server port (2-65534)>
Remove multiple service ports from the server.

renote di sabl elenabl e
Enables or disables remote site operation for this server. This option should be enabled when the
real |P address supplied above represents aremote server (real or virtual) that this switch will
access as part of its Global Server Load Balancing network. By default, this option is disabled.

proxy di sabl elenabl e
Enables or disables proxy | P address trand ation. With this option enabled (default), aclient request
from any application can be proxied using aload-balancing Proxy |P address (PIP).

submac di sabl elenabl e
Enables or disables source MAC address substitution. By default, this option is disabled.

excl ude di sabl elenabl e
Enables or disables exclusionary string matching.

enabl e
You must perform this command to enable thisreal server for Layer 4 service. When enabled, the
real server can process virtual server requests associated with itsreal server group. This option,
when theappl y and save commands are used, enables thisreal server for operation until explic-
itly disabled.

See/ oper/ sl b/ ena on page 240 for an operations-level command.
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Table 7-2 Real Server Configuration Menu Options (/cfg/sIb/real)

Command Syntax and Usage

dis
Disablesthis rea server from Layer 4 service. Any disabled server will no longer process virtual
server requests as part of the real server group to which it is assigned. This option, when the
appl y isare used, disablesthisrea server until it is explicitly re-enabled. This option does not
perform a graceful server shutdown.

See/ oper/ sl b/ di s on page 240 for an operations-level command.

del
Deletes thisreal server from the Layer 4 switching software configuration. This removes the real
server from operation within its real server groups. Use this command with caution, asit will
delete any configuration options that have been set for this real server. This option does not per-
form a graceful server shutdown.

cur
Displays the current configuration information for this real server.
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[ cfglslb/real <server number>/1| ayer7
Real Server Layer 7 Configuration

[ Layer 7 Conmands Menu]

addl b - Add URL path for URL | oad bal ance
rem b - Rermove URL path for URL | oad bal ance
nocook - Enabl e/ di sabl e no avail abl e URL cooki e operation

excl ude - Enabl e/ di sabl e excl usionary string matching
cur Di splay current real server configuration

This menu is used for entering commands and strings for Layer 7 processing.

Table 7-3 Layer 7 Commands Menu Options (/cfg/slb/real/layer7)

Command Syntax and Usage

addl b <URL path ID (1-128)>
Adds the predefined URL loadbalance string ID to the real server.

rem b <URL path ID (1-128)>
Removes the predefined URL loadbalance string ID from the real server.

nocook di sabl elenabl e
Enables or disables the cooked assigned server. By default, this option is disabled.

excl ude di sabl elenabl e
Enables or disables exclusionary string matching. By default, this option is disabled.

cur
Displays the current real server configuration.
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[ cf g/ sl b/group <real server group number>
Real Server Group SLB Configuration

[ Real server group 1 Menu]
metric - Set metric used to select next server in group
content - Set health check content
health - Set health check type
backup - Set backup real server or group
name - Set real server group nane
realthr - Set real server failure threshold
add - Add real server
rem - Renobve real server
del - Delete real server group
cur - Display current group configuration

This menu is used for combining real serversinto real server groups. Each real server group
should consist of al the real servers which provide a specific service for load balancing. Each
group must consist of at |east one real server. Each real server can belong to more than one group.
Readl server groups are used both for Server Load Balancing and Application Redirection.

Table 7-4 Real Server Group Configuration Menu Options (/cfg/slb/group)

Command Syntax and Usage

nmetric | east conns|roundrobi n|m nm sseslhash|r esponselbandw dt h
Set the load balancing metric used for determining which real server in the group will be the target
of the next client request. The default settingis| east conns. See" Server Load Balancing Met-
rics’ on page 196.

cont ent <filename>|/ / <host>/ <filename>|none
This option defines the specific content which is examined during health checks. The content
depends on the type of health check specified in the heal t h option (see below).
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Table 7-4 Real Server Group Configuration Menu Options (/cfg/slb/group)

Command Syntax and Usage

heal th

I'i nk]i cnp|t cp|ht t pldns|pop3|snt p|nnt p|f t p|i map|r adi us|ssl h|script<n>wspwt | S|
Sets the type of health checking performed. The default ist cp. The options are as follows:

l'i nk
icnp
tcp
http

dns
pop3
sntp
nnt p
ftp
i map

radi us

sslh

scri pt
wsp

wils

For IDSLB group only, checks status of port for each server.

For Layer 3 health checking, pi ng the server.

For TCP service, open and close a TCP/IP connection to the server.

For HTTP service, usesHTTP 1.1 GETS when aHOST:  header is required to check
that the URL content specified in cont ent isaccessible on the server. Otherwise, an
HTTP/ 1. O GET occurs.

For Domain Name Service, check that the domain name specifiedin cont ent canbe
resolved by the server.

For user mail service, check that the user:password account specified in cont ent
exists on the server.

For mail-server services, check that the user specified in cont ent isaccessibleon
the server.

For newsgroup services, check that the newsgroup name specified in cont ent is
accessible on the server.

For FTP services, check that the filename specifiedin cont ent isaccessble onthe
server through anonymous login.

For user mail service, check that the user: password value specified in cont ent
exists on the serve

For RADIUS remote access server authentication, check that the user: password value
specified in cont ent exists on the Web switch and the server. To perform applica
tion health checking to a RADIUS server, the network administrator must aso config-
urethe/ cf g/ sl b/ secrt parameter. Thesecrt valueisafield of up to 32
aphanumeric charactersthat is used by the switch to encrypt a password during the
RSA Message Digest Algorithm (MD5) and by the RADIUS server to decrypt the
password during verification.

Enables the switch to query the health of the SSL servers by sending an SSL client
“Hello” packet and then verify the contents of the server’s “Hello” response. During
the handshake, the user and server exchange security certificates, negotiate an encryp-
tion and compression method, and establish asession ID for each session.

Enables the use of script-based health checks in send/expect format to check for appli-
cation and content availability. <n> denotes the health script number (1-8).

Enables connectionless WSP content health checks for WAP gateways. The content
under / cf g/ sl b/ adv/ waphc (see page 234) must aso be configured.

Provides Wireless Transport Layer Security (WTLS) Hello-based health check for
encrypted and connection-oriented WTLS traffic on port 9203.
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Table 7-4 Real Server Group Configuration Menu Options (/cfg/slb/group)

Command Syntax and Usage

backup r<real server number (1-256)>|g<group number>|none
Setsthereal server or real server group used as the backup/overflow server/server group for this
real server group.

To prevent loss of serviceif theentire real server group fails, use thisoption to assign abackup rea
server/real server group number. Then, if thereal server group becomes inoperative, the switch
will activate the backup real server /server group until one of the original real servers becomes
operative again.

The backup server/server group is also used in overflow situations. If all the serversin the real
server group reach their maxcon (maximum connections) limit, the backup server/server group
comes online to provide additional processing power until one of the original servers becomes
desaturated.

The same backup/overflow server/server group may be assigned to more than one real server
group at the sametime.

name <string, maximum 31 characters>
Defines a 15-character alias for each Real Server Group. Thiswill enable the network administra-
tor to quickly identify the server group by a natural language keyword value.

real t hr <real server failurethreshold (1-31)>
Specifies a minimum number of real servers available. If any time, the number reaches this mini-
mum limit, a SY SLOG ALERT messageis sent to the configured SY SLOG servers stating that the
real server threshold has been reached for the concerned server |oad balancing group. The default
threshold is O, which also means the option is disabled

add <real server number (1-255)>
Adds areal server to this real server group. You will be prompted to enter the number (1 to 256) of
thereal server to add to this group.

rem <real server number (1-255)>
Remove areal server from thisreal server group. You will be prompted for the ID number for the
real server to remove from this group.

del
Deletes thisreal server group from the Layer 4 software configuration. This removes the group
from operation under all virtual serversitis assigned to. Use this command with caution: if you
remove the only group that is assigned to avirtual server, the virtua server will become inopera-
tive.

cur
Displays the current configuration parameters for thisreal server group.
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Server Load Balancing Metrics

Using the et r i ¢ command, you can set anumber of metrics for selecting which real server
in agroup gets the next client request. These metrics are described in the following table:

Table 7-5 Real Server Group Metrics (/cfg/slb/group/metric)

Option and Description

m nm sses
Minimum misses. This metric is optimized for Application Redirection. When mi nmi sses is
specified for area server group performing Application Redirection, all requests for a specific IP
destination address will be sent to the same server. Thisis particularly useful in caching applica
tions, helping to maximize successful cache hits. Best statistical load balancing is achieved when
the IP address destinations of load balanced frames are spread across a broad range of 1P subnets.

Minmisses can also be used for Server Load Balancing. When specified for areal server group per-
forming Server Load Balancing, all requests from a specific client will be sent to the same server.
Thisisuseful for applications where client information must be retained on the server between ses-
sions. Server load with this metric becomes most evenly balanced as the number of active clients
increases.

hash
Likem nm sses, thehash metric uses |P address information in the client request to select a
server.
For Application Redirection, all requests for a specific IP destination address will be sent to the
same server. Thisis particularly useful for maximizing successful cache hits.
For Server Load Balancing, al requests from a specific client will be sent to the same server. This
isuseful for applications where client information must be retained between sessions.
The hash metric should be used if the statistical load balancing achieved using mi nmi sses is
not as optimal as desired. Although the hash metric can provide more even load balancing at any
given instance, it is not as effective as mi nm sses when servers leave and reenter service.
If the Load Balancing statistics indicate that one server is processing significantly more requests
over time than other servers, consider using the hash metric.

| east conns
L east connections. With this option, the number of connections currently open on each real server
ismeasured in real time. The server with the fewest current connectionsis considered to be the
best choice for the next client connection request.

This option is the most self-regulating, with the fastest servers typically getting the most connec-
tions over time, due to their ability to accept, process, and shut down connections faster than
slower servers.

roundr obi n
Round robin. With this option, new connections are issued to each server in turn: the first red
server in this group gets the first connection, the second real server gets the next connection, fol-
lowed by the third real server, and so on. When all the real serversin this group have received at
least one connection, the issuing process starts over with the first real server.
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Table 7-5 Real Server Group Metrics (/cfg/slb/group/metric)

Option and Description

response
Real server response time. With this option, the switch monitors and records the amount of time
that each real server takesto reply to a health check. The response timeis used to adjust the real
server weights. The weights are adjusted so they are inversely proportional to a moving average of
response time.

bandwi dt h
Bandwidth Metric. With this option, thereal server weights are adjusted so they are inversely pro-
portional to the number of octets that the real server processes during a given interval. The higher
the bandwidth used, the smaller is the weight assigned to that server.

NOTE — Under thel east conns and r oundr obi n metrics, when real servers are config-
ured with weights (see the wei ght option on page 188), a higher proportion of connections
are given to servers with higher weights. This can improve load balancing among servers of

different performance levels. Weights are not applied when using the hash or m nni sses
metrics.
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[ cfglslb/virt <virtual server number>
Virtual Server SLB Configuration

[Virtual Server 1 Menu]
service - Virtual Service Menu
Vi p - Set I P addr of virtual server
dnane - Set domain nane of virtual server
cont - Set BW Contract
layr3 - Enabl e/ di sabl e I ayer 3 only bal anci ng
ena - Enable virtual server
dis - Disable virtual server
del - Delete virtual server
cur - Display current virtual configuration

Thismenu isused for configuring the virtual serverswhich will be the target for client requests
for Server Load Balancing. The required parameters to configure are

B Virtua server IP address
B Adding avirtual TCP/UDP port and real server group
B Enabling the virtual server (disabled by default)

Table 7-6 Virtual Server Configuration Menu Options (/cfg/slb/virt)

Command Syntax and Usage

servi ce <virtual port or name, from 2 - 65534>
Displaysthe Virtual Services Menu. Thevirtua port name can be awell-known port name, such as
http, ftp, the service number, and so on. To get more information about well-known ports, see the
spor t command on page 207. To view services menu options, see page 200.

Vi p <server |P address>
Setsthe |P address of the virtual server using dotted-decimal notation. The virtual server created
within the switch will respond to ARPs and Pl NGs from network ports asif it was anormal server.
Client requests directed to the virtual server’s |P address will be balanced among the real servers
availableto it through real server group assignments.

dnanme <domain name>|none
Sets the domain name for this virtual server. The domain name typically includes the name of the
company or organization, and the Internet group code (.com, .edu, .gov, .org, and so forth). An
example would be foocorp.com. It does not include the hostname portion (www, www2, ftp, and
so forth). The maximum number of characters that can be used in adomain nameis 34. To define
the hostname, see hnane below. To clear the dnane, specify the name asnone.
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Table 7-6 Virtual Server Configuration Menu Options (/cfg/sIb/virt)

Command Syntax and Usage

cont <BWM contract (1-1024)>
Enter a new Bandwidth Management Contract for this virtual service. By default, all services
under thisvirtual server are assigned this BW contract. However, the BW contract can be changed
for a selected virtual server with/ cf g/ sl b/ virt # ser y/ cont.
All the frames that match this virtual server services are assigned this BW contract if the previ-
ously assigned contract for the frame has lower or equal precedence of the virtual server contract.

The default number of contractsis set at 256 for AD3/180e and 1024 for AD4/184.

| ayr 3 di sabl elenabl e
Normally, the client IP address is used with the client Layer 4 port number to produce a session
identifier. When thel ayr 3 optionis enabled (disabled by default), the switch uses only the client
I P address as the session identifier. It associates all the connections from the same client with the
same real server while any connection exists between them.
This option is necessary for some server applications where state information about the client sys-
tem is divided across different simultaneous connections, and also in applications where TCP frag-
ments are generated.

If thereal server to which the client is assigned becomes unavailable, the Layer 4 software will
alow the client to connect to a different server.

ena
Enables this virtual server. This option activates the virtual server within the switch so that it can
service client requests sent to its defined | P address.

dis
This option disables the virtua server so that it no longer services client requests.

del
This command removes thisvirtual server from operation within the switch and deletes it from the
Layer 4 switching software configuration. Use this command with caution, asit will delete the
options that have been set for thisvirtual server.

cur
Displays the current configuration of the specified virtual server.
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[cfglslb/virt <server number>/service

<virtual port or name>
Virtual Server Service Configuration

[Virtual Server
group -
rport -
hname -
dbind -
httpslb -
cont -
urlcont -
pbi nd -
rcount -
udp -
frag -
nonat -
rtspslb -
ftpp -
del -
cur

1 rtsp Service Menu]
server group numnber

Set real
Set real

port

Set host nane

Enabl e/ di sabl e del ayed bi ndi ng

Set HTTP SLB processing

Set BWcontract for this virtual service

Set BWcont of an URL string specific to this service

Set persi
Set nulti
Enabl e/ di
Enabl e/ di
Enabl e/ di
Enabl e/ di
Enabl e/ di
Del ete vi

Di splay current virtual service configuration

stent

response count

sabl e
sabl e
sabl e
sabl e
sabl e
rtual

bi ndi ng type

UDP bal anci ng

remappi ng UDP server fragnents
only substituting MAC addresses
RTSP URL bal anci ng

FTP SLB parsing for virtual server
servi ce

This menu is used for configuring services assigned to avirtual server

Table 7-7 Virtual Server Service Configuration Options (/cfg/sIb/virt/service)

Command Syntax and Usage

group <real server group number (1-256)>
Setsareal server group for this service. The default is set at 1. You will be prompted to enter the
number (1 to 256) of the real server group to add to this service.

rport <real server port (0-65534)>

Definesthereal server TCP or UDP port assigned to this service. By default, thisisthe same asthe
virtual port (service virtual port). If r por t is configured to be different than the virtua port
definedin/ cf g/ sl b/ virt/ servi ce <virtual port>, the switch will map the virtual port to

thisrea port.
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Table 7-7 Virtual Server Service Configuration Options (/cfg/sIb/virt/service)

Command Syntax and Usage

hnane <hostname>|none
Sets the hostname for a service added. Thisis used in conjunction with dname (above) to create a
full host/domain name for individual services.
The format for thiscommand isasfollows: # hname <hostname>

For example, to add a hostname for Web services, you could specify www as the hostname. If a
dnane of “foocorp.com” was defined (above), “www.foocorp.com™ would be the full host/
domain name for the service.

To clear the hostname for a service, use the following command: # hnanme none

dbi nd

Enables or disables Layer 4 Delayed Binding for TCP service and ports. Enabling this command
protects the server from Denial of Service (DoS) attacks. This option is disabled by default.

httpsl b url sl b| host| cooki e| browser | url hash| ot her s| none
Load balances on the following applications:

m url sl b: Enable or disable URL SLB

m host : Enable or disable for virtual hosting

m coOoKi e: Enable or disable cookie-based SLB for cookie-based preferential |oad balancing.
You will be prompted for the following: Cookie name, starting point of the cookie value, num-
ber of bytesto be extracted, enable/disable checking for cookiein URI

br owser : Enable or disable SLB, based on browser type

ur | hash: Enable or disable URL hashing based on URI

ot her s: Requiresinputs for aparticular header field

none: Removes any HTTPSLB configuration.

You may choose to combine or select applications to load balance using the commands and and/or
or. For example:

m httpsl b <none>
m htt psl b <application>
m httpsl b <application> and| or <application>

cont <URL pathID (1-128)> <BWM Contract (0-1024)>
Sets a Bandwidth Management contract for this virtual service. The default number of contractsis
set at 256 for Alteon AD3/180e and 1024 for Alteon AD4/184 Web switches.

Note: If you enter O for the service contract, it will carry the value entered for the Virtual Server IP
(vi p) contract.

url cont <URL pathID (1-128)> <BWM contract <1-1024)>
Sets the Bandwidth Management contract of a string specific to this virtual service. Only use this
command when a string is shared by multiple virtual services and each service requires a separate
bandwidth. The default is set at 1024.
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Table 7-7 Virtual Server Service Configuration Options (/cfg/sIb/virt/service)

Command Syntax and Usage

pbi nd clienti plcooki e|sslid|di sabl e
Enables or disables persistent bindings for areal server (disabled by default). This may be neces-
sary for some server applications where state information about the client system isretained on the
server over a series of sequential connections, such aswith SSL (Secure Socket Layer, HTTPS),
Web site search results, or multi-page Web forms.

® Thecl i enti p option usesthe client P address as an identifier, and associates all connections
from the same client with the same real server until the client becomes inactive and the connec-
tion is aged out of the binding table. The connection timeout value (set in the Real Server
Menu) is used to control how long these inactive but persistent connections remain associated
with their real servers. When the client resumes activity after their connection has been aged
out, they will be connected to the most appropriate real server based on the load balancing met-
ric.

An alternative approach may beto usethereal server group metricsimi ni sses or hash (see
Server Load Balancing Metrics).

® The cooki e option uses acookie defined in the HTTP header or placed in the URI for hash-
ing. For more information on cooki e option, see “Cookie-Based Persistence” on page 204.
For detailed information on Cookie-Based Persistence, see the Persistence chapter in the
Web 0S 9.0 Application Guide.

m Thessl i d optionisfor Secure Sockets Layer (SSL), which isaset of protocols built on top of
TCP/IP that allow an application server and user to communicate over an encrypted HTTP ses-
sion. SSL provides authentication, non-repudiation, and security. The session ID isavaue
comprising 32 random bytes chosen by the SSL server that gets stored in a session hash table.
By enabling thessl i d option, al subsequent SSL sessions which present the same session ID
will be directed to the same real server.

m Thedi sabl e option enables you to disable presistent binding, if it has previously been
enabled for a particular application.

rcount <1-16>
Sets the maximum response counter for cookie-based persistence. The Web switch will examine
each server response until the cookieis found, or until the maximum count is reached. The default
number is 1.

udp di sabl elenabl e|st at el ess
Enables or disables UDP load balancing for avirtual port (disabled by default). You can configure
this option if the service(s) to be load balanced include UDP and TCP: for example, DNS uses
UDP and TCP. In those environments, you must activate UDP balancing for the particular virtual
serversthat clients will communicate with using UDP.

Note: If applying afilter to the same virtual server |P address on which UDP load balancing is
enabled, disable caching on that filter for optimal performance. For more information, see the
cache command in Table 7-11 on page 211.

frag di sabl elenabl e
Enables or disables remapping server fragments for virtual port. This option is enabled by default.
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Table 7-7 Virtual Server Service Configuration Options (/cfg/sIb/virt/service)

Command Syntax and Usage

nonat di sabl elenabl e
Enables or disables substituting only the MAC address of thereal server (disabled by default). This
option does not substitute P addresses. This option is used for Direct Server Return (DSR) in an
one-armed |oad balancing setup, so that frames returning from server to the client do not have to
pass through the switch.

rtspsl b di sabl elenabl e
This Layer 7 load balancing option enables or disables URL hashing using the URL in the RTSP
DESCRIBE request. It allows area server to be selected by hashing on the entire URL (except the
extension .Xxx)

To enable Layer 7 load balancing for RTSP service, group and hname must be configured.
Note: This command only works when service 554 or rtsp is used.
This option is disabled by default.

ftpp di sabl elenabl e
Enables or disables FTP SLB parsing for thisvirtual server (disabled by default). When this option
is enabled, the switch modifies the appropriate FTP method/command to support FTP serverson a
private network for both active and passive FTP modes.

To do this, the switch looks deeper into the packet and modifiesthe por t command for active
FTP or the “entering the passive mode’ command for passive FTP.

del
This command removes this virtual service from operation within the switch and deletes it from
the Layer 4 switching software configuration. Use this command with caution, asit will delete the
options that have been set for thisvirtual service.

cur
Displays the current configuration of services on the specified virtual server.
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[ cfglslb/virt/servicel/pbind cookie
Cookie-Based Persistence

The cooki e option is used to establish cookie-based persistenc, and has the following com-
mand syntax and usage:

Table 7-8 Command Syntax and Usage for pbi nd cooki e Options
(/cfg/sIb/virt/service/pbind cookie)

Option Description

<mode> Specify the mode for cookie-based persistence. The following three modes are avail able:

m p: Passive mode. In this mode, the network administrator configures the Web

server to embed a cookie in the server response that the switch looks for in sub-
sequent requests from the same client.

r: Rewrite mode. In active cookie mode (or cookie rewrite mode), the switch,
and not the network administrator, generates the cookie value on behalf of the
server. The switch intercepts this persistence cookie and rewrites the value to
include server-specific information before sending it to the client.

i : Insert mode. When aclient sends a request without a cookie, the server
responds with the data, and the switch inserts an Alteon persistence cookie into
the data packet. The switch usesthis cookie to bind to the appropriate server.

<name> Specify the name of the cookie.

<offset> Specify the starting point of the cookie value.

<length> Specify the number of bytes to be extracted.

<URI> Look for cookiein the URI. If you want to look for cookie name or valuein the URI,
enter e to enable this option. To look for cookie in the HTTP header, enter d to disable
this option.

<MRC> Set multiple response count.

For more information on Cookie-Based Persistence, see the Web OS 9.0 Application Guide.
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[cfglslb/filt <filter number>
SLB Filter Configuration

adv
snac
dmac
sip
smask
dip
dmask
proto
sport
dport
action
group
rport
nat

i nvert
ena
dis
del
cur

[Filter 1 Advanced Menu]

Filter Advanced Menu

Set
Set
Set
Set
Set
Set
Set
Set
Set
Set
Set
Set
Set

source MAC address

destinati on MAC address

source | P address

source | P mask

destination | P address
destination | P mask

| P protoco

source TCP/ UDP port or range
destination TCP/UDP port or range
action

real server group for redirection
real server port for redirection
whi ch addresses are network address transl ated

Enabl e or disable filter inversion
Enable filter

Disable filter

Delete filter

Di splay current filter configuration

The switch supports up to 2048 traffic filters. Each filter can be configured to allow, deny, redi-
rect or perform Network Address Translation on traffic according to a variety of address and
protocol specifications, and each physical switch port can be configured to use any combina
tion of filters. This command is disabled by default.

There are several options available in the Filter Advanced Menu (/ cf g/ sl b/ filt/adv,
page 210) that can be used to provide more information through syslog. The types of informa-

tion include:

I P protocol

[ |
[ |
B TCPflags
[ |

TCP/UDP ports

|CMP message type

The following parameters are required for filtering:

B Set the address, masks, and/or protocol that will be affected by the filter
B Set thefilter action (allow, deny, redirect, nat)
B Enablethefilter
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B Addthefilter to aswitch port
B Enablefiltering on the Web switch port

Table 7-9 Filter Configuration Menu Options (/cfg/slb/filt)

Command Syntax and Usage

adv
Displays the Filter Advanced Menu. To view menu options, see page 210.

smac any|<MAC address>
Sets the source MAC address. The default isany.

dmac any|<MAC address>
Sets the destination MAC address. The defaultisany..

si p any|<IP address>
If defined, traffic with this source | P address will be affected by thisfilter. Specify an P addressin
dotted decimal notation, or “any”. A range of IP addressesis produced when used with the
smask below. The default isany if the source MAC addressisany.

smask <IP address>
This IP address mask is used with the si p to select traffic which this filter will affect. See details
below for more information on producing address ranges. For more information, see “Defining IP
Address Ranges for Filters’ on page 209.

di p any|<IP address>
If defined, traffic with this destination |P address will be affected by thisfilter. Specify an IP
address in dotted decimal notation, or “any”. A range of |P addresses is produced when used with
thedmask below. The default isany if the destination MAC addressis any. For more informa-
tion, see “Defining P Address Ranges for Filters’ on page 209.

dmask <IP subnet mask (such as 255.255.255.0)>
This |P address mask is used with the di p to select traffic which this filter will affect.

pr ot o any|<number>|<name>
If defined, traffic from the specified protocol is affected by thisfilter. Specify the protocol number,
name, or “any”. The default isany. Listed below are some of the well-known protocols.

Number  Name
licnp

2i gnp

6tcp

17udp

890spf

112vrrp
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Table 7-9 Filter Configuration Menu Options (/cfg/slb/filt)

Command Syntax and Usage

sport any|<name>|<port>|<port>-<port>

If defined, traffic with the specified TCP or UDP source port will be affected by thisfilter. Specify
the port number, range, name, or “any”. The default isany. Listed below are some of the well-
known ports:

Number
20
21
22
23
25
37

42
43
53
69

70
79
80
109
110

Name
ftp-data
ftp
ssh
tel net
smtp
time
name
whoi s
donai n
tftp
gopher
finger
http
pop2
pop3

Number
111
119
123
143
144
161
162
179
194
220
389
443
520
554
1985

Name
sunr pc
nnt p
nt p

i map
news
snnp
snnptrap
bgp
irc

i map3
| dap
ht t ps
rip
rtsp
hsrp

dport any|<name>|<port>|<port>- <port>

If defined, traffic with the specified real server TCP or UDP destination port will be affected by
thisfilter. Specify the port number, range, name, or “any”, just aswith spor t above. The default
isset at any.

action

Specify the action this filter takes:

al | ow
deny

redir

nat

Allow the frameto pass (by default).
Discard framesthat fit thisfilter’s profile. This can be used for building basic security

profiles.

Redirect frames that fit thisfilter’s profile, such as for web cache redirection. In addi-
tion, Layer 4 processing must be activated (seethe/ cf g/ sl b/ on command on

page 185).

Perform generic Network Address Trandation (NAT). This can be used to map the
source or destination |P address and port information of a private network scheme to/
from the advertised network | P address and ports. Thisis used in conjunction with the
nat option below and can aso be combined with proxies.

group <real server group number (1-16)>

This option appliesonly whenr edi r isspecified at thefilter action. Define area server group (1
to 16) to which redirected traffic will be sent. The default is group 1
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Table 7-9 Filter Configuration Menu Options (/cfg/slb/filt)

Command Syntax and Usage

rport <real server port (0-65535)>
This option applies only whenr edi r is specified at the filter action. This defines the real server
TCP or UDP port to which redirected traffic will be sent. For valid Layer 4 health checks, this must
be configured whenever TCP protocol traffic isredirected. Also, if transparent proxies are used for
Network Address Translation (NAT) on the Web switch (seethe pi p option in Table 7-14 on page
215), r por t must be configured for all Application Redirection filters. The default is set at 0.

nat sourceldest
When nat isset asthefilter action (see above), this command specifies whether Network Address
Trandation (NAT) is performed on the source or the destination information. Destination (dest )
is set as the default filter. If sour ce is specified, the frame's source P address (si p) and port
number (sport ) arereplaced with the di p and dpor t values. If dest is specified, the frame's
destination | P address (di p) and port number (dpor t ) are replaced withthesi p and sport va-
ues.

i nver di sabl elenabl e

Invertsthefilter logic. If the conditions of the filter are met, don't act. If the conditionsfor the filter
are not met, perform the assigned action. This option is disabled by default.

ena
Enables thisfilter.

dis
Disablesthisfilter.

del
Deletes thisfilter.

cur
Displays the current filter configuration.
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Defining IP Address Ranges for Filters

You can specify arange of 1P address for filtering both the source and/or destination | P address
for traffic. When arange of 1P addresses is needed, the si p (source) or di p (destination)
defines the base IP address in the desired range, and the smask (source) or dmask (destina-
tion) isthe mask which is applied to produce the range.

For example, to determine if a client request’s destination | P address should be redirected to
the cache servers attached to a particular switch, the destination | P address is masked (bitwise
AND) with thednask and then compared to the di p.

As another example, you could configure the switch with two filters so that each would handle
traffic filtering for one half of the Internet. To do this, you could define the following parame-

ters:
Table 7-10 Filtering IP Address Ranges

Filter Internet Address Range dip dmask
#1 0.0.0.0 - 127.255.255.255 0.0.0.0 128.0.0.0
#2 128.0.0.0 - 255.255.255.255 128.0.0.0 128.0.0.0
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[cfglslb/filt <filter number>/ adv

Advanced Filter Configuration

tcp
tos

t mask
newt os
option
icnp
cont

t nout
pr oxy
cache
| og
ack
fwb
linklb
i dshash
urlp
url cont
rurl
ftpa
rdsnp
cur

[Filter 1 Advanced Menu]

TCP Fl ags Advanced Menu

Set I P Type of Service

Set I P TGS mask

Set new | P TCS

Enabl e/ di sabl e I P opti on mat chi ng

Set | CWP nessage type

Set BWcontract

Set NAT session tineout

Enabl e/ di sabl e client proxy

Enabl e/ di sabl e cachi ng sessions that match filter
Enabl e/ di sabl e | oggi ng

Enabl e/ di sabl e TCP ACK or RST mat chi ng
Enabl e/ di sabl e firewall redirect hash nethod
Enabl e/ di sabl e WAN | i nk | oad bal anci ng

Set hash paraneter for intrusion detection SLB
Enabl e/ di sabl e URL parsing

Set BWcont of an URL path specific to this filter
Enabl e/ di sabl e RURL parsing

Enabl e/ di sabl e active FTP NAT

Enabl e/ di sabl e WAP RADI US Snoopi ng

Di spl ay current advanced filter configuration

Table 7-11 Advanced Filter Menu (/cfg/slb/filt/adv)

Command Syntax and Usage

tcp

Displays the TCP Flags Advanced Menu. To view menu options, see page 213.

t os <0-255>

Setsthe IP Type of Service. The default is set at 0. This option is used to match TOS in frames.

t mask <0-255>

Setsthe IP Type of Service mask. The default is set at 0. This option is used to match TOS in

frames.

newt os <0-255>

Setsthe new IP Type of Service for allow filters. The default isset at 0. A value of “0” means that
the TOS does not change.
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Table 7-11 Advanced Filter Menu (/cfg/slb/filt/adv) (Continued)

Command Syntax and Usage

option di sabl elenabl e
Enables or disables | P option matching. An option comes from the sender, for example, aroute
specification. If apacket has an IP option like ack, r eset , and so forth, it will match (fire) the
filter.

Filtering asingle option is not supported. The filtering options work only with cache-disabled fil-
tering. This option is disabled by default.

i cnp any|<number>|nane
Setsthe ICMP message type. The default is set at any. For alist of ICMP message types, see
Table 7-13 on page 214. For a detailed description of filtering and ICMP, see the Web OS 9.0
Application Guide.

proxy di sabl elenabl e
Enables or disables client proxy. This option appliesonly whenr edi r or nat isspecified asthe
filter action. Enable or disable proxy IP address trand ation for traffic matching the filter criteria
By default, thisis enabled. If disabled, any proxy defined for the switch port using the pi p com-
mand (see page 215) is not performed for traffic meeting thefilter criteria. Thisis useful when cer-
tain traffic must retain original |P address information, or when other forms of translation (such as
Application Redirection or NAT) are preferred.

cache di sabl elenabl e
Enables or disables caching sessions that match the filter. Exercise caution while applying cache-
enabled and cache-disabled filters to the same switch port. A cache-enabled filter creates a session
entry in the switch, so that the switch can bypass checking for subsequent frames that match the
same criteria. Cacheis enabled by default.

Note: Cache should be disabled if applying afilter to virtual server |P address while performing
UDP load balancing (see“udp di sabl e|enabl e|st at el ess” on page 202) .

cont <BWM Contract (1-1024)>

Sets the Bandwidth Management Contract. By default, the contract number is set at 256 for the
Alteon AD3/180e and 1024 for Alteon AD4/184 Web switches.

t nout
Sets the Network Address Translation (NAT) session timeout in an even number of minutes (4—
30). The default is set at 4 minutes.

| og di sabl elenabl e
Enables or disables logging filter messages. This option is disabled by default.
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Table 7-11 Advanced Filter Menu (/cfg/slb/filt/adv) (Continued)

Command Syntax and Usage

ack di sabl elenabl e
Enable or disable TCP ACK matching. Filters with this option enabled match only those frames
that have the TCP ACK or RST flag set. This prevents servers from beginning a TCP connection
(with a TCP SYN) from source TCP port 25. The server will drop any frames that have the ACK
flag “spoofed” in them and will not allocate space for a new connection.

If cacheisdisabled, it will filter out on a per-packet basis. If the cache is enabled, then filtering is
performed on a per-session basis. Thisoption is disabled by default.

fwl b di sabl elenabl e
To ensure that the stateful inspection behavior of firewalls is maintained, a hashing algorithm is
used to ensure that inbound packets and outbound packets for a pair of IPSA/IPDA traverse
through the same firewall. If the dport is 80 or 21, enabling this option changes the hash of the fil-
ter from aWCR hash to a FWLB hash. By defaullt, this option is disabled.

linklb
Enables or disables WAN Link Load Balancing. By default, this option is disabled.

i dshash si p|di p|bot h
Sets the hash metric parameter for Intrusion Detection System Server Load Balancing

url p di sabl elenabl e
Enables or disables URL parsing. By default, this option is disabled.

url cont <URL pathID (1-128)> <BW contract (1-1024)>
Setsthe URL path BW contract for thisfilter. Only use this command when a string is shared by
multiple filters and each filter requires a separate bandwidth.

rurl
Note: Do not use the rurl option unless your Web switch is connected to an RURL -enabled Alteon
iSD device. By default, this option is disabled.

Enables or disables the option to deny packets from passing through Layer 2 if the switch runs out
of memory resources. It also setsthe RURL destination port number or range for redirection.

ftpa di sabl elenabl e
Enables or disables active FTP Client Network Address Translation (NAT). When aclientin active
FTP mode sends a PORT command to aremote FTP server, the switch will look into the data part
of the frame and replace the client 's private | P address with a proxy 1P (Pl P) address. The rea
server port (RPORT) will be replaced with a proxy port (PPORT), that is Pl P:PPORT. By defaullt,
this option is disabled.

rdsnp
Enables or disables WAP RADIUS Snooping capability of afilter. By default, this optionis dis-
abled.

cur
Displays the current advanced filter configuration.
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[cfgl/slb/filt <filter number>/adv/tcp

Advanced Filter TCP Configuration

[ TCP fl ags advanced Menu]

urg - Enabl e or disable TCP URG fl ag mat chi ng
ack - Enabl e or disable TCP ACK flag mat chi ng
psh - Enabl e or disable TCP PSH fl ag mat chi ng
rst - Enabl e or disable TCP RST flag mat chi ng
syn - Enabl e or disable TCP SYN flag mat chi ng
fin - Enabl e or disable TCP FIN flag mat chi ng
cur - Display current ACL TCP filter configuration

These commands can be used to configure packet filtering for specific TCP flags.

Table 7-12 Advanced Filter TCP Menu (/cfg/slb/filt/adv/tcp)

Command Syntax and Usage

urg di sabl elenabl e
Enables or disables TCP URG (urgent) flag matching. By default, this option is disabled.

ack di sabl elenabl e
Enables or disables TCP ACK (acknowledgement) flag matching. By default, this option is dis-
abled.

psh di sabl elenabl e
Enables or disables TCP PSH (push) flag matching. By default, this option is disabled.

rst di sabl elenabl e
Enables or disables TCP RST (reset) flag matching. By default, this option is disabled.

syn di sabl elenabl e
Enables or disables TCP SYN (synchronize) flag matching. By default, this option is disabled.

fin disabl elenabl e
Enables or disables TCP FIN (finish) flag matching. By default, this option is disabled.

cur
Displays the current Access Control List TCP filter configuration.
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ICMP Message Types

The following ICMP message types are used with the/ cf g/ sl b/ fi |l t/adv/i cnp com-
mand. You can list all ICMP message typeswiththe/ cfg/ sl b/filt/adv/icnp |i st
command.

Table 7-13 ICMP Message Types

Type # Message Type Description

0 echorep ICMP echo reply

3 destun ICMP destination unreachable
4 quench ICMP source quench

5 redir ICMP redirect

8 echoreq ICMP echo request

9 rtradv ICMP router advertisement
10 rtrsol ICMP router solicitation

11 timex ICMP time exceeded

12 par am ICMP parameter problem
13 timereq ICMP timestamp request
14 timerep ICMP timestamp reply

15 i nforeq ICMP information request
16 i nforep ICMP information reply

17 maskr eq ICMP address mask request
18 maskrep ICMP address mask reply

214 m Chapter 7: The SLB Configuration Menu

Alteon Systems
050158B, October 2001



Web OS 9.0 Command Reference

[ cfglslb/port <portnumber>
Port SLB Configuration

[SLB port 1 Menu]

client - Enable/disable client processing
server - Enabl e/disable server processing
rts - Enabl e/ di sabl e RTS processing

hot stan - Enabl e/ di sabl e hot -standby processing
intersw - Enabl e/di sable inter-switch processing

pr oxy - Enabl e/ di sabl e use of PIP for ingress traffic
pip - Set Proxy | P address for port
filt - Enabl e/disable filtering
add - Add filter to port
rem - Rerove filter from port
idslb - Enable/disable intrusion detection server |oad
bal anci ng
cur - Display current port configuration

Switch software allows you to enable or disable processing independently for each type of
Layer 4 traffic (client and server), expanding your topology options.

Table 7-14 Port Configuration Menu Options (/cfg/slb/port)

Command Syntax and Usage

client disablelenable
For Server Load Balancing, the port can be enabled or disabled to process client Layer 4 traffic.
Ports configured to process client request traffic bind serversto clients and provide address transla-
tion from the virtual server |P addressto the real server |P address, re-mapping virtua server IP
addresses and port values to real server |P addresses and ports. Traffic not associated with virtual
serversis switched normally. Maximizing the number of these ports on the Layer 4 switch will
improve the switch's potential for effective Server Load Balancing. This option is disabled by
defaullt.

server di sabl elenabl e
Ports configured to provide real server responsesto client requests require real serversto be con-
nected to the Layer 4 switch, directly or through a hub, router, or ancther switch. When server pro-
cessing is enabled, the switch port re-maps real server |P addresses and Layer 4 port values to
virtual server |P addresses and Layer 4 ports. Traffic not associated with virtual serversisswitched
normally. This option is disabled by default.
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Table 7-14 Port Configuration Menu Options (/cfg/slb/port) (Continued)

Command Syntax and Usage

rts di sabl elenabl e
Enables or disables Return to Sender (RTS) load balancing on this port. This option is used for
firewall load balancing or VPN load balancing applications. Enabler t s on all client-side portsto
ensure that traffic ingresses and egresses through the same port. This option is disabled by default.

For more information on using r t s, seethe “Firewall Load Balancing” and “VPN Load Balanc-
ing” chaptersin the Web OS 9.0 Application Guide.

hot st an di sabl elenabl e
Enables or disables hot-standby processing. Use this option and the i nt er swoption in conjunc-
tion with VRRP hot-standby failover. This option is disabled by default.

i ntersw di sabl elenabl e
Enables or disables inter-switch processing. This option is enabled for ports connected to a peer
switch and is disabled by default.

proxy di sabl elenabl e
Enables or disablesa proxy for traffic that ingress this port. When the PIP is defined, client address
information in Layer 4 requests is replaced with this proxy |P address.
In Server Load Balancing applications, this forces response traffic to return through the switch,
rather than around it, asis possible in complex routing environments.
Proxies are also useful for Application Redirection and Network Address Tranglation (NAT).

When pi p is used with Application Redirection filters, each filter'sr por t parameter must also
be defined (seer por t on page 206). This option is disabled by default.

pi p <proxy IP address>
Sets the proxy | P address for this port, using dotted decimal notation. When the PIP is defined, cli-
ent addressinformation in Layer 4 requests is replaced with this proxy |P address.

filter disabl elenable
Enables or disablesfiltering on this port. Enabling the filter sets up the Real Server to look into the
VPN session table. Thisoption is disabled by default.

add <filter ID (1-2048)>
Adds afilter for use on this port.

r em <filter ID (1-2048)>
Removes afilter from use on this port.

idslb
Enables or disables Intrusion Detection System Server Load Balancing. This option is disabled by
defaullt.

cur
Displays current system parameters.
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NoTE — When changing the filters on a given port, it may take some time before the port ses-
sion information is updated so that the filter changes take effect. To make port filter changes
take effect immediately, clear the session binding table for the port (see thecl ear command
in Table 8-4 on page 240).

[ cfgl/lslb/gslb
Global SLB Configuration

[ obal SLB Menu]
site - Renpote Site Menu
| ookup - Network Preference Lookup Menu
ttl - Set Time To Live of DNS resource records
m ncon - Set m ni mum nunber of site connections
inter - Set interval between renmpte site updates
wei ght - Set |ocal weight
dns - Enabl e or disable DNS handoffs
| ocal - Enabl e or disable DNS responses with only | ocal
addr esses
one - Enabl e or disable DNS responses with only one address
al way - Enabl e or disable DNS responses at |east one address
geo - Enabl e or disabl e geographic awareness
http - Enabl e or disable HTTP redirects
usern - Enabl e or disable HTTP redirect to real server nane
on - Gobally turn dobal SLB ON
of f - Gobally turn dobal SLB CFF
cur - Display current G obal SLB configuration

NoTE — Thel ocal , one, al way, and geo options have no effect on lookup.

Table 7-15 Global SLB Menu Options (/cfg/slb/gslb)

Command Syntax and Usage

site <remotesite (1-64)>
Displays the Remote Site Menu for one of up to 64 remote sites. To view menu options, see
page 220. By default, this option is disabled.

| ookup
Displays the Global SLB Lookup Menu. The optionsin this menu will overwrite the geographic
awareness (IANA table) during DNS queries. To view menu options, see page 221.
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Table 7-15 Global SLB Menu Options (/cfg/slb/gslIb) (Continued)

Command Syntax and Usage

ttl <timeto livein seconds (0-65535)>
Specifies the duration (from 0 to 65535 seconds, with default at 60) that the DNS response from
the switch (indicating site of best service) will remain in the cache of DNS servers. A lower value
may increase the ability of the GSLB system to adjust to sudden changes in traffic load, but will
generate more DN S traffic. Higher numbers may reduce the amount of DNS traffic, but may slow
GSLB’s response to sudden traffic changes.

m ncon <minimum connections, 0-65535>
Sets the minimum number of available site connections. The default is set at 1024. If the site's
available sessions fall below this value, traffic won’t be redirected to the site. A siteisnot eligible
for more requests (such as DNS or HTTP redirects) once the number of available connections at a
site drops below this threshold.

i nter <interval in minutes(1-120)>
Sets the time between Distributed Site State Protocol (DSSP) updates between this switch and its
peers. Therange is between 1 and 120 minutes. The default is 1 minute.

wei ght <server weight (1-48)>
Setstheloca weight. The higher the weight value, the more connectionsthat will be directed to the
local site. The default is 1. The response time of this siteis divided by this weight before the best
siteis assigned to a client. Remote site response times are divided by the real server weight before
selection occurs.

dns di sabl elenabl e
Enables or disables DNS handoffs to peer sites by this switch. This should be enabled for proper
GSLB operation. If disabled, whenever the switch receivesa DNS request for a configured service,
it will respond only with its own virtual server |P address, regardless of performance or load con-
siderations. This option is enabled by default.

| ocal disabl elenabl e
Enables or disables switch responses to DNS queries with local virtual server |P addresses. This
optionis disabled by default. When enabled, the switch will always respond to DNS queries by
providing alocal virtual server |P address, as long asthe virtual server |P address has healthy real
servers with an aggregate number of available connections equal to the total from each server’s
configured maxcons vaue, minus the server’s current number of connections. When the real
serversfor thelocal virtual server | P addresses are unavailable or saturated, the switch will
respond to DNS requests using normal GSLB rules.

one di sabl elenabl e
Enables or disables DNS responses with only one address. At most one IP addressisincluded in
each DNS response. This option is disabled by default.
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Table 7-15 Global SLB Menu Options (/cfg/slb/gslIb) (Continued)

Command Syntax and Usage

al way di sabl elenabl e
Enables or disables DNS responses (with) at least one address. At least one IP addressis included
in each DNSresponse. Even if al remote sites cannot handle another request, thelocal VIPis
returned in DNS response to eliminate long DNS timeouts caused by an empty response. This
optionis disabled by defaullt.

geo di sabl elenabl e
Enables or disables geographic awareness, such asthe IANA table. This option is enabled by
default. If this option is disabled, al clients and siteswill be assumed to exist in the same geo-
graphic region, allowing all sitesto be eligible for each client.

http di sabl elenabl e
Enables or disables HTTP redirects to peer sites by this switch. When enabled (default), this switch
will redirect client requests to peer sitesif its own rea serversfail or have reached their maximum
connection limits. If disabled, the switch will not perform HTTP Redirects, but will instead drop
requests for new connections and cause the client’s browser to eventually issue anew DNS
request.

usern di sabl elenabl e
Enables or disables an HTTP redirect to areal server name. When a site redirects aclient to
another siteusing an HTTP redirect, the client isredirected to the new site's | P address. This option
isdisabled by default. If user n isenabled, the client will be redirected to the domain name speci-
fied by the remote real server name plus virtual server domain name:

<remote real server name>. <virtual server domain name>

on
Activates Global Server Load Balancing (GSLB) for this switch. This option can be performed
only once the optional GSLB software is activated (refer to “ Activating Optional Software” on
page 244).

of f
Turns GSLB off for this switch. Any active remote sites will still perform GSLB services with
each other, but will not hand off requests to this switch. By default, GSLB is turned off.

cur
Displays current Global SLB configuration.
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[ cfglslb/gslb/site <sitenumber>
GSLB Remote Site Configuration

[Renpte site 1 Menu]
prima - Set primary switch | P address of renote site
secon - Set secondary switch I P address of renmote site
nane - Set renpte site nane
update - Enable or disable renpote site updates
enable - Enable renpte site
dis - Disable renote site
del - Delete renote site
cur - Display current renote site configuration

Up to 64 remote sites can be configured.

Table 7-16 GSLB Remote Site Menu Options (/cfg/slb/gslb/site)

Command Syntax and Usage

pri ma <server |P address>
Defines the IP interface | P address of the primary switch at the remote site used for Global Server
Load Balancing. Use dotted decimal notation.

secon <server |P address>
If the remote site is configured with a redundant switch, enter the | P address of the IP interface for
the remote secondary switch here. If the remote site primary switch fails, the local switch will
address the remote site secondary switch instead.

nane <31 character name|“ none” >
Sets the name of the remote site. The default is set at none.

updat e di sabl elenabl e
Enables or disables remote site updates. If enabled (default), this switch will send regular Distrib-
uted Site State Protocol (DSSP) updatesto its remote peers using HTTP port 80. If disabled, the
switch will not send state updates. If your local firewall does not permit thistraffic, disable the
updates.

Note: When updat e isenabled, Global Server Load Balancing uses service port 80 on the IP inter-
face for DSSP updates. By default, the Web OS Web-based interface al so uses port 80. Both services
cannot use the same port. If both are enabled, configure the Web OS Browser-Based Interface (BBI)

to use adifferent service port (seethe/ cf g/ sys/ wport option on page 121).

ena
Enables this remote site for use with Global Server Load Balancing.

dis
Disables this remote site. The switch will no longer use this remote site for Global Server Load
Balancing.
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Table 7-16 GSLB Remote Site Menu Options (/cfg/slb/gslIb/site) (Continued)

Command Syntax and Usage

del
Removes this remote site from operation and del etes its configuration.

cur
Displays the current remote site configuration.

[ cfglslb/lgslb/lookup
GSLB Lookup Configuration

[ G obal SLB Lookup Menu]
network - Internet Network Preference Menu
dnane - Set domain narme for internal |ookup table
| ookups - Enabl e or disable network preference | ookups
cur - Display current |ookup configuration

Table 7-17 GSLB Lookup Menu Options (/cfg/slb/gslb/lookup)

Command Syntax and Usage

net wor k <preference number (1-128)>
Displays the Internet Network Preference Menu. If enabled, the switch responds to DNS requests
based on the configured dnamne and Internet Preference Menu option settings. To view menu
options, see page 222.

dname <domain name>|none

Sets the domain name for the internal 1ookup table. The maximum number of characters that a
domain name can use is 34. The default is set at none.

| ookups di sabl elenabl e
Enables or disables network preference lookups. This option is disabled by default.

cur
Displays the current lookup configuration.
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[ cfglslbl/gslbl/lookup/ network

< preference number>
GSLB Internet Network Preference Lookups Configuration

[ Network 1 Menu]
sip - Set Source |P address
mask - Set net mask
vi pl - Set VIP address
Vi p2 - Set VIP address
del - Delete internet network entry
cur - Display current internet network entry configuration

Up to 128 network preference numbers can be set. You can overwrite the IANA table by defin-
ing client networks, using the optionsin this menu. You should use regular GSLB to respond to
a DNS request under the following conditions:

B Queried domain is not matched.

B Client IP address doesn’'t match address in the Network Preference Menu and no default
entry is configured.

B Thereisan entry match in the Network Preference Menu. However, VIP1 and VIP2 are
not healthy—they are down or over the minimum number of connections (M ncon).

The default entry is one where the source IP address and mask are not configured (both are
0.0.0.0) and only the VIP1 and VIP 2 are configured. All client networks not in the Network
Preference Menu will use this entry to respond to a DNS request.

Table 7-18 GSLB Internet Network Preference Menu Options
(/cfg/slb/gslb/lookup/network)

Command Syntax and Usage

sip <IP address>
Sets the source | P address. Specify an |P address in dotted decimal notation, or “any”. A range of
I P addresses is produced when used with the mask option.

mask <IP address>
This IP address mask is used with the source |P SIP address to find a correct virtual server |P
address to respond to a DNS request.

vi pl <IP address>
Setsthefirst virtual server |P address. The address can either be alocal or remote virtua server.
The switch returns the V1P address with the least response time that is over the mi ncon (mini-
mum number of available connections).
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Table 7-18 GSLB Internet Network Preference Menu Options
(/cfg/slb/gslb/lookup/network)

Command Syntax and Usage

Vi p2 <IP address>
Sets the second virtual server |P address.

del
Deletes the specified network entry.

cur
Displays the current Internet network entry configuration.

[ cfglslbl/url
URL Resource Definition

[ URL Resource Definition Menu]
redir - Web Cache Redirection Menu
I'b - Server Load Bal anci ng Menu

Table 7-19 URL Resource Definition Menu Options (/cfg/slb/url)

Command Syntax and Usage

redir
Displays the Web Cache Redirection Menu. To view menu options, see page 224.

I'b
Displays the Server Load Balancing Menu. To view menu options, see page 225.
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[cfgl/slb/url/redir

Web Cache Redirection Configuration

[ Wb Cache Redirection Menu]
add - Add URL expression
rem - Remove URL expression
url al - Enabl e or disable auto-ALLOWNfor non-GETs to origin servers
cookie - Enable or disable auto-ALLONfor Cookie to origin servers
nocache - Enabl e or di sabl e no-cache control header to origin servers
hash - Enabl e or disable URL hashing based on URI
header - Enable or disable server |oad bal ance based on HTTP header
cur - Display current URL expression table

Table 7-20 Web Cache Redirection Menu Options (/cfg/sIb/url/redir)

Command Syntax and Usage

add <string>
Adds the URL expression.

rem <string>
Removes the URL expression.

url al disabl elenabl e
Enables or disables auto-ALLOW for non-GETsto origin servers.
m |f thiscommand is enabled, the switch will redirect al non-GET requests to the origin server.
m |f thiscommand is disabled, the switch will compare the URI against the expression table to
determine whether all non-GET requests should be redirected to a cache server or origin server.
This option is enabled by defaullt.

cooki e di sabl elenabl e
Enables or disables auto-ALLOW for cookie to origin servers.

m |f thiscommand is enabled, the switch will redirect al requests that contain Cookie: in the
HTTP header to the origin server.

m |f thiscommand is disabled, the switch will compare the URI against the expression table to
determine whether it should redirect all requests that contain Cookie: in the HTTP header to a
cache server or origin server.

This option is disabled by default.
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Table 7-20 Web Cache Redirection Menu Options (/cfg/slb/url/redir) (Continued)

Command Syntax and Usage

nocache di sabl elenabl e
Enables or disables no-cache control header to origin servers.

m |f thiscommand is enabled, the switch will redirect al requests that contain Cache-Control: no-
cache in HTTP/1.1 header, or Pragma: no-cache in HTTP/1.0 header to the origin server.

m [f thiscommand is disabled, the switch will compare the URI against the expression table to
determine whether it should redirect requests that contain Cache-Control: no-cache in HTTP/
1.1 header, or Pragma: no-cache in HTTP/1.0 header to a cache server or origin server.

This option is enabled by default.

hash di sabl elenabl e
Enables or disables URL hashing based on the URI.
m |f hashing is enabled, you can set the length of URI that will be used to hash into the cache
server.
m |f hashing is disabled, the switch will only use the host header field to calcul ate the hash key.
This option is disabled by default.

header di sabl elenabl e

Enables or disables server load balancing based on HTTP header. This option is disabled by
default.

cur
Displays the current URL expression table.

[cfg/slb/url/lDb

Server Load Balance Resource Configuration

[ Server Loadbal ance Resource Menu]
nessage - Set error nessage
add - Add URL string for |oad bal ance
renane - Rename URL string for |oad bal ance
rem - Rermove URL string for |oad bal ance
cont - Set BWcontract for the URL string
cur - Display current URL strings

Table 7-21 URL Cache Redirection Menu Options (/cfg/slb/url/Ib)

Command Syntax and Usage

nmessage <64 byte error message>
Setsthe message that will be displayed when an error occurs. The default messageis“No available
server to handle this request.”
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Table 7-21 URL Cache Redirection Menu Options (/cfg/slb/url/Ib)

Command Syntax and Usage

add <URL path string>
Adds the URL path string for load balancing.

rename <URL path string>
Renames the URL path string for load balancing.

r em<URL path ID>
Removes the URL path string from load balancing.

cont <URL path ID (1-128)> <BWM contract (1-1024)>
Sets the Bandwidth Management contract for a specified string for the URL path ID.

cur
Displays the current URL paths.
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[cfglslb/rurl
RURL Configuration

CAuTioN—Do not use the RURL configuration menu and the sub menus unless the Web
switch is connected to an Alteon iSD, running an RURL application.

[ RURL Options Menu]
deny - Enabl e/ di sabl e RURL deny pass-through
dport - RURL destination port nenu
cur - Display current RURL configuration

Table 7-22 RURL Options Menu (/cfg/slb/rurl)

Command Syntax and Usage

deny di sabl elenabl e
Enables or disables the option to deny packets from passing through Layer 2 if the switch runs out
of buffer resources. Thisoption is disabled by default.

dport
Sets the RURL destination port number or range for redirection. To view menu options, see
page 227

cur
Displays the current RURL configuration.

[cfgl/slb/rurl/dport
RURL Destination Port Table Configuration

[ RURL Destination Port Table Menu]
add - Add RURL destination port
rem - Renmpve RURL destination port
cur - Display current RURL destination port table

Table 7-23 RURL Destination Port Table Menu (/cfg/sIb/rurl/dport)

Command Syntax and Usage

add <port>|<port>-<port>
Adds RURL destination port.

Alteon Systems Chapter 7: The SLB Configuration Menu m 227
0501588, October 2001



Web OS 9.0 Command Reference

Table 7-23 RURL Destination Port Table Menu (/cfg/sIb/rurl/dport)

Command Syntax and Usage

rem <entry ID>
Removes RURL destination port.

cur
Displays current RURL destination port table.

[ cf gl sl bl/lwap
WAP Configuration

[ WAP Options Menu]

t pcp - Enabl e/ di sabl e WAP TPCP external notification
debug - WAP debug | evel
cur - Display current WAP configuration

Table 7-24 WAP Configuration Menu Options (/cfg/slb/wap)

Command Syntax and Usage

t pcp di sabl elenabl e
Enables or disables the TPCP external notification for Add/Del et e session requests. This option
isdisabled by defauilt.

debug
Sets the debug level for tracing the WAP related messages. The default is set at 0.

cur
Displays the current WAP configuration
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[ cfglslb/sync

Synchronize Peer Switch Configuration

[ Config Synchronization Menu]

peer - Synch peer switch nenu

filt - Enabl e or disable syncing filter configuration
ports - Enabl e or disable syncing port configuration

prios - Enabl e or disable syncing VRRP priorities

pi ps - Enabl e or disable syncing proxy |IP addresses

bwm - Enabl e or disable syncing BWM configuration

state - Enabl e or disable syncing persistent session state
update - Set stateful failover update period

cur

Di splay current Layer 4 sync configuration

To synchronize the configuration between two switches, a peer must be configured and
enabled on each switch. Switches being synchronized must use the same administrator pass-
word. Peers are sent SLB, FILT, and VRRP configuration updatesusing / oper / sl b/
synch.

Table 7-25 Synchronization Menu Options (/cfg/slb/sync)

Command Syntax and Usage

peer <peer switch number (1-2)>
Displaysthe Sync Peer Switch Menu. This option is enabled by default. To view menu options, see
page 230.

filt disabl elenabl e
Enables or disables synchronizing filter configuration.

ports disabl elenabl e
Enables or disables synchronizing Layer 4 port configuration. This option is enabled by default.

pri os di sabl elenabl e
Enables or disables syncing VRRP priorities. This option is enabled by default.

pi ps di sabl elenabl e
Enables or disables synchronizing proxy IP addresses. This option is disabled by default.

bwm di sabl elenabl e
Enables or disables synchronizing Bandwidth Management configuration between Master and
backup switches. This option is enabled by default.

state di sabl elenabl e

Enables or disables stateful failover for synchronizing the persistent session state. This option is
disabled by default.
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Table 7-25 Synchronization Menu Options (/cfg/slb/sync) (Continued)

Command Syntax and Usage

updat e <seconds, 1-60>
Sets the stateful failover update interval. The active server sends update packets of persistent bind-
ing entries to the backup switch at the specified update interval. The default value is 30 seconds.

cur
Displays the current Layer 4 synchronization configuration.

[ cf gl sl b/sync/peer <peer switch number>
Peer Switch Configuration

[Peer Switch 1 Menu]
addr - Set peer switch | P address
ena - Enabl e peer switch
dis - Disable peer switch
del - Delete peer swtch
cur - Display current peer switch configuration

To synchronize the configuration between two switches, a peer must be configured and
enabled on each switch. Switches being synchronized must use the same administrator pass-
word.

Table 7-26 Synch Peer Switch Menu Options (/cfg/slb/sync/peer)

Command Syntax and Usage

addr <IP address>
Sets the peer switch |P address. The default is0.0.0.0

ena
Enables the peer for this switch. By default, this option is disabled.

dis
Disables the peer for this switch.

del
Deletes the peer for this switch

cur
Displays the current peer switch configuration.
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[ cfgl/slb/adv

Advanced Layer 4 Configuration

[ Layer 4 Advanced Menu]
script - Scriptable Health Check Menu

waphc - WAP Health Check Menu

i mask - Set virtual and real |P address nask

met - Set managenent networKk

mrask - Set mmnagenent subnet nask

prmask - Set persistent mask

secret - Set RADIUS secret

mnter - Set interval of response and bandw dth netric updates
idslb - Set real server group number for |DSLB

direct - Enable/disable Direct Access Mde

grace - Enabl e/ di sabl e graceful real server failure
matrix - Enable/disable Virtual Matrix Architecture

t pcp - Enabl e/ di sabl e Transparent Proxy Cache Protocol
fastage - Session table fast-age (1 sec) period bit shift
sl owage - Session table slowage (2 mn) period bit shift
cur - Display current Layer 4 advanced configuration

Table 7-27 Layer 4 Advanced Menu Options (/cfg/slb/adv)

Command Syntax and Usage

scri pt <health script number (1-8)>
Displays the Scriptable Health Check Menu. To view menu options, see page 233.

waphc
Displays the WAP Health Check Menu. To view menu options, see page 234.

i mask <IP subnet mask (such as 255.255.255.0)>

Configuresthereal and virtua server |P address mask using dotted decimal notation. The default
is255.255.255.255.

met <IP address>
If defined, management traffic with this source I P address will be allowed direct (non-Layer 4)
accessto thereal servers. Specify an |P addressin dotted decimal notation. A range of |P addresses
is produced when used with the mask option.

mrask <IP subnet mask (such as 255.255.255.0)>

This | P address mask is used with the et to select management traffic which is allowed direct
accessto real servers. The default is 255.255.255.255.

prmask <IP subnet mask (such as 255.255.255.0)>
Sets persistent mask. The default is 255.255.255.255.
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Table 7-27 Layer 4 Advanced Menu Options (/cfg/slb/adv) (Continued)

Command Syntax and Usage

secret <1-32character secret>
To perform application health checking to a RADIUS server, the network administrator must con-
figure two parametersin the switch: the/ cf g/ sl b/ secr et value and thecnt nt parameter
with a username: password value. Thesecr et valueisafield of up to 32 aphanumeric charac-
tersthat is used by the switch to encrypt a password during the RSA Message Digest Algorithm
(MD5) and by the RADIUS server to decrypt the password during verification. The default is
none.

m nt er <1-256 (number of seconds between updates)>
This command sets the interval of response and bandwidth metric updates. The default is set at 10.

i dsl b <1-256>
This command sets the real server group number for Intrusion Detection System Server Load Bal-
ancing. The copied incoming sessionswill be load-balanced across the serversin thisreal server
group. The default isset at 1.

di rect disabl elenabl e
Enable/disables Direct Access Mode to real servers/services. This option also allows any virtua
server to load balance any real server. By default, this option is disabled.

grace di sabl elenabl e

Enables or disables graceful real server failure. Allows existing connectionsto newly failed server
to gracefully continue. By default, this option is disabled.

matri x di sabl elenabl e

Enables or disables the use of Virtual Matrix Architecture on the Web switch. By defaullt, this
option is enabled.

tpcp di sabl elenabl e

Enables or disables the TPCP (Transparent Proxy Cache Protocal). This command is used for
security reasons—the UDP port can be closed. By default, this option is disabled.

fastage <0-7>
Controls how frequently afastage scan is performed. The default interval is two seconds. Each
incremental increase of the value doubles the length of theinterval.
The fastage scan is used to remove TCP sessions that have been closed with aFIN and sessions
that have been identified by the slowage scan asidle for the maximum allowed period. If alarge
value of slowage is used, a session can remain in the session table for minutes. The default is 0.

sl onage <0-15>
Controls how frequently a slowage scan is performed. The default interval istwo minutes. Each
incremental increase of the value doubles the length of theinterval. (Vaueis set in bits rather than
seconds, which causes the time to double per increment).

The slowage scan is used to remove idle or non-TCP sessions from the session at the specified
intervals. If alarge value of dowageis used, a session can remain in the session table for months.
Thedefault is0.
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Table 7-27 Layer 4 Advanced Menu Options (/cfg/slb/adv) (Continued)

Command Syntax and Usage

cur
Displays the current Layer 4 advanced configuration.

[ cfglslbl/adv/script
Scriptable Health Checks Configuration

[Health Script 1 Menu]
open - Add open command to end of script
send - Add send command to end of script
expect - Add expect command to end of script
cl ose - Add cl ose command to end of script
rem - Rerove | ast command from scri pt
del - Delete script
cur - Display current script configuration

The Health Script menu provides commands that can be used to define the health “script.” The
total number of characters cannot exceed 1024 bytes. Up to eight scripts can be configured.

Table 7-28 Scriptable Health Check Menu Options (/cfg/slb/adv/script)

Command Syntax and Usage

open <real port or name, eg, http>
Setsthe TCP port to be opened.

send <text string>
Sends an ASCII string through open TCP port. For example, an HTTP request, such as,
“ GET /default.asp HTTP/1.1\r\\nHOST:

www.a teon.com\\r\n\\r\\n.” >

expect <textstring>

Expects an ASCII string for successful health check on open TCP port, such asan HT TP response:
HTTP/1.1 200

cl ose
Closes TCP connection.

rem
Removes the last entered line from the script.

del
Deletes the current script.
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Table 7-28 Scriptable Health Check Menu Options (/cfg/slb/adv/script)

Command Syntax and Usage

cur
Lists the current script configuration.

[ cfgl/slbladv/ waphc
WAP Health Checks Configuration

[WAP Heal th Check Menu]
wspport - WSP port nunber to health check
wtlsprt - WILS port nunber to health check
offset - Ofset in received WP packet
sndcnt - Content to be sent to the WAP gat eway
rcvent - Content to be received fromthe WAP gat eway
cur - Display current WAP heal th check configuration

Table 7-29 WAP Health Check Menu Options (/cfg/slb/adv/waphc)

Command Syntax and Usage

wspport <port number (0-65534)>

Enter the port number on which WSP health checks will be performed. The default port number is
9200.

wt | sprt <port number (0-65534)>

Enter the port number on which WTL S health checks will be performed. The default port number
is9203.

of f set <WSP receive offset (0-256)>

Enter the receive offset value content of the received WSP packages. An offset value of 0 (default)
sets the switch to start comparisons from the beginning of the content of the received packet.

sndcnt <hexadecimal string>

Enter a hexidecimal string that represents a connectionless WSP request to a WSP gateway. This
string will be delivered to the WSP gateway.

rcvent <hexadecimal string>

Enter ahexadecimal string that represents the content that the switch expectsto receive from the
WSP gateway.

cur
Displays the current WAP Health Check configuration.
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CHAPTER 8

The Operations Menu

The Operations Menu is generally used for commands that affect switch performance immedi-
ately, but do not alter permanent switch configurations. For example, you can use the Opera-
tions Menu to immediately disable a port (without the need to apply or save the change), with
the understanding that when the switch is reset, the port returns to its normally configured

operation.

[ oper

Operations Menu

port -
mrr -
slb -
vrrp -
bwm -
ip -
swkey -
r nkey -

[ Operations Menu]

Qperational Port Menu

Qperational Mrroring Menu

Oper ational Server Load Bal anci ng Menu
Qperational Virtual Router Redundancy Menu
Qper ati onal Bandw dt h Managenent Menu
Qperational | P Menu

Enter key to enable software feature

Enter software feature to be renpved

The commands of the Operations Menu enable you to alter switch operational characteristics
without affecting switch configuration.
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Port Mirroring menu options are accessible only to the Alteon AD4 and Alteon 184 Web-
Switches.

Table 8-1 Operations Menu Options (/oper)

Command Syntax and Usage

port <portasnumber (1-9)>
Displays the Operational Port Menu. To view menu options, see page 237.

mrr
Displays the Operational Mirroring Menu. To view menu options, see page 238.

slb
Displays the Operational Layer 4 Menu. To view menu options, see page 240.

vrrp
Displays the Operational Virtual Router Redundancy Menu. To view menu options, see page 241.

bwm
Operational Bandwidth Management Menu. To view menu options, see page 242.

ip
Displays the | P Operations Menu, which has one sub-menu/option, the Operational Border Gate-
way Protocol Menu. To view menu options, see page 241.

swkey <16-hex-digit key to enable software feature>
Enter key to enable software feature. For details, see page 244.

r mkey <software feature to be removed>
Enter software feature to be removed. For details, see page 245.
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[ oper/ port <port number>
Operations-Level Port Options

[ Operations Port 1 Menu]
rmon - Enabl e/ Di sabl e RMON for port
ena - Enabl e port
dis - Disable port
cur - Current port state

Operations-level port options are used for temporarily disabling or enabling a port, and for
changing Remote Monitoring (RMON) status on a port.

Table 8-2 Operations-Level Port Menu Options (/oper/port)

Command Syntax and Usage

rmon di sabl elenabl e
Temporarily enables/disables RMON on the port. The port will be returned to its configured oper-
ation mode when the switch is reset.

ena
Temporarily enables the port. The port will be returned to its configured operation mode when the
switch is reset.
dis
Temporarily disablesthe port. The port will be returned to its configured operation mode when the
switch is reset.
cur
Displays the current settings for the port.
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[oper/mrr
Operations-Level Port Mirroring Options

[Port Mrroring Menu]
to - Set "Monitoring" port
from - Set "Mrrored" port
dir - Set Direction [in, out, both]
tmout - Set Mrroring Tinmeout val ue
ena - Enable Port Mrroring
dis - Disable Port Mrroring
cur - Display current Port Mrroring configuration

The Port Mirroring Menu is used to configure, enable, and disable the port monitor. When
enabled, Layer 2 network packets being sent and/or received on atarget port are duplicated and
sent to a monitor port. By attaching a network analyzer to the monitor port, you can collect
detailed information about your network performance and usage.

NOTE — Layer 3 and Layer 4 traffic is not mirrored through this facility.

NOTE — Port Mirroring cannot be used simultaneously with Layer 4 services (Server Load Bal-
ancing or Application Redirection) on any switch port connected to a server either directly, or
through another switch or hub. For Server Load Balancing, thislimitation appliesto any switch
port configured with server processing enabled. For Application Redirection, this limitation
applies to any switch port that has a cache server attached to it directly or indirectly. Use your
network analyzer with a full-duplex pass-through connection or an Ethernet hub when trouble-
shooting a switch port connected to a server providing Layer 4 services.

238 m Chapter 8: The Operations Menu Alteon Systems
0501588, October 2001



Alteon

Web OS 9.0 Command Reference

Table 8-3 Port Mirroring Menu Options (/oper/mirr)

Command Syntax and Usage

t o <port number (1-9)>
This defines the monitoring port. When port mirroring is enabled, packets received and/or trans-
mitted by the mirrored port will be duplicated to the switch port specified in this command.

f rom <port number (1-9)>
This definesthe mirrored port. When port mirroring is enabled, packets received and/or sent by the
port specified in this command will be sent to the monitor port.

di r injout |both
This determines which type of packets will be sent to the monitor port:
m | n = packets received at the mirrored port
m out = packets sent from the mirrored port
m bot h = packets sent and received by the mirrored port

t nout <seconds (0-86400)>
Port mirroring will be automatically disabled (regardless of port state) after the time-out period
specified in this command. Valid times are from O (does not time-out) to 86400 seconds.

ena
Turns port mirroring on.

dis
Turns port mirroring off.

cur
Displays the current mirroring settings.
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[ oper/slb
Operations-Level SLB Options

[ Server Load Bal anci ng Operations Menu]
sync - Synchroni ze SLB, VRRP and other configurations on
peers
ena - Enabl e real server
dis - Disable real server
cl ear - Clear session table
cur - Current layer 4 operational state

When the optional Layer 4 software is enabled, the operations-level Server Load Balancing
options are used for temporarily disabling or enabling real servers and synchronizing the con-
figuration between the active/active switches.

Table 8-4 Server Load Balancing Operations Menu Options (/oper/slb)

Command Syntax and Usage

sync
Synchronizes the SLB, filter, and VRRP configuration on a peer switch (a switch that ownsthe IP
address). To take effect, peers must be configured on the Web switches and the administrator pass-
word on the Web switches must be identical.

ena <real server number (1-255)>
Temporarily enablesareal server. Therea server will be returned to its configured operation mode
when the switch is reset.

di s <real server number (1-255)>
Temporarily disables areal server, removing it from operation within itsrea server group and vir-
tual server. Thereal server will be returned to its configured operation mode when the switch is
reset.

cl ear
Clears dl session tables and allows port filter changes to take effect immediately.

Note: This command disrupts current Server Load Balancing and Application Redirection
sessions.

cur
Displays the current SLB operational state.
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[ oper/vrrp
Operations-Level VRRP Options

[ VRRP Operations Menu]
back - Set virtual router to backup

This menu is used to force a master virtual router to become backup router.

Table 8-5 Virtual Router Redundancy Operations Menu Options (/oper/vrrp)

Command Syntax and Usage

back <virtual router number (1-256)>

Forces the specified master virtual router on this switch into backup mode. Thisis generally used
for passing master control back to apreferred switch once the preferred switch has been returned to
service after afailure. When this command is executed, the current master gives up control and ini-
tiates a new election by temporarily advertising its own priority level as 0 (lowest). After the new
election, the virtual router forced into backup mode by this command will resume master control in
the following cases:

m Thisswitch ownsthe virtual router (the IP addresses of the virtual router and its IP interface are
the same)

m This switch’'svirtual router has a higher priority and preemption is enabled.

® There are no other virtua routers available to take master control.
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[ oper / bwm
Operations-Level Bandwidth Management
Options

[ Bandwi dt h Managenment Operations Menu]
sndhist - Send BWHi story to SMIP server

Thesndhi st command is used to send bandwidth management statistics to a system admin-
istrator specified under / cf g/ bwnt user (see page 175).

Table 8-6 Bandwidth Operations Menu Options (/oper/bwm/sndhist)

Command Syntax and Usage

sndhi st
Sends the bandwidth history to an SMTP server.
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[oper/ip

Operations-Level IP Options

[P Operations Menu]
bgp - Operational Border Gateway Protocol Menu

Table 8-7 IP Operations Menu Options (/oper/ip)

Command Syntax and Usage

bgp
Displays the Border Gateway Protocol Operations Menu, shown below.

[ oper /i p/ bgp
Operations-Level BGP Options

[ Border Gateway Protocol Operations Menu]

start - Start peer session
stop - Stop peer session
cur - Current BGP operational state

Table 8-8 IP Operations Menu Options (/oper/ip)

Command Syntax and Usage

start <peer number (1-4)>
Starts the peer session.

stop <peer number (1-4)>
Stops the peer session.

cur
Displays the current BGP operational state.
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[ oper/ swkey
Activating Optional Software

The swkey option isused for activating any optional software you have purchased for your
switch.

Before you can activate optional software, you must obtain a software license from your
Alteon WebSystems representative or authorized reseller. One software license is needed for
each switch where the optional software isto be used. You will receive a Licence Certificate
for each software license purchased.

To obtain a software key, you must register each License Certificate with Alteon WebSystems
and provide the MAC address of the Web OS switch that will run the optional software. Alteon
WebSystems will then provide a License Password.

NOTE — Each License Password will work only on the specific switch which has the MAC
address you provided when registering your Licence Certificate.

Once you have your License Password, perform the following actions:

1. Connect tothe switch’scommand lineinterface and log in asthe administrator (see Chap-
ter 1, “The Command Line Interface”).

2. AttheMi n# prompt, enter:

‘ Mai n# oper ‘

3. AttheQper ati ons# prompt, enter:

‘ Oper ati ons# swkey ‘

4. When prompted, enter your 16-digit software key code. For example:

‘ Enter Software Key: 123456789ABCDEF ‘

If the correct code is entered, you will see the following message:

Valid software key entered.
Sof tware feature enabl ed.
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[ oper/rnkey
Removing Optional Software

Ther nkey option is used for deactivating any optional software. Deactivated software is still
present in switch memory and can be reactivated at any later time.

To deactivate optional software, enter the following at the Operations Menu:

‘ Oper ati ons# rnkey ‘

When prompted, enter the code for software to be removed. For example:

‘ Enter Software Feature to be renoved: [SLB]|GSLB| WCR: SLB ‘
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CHAPTER 9

The Boot Options Menu

To use the Boot Options Menu, you must be logged in to the switch as the administrator. The
Boot Options Menu provides options for:

B Sdlecting a switch software image to be used when the switch is next reset
B Sedlecting a configuration block to be used when the switch is next reset
B Downloading or uploading a new software image to the switch viaTFTP

To access the Boot Options Menu, at the Main Menu prompt, enter:

Mai n# boot

The Boot Options Menu is displayed:

[ Boot Options Menu]
imge - Select software inmage to use on next boot
conf - Select config block to use on next boot
gting - Downl oad new software i nage via TFTP
pting - Upload sel ected software i mage via TFTP
reset - Reset switch [WARNING Restarts Spanning Tree]
cur Di spl ay current boot options

Each of these optionsis discussed in greater detail in the following sections.
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Updating the Switch Software Image

The switch software image is the executable code running on the Web switch. A version of the
image ships with the switch, and comes pre-installed on the device. As new versions of the
image are rel eased, you can upgrade the software running on your switch.

Upgrading the software image on your switch requires the following:
B | oading the new image onto a TFTP server on your network

B Downloading the new image from the TFTP server to your switch

B Sdlecting the new software image to be loaded into switch memory the next time the
switch isreset

Downloading New Software to Your Web Switch

The switch can store up to two different software images, called i nagel andi nage2, as
well as boot software, called boot . When you download new software, you must specify
where it should be placed: either into i nmagel, i mage2, or boot .

For example, if your activeimageis currently loaded intoi nagel, you would probably load
the new image software into i mage2. This lets you test the new software and rel oad the origi-
nal activeimage (stored ini nage1l), if needed.

To download anew software to your switch, you will need the following:

B Theimage or boot software loaded on a TFTP server on your network
B The hostname or IP address of the TFTP server

B The name of the new software image or boot file

NOTE — The DNS parameters must be configured if specifying hostnames. See “Domain Name
System Configuration” on page 147).

When the above requirements are met, use the following procedure to download the new soft-
ware to your switch.

1. AttheBoot Opti ons# prompt, enter:

Boot Options# gting ‘
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2. Enter the name of the switch softwareto be replaced:

Enter name of switch software image to be repl aced
["imagel"/"i mage2"/"boot"]: <image>

3. Enter thehostnameor |P address of the TFTP server.

Enter hostnane or | P address of TFTP server: <server nameor |P address>

4. Enter the name of the new software file on the server.

Enter nane of file on TFTP server: <filename>

The exact form of the name will vary by TFTP server. However, the file location is normally
relative to the TFTP directory (usualy / t f t pboot ).

5. Thesystem promptsyou to confirm your request.

You should next select a software image to run, as described below.

Selecting a Software Image to Run

You can select which software image (i magel or i mage2) you want to run in switch mem-
ory for the next reboot.

1. AttheBoot Opti ons# prompt, enter:

Boot Options# i mage

2. Enter the name of theimage you want the switch to use upon the next boot.

The system informs you of which image is currently set to be loaded at the next reset, and
prompts you to enter a new choice:

Currently set to use switch software "inagel" on next reset.
Specify new i nage to use on next reset ["inmagel"/"inmage2"]:
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Uploading a Software Image from Your Web Switch

You can upload a software image from the switch to a TFTP server.

1. AttheBoot Opti ons# prompt, enter:

Boot Options# pting

2. Thesystem promptsyou for information. Enter the desired image:

Enter name of switch software image to be upl oaded
["inmagel"|"image2"|"boot"]: <image>

3. Enter thenameor thelP addressof the TFTP server:

Enter hostname or |P address of TFTP server: <server nameor |P address>

4. Enter the name of the fileinto which theimage will be uploaded on the TFTP server:

Enter nane of file on TFTP server: <filename>

5. Thesystem then requests confirmation of what you have entered. To have the file
uploaded, enter Y.

i mage2 currently contains Software Version 8.3.12

that was downl oaded at 15:05:47 Fri Dec 1, 2000.

Upload will transfer inage2 (778656 bytes) to file "test"
on TFTP server test.

Confirmupl oad operation [y/n]: Yy
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Selecting a Configuration Block

When you make configuration changes to the Web switch, you must save the changes so that
they are retained beyond the next time the switch is reset. When you perform the save com-
mand, your new configuration changes are placed in the active configuration block. The previ-
ous configuration is copied into the backup configuration block.

Thereisalso afactory configuration block. Thisholdsthe default configuration set by the factory
when your Web switch was manufactured. Under certain circumstances, it may be desirable to
reset the switch configuration to the default. This can be useful when a custom-configured Web
switch is moved to a network environment where it will be reconfigured for a different purpose.

Use the following procedure to set which configuration block you want the switch to load the
next timeit is reset:

1. AttheBoot Opti ons# prompt, enter:

Boot Options# conf

2. Enter the name of the configuration block you want the switch to use:

The system informs you of which configuration block is currently set to be loaded at the next
reset, and prompts you to enter a new choice:

Currently set to use active configuration block on next reset.
Specify new block to use ["active"/"backup"/"factory"]:

Resetting the Web Switch

You can reset the switch to make your software image file and configuration block changes occur.

NOTE — Resetting the switch causes the Spanning Tree Protocol to restart. This process can be
lengthy, depending on the topology of your network.

To reset the switch, at the Boot Opt i ons# prompt, enter:

>> Boot Options# reset

You are prompted to confirm your request.
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CHAPTER 10
The Maintenance Menu

The Maintenance Menu is used to manage dump information and forward database informa-
tion. It also includes a debugging menu to help with troubleshooting.

/ mai nt
Maintenance Menu

NOTE — To use the Maintenance Menu, you must be logged in to the switch as the administrator.

[ Mai nt enance Menu]
Sys - System Mai nt enance Menu
fdb - Forwar di ng Dat abase Mani pul ati on Menu
debug - Debuggi ng Menu
arp - ARP Cache Mani pul ati on Menu
route - | P Route Mani pul ati on Menu
uudnp - Uuencode FLASH dunp
pt dnp - tftp put FLASH dunp to tftp server
cldnp - Clear FLASH dunp
pani c - Dunmp state information to FLASH and reboot
tsdnp - Tech support dunmp

Dump information contains internal switch state data that is written to flash memory on the
Web switch after any one of the following occurs:

B The switch administrator forces a switch panic. The pani ¢ option, found in the Mainte-
nance Menu, causes the switch to dump state information to flash memory, and then
causes the switch to reboot.

B The switch administrator enters the switch reset key combination on adevicethat is
attached to the console port. The switch reset key combination is <Shift><Ctrl><->.

B Thewatchdog timer forces a switch reset. The purpose of the watchdog timer is to reboot
the switch if the switch software freezes.

B The switch detects a hardware or software problem that requires a reboot.
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Table 10-1 Maintenance Menu Options (/maint)

Command Syntax and Usage

sys
Displays the System Maintenance Menu. To view menu options, see page 254.

fdb
Displays the Forwarding Database M anipulation Menu. To view menu options, see page 255.

debug
Displays the Debugging Menu. To view menu options, see page 256.

arp
Displays the ARP Cache Manipulation Menu. To view menu options, see page 257.

route
Displays the P Route Manipulation Menu. To view menu options, see page 258.

uudnp
Displays dump information in uuencoded format. For details, see page 259.

pt dnp
Saves the system dump information via TFTP. For details, see page 260.

cl dmp
Clears dump information from flash memory. For details, see page 260.

pani c
Dumps MP information to FLASH and reboots. For details, see page 261.

t sdmp
Dumps al Web switch information, statistics, and configuration.You can log the tsdump output
into afile, and send it to Alteon WebSystems Tech Support for debugging purposes.

[ mai nt/sys
System Maintenance Options

This menu isreserved for use by Alteon WebSystems Customer Support. The options are used
to perform system debugging.
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[ mai nt/fdb
Forwarding Database Options

[ FDB Mani pul ati on Menu]
find - Show a single FDB entry by MAC address
port - Show FDB entries for a single port
vl an - Show FDB entries for a single VLAN
r ef pt - Show FDB entries referenced by a single port
dunp - Show all FDB entries
del - Delete an FDB entry
cl ear - Clear entire FDB

The Forwarding Database Manipulation Menu can be used to view information and to delete a
MAC address from the forwarding database or clear the entire forwarding database. Thisis
helpful inidentifying problems associated with MAC address |earning and packet forwarding
decisions.

Table 10-2 FDB Manipulation Menu Options (/maint/fdb)

Command Syntax and Usage

find <MAC address> [<VLAN>]
Displays a single database entry by its MAC address. You are prompted to enter the MAC address
of the device. Enter the MAC address using the xx: xx: XX: xX: xx: xx format (such as
08: 00: 20: 12: 34: 56) or xXXXXxXxxxxXx format (such as080020123456).

port <port number (0-9)>
Displays all FDB entries for a particular port. Use “0” for unknown port number.

vl an <VLAN number (1-4094)>
Displays all FDB entrieson asingle VLAN.

ref pt <port number>
Displays all FDB entries reference by a single port.

dunp
Displays all entriesin the Forwarding Database. For details, see page 59.

del <MAC address>
Removes asingle FDB entry.

cl ear
Clears the entire Forwarding Database from switch memory.
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/ mai nt/ debug
Debugging Options

[ M scel | aneous Debug Menu]

t buf - Show MP trace buffer
shap - Show MP snap (or post-nortem) trace buffer
spth - Show SP trace buffer

The Miscellaneous Debug Menu displays trace buffer information about events that can be
helpful in understanding switch operation. You can view the following information using the
debug menu:

B Eventstraced by the Management Processor (MP)
B Eventstraced by the Switch Processor (SP)
B Eventstraced to abuffer areawhen areset occurs

If the switch resets for any reason, the MP trace buffer and SP trace buffers are saved into the
snap trace buffer area.

The output from these commands can be interpreted by the Alteon WebSystems Customer
Support organization.

Table 10-3 Miscellaneous Debug Menu Options (/maint/debug)

Command Syntax and Usage

t buf

Displays the Management Processor trace buffer. Header information similar to the following is
shown:

MP trace buffer at 13:28: 15 Fri My 25, 2001; nask: Ox2ffdf 748
The buffer information is displayed after the header.

snap
Displays the Management Processor snap (or post-mortem) trace buffer. This buffer containsinfor-
mation traced at the time that a reset occurred.

spt b <port number>
Displays the Switch Processor trace buffer. Header information similar to the following is shown:
Port 1 trace buffer at 13:37:22 Fri May 25, 2001; nmask: 0x00800008
The buffer information is displayed after the header.
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[maint/arp
ARP Cache Options

[ Address Resol ution Protocol Menu]
find - Show a single ARP entry by | P address
port - Show ARP entries on a single port
vl an - Show ARP entries on a single VLAN
r ef pt - Show ARP entries referenced by a single port
dunp - Show all ARP entries
add - Add a permanent ARP entry
del - Delete an ARP entry
cl ear - Clear ARP cache
addr - Show ARP address |i st

Table 10-4 Address Resolution Protocol Menu Options (/maint/arp)

Command Syntax and Usage

find <IPaddress>
Shows asingle ARP entry by |P address.

port <port number>
Shows ARP entries on asingle port.

vl an <VLAN ID>
Shows ARP entrieson asingle VLAN.

ref pt <port number>
Shows all ARP entries referenced by a single port.

dunp
Shows all ARP entries.

add <IP address> <MAC address> <VLAN number> <port>
Adds asingle ARP entry from switch memory.

del <IP address>
Removes a single ARP entry from switch memory.

cl ear
Clearsthe entire ARP list from switch memory.

addr
Shows the list of 1P addresses which the switch will respond to for ARP requests.
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NoOTE — To display all ARP entries currently held in the switch, or a portion according to one
of the options listed on the menu above (f i nd, port, vl an, r ef pt, dunp), you can also
refer to “ARP Information” on page 57.

/[ mai nt/route
IP Route Manipulation

[P Routing Menu]
find - Show a single route by destination |P address
gw - Show routes to a single gateway
type - Show routes of a single type
tag - Show routes of a single tag
if - Show routes on a single interface
dunp - Show all routes
clear - Cear route table

Table 10-5 IP Route Manipulation Menu Options (/maint/route)

Command Syntax and Usage

find <IPaddress>
Shows a single route by destination | P address.

gw <default gateway address>
Shows routes to a default gateway.

type <type>indirect|direct|local|broadcast|martian|nulticast
Shows routes of a single type. For adescription of 1P routing types, see Table 4-5 on page 55

tag <type>fixed|static|snnp|addr|rip|bgp|icnp|broadcast|marti an|
mul ticast|vip
Shows routes of a single tag. For a description of IP routing tags, see Table 4-6 on page 56

i f <interface number (1-256)>
Shows routes on a single interface.

cl ear
Clears the route table from switch memory.

dunp
Shows all routes.

NOTE — To display al routes, you can also refer to “IP Routing Information” on page 54.

258 m Chapter 10: The Maintenance Menu Alteon Systems
0501588, October 2001



Alteon

Web OS 9.0 Command Reference

[ mai nt / uudnp

Uuencode Flash Dump

Using this command, dump information is presented in uuencoded format. This format makes
it easy to capture the dump information as afile or astring of characters. You can then contact
Alteon WebSystems Customer Support for help analyzing the information.

If you want to capture dump information to afile, set your communication software on your
workstation to capture session data prior to issuing the uudnp command. Thiswill ensure that
you do not lose any information. Once entered, the uudnp command will cause approximately
1460 lines of datato be displayed on your screen and copied into the file.

Using the uudnp command, dump information can be read multiple times. The command
does not cause the information to be updated or cleared from flash memory.

NoOTE — Dump information is not cleared automatically. In order for any subsequent dump
information to be written to flash memory, you must manually clear the dump region. For more
information on clearing the dump region, see page 260.

To access dump information, at the Mai nt enance# prompt, enter:

‘ Mai nt enance# uudnp

The dump information is displayed on your screen and, if you have configured your communi-
cation software to do so, captured to afile. If the dump region is empty, the following appears:

‘ No FLASH dunp avail abl e.
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[ mai nt/ ptdnp <server> <filename>
TFTP System Dump Put

Use this command to put (save) the system dump to a TFTP server.

NOTE — If the TFTP server isrunning SunOS or the Solaris operating system, the specified

pt dnp file must exist prior to executing the pt dnp command, and must be writable (set with
proper permission, and not locked by any application). The contents of the specified file will
be replaced with the current dump data.

To save dump information via TFTP, at the Mai nt enance# prompt, enter:

Mai nt enance# ptdnp server filename

Where server isthe TFTP server | P address or hostname, and filename is the target dump file.

[ mai nt/cl dnp
Clearing Dump Information

To clear dump information from flash memory, at the Mai nt enance# prompt, enter:

‘ Mai nt enance# cl dmp ‘

The switch clears the dump region of flash memory and displays the following message:

‘ FLASH dunp region cl eared. ‘

If the flash dump region is aready clear, the switch displays the following message:

‘ FLASH dunp region is already clear. ‘
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[ mai nt/ pani c
Panic Command

The pani ¢ command causes the switch to immediately dump state information to flash mem-
ory and automatically reboot.

To select pani ¢, at the Mai nt enance# prompt, enter:

‘ Mai nt enance# pani c ‘

Enter y to confirm the command:

‘ Confirmdunp and reboot [y/n]: y ‘

The following messages are displayed:

Starting system dunp...done.

Reboot at 11:54:08 Wednesday January 24, 2001...
Boot version 1.0.1

Al teon 184

Reboot ed because of consol e PAN C conmand.

Booti ng conplete 11:55:01 Wednesday January 24, 2001:
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Unscheduled System Dumps

If there is an unscheduled system dump to flash memory, the following message is displayed
when you log on to the switch:

Note: A system dunp exists in FLASH The dunp was saved
at 13:43:22 Thursday Jan 25, 2001. Use /nmaint/uudnp to
extract the dunmp for analysis and /maint/cldnmp to
cl ear the FLASH regi on. The region nust be cleared
bef ore anot her dunp can be taken.
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Web OS Syslog Messages

The following syntax is used when outputting syslog messages:

<Time stamp><Log Label>Web OS<Thread ID>: <Message>
where

B <Timestamp>

The time of the message event is displayed in month day hour:minute:second format. For
example: Aug 19 14: 20: 30

B <Log Label>

The following types of log messages are recorded: LOG_EMERG LOG_ALERT,
LOG CRI T,LOG _ERR, LOG WARNI NG LOG_NOTI CE, LOG | NFO, and LOG_DEBUG

B <Thread ID>

Thisisthe software thread that reports the log message. The following thread IDs are
recorded: st p,i p,sl b,consol e,t el net,vrrp,systemweb server,ssh,and

bgp
B <Message>: The log message

Following isalist of potential syslog messages. To keep thislist as short as possible, only
<Thread ID> and <Message> are shown. The messages are sorted by <Log Label>.

Where the <Thread ID> islisted as mgmt, one of the following may be shown: consol e,
tel net,web server,orssh.
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LOG_ALERT
<mgmt>: ERROR: Synchronization from non-configured peer <ip_address> was blocked

<mgmt>: new synch configuration did not apply (rc=<error_code>)
<mgmt>: new synch configuration did not save (rc=<error_code>)

<mgmt>: new synch configuration did not validate (rc=<error_code>)
<mgmt>: Sync Password Failed-No Password Line

<mgmt>: Synch Password Failed-Bad Password

<mgmt>: WARNING: Synchronization from non-configured peer <ip_address>
bgp: notification (<reason>) received from <BGP peer ip_address>

bgp: session with <BGP peer ip_address> failed (<reason>)

ip: cannot contact default gateway <ip_address>

slb: cannot contact real server <ip_address>

slb: cannot contact real service <ip_address:real_port>

db: real server <ip_address> disabled through configuration

slb: real server <ip_address> has reached maximum connections

slhb: real server failure threshold (<threshold>) has been reach for group <group_id>
db: received update from <ip_address> for unknown remote server

slb: received update from <ip_address> for unknown virtual service

stp: own BPDU received from port <port_id>

vrrp: received errored advertisement from <ip_address>

vrrp: received incorrect addresses from <ip_address>

vrrp: received incorrect advertisement interval <seconds> from <ip_address>
vrrp: received incorrect password from <ip_address>

LOG_CRIT
system: can't allocate memory inload_MP_INT

system: internal power supply failed
system: redundant power supply failed
system: temperature at sensor <sensor_id> exceeded threshhold
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LOG_ERR

<mgmt>:
<mgmt>:
<mgmt>:
<mgmt>:
<mgmt>:
<mgmt>:
<mgmt>:
<mgmt>:
<mgmt>:
<mgmt>:
<mgmt>:

<"apply"|'save"> isissued by another user. Try later

<"Apply"|"Save"> not done

A hot-standby port cannot also be an inter-switch port

At least one virtual router must be enabled when group is enabled

BGP peer <bgp_peer_id> have same address as | P interface <ip_interface id>
BGP peer <bgp_peer_id> IP interface <ip_interface id> is not enabled

BGP peer <bgp_peer_id> must have an IP address

BGP peers <bgp_peer_id> and <bgp_peer_id> have same address

Broadcast address for |P interface <interface id> isinvalid

Client bindings are not supported with proxy |P addresses

DAM must be turned on or a PIP must be enabled for port <port_id> in order for virtural server

%Iu to support FTP parsing

<mgmt>:

DAM must be turned on or a PIP must be enabled for port <port_id> in order for virtural server

<server_id>to support URL parsing

<mgmt>:

DAM must be turned on or a PIP must be enabled for ports <port_id> in order to do URL based

redirection

<mgmt>:
<mgmt>:
<mgmt>:
<mgmt>:
<mgmt>:
<mgmt>:
<mgmt>:
<mgmt>:
<mgmt>:
<mgmt>:
<mgmt>:
<mgmt>:
<mgmt>:
<mgmt>:
<mgmt>:
<mgmt>:
<mgmt>:

Alteon

Direct access mode is not supported with default gateway load balancing
domain name must be configured

duplicate default entry

Dynamic NAT filter <filter_id> must be cached
Enabled external lookup I P address has no | P address
Enabled real server <server_id> has no IP address
Enabled virtual server <server_id> has no IP address
Error writing BGP changesto FLASH

Error writing BWM changesto FLASH

Error writing FILT changesto FLASH

Error writing GSLB changesto FLASH

Error writing HCS changesto FLASH

Error writing |P changes to FLASH

Error writing NAME changes to FLASH

Error writing NTP changesto FLASH

Error writing RSA changesto FLASH

Error writing SLB changesto FLASH
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LOG_ERR (continued)

<mgmt>:
<mgmt>:
<mgmt>:
<mgmt>:
<mgmt>:
<mgmt>:
<mgmt>:
<mgmt>:
<mgmt>:
<mgmt>:
<mgmt>:
<mgmt>:
<mgmt>:

Error writing SSH changesto FLASH

Error writing to FLASH

Error writing URL changesto FLASH

Error writing URL changesto FLASH

Error writing VRRP changesto FLASH

Extracting length hasto set to 8 or 16 for cookie rewrite mode

Filter with ICMP types configured (<icmp_type>) must have IP protocol configure to ICMP
Filter with L4 ports configured <port_id> must have I P protocol configured

For Global SLB, Web server must be moved from TCP port 80

Hot-standby must be enabled when a virtual router has a PIP address

intrval input value must be in the range [0-24]

IP Interfaces <interface id> and <interface id> are on the same subnet

L oadbal ance string must be added to real server <server_id> in order to enable exclusionary string

matching

<mgmt>:
<mgmt>:
<mgmt>:
<mgmt>:
<mgmt>:
<mgmt>:
<mgmt>:
<mgmt>:
<mgmt>:
<mgmt>:
<mgmt>:
<mgmt>:
<mgmt>:
<mgmt>:
<mgmt>:
<mgmt>:

multiple static routes have same destination

NAT filter <filter_id> cannot have port ranges

NAT filter <filter_id> dest range includes RIP <server_id>

NAT filter <filter_id> dest range includes VIP <server_id>

NAT filter <filter_id> must be cached

NAT filter <filter_id> must have same smask and dmask
Network <static_network_id> has no VIP address

New Path Cost for Port <port_id> isinvalid

No apply is needed, although a saveis needed

No apply is needed, although there are saved changes

No apply needed

Not al portsin trunk group <trunk_id> arein VLAN <vlan_id>
Only <MAX_SLB_SERVICES> remote services are supported
Only <MAX_SLB_SITES> remote servers are alowed per group
Please configure primary RADIUS server address

Port filtering must be disabled on port <port_id> in order to support cookie based persistence for

virtual server <server_id>

<mgmt>:
<mgmt>:

Port Mirroring changes are not applied
Primary and secondary remote site <site_id> switches must differ
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LOG_ERR (continued)

<mgmt>: PVID <vlan_id> for port <port_id> is not created

<mgmt>: RADIUS secret must be 1-32 characters long

<mgmt>: Real server <server_id> (Backup for <server_id>) is not enabled

<mgmt>: Real server <server_id> and group %u cannot both have backups configured
<mgmt>: Real server <server_id> cannot be added to same group

<mgmt>: Real server <server_id> cannot be backup server for both real server <server_id> and group
<group_id>

<mgmt>: Real server <server_id> has same IP address as | P interface <interface id>
<mgmt>: Real server <server_id> has same |P address as real server <server_id>
<mgmt>; Real server <server_id> has same | P address as switch

<mgmt>: Real server <server_id> has same |P address as virtual server<server_id>
<mgmt>: Real server group <group_id> cannot backup itself

<mgmt>: Redirection filter <filter_id> must be cached

<mgmt>: Remote site <site_id> and real server <server_id> must use different addresses
<mgmt>: Remote site <site_id> and virtual server <server_id> must use different addresses
<mgmt>: Remote site <site_id> does not have a primary |P address

<mgmt>; Remote sites <site_id> and <site_id> must use different addresses

<mgmt>: RS <server_id> can't exist for VS <server_id> vport <virtual_port>

<mgmt>: Save not done

<mgmt>: Save the configuration before resetting switch

<mgmt>: SLB Radius secret must be 16 characterslong

<mgmt>: STP changes can't be applied since STP is OFF

<mgmt>: Switch cannot support more than <MAX_SMT> real services

<mgmt>: Switch cannot support more than <MAX_VIRT_SERVICES> virtual services
<mgmt>: Switch port <port_id> has same |P address as | P interface <interface id>
<mgmt>: Switch port <port_id> has same proxy |IP address as port <port_id>

<mgmt>: Switch reset is required to turn STP on/off

<mgmt>: There must be at least one inter-switch port if any hot-standby port exist
<mgmt>: Trunk group (<trunk_id>) ports must all have a PIP

<mgmt>: Trunk group (<trunk_id>) ports must have same L4 config

<mgmt>: Trunk group <trunk_id> contains no ports but is enabled

<mgmt>: Trunk group <trunk_id> contains ports with different PVIDs

<mgmt>: Trunk group <trunk_id> has more than <max_trunk_ports> ports

Alteon Systems Appendix A: Web OS Syslog Messages m 267
0501588, October 2001



Web OS 9.0 Command Reference

LOG_ERR (continued)

<mgmt>:
<mgmt>:
<mgmt>:
<mgmt>:
<mgmt>:
<mgmt>:
<mgmt>:
<mgmt>:
<mgmt>:
<mgmt>:
<mgmt>:
<mgmt>:
<mgmt>:
<mgmt>:
<mgmt>:
<mgmt>:
<mgmt>:
<mgmt>:
<mgmt>:
<mgmt>:

Trunk groups <trunk_id> and <trunk_id> can not share the same port

Two services have same hostname, <host_name>.<domain_name>

Two services have same hosthname, <host_name>.<domain_name>

Virtual router <vr_id> cannot have same |P address as <ip_address>

Virtual router <vr_id> cannot have same VRID and VLAN as <vlan_id>

Virtual router <vr_id> corresponding virtual server <server_id> isnot enabled

Virtual router <vr_id> IP interface should be <interface id>

Virtual router <vr_id> must have an IP address

Virtual router <vr_id> must have sharing disabled when hotstandby is enabled

Virtual router group must be enabled when hotstandby is enabled

Virtual router group must have preemption enabled when hotstandby is enabled
Virtual router group must have sharing disabled when hotstandby is enabled

Virtual server %lu: support nonat 1P but not layer 3 bindings

Virtual server <server_id> has same IP address and vport as virtual server <server_id>
Virtual server <server_id> has same |P address as | P interface <interface id>

Virtual server <server_id> has same |P address as switch

Virtual server <server_id>: port mapping but Direct Access Mode

Virtual server <server_id>: port mapping but layer3 bindings

Virtual server <server_id>: UDP service <virtual _port> with out-of-range port number
Virtual servers <server_id> and <server_id> that include the samereal server <server_id> cannot

map the same real port or balance UDP

<mgmt>:

Virtual servers <server_id> and <server_id> with same IP address must support same layr3 con-

figuration

<mgmt>:
<mgmt>:
<mgmt>:

Virtual servers: al that support 1P must use same group
VLAN <vlan_id> has amember port that can not support jumbo frame
With VMA, ports 1-8 must all have a PIP if any one does

ip: cannot contact NTP server <ip_address>

ip: unableto listento NTP port
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LOG_NOTICE

<mgmt>: boot config block changed

<mgmt>: boot image changed

<mgmt>: second syslog host changed to <ip_address>
<mgmt>: switch reset from CLI

<mgmt>: syslog host changed to <ip_address>
system: internal power supply ok

system: rebooted <last_reset_information>

system: rebooted <last_reset _information> administrator logged in <mgmt>:
Next boot will use new software image<1[2>

system: redundant power supply present and ok

LOG_WARNING
slb: filter <filter_id> fired on port <port_id>, <source ip> -> <dest_ip>
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Web OS SNMP Agent

The Web OS SNM P agent supports SNMP Version 1. Security is provided through SNMP
community strings. The default community strings are “public’ for SNMP GET operation and
“private” for SNIVP SET operation. The community string can be modified only through the
Command Line Interface (CLI). Alteon WebSystems is registered as Vendor 1872. Detailed
SNMP MIBs and trap definitions of the Web OS SNMP agent can be found in the following
Alteon WebSystems enterprise MIB documents:

B Altroot.mib - Alteon product registrations which are returned as sysObjectID.
B Altswitch.mib - Alteon enterprise MIB definitions.
B Alttrap.mib - Alteon enterprise trap definitions.

Users may specify up to two trap hosts for receiving SNMP Traps. The agent will send the SNMP
Trap to the specified hosts when appropriate. Trapswill not be sent if thereis no host specified.

Web OS SNMP agent supports the following standard MIBs:

B RFC 1213 - MIB Il (System, Interface, Address Trandlation, IP, ICMP, TCP, UDP, SNMP
Groups)

RFC 1573 - MIB |l Extension (IFX table)

RFC 1643 - EtherLike MIB

RFC 1493 - Bridge MIB

RFC 1757 - RMON MIB (Statigtics, History, Alarm, Event Groups)

Web OS SNMP agent supports the following generic traps as defined in RFC 1215;

ColdStart

WarmStart

LinkDown

LinkUp
AuthenticationFailure

The SNMP agent al so supports two Spanning Tree traps as defined in RFC 1493:

H  NewRoot
B TopologyChange
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The following are the enterprise SNMP traps supported in Web OS:

Table 10-6 Web OS-Supported Enterprise SNMP Traps

Trap Name

Description

altSwPrimaryPowerSuppyl Failure
altSwRedunPower SuppylFailure
atSwDefGwUp

altSwDefGwDown
altSwDefGwInService
altSwDefGwNotInService
altSwSlbReal ServerUp

altSwSIbReal ServerDown
altSwSlbResal ServerM axConnReached
altSwSbBkupReal ServerAct

altSwSbBkupReal ServerDeact

altSwSlbBkupReal ServerActOverflow

altSwSlbBkupReal ServerDeactOverflow

altSwSlbFailoverStandby
altSwSlbFailoverActive
altSwSlbFailoverSwitchUp
altSwSlbFailoverSwitchDown
atSwfltFilterFired

altSwSlbReal ServerServiceUp

altSwSlbReal ServerServiceDown

Signifiesthat the primary power supply failed.

Signifies that the redundant power supply failed.

Signifies that the default gateway defined is alive.

Signifies that the default gateway defined is down

Signifiesthat the default gateway isup and in service
Signifiesthat the default gateway is alive but not in service
Signifiesthat the real server is up and operational

Signifiesthat the real server is down and out of service
Signifies that the real server has reached maximum connections

Signifiesthat the backup real server isactivated due to avail ablity
of the primary real server

Signifies that the backup real server is deactivated due to the pri-
mary real server isavailable

Signifies that the backup real server is deactivated due to the pri-
mary real server is overflowed

Signifies that the backup real server is deactivated due to the pri-
mary real server is out from overflow situation

Signifies that the switch is now a standby switch
Signifies that the switch is now an active switch
Signifiesthat the failover switch isalive
Signifiesthat the failover switch is down

Signifies that the packet received on a switch port matches the fil-
ter rule

Signifies that the service port of the real server isup and opera-
tional

Signifiesthat the service port of the real server isdown and out of
service
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DIP (Destination IP
Address)

Dport (Destination
Port)

NAT (Network
Address Translation)

Preemption

Priority

Proto (Protocol)

Real Server Group

Redirection or
Filter-Based Load
Balancing

RIP (Real Server)

Alteon Systems
050158B, October 2001

The destination | P address of aframe.

The destination port (application socket: for example, http-80/https-443/DNS-53)

Any time an |P address is changed from one source | P or destination |P address to another
address, network address translation can be said to have taken place. In general, half NAT
iswhen the destination | P or source IP addressis changed from one address to another.
Full NAT iswhen both addresses are changed from one address to another. No NAT is
when neither source nor destination |P addresses are translated. Virtual server-based load
balancing uses half NAT by design, because it trand ates the destination | P address from
the Virtual Server |P address, to that of one of the real servers.

In VRRP, preemption will cause a Virtual Router that has alower priority to go into
backup should a peer Virtual Router start advertising with a higher priority.

In VRRP, the value given to a Virtual Router to determineits ranking with its peer(s). Min-
imum valueis 1 and maximum valueis 254. Default is 100. A higher number will win out
for master designation.

The protocol of aframe. Can be any value represented by a 8-bit value in the IP header
adherent to the IP specification (for example, TCP, UDP, OSPF, ICMP, and so on.)

A group of real serversthat are associated with a Virtual Server |P address, or afilter.

A type of load balancing that operates differently from virtual server-based load baancing.
With this type of load balancing, requests are transparently intercepted and “redirected” to
aserver group. “ Transparently” means that requests are not specifically destined for a Vir-
tual Server |P address that the switch owns. Instead, afilter is configured in the switch.
This filter intercepts traffic based on certain |P header criteriaand load balancesiit.

Filters can be configured to filter on the SIP/Range (via netmask), DIP/Range (via net-
mask), Protocol, SPort/Range or DPort/Range. The action on afilter can be Allow, Deny,
Redirect to a Server Group, or NAT (translation of either the source IP or destination IP
address). In redirection-based |oad balancing, the destination | P addressis not trandated to
that of one of the real servers. Therefore, redirection-based load balancing is designed to
load balance devices that normally operate transparently in your network—such as afire-
wall, spam filter, or transparent Web cache.

Real Server IP Address. An |P addresses that the switch load balances to when requests
are madeto a Virtua Server |P address (VIP).
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SIP (Source IP
Address)

SPort (Source Port)

Tracking

VIP (Virtual Server IP
Address)

VIR (Virtual Interface
Router)

Virtual Router

Virtual Server Load
Balancing

VRID (Virtual Router
Identifier)

274 m Glossary

The source | P address of a frame.

The source port (application socket: for example, HTTP-80/HTTPS-443/DNS-53).

In VRRP, amethod to increase the priority of avirtual router and thus master designation
(with preemption enabled). Tracking can be very valuable in an active/active configura-
tion.

You can track the following:

m Vrs: Virtual Routersin Master Mode (increments priority by 2 for each)

m [fs: Active IPinterfaces on the Web switch (increments priority by 2 for each)
m Ports: Active ports on the same VLAN (increments priority by 2 for each)
|

|4pts: Active Layer 4 Ports, client or server designation (increments priority by 2
for each

reals: healthy real servers (increments by 2 for each healthy real server)

m hsrp: HSRP announcements heard on a client designated port (increments by 10
for each)

An IP address that the switch owns and uses to load balance particular service requests
(like HTTP) to other servers.

A VRRP address that is an | P interface address shared between two or more virtual rout-
ers.

A shared address between two devices utilizing VRRP, as defined in RFC 2338. One vir-
tual router is associated with an IP interface. Thisis one of the | P interfaces that the switch
isassigned. All IP interfaces on the Alteon Web switches must bein aVLAN. If thereis
more than one VLAN defined on the Web switch, then the VRRP broadcasts will only be
sent out on the VLAN of which the associated | P interface is a member.

Classic load balancing. Requests destined for a Virtual Server IP address (VIP), whichis
owned by the switch, are load balanced to areal server contained in the group associated
with the VIP. Network address translation is done back and forth, by the switch, as
requests come and go.

Frames cometo the switch destined for the VIP. The switch then replacesthe VIP and with
one of thereal server |P addresses (RIP's), updates the relevant checksums, and forwards
the frame to the server for which it is now destined. This process of replacing the destina-
tion IP (VIP) with one of the real server addressesis called half NAT. If the frames were
not half NATed to the address of one of the RIPs, a server would receive the frame that
was destined for it's MAC address, forcing the packet up to Layer 3. The server would
then drop the frame, since the packet would have the DIP of the VIP and not that of the
server (RIP).

In VRRP, avalue between 1 and 255 that is used by each virtual router to create its MAC
address and identify its peer for which it is sharing this VRRP address. The VRRP MAC
address as defined in the RFC is 00-00-5E-00-01-{ VRID} . If you have a VRRP address
that two switches are sharing, then the VRID number needs to be identical on both
switches so each virtual router on each switch knows whom to share with.
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A protocol that acts very similarly to Cisco's proprietary HSRP address sharing protocol.
Thereason for both of these protocolsis so devices have anext hop or default gateway that
isalways available. Two or more devices sharing an P interface are either advertising or
listening for advertisements. These advertisements are sent via a broadcast message to an
address such as 224.0.0.18.

With VRRP, one switch is considered the master and the other the backup. The master is
always advertising viathe broadcasts. The backup switch is aways listening for the broad-
casts. Should the master stop advertising, the backup will take over ownership of the
VRRP |P and MAC addresses as defined by the specification. The switch announces this
change in ownership to the devices around it by way of a Gratuitous ARP, and advertise-
ments. If the backup switch didn't do the Gratuitous ARP the Layer 2 devices attached to
the switch would not know that the MAC address had moved in the network. For amore
detailed description, refer to RFC 2338.

A VRRP address that is a shared Virtua Server IP address. VSR is Alteon WebSystems'
proprietary extension to the VRRP specification. The switches must be able to share Vir-
tual Server |P addresses, aswell as |P interfaces. If they didn’t, the two switches would
fight for ownership of the Virtual Server |P address, and the ARP tablesin the devices
around them would have two ARP entries with the same | P address but different MAC
addresses.
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