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Booting from an alternate

hard drive

By Boris Loza

system doesn’t come up after a

regular planned shutdown. A
root file system is corrupt, or some
of the files (/etc/passwd, [usr/bin/
login, etc.) are damaged. Your
company’s operations are inter-
rupted, and your office is crowded
with people expecting you to re-
solve the problem immediately!

You can easily prepare yourself
for such dilemmas by creating an
alternate boot device. You simply
need a spare hard drive with enough
capacity to hold your root file sys-
tem. It’s not necessary that the hard
drive have the same geometry (i.e.,
it need not have the same number
of heads, cylinders, or sectors per
track). In this article, we’ll show
you step-by-step how to create this
alternate hard drive, then we'll
show you how to boot off it.

Attach a hard disk...

First of all, you must add a disk
drive to your system. Once your disk
is physically attached to the com-
puter, you'll perform a boot -r (or
you can touch /reconfiqure before
shutting down) so that Solaris will
detect your new disk drive and
create the appropriate nodes in the
[dev/dsk and /dev/rdsk directories.
Next, use the format utility to
create any partitions you’ll want on

Imagine that one morning your

the disk drive. Then, you must
create the appropriate file systems
on your new hard disk drive, using
newfs or mkis (though using newts
is simpler). Finally, mount your
alternate root partition to a tem-
porary mount directory (like /mnt).
Now you're ready to make a
backup root partition.

...0P" Use another slice

Another option is to make an aux-
iliary root partition on an unused
slice of one of the disk drives you
already have. However, most of us
don’t have many spare slices lying
around. If you do, you simply need
a slice large enough to hold the
entire root partition, though you’ll
probably want to include some
additional space, just in case.

If you elect to use another slice
on an existing hard drive, you'll
probably want to select a hard drive
other than the one holding your
current root partition. After all, one
reason you may want to boot from
an alternate root is because the
drive holding your primary root
partition has failed and you need
to recover from it.

Create a hoot block on the
alternate root slice

Let’s assume, for example, that the
device name for your alternate
boot device is /dev/dsk/c3t3d0s0. We
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first want to mount this file system
at /mnt, so we'll enter the command

$ mount /dev/dsk/c3t3d0sO /mnt

Now comes the most important
part: We're going to create a boot-
able slice, so we must install a UFS
boot block on this slice. The UFS
boot program is platform-dependent
and resides in a platform-dependent
directory. Since you can use the
uname -i command to find the
platform name, you can move to
that directory using the command

$ cd /usr/platform/ 'uname
w_1'/lib/fs/ufs

Once you're in the right direc-
tory, you can use the installboot
program to create the boot block on
your drive. Please note that the
syntax is slightly different for the
SPARC and x86 versions of Solaris.
For a SPARCstation, the syntax is

$ installboot boothlock
w rawy-disk-device

where bootblock is the name of the
code that boots Solaris from a disk
slice and raw-disk-deviceis the
name of the slice you want to boot
from. Since the name of the boot
block file is bootblk, and we're
installing the boot block to /dev/
rdsk/c3t3d0s0, our command for a
SPARCstation would be

$ installboot bootbhlk
w /dev/rdsk/c3t3d0s0

If you've read the article “Sub-
dividing Your Hard Disk for Solaris
x86” in the June 1996 issue, you'll
remember that Solaris adds an
extra layer on an x86-based PC
because the standard BIOS for the
PC supports only four partitions on
a disk drive, while Solaris supports
more. To handle this additional
layer, the installboot program must
install two boot blocks: one to tell
the x86 BIOS how to read Solaris’
extended partition table, and the
standard boot block in the slice that
we’re making our alternate root

drive. This setup is reflected in the
syntax of the installboot command
for a Solaris x86 computer

$ installboot pboot bootblock
= craw-disk-device

where pboot is the name of the code
that boots the appropriate x86
partition and the bootbhlock and
raw-disk-device parameters have
the same meaning as they do for
SPARCstations. The partition boot
code is named pboot, so you can
install the x86 boot block with the
command line

$ installboot pboot boothlock
w /dev/rdsk/c3t3d0s0

Transfer your current
root directory to your
alternate root

After you've successfully installed
the boot block to the alternate root
slice, you need to copy the root file
system. In this example, we're
using the ufsdump and ufsrestore
commands, but you could just as
easily use tar or cpio to do the
trick. To copy the root file system,
just enter the following command:

$ ufsdump Of - / |
wyfsrestore xf -)

(cd /mnt;

The - symbol tells ufsdump and
ufsrestore to use the standard input
and output devices respectively.
This allows us to use ufsdump and
ufsrestore in a pipeline to perform
the transfer in one easy step, rather
than having to back up the file
system to a tape, then restore to the
alternate root slice.

Finally, you must modify the
Jetc[vfstab file on the alternate root
partition to tell it to mount your
new root slice as the root partition.
Otherwise, the system will get
confused as it attempts to boot up,
and all your efforts will be in vain.
To make this modification, edit
[mntfetc/vfstab, find the entry for the
/ file system, and change it to reflect
the alternate root slice. For our
example, if the default root slice is



named /dev/dsk/c0t0d0s0, we’ll change it to
Jdev/dsk/c3t3d0s0. The entry shown in blue in
Figure A is the definition for the root slice,
and it reflects the original root slice. Change
the disk slice names, as shown in Figure B, to
let Solaris boot from our alternate root system.

Booting from your alternate root
slice on a SPARC...

Now we're ready to boot from our new alter-
nate root slice. To do so, dig out the appropri-
ate handbook for your version of the operating
system. For a SPARC-based computer, when
you shut down and see the > prompt, type 7.
Then the boot PROM will present you with
the ok prompt, so type reset. Your computer
will start loading Solaris (if autoboot is en-
abled). After the word Testing appears on
your screen, abort the boot process by pressing
the L1-a keys simultaneously. (The L1 key is
labeled STOP on type 5 keyboards.) You should
again see the ok prompt.

Next, you need to find the SCSI addresses,
so enter the probe-scsi command or (if your
boot PROM offers it) the probe-scsi-all com-
mand. Since the boot PROM deals directly
with hardware devices in the system, each
device has a unique name representing the
type of device and where that device is
located in the system-addressing structure.
The following example shows a full device
path name for the boot PROM:

/sbuse1f,0/espe3, 400000/sde3,0:a

In this example, 1£,0 represents an address
on the main system bus, 3,400000 is a slot number
(slot 3), and 3,0 is a SCSI target and logical unit
number, because the drive is attached to a SCSI
bus at target 3, logical unit 0. So the full device
path name mimics the hardware addressing
method used by the system to distinguish
between the different devices.

Using the probe-scsi command, you can
find the device path name for your new disk
drive. Then you can specify a device alias that’s
a shorthand representation of the device path.
To display all current device aliases, type
devalias. Since your primary boot device alias
is disk1, you may want to use an alias of disk2
for your alternate root slice. To do this, just type

ok devalias disk2
= /shuself,0/esp@3,400000/sd@3,0:a

User-defined aliases are lost after a system
reset or power cycle. To create a permanent
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alias, use the nvalias command. Now if you
want to boot from a backup device at the ok
prompt, execute the following command:

ok boot disk2

For a thorough explanation of the boot proce-
dure, please consult the OpenBoot Reference or
the Solaris 2.x System Administration manuals.

-..antd on an x86-hased computenr

For Solaris x86 users, the booting procedure is
considerably different, primarily because the
system BIOS doesn’t have the same function-
ality as the boot PROM on a SPARCstation. If
you installed Solaris and let it take over all
your disk drives, then you must boot from an
installation floppy so you can get to the boot
menu shown in Figure C. If you left another OS
on your computer when you installed Solaris,
then it already installed the boot menu program

Figure A

#dev to mount dev to fsck mnt FS  fsck mni® mnt
# at type pass boot opts
fdev/dsk/cOt0d0s0O /dev/rdsk/cOtOdOs! /7 ufs 1 no -

If we don’t change the device names to reflect the new root location, Solaris
will crash while booting.

Figure B

fdev/dsk/c3t3d0s0 /dev/rdsk/c3t3dOs1 / ufs 1 no -

Please note that the first column is the block device (i.e., in /dev/dsk), while
the second specifies a raw device (in /dev/rdsk).

Figure C

Solaris for x86 - Driver Update 10 Yersion 1

Solaris/x86 Multiple Device Boot Menu

Code Device Vendor Model/Desc Rev
16 NET 3COM/5x9 1/0=6000 IRQ=15
11 DISK  SEAGATE ST43406N 1022
12 DISK  SEAGATE ST43406N 1028
13 CD TOSHIBA CD-ROM XM34G1TA ©283
14 TAPE CONNER CTMS 3200 7.08
15 CD NEC CD-ROM DRIVE:222 3.0i

Enter the boot device code: _

22

Use the boot menu to select the drive you want to boot from.
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for you. In either case, you simply select the
appropriate boot device from the menu.
Alternatively, some SCSI cards and /or
BIOSes allow you to select the drive to boot
from. You can use the instructions with your
SCSI card or motherboard to instruct your
computer to boot from your new drive.

Miscellaneous notes

Please keep one thing in mind: You’'re build-
ing your alternate root slice so that you can
recover your system in the event something
breaks. To this end, be sure that you have
access to all the tools you're likely to need
when your system crashes.

For example, if the hard drive containing
your default root slice fails, you'll need to install
a new hard drive, slice it up, make new file
systems on the drive, then restore any data
from your backups. Therefore, you'll need at
least the format and ufsrestore programs.

If your primary root slice becomes slightly
damaged, having an alternate root slice can
be a lifesaver—but you'll need a copy of fsck

_ PRINT ADMINISTRATION _

to help fix the problems. Be sure it’s available,
or you'll be in trouble.

You may want to keep a copy of your
most important tools on your alternate root
slice in addition to their usual location in your
file system. After all, those files may become
corrupted in the same event that caused the
problems with your default root slice.

Conclusion

You never know when your system is going to
give up the ghost. If the root partition of your
hard drive becomes corrupted, you may have
to spend time reinstalling Solaris before you
can attempt to restore your precious backups.
If you have an alternate root slice, however,
things are much simpler: You should be able
to boot up on your alternate root slice and
perform any administrative tasks before
recovering your computer. «
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Signature Vacations in Toronto, CA. He earned
his doctorate in computer science in Russia.

they're printed

By Al Alexander

hen trying to troubleshoot Solaris print-

ing problems, you'll find it’s often

desirable to capture the output from
the Solaris print spooler before the spooler
sends the job from the spool area to the printer.
Once you have the spooler output, you can
examine it for clues to help solve your printing
problems. You can approach the solution in
several ways. In this article, we’ll discuss one
of the easiest methods.

Capturing output

This approach to capturing print spooler output
relies on disabling a printer with the disable
command, then locating the file that the print
spooler would print to if it were allowed to con-
tinue. That file may be in one of several loca-
tions, depending on the method in which you
submit the print job and the file type. Even so,
it’s generally easy to locate the spool file.

[

Capturing print jobs hefore

The first step in this process is to disable
the printer with the disable command. Dis-
abling the printer lets the print spooler accept
the print job and perform any filtering required
on the print job. However, since the printer
is disabled, the print job never reaches the
printer and instead sits in the spooler directory,
waiting for the printer to become active again.
Please note that we don’t want to use the
reject command, because reject instructs the
print spooler to reject any jobs intended for
the printer, so the print job never gets filtered
or queued for printing. Figure A shows the
difference between the accept/reject and the
disable/enable commands.

Assuming the printer you're working with
isnamed hr_printer, the appropriate disable
command would be

$ disable hr_printer

Next, we’ll send the print job to the
printer. To do this from the command line,



Figure A
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The reject command prevents the spooler from accepting a print job, while the disable command only prevents the

printer from printing it.

issue an Lp or lpr command. After entering
the [p command, make a note of the request
ID of your print job. For example, here we're
going to print the /etc/hosts file to hr_printer:

$ Lp -dhr_printer /etc/hosts
request id is hr_printer-15 (1 file(s))

Thus, our request ID is hr_printer-15.

If you're printing from an application
instead of the command line, go ahead
and submit the print job from within the
application. After submitting the print job,
change to the temporary spool directory for
the printer and list the files in that directory,
like this:

$ cd /var/spool/lp/tmp/hr_printer
$ s -al

However, when you do so, keep in mind that
others may be using the printer as well, so
you might not immediately recognize your
own print job. You may find it best to select
an infrequently used printer at a time when
no one else is likely to use it.

At this point, our procedure will vary
slightly, depending on the type of print job
submitted and the way in which the job was
submitted. Depending on the type of printer
filter used for the chosen printer, you'll find
either the actual filtered file in this directory,
or you'll find a log file that tells you the actual
print file’s location. In our example, because
the request ID shown above is hr_printer-15,
you'll want to look for files in this directory
that include the number 15.

PostScript filtered print jobs

First, we’ll examine the case of print jobs that
have been converted to PostScript format by a
print filter. If the file has been filtered, as in
the case of a PostScript file, you'll see three
files in this directory for your print job, named
15, 15-0, and F15-1. In this case, we want to
capture file F15-1. This file will be the
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PostScript-filtered version of the original file
you submitted.

Simply copy this file to another location,
cancel your print request, and re-enable the
print queue:

$ cp F15-1 /tmp
$ cancel hr_printer-15
$ enable hr_printer

The file /tmp/F15-1 is the print job you wanted
to capture. You can now review and manipu-
late this file as desired.

Nonfiltered print jobs

If the submitted file hasn’t been filtered, you
may need to take an extra step or two to locate
the file. In this case, the spool directory may
contain only one file, named 15-0. Looking at
this file with the cat command, your output
may look something like this:

cat 15-0

1

hr_printer
/hr_apps/reports/970722
20

print_job_15

simple

hr_user1

0x0000

2

< o C~ — T TTOO &

The line beginning with the letter F tells
you the print file’s location. In this case, the
spool file’s name is /hr_apps/reports/970722.
The spooler didn’t copy this file to the spooler
directory but simply indicated where to find
the file in the file system. The same thing hap-
pens when you submit a print job with the p
or lpr command when you don’t specify the
-¢ option. (The -¢ option tells Lp to copy the
file before spooling, so you can delete the file
without worrying about whether the printer is
finished with it. In this case, lp goes ahead
and copies the file into the spooler directory.)
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To solve the problem at hand, we’ll copy
our HR file to another location, cancel the
print job, and re-enable the print queue with
the lines

$ cp /hr_apps/reports/970722 /tmp
$ cancel hr_printer-15
$ enable hr_printer

The file /tmp/970722 is the print job you
wanted to capture. Again, you can review
and manipulate this file as desired.

Final thoughts

The method we’ve outlined is a quick-and-
dirty way of temporarily capturing print jobs,
before the job is sent from the print spooler to

SYSTEM-INTEGRITY ALERT

the physical printer. If you need more infor-
mation about your print jobs, or if a site is
very busy and you can’t disable a print queue
as needed, then you must begin investigating
more complex techniques, such as modifying
the printer interface script, /etc/lp/interfaces/
hr_printer. <

has worked on UNIX networks to support the
Space Shuttle, international clients, and vari-
ous Internet service providers. In the last three
years, he has provided UNIX and Internet
training to more than 400 clients.

Beware the pings of death!

countered two problems in Solaris that

can cause your computer to crash if
it receives invalid ping commands. Luckily,
Sun has a great reputation for getting out
patches for problems affecting the security
and stability of Solaris, so we'll give you the
appropriate patch numbers along with the
problem reports.

0ver the last few months, users have en-

The loopback ping

Someone recently discovered that a broadcast
ping to the loopback address causes Solaris to
panic. It's quite possible that other broadcasts
to the loopback address may cause the same
behavior. This bug affects Solaris 2.3 through
2.5.1. (Sun caught the problem early enough to
fix it in the newly-released Solaris 2.6.)

Until patches come out for your version,
Sun recommends that you tell Solaris to ig-
nore all broadcast pings with the following
command:

$ /usr/sbin/ndd -set /dev/ip
wip_respond_to_echo_broadcast 0

You'll probably want to put this command
in one of your startup scripts so it will run
whenever you boot your computer. Currently,
Sun has patches available for the following
versions of Solaris:

SPARC x86
v2.5 103169-12 103170-12
v2.5.1 103630-09 103631-09

Patches for previous versions are still under
development.

Solaris x86—the ping of death

Under Solaris x86, there’s an additional prob-

lem with ping: If you send a ping in too large a
packet, it can force your system to reboot. How-
ever, this problem isn’t limited to the ping
command—if your machine receives any IP

packet larger than the maximum size (64KB),

then your machine may crash.

This problem affects only Solaris x86 ver-
sions 2.4 through 2.5.1. Patches have been
available for Solaris x86 2.5 and 2.5.1 for a while,
so if you've installed a Jumbo Kernel Patch
recently, you've probably already repaired
this problem. If not, the patches listed in the
previous section repair this problem as well.

Summary

If you're connected to the Internet, or have
mischievous users on your internal network,
you should definitely get the appropriate
patches ASAP. While the ping problem isn’t a
common one, as the word spreads, perverse



users may decide they have to attempt it on
your server. You can save yourself some head-
aches if you're prepared.

You can find the patches we referred to in

this article at ftp://sunsolvel .sun.com/pub/patches.

Because of the lag time involved in publishing
this journal, you may find that patches are now
available for other versions of Solaris or that
some even newer patch files are online. Be sure
to check the ftp site for the latest patches. 4
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Automating file system backups

on Solaris 2.x

By Jerry L. M. Phillips, M. S.

n age-old question familiar to real estate
agents goes something like this: “What

are the three most important factors in
real estate? Location, location, and location!” A
similar statement applies to system adminis-
tration, i.e., “What are the three most impor-
tant tasks of a system administrator? Backup,
backup, and backup!” In this article, we’ll
explore a backup procedure using mt and
ufsdump, then we’ll create a cron job that
executes our backup procedure for us.

Why backup?

Any system administrator with the respon-
sibility of maintaining data integrity on an
organization’s systems must establish backup
procedures in order to protect the organiza-
tion’s investment. A fledgling administrator
may not realize the importance of this task. It
turns out that you don’t rely on backups just
to prevent data loss in the event of equipment
loss or failure. All too often, the system’s users
make mistakes and delete critical data—and
it’s up to you to get it back for them.

Just how often should you back up your
file systems? The answer is “It depends.” In
fact, the frequency depends on how you
answer the following questions:

* How critical is your data?

* How often does it change?

* How fast is your backup device?

° How many file systems do you have?
° How large are your file systems?

* How much time can you dedicate
to the task?

* How quickly do you need to be able
to recover?
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You'll have to balance these factors when
determining a backup schedule. But you really
should think about these questions at the time
you're designing your file systems. For exam-
ple, suppose you have three classes of data.
The most important class is the critical and
frequently changing data produced by your
users, such as sales information and a customer-
relations database. Next in importance is data
that doesn’t change as often, such as internal
reports and letters. The rest of your system con-
sists of applications and other executable files.

Obviously, you don’t need to back up
your applications and executables very often,
if ever; on the other hand, you must back up
your critical data frequently. (After all, you
can always reinstall your applications and
executables should you lose the file system.) A
common technique is to back up the applica-
tion and executable file systems only after you
install or remove code. You might then choose
to back up your critical data daily and your
less-valuable data weekly.

As we said, it depends: If the amount of
critical data is small and your backup system
fast, you might elect to back up your critical
data twice a day, at lunch and in the evening,
or even between shifts. Because some of your
data doesn’t change much, you might choose
to perform an incremental backup on that data
every night, since it'll probably take little
space or time.

Start with a command

Now, how do you begin? And what software
should you use? Some tape drive manufac-
turers provide programs to streamline the
backup process; and many third-party soft-
ware vendors would be happy to sell you

a good backup program. However, I prefer to
usemt and ufsdump and a few easily managed
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command-line procedures and execute

my file system backups on cartridge tape
drives. After all, these easy-to-use commands
are distributed with Solaris, so you won’t
have to worry about whether the manu-
facturer will go out of business or a new
version will force you to change your
procedures.

Using the mt command

You can use the mt command to send com-
mands to your tape drives. The format of the
command line is

mt -f tapename command... count

where -f tapename is an optional parameter
that allows you to specify the tape drive you
want to work with, command. . . is a list of
commands you can send to the tape drive,
and count specifies the number of times to
perform the tape commands.

The list of commands that mt supports is
shown in Table A. Please note that not all
commands accept a count, but those that do
reference count in their descriptions.

For example, if you want to determine
the status of your cartridge tape drive, you
can use the following command (depending
upon your hardware configuration):

Tahle A: The mt command supports a complete set of commands for
tape management.

Name Description

eof, weof Write count End Of File (EOF) markers to
the end of the tape

fst Skip past count EOF markers

fsr Skip forward count records

bsf Skip backwards count EOF markers

bsr Skip backwards count records

nbsf Skip backwards count files

asf Absolute position to file count

eom Skip past the last EOF on tape

rewind Move to the Beginning Of Tape (BOT)
marker

offline, Rewind the tape and take the tape unit off-

rewoffl line (if applicable)

status Print the status of the tape unit

retension Move to the end of the tape and rewind so

the tape has uniform tension

erase Erase all the data on the tape

n Octoee 1987

#mt -f /dev/rmt/On status

Archive Python 4mm Helical Scan tape drive:
Sense Key(O0x6)= Unit Attention residual= 0
retries= 0

file no= 0 block no= 0

While you can use the mt command for
many purposes, we’ll concentrate on using it
to rewind the tape. We do so to be sure we
start at the beginning of the tape, so we'll
overwrite old backups. You can rewind your
tape with a command like:

# mt -f /dev/rmt/On rewind

Please note that, not all tape devices sup-
port the entire set of commands. Some
tape drives, for example, don’t support the
retension command:

#mt -f /dev/rmt/On retension
/dev/rmt/On retension 1 failed: Inappropriate
ioctl for device

Quick Tip: The mt command defaults to using
the tape drive /dev/rmt/0. However, this device
automatically rewinds, so we’ve been using
the -f /dev/rmt/On parameter to specify the
device for tape drive 0 that doesn’t rewind.
But, you don’t have to specify the - /dev/
rmt/On parameter each time. The mt command
will use the TAPE environment variable, if
available, to specify the tape device to use.
Thus, you could define the TAPE environment
variable, then use the mt command with much
less typing:

# TAPE=/dev/rmt/On; export TAPE
# mt retension
#mt asf 5

Using the ufsdump command

You may currently be using tar or cpio to do
your backups, but there are good reasons to
use ufsdump instead. ufsdump allows you to
perform simple incremental backups, and it
offers greater control over the tape drive
parameters.

When you use the ufsdump command to
back up a file system, you must ensure that
the file system is inactive. If the file system
changes, your backup tape will be a combi-
nation of “before” and “after” and will prob-
ably be useless. Thus, be sure to umount each
file system before you back it up; you can also
put the system into single-user mode first. The
syntax of the ufsdump command is

ufsdump options arguments files



where options is a single string of one-
character ufsdump command options, and
arquments are strings associated with the options,
specified in the same order as the command
options you choose. For example, you could
use the following command to back up a slice
of your disk drive:

# Jusr/sbin/ufsdump Obcdsfu 126 28633 3125
= /dev/rmt/On /dev/dsk/cOt3d0s0

At first glance, the command line appears
quite intimidating. However, once you decon-
struct the command line into its individual
components, it’s not so bad. Let’s take a look
at the option string (@bcds fu) first.

The initial character, 0, is the dump level,
which tells ufsdump the specific files to back
up. There are 10 dump levels (0 through 9); 0
directs ufsdump to back up every file in the en-
tire file system. (Please see the sidebar “Dump
Levels and ufsdump.”)

Next comes the b command, which speci-
fies the number of blocks to back up per write
operation. For cartridge tape drives, the de-
fault blocking factor is 126. Please note that
this is the first command that uses an argument,
so the first argument string, 126, refers to the
blocking factor we select.

Next comes the ¢ command, which tells
ufsdump that we're using a cartridge tape drive.
The d command, specifying the tape density in
bits per inch, follows. Again, the d command
accepts an argument, so the next argument
string, 28633, specifies the number of bits per
inch for the d command. Then comes the s
command, which tells ufsdump the number of
feet in each cartridge—the argument 3125 tells
ufsdump that there are 3,125 feet in each tape
cartridge.

The f command option, like the -f option
used by mt, specifies the name of the tape drive
device. By default, ufsdump uses the /dev/rmt/0
device, which rewinds the tape when the
command ends—a problem if you're planning
to back up multiple file systems to a single
tape. So we set our next argument string to
/dev/rmt[On, telling ufsdump to use the tape
driver that doesn’t rewind the tape. Finally,
the u command tells ufsdump to update the
backup record in the file /etc/dumpdates.

Now that we’ve processed the command
option string and used the command arguments,
the next (and final) entry on the command line
is /dev/dsk/c0t3d0s0. This command specifies

Quick Tip: Earlier, we showed you how the mt
command uses the TAPE environment variable
to specify the tape drive. The ufsdump program,
however, ignores it. You can still use the TAPE
environment variable with ufsdump by using it
as the argument string of the f command
option, like so:

# ufsdump Ocf $TAPE /dev/dsk/cOt5d0s3

Automating the process

What if you must back up several partitions
on one or more disk drives? One thing you
don’t want to do is manually type in a ufsdump
command for every partition on every hard
drive you want to back up, waiting for each
backup to finish before entering each command.
Instead, you should build a script file contain-
ing the appropriate combination of mt and
ufsdump commands.

As an example, Figure A contains a sample
script named BU.riker, which I wrote for back-
ing up my personal workstation. Please note
that I placed the script in my root directory, as
the script mounts and umounts various file
systems to ensure that they’re not in use.

If you don’t rewind the tape, you may
output more than one backup onto the same

Figure A

#! [bin/sh
# ufsdump routine to backup DNS disk drives
# Set working directory and TAPE variable

cd /usr/bin
TAPE=/dev/rmt/0On

# rewind cartridge tape to beginning of tape mt rewind

# umount my data file systems

umount /usr/data97 /usr/data96 /usr/data95
fusr/data/94 /usr/data/93 /usr/data/92
/usr/data/91

# back up the file systems, most recent first
ufsdump Ocf $TAPE /dev/dsk/c1t3d0s1
ufsdump Oci $TAPE /dev/dsk/c1t2d0s3
ufsdump Ocf $TAPE /dev/dsk/c1t2d0s4
ufsdump Ocf $TAPE /dev/dsk/c1t2d0s7
ufsdump Ocf $TAPE /dev/dsk/cOt3d0s5
ufsdump Ocf $TAPE /dev/dsk/c0t3d0s4
ufsdump Ocf $TAPE /dev/dsk/c0t3d0s3

# rewind tape cartridge to beginning of tape
mt rewind

This script backs up several critical file systems on my workstation.

the file system we want to back up.
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tape, which could result in you having to where m, h, d, and m specify the minutes,
intervene manually during the backup process  hours, days, and months to execute your

in order to switch tapes. I prefer writing only command, and w specifies the weekdays. If
one backup to the cartridge tape, which allows  you don’t want to specify a field, use an
the backup process to run unattended. How- asterisk in its place to tell cron to ignore the
ever, in situations involving large disk drives, field. Since we’d prefer to execute our backup
switching tapes is unavoidable. script at 2:00 a.m. each Monday through

. Friday, we’ll add the entry
Back up like clockwork
Turning the backup process into a script 0 2 * » 1-5 Jusr/local/scripts/BU.riker

is only the first step. Once you get your

script working, it’s not necessary to execute  Now we simply submit the command table
it manually. Now that we have our back- back to crontab with the command

up script, let’s add it to the crontab for
the superuser to ensure that it runs only
Sunday through Thursday nights. (We .
covered the crontab command in the article Gonclusion

# crontab <X

“Scheduling a Job for Periodic Execution” Using a script to drive mt and ufsdump allows
in the October "96 issue and followed up you to automate just about everything in
with a few crontab tricks in the article your backup process, except for having to
“The Second Sunday of Each Month...” switch tapes. When you write your own
in the September '97 issue.) backup script, you might want to have a

To add the script, you must get the cur- different script for each night of the week,
rent crontab for the superuser, add an entry add error checking, and customize other

for our backup, then submit the new crontab.  scripts to suit your environment. And finally,

We can get a copy of the crontab into the file ~ you should spend some time reading the man

X by executing the command pages on the mt, ufsdump, cron, and crontab
utilities. <

# crontab -1 >X

_ Now, just invoke your favorite text - Academic Computer Center at Eastern Virgina
editor, and add the appropriate entry for Medical School. Besides his administrative duties,
your backup script. Just so you don’t have to he manages Sun/Solaris-based platforms for the
look it up, the format of a crontab entry is medical school, including DNS, WWW, anony-

mous FTP, mail, and Usenet News servers.
mhdmw command
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Using postprint to print plain ASCH files
to your PostScript printer

By Al Alexander which can convert ASCII documents into

hen working with plain text documents EGSapt lormat TS e oz print
W (such as|program listings or data command, you can control many of the

; document-formatting parameters, such as

dumps), you may want to print more h . :
than the standard number of lines per page HHEibe o l 1nes pet page, fpagfe OfEiaLDI,
change the standard font, or modify the OIG ontisize; auEgtcauon:
standard column width of the printed file. If .
you have Solaris 2.x and a PostScript-capable The scenario
printer, the solution is simple: Solaris 2.x comes  For example, I recently worked with a
with a handy print filter named postprint, human resources (HR) group that was
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having problems with an HR software
package. Because of some limitations in the
software, HR couldn’t print a report 120
columns wide in landscape mode, even
though they could view the report in that
mode on their computer screens. If this were
a one- or two-page report, there may have
been other workarounds. But this company
had over 2,000 employees, and this report
was being printed each month—containing
one record for each employee. This report
quickly became a big problem.

The first part of the problem entails captur-
ing the output from the HR software before the
report is sent to the printer. If the information
is currently printing to your screen, you could
use the tee filter to capture it to a file so you
could print it later. If your application is cur-
rently printing the data, see the article “Cap-
turing Print Jobs Before They’re Printed,” in
this month’s issue, for one possible approach.
Once you have the data you want to print, the
second part of the problem is to convert the
document from ASCII to PostScript format.

Let’s assume that you've captured the
plain-text document, and you’ve saved it as
[tmp/doc_ascii. Using the postprint command,
you can easily convert the document to Post-
Script format. In fact, the hardest part of the
process will be deciding how you want the
output to look.

After a few iterations of reading the man
page for postprint and trying out some test
prints to our PostScript printer, we found that
we could see all 120 columns of our report by
changing the paper orientation to landscape
and printing the document in 6-point Courier.
We did both by entering the following
commands:

$ cd /tmp
$ /usr/Llib/lp/postscript/postprint -fCourier
= -s6 -plandscape < doc_ascii > doc_ps

In this example, postprint reads its input
from the doc_ascii file, performs the appro-
priate conversions, and writes its output to
the doc_ps file. The -fCourier option tells
postprint to use the Courier font, -s6 spec-
ifies six-point type, and the -plandscape
option changes the print orientation to land-
scape mode.

Because a PostScript file is really just a text
file (with embedded PostScript commands),
you can view this new file with the more
command (or pg or the vi editor) by typing
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$ more doc_ps

Initially, everything you see will be PostScript
printing commands. After scrolling through
enough of the output, you'll eventually see
your original data at the end of the file.

The formatting options you applied to
the file will be displayed at the beginning of
the resulting PostScript file. The first few
lines of the PostScript file for our example are
shown in Figure A.

Figure A

%1PS-Adobe-2.0
%%Version: 3.15
%%DocumentFonts: (atend)
%%Pages: (atend)
%%EndComments

/font /Courier def
/pointsize 6 def
/landscape true def

% e(#)postprint.ps
%ident

1.26 09 Dec 1991
"e(#)lp:filter/postscript/postscript/postprint.ps

1.1

These are the first few lines of the new PostScript file, ps_doc.

Now that you have your PostScript file,
you can send it to your PostScript printer.
For example, if your PostScript printer was
named hp_postscript, you'd print it like this:

$ Lp -dhp_postscript doc_ps

The PostScript commands embedded in your
file and your PostScript printer take care of
all the hard work.

Another advantage to using the postprint
command is that it comes with Solaris. How-
ever, other solutions are available. Solaris also
has the mp command, while Adobe offers
Enscript, and others are available over the
Internet. The postprint command solved the
problem for us, but you might want to invest-
igate these other solutions if your needs are
more demanding.

Conclusion

If you have access to a PostScript printer,
the postprint command is a great utility
for easily converting ASCII documents
into PostScript format. Using PostScript
formatting options, you can easily modify
the font, font size, print orientation, num-
ber of lines per page, and other text-
formatting options. %
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Figure A

. INSTALLATION TIP

I'd love to install it, but there's no room!

need to install an application, but there’s

no room for it on the recommended file
system. Sure, you could rearrange your file
system by backing it up and restoring it to
a larger slice on another hard drive. But what
if alarger slice on your hard drive isn’t avail-
able? You could rearrange the file systems on
your computer, but that can take awhile. Your
boss/user/client/team wants to use the
application now!

There’s no need to panic. Many packages
provide instructions on how to install them
in another location. Unfortunately, many
don’t! Often, you can trick an application
to make it install in another file system,
allowing it to think that it installed in the
desired location. In this article, we’ll show
you three tricks you can use to install a
package to an alternate location.

It’s bound to happen sooner or later. You

installing a package

We recently received a copy of the Java Work-
Shop that we needed to install so we could
start developing Java applets for a Web page.
The Java WorkShop is a small package that

is normally installed in /opt. However, our
test machine doesn’t have a separate /opt file
system, and our / file system has little space
available, as shown in Figure A. (Although it
has enough space to install the Java Work-
Shop, we’d be cutting it closer than we’d like.)

dev/dsk/c0t1d0s0
/dev/dsk/c0t1dos6

¢ df x
51' lesystem

Terminal

kbytes used avail capacity Mounted on
96967 55370 31907 64 7
834621 277879 473282 /usr
0 0 o] /proc
0 0 [¢] /dev/fd
81440 152 81288 /tmp

Our test machine has limited resources and no /opt partition.
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Normally, you’d install a package using
the command

# pkgadd -d directory pkgname

where directory specifies the location of the
package to install and pkgname specifies the
name of the package you want to install. Then
you simply answer any questions, and pkgadd
installs the package for you.

Selecting a new root directory

One way to put a package into another file
system is to tell the pkgadd command to treat
the other file system as the root file system,
which you can do by giving the pkgadd com-
mand the -R directory option. Please note
that if you do so, you must ensure that the
directory structure mimics whatever the
package is expecting. For example, the Java
WorkShop defaults to installing itself into
the /opt directory. If we want to install it to our
[usr file system, we need to create the /usr/opt
directory before adding the package, like this:

# mkdir /usr/opt
# pkgadd -R /usr -d . SUNWjws

Using this command, we added the package
to our /usr file system, in the directory /usr/
opt/SUNWjws.

If you use this technique, however, you
should be aware of two things. First, the in-
stallation process will create a new directory
tree in the file system where you installed
your program—the /var directory tree. This
happens because Solaris keeps a database of
the packages you install so it can remove them
later with the pkgrm command, if necessary.

Solaris stores the information about the
package in the /var directory tree. Since the -R
directory technique tells the pkgadd command
to treat the directory as the root, the pkgadd
command updates the installed package data-
base in your new file system—hence the new
[usrfvar directory on our test system.

This side effect has both bad and good
results. The bad side is that your installed
package database now resides in two locations
and is now less useful. If we want to see the
information on the Java WorkShop package,
running the pkginfo command would yield

# pkginfo SUNWjws
ERROR: Information for "SUNWjws" was not found

because the default-installed package database
is located in /var, not [usrfvar. To see the infor-
mation, we must remember the file system in
which we installed the package and remember
to specify the same -R option to all the package
commands we want to use for that package.
There’s a worse problem, however: Since
there are now two (or possibly more, if you
use this technique to install other packages on



other file systems) installed package databases,
you run the risk of corrupting the system. To
see why, consider this: Suppose you use this
technique to install a package to an alternate
location, and it replaces a standard system file.
Later, you install a patch, and it updates the same
system file. If you then use pkgrm to remove the
package, it will restore the original system file
rather than leaving the patched version in place.
At the least, this could deactivate the patch, and
at worst, corrupt the oper-ation of your system.

The good side to this technique is that if
you're developing packages for use on other
systems, you can use this technique to test a
package installation without damaging your
working environment. (This statement holds
true as long as your package doesn’t replace
any of your system files.)

Changing the defaults for the
package commands

Another way you can install a package to a
different location is to modify the defaults to
the package commands. These defaults are
specified in a file named /var/sadm/install/
admin/defaults. When you install Solaris, the
default values are set as shown in Figure B.

Figure B

#ident "e(#)default 1.4
=/« SVr4.0 1.5.2.1 */
mail=

instance=unique
partial=ask

runlevel=ask

idepend=ask

rdepend=ask

space=ask

setuid=ask

conflict=ask

action=ask

basedir=defzult

92/12/23 SMI"

When you install Solaris, it sets these default values for
the package commands.

Notice the line in blue: This line specifies
the action for how you decide the base direc-
tory in which to install a package, and it’s
currently set to default. What you really want
to do is copy this file to another location and
change the line to read

basedir=ask

If you want to install a package using this
new default file, you simply specify the name
of the default file with the -a option, like this:
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# pkgadd -a /home/marco/default -d . SUNWjws

Now, when you install the package, the
pkgadd command will ask you for the

Figure G

Tarminal

e —

The X Window System is a product of the Massachusetts Institute of Technology.

This product incorporates technology used under license from Fulcrum Technology.

j{Enter path to package base directory [?,q] /usr/optll

After you override the system defaults, pkgadd will ask you where you want to
install the package.

directory in which you want to install the
package, as shown in Figure C.

This technique is great for shops that
want to manage applications and disk space
by department. You can give each department
its own file system on which to install its
applications, and it’s easy to tell how much
space each department is using for appli-
cations. Thus, when a depart-ment’s file
system is full, you know whose budget to
debit for new hard drive space.

Use a symholic link

Perhaps the simplest and most well-known
method to install a package when a file system is
full is the symbolic link method. In this method,
you simply create a directory on the file system
on which you want to install the application.
Then you create a symbolic link in the /opt
directory that points to the directory you just
created and install the package normally. So,
using the same example, if you want to install
the Java WorkShop to the directory /usr/opt/
SUNWjws, you could execute these commands:

# mkdir -p /usr/opt/SUNWjws
# In -s /usr/opt/SUNWjws /opt/SUNWjws
# pkgadd -d . SUNWjws

The advantage of this technique is that
it’s quick and easy. If you find that you need
to move a package from one file system
to another, you can use the same trick. For
example, suppose you want to move a smaller
package from the /opt file system to another
file system to make room for a larger pack-
age. You first copy the entire directory tree
for the package to the new file system, then
rename the package directory holding the
original to another name. Now you can create

your symbolic link to the alternate location
. : :’ | m

for your package:




# mkdir -p /usr/opt/PACKage

# cd /opt

# tar cf - PACKage ! (cd /usr/opt; tar xf -)
# mv -PACKage PACKage.backup

You're ready to test your application at its
new location. If all goes well, you can remove the
directory and prepare to install your new
application.

Occasionally, you'll find that you don’t want
to transplant a package like this. If you have
many shells and you’re working with symbolic
links, you can easily find yourself in the wrong
subdirectory. For example, in the code snippet
below, we’re using the Bourne shell, and we
begin in the /opt directory:

# pwd

lopt

# |s

PACKage  SUNWaadm SUNWabe
SUNWaman SUNWits  PACKage
# cd PACKage

# cd ../SUNWabe

..ISUNWabe: does not exist
# pwd

lusr/opt/PACKage

Surprise! We couldn’t get to /opt/SUN Wabe
because we're in /usr/opt/PACKage, and there’s no
[usr[opt/SUNWabe directory.

Most applications use files from their package
directory. If the application uses many of these files
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very frequently, you might notice a degradation
in performance because symbolic links incur a bit
of overhead each time they’re looked up. Specifi-
cally, they force Solaris to perform an extra disk
lookup. This slowdown should occur rarely
enough that it shouldn’t be a primary concern;
however, if you notice your system losing speed
after you move a package using this technique,
the situation may be worth investigating.

Please note that other factors are more likely
to cause the slowdown in your system’s perfor-
mance. Moving a frequently used application to
a file system on a drive that’s already used heavily
will affect all applications on that drive. If the drive
is a frequently used swap surface, then every
application may take a performance hit.

Conclusion

In UNIX, there are often many ways to accomplish
a task, each with its own tradeoffs. In this article,
we’ve explored some of the tradeoffs you'll see
when you need to install a package and you don’t
have enough room on your target directory. If
you're developing and testing packages, speci-
fying another directory as the root file system can
be a handy trick. If you're managing packages for
different groups and want to give each group its
own area, then overriding the defaults during
installation is the way to go. However, if you just
want to quickly install a package, you'll probably
want to opt for the symbolic link approach. «

Good news for application developers!

that you could run under both Solaris

and Windows? Well, it turns out that
Willows Software (a division of the Canopy
Group) has made it easier to do so, with its
TWIN API product. To make things even
better, Willows has placed it under the Gnu
General Public License (GPL), so you can
download the tool, source code and all, from
the Internet—and pay no licensing fees.

What is the TWIN API?

Now you're probably asking yourself, “How
can the TWIN API help me write programs that
I can run on Windows and Solaris?” It turns
out that the TWIN API provides libraries with
a Windows-compatible Application Program-
ming Interface (API) for both 16-bit (i.e.,
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Have you ever wanted to write applications

Windows 3.1) and 32-bit (Windows 95 and
Windows NT) compatibility, the Registry API,
the WinSock API, the CommonDialog API, etc.
If you write your programs to the TWIN API,
you'll be able to compile them with Visual C++
to create Windows programs. The TWIN API
package also provides the source code to libraries
that will internally convert the Windows API
to the appropriate operations under Solaris. In
addition, it provides for file system operations,
windowing operations, etc. Obviously, the TWIN
API can’t do everything, so in order to get the
best results, you'll have to avoid a few problem
areas. For example, you don’t want to use any
special features in your compiler, or you'll limit
the portability of your application. The rest of
these tips are documented on the Willows
Software Web page.



An added bonus

The TWIN API also provides an Application
Binary Interface (ABI), so your Windows pro-
grams can run on other systems, such as the
Apple Macintosh, Caldera OpenLinux, and
Novell NetWare. Since the ABI source code

is available, no doubt some Solaris x86
developer is already porting the TWIN ABI to
Solaris x86 to allow Solaris x86 users to run
Windows programs!

Why this generosity?

Ralph Yarro of The Canopy Group Inc., says
that “APIs should belong to the community at
large; no one entity should control them. We
want users to have the freedom to choose the
platforms that best serve them and not be
limited by the lack of applications that run on
them. That’s why we support not only this
action, but other developments like the Wine
Project and Java as well. We greatly appre-
ciate the investment of time and money that
developers have made to the Windows APL. It
is our intention to give them a free and effi-
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cient alternative for moving their products to
other platforms without further investment.”

Rob Farnum, the inventor of the tech-
nology, continues to work on the TWIN API
under contract with The Canopy Group, coor-
dinating the efforts of developers on the Inter-
net to make the Windows API ubiquitous
throughout the UNIX world. Hopefully, this
action will broaden the application market for
UNIX, allowing UNIX more market share of
those corporate desktops.

Where to get it

If we’ve piqued your interest, you should visit
the Willow Software site at www.willow.com to
get more information. You can download the
source code from its FTP site at ftp.willows.com.
Willows Software has also recently created
two mailing lists for the product, one for
developers (twindev@willows.com) and one
for users (twinusers@willows.com). If you’d
like to subscribe to either mailing list, send E-
mail to the address(es) you're interested in,
with the word subscribe as the subject line.

Dump levels, ufsdump, and tape rotation

dump levels to allow you to make the

process of backing up your file systems
as efficient as possible. The dump level tells
ufsdump which files it must back up. Each
time you back up your file systems with
ufsdump, it records when you backed up the
system and at which dump level. The ufsdump
program uses this data to decide which files
are candidates for backing up the next time
you run it.

The ufsdump program uses the concept of

How it works

The algorithm is simple: Every time you run
ufsdump, it looks at the date of the last back-
up you did with a lower dump level. Then
ufsdump backs up each file that changed since
that date. Since there’s no dump level lower
than 0, dump level 0 always backs up every
file on the file system.

Since backing up fewer files takes less
time, you can use higher dump levels to make
quick backups of the files that have changed
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over a short period of time. The tradeoff is
that you can’t restore a file system from one
of these incremental backups. You must have
a full system dump, the last incremental
backup, as well as the last incremental backup
of each lower level that exists in order to re-
store your files.

Restoring from a hackup

The only problem with using multiple backup
levels is that it takes longer to restore your
data if you lose the contents of a file system.
The reason is that in order to restore your
data, you must first restore the last level 0
backup that you did. Then, you must restore
the last level 1 backup, the last level 2 backup,
etc. However, you should be restoring your
data much less frequently (hopefully never!)
than you back it up, so you save time. Thus,
you must make a tradeoff between the amount
of time you want to spend each month back-
ing up your files vs. the amount of time it
would take you to recover the data.
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Tape rotation

By carefully scheduling the dump levels you
use, you can have the security of a complete
system backup, without spending all the time
required to perform a complete system backup
every night. For example, in Figure A, we show
a backup schedule where every four weeks,
you perform a complete system backup, each
intervening week gets a slightly higher level
backup, each Wednesday gets a still-higher
level backup, and each remaining day gets the
highest level. The cycle then repeats.
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A backup schedule like this minimizes the time
you spend backing up your system.

Monday’s backup. On
Wednesday, we do a
level 4 incremental
backup, which obsoletes the Tuesday tape. The
Thursday tape is obsolete after we do Friday’s
tape, which in turn is superseded by Satur-
day’s tape. The next Sunday, we do a level 2
incremental backup, which obsoletes the
Wednesday and Saturday incremental back-
ups. Finally, on our last Sunday in Figure A,
we obsolete all previous backups.

Tape management

Since tapes are a somewhat expensive resource,
you must manage their use accordingly. How-
ever, your data is an even more expensive re-
source than your tapes—so be sure to keep at
least one complete backup of the system in ad-
dition to your latest backup, just in case your
latest backup turns out to be defective.

You must decide the relative worth of
your data vs. the cost of the tapes to decide
just how many copies of the system you want
to keep. Don’t forget to manage your backups
carefully, as there can be quite a few tapes to
keep track of.

m October 1997

For example, suppose you're following
the schedule shown in Figure A, and a full
backup of your system takes 15 tapes, the
weekly incremental backup uses eight, the
Wednesday incremental backup takes five,
and each daily incremental backup uses two
tapes. Therefore, you must have up to 30 tapes
to completely restore the system. A complete
backup of the system will require another 30
tapes. Since you’ll also want some spares, it
can be tedious to track your tapes.

Label each tape carefully, and track their
use in log so you can tell what each tape con-
tains. This helps you keep track of which tapes
are which. Also, if a user wants a specific file
and knows the day it was last modified, you
can quickly locate the appropriate tape to use.

Wear and tear

As you use your tapes, be aware that tapes
wear out, and tape drives need cleaning. Since
tapes wear out, you may want to track how
each tape is used, so you know when to re-
place it. You don’t want to wait for a backup
tape to fail before replacing it, since it could
fail during the restore operation. Decide how
many times a tape should be used before you
replace it. Given a clean tape drive and careful
use, tapes should last a reasonably long time
before you should replace them.

Keeping your tape drive clean, is one way
to prolong the life of your tapes. Yes, it in-
creases wear on the drive. However, consider-
ing how many tapes you'll have, the cost of
the tapes may exceed the cost of the drive!

Be flexibie

Don’t be shy about adapting these techniques
to fit your particular situation. When you plan
your backup strategy, be sure to leave some
holes in your calendar. This way, should an
emergency arise, you can dispatch it, then slip
your backup schedule a bit. Having these
holes in your schedule can keep the schedule
slippage to a minimum. <
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