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A vandalized payphone befween Casablanca and Marrakech in Marocco, T

right b5 a money-steaiing Moroccan payphone. Flrotos by Hernie

Belgian payphones. To the left, one that takes money. To the right, ome that fakes
Fhotes by Kingpin
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2680 Jubscription Depr, PUOL Hem 752, Maddle Dsland, WY 119530755
FOR LETTERS AMIF ARTICLE SUBMISSIONS, WRITE T
20%F Edditeriz] Dept., Pl Box 060 Maddle Island, NY 193500049,
INTERNET ADDEESS: 260003 wellafee us

2400 Office Line: S16-751-2400, 2600 FAX Line: 516-751-2648

STAFF

Editor-In-Chief
Emmanuel Goldstein

Artwork
Hally Kaufman Spruch

Ty ara sakisiying their oam anpetie fa knew gamsadhiog bl s nof thairs fa know, ™
- Asxd, Nslnict Atomey Dor Mgrabam

Writers: Enc Corley, The Devils adwocate, John Drake, Paul Estey,
Mr, French, Bat Hardy, Tha Infidel, Knight Lighining, Kevin Mitnick,
The Flague, Marshall Plann, David Ruderman, Barnia 5., Silent
Switchman, Scott Skinner, Mr. Upsetter, Dr, Williams, and those
who don'l fit,

Technkcal Expertise: Bilkt, Rop Gonggrip, Phiber Cpti, Gea. G Tivou.

Shout Outs: Andy, Steffen, and fture Chaos; Frarkin; Toyots Starlet

R

Winter I991-92 2600 Mapazine  Page 3




2600 CORPORATE HEADQUARTERS

::u IiTT .
:-:::wmr_g;
::-:::::_q_,m-,.?,.,
BREERILEIIISSS

The Atlanta acking Cenler. Qur building may nod I as big 25 AT&T s, bul we're
=till able o walch everything they're doing..,

FPage 4 2600 Magazine Winter 190§ -52

Computer Security at the
Bureau of Prisons

T foloading comes from the stavemant
af Rickerd J Haakizson, Doty insoscion
Gergcal, Ofee of tha nspesior Gsaers)
beforg e Subcommibea on GovsaTTss!
Imilsemalion, Justice, and Agqcuiues of Ine
Commiltes oa Gevanamant Cosaiions of
rioe WM& Housg af Aagrazantsiiees. i
CONCETTE CRTRUES ety ar e Burasy
of Prisons [BOF sad focises priaaly an
the BENTAY spsfam. This dook place on
Heptember 11, 1537, W Mank e roader
akn Srdearne (e o wE

Toa Bureau of Frisons _u_u_mqm.m.“.. rires
MEin COMpUber Gyeiems:

The SERTRY syawm is by tar the most
mpociant, mzet uses &nd mosk sensinve, It
is used for managament of the G2,000
prissrers, propacty menagement. legal
referensa, and thae 2P natiogrwida
elechianic mail system, Ower 400,000
SENTAHY ransactons scour overy day, aad
al 13000 BOF stalf menbers aa acual or
paisntiz! ussrs,

Tae Basch Transmission Systen (BTS)
is & persona comeatar (PC) based syshem
thal accurnaiales financial managemant
data a1 & lecal mslilution ar B3P olfice,
Data fram the ._n £ 5 ranemitted o the
BOP Matwork Gonirol Gaater, and then
ratransmibad 1o tha Justica __.__.w_.:wm.w_.,._.w_._“
Covigien [JMO) Dala Center in RBockdlls,
Mardand, for processing.

Tha Federal Prisen Peint of Sale iz a
P bazad systen, retacrked keally, that is
used fo racerd inmate rast fund and
LOTTeTSAAny frAnsacians at the nabunon,

Cur audis fzcused on SENTAY,
athaugh tha ather bwo syshams were ako
lesbad ralative to the sscunty of Thosa two
applications We fagusad on SENTARY
becasss ol e imporanca of il svsham
o tha daily oparadens of BOP ard sesaise
af the: sensitiviyy of tha data fatis stored in
ard maraged by St syetkam.

Cur mudit work was coqduched g1 300
Hardquarners at tha Fedsral Comestons]
Canter i Sardstons, Minnessta: at the
Lnzad States Paiantarny in Leaveraodth,
Kanzas: and st tha Msdizal Centar in

Springfiald. Kissoui. Addiienal sureey
work was also done al e Melrazellan
Cormecuonal Centerin Ghicags, lilinagis

With  thai EDackground, ‘ol mae
sumEarize the key deficiencias thal we
#und and whal BCOF bas dose in rasnorsa

The Nelwork Cottrel Canlar {RGED is
the eritcal zren skam $at connests data in
the lield with g maitframe computse in
JMID's Bocawille Qata Canfer Baih tha
Baxck Treasmission Sysbem (mat randes
ECF linanzial datay ard the SENTRY
systen depend an tha affeshve oparation
of tha MOG Wis recommenced fiat a Fisk
Arniyss and Soatingency Plan ha
grepaied oo this imparant iacility. To itz
cred?, BOP has chosen not 52 quatrsl sweer
whethas tha NCZ meeis tha technicsl
parameters ¢ e DO Order reguiceo
such reviews, Ilestead, BOP has
n_nr_._n_...._...m_.._mm_.._ the walve of 2uch slariing
ard already has awardes 8 cortracs for the
wovik, whick is scneduled 19 be corrgletes
in akoul six months. Onca fnase &5rF
somprated, ey will be reviewesd by toth
SUF aditers and by the Department's
Seziby Drcer

Wa found that whils 232P usas
passwards to fimit accrss tp SENTRY
terminals, il does nal use tism b tha
axtant redguired by DO arder, nor doas
prasantdy provide acequak secudty ar an
adagquals audil raill. BOP relius arils
canirel ol access b Glfles hal soantzin
PLs, and o & Ernaal-based pasiwors
(usad by all warkers i e ollice ar
deparimens]  to protesi  against
urathorized accsss 1 i computers, This
= nob adequaba BOP neads Be assign a
spadifie password ta avary individazl
authorized o poeess e SERTRY svstem,
2 nnl e data applications each individeal
mMay atass atd now it may be ascassad
e, raad ancy, of read gnd eatar dazal, and
it necds W esigblish password Lifstimas
(L&, pariodic changss b passwonds ) Sy
soing so. S0P will sighten cortrsl pver
access o SENTRY, wil astabizh an acdil
ranl fiat assuraes individeal sscovntazility
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for yarsachions porlfenmad n SENTRY s1d
that wid aid in e defaction 21 wnauthorzsd
antries. Ahlhough BOP thaught i1 might
guality for an exemplien Irem lkis
regglirement, il requies! was denied on
August #0, 1591, and BOP has advised my
office thal it will implameant a password
system  that canforms  to owr
recommendations by Decamiar 21, 1961,
Liks seme other comporerts in the
Department, BOF & dslinguent in &ssLring
that background investigatons for new
hiras ard renvastigatons every fva years
for exstag employess are conducted on a
ety basis. We found that 448 ernployeas
in aur survay (which totaled 1,634
errgdoyess] did et have completed it
backgreund investigetions, inrcludng 281
employsas who had bssn empioyed for
over & year and 24 who had been
employed for cwsr 10 years. An eddiional
762 emplayeas ol of tie same saTmple of
1,884 had not besn reenwastigatsd within
fivia pears, &t reguired; 475 of those had
riat besn reinvestgated inover 10 yesrs.
We are eatistad that the Departnent
dogs infasd have sdegquats policies in
place with regard to compuber securiky
Haowawar, moch remairs 15 b dore, We
have directed the - Depariment's
components B improve the security of
zanstive nformatisn procsssed o Lionad in
dagartmenizl compular systems, A5 a
rasull, JMD and the Office:, Boards,
Divisions, and Burasls are taking seps o
Further reduce secUnty weaknessas. 1n
July, the Department keld an axecutive
brigfing regarding computer security
swarangss for all Department compenant
heads. = This = epxacutive  briafing
complamenis & series  of - security
AWAraness Weining sessians already
conducted far ather employan graugs (sg .,
managers, and usars) throughout the
Deperiment in campliance with tha
Gromputar Security Act of 1987
In addition to compuier sEounty braining,
wa hava taken positve s%ps on & numbar
of other frends. Thess includs the fllowing:
Sacurity st the Rockville Dela Center,
Ag the Gommittes is ewere, the Ganarsl
Accounting Office idantified a number of
phyzical sagurity weaknessas al the

Page & 25N} Magazine

Flockyita Data Genler, rarging from the
lack of apprepriate alarms 19 quesiions
regarding aocess. Thask hawe all now been
addrassid and resalved.

Conlingency Planning. 'With two
cantral, departmonlal dala centers — in
Fockyilke, Margand and Callas, Terxas —
which gperate with compatible equepment
and thg same cparalico 5ystRms, tha
Department has baan well pasitionsd 1o
craabe an operational centingansy backup
capacty ior is components. We 53 now in
tha ey steges of making that capacty &
reality. This will raguire & balencng of
equipmert and operstions Setween tha two
cenlzrs; a recenfguration of the
telecommuaications netwark betwsen
FAockwlie,  [allas, and our field
components; snd & 58t of Final
detsrminations by a3ch of owr components
qm.m_w..n_mw_u which systems raquira immediate
backugp. This proceess should faka abaut
tam yrars and will mowa the Department of
Justice irnle the Monl franks ol the
CEAETIERT LR amplaton,

fri addition, we have developed a
sacurity compliance reéviaw program
iTwalving artmantal componenis, Thesa
riEws cover automated datl processing.
telecommunicalions, physical, desirant,
and personnel securty. It the componant
teing reviewed has an ADP system
dasigratad as “sensdtive”, tha raevdaw also
ooears the implementaton of the compufer
sttty plan {as reguired by the Compuser
Besurity Act ol 19571 and the ascuracy ol
the compular SystEmMEe sasunty plan.
Currently, the Department has 85 systemns
=z gesigrated. As slatfing Bvals and work
pregfities have parmitted, reviaws have
besn conducted sinca May 13800,

JMD has eondusted Shirsen ceomputsr
socwnty raviews in four components (JMD.
Tax Divizion, LS. Atdomeys, Buraau of
Prisans). Sie revtaws wene conducied in
SOP. 4 reprecentabive cample of kecatons
wis chosan: the Central O, & regions
offca, three correstoral tasilises, and the
Danwer Treining Center.} The BOF has
prapened Seven Sorppuler syshem saourily
plans covaring tha seven Syslems that
caniain sensitive inlarmaben. Thay are
Batch Transmission Sysam, Fedaral

Winder 190702
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Pricon Paint of Sala Systam, SEMTAHY,
Inmate Telephone System. YWehicla
Tracking Syatern, BOP Met, and Aaomatsd
jnmate Maragemeni Sysbem. (E showg oa
nated that four of these syslams ara
operaticna! whkile three are under
devaelopmsnt, The SENTHY systam was
zelected for raview Dacause i1 s BOP's
pricrary pission sugssrl system whizh
insludes inmate related infarmation and
manragerment information sub-systems.
SENTHEY iz a distributive syatem and
BEMWEE MaTy diversa users, Cver 5000
SENTEY 1erminais ara now insta’led
naticrrwide n ower 85 cormeclional Facilities
in the LS. and sefacied BOP Community
Program o'fices, LLE, Parcla Sommissan
aHizes, U5 Awarney offices, US
Probation olficas, and U5, Marsha's
elfices. On any given day, over 500,000
Iranzactons are processoed in response to
a variety of requesis lor informetion. The
terderas validated inloernation in &l sections
of tha computer secrity fan, A a result ol
thasa reviews, tha following majer
wiraknesses have bean ideatfed: A feemal
flek analysis has aat been conducied; a
formal contingency glan has not been
develooad; wser kentifoslion and unigue
passwords &98 nob sed; and inadeguate
camplies sesurly awaranast ralpng and
fa larmal computar secarily AwWarEnsss
training far raw amployees and racurring
COMpUteT securily awarenass iraining o
CUTRNE EMmphsyees EEl

Cther findimgs - included conserns

o,

.

e R
[ {
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T

regarding nwrrepbble power zuppls, user
sagsipn audit trails, &nd schedulad
passwood chEfnges.

These |ssues hava tasn poeszonbod b
4 Bureay of Prisons in discussion and wil
charlly be provided in foremal drall tor
sormenrt.

Earlier | slaled that cne ol Tie Indngs
=1 1he complder sacurily reviesy was 1has
BOF had not oompleted ils sk analyses,
This issue has bean addressed n BOP's
raspanse, A contrast has baon sigred Por
the davelopment o1 a business continuty
plan which wil includs tha completizn o
risk analyses. Anothar finding ol the
compuler secyprity reviaw was that uses
identifcaton and wique passacrds ane rol
usid. In response 1o cur dirgslicn, the
Buraayd has now agraeed 1o padtads unigus
usar idenbficaton and passwords 1or
SEMNTRY users by December 31, 1351

ke Burasd has over 22,000 smpayess
whio past 2e rained in accerdanse with the
Compatsr Seourity Act In July, BOP issved
guidznes which implamenbad camputer
sEcuriby Tairg

A a3 binal commant, we wiield only
chbsarve that tha Depariment lakes its
compuiar sacurily ressonsibility very
ceriousy. We bolieva wa hava 2a elfectine
pragram. Only by @oing Reerything within
cur pawer 10 salequard infarmaton can we
ke reasonably assured that che
Dregarment's ard the pubics intarasts wi
soinug 1o ba wel protected

e
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stuff you should be interested in

Dutch Hacker Raids

k¥ Felipe Rodrigues and Bop Cronggrijp

ANSTEREDAN - A1 D030 on the maming
of Moaday the 2Tih of Janvary 1992 [hack
police srarihed the homes of foe hackers. In
the city of Bremnend, the parencal home of the
INepar ol srodem HW. was srarched and in
Nuenen ike same happensd 1a the parenzal
heme of BN, a Compurer Seisecs engineer,
age 25 Beth weae pregsted aad raken ioio
cusipdy. Al both sites. membears of the
Amsterdam Folicr Filed Teas for compuier
Crime were prest ni. .u_.c:nn.m.n_n lez el “._u._mn_n
cdlicers and representatives o1 the naticnal
crganizativn CRI (Urimanal Investigziions
Agoneyd, Boch suspodts were transporied Lo
Amslerdam, The brother of <me of the sospeas
was leld the they eesld receive no visits o
mal. The twa remamed in jail for mare than
e werk

The Charges

A breab-in suppescdly oocurred 2l the
brontageo.vz nl site a1 the YU Undversity in
Amsrerdant. This UNIX system naoming o 2
SUN s1atson Inlermet Addness 12000784 30 has
Fwen raken off e rel at leas] for the duracien of
the investigalion. "Whag hagjaened o the actual
Handwane v urkrcrand ar thes 1=ne.

The [irmial charges are: [erpery.
mcketieieg, and vandalism. The palics jasudy
e Forgars pari by claiming tha files oo che
syalem have heen changed, They svy the
vandalism charge i walid hevacse the sysfem
had L2 be taken T the net For a perod of limc
10 invastigate the calont of the damage. By
prefeading bo b regalic users or even syslem
manzzemen? the hackers commilicd
rackeleeing, the potsy say.

Eoalh sospecls, acenrding to the Datch
police, have made o full sezement According
1o 2 police spokriman Che mobve wis “Zanatical
hobbyism. ™ Spabespe raoa Slea for the CRI
speraka of rhe “kick of seeing how far you ran
zeb”

Hlamapes™

Accordieg o ). Renkema, head of the geo-
physics faculiy an the WU, the universing is
considering Tiling & <ivil laesuil against be

Foge 8 2600 Magauine

suapecis. “The svalem was conlamisated
bavwase of their doing ana had 10 e deaned
caal, Thit cest months of Jakar and 560 00
guildery fateur 55 30000C). Regislenod users
pay [or acives L the swilem and these hackers
diod por, Besall: tens of thovsards of guilders in
damzges.” Benkema also speaks of o “maonl
disadvaniage.” The vniversity bost 12usr from
orher sites on the cetwork, Berkora «iipns the
ymnveraly s the risk of bring cagelled fromn
somne Works.

Henkema alio claims the havkers weee
discevercd elmost immedialely alter the break-
in ard were moniloced A Al times. Thiz eans
all the damages had ocourred wnder the
watchful eves of the suporvisor Al chis o,
ren action was laken 1o kick ke hakers off e
system. According ta Ronkoms dll aysteans ar
the WU were protocded aceanding oo goidelines
as laid dewn by CERT and SurfNel BY
[SudTet in e coenpany thar nons mos of the
miler-aniversity dara traffic in The Nuberlands)

What Eeally Happand?

The charge of “adapting svalem sofigare”
caild mean that 1he Backers cnstalled back
Aeows B secars access oo Lhe svslem or T the
raon level, even if passwonds were chapped
New versions of 1elnel, [p. rflegen, and oher
programs ceuld hawe been compiled to log
acorss 1o the pelwark s

Whal feally happened is aovbody's guess,
{he poent §5 thel even the CEI sckrreladpes
that fhere ware ne hed"” tndenlions on the pat
of the hackers. They were tbeoe 1o Jock amwnd
zrd play with the neleocks

Abuut Havking in Gemeral

In the past we have wamed that sew laws
agains? compuler crime <an sely he need
againsl harmless hackers Agdins ihe real
compaler criminals a law s weeless becase
thay will profaily nomain unisorahle The CR]
regularty goes on the recond S sy that hackers
are ol 1he Lop priority in oompeler crirme
investigalion. [t scems thal hackers e L0 easy
targel when “something bas to b done.”

And ~samething had Lo be done™ - The
pressure from especially e 105, o do
sornesheng about the “hacking problom™ was s
bazge thar it would have Boen almass hiralzanng

Winger [931.92

Tor the Crach ol o respondd, 11 secns o if e
arrescs are cozinly moand ke ease the Americen
fear of the ove meas hackerparadise.

A& Chiser Look arthe Charges and Damagis

The W kas Lwanched the idea hat sysrsm
security on Their system was oaly nooded
beczuse of these Feo Backers, Al coss mads ©
relation To sansern secunny are billed 1ok fwe
peaple that fast kappencd o get o, Por people
that li%e 10 see hacking i 1eems of anabogies: [
i like walking inlo a buildieg full of sodeats.
foedmp arcamed, and then getting the bill for the
niw alasm system that they haf 1o szl jast
L i

Systeens secunity is a noamal pan of the
daily tasic of every system administrarar, Not
just becaase the spsiem has Lo be prneced from
fpcak-ns Froon the oulaide, but alo Becaibe the
asers themsalves need Lo be profeaad Troe eadh
sraher. The ~boonta™ manapemen has peghecied
s o sheir duties, and noew ey skl have o
seomng thein svtem, Thin nonon damages done,
it's wark lerp overdue.

IF reshoring T k-ups ooezs tens of Gemsands
of malders, samehing is fembly wreng @ e
Wil Brery syslem manager that ases 1 legal
iy of the cperaling syslem has & Gisvibuzion
version within oz prach.

=Mantby of tedwous lekor foilowing the
kackers aneed in ke svstem.” I would havs
bren much casier and cheaper 1 deny the
Backers access 1 the sysens Swectly afier they
Bad bean discovered. “Morsl damages” by
hreck-ans in other svezems would have boen
small. The ¥ chaee 1oocall the policr and trade
1ke hackers. The conrs of sach an opcmstion
canmod be Biled 1o fhe hackers.

Uszing largery and rackelecring makes o0
wender if the Ond (the Disiricl ARemey e
can corne up aith a betler mofive than they did
it [or ks [ dhene s o wesetany o macenial
gain imvelbved, it is questionalble @ bet if these
allezatzans will stand vp in oL

A far as ke vandaliem poes: these Bave
heen numericas cases of svelem manlsement
cvemmeactop it 2 case Lk this Ao aell tmincd
system-Imandger can poidict o syslem willul
mzking il insocessible to nonnel usem. Again,
the hackers have 1o pay for the apparent
incompebenar of syslem madgenenl.

Thes does nid erzan that having backers on
your system canned be g pain. The Intemel in 5
peblic netegrk and if ¥ea cannol pasist &

Winter 1R01-02

syrbaTn, ¥ alpiald oo b oon i Thas s ol .T._u....
s stazssmend, i s Uhe wonpen policy of many
nesworking organisatess. Uhne more melaphes:
I[t's like installing a new phoe switvh shas
zllows dircet dial 1o 2l emplovees 18 yoa get
such 2 spsiem. poo will need 4o tell year
employees ool 1a ke averly Loose-lipped oo
strangers. It is naf the caller’s faull af sones
perple can be ~hacked.” 16 weu tie a cord 19 the
fe end hang il vut the mel skl peogle will
prafl 2. [ these people 4a demages, you shoulkd
proseose them, bul ned for the costs of walking
afier e asd daing woar soovidy nght
Conzequences of @ Convlctlon

10 thaena satsfecis a0 ooervicted, tre W1 Raz a
pood chince of winning the civil case.
Butheienere, this case is of infeoea o all other
hadkers in Hellznd, Theis helilay i saddenly 2
crimne and @nany hackers will vease to hack.
Chleers will go “undergreand” which is pet
beerechicial 1o the posiiive irdersetion bt en
backers and system managateol of e rzhlive
cearunzss in the Dhiech ooonpurer secarily world.

Puhdic Systems

If you are noL 2 siodent al sems big
aniversity of wok for & large vagkra km, e
is e meal way for poa Lo pel on the l=temel As
lang &3 1nere is oo way for seme people Lo
secnecl o the mel there will ke people that
hack their waw in. Whether this is good or bal
is bestdes the paint I theny is po Toeedem 1o
expleore, some havhers will Become the
crimmals that govermren? wanild theon 1o ke

More AT&T Confusion

Hivwase of 2 rouling eorsd lasr Tabl, ATAET
misk skl rozied calls made 1o RELS55 5558
py G-555.5555. This cesulted in peaple all
wert U prvanicy being belled jrecaium rates Soc
what ippeared Lo be a0l dree call 1t's alse
resalied tn an ethical guestion: should prople by
Talked when chey kacw they'ne being connecled
1 @ 00 samber by mistake, even though they
dizled an E0O number! T ws, the answes =
preniy clean ATET shoudd rake cor full Blame
here. It s their pebaock and of they can’Lmanags
it properly, caslomen shoaddn' bave ba pay «
penabty. W vou're able 1o find on 200 number
that roures to 2 %00 awmbei, you karan
committed a crime. M pumbers are Wl fres
and showld remain thal waw ATET is s ke
pxshing 3 produs that “trasdees” S0 pashers
Lo SO0 pambers. In sl woeadss 2 oedoner can

2600 Magnazine . Fage ¥
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call a compiny toll-free. ask for a cerain
mepvice, and Then b transfemed booa 900 numher
whepe e perse atarts rdaing, This is an
absued idea that =il completely sepaw: P idea
ol W0 béockmg For slarters. Mone imgeamly,
it will canfose consumers even foe: @4 Do whal
calls cosl mooey and what calls don®

Progression

Sowne ool poes B opedd: our friends 2r The
Wl w ewvew mmchadolz on the Miemet. This means
thed nay ooy propds will oow have acnees ke s
chatane: meading grars] whem fredom of gecch
el sberpaly an: elill 2edd i bigh regord. [ ehe ncsns
that ey +f The Well will be abie oo mech ot wr B
Liwcinea, T vk, doventrlized oemwok of schosds,
ik, aml basimesscs thal spans the globe.
Unlie thise ripol] commerizl seovices, The Well
charges a minars] [z (510 3 month 2nd 52 2n heor)
and is 2 whide b inoes pemoral s alsx 2 preat
armyonam oo e LD s o in bouch with the
workd iz o [memet masthoe. W hope moss of our
madier: ke w_m...ﬂ.-nnﬂ of one of dhe s pxinae
dreckopmenls in dhe Bigh lech wodd. The Wells
onlie: msgerlisdion menbr is 4133326106 onad i
rew [mpemed addieas i8 192132300 2, Their offfce
rurmter B 4L 352055

Regression

& very distorking iocident has covusrsl in
Lalifornia, On Jarwary 23, Boben Thomas, his
wifz, and cheir fwg hildm were awakened by
San Jose police wha demandsd cntry oo keir
kone where they procesdsd oo seire afl ol 1heir
compaiers and & numBer of personel effedrs,
m_-_.r....".k.__:_u vhAaking

AL the bz of T anadler was 3 bollatin Board,
Arnabmar Sctian, whied o] sl didnhaed adZt
Hu..u....r-d“ i the forres of GIF fikes. Thoenas <l not a0
fird e oocess oo T fiks ayed I sdce-arified all
wally, Ede amed his wife koo B i 0 capapn: Lhal
thi malerzl did noe gel discribizzed w0 arvies
uackenice.

T st eas for gromd thedt, beagng ol
ey mie b gale, md dissihaing endior prsassng
wwinadlel mater of sooal coment of persans ke
14 T hewreas sopvs that nore of thess aooapecans aydy
e vy kb tdletin board end duarke & e
perecculed because of A5 content, vaswed gz
.n.m..._-.-u.....-._.uhﬂ.. Lo morme. WES uch _...,.m...n s raar iy
wioihd bz o el o hemes of the poople mws presd
ther ez O those of the aroms of corvanaemisl
e,
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With 1he: seaal obslinance, the auchorties e
remaining Slens and refusag b pive ainehing back A
_u..ﬁ...hn officer zxsamsd Thearoe: hix vzl wokd be
salie rcauese 1w o e siming fehn o b gwn thesk,
In =, @ was hler suggeded oo Thonas el nnens
v _..ﬁ..-I..H._un_.._h.“_.. m:.__n_....u._nﬁ_lnr-,“_-ﬂ-.u." HEET e
2 F0 meg kand drive wo fey coakd @0 thwoogh the
et uicheer” Ofeerwie, ey impbed, '@ ol drag on
for a whie

We'ne concneing doven a very orimendbe posd
where cnsorhip and mods heowre Conmnonglace,
Tackers were s the: fed 20 B the ellods, Now
it's spreading 10 “everage Aricrican TamdBes™
Because somebody is argenal of duing somethicg
wrong, every bt of hgh rech cquipment o ke
promises is zhen The: nisd prrsonl of nfoamation is
nree inthe handk of the police

Edoww can one dery thee dure s s of camelsioal
e in sat aobons? _”_._._.u.._.n._.-u m._..n.._.__u..._ Ty prad ‘e
exqueded of ampbing ab 28, & v Bhesey of woier
gtz theaprhits was sconned by g et o s
what your i Ceelings really =oere. That is the
witmate effaon of taking poople's comprers from
them. A cremendeus aresnd of infommation and
persona is shored thers Fven a hacker, ks B
wariliring where he's told noc oo go, would Fecl
wirmg alwwl _-._....m._._.__w ._._._._..u__..ﬁ_._. H m.nﬂ..--_.u._ U Pl
Facelasa entities ame ene thing. [edividueals and
Tamillies, queite encther,

[ the mind rafe sellicg e’ conwinece
wan thal we're heading strarghs iota & Kafts
tzle, oredides the oonomic panishmeot being
inflicted bere. A Jamily has been deprived of
inceme (several campiviely Llegzilimale
commgriler-ran bosicesses were being operaled
froen the bouse) and po charges Ruve e bam
made Thentas rfimates he waloe of de seized
sqoipment @ 530000 Themas™ childrer had
their compuras 1ken a5 well [ oocdained all of
dhedr schontwerk 25 st pames.

If a messape is oo be understan] bone, iE's
153k oo society @5 incresaingly punishing those
of us who do anything even slightly oot o the
colicary, There is nothing ilbegal shour ronning
a bulletic Boznd with adalr picrares. Bal ra
rversbody approve s, Bacease of thiz, & momal
Judzemenl quickly bams inco & wery feal fovn of
hazassment After witressing such sctions. howe
maery of us would really heve the gurs 1 sand
aup Jor (e speech?

llow many of ws can afford oo remain
wilemt ¥

Winter J90[-52

crypt() source

e recaread guile 8 faw replioa ta the
Merrar fram & In aor (a5t (ssue concarming
UNIX encryprion. Several readeca also
submithed the scurce cede for tha endphl)
rawting which wa are priefing dalow, Tra
Fallawing irtroductinon i tho most dadzied
explaration W gaot. We spolagine 12 you nan-
math pacpla bt scrmalitnes preiating rhiy ko
of thing i= anavoigabla

by Dkt
Bawrn, Swiltzorsnd

I follcwed the discuseion abaor UNIXK
password snorypban with griat r..__.n sl Aa
I"vi bsgsan arudying thia subjoct for guite 2 long
time already, thera are some lachnical
rernarks I'd like 10 maka sbeul il EScausa
ramra i glill #cEe confuaian, About ko ketler
of page T3 of tho Autumn 21 ssue, I'd liks o
52y Ehat crypdil is noba kacnd] FaLTiee 28 dlaled
thare, byl a likrary Tonetion and aa such Ha
wouros la frocty Feaiatls and c2n be chlained
from faveral snenyrmaga Mp-goivara (ara s
sppdacam in the subdirectory pubfanchive-
WolZz/t.dbsd-reno/hibMlibsl/ganiMaka-
fifaferppl.c X (Tha aaurse Tle appears at the
and of this articks] This routineg @ the sar ¢n
all UL vecsicoa,

1 15 true, however, shat somea-pecarity
axpards recamman:d medilying thiz call on
waur e Ly Securing 1easens, for examak, by
moditving ore of the pammutation lablas, But
1hig can enly e dane by recomplling the
likrarles and It's am action Skat nermally
ahogldn't ba depa on UMD Sysremda, a5 ic
makes ihe system Incompedibls under cerlain
crcymlancea ithink of K3, for examplel. /s
staled,  poasible adacker i beter off usng
sixch 2 program oftine, for twe reascos Firsl,
W weien't ba Facaverad a3 aasily, ard sooond,
wau cam imglesed @ moch more pewerful
warsjon of the algornihm. CGne axampls of a
migrd alficisnt pmplamanlalicn ia he
encryptian used B the TCracker™ program, 2
passvord hacking program written for systan
adrniniatrators e chack tha gquality af uaer.
chasen passwarda | ale Impiomentod such 2
prograr and reach oven a slighily beiter
Thruput: 1hie C-yersion raaches aboul 200
eRsrypliona an 3 =parsslalier 2, an:d fRa
E3000- gasambiiar varsien réashea 72 par
second o ar Alari-3T (and pechably also on
an Amigal. | wen't publish fhe source codss
hera, bl | Lthink thera's na preblam in
sxplaining tha main matharmatical ideas of
improving the algerichm. Those Ideas are
1aken aul of Lhe papes “An Apphastion af =

Winter T500-92

Fast Data Encrvpiion Standard
Imiplasrmrtlation® Ly Marr Biakap, Dermgarh
Cellaga & FIACS. I'm awara 1Ris papar ian’
afflcially available and won't copy it in ful
extenl, But as far as | knowy thara's no Lee
against sxpleining the idess an
malfariEtzal baais

Firat T'll ex=alain thx DES algorithm Hses
#hbch i3 part of orypeh bl Daeont Includs th
actual fables, which vou find in tha saurce
eoda, Abul nalalme, & meard hiraiaa wor
DEE haf conalsis of pemutatons wrslen ©
P_...il, exparsions written as E_...1l, ar
substitudiona writlen a8 S_..0L Parnuration
mxcharss b peaifans of @ ghen bitalring 0
a metaribie way, expanalona do the seme i
usa sewor bit-positons several imss (s L
culput = widerd &r far 30 &l {20 1the autpar 2
smaller, acually a contlraclioml, and
substitutions substiiute chunts of Li-
eubalisgs weording ko a fix bk,

D=5 takea a clear ot {64 bits) and a ke X
154 b=l as input. The kay is used 16 oGyl
16 imermediate keys in The following w
Ueirg an axpansion E_FCU KR, tha fir
inTarnadiace by KI0] B calculated {E_PCY i 3
contracthan, #only uses 56 of the 54 bits; 1o
3_._.5_5_1.2 e ] ﬂuﬂ_r._.n—nu.t“._ A% parry-besl.
Then the folliwing onds Fredakmulalad as
Kl =F_LSH_iIEL-11}, 25 jusl 3 ajpacial
parmiglaten [acraally & WRf-shifrl B applicd o
Lhe prevvious intermediate bay, Finally, 1ha
eubkeys kil ara ca'culated aa &[i-P_PCIETD,
by applying a Turiher permuiztion to the
intarrresdiate kays, Mote that F_PRC2 Ganlradta
1z S5 frit 10 48 Tdes, a0 oxch k] 15 45 bils
wride.

Ther tha clear et i is &nengplad: Daing
n initial permutacon, we got a 63 bt wide
ouiput TIO] = PUIFCRL Thess are divided inbo
twwrr haboma G and o0, mach 52 Bita wida The
next 16 ateps are iha same, U cutpat of 2ach
beirg used 29 b input For its susssser, Far
ragnts jal., 15
113 Ei=1] = 11i]

12 e ] = i) = F_RiE_SE_EIr]: ® kLA

In Ehes squaticn, E_E axpands the 32-his
wide il 16 45 bty S_% auhistitae 1ka B B-bit-
churnird By 3 -ET-chonks using 2 dfferent out
given tables, preducing 2 biis of cuiput.
which are permeated By P {also giving 52 Eira
odpull, Finally, tha tev hateds I[1E] and i 15]
ara cansatenared and the reverss initial
germuration applled e It which gives the
resut P_FPSA A6 10160,

M, the riain mathermaticzl Improwsmsn:
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cans’sls in applying E_E o Bath sidas of
agualang {1 s (2]
E_ECfl+1] = E_Eilit
E_Eifa1D=E K[ * F_F15 SHE_Eid L= il

A% yTp aea, pou Apsly 3 b porrintalicn gn
& bitaise wor: you cen 32 well apply the E E
permreatation bo both aldss of ke xor first, and
afimrerards xor them, becavas xef deaen't
charge the Gl positons, giving
E_E¥a 10 =SB0~ € EF_PS_SE EidiD ~ Mils

Mo e’ B write L] Insasd of E_EILiD ard
Rlil isatead ol E_Err{i)y, ard wa uss Lhs
apsratar 7« E_EIP_®1S_S0.13, givirg
i+1] =R}
Rli= 1] = L1}~ FORLER = KDL
and thus, always Jding the asove two
yoalic
U2 m R{=T] = L1 ° FALT * Wi
AMied| = LlisT] * BSFp=11* K+t

B H1 R X TR S i R e ]
= Rl * FilLi 7] * K=t 1

EQ, A% 3 reiud of 1ha immpHsearnan], we el
LIz=#] = LI * FALi ~ kil
Rl ] = Bl FiLLie 2] * ksl
lvaing abowvs resuln) wis anly bees 1o usa shem
CIgQAL TiraE, a8 only even Indices appaar:
nowswer, W Al hawe bo apply an oocratios
of tha iype x * Fly * 21 18 rirm#s, But the
GEeration "F7 wkich scluaily cemblnes S-
evbatitutiona, P-perrulstias, and  E-
pormotalic:, can b perormed by
conslrucling a tatle, input &ad eulput bairg 98
b wicks, Mabe that veou can't nplernent such
3 big taale In one pisss; you can, howsder, use
feus zabilax, mach covering 12 bits af input
Inets 1nad B sabarzutiara taks B-bit chunks,
BV Must parktian T pa s ik by B
Each of thoan 1ables ix indewsd by 3 12-Ei
inpul (EEE endries), giving & 45-bit renal, You
d5@ Chias 1ablas by separating the four 13-bi
paris, far each calculdling the rasult by using
rhie Balins, aod finelly =or tha Poure resiche, For
etchendy, | revarirmnd slufling the #2 bits to
il Bits in tro way that esch 124t sub-part 8
aligned ti 16 hits ithis aPows Taamr aomaas Lo
ihe subparta, ks ralating By 16 bits can ofoen
be periormed by & gpecial command, for
wxarnple "saap® on a EEDODL. Thiz wiy, mach
ol 1he 4056 antriea urss B bybos, giving a sire
ol H2K; 2l faur rablas then pesd 128K of
ATy

Waonz, af eures, 1hat you must 2490 madidy
P_IF and P_FP 1o add tha E-permutatior snd
taks it back in tha ead, 2% in the maln leap,
yird &by cakoufata wich LD and Rl instead
of i) and il bt there's neching new abaout it
and it I3 ey td realize £ yoursel, Als nols
that you can maka things a bit fastar by
cosnbiining F_FC2, P_LSH, and F_PC1: bt tha
maln tre of 154 alparilhen 13 caben away by
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Lm eaan l2op this cas i pertormed 400 fres
durirg aervptll escryption.

That waa the rmat-emaiizal part. Wi

coanaidaring WNIX'S creplll it works the
falbowing wayt using a 12 b salt codk, the E-
prrTutation i medified by swapping soama
eniriss, Thea the pasesand ix lakan as key,
which ercryple 3 block of B4 3-bits accarding
1o D=5 25 rirmea Ithus the showe oporalian s
sxpzuied 25%15 = 400 fimead, Maobs Evat vou
can Mave away the inlermaediare P_IF and
F_FF pormilalions, 25 they arc Invares
cperalicrd. Alzso =ote tRat yvou need 14
zeloy‘ate the subEaya anly ane B {they are
re-uasil, ' ousing the following procndurs ba
check a password: oul of tha ancryglsd
parsaerd: | @xiract tha sal-code |che firal F
characlers), which Ise' eecrypisd, Bassd on ir,
| Beoild 17 rnacified E_E table and then the F-
trok Becadsa F depends on £_E. TEW takss 3
It el tfire, beczuse it il 128 of meaTory (1
c¥ta hedrdy 8 sacond in oy irgtamaniatond,
out ind dassnt count much, bocauss yeu aly
napd 1o do I once; sferwards you orobabiy
w5 the enzrgption thousands af firras peng
tha xame salt, dkpenidfing on the ske of yaur
dicliconary. Also think of the fact that, 1o be
efficient, veu shau'd chock all encoypitad
gaarecrds with the sarw zall-cods withln a
pasasecsd fila w1 L same tive, which can be
dere by soting the paswerd fike according 16
thedr sa,
_ That waas &l about it Mate that ics bae e
iripfamran | i1 in assombler. Tha S-warsion is
mUch S30ET, fnainly bacacse of o lack of a4
corimand 1o rodate a bit string [$ supporls
only shiftling), and becacse vou'te waakia 1o
mxpress an acctlen like “swap® [which
cxchanpas lew ard high 15 birg of & 32-hbit
wordl Ie an @ffician way., Howsver, a -
wRHGGR @ easier bo Imglerienl g9 machine
with an unkoown bardwans Junforunately |
dea’l ke Spars asseribar,. ),

B definetLiBS_SO0REL B W i fint)
e et K T LT PR I P O B e
Eancif UEC_S20% and ned lirg

* Thin pragram mplemests the

* Propossd Federal Infarmoabios Processing

™ Dorta f renppoien Snandard,

* .m..u_n Foderal Fregitar, Wysch 17 1375 J0FR12134;
bl

* initial permudatan,

AT akar Fllm|
SESD LA 260810, 2,
EDED AL 3G IR BRAE &
[T R R R T
EA,BE A4S 40,07 701 £,

Winier f99f-022

I ASALALIN I 5 0,
BRSRARS AT IR
£1,539, 45,57 20 21,13, &,
128 AT 33,91 2315, 7,
L5

* Fos! permafabac, FF « IPR-1]

B

rEaliz <har FR =1
40 B 8296 S5 DAL D,
KPR R PRS- E L4
3%, Eas 1L BT RS ),
33,5 055,19 53.31.61.79
5, 4 ed0F B2 20 ELE,
L AR IERR DT
24, 342 VL ED B EE2E,
T LAE B ERITRT I,

I

il

* Fremiviscerholze T Fom e by Baa

* o iedd Z and T

* Malm thasEHe B16G | Bre bsfrosr

# Thiy are nresdid o a g ity chook

'H

arate ahar Pz 50 -4
SXEH 47103 8 T, 5
TRELZAZ. A 2608,
AR E) R T
111, 5303 4835,

nlsfic char FLl [ im
E3.55 47,7551 25,15,
1D EL L8 T 0 57
IER AR N DR

, TLAR BEA0M A,

i

I

= Eisupres ol 3h%a used Bt the ke schadils

a5
Bra o b ) = 4
BEEFEEEREEETEER]

-
v

* Perenigmind ot 200 gk oot the Bila hem
* e C0 wriwy Tha® pramensa Tha ke mckasiols

g
[

Hlalis <har M e
14179134, 15
329,18, £,§2.00,
ISR 406 B
16, TATH0,14 7

atatic char PCI DN = 0
41,53,57,43 47 28,
B0 45 B,
24,4538 55, 7455,

: EREENECES EH

* Thes I e 00 arvif dsannd 00 o M ol iy it e

SRt har [ 5

Wirfer Fald) 42

Lty vher Dyr=;
" Toa ey acheshjle,
® G et plid Froom Tha ey

sy chir o515l

2
i

= The E bt-acleclicn lakle.
bz <har Fl43:
aane a1 &=
AR LA L
4L ET.A.49
BRTNLIER
1A, 15,9517,
E 3,719,322,
2515350, 05,
ol 25 G 1T 25,
FE9AE A,

It
w

i

T Sl up tha by achodo e ®:om tha bay
.

PETTER )
chigr ks
i

regiwer | w
mlk:

o

= Pl genaale O oand O 2y paemutiog
T ihem Erp. TR oo Dncerr bn ol 2aih
£ b o g e e s ool e ey 5B
" bls moiee.
Fof Tl JeZE, faad o)

] = EmiET LR

oI = kel FCE CH L
]
o oerwerana K, bt e O oo g
* oz aurodue ared pich up @ sermssbon
T umireg P2

a1
i

LT RTEO TR S S |

" iclate.

Tor The={ bl ], ksl |

w00

B el 2R, e
Elll = Il 0

L= PR

=D

LRCHT 7 N
Il = el

Oili=sn
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Fari=D i dEds i
Eli] = il
¥

" Tha 0 aslacHon fincharm

B Rl S0 830, Doy give 8 Sofgn

" incex, unlhm mvarything ke

)

slelic chai SEIE4] = [
Bd 412 0 29510, B 314, 6.1z, 5, 3, &
0L, 3,414, 205, 1,915, £12.01, 5.6, 2.8,
L1 UL EI 6 L2 8.7, 510, 5.0,
PS8 24 81, %501, 304,00, 36,73,

15, LR ETL DL B AN 60
S35 5S40, AL & 311,
AR EREREN RER AR
13,8401, 319 £, 3,10, 6. 7.1, 0, 5,14, 8,

100,904, & 3155, 11808, 11L& 1L F,
14,7, 0% A4 600, X R ETLILTLIG 1.
136, 4.5 515, 3,011, 0, 297, &,10,74, 7,
EAERE RO PR RS Lo PR N

TALE, A, B, 0, 0, R BTETE 415,
12156805 0 3. 7. 212, 014, &,
GG B S, RS 1,0, 5 2,84,
LR O ST TAEAAERILYE T, 4.

A, RO, E R IR 1L 8,
Fa TR, 20 L T, S G550 .9, 8,6,
& L1015 T B, 310, 5 8, T3, 0,14,
1,312 L1 LI S8 DRI A B2

13, 14045, 7, 2.6, B, 5,14, 3, 414, 7, 8,11,
T & 18 B8 6 1AL QL 3R
FTLME R L ET1E 20 & 490, 113,91, 6,
A 2R 8BS0, 1, 06, L RLIE,

...__.W_..._m._“_.w._.w.u.__u.w..._.m...__”_.
12,0910, 405, 1,801, 3 B, 2008,
LATLRAZ 3, TG, 6 B DLE, B,

£,
b
0
LIRS LAML AR DB AL 51

1,
2,
A
1,

W LG5I LI R 2T R DT,
1515 990 30, 492, 5, 10, 0,14, 8, 2,
ALY RTEIN  0, E 101015, 3,6, 4,
LT T AT BT A0 55 E10

e
" P lnow parmukac ke oo ths salasied cormsinaban
® ool 1he Gaiient Loaed hisy,
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BEATHG £hir Fil-1
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B L R
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(24 e
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Fardmls 0 14-]
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BIRTH OF A Low TECHNOLOGY HACKER

by The Roving Eya

I hope by this article thal you can
zea how a hacker iz bore in & totally
different culture than yours.

| was Barn on the coldest day in
Marth India in 46 years, fhough 1 do
not think that tha! was the tree birth of
the hacker 1hal | call mysell. | was
Born into a poor famity and in place of
the wsual irclination for crime that
goes with such 2 background, | was
instead given thres things: &
permanan] dark tan, a curious brain,
2nd A desve o beat the system wih
thatl ecrrious bBrain, H was this
combination of the last fwa fhat gave
ma the hacker zplit 1hat | share with
you, whereas everyihing elsa about
me is vary differesd, ANl my [ife | have
thought of ways 1o defeal avthority
and power, bul always within tha
framework af their cwn syslan, When
I was litle | abvays Tound foopholes in
my parents’ slatemenls and gob away
wilh whatewver | wanled. M The age of
eight | was already gxperimanting with
redios, inging to make magnats and so
on. When | was 1an | leamsd to read
circult diagrams and | slarded making
iy awn ten bt binary 2dding machire
using enly simple switches, amall
bulbs, and a battery. My parents were
imprassed and =0 | got my firsl book
allowance. For the equivalent of a
collar a month, | could get whatever
Sovied books | wanled,

But thal was not enough for me. |
stafdgd my own forany with boods that
my eider iriends dosated, and by
twelve | had a calalfogued library of
feur hundred Books. | now found that
because of my good knowledge of
thirigs, 1 couwd often gat away with all
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sarts of 1hings, | seon leamed 1o
menipulale the waler malar 5o that o
would nol mowe at all and thus the
carnpany would chame us by tha flat
rate. By experimenting ! got the
alactric mater fo run slowly whes |
stuck & magnet 1o the sida. The
Iechnology was sa simpie thal aven |
couid defeal 1 at tha aga of hidssn,

Byt Indha is a low tech country. |
had nol seen a credit card ar a
touchione phore o ewen e (o an
airport befare | cama e 1hg Uniled
States. So | had bo find ather avenues
for iy Bxlents.

At thileen my parents wars sick of
my tricks and sen! me away to
boarding school. It was there that |
found tha real inspiration. First &nd
foremos! | defeated the system to
switchi the hghls out at lights out time.
By putting a swilch in paralled, | could
awitch the lghls an from inside the
dormitary, a'ter the 1eacher had put
therm out from outside, My father uzed
to work in ressarch then. Using the
excuza of a seiance project, 1 god him
1o get ma a photossll. Using this, wo
put a Irip en the main dorm cdoor to
warn us when the master came.
Firally, we put a power relay 1o 1the
lighis with input from the radio, and we
had aur own mini dizco. Seon | was
unstoppebla.

Cne adveniure kd fo another. The
schoot had a few SBC Acorn Eleciron
compuiers which we used to 'become
Farviliar with computers,” Actually they
were no gosd for this or any purposs,
Tha ihing we did use them for was o
get ¥ our billing records. The sludent
COMPBUter room was saeparated from
ihe schoal compuler rocm by only a
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grill, 1o £ava the air concitioning cosls,
Oine night two friends and | marnaged
{a remowa 3 saciion of this grill asd
hook up 2n 128 keybeard and monitor
iz the schoal system. Then we placed
this keyboard as thal of one of the
Acarn Electrons, 0 ne ong wouid
suspect anything., Even whan o
jgacher walked by, he only
commended us on our efiarts 1o
educate oursahes.

it was not long belore we had used
{the accouniarts davghter's nama as
{he password to break in, We did nod
change anything, though, but the thrill
of being &ble 1o was so graat. Scon
my friend was able to acguirs a
“krybeoard tap” Thiz iz a greal device
ikt lete you put two keyboserds and
monitars on @ computor, and switch
hatween them by flipping & switch. |
am really surprlsed that in the mass o
1angled wires thal only the fellow from
ke sampany understood, no one ever
{eund 1he tap device for a full
ERMESAL,

My Triord wias ch and had a compuier
i heamm, arg b dd al the work, and my
b weas mocely o be a lookout, keep Iying
perEnseeds, of sovnsthing lise that. | hed no
s as o whed wry fiends wens doing maos
of tha time, because they already knew
aoun Al this S, ad Sy nenser had Bme
1o explain. But | Fied o ladrn B sysbem on
my owr Whenever | had b, | woukd ba
bac at the computer Mot 35 | ok bk
ricni, thet it did much good. Without tha
iz | just wastad miced of my tims.

You musl undersland that in our
gort of techrological satling, 17 was
quie an achievement for all of us, We
lnoked at our grades, =aw othar
people’'s feports and 20 on quite at
will, all the time right urder the nose of
the people. And because of the Taril
the whole thing gave mea, a trug
hacker was barn.

Wireger £901 .52

Zlnga thea | managsd io fap
phones, and even hook vp my o@n
hameamadsa intarcom 1o the aew
imlernal phana syetem that the schoal
got when some big alumnus donated
pE some money, The crowning ghary
errived when 1 came o Americs. Mot
fully realizing what the potantial of
somaane with 2 naed and zeal ¢an
echiews, the corparations are quite lax
in thiz direction. But | have found 1hat
tha best answers 1o bealing 1ha
system are The simplest. The “phene
does nat wark correcily” method of
foaling the cparator, espedially with
my accent, has been the mos
eflective for ma. And as for breaking
inle the gystens of our school, anyona
with & kit of sweet-talking skills can
fird out anylhing. Mot to mention the
advantages one can reap by being
swarg of 15 fremendous amounts of
menay, things, infarmation, and 5o on
st Lncle Sarm and Sousin Big Blus
or the Fed are resdy to give cut for
irae, whan presenied with 1he right
story, | eannat lay claim to very great
iechaical knowledge or achievemenis.
“But the spirit is the thing." my mothar
says o | guess az a low lech nacker
| hawve detintaly rmade my mark.

My Iife has become guite dfferent
as a rasult o seseing my friends
eccaszs our biling accounts. Baing &
zocislly insecure person, | have bail 2
digital wall against socigly. By being
sort ol apar from them, | am abs 1o
understand peapla much betiar. Thus |
am now 1rying to hack the ullimaie
machine: the human brain. | have
found that most olten peopho are roch
marg vulrarable to manipelatian iz
undesired ways then machinss,
Though | must adril that toying
around wih the mega-mansters of this
lechnooratic socety i a ot rare Tun.
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mobile frequencies

by Esper

Cellular phone phreskdng is an area

that remains, for the most part,
untapped (no pun intended), Let me
rephrese that - it rermaing, for the mast
part, unreported within the hacker!-
phreak community, To many aspiring
phrests and seasoned velorans, cellular
phone systems are pretty much
uncharted walers, ready to be sailed.
Unfortunately, those whe may have
discovered new weays to wilize caliular
phencs are being tightfipped sbout |, o
are just researching it a litthe further
belore coming eut with ways te do it
and talling others, such as in 2800,
Haopefully, we will sea some articles
bt this in future izsues. In the pest,
there was one such articls conceming
mobila phones inot to be confused with
callular}, which leads inte something
crsstive. Bear with e,

Mo for & brip down memnony fana, For
those whe are fortunate encugh to keep
up with back imsues, vou might remember
thers was an article some tima ago
detailing mobile phene theory and
construction by The Researcher (26060
Magaricg, Vol. 3, Humber &, Aprdl 18860
Details were given on bow to construct
ofE i 8 cessette tape rocorder, radio
SCANNEF, & low-power franamitter, and a
kil phone dialer (build vour ownl, In
the article, tha sLiior suggests bulding &
WeirrBrdoge oscillator to generate red baox
toeses, For this, it saght be easier o build 2
red box fraen a Radie Shack tone dialer
irnoEt recent corpearsicn is kaghfighted in
the Auturmn 1891 ksue of 2600, laon ' gat
into the gory details of the article, =0 you
rmight have to fisd 2 copy of it somowhers
or buy the back fasues. Agam, bear with
e,
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In the mabile pheoe artide, it tells bow
vou should set the transmitter to the
comespatwding mobils frequensy, sond the
ID sequence that vou taped with the
cassetta recorder, aod use the dizlesr 1o call
“ong of thosa special 306 numbers and
whisthe off with 2600 hertr: then MF to
armpwhiere in the workL” Whila Fro not sure
frover 2asity Ma Bedt can nail somesnse blug
boodng ovier & mokile phone, | and many
others know how bad an idea of Blue
beving over ragulsar lines can ba. In any
case, this i an Mea for phreakerss and
hackera alike,

Trouble is, finding mobile phana
frequencies is knd of 2 hit and miss deal
with & scanner, There are lots of bands to
cover, and one might onby have a vague
idea a5 o what frequencies are where. i
¥au manage to kit vpon an unuzed
frequency, youll hear that sltoo-farmiliar
2800 hertz tone heading down tha line v
somtone makes a call. Then you'll hear
the 0} sequance, the number besirng dialed,
and ko and Behold! You'll hear a call! To
miake wour Bees a it casion, here's a lig
of mobila phene channets uzed by the
phone compenies in major ctiss scross
the nation. If there's mere thar ona
frequancy used in one three-digt nurmber
e sean &4), Fl list thern like this: City:
HCL eyl N, X0 ey
witld thus ba & valid frequency for that
Eity,

Albugquarngue: 152, (510, 570, &30, 750,
E10

Actlarda: 152, (510, 540, 600, G30, 550, &0,
TEO, AT00

Balimore: 152, 1310, 630, 750, 816, 454,
(400, 5000

Bosten: 157, (510, 540, 800, 550, 7RI, 454,
(B4, 475, 00, 525, 550 BO0)

Chicago: 152, 4510, 570, 630, 20, 723, 730,

Wincer o907

Ta0, 1800, &34, (375, 400, 425, 450, 47E, S,
B2, 550, 575, 800, E25, 650

Circinratiz 152, 1510, 830, 7E0)
Claveland: 152 (510, &30, 830, TE0},
454 400

DiaMas: 152 (370, 630, 50, T80, 2101, 454,
[£00), 475, BEO, B0, 623, 650

Droqweers 152, (510, 540, 800, B30, B30, 750,
T, 8100, 454, (375, 4040, 455, 450, 475, BA0,
525, BEO, BT, 600, 625, 6500

Detroit 152, (570, 600, 630, G20, 730, 464,
{275, 475 525 575, 625}

Haustsn: 152, 510, 630, 720, T50), 454,
140k, 425 £50, 475, 500, 550, &00, B53
IncEanapolie: 152 (5140, 540, 620, B840, 750,
a0, 454. 4375, £00, 425, 475, 500, 525, 550,
]

Kamess Cityz 152 (510, 540, 530, &30, 750,
Ja0, atd, 375, 425, 450, 475, REO, B50

Les Vegss: 152 (510, 540, 570, 630, 6,
120,750, 780), 454, (375, 425, 450, 500, 550,
LIS, 625

NWiamnd: 152, (370, 570, 600, 630, 660, 720,
TE0, TR, 454, CRTE, 400, 425, 450, 500, 550,
B

Mibweaudoes: 152 (510, 570, &30, £30, 720,
a0, 434, (400, 475, 60

Winneapolis'St. Paul: 152, 1510, 570, &30,
G, T, 8900, 454 (375, L50, 475, GIE, 800,
525)

Nashevilla: 152, (510, 570, 630, 30, 7a0,
S0, 454, (375, 450, 475, 525, 60, 625
Newsarde, NJ: 152, (540, 750, 810), £54.
(425, 475, B35}

Blewe Owlemnss 152, (510, 630, 620, £10}
Blews Work City: 167 (510, 570, EI0, 550,
T20, TR, 454, 1375, 450, 525, BR), E25, G0
Ciclaboma City: 152, 1510, 540, 530, 650,
T20, TH), B30, B100, 454, (275, 400, 425, 475,
Philaciphia; 152 (510, 540, 630, £20, 750,
B0, 454, (400, 425, 475, 500, RS0, 575, 6O,
£50

Phoaenie 157 (540, 5T, 630, 630, 60, 720,
T, TED, B

Pettsbowghe 152, 1510, G230, G240, TEOI, 454,
(376, 400, £35, 470
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St. Lowis: 152, 1510, 570, 630, S50, G,
TO04, £545. £3T5, 400, 425, 450, 550)
Salt Lake Cityr 152, (510, 570, 630, £50,
5L B0
San Diego: 152 1510, 570, 630, &0, 8100,
d54 550
Ban Francizco: 162, (510, 5344, 630},
SE4ER]
Segtthe: 152 (510, 540, £20, G660, B0, 454,
1575, 450, B
Washington; 152, (510, 600, 630, 620, T2,
TEQ, TR0, 2900, 454, (3TE, 475, 476, 525, BB,
575, 625, E5Ot

There are some other frequencies that
dair't fall wwder the rodrmal 153 o0 454 M
bardl Some can be found in the 35 MH:
bard and, from what 've sesn ard heard,
theey srent wsed much. Thiz is aither good
or bad. s good becauss itz almost
ahwiaya frea of use, kot bad for the same
regsan. [n order to hide among the
rnasses, it might be Better to stick to the
152 or 454 band. | haven™t had the
oppontunity to build these phonas of test
them, bt a8 food for thaught and crestive
processes | hope 've whetted some
appeties. And, if amy of what e proscsed
pens olf, wite and el us, sthematics and
al. Encwdedos is powes. Bvers iTyou hivve o
intertion of buiding the mekile phote snd
using the frequencies Bxed abowe, they ars
abweans fun o give & listen o, Cne trme |
calght & prominent real estate rregul who
iz in financial dire steaits {l can’t say whe;
biesdas, Donald would never forgree me)
eall ene woman and say ha was working
late gnd wouldn't ba home for quite &
whiks, Ha then callzd ancther wonnsn and
todd her he'd be over st B30 Whe krowes
et ol ll b art

One final note: if you like what you
haar, you rmight want to pick up the
policefire radic frequency book for your
=tate while youre m Radio Shade for pour
tone disler, Keep an eve on Big Brothr.,
Hell, they're probably keeping an ove on
you! Happy hunting!
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BY PUTTING THESE 5IGNS ON TELEPHONE FOLES, THE FEOFPLE
BEHIND THIS SCAM STAND A GOOD CHANCE OF SNAGGING A FEW
UNEUSPECTIMNG CLODS WHO CAN'T READ THE FIMNE PRINT A5 THEY
DRIVE BY.
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slmplex Update

Four superllucus codes were
printed in the list of possible
Simplex lock combinations on
page 12 of the Autumn 1991
Izzue, The codes (51}, (52), (53},
and (54) are unnecessary
because they are already
included in the list under a
dilferent guise. The code {51},
for inslance, is the same as (15)
because lhe pushbuttons are
pressad together, Subsequently,
this brings the total number of
possible combinations down
from 1025 to 1081,

An error was also made on
page 45 regarding the tolal
number of Group D com-
binations, The number should
be 541, nol 451,

We decided 1o follow aur own

and Corrections

advice on page 11 and record
the Simplex codes onio
cassefte. Using speech
synthesis software on an Amiga
2000, we programmed the
machine to do all the diny work,
The speaking rate of the vaice
as well as lhe pauses between
the codes were carefully
adjusted gg  that lhe
approximale runnfing fime is 75
milnutes. In the time Ihat i takes
you to listen to this cassette,
you could be In any Simplex
lanch.

If you'd like 1o see just how
easy Il really Is, send us 57.50
and we'll gend you a casselte
with all of the codes! The
address is 2600, PO Box 752,
Middie Island, NY 11953,

USPS Hacking Corrections

—__-___-__.:__-HL__--_—-—_-_q_-_._—__q_-_._-—__-___

The: correct POSTNET Tor 1193341732, our dp code.

As many of you wigde to el ws,
the graphlc POSTHET examples
that appear on pages 32 and 36 are
incormoct,

To prevent Lhis heinous error
Irom ever oCouUming agaln, we now
uge ohe of o programs to prind
FOSTHET s. Qne program is in
BASIC while the other is in C. Bath

agk for a five of nine digl ZIP code
85 input and then print an eguivalent
POSTHET. Both are prirted In this
e,

A tinal cormection: FIM's are not
necessanty “sheline bar codes™ as
claimed on pages 32-33. They can
have amywhere from five 1o Seven
bars depending on the type.
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POSTNET PROGRAMS

BASIC VERSMON

1 “.Sfe-Ya Bpcoder Frogrem by Marakall Flann

12 WD H TRl BT 2

20 KL m i " Tk knea of the Sripza

35 K1 + & * Thkchnasa of tha caga

51 =

&3 FEEMT ~Frimr S Coda - 7

Bl FFLT 85 - L = LEMEED

T Iniialirs Frinksr snd print R ong Bar

B0 GOELUIE 2540 - GOELE 300

2" proeas gach o g

TR FOR 1= 1 TO L : 2% = A0S0 BOSUE 1560
MEXS |

1197 celviilate asd print chect sam

TIQIF RUM o 10] E2T0 120 ELZE SUM - SUr -10;
GOTS 1230

VHIIF MOT SUM o D THEN S0 = 10 - Sk

Ti0 28 = CHASELAY « RS0 - GOSUA 150

150 " prink et kong Bar

&0 GIELE 370

170 LFRINT : LFRINT

102 MO

120 F (26 = 0%} THI KGOS LB R0

F0CF M5 m "-TI THEW RETURN ' lgeors casmn )

210 THAT = A50IEE] - ASCI707) : SR = SR o [UE[T

200 Caza Eelmmard or anch $gi 13

23 O DT SIEUE
20, b D, E0, S50, 410, B30, 5 10 B30 BRD

240 FETLFN

F20 7 inELalze the prinaer fof the eorect nomsar of
beptara

IO OFL M Tlpt1;m AS ]

ITO N - BT
[ T

250 TETIRH

25 Fring & b= Bat thon a space

F00FOR = 1 TO KN - PHNT &, CHRESE  BMENT J

FU0 A = VTR PRNT 8L SRR WEXT J:
FETLFN

30 Prink s Short A than s s

IO S m LT KD PRNT 81 CHEE), : HEXT 2

24D PR J w } TO K2 FRINT @1, CHRS I - HEXT ) ;
RETURM

el TELL FRINTER TO RECENVE ERUWGHT B TES
FOR & DlGT

FEEFFINT R, CHRSE T T e CHRS N e CH A i
FETURH

A3 PENT & OHG ALGHE

* Bt wictth of m AT In

3200 PRINT 8 B, CHRS 5 " 2" CHAE K1 - K [+ T HRE T

GRS 200 RETLIRN

F¥0 ' FRINT A 1

0 GOEIE B GOSLIA J2G05IE S0k GOEUE R
= RS TR0 GOEUE O FETLIRN

M FRINT A 2

420 GOEUE 25060 LS 00 : GONUR 370 GE5UB
I QOSUN TR0 GOSUE 29 1 FETURN

4 PENT &2

A1) SOSUE 500008 220 1 GOSLR 222 1 GOsLUE
30 OGS Tl GOSLE 00 : RETURY

B0 PRENT A A

A GO FECG0EUE 2 - GIEUE M - OSUE
Z2k. GO LE T = BOGLE 30 RETURN

A0 FRINT A& &

0 GOEIE SR GUSUR 120 1 GOELUE 530 1 G0EUE
20 GOHUE TR LS 300 FETURN
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SR FFINT A&

500 CLEUR FELE0EUE B0 A0SUE 0 GOasun
F0 GOSN 320 GOSUR 320 RETURN

BICFRINT AT

ST GOEUE FE0GOSUR Ha s GO5UE 3 GOEUS
Fel: pOGEUE 3200 SIS 20 - FET RN

Sl PHMNT AR

G0 GOEUE 250 GOE1E 2 GRdGLE 324 GOEUE
DGOSR 2RO GOEUE X0 RETURNM

WED Y FRINT &5

WD GOEUE FREGCEUE B30 LO% s D GOSUR
FHE: GOSN X0 GOEUR 220 RETURH

L0 PRINT A G

EA0 GTEUE FROAGSUH FR0  GOSUE 50 GoEUs

0 FEELUE 30 CDEUE I NUTYREN

G YWERBHMN
i zipoar.e for sul-rrail *F
I by Marshall Fann .
M oomgpiled Nina in TCee )
e L

¥rcdude catdic b
Firciude <string.hs
Hirchoda Soatins

Alnclida cerppe b

Scefing PREMTER_PORT  ~ipel”

gdefing EEC n

Flaling LOWG 265

Fd=fine EHOAT 7

Fodalices SFACE u]
3 Fdefiea K1 T mowicth of aspase
¥

Adodine KF 4 M width of # bar

-

wirid wris_marsdl
wiried Grar_codel;
Int coda_digily;

anaigred char dgit_tics{] -
124208800002 17 18,200

maindargcengvl

Int ange:

char "argvl L

I
int grintsr; I file b vt ra =S
char arding| IS5

i first parameter |5 1hea 7if cods ar
alsa gl ¥
if Jarge < 33
printf "Lisage: Ha
Tipooden” arg1a0y
axit-11
1

Winter 109142

e ———— .

7 ppen fha prrintes porl =
A Jprintes = openiFRMTER_POAT,
O WWRTZHLE == g
prin b T Erres conieeg
Sw'a" FRINTER PORT)
axili1f;
H
alrepaislringangA 1l

ar_cedelprintersiringl; o print the
b ooz "
writelprinter, 0" 10

ling %

i* pric] 8 rew

classiprinkery
rebern G

woid
Sar_codeiprintsr.sto
Nl preintar;
characig

4
1

char ogt_st1z55):

il s

int digit

sl cowntadi

et s =0

il lam = sirbsniats:

£ adkd laading Ear %)

count += code_pnd 8 our_strceunt]

£ a0 thrawgh the glring and
£rcake cades for digis %

Farii=ly oo bon; e el

iT Cisdigictaneli ] { 0™ charactar iz a
dligit =
dipil = stdil G
sum += digin, M acvuminbans o
chegkaum %/

il lewun] = 1285 ] 0™ arrer seary
128 byies or 5o
1o she printes ™

ALL_Sro0unte+]="0"
wride_barserinoer oun_ st caunry,
crunt =
™ end iy

7% coda e nest digic &

cod_strcountes ="
WD aral BRIRS oL _ALrcal il
i

wihd
write_barsiprinter,sir,counti
irl prolers
ghar air]l
it Gaunl,
L
char cot_st 5d:
irlnem =G
ol _stineTei| = ESC:
el _slnurp++] 2 2"
el _&riniate—=| = Giant:
ot A0 nirite—| = ¢
oui_stinum] = "0
wrils pricter, cud_straumy M crepare
srintar Tor data %
Wi pein Ter SOEeGurdl M oarita dela
1eonnier ")

I

nt
conder dgintdigir st
Inc dig:
char sk
i
ng i, Lk
Telic d b w000 wa [ —i
uze digit_bids as 2 iemolabe
Teer [ R Gonden.
Ha bt i3 o0 t9en 2dc 3 lang bar.
Fdd g ahid Lar gheosies,
# 1digit_bet= cgit] ew 0 & TH
Far {j~0; <Kk ++) =
LOMEG ik
Valan [
for ij=0; j K2 arde-+| =
SHORT. j++i
1
o gj=0; jekian|ke=] =
SFAGE jeal:

=17, LT renuem b = el of Bl addad
oot digyitldigin Bdag_ardocuniil; b
E a0 gl W=y i
vt ond tar i ddita beginning o trasiling bar *)
irt
i* gacarata tha chademom codks_anistt
[LNEIE e B char =irll:
Solurt e Code_digie] 110 Eum R [
T % A0, iFl ], k=
fafpus_stcourtlil; For {|=0; jeR sl ]k++] = LORG, j++3
1 for {j=f (xET:sirlks o] = SFACE, j+40;
/" add trriling bar raraie b M raambeer of breten ackdad
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witshalding meunxe axle bl the buyen of b ook -
wnlke Lhe prew? man Risigll - are Seedimably 1o
slupid 10 o eorepsred worl, He wid sugebs condesornd
bt poowide iy withtsld informalmn f you seesd Em
ek oy and agres iz wrlng o go Lo il if jod
madily the oide, alid T30 AIPNE o8, CF @mevg
Fauan T,

Mo joke, Follos - you pay ole medney wod Low geL e
progras yod e forbidden p ekeCural While we're
craiqeag yoe, Falf, for nincteen hocks 3 jop you
might wazl Le gel someedy Cunilser wih Baglsa
sgellisg, Erammer, and $Y2ReR bo proafresd your
Imiredatan fmm the (oo

Muck Betpes velue for rhe mozey s Mack
Ladwlgs Limie Biack Bacd of Coopeder Vieurer (315
from Americin Eagle Publications, Boa 412401,
Toosen, AL FiT170 Lodtwig = responsiblke eeoch in
warm ef Lhe dazper of hid suixject, Bol, this
fecomalished, 1aea procesds o provice alithe
tefnrmaticon hin readers could wish: hixlericel
Lachg=cuired, dereded exposiion, a1d wellcomoezied
SiEiaE Cinde,

Keop on hackin®
Fhat Fireddy Phroak

Lorg Distance Trouhle

Dar 2ol

A wipn 01900, Sarunday, 111551 1 nonced somes
Loechie with the 0L peswork, ©iried calling MCT
MAIL weing s=eir 300 zumser and calling Trom upees
Marktaltan, 1 gof 2 Nee Yok Telphone inercepi
recood g dier “all circce pre by now” [oied a few
pebeer fimes apd pot the spre memage [ then calied
13r323-1- 7L 5554141 £a chook L Gl and pot hE
e fspesep | ihen wisd 10202 1-60 F-ane-vayy and
gt the sarce respoase, [ eas wbie 1o gat diongh b the
rea] zummber in 6L 7 land with the elbersarien. Bulthe
proten thi Dlolnie: S bew do pok el aseind &
blocked o defecnye 00 swinck aben yoo doas heve

wn ahermotive real” maester far ke locstion?
[ranny
MW Tork
Yes doa™s. Ualear rown Sdx COoRfed? JRS T0AR
ArGacs CoMEGAR IRGT sreraws ke B0 aaber and
ek e for a traanlzien, Eo if would prodabl's b

Foge 28 2600 Mogazine

kard 4 rrach tRem aveay TR £nbine metwork Wy
dewa, (up more arausde af dechnalogy mpLiag
bacberandy,

Dutch COOCOT 5

Dear 2

Lin Hedlesd qodvs § few oompences and insitato
coam coinveres Deomparahle o COCOTeh Momaly
yez're nat xoppased to be able 1o cill Teldie=
pazpennes (rrpolar onsi], 'With coleolis 178 sl
Tast zall the compaay ed say voo'se o Telecom
explones ard tell ihe techeocs] sl (2 any, nlhersdag
the operpnor. €560 that yon havg &2 check the linea
bocwse thees 0 beosk &= the ahde ool sco nzed o
kare ke ooavor's phond foanbed 30 be B0l 0o sge
whetdner 555 g lire dhat’s caseing the pooblem

Copce s done, take yoer DTMTF dinler and po
b the phene and Bave the phone Tomeasd your sl By
presaaip PR (roce phooe Domber) 8. To use £ o<all
D D210 16T themn oo call vou back Jef the ooinvex's
nuerierd brosess “yeu can'l Bl & direet booaoe of
sdministrative prolder” They'll (il 1ol Back wnd
bl fomoothe codneon’s pumsern IF poa den'L reed b
call froum bomer, poas can of couree e jLchmeetly,

Nule: =ake sore To change 10 arecher Colaven
cegalarly (ooce 0 meciiti and lo erase your muemher
frorr the cminenz®

Jack-#
Hingado, Holland

Cellular Eavesdropping

Dacir 200

1 receacy pisked w7 0 sopy of your puiizasen
and eminved il alat. T hone & gusslen with mepands B
the 00 Mex band. Is o possibde i oo an ofd YOR or
TV with chazszle 7333 NTEC wiaradard (E24-290
MR} T seesive celulis nelephong CoNVErsETONS Tor
grprrmenta| purpasss endy? What i the addroms of the
sutecriplion dépurtsoul of TAFT

Mau B
Sureeracl, M

31 o cevkaiaty i peasile dadd 1T dave a8 IR
mie, Fur pro repd 2 priwith g UHF Eal tkar doerea’s
click re pan man S tune moee radlp.

The kur sbdrer me Ral for the nde TAR was M0
Eog M0V, feadpaitle, Y #6280, Bur wr Aavee's
heard angiking from them fn gole sonme Sme. The old
TAF stopped pulstivbing in 1521,

COCOT Experimentation

Dhear 2608

Advec resdezg dhe et of COCOT zuree s i weor
previes iz (A ckomes 199317, 1 Secidad La capemicenl
n e marre with ee plonist, Afee T2 "Shank ™ 1
the sperator, Focr Do Lne planedl L oused eiv Tone
decoder gt Soozned ot shal them were a few dilfieren
wris of ko piomd. The mued commenly enesuntend
et wan “ARSTT a=d 1we athery weie YABSST and
“ARZ37. 1 have gt Peasd wny 00T which ¢id zo
play cae of e asewe chree scln ol Lzaas, [ have

Winfer J991.92

W,

.

A .ﬂ_.aﬂu._n_ arosd with e foe a whils, bos 1 bawes™

L came to any cenciusions. [f anpkody koows abeut

L mmsoncs, pleass writ in and ot s,
wER Rigpla i LaST-RL

 Credit Wanted
i

o

..E_u.-_-..man..
T pour Avumn 19%) jweec on pags 43 103 Lo
"y acicle enled “Mure Cosvesion Trcks™ by THC

Al the begiening of e e, DO writes: 7T bave coeme
o prpeas & file explainig Dow o oxee the comveriod

Lo et Bosrpaniog i swich b szing boieces the 1o
o gifTerenk frogoesey « rymials, eratling Troth Lock panes

and & rod box. Oree thing 1 42da"t Liee pheoait die £le's
dergn is Toat it had wizss coming oot of e bach ol
the meid b the Lo coyste and the wwich ahich wex
AT epoaicd gether 1o e ek of Co unit Ugly. [
moaraged 5 fir eveeryihing reily beside the o
Obadcudy, O has read e dile [ releanz] inte e
net. T ake olfcrse ot ks pemarks and pstinads, Fisr he

- Bver Bis ariich on ooy Filke's iden for the 1oggle swilch

" cemmersen, ye! he gives me no creds b cosld Bavs

gt feas1 mennoned my rame. He effz:n sn
“fnpeovement” by pertiog the cresials asd the swiich
e the hor. Then he cdlczes my Foe's deign’ I
my fike, [ explaa thes my design in a quaick Rack ok, 1

!aqthnnnﬁﬂEr#ﬂﬂ?Eq?nEiﬁ
© gk ngethor The tepgle sehch cnnvemnien withoul Ly
= &EMienln filisg eroseldering. To z1e, 15 was repre

Irparanr o pol e leggple s%hch sooverdon &ln &
many people’s haode as pooible. [ dida’n ozt 3
wlcky, shicklnoking Bea. [ wemied eomething anpae
[oven pevsle wink sl thearnte | could badd gad see

e oo peally pireed o DT, Maybe be just Sorpot

oy pame o whatevez, [ us Feel o 5L alighied, wsd £

Telive i gving poophe erodit wheoe credin s dee.
Cuunl Tiro

POSTNET Correction
D o

Some reclificalions and #xtrp infosmalion
tegarding the USPS Elckizg articls (page 52 of
Volame &, bembe 20

The POETHET wa page 52 dors mol enseds
2E03's FIF+d: LISFI-0F5T. [ consists of &
comiodnation of 21 lorg ks tnd 3550 bare (ured ncd
the wwaual T2 losg s and g bar o slaled in the
third prgrigshh. Ex arder for the POSTIRNET L enzande
LE955-0752. nac mumt apply the fallowisg
madifisalicns: e&d shom bar, poritien 351 delols

- shad bar, paition 478 3; change In leng e, puedlee

14D, chenge 10 sher bar, poeitien 4202, change
.__q.__.ﬂn____q.._vjam:.._.lu.....m._dw

: It in o b Then the emor was dus bn =isprnl, bl
wome of the roaders pghs ool v undeetoid The st
pan cf the amck s nf w1 Have wol decided 1o
] the sampic beller pénted on page 35T 20, have
woo ecesernd iyt

The nouber lengss, width, wnd apece sepaanng
horzomal bam for usinos repls mall on page 15 ake

Winter J00 102

sz b b relanively prbitrary.
Filauk Fox

ik £

We did in facd make o eriFraks with char

PUISTRET. Gaake o fow renderr canghs & Carnee fins
and a:ldenduris dzosar o page I

n Prodigy

Dhar 2500

[ doa senally woite ko you with oy peal zame and
pddress but what the B2 1 have portizg o hide. 1
think yeor lutest (Amomng Derae 39 poor kol overd
Brawvo® It is fuil of very izteresling a=d juizy
i=fonneton. Mam frporany thelgs, il Sefines e
hacker spirit a=d claie Rl has een psacked and
Erared s igoecam people. ['ve bozght 3 zumber of
jrzac ba pive wway 22 fomds and meacials o ek
e whil hocking is all abeecl mod b thizk 1'm pad o
gome dewicon undergroaad, Your magezine along
wih fhe becke Hastess and Cpberpund ane necooers
el Gee pevple wanding to bears wial acking s all
a0

Mrw omle viter things. Big Al has o leler in year
msed fssue atool Frodgy resdimg privaie fermanoa
froes Bie mactinre do their own, He menitens the
ETAGETIAT e w2 kading place Tlave chackel
=y ewn STAGE.LAT pzd fecnd aoting recliy
suspockas pacepd for w lis? o sobdinssory namess Snem
onc of my hied dives. The Hst i semewhal Slsmme
and Melodes mare Compuecrvs SobiineGory rames
ihan azstking <lie. Uslecs ocoer dala fn memelow
seriibdad inl thie Fle, Toan'L fnd evidencs of what
Fig Al & wlidag eleor, ['d ke eerimee ko hows soore
sboul Bew b foond his Saie {onisypled, ke, ASCL,
erc. | within U= STAGE.DAT file, 17 what k2 ks
suggeited s 17oe, 1oen it nhould Be mede wide)y
knoez [t seema Lo == Thal Peadigy may aven ko
viclaling the lew by srealeng privele nfomalios San,
the sopecof iy Muiking has e Levs 1o DLy spartmesl,
bt i T orer foind hize reranaging threugh s clicets,
B call the paare., That e, afler batisg the orap oar of
bim!

Aler pivieg oll of this same Seught, 1kink we
shoosld Te very caredu] atood buwisg oelad SErlons
with onr compdoa [ b olwioasly veoy eary for them
tn read @df Ciles. capy irlemalion, e=d use tha
efemnalion wilthead 2 sver heewicg b, 1I'm el 1n
Prodgy and Compuseree ipinnmg row 2and dree when
TI'm a=lne [ nsvar scppesd 12 thnk abwut what they
il ke doaag sl oo .

[T

Mew York

DhezaF 240l

Unforonately, i= his leizer on Prodigy in the
Autmn 1991 s, Bg A proves nedhing ether T
hin igmerasmce of how MS DS allowton duk space ta
fil=s. That &5k s7ase wan ence used fora file =
sondineciory &, which wai delered ard har na boning

whateooyrs <t whetier toat sk space cuk Later ke

2oy Mogazineg FPage 29




semd for o dilc @ subdirecocy B e owocdd be procd of
atrat g etavinr oely 0 Sl WES MigrRsing nsrcex
dieke, cther lopical 22 pZatical

[ dentt know smocgh atoul Wordslar s Enow tow
it maragss lemporasy Tiles, oes meecring thet it
mavow smrrallE Jor @ wond preseaser, the il Likely
seecana for Big &1 Lol pocs something Likes 2)
Wiile crestizg o dizmy docnment with o dumany
=w=e in ¥, Wopdsar creates 3 trmponry Mo, wkic
ordy i oerraineng most or all of the documen beung
worked o0 bl Wordsar = halied, a=d kI gleaning
o # detcten Yo Lemporgiy files of Prodigy in ganicd
sod when fLoaxhs MEDOS for disk spase Tor
ETACGE.DAT, it gets thas disk wora thal wis S0l
secenrty Frnd op {this ep can vary Scpemdieg on M5-
005 vemion and wheltes the Teod desk has hed wll oF
jix arca weed since il wis 131 Formatsed]) which
caleoalls cemtuics #il the Fark froem e Wandsrae
sesnaon | coneider thin s much mane plesible sormaria
than Big Al's amncrtios thal B35 proves the: Prockgy i
resdng dula oor of Wondsler doarT et Mo

o Bip A% manm %o prove wnylking here, he shocld
o Moron TkilLicon or fhe oguivalst 1o oversri all
cruaed ik sec102s iad 11en ser if Peodipy pals
wyihing e STAGE DAT. Or he shosld check e
wrcten That will be allocaned for the rect Ric openad
b Belieee and a5er Prodigy in etasted, wosse =hat
Eredigy charges.

Ag fez the pamee of compulers suck i ABLE
LEGAL and BAXER TEGAL showiag vp on
Predicy mailisng lis, = he stscinely corain, oo -his
he#m- and-hope-tc—Fe, thal i one i.mmH&E..“_ wam of
the sellware asso0iined with the nelwesh wsing The
muchine saes?

Bz whic [ epres thet the Frocigy affuir =ap have
besn glossed over mighly quick, there e Lmts 1o
proancin pn Lhe fopis belfoe il it sl ALY,

17 s S wint B ssanedsl, st dnink mp wteck Bow
many comgreler lochaiciond do't realae thal mong
Mocton's WIFEFLE on vour woed peneeser Dk i5071
eozigh unless yoo hesl down amd wipe oot el e
semprrs [l polr wind processos seed we

Jon Raded Resbon, ¥4

§r'r bern oo pordion thal @eda § Frosipy was
dring molfag HIGAL. SRGEERATAL UWIEFT arg opeuay
v heir peresnc! rpsienr b oolaide casinids dase
kariars] wkick coudd cac i do Jaite hornbls tdagr
Wi kopr 1kis Feahzansa ir razzpk dr wals mow
petpie ME

Reading ANI

Dhear 20

[ have = Sgrint $00 line. 1 called o Sprint
repreas=laive Do ask pbom Caller T She didn’t krew
nThand bt sakd R1ed dherk with tec proper lechnicnd
people. Star very helpfclls pot bk o nef e nEar day.
Sk teld —e the Caller L i generally aeailakle i their
large woiume css b the digisal polses ane s oot 1o
the privine S0 meem oo Neel Eheophl o Sean Caller
M1 unit- sn ATET wrede] Tor 555599 with a 19 ou=ber
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Y -and Lpree pared 10 L2ES"S been
Afered by ke mid order places in Lhe kack of
slecirmictobbnies magagines [ had re0 Slenk
&ferere parle of the counbry <ill 20 the 300 Lire bzt
Th IO sreenr o 22 Cnller [T onit receined Mo,
Apsicnly the Lecal e riffer Soma'vian't tankn
ke informetion briscen cings or Sy simply filter
them ek ewen en the 300 Do My 300 Sumber is
pigaytecked proo me home phoat 5 008 porielly
redtiiled Broim Sprins someshore oo i U coomielrs of
Mebmakn or Kurcae

YWeur pinnal hachisg anice wan very infametive.
Yeu ena rail eadasd size betes of s Cmn one
poace wify mny postage derominabon veloe - sven
caneelled wlampx - and Cee¥ L almnsl alwayz go
throzpk Jiot meke st ey srr addnoaecd zealy itk
the zip eods weren o chearly in nice Kleck digi wnd
ol Soeem Eagly i s buzey maileea - Lie @ diivesy ons
or the kicd g1 0 skesging mall shaz sres w kel al
wolume. Frobwily 1he bes a2y is 1o wae 4 ool slumps
end if e wer any quokliors sod ould say the old
2% eemter mesl bave Talles off, | pay my bille with this
micthax] ard svct e pecsonal e e friends wnd
none of them has hed 5o pay prodage e

¥our magnciic sifge cand Suplicelar aricle wak
mt izreemticg Lm sl in the procoes of gelling
perss bogesher ofor dape head e AT Blecirerdss, T
Bux 367, Wia Moys, U4 G140 - theiv catalep has
peedmumplon cad reader aeemldics). Here g5 Akren 1L
lbe photocops machines wse 3 oand with o Lkiz
wediogassere-widts mapssiic slrpe o= il The cards
wrr wold [ooem o vendieg machone i 31 imerements with
& 520 manimars valoe. Tt locks To be jodl @ singe sk
of tformation on il e should e easy e chone using
tre seadfe e ol in 2o aticlis. I soeeonadid ITH e
wno knew aod send wieng & phane of =y cnmgiciad
enit

Pete 3t Al

What & fransvired a0 S8 mumberr & e Daller
3 bur AW, Thiro éx no wap d Co'ler (0 e wnuld
ok on ke fermuaafiag dad of an SO eeber far
whal v WAl iy, The ANT daks & coming frow ry
loag Ersancg compary hat spot odf the SO0 number,
They in farn gef o7 from R cller's foca! rompany.
The focal compaay &n the recervieg £ad 05 Al
Jareraciieely Tavalved ie paiiieg rar dara, xeliks

2ter TOL M pewads g of yerr eca! oempaay Gl
wiing Catler M ar all o pou would howe jamen ga
“{rur off Ares” or egndralond moasssd s yowr phsar
raag ratkes ain @ AR SRes,

By e way. BoaT feser wor mind witk a 23 soal
staig, W bape dhal waas deleeffona,

Red Box Warning

Dhear 2o

A bot of you kave pocdabls moddad the Tasly
Faadion Bhuck s dialer aned Sound il 4o work az3 red ko
[ oomd & si=iles, b Rifir mad o member ol yoo g0
when | Ireed n the EIRAL T memald LKz 20 point 04F 3
grave danper in scluelly osing this mendified doviern

frentinied on page #}
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Class Features

by Cnlosed Walter E. Koriz
75 Cliches from the bridiee

Crmitel in Las ¥Vepas has Caller 11, alng
wills pirvrrald coher featores recenty added i ons
oastoen callng featores. The local syl has &
privacy feslore which can he permanecily
sdded toa phoae hine by the phone company
(ard il can’l b Geaczivated without calling the
phores company, which may be o problem B o
iry te call semeane with Caller ID Block
Riejection acliviled), o on 2 ane call basis by
dialing *57. The pernanent add-ca is coly
available for residential lines, and every
costomer gefx 1he cne time feature. The
followizg Tralores (and code s oare what is
cummestly v my phoee {altveugh some of them
are oy availabde in reo ceneral offices and fog
mesbdoniinl inly a2 presenth
457 Call Trace: This is 2 special mumbser 1 call
2 o proideon calls [0 will teecs the lasz call.
There is 2 charge For (ke call aml the ranber is
only given Lo the police
gD Call Seecening: This will rejecl wp fo
lwelve pumbra, Up te pwelve numbers arc
stored aad the feaiore can ke activaled or
deactivabed ab any fime withau reentering the
e rs. Yo can a3 or deless euenbers. Omly
bocal penbere van e enrered. on can stone the
last number diabed even 3F it has Calles 1D
Blook. Mo long destance, cellular, or Trunks (23
used By hooeis of larger PEXE 1he callag pamy
hears 1 mecosded “The man®er yoa have dizled
b5 ol accepling calls from yoa & chis me,”
fcllowed by a disvomrrect Yiouie phoce doesa’s
ring- You van slate the lust nomber which
called vou, even if vou doe's kisow what 3 aas.
This imvciudes Caller [0 blocked calls.
51 Disdinetive Ringing: This will causes yoa
phone 1o fng with theze shon guick riogs.
inslead of one liesg ricg. The diginclive ring
osually docen T scrivets elecronic key sysloms
The feature has a recive nueaker (local onlvi
fapacily. Yodr gan srare e bl number which
called yoon, cvers of you dont know what it was
This includes Cader 10 Elocked cells.
i3 Preferred Call Forwarding: This will culi
forward only vp o reelve phooe mambers (ol
eelvh The rest ab the world will ring vour
phooe as pormal. The featere his a toclve

Winter U)o

srambeer (hocal oely ] capuoiry. Woa can slore thr
1ast mambser which callsd yoa, even if youo dion't
know what it was, This inciodes Caller LY
Elocked calls.

*gh Aute Redial: This will cell che last number
iy ealled, whether it was by, answered, o
umanswered. b will confimee 1o redial busy
nuribers For up w30 mingles o vzl cancelled
b (alleng *EG. [ works by cheoking ke line
perry few sacends wntil i1 semecs thas it is free.
Yo preane will ring, amd when yoa awer, e
olher pany's phoce will ricg. 18073 04 fasr
rrough 10 call back to those anraymg ass
iwling junk callers, This feature will work with
any hewal call inclading Caller 10 Bocked calls,
tyat ok ol kalzr o Inaek, lines.

=47 Calter [T Block {ome call): This »ill
display & ~“Private Caller” messige on Caller 10
displays. Caller 113 hliced calls can be slomd
in the Call Sorsencng, Distinctive Ringing,
Feeferned Call Forsarding, and Selective Catl
Aavptance lists, bal the combers are fod given
2t 2hen the numbers are listal Only the wfal
nueaber of privale pembers is Daed, and shey
muzsl be delefed as & groug,

#E8 Sebective Call Acceplance: This s the
copeasite of Calf Screening. Up to ferkes loval
nuabiteers can be ssored aned they will b the aaly
calle whkich will rrag your phane. AlL other
mbers, inchubeg heg distance, celbclzr. and
trunk Lines wail be rejected with Lhe sams
mossape 45 Call Soreening. This @an be wsed 10
aweid credieers 2nd st talk bo thal specaal
semeons, Combine it with Caller [T or
selective o2l forwarding to play hocky from
winrk.

wq% Befwrn Call; This will give yoa the last
lecal nomber called, and youw as redial 3 by
dhalieg Lo I will give oo e Last niznber even
if yoa do red have & Caller 10 bex §lrraal b
ase i you don’t have o bun by #veny phone.] 12
it was 2 Cgller [T blocked vall, s veoraded veoce
will announce, ~The lasl number that callcd
yiruer lizee canned ke given oo If yoa wanl B
call thes mamber enter 1. olherwite haze v
niss.” IF the lasi pall was a veblalar numisr o
it 2 bocal ezl the mecorded wimce will adse
yiat, "We're sarre The lasg number thal called

ywiar Tine iz nod Emeewrn Flease hang up misse”
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This can T msed with Caller 1IF Block 3 call
Bk the last perse who called yoasf their call
was blocked. Joer gl #67, 263, 1.
w3 Caneed Uzl Wairing (one calllz Thiz will
deacivare call wailing For the dussdion of one
zall, A geod way 1o send foxes or wse s
comnputer withoot geiting donged. Include i a0
Hayes compatible dieling sieings  as
ATDT*7OWESS1212, The W will make the
mesden it For e dial 1one and is easier than
3 bunch of commas.
#72 3l Forearding: Makes all calls forean)
1o acwiher wamber, IF osed with Caller [0, the
calling pasy's number will show up on the
pumber which you've fepsanted vear calls 1o
Eaxarmple: Feu Fooward voor phone 10 355-1234
953025 calls you ke Caller [0 Doz al 335-
1234 wall display 533-342%, nor your nuobr.
prambers can Be forwanted wrany T oor 10 gt
numbar 811, 411, 917, 118 {time) won't w0k,
[f yoo foreard lu a loeg distance mmbea, yoo
will be billed fog the calls
*T1 Caneed Call Forwardimp: Deactvanes Cal
Forawarling.
+74 Specd Call (8 numbers): Swores momory
1] calls. Yaou o call someone by dialing one
digic Calls Fussor if you follow e ember with
1 ¥ =igm.
a7g Speed Call (30 numbers): Simclar (o
abervs b holds 30 pusibers These ocly wink
for pheoe oumbsra, ond can’™s be deed o5
numbers [ior baek-by-phong, aiternaze long
distamce, o <aher services, Foa'llhove s a
phiors-tased memocy sy elem. The problem with
all memory phones 15 that it causes the B o
i remrepmber phene numbers. Bemeriber this
next time wo try calling somecns with an
eopablizhal phone pueenber Irom & peyphooe by
dialing 7¥
g Caller T Block Rejection: Thiz feabore ia
a 1 of fom. If apyome ked Celler 10 Block
aclivated, they hear a noocedead message which
advizas them, “The pary you dialed dors o
et Blocked calls, Pleaze hang up and call
ek with yoor caller identaficzgion unblacked.”
If they have peomancnly added Caller LD Bl
to thair lioe. they wall heve 1o call 1he phone
campazy 1o have it pemaved, o1 cell [oom
anccher pheene (ncighbees’s, payplome, cellalar
oo, el .
vH1 Cancel Calker 11} BElock Fejection: 1his
accephs Callee 10 brlessiped colks.
Mozt phane companies use The seme
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mambeers For prgatar (non-Cenloea ] lines.

Aneaber pleoce [pe is Cemeex. This is oalby
svanTakfe for business lines, Tl woo can gel oo
lirwe sendce. Prokabiy e neaes fealune is i
tracsfer. [T wera <l e, B ooan pot yuoa <n haeld
(with 2 swilvh hook, josr lite S-way calling).
c2ll amather pary. and then hang wp U [ ear
until Gy answer, Yo will bear the ind pary's
woice, Otherwise yoo will hear the ringing
signal. My phone s now free and you are
connecied dirccdly b the thicd pasiy as & @
called dhem yoorsell, § cas call asyooe. Jocal,
leng distance, ve cellalin. [ the party 1 called
hos Caller LIY, the display will show my
qurniber, nod yours, Then: ars cher features like
ne-arawer cell-[icwand 2vd busy call-forward.
hel soene ol 1he s1off lsted abowe iz niol
Lvailabes.

IF pou warl te evocd your number beang
displayed o Celler 1D boars, S8 AR ALL,
e, s & <ellular phooe, [0 yoo use the call
Farwarding fecture in your ecliular phore, poo
can Avoid airime charges an some cellalar
sysrems. The Caller 10 bewes Zisplay
“Unknown Caller”™, samse 33 for loog distance
calls, 20Kk AN end 901 systems seceive the
peone mumnhier of the cellular switch, not yeor
rarnher. MHn_._._...mn__" 17 m..._....:q crllalar ix S55-T504,
the B0 ANE display shows 555-1000, The
callnlar compasy compurer tracks all cails
placed un yoar phone, so den't Uy this with
anwiking af 2 seasitive narure. Bemember,
cellolar phones are radas, w0 even though it's
illagal 2o munitar ceaversaiions [ancther
brilliznl picee of legistation from Uregress),
Rell Atlardic Cellolar in Washinglon 120 offen
serarling Brom the car Lo the cellelar swiich,

WRITE US A LETTER!
Whether you have quesions,
camments, info, or criticism, we
want to hear from our readars.
WRITE TO:

2600 Letters
PO Box 99
Middla Esland, MY 11853
Internat; 2600@Ewell.sf ca us
FAX: (516) 751-2608

Wirter 190102

EIEJe CUE: C-ERE NE [

Wricame & S amacicg and usprefic e wocld
S CCCOT 5 psse divanse paisbenss har doa's e
eGP e Ty regwar gaekensr A, e rhege Fazer
war kopr fo abew praowhal & carque and preciows
adcul here phoncs Jha? ercryvledy Bras s Rae

Here ere secse orders sekea from a COO0T
compeny's databare, | ooovem a dan weck perind o

twe ale area, Earh lize represcolx order The

repuizveas pial follo® Jofa pticalir payphocs,
CALLDWSEE Tk EVWVER LT FEIOSRE
REMOVE FHOSE « OUT OF ELSINERS
ENSTALL b FEDESTAL HET LEWE
EHSTALL NEW LOSE-SM SHELF
RE-ISSTALL FrEME AFILE THE FOLETH
EFFLATE LOWER HOLUSMGE  BLDWH LT
COLLECT 3150 00 AFTER 4 F&L

FLEASE TSSTALL FXT RINGEE 9N FAY FHONE
KEFLACE EOARD SEE STEVE

COLLECTT $I5 10

GFENMNG VEY « READRY FO# FENES
NLMEKRS ALK X1 R RIME

COLLECT Sk 1%

COLL 3130 50

CLL FEa e

CLL 3L+

CRLLECT §158. 50

DOLLELT 31248

GLASS IS REDEEY 1K FX&COLL

MO E FHOME IO GFFOSITE WALL-YEFDY EXT
FIRENE 15 EATIN G MONEY

L TEMP. TERCONSFOTEDR

FHONE MGT TAR DG COIN

ERGP WIRE IE FLA M FIRM PO TAIIT RECGRFN
FHONE FATE: §

COLLECT dLs

LOLLECT FLzr s

TOLLECT L0850

COLLECT f1os8 38

COLLEDT $130E2

TOLLECT §1 o es

COLLECT $134.e8

CDLLECT 515445

COLLECT 5157 ed

CGLLECE 312160

REMOVE FHONE THRUEDAY 10 A k.
FEMOVE FHONE - OLT b ELEIN EaS

SF ANSTVER ETITIFA FHONE

WATTTHE FOR DREOP - bRGFWILL BE 1157
ESSTALL SEW T INWE FENESTAL

PSETALL XEW LISE FEDESTAL

EFILL G 00N SLFRRY IS105

REENS WEW LO97K FER ARTIE

FHORE Iy EATING SHINETY

DO I

COLEET

TOLLECT

LULLRETT

COLLECT

HANDSRT MIssLs

INFTALL KEY LINE PEDESTAL

I5NT AL SYEALL SHELF SEW [I%F

ISFTALL EW LINE BATKPLATE

INSTa1L SEW LINE PRI TAL

EEMYE TRIONE & FXCIOSTRE

Wimter 100102

Ml DAL TORNE
FROSEXNOT TAKEHE DIMES
FMEERS AW ODAY EETLR™S LINEAGE
CANT CRNNECT WITH IVET
RER ANEWER WO INET
W ANEWER
FSSTALL %¥W FINF. FETNIFXTATL
CASTALL LFETALRS O BACKFLATE
TAST HEAE 6N FRHI S E
FHOENE 15 EATING §
FHOE 15 FATISG SONEY
START THE WIKIAG PLEASE-STOCK COMING MON
START THE WIRISG OONCENTEATE 0% TEIS ONE
CHECK OLT THE WIRING
CHECE BIETG

The foloang mepsges =E0e gEReres whes e
company oxlled e e varcus pepplene o eifeve
dink roes thera
GET BILLYE SLATESSYLL
GET RILLS 51T RS
P ANSWER
GET EREDR WNED STOCESSFLT.
CET EILLS SUCCESSFLL
F B WA RE 3R KOR
HLMAY ARSWERED FHONE
EET TEME SUCCESSFLL
KT BILLS SUCEFRSFLT.
LW ACTIVITY
HARD'WARE ERRGE
£ KRRCE WORD ST TRSL
SONARTELLRC ALL 8O0 DeE CALL
WA RNING: TROORRECT RATETIME
LML U IS 5 KRR R
GET RILLA 51T ESAF LT
HLGLA N ASSWERED FHONE
MAK BETEIES EEATIED
TP ACTINTTY
GET BLLLE SLATESSFLL

The Tellesing s por ol o lotier Mo o COOOT
u.q....q.._nq:"u_m...q. i3 cusomer ecplaning hard opeEmiber
wsdisned calls work. Wiile Lhows pryziencs weem
Bqropeesd S0 reach almedt ook Tocgp detasit compurice.
the repoesemiative neitling)y admids ineahoemens inoa
soam, Whed plading colleot calls, the plons aveoneda
ves ammwer atter Shop aecocds, This 15 haed evideoce
that [nlegmeisl makes unautresined collese calis as
conrr of Babin Asxy phase Ll picka cp #ith an
answering machine widl b bides of an Ineegrettl
eeceet mall i comig in. Keep st in mod =hen ven
Jouk l yoor nea? shons hill

Pear ¥r X,

“Tiip Laner ir o pvpdal o dmes Shr Skt work
witk evgarcde i 'riare aad frovard ieckaslagy We

difer BT Trpe of shonr e e Tnkiiintar savphons
The codler bas sany chords dn miodiay cadlesy and
AR Card S TRAY ng prmstad ns wa el sl
horar fo miare e szl gt bew tBers calleane bited

e fulfer may an JOXE, SRLENAY ad LG
ECTE maeebie, OF GreisTur as s iid anmlens B oae
the bang Alrtance carrier of thelr chgire fnaddinoe ia
These cheioes, we S2ve programmed a speed’ dial
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Auriber, STAR 7= THREL 22 pogck ATET. Aler a
cattar 1n aMe fo reack ATET by dahap gudle Jonc
i o TOIESD (uker fomg dudance cwrridrg b
rimilar fOXXX sasbers for sher card kalders b
arneer [ele sesaarts, dveriap reedom of cAoTs §A
zar parrhsaes. Al phones bare labe's idiivatnag
cusTemars ko by i i O S0 TS AR ERIART,

=The Erimdiy (nwrorsckange Caerier (FICL 0F
ATAT o @l phoaer fal pows s, Tho ol ed T
shoat B asf ATAT for ali deag dis lanew coin canlis.

W we wossd (e N0 1R pou TRAGUEA a0k TR
g pers pilas pali B C3a be mende A por pRonrs,
Thraw ralls are.

0 Eeeo Mians 3 )L perg Leavd pady
A1 dare Piur Aewen SO TE-KER ) b ol gad radl
§, Tere Plur Tex A0 R P JU00 OO0 ) (ArersLalr

“The olleuing oo R dhaleg heard:

Sy Mianr) - Dinteg A5

= Thr ix wour aperaler, To ploce @ cedlaer cad,
Sl s, Far speracs aedanes . Do lero”

I mothing is datad and phe caller wal or e
ia dhated, phony well auicemaisally dad Takcr nafiomtd
Tetecharge, fac, (IT1] aad will speak rs 5 f1vr
AT,

"Whga rhe cafler dials sas, tAr phone JRes
progpin; ‘Flears oaler 13 nler 1ow with a0 A
now.” Then "Aher the fune. plaare sraw prar cane

Tl caner's mor 1e eecorded (skeid) ST ren
plaped bacd (fursardied) fo e rerainziay aunber,
The called parry aeresrs ry call and heoeds, Helle,
wab ke a caltiect sal from faane ). Te aroept i
rall press oad, or Aeag oa, To rees, dad e This
serrage wall sepec? agadn i the call o acrepued by
dabing onr, ke Mitphoae i staw TThank pox for
wsiag dezaprewd ' e s saer afcollear cally, e catiad
party ir chacged for the call. IF mr oaled pariy iz

wywipded mild d polerp depe shom, the 038 w1l b
accepled afier fve sacands, Aot § o cal A el
Ly Lalay zerz, the czll in irreaaated wiTh d ARERaGY
Maar sy TMs A ae? o BiTale Austher!

“G=F e Pho feepn)-

“Wlua a call iv planed by dialing 2evy saz mevea
A, kvad or 8, the cosfomiF will lear e faeuiiar
"eeap” foftrwed By the seme Telepreiel 0T ar
baawa ag bronding, Thie ie fo fdearyh vhe filitag
rompeay, The dialag ir ar foilowr,

Vo g AT

R LT T P TR L EE g T Pt
raFd woes, g6 B place g codlact call ot sae. For
speratar acelelance, sirase dal oee.”

I ke callag rard mamidar T geiered the phoas
Wil e sy TTRaalk o o sring Indegreie” The
Sl Rl b Copiennt and charped do the casd Radie
fn Priepredel I ae radl g celieer oll, MR Sooy
e ke gl e & Ut 20k ewans ool [See Mhalag
1.0 I OperGiGE E5ETEACE TF regacsed. the fecal!
phaded cempaap verrioa of ators and fredrd oF
emplaned, A 1 o, e calier 2a3 peat wra daral
pheas company G PEGE

W S Eers Pl Teny

“Woarn thin ivpe o vall & placed, e caller Wil
Aeur e fam o Beag Glawed by Teiegrital’, The
dreg A5 g nirert

“iMakap €3

T T Ris 5 our gperatar. Fieane enhir v Cailiag
cord muncher ar b1 plaee a collecr 2all il gre. For
cpiraber darislaaced, plense A2 zera, 0 the calling
et awmber i orabered aber he el Bong . S calier
wall frar “PRoase swall gae monsees” A thie Ber, R
calling card 15 feing werdSed After o few sesoads TR
Fhorr wil gpaic ray ‘Thaak s for weag fawsgree
cend the 2ol i b placed T e rzlWay cand i a0l

=
=
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= |
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nl.
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Ik [v70
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ALLTER, Led.

TTE Kk By § i
Vrrlfiny Rl W pur vy

Flocaded
(Hfek, Lt

TEraeed AC i e B anlomahieant rosced 1 g
ATET nperane,

I v catler deider re e pperaor aolilzee
By Nalep bera, 0o phear wild alele “Fiiasd vl ond
erenr’ o spees avalr (T, Tl caller shee rars a
Earp feilewed & ITT . “Fleave eehee your callicg
vard ooy o Zern for ax JTV cperaiof noee” When
rhy rard aumber ie redered ke caller Reaer “Thaad
o for sy T dndd the eaill EF deoedia iy phaoad,
B 2een ap dutad e (M g oates wil aasnar,

“Frtermaficas! Tolechzrpe, fac. iv an Adilereals
Cacraver Serwce dALLED fovawd 1a Datiar, Tevar
Wiich har a reciproral agerersand with all Regional
B!l Operaiiay Compaane WREG0L AN cals oo
weAg per norerk WO b bled by ITV and atizched
k.

Slatedeeled OF The St apew v fenairail's
Fairiiimar pavien. AN randy placed on thie atees well
T WMed by farcgren! and imasapd o fasai B
IThir COOCIT compaas) proeides Jad
Bilitns recards o oer shoees, W ¢
FELGRES, asie] oat seranrk off e compeeRr oA a3
werely dacie FPanelicanl 19en procecer teee recoede

and dhe rusbamer seceroer vhe BN on he dedepeiie!
BT S R b

“Ta revteraze, faredinar Trokaosks gy dader 2 Jaes
Flare dialerd aumtyr gad convers 2 0 a Qe Froe
revmli, sloting the Diiiey iafirmanion within TAe
pheey far bavee rareieval

Speshing =T

=l we wee aklke 20 nliGin a

nuerl pillwars nloaw Bullel= thal desilal e of
e g ples” Jeatunes tnd Do

& rrwe mosssr wan i have inclisies 2 new FOT
“pre” basg Branding requizemenl. “Erzend ovemis,
Rawover, huve Jed oa b Telieys That o "pre’ Taong bnaed
rees il b sdgioed, £o e new speech 1 was nor
A ke

Wopr was nduded was “odhaneed gromplicg” Tor
mare marcy. “Provislily she nor regoesed Solng
o sdditioal e 45 croenads Fefoes D conml L

Wanper f9f-52

Dauid Lige
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tomelnged 0 1] ¥ I =
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ﬁ Gt e TR prald, - g
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o _m.nn.mﬁ..-!._}.._a cperalinn hae Soen eshansas In
2ie the promplng Rer wdditional coins desemdicg on
the mmeeanl of codis Lo e Segediled, The larger the
asgwney of preoney s be Sepasees, the langer the lime”
For sl levs Baan 30 con, the plone will derasd
zrazey 25 seconds Defors the sicie eapines. For
aseeanas bgher than 3350, the time o Wiercensis

“Bnsrd on Uming, infenobons beivees Se palxn
dapling #ad rae qorks YEC s eetpolaing, some na
coqtreesds = VI s wers cocemming which morubed in the
call geing to the e opeienion, The 2ew wefwane has
srabzcec the charers of trin socorring,

“A prolile= kag besa Foued o elcor whén a
ceraln 55 of everss Nagprn ohas toen disceversd
thal i a= meemi g il b B plioce s emee=d by a
peron, the Cell progressrs o0 o froe segonds, the caller
hargs ap, wri ims sallzd pare slare odF =ek Sor
igpreamelely 10 se0ends, Nen T phons hae o clusde
af ot dezesting o= nn hsok, Toere dn alen eome

dependency en the cetzal elfce arvolved, Tos
cad eidy b beoughe e o this oondinnes By Calog
pawrt, This eondilien =ax boen ressjves in she =ow
v am el sollven

AL ISl 1 PrEVIOOS veisons el dostocered
deal mg wih - B2 Celect salls
e e EREC
thal also pegaived ol dieZngg Do b O Ton digits. dien an
1ne et amralasg nfise diress dial me—=her

aFormar | awa ¥

ol eall ey pleved inn kool Loares

naared

Rohaiel roeraties o belion wils e IREESS ape
trtluded i this release, These meelvtions indlode
PEMCVING 20m Doine ITab waR gooerTag curimg sall
tnilistien and BYY Collod wolici

avaiiaide for eam of asnllseen

“Previmze vercens nf oeallwacs cruld pospsiveals
recd detest BT wigra b=
Chiz= Ras bez vorreted a1 [
LA LR

il L eeverad alen o
£ e LRI .
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AN APPEAL FOR HELP

by Craig Meidorl

January 18-1%, 1992 muarked the
[wo-Yoar anniversary of my visit from
amnd subseguent raid by the United
Srales Secrel Service, Southweslern
Bell Security, and the University of
Aisgoun Police Department.

The pablicily and attentwon that
onee surrounded United States v
Craig Meidorf has long boen over and,
[or most people iovolved, life has
returned to nermal.

Lnfortunately things are md guile
as simple for me.

After my trial concluded, 1 went
back 10 school at the Universily of
Migzourl, and hit 12 books hard, [
camed a 4.0 (straight A average} that
semester, focusing on polifical scicnoe
and pre-law courzes, 1 did almost as
well the [pllowing spring and summes
semesters. | eraduated on Angost 2,
1921,

However, my legal bills remained
very bigh. In lecl, my parents and 1
still owe close toe S30,000

I have always boen uncomfortabls
with the idea of aclually making a
dircct appeal tn people 1o sond
dooatsons i i oany defenss fued, but
over the last year and a half, my
ideabizm aboot the Tuture has [aded
and besn replaced sath reality.

At the end of my frial, my legal
feas totaled about 31080 and chis
figure dogs nod inclods dravel
cEponses in going back and forth io
Chicago from 5t Lovis and Columbia
or zny oteer relsted expendiiuces that

Fage 36 2600 Magazine

Tead W make dourng that seven month
periol

Thiz Agure does ol e hede the money [
Yot b having e cleop moess of my classes ar
e Unaversity of Missoun thal senester
Eoauss §ooudd nof consssienty ahend ks
thaaig my oeess.

This Agure Joes nod rellact the poan and
suffering thed my Farnily and 1 weons paot
throtigh by a malicicws and ignorant
prosscubor and other sinilady anplesant
peopke ar Bofleoath, Mingés Bell, Belkoone,
wul ATET.

This figure docs nod inclode the
tramnatic incidenss of my apsperson froim
U Zeta Beta Taw [edematy or e Cras of
cxpubson [ neceived fom the Chancelke™s
cifice of the Unieorsidy of blissomn,

And firally thes figure dois nol inclode
dhee achditionad 3500 F hexd 10 e 1 fnadhy
ot my emes roocods expumged. Thd foo
could gnd shonld have bean avaided
aopetter excegt, i with the pmal, Wikl
oo (the stnt LS, allomeyd opposed
my ik for cxpungement and sooseverl
TCe MoEons and ool appearances were
MECERsary FF e i acheve viciiey,

The number one syth ahoat my
legal faes is thar they weore paid hy the
Elscironic Frontier Foumdation. This
is compleie fiction, Although |
appeared W have boen somewhat of a
spokeaperson and “poster-child” for
the EFF theoughout 198 and 1991,
and despite what you may have read
apywhere else, therg were nn
moaetary cenlributions granted 1o me
by thal organizalion. Sone, There aas
& private and very generoass donation

Wirder JOR1-52

mzde by Mitch Kapor personally, bt
this i5 separais from the EFE.

EFF did pay fur some legal
moetions o be filed in my case
reganding the First Amendment, bt
singe (hese motions were denied, they
impacted caly slightly on the cotcome
of my frial. The most benefictal
culcome of the TFEF's involvement
with my case was the general increase
in awarencss in the community a
largs 1o the isues my case presented.

Moze than 3 year has passed since
the day my oiad ended.

My entine life savings that | lhod soeed
tor oodlepe and Bra school was noadod a2
downpavment on my legal fees and roy
peenls f course bad 10 give up most of
e szvings &5 well, A panment plan was
armangod ot whee lordes 1o be A e vear
pericd, Ve Bund no choice bt 1o accept that
These wepe the cards life bod desdt 1 and
alter al things coukd be much woess, 1 e
ery health and my fedorn Qsoch &z it i)
ardd thess (hings are worh more (han
ey,

Horaerver, [ am a yoong person stirting
oat in Bife. Thave applisd to several Taw
schonks acies the coumnmy, hoth pobilic and
private. Unbirtonately, afier pdewing my
Grancial opdons, TR disoovered thar the
expense of a legal education may now
place it very far heyond nry mcars.

Like a very large manbor of Amenicans,
the recession has hit hame, putting my
father oz of wiork and keeping my moer
i1 i oy hemesdh hior tafonis,

It seriowsly poines eme to henee i G0 Lhis,
but trust me when T rell you that 1ve
thooght about thi= for a long fime, 1 pead
wour belp & get v depal balls posd 1 noed
b oz alrke oo Bve oo Lehe withour this debl

Winter JEQ 02

Fenging cver moy hasd. There e thoosends
of peopke who read 2600 11 each permon
Crly coatshuted 3300 coukd wipe ot this
debt entirely, You see, helping me oul 15
nck beyond the reach of our conumundty i
we all work lozether. Consider it an
investment in vour fitere, because what
happened 40 me can heppen 0 ayone sl
wilh i begal edhestion TR be bk w rehom
e fvre

If you find that you can alford to
kelp me, vou bave my most sincese
thanks ard apprecianon, T keow & Tod
ef youw are in light financial simarions
like ma and can svmnpathize with wiat
I arn going theough, If vou are unable
to help me because you arc having
protlems of vour own 1hen you have
oy svinpathy as well,

Please make checks or money
ordars pavable to: Katen, Muochin, &
Taviz,

Send them to: Sheldon Zenner
Katten, Muochin, & Savis 325 Wes)
Monroe Street Suire 1600 Chicage.
IMiris SM606-3693,

Flease don’t fargel 10 write my
iane in the memo section of 1he
check of en¢lose a letrer explaming
what the check is for, 10'you don't do
that, KME will nol credit my account
frr the amcunt of the check,

1"d also appreciate any tips or leads
on poendial sources of fnangial aid,
grants, and scholarships available for
an aspiring law siedent.

You can reach Cruig through J600.
Diaranions, Graianous oF atheeadse,
con @iso be mode throupgh 600
Neldorf Defense Fund, PO Box 99,
Midddle tsland, WY 771933,
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Common in Germany and Austria, we're told this could be translated as * Hacker
Mofrient Heer.”

what L.O.D. really stands for

THE LEGION OF DECEMCY

Shartly afler the clase of $he lazt war, Hollywond producers

20 e mrd with npaw Ufae™ of piclures This was comprised larerly
A pietures phallvioag €1 Iy T Eirt™ e {F) gangxters and
their phiboesg Mot enly was thie producesa’ idi of Lhe “Amer
sean gicl! repalsive te anyene with o sense of decenay, Enl :._u.h
quality of the pictures predisesd declined with this moeal Lixitr,
the ral-tad-taf machipe gua of the cormered gapgster did pot
prmfoce any ennobling thaughts eithes sd the gearral resald
nf the fwa themes was 8 poor level in quality for 1ke nverage

prcteid,

LEGIOY OF DRECENCY OREANIZED

The Leping of eeney was Enally sipanized effeclively and
did a gresd denl ol g, Eledly wed au_“_._._..u._.nm. coplombed ol
with =ollaed protesds, lal wilh an organizztion vomprszd of
cvmm wermhers pealized lheir mistakes, aod prodused pletures
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ANALYSIS: Gulf War Printer Virus

by Anonymous

I work closaly with the 1echmical
aspisils of tha oparsting syslem on 19M
rialntrames so | fellowad with some
inlerest the accounis of the “GUl War
Wirus.® [News organizations in January
reparted tha story of & computer viris
introducad into an Iragl air delenss
syslem vid a peinter) My Frsl reaction
wits ona of smazement that the Natiorsad
Security Agensy had pulled ol such a
stunt, Bt whan [ibought st A further
it began to seem less and lass
ransonab'e Bod mere and mone Eely tha
the whola ning weas a plese ol
*dizinfarmaton,”

Thera are thres ways that the printer
might have bean attached fe the
mainframe: {1} Channel attachad, If i
was channel-attached then thara is
wirtually no way that It could indale an
acdlon that would cavse the modfication
of softaara o the mainframe, & printer =
an oufpuf device. I san only tell the
companar stuff like, -l finished printing o
lire,” *| hava a jgm,” a1z, 1 does this
thraugh very smpla codes. (2) Abashed
to & newerk or (3] alftachaed remotety.
(&) and {31 are similar in lerms af
requiremends. f it ware eteched inone ot
hase twe ways then it is at |sast
concaivabla that, with an anormaous
aliort, i1 could ranslarm itself from a
prirt-s&rvar ino samething capable of
initating Input inte the mainframe. This
vould invelve a 1ot o “fooling the
systam.” Orce 4 had frensiomned iteed it
woukd have o doo tha mainframe again
o corsidering it a legitimate user whe
fiad the proper security to aithar indiats
baxch jobs or work interactvaly. Onoe n
had done that it would have 1o krow the
narmé of tha liarary whare the GRT
eoltware residad and tha name of the
moduliz that contralled the GRT's. I
would have to convinca 178 securily
gystem that it should be sllewed 1o
Seaass this library. Onow it nad dona that
it cald fhen mEse the vecy subte changa

Wineer 49152

indicsted in the acdicla that would ony g
imo elfect urder spads’ croumsiances.
(A #utfe charga lika that would be rmone
diflicult $an a gross chamga thal would,
for axarrpla, simply bring down the entra
system.) And all of this incredide coding
would, prasumabdy, be cone in e 1K or
2k that &= svailsble in a ROM aip?

Now consider what | think is rmone
likaiy: First you hawa to ask yourself,
“Way would the NSA tell this stery¥ IF
they could really do something neat like
this, why wou'cnt fiey Keeg it a secrel o
usa agein in e fuiure?" | can only
irmaging two raxsens thet they rught el
such a stary: (1) There is an Iragl
termpuler insider who thay ara trying 1o
proted the guy who really did ta daed)
by diverding stterticn. [2) The softwara
(like most of the fragi eguipmant)
preotably carma from & Westerm caunty.
Tha eampany thal craztad the GFT
soltware might well hava 18ft & “iogic
bomb® ia the eoftwars in casae Saddam
pulled & sturnt fike he pulled. Tha
camgany pregably does ot want i1 o ba
kEngwn thatl 1they leava such bombs oo
their sofware, s the N3A wanss, agan,
ta protact tiae and divert atiention

1 thirx that tha disinformartion theory
gaine some credibility  frem the
Intermation that is prasanted 0 the
stones that are ciiculating. Wa zme 1cld
almast nothing aboun the eohnical details
but wa are weld sverpihing about the
prinier. How i came in, whese it cama
fram, the appreximate me frame,
evierylhing but the senal nurrber. |
sipspest that wher the frasie read the
sty &nd open up tha geintar thars wil
prebably ba cofer-coded chips there
Hamped “MEA

A% i rrainlrame secunity pacple dond
have enaugh 1o wory abeur, | imagine
thal for the rext 20 years thay will have 1o
answer questisrs about tha possisdiny of
inrodusing a virus into tha ranframe
trom the leas? likely saurcas a pricter
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1.S. Phone Companies Face
Built-In Privacy Hole

Fhona companies acrass the
nation are cracking down on
hacker explaratians in the workd of
Busy Line Werilication (BLV). By
pxploiting a weakness, it's
possible to remetely listen in on
phane conversations at a selected
telephone number. While the
phone companies can Jdo this any
tirne they wanl, this recently
discovered self-serve monitoring
feature has created a leloo crisis
af sors. |

According 1o an internal
Bellcore mame from 1951 and Bell
Operating Compary documents, a
“gignificant and sophisticated
vulperability™ exists that could
aflect the security and privacy of
BLV. In addition, networks using a
OMS-TOPS archileciure  are
aftected.

According to this and other
documents circulating within the
Ball Qperating Campanias, an
imfruder who gains access to an

"There s no proof that the hacker +
community knows about the
vulnerability.”

OAGM port in an office that has a
BLY trunk group and who is able
to bypass porl SEcuUnty and gat
“secess 1o the switch al a craft
shell level" would be able 1o exploit
this vulrnerability, .

The intruder can lislen in on
phane calis by following these four

Poge 42 2500 Magazine

steps!
1. Query the swileh 10

Jetgrming the Routing Class Code
assigned fa the BLV trunk group.

*2 Find a vacant telephone
numbser served by fhat switch.

3. Via recent change, assign
the Rouling Class Code of the
BLV trunks o the Chart Column
valus of the DN {directory number)
of the vacan! telephong number.

v Add eali forwaraing fo the
vacant falephana mumber (Remote
Call Forwarding wowld aliow
remata definifion of the largel
telophome number while Call
Farwarding Fixed would only allow
the specification of ang farget per
recent change message ar vasanl
el

By calling the vacant phong
number, the intiuder would get
rauted o the BLV trunk group and
walld then be conreded ona "nd-
tast vortical” to the target phons
line in a bridged connection.

Accarding to one of the
dacuments, there is no procf that
the hacker communily KNows
about the vulnerability, The
avthors did express greal CONCErn
aver the publication of an articie
entitled “Ceniral Office Operaticns
— The End Cffice Environment”
which appeared in the electranic
newsletter Legian of
DoomyHackers Technieal Joumal,
In this article, reference is made to
the Mo Test Trunk”

Wimter TOU]-02

The arlicle says, “All of thesa
testing sy:tems have one thing in
comman: they accezs the line
thraugh a Mo Test Trunk, This iz a
swilch which can drog in on a
specdic path or ling and connedt A
to the testing device. It depends
an the device connected fo the
frunk, but there is usually a
nedicaable elick heard on the
fested ling when the Mo Test
Trunk drops in. Algo, the testing
devicas | have maentiened hara will
seize the line, busying # out. This
will present preblems when nving
io monitor calls, as you would
have to drop in during the call. The
Mo Tast Trunk is ako the method
in which aparator consoles
parform  verifications  and
internupls.”

In arder 1o track down people
wha might b= abusing this securty
hole, phone companies across the
natizn are being advised to
perform the follwing four sleps:

“1. Refer to Chant Columns for
gguivalent feature tables) and
validate thaeir integeity by checking
agalnst the corresponding affice
records.

"2 Execuwle an appropriale
cammand to exfract g dirgclony
numbers to which featurss such as
aLy and Gall Farwarding have
bean assigmed.

“3. Extract the information on
the direclery number(s) from
whare the codes relating fo BLY
and Call Ferwarding were
assigned 2 vacant directory
numbars,

Wimter g -u2

4. Tawe approariate action
including  on-ling  evidence
gathering. if warranted.”

Since there are different
verdars (OSPS from ATET, TOPS
fram NTI, elc.} as well as dierent
phang companies, each with their
own architecturse, the problem
cannal go away ovemight.

And even if hackers are denied
access to this “feature”, BLY
nefwarks will  still have the
capalility of being used fo monitor
phane ftines. Who will be
monitered and who will be
listening are 1wo  forever
unanswered quaslons.

"
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Human Database Centers

hy PW
UCC Metwork: 185-4 Commerce Circle,
BacTaments, OA BER1S (O 93R<1]]
Data Check: B Boa 232189 S¥lmar.
CA B1267. [E18) THI-L2AT A, (A1) 367
(154, 818 903-1617
T Dillon Bess & Company: PO Box 525,
Fauma Valley, CA 93061 (619) 1424273
R ey
Super Bureau Incerporated: I600
Garden Hoad West 224, Monterey, OA
03540, BLREAT.ARET. (408) AT2-£614
(£l
California Muopicipel Criminal Couri
Records: BO0-332-7600, BOO0.365-206T
Cownnputed {T1E, 1200/2400, CISDEMC
Automated Name Iodex: PO Bas B13,
Glerdale, CA 91205 5113 Lankershim
M, Muorth Hollywoed . CA STETLL (5 15)
SOEC1WET, (A TR SE0-1079 (Fax)
Search Unlimited; 18010 Sky Pack
Circle, Suite 203, DIovie, O 91784 (7140
2741916, {7140 AT (Fax)
Courf BRecord Consultants: 170ED
Trevenshare 5L, S 166G, Moslkndge, TA
QI35 {R18) Jeo- 1504, (ALE) SRE.JOES
(Fax}
The Saorces PO Box 88, Cocseville, TN
TR0, BO0ETE-ETTA, [GIA) A2R.1935
(E, TARL2TAE {Conpuserve)
Dpte Search: 3500 Awmerican Hiver
Divive, Sacramento, CAa 93804, [D16) 445
a2
Intellipence Nedwork Incorporated: PO
Fas 727, Clearwarer, FL 34617, (813)
40T, B Se2-007, (B3 4480
{fan)
APscreen {bank mocoent searchesh: 2043
Weastehifl D, Swpe 200, Mewport Heach,
CA 92860, (714) 646-4002, (714} 646
5100 {Eax)
Aflantic International Asociales: (207]
TH1-549TA, (207 TE1-0824 {fax)
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sationa] Information Besouree Service:
[ Box 102, Jacksor, ML 49204, (517)
TR3 4545

Lecate Unlippited: S0-3635672, (8021
SLT1LG

DataDuick real esiatel: 13160
hiindanas Way, Suile 240, Mering Del
Moy, CA WO2GE (215 MG-42505

AA Credit InTormation Services: 4419
Cowan Bozd, Scite 2014, Tocker. GA
A00E 0 E2 100150, (40 60142
Farmer & Azsociaies: 163545 M. 290
Move., Surne 1205, Phoenix, AS BI0I
(B2 A3 5200, (602 G28-268E (fax)
Dratabax [Malional Association of
Investigative Specialsts Incorporated):
(312} 832-0355, {312} B3Z.9378 ([ax),
TEO50,2600 [(Commseree)

CDE Infotek: 701 5. Parker Ave., Sule
AS00, Crranpe, T 2668, (114) 342-2727
DataTrac: PO Tox 703, Pact Coquialam,
B0, VIB GHY, Cansda (804 4650114
[0 ) AEDRE0R (Fan]

Trams Unien Credit Info: 1361 E.
Drangethorps Ave., Fullerlon, CA %2621,
(2133 620-1355

ZB00 NEEDS WRITERS!
Send us voup articles writlen from
the hacker perspective. If we print
it, yeu'll gat a free sphscriplion!
Bot morp importantly, you'll he
belping to share the information

that nthers want 10 keep secrel.
Sand articles e .
2600 Article Submission
PO Eox 53
Middle Istand, Y 11853
Internet: 2600E el sf.oa.us
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RESPECT YOUR LABEL

,.mw, YOUR bbbﬁmmm LABEL SAYS IT'S E...__E TO mhzﬂ._._____q YO
SHOULD TAKE IT VERY AERICUSLY. UNLIKE:MOST OTHER
LICATIONS, WE WOXN'T 9BND mﬁm&mﬁ&: OF -
m..mm OVER .mrPD OVER AGATH. WE DON'T mmrﬁm.qw HEM
G OUR (FORMER]} READERS. 80 YO (XNILD FixD
ELF WONDERING WHY YOU HAVEN'T S8EEN 2600 14
CTHRFAST FEW MONTHE. UNFORTUNATELY, WHEN THIS
m...%wﬁm SUBSCRIEERS USUALLY MISS AN ISSUE BY THE:
IME TH®Y FIGURE OUT WHAT: B D AND IF YOU'VE
 EVER MISSED AN IS3UE OF 2800, YOU EROW WHAT THAT
NTALS, BON'T (BT CAUCHT SHORT. RENEW BEFOLE ,H,FH
. LAST ISSUE ARRIVES 50 THERE WON'T BE ANY GAPS
 RENEW POR MULTIPLE YEARS S0 YOU WON'T HAVE 70
. WORRY ABOUT THIS QUITE 50 OFTEN. AND FOR TOU
%um.ﬁ.whﬂmzm AND INSTTTUTIONS THAT TAKE FOREVER 7O
. PROCESS PURCHASE ORDERS, CONSIDER A LIFETIME
Em.mnmm_ TION 80 YOU'LL NEVER HAVE TO DEAL WITH ANY
. e U OR TEIZ AGATH

""\.!-

hg{“!.-
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INDIVIDUAL SUBSCRIPTION
1 yeand2t O 2years$38 0 3 years§od
CORPCRATE SUBSCRIPTION
0 1 yeardsd O 2 years$90 O 3 yearsS125
OVERSEAS SUBSCRIPTION
O 1 year, individual/$30 2 1 year, corporate/365
LIFETIME SUBSCRIPTION
3260 {the dire threats on this page will never apply to you)
BACK ISSLES (invaluable reterance material)
O 1984/%25 [0 1985/525 O 1986/f25 1 19877425

i 1988/%25 [ 19B9/425 1 1990/5825
[(OVERSEAS; ADD 35 PER YEAR OF BACK ISSUES)
(individua! Back msuss for 1858, 12680, 1520 are 38 23 wach, $7.50 overseas]

TOTAL AMOUNT ENCLOSED: 7




