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MEXICAN PAYPHONES

SERD VOUR PAYPHONE PIOTOS TO: 2600 PAYPLIONES,

Py BOX 99, MIDDLE ISLAND, NY 11953,

Due to a satellite error, a couple of pictures we printed on page
38 of our Tast issue were Jumbled, In order to keep the record
straight, we wish to make it absolutely clear that this was (he

person who was spying on us on behalf of God knows who.

FE00 (IESN 0703580 is publicked qucrtarly By 20080 Erderprives fnc, 7 Strong's
Foins .u....h._..n:.wﬁ_. NI IIFAE Secsnd clasy postage permi paid g Sevankel, Now York,

POSTMASTEE: Send addreds coanges o

2o, P Box T3, Middla [sland, NY 11953 0752,

Copyrizght (¢} 1990, 2600 Enlerprises, Ing,

1

Yeazly enbscription: 1S, and Canada -- §1
Ohrerseas — 530 individual, 255 corpore.

8 imdividual, $43 corporate.

Back irsues svailabie for 1984, 15985, 1985, 1957, 198§, 1959

al S35 por vear, 330 per yeur oversdas,

ADDRESS ALL SUBSCRIFTION CORRESPONDENCE TO-
2600 Subseription Dept,, PO, Box 752, Middle [land, MY 11953-0752,
FOE LETTERS AND ARTICLE SUBRMISSIONS, WRITE T0:
2506 Edaparsal Depe; PO Box 99, Middle Tstared, MY 11957 -0055,
MNETWORK ADDRESS: 2B well 5oz ss

2400 Office Line: S16-751-2600, 2600 FAX Line: S16-751-260%

A BITTERSWEET VICTORY

By now n geod many of you have
probably beard the rews shont the Porack
ez we talked atout in the last issue. In
caze you havent, the charges were offi-
cielly éropped when it bocarne clear thar
Bell Scarh had provided false informaton
to the prosecotion. The document they
claimed w be worth rearly 50,003 wrmad
o0t B be obisinable Fom them for B neere
313 In am unprecedented mave, the Edpe.
riors of the prosecotor involved denanded
that he drop the case immedistely. Cood
fiews, riphe?

Well, sorr of. I great that one of the
prtlishers of Merack won't be Loz Lo fzil
for pubting out a rewsleter. Bul we won't
S0om be seeing ancther fsae of Phrack Ax
Craig Neidacf 1=ils us in this issue, Lhe
risks of munning Phrack at this slage are
far to preat, Plus he's zo1 2 Lt of recover
ing todo. Legal feas of over $100000 plis
the crctionsl srese of Facing frany years
M prison for being a publisher...its a bit

mach for anyene. S0 the governmeans nuen
aged o shul down Phrock and give the
publisher 2 hefiy penalty. Nat bad, consid.
ering thay lost the casa,

Add to this the fact that there are many
other 3508 pending, cascs which are dis-
wrbang even b those wha know nothing
abuout hacking, Baids are commonplace, as
is the misguided real of foderal prosecu-
ters, who sock o IMprison wenagers, hold
them at gurpaint, confiscate all kinds of
equipment, &d put their farilies thoough
a3 living hell.

W have 2 Jot of education shend of us.
Much of it will involve geting through
non-hackers to point oul the seqiows dan-
gers of a legal system pone mad, A poed
part of this issue is develed 1o these jhar
ers wrel, 25 A resull, crany arficles we were
Planning ¢n rumning weee bumped o the
apamn cditden, 1t would be nice if there
was substandially less of this o seport for
DLr TEXh issue
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the neidorf/phrack trial:

b G Meror ared Jim Thawnas
“The Gesernisem screwed opt ™ "Rl Cook
ol s Bead o™ ] e cowegusier tewkranend will
Tz e

T cormmals, ared irakoad deatly conackss o

e, ave Deen echoing Unoughout the gl

ackergroumed (L) over siua: T surpdiar mmieaes-
e o Bty 27 that he Gonrrrmart was withalree-
ing fromn B poossoation of Craig Neidord and
FHRALK Maparae (sme Sprng @0 isme )l Whe fol-
Jorws i2 4 Dull sovwwrding of te evernds of tos fve day
il

The T ad: Thay by Ty

Tgy Gne (P uly 230 The jury sdocmon moese B 90CR
W (Unmed Sores v Crip Mok wae complasd on
tre Firg day. Albwough opEurg shsyens wee Al
scheduled 2o brgn that diy, 2o sedeoron of jurocs,
whibe ot cverly anduaars, thd porhepe Ldbe onger oo
wies anp Cpared. Courtnoom siseraas wee overhesed
rerraridng Sl Judgr B svaned 1w be o b mor
i and in depd m Fis qpaztioring Uoe pal

The povememerd was nipeisesiad by a o of
Treme anormenys, headnd by Bl G Alse inownen
dwee was Agerd Foloy of the LS Soons Sendce.
Mefendant kol dnzeaid w2 Bue Basesr aed khakd
piaris, was scalod nead 50 i dmey, Shelvder P,
Aex i atisndancr, thaigh seeend mde gy, wee
Craig’s pasvrks, his prandjsarens, expon winesses
Doy Dorieg aed Johey Mag ke (cwadiled oonestify
laar in e traly, oo sovem] Other lawyers s qaff
foowms Fation, Bhadcry sl Favis i fore with which
Ferreris asaoidel)

Fhex’s oparing ranschs ke the R e e L PO R e
incladed a bricl semeonare oF the (hanped and an
sdmorishrment Al s kit s af senessanby
wranslae ireo gk Boa's questions Scack of the
jomos, afier they wenz walod 1 s i S pry Bae foe
arrsiderzon, inchded the tmdinonad et o yra
Ieee and “whal magaeines dowou rubsorhe kT G-
ziceas, b zlsa dncluded sprailic inquizics il
grievances or o zlliliaten . =il Bel
Lot ATET T wods Teall, associagon wilh Crig’s
coege Fasemingy PRT) 2nd usedmondedze of com-
prilers furoes weere aleo quetied as ko wheter o oot
i Tl s b wher 3 oopuner baTedn bioerd weas,
ol il B had everizaed o

P prrera o e selaction ook over four hoas
and thidy mimis enckading mossses) Dariog this
e sl poople e exowaed from the selaaion

Faged 2ol Mapazine

pocd for vanoos masore, In fodeml wos the palpe
queres the jomes, with S ooered for sech iy oom

_._._..nm_".u..m_._w tharir ®wide” via wrilicn meiiages.
Themefors, it s SToall 16 = [or 2ink whidher the
defizne of prosootion wizhel ke s whick -
sibnl (B 5 s possinie thal a poloninl e e
enichialed for o reasons, sach a8 knowing 3 »ilncss,
e h Mivethedess, £ seomed quine obedous wine sanc
_..ﬁ..a..,.“_n..,.,.._-._.n el chosaan A few, for .ﬂ.u._._u._..f. harmied
ol o be Bell South andor ATET siodihelders.
Ancdher B a hedtand whe worked for Matomdz
el {which bas i % Bl Soact pohle)l Ore
e had morena) anThe: paics sd oot e jury pre

sy, And ey Burs was s Catbele prest who
had stuckied comstilutional Taw, best praived in e
ACLY sponzoresd Lawsudl againat the stare of
Coliords, and bam b in sicwns oder higa-
[

ller is a Curmbnzil stk of mach ury ecmlber
that was seloste:], Clhe Ord sin won: aikaitnd and
o in before hmoh, the next six ael the alenades
thad aftermoon.) The infommatim hen: has W phezd
rn thar sciochon mlnovaows anl i3 prisened s
o g a beoer ider of whe e Mpren™ wims That wradd
Farvm fudged Crig, :

I Mazle, whine, e o Lane 2070 Wi in en
cathepecke surgeon™s oilian Fas cormguier exgiioncs
.H.:““..-ﬁ SFESx-10C, L-2-3, md wriinsg e e
CnmTmg Ayt Doesa 'L akmonhe w sy mg,
arines

2. Fltar iy while femdle, B, bl ol L worls
x & Elalbmark shobe 2a Uy e ries

2. Fomgee, white, mad ba fate 40 s. Teachis oat
mporing ol b rede school, Fer mever wixkial ada ool
roponeT. 1as some ool eagrmiae wilh wrnd
provesing and spmadchoets,

& Female whie, midtls aped, oo Cary Lk
(denedy of 2 Chicgo subera N conpediz cagen-
i Sobwerthes i Readers’ Dipen.

5. Made, Whete, lzte 355, Passengor pild Gor
Arnerican Aiddicas, Subscribes to Compurs!
Magazine. Has a PO ol bosne The arly jomor Lo have
vy used @ BES Gorae st iy by Amesican for e by
the s

& Femate, Afre Americen, Works i a o] vl -
ueer ared & bebeesier, Heos wsed biskory eachig (o
gremeson e s o Mm% e

7. Feggle, Afrs-Amarices, Works in cliemns
umderaTinrg o Tk Baperance in wosl griacasog

Spmmer J00)

day by day

ot s 1A tmeand P Toomer lieas Bl orad
ATET mrployos ;

&, Frrmale, Afro-Arnerizan Wods For the Chicago
Feoard of Frlscion, Sore: oompurer crpares i= the
dasspan {5 2 eackeg woll. Eokls an M5 degree i
Spedial Bl

o Female, white, wtcdeely. School weacher (s
gredel Clessmoom usc o arnjiien. N4 dhegari: in
tocation, Sadhsecribes o Mewwedk

i Make, Ao American, M yearrobd 1hes with
pasencs whi ke retimed posda] wirkers Emplenyee of
s Unin enahi sxporing, company, Progreaming
caprsar in BASC ad CO0CL

I Femualy, wide, sarly 205 Livea with porenis.
Hedds 3 BA in echoaceiay, sadying for o mai from
Mo Wagem Univsiry. Teaches proor begh, b
WP el some LT s of compuiors Tad it in
b knondiadge.

12, Male, white, Fi-ch (ried erginom o & e
ey that makes Ckor brasaes for cngnidan bies.
Ead 3 BiS in architord tegiseening. Tlas cdong & ek
programiming. Uses CAT padaages, spevadshests,
Mad u class in FORTRAN in colloge, Han wsad 2
e io deveriboad ks froon sefiwan: mannlaar
=

AMcteate Jurors

I, Famale, white, Wiaks a5 L syRams analys aed
1AM sdmirdsrsdor, Femlar wik P2 1o meinfrace
cormections, Holds & B n Specal boclion ad hos
ahoin 20 o of soerpter fhasszs, Bamiliar with
pssemHer, COBOL, sont FL ameong ofwr begsged

2. Famaie, whi, Qs 20 opendes @ aral bol
with her buzghamed, L Macomosh for wosd proiess
ing bat huskand does et of The pompater st
Flolds 2 B fmmn Morthwestem, Subsizibes o the
New York Timer

3. Ferqala, ..._".m._u...n__._q.__n....._v_..._ Winics o dhe Ot
League of Chicage, Feonredy & word prosasssor o
Mlontgormery Wards

o, Male, white, =ariy 5078, Flememany svid
peicipel. Fonmer phys<al wacher Aoocsscl ated
Tk pecronds USing meen cowwscian be chsncd
coampue, bas wsed e -mail o the dianc’s bulldin
Bresd, Hilits an MA in Bducssion from Loyela
Univvcrichy of Cimizign,

Kandvar Sodes Abnough halpe iz was canzful
i prorranis sech of the prispeoive jaree’s Jas
named eoareadly, he scemod 10 cispronounie
Maldod s nene 5 revly overy nime he said il

2t Mapazine

“Picanlnt, eandod”, med Viveandon” wene dstees-
Ty heant Bl Cocke and Azt Frdey sl oonlinealy
misprrrced te name, o i was mispeled on s
Lt s P mion. Svicha el

Firaly, a poner fren Crered 7 Chiogoowed
i and cul of e ooanroom thrphon te day,
Fisporicdhy a brief pizce r2n o P (wiEig TEwE in
Cricago,
Pray Twe {Fuly 24): O the second day of Craig
Sabort's mial i Chicsgr, both gides prosented dheir
cywring agamenis, Tl proeecuton whetkad 5o
shopy Lo conmaining donwyenes, presmeddy B
T wraad s eviderece, Bl Cinsi, the prosooutur, doran-
taysal tres achmical pead of the case il el o
Frame i1 %3 & sevgie one of Y aend mosvingAres-
porig oden propery, Shokion Fenner’s opamng
sl were avsobdrly balliser, ard chalonged
the e Enition sl inteprelaliore of T prreendon.
Dy Theve (uly 255 The proestion ondued pr-
serding s wimesses, The meed bonaging w G prsc-
cution ([romn & spacianor's porspeciive] wan s
sy of Rllie Wiliars Tnon Bed Sorh whoes
primany wsnmany wis ol the FRLL donumants 7
gaesion i ) proprisiany aoed B oot public fnfur-
matun. Folioeirg 2 hunch bk, defense abomey
Shelilny Ferwer preefodionly, Tad prdiely and gontly,
p=acked both clains The “prgridany™ samp was
phaned on e diocizments at the s withou any -
cial dtermination of oo ed Do was potirg
reogasarily sprxial abeed amy dimasne with fuch
salemenl irached, [t owosr mladlished that it was a
s srears of Jalddmg processng o dial-
mremits, Ll proprieny daims wens faber damagnd
whon i was deonstried e et ey was the oon-
wotl < Fivl1 filas availabie in giber pubdc dooamians,
b il e guobic i call an 80 eesber ol cbeain
the samc infoemation in a wariery of doeoumerts,
inchadng recrmnation Sronalically hone detailed the
ey foumd in FHEACK, Afer omsiderdtle walling
by the witned, Femwer fnally mxazaad her PR
edpemerd T the Fformation oo in e fles pre-
sered a8 evidemae aockd T obained for a snere 513,
the price of a single docament, by sty calling a
paiblic B30 pambeer w Reloor, which prosvded dhaou-
sants of documnents, “wedoding many [roen Bell
seth ™ Woower st 18 oo, T ix a e s
Heevthe orgimal asseeand valae of 373,48 in Te ofgi
e anchecarieni, znd At 00 GFT weegs than the rovieand
sl awessn! i the sl ooamort
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the neidorf/phrack trial:

Bls. Wilbiens oflon smamid Iesled opd ioaoay-
erdive 0 ey Soanerts uedang, ceon snplks
ores i mginad orhy 3 Sy or 2 “ne o oampes,
ol of ble, Wilims” Wiy was the claim thal
FHRACE s BN doapmen] was rearky khati=l b
e original Dell Soucth docume, and she noticed ooy
foar chinges © the pubtished text domer idantified
ather Slfzpmeces belwezn e bao vemsions. 11 then
appemed that T was odd thet She ddn't vodee ther e
arigi=al docenere wag abou 24 pages ind the
PHRACK decavest ralf of thee He wonderd niy
b aln L el il ad w Tnigor Chase She el s
aanl .._-......_"h.u._m..,._ e i S il aon, KR LT BTy
adredd af s dida’t teink s o paSiee 28 pRass w
Abuagd 13 irebesia] 3 owjor bl e "L T tha
ealkzl; bed apedaly il g r!-.-_......_vﬂ_._.r__T_h...l.._
' hrerd whet o prcan” Al & LA of birer m
wihich Leomer ool Lo pin diwn e wilngzd 10
acharadecdpe thal 3 majpor alhng el Gécanmed akd
L The: FRAALK diaaapaid wal ol v i Facsionike of
T ool wrsl pnverd LG0T kwew's™ fram the
wilresd, Aamner Boresd 3103 hae ard szid Wn_.u"u._
“Efung You knoe, thar's when somehody woss a
tarpe o seal wosloces 77T don' ke, she
sepwe=eed apane., Thia sereved esperially demazing i
the pecsecaron, becouse ther had chimed that the
daciarert wad peady idencoal. In chal'enging a
i i i, The proescution had arioen:

“Weridor] morived end edied the Be and acbse-
cuhy, on Jararye 2, LS89, upleaded & *proof copy™
of the sdited tean file onto Kigzs' file arza on the
Lackoon buletin beard for Biggs to novdew, (Caniz B
and %} Kiggs vas vo proodread MNeidor™s versien
befizre 2eddor] inchaded il In 2n upcoming iseee of
FMESCE, The iy dilfenmocs bobweom the criginad
wemmon posiad by Rizps, and the edded vendion du
Neidorf posed dor o to Kiges, v thal Mobkers
verdon was welyod mnd umiched all bul one of e Bell
Sowth propristars notoss contrined in the zxt fle,
Meidord modiied the ore mmeéiring el Souh wam-
ing motice by oy, the eeprssion “whaoops™ o Lhe
md:

MONZECE: MOT AL U5E OF eSS OSLTRE
CHTTRI BELL SOATTIL DR ANY OF TS 5U6-
SIDIARIES EXCHEPT UNDDR WRITTEN
ATRBEEAIENT, [WHOO0S"

Alwa in the altemeem seszion, Saordd Soovios
Special Mpan Timaly Fodoy, nocherps of the manh
of Craiy Mahed e o e, melatil ok doddo smsanel

FPage & e Magazine

o T gz ) whal B el A manter of Fles
Iy FIEALR aral serecrl o] ks berg s
Ui wd odhers were inlmuduiel 82 povemsnent
cxhinils, b achlition ko the ERDL Sk, dhe: Fodbwing
wirs plnaluonk

FITRACK lssoa 21, File 3; PRRACK baaoe T2
L 1; ATERACE B 23, B 12 FERACK Towe 15,
[ 3; PIIRACK heye 24, Fle 12 PREACK Tonw: 24,
File 11 FNEAT  Tere 25, [Ale 2

Frowmy 2 specizinr’s perproiies, Lhe mos (oo
ademem of Agzert Foloy's tesSmomy wes his chear pre-
wriarwn of Crog as incally idicaing @ willogress
w0y cooperals e oo 1l withoet 1 lvwyese poeserl
avey the recare of te oo, one sonden why e
et raidin' b deeln less apgresdvely wih
P s, srwe the ey was expbc tha, had i
e handlsd differsncy, justos could bave been
vl i sikch 2 e of wover dollam When
Azerd Foley sead the PNEACE file describing
Faraveronn, e was ako anck by wha seamed o
e lotke mowe then en erpooncement of o pary in
which e was sxplics emphads o nforming ead-
ers that modving Tiegal wocld oocor, wnd that Law
ST 2P were 2ien nviled,

[1 was also coricus hat, inintrsducing the
Fi FLACETNC Lacking Dincotory, 3 et o oeer 500
addreses ond hndles, T prossozbion: foumd i mpaor-
ran: thar Lol pesticipenls wenz on 3wl mnls o
meibon of pesdhzrocs, seeandly el Bew o
agerds, and obhers, In some ways, 3 saanal Ser Bl
ok sralogy e L el bexeilag [0 Bnd orem radner
i) Aclepticr of )< frial) s dha a0oangt o Irk
Cpig Lo kadoers wa ceatizh il Ty st E
s also S g T T A it of “"m.ﬂ...u.._vu..._
ol sreticrs with the s, seriteer B2 Coek e
Agerd Fodiry windd provoana Fis nare doimly.
Meddort drarees with ey, Rolise proncairant i
v EE e asd Ui wsigind ant SET 4wl Rt
hiz narme wat spellazl imavrmeatde onoal Least thnes
et plaalesal e, Yo s Mekbn Saraer
trehestind, “Wee all melae resladas ™ Yesd cwm Hall
Cock. Ore con't 1 thivd, thal sy s carpdphl 2
imetanal, Tcaal @ peiatadir a3 dwan: of bl
Tl ek sercly by e sz B fepweacioad oo e
who be s proaxatieg, e wlim fnatal Prfers:
this F...-._..n Fan. ol @ (e, Sovmse £anpls el oo
indmidae Prlens R Ip e, oF PEtTE L E &
Hw._.m.nn rrisizke, Daf, oo pklg: © a8 an ol b
Uy ared s family W 2d m the cousnrom and beaen

Numiimer T80

day by day

pio e prcse i _.._.H_.1-|-P|..w. il a0t -_n.uu.._:.“..ﬂqr_.
e the Lesoly foenie
Diay Four (Fely 24 Speend Agoa Foley aomdmaod
his. =Emary, conlineng L drsoribe toe: oog by oop
m__._n..ﬁﬂﬁ of The acanch, ks ooepemanon with Urep,
what T foursl, el the: vala of @ E%1] Ekes. On
oA -EaTminalion, Apisl Foley wad asked Baow be
cistained the oviginal vabee of b fiks, The vilke &
rrical, because of the chimn il ey are worlh mos
than 55,000, Apml Foley Rdinted ot he obiained
ez figrure from Bel Sl aod Eén'L boder 1o verify
il Then he was ashed bow e obcrined dhe mevissd
vl of 21000, Again, Agert Foley ndicaird tha he
dhidn't verily The worth. Becnze of the imponoroe of
e valne in exabizhing appdcabdlioy of Tide 18, #us
el 2 crocia, pedhaps foeal, cemrsighe

Mt came e eoimony of Robe Rigas {The
Propher), esifying. preavnably wder ey o,
AETONE B8 TR i D, iender the pioaeial thncad
of & higher sercerce if he did noc _H__s_u.m.i_._.l Tee
ez Ripes aaid rithieg thar st Fannlid 1
Crig, end Ferner's sl eboned rfoemaion e, ©r
o observer, potunlly seeved quite beneficial, Foe
exaereie, Ripen indicared thar b bad o reeadbclg:
that Crmig hacked, had ro kneaiedae tae Cralp oo
traded i or psed pesswords fir aoossding companen,
end that Craig never eehosd hivn oo seal amabang for
him Riggs aboindiced ther be bod heen orecked by
[he prossoudon. The coaching even Fchided havieg &
member of the prosecodon weam play the oz of
Lernet o prepore hitm for crces exaivcin, B e
Az prvealed that dhe proseoaton asked Riggs moga
arver all of the: bk ienaes of PEHEACE n oy sy
aricles thon mzy heve bean helphad in his Badkding
career. Alhocgh it mey domage S epos of aneve
FHRACK wress, Rigaa idrnilied cely v aticks
Irom PRHRACE T tat rghs posehly fono heen bk
ful
Day Five (Fulp 270 Aler dismassion belwam the
prossamid ol dofim, the palps on Fraley dodoxd
amizial. ARhoah the cherges wins nid, axonting K
soirce, fommally dnoppes, e neadl was B mene: A
Pz an: prohibied Irom sEsseeing the detals of the
arnpemel winknd ool Bol, in esaonor, Cndg wes
ook A pined ke plead @alty bo ey of the ooants end, if
Yoz s okl of corrpuater-nelaed trouble for 2 peer, the
o] carnot ne-fils the charges,

Toe Erangamen does rao pesihit ki froem e
ciiry wih whorn be plaases, place tevel enictions

2600 Mapazine

ion b, Ox prohibdl hen Tnom ebling s newsidng of
Fad cdmies, He 2 poopaned o gpesds 1o 8 sl ol
Bor 3 wzar (this cam b ks by welgphone], sl be oo
way was pacpAnad b v infomeetion aboul s, He
will mvang sadol Tis Gl arsl hopess o complas bis
degme wilhin thoul Bore samesiers.

YWhile zome el congrmatatony bade-slappmg and
“lrmmh-nosing™ of the feds is expected {and
deserend), some ke Tieed 10 be shared on bath Sides
of e ondesl

Trohee defense: Tiveradey Tiresing seat Jodm Mag'e
ware inmrenea] in ddarcifving the flaws in the
orverreres A case Thesr abwloy i @ regaed all of e
reEnrmE s by pparters on btk skles) s
Toa gny the wdraobopmcal and practicad sids of the
chasges wan gper, B 31 was Sekkcls anoesey,
Lhckkn drrer, whe was abls o guiky inlegras
ol el B smremetlin wppbed by Doong o
Mgl e U ] wzgains e Sowlbe comdmd the
e b e the charges. Whils S’y expe-
ménce 3% & foemer Assislant LS Alomcy was
szzecedly Baefpdal, s skilld £y aadenilaling ool
mfimraton ] mydving ¥ in ways fol on-odmeds
conthd 1okl was marsckabis And thiz, fnm om
ey W faoenec Dy ool @] Ul egmrgnakiy [ionce:
hinself, allksagh P samns 1 have Joamad crch
s ke das cass

Acenowledpmen shoold 2lao go e Reidod™s
faenily, and ko Crang Joe Aichig thnoph the oneal
e Bl agratng W phea-brgain or ey ded tha
riury Ferve berss efferad

Sqwal peorpniton shouli po to the elfors of
Frswroriad Croddacie aoud 3000 Meagasine for the nf-
el in the spring assoc, and 10 e proddizg
Ercezecaad id n Telecivm Lepes, The Wel, wmsl olhor
gz, Pt Tiranson of Yelecom [ipes, doepile hiz
persaral views, palleed e s and allewod
Unép's pgmatins k) ree 4 anhor of wrticd poinls.
Frully, Compeser Linclerpronand Dizes vimailaind u
renber of cSkaids el senples of e evidonie b
corrbonle daims that Credg’s chictnent was exag-
prrled. Togeier, these and oloers who spobe ol ore-
giod the visialiy thal eventoally conlriocied o the
forrnation of the Eeomnic Fronber Foundamion (=
sory pege 101

Bt bed 12 mol forget 2oe prosecubion. The LS.
Amomey"s office shoald be poorowindzet, e Penner
and Mzidod have done, for “doing the righe fing™ and
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an interview with

P et ey Boliese B wewe mizhd artesly pe be

s for pablicking e %) aticke?

iz, U was e possbility the Laombd g o prism
trvase of Dot [dord smioncing geich T thal spplicel
wtechorges, Lurtnomon:, Dwas ol by the presaaton
el By woukd e askimg for ol bead tvozare,

W s e b g o il

Yz, e ve Y when the plzabergzin was offermd [w2s
e b g el sontwding w preclab oy awe
o ruhar Boes m._,.u-_ o A rilorg it Dewsw
_”-_,..m_r..““_..._."__.. wies daa Bal fE ] [ dak .q.l..LJ_.
beEerve dooubd Fappor Thownw § e gl Al Labaz,
spealby in b of the Muomis Bl L’ soc B they
zrakd ever put somoarr Lise e s,

Mg people woukl Bea pone for 3 piee Bborrain of
s St b ol e ordleal and sape e o a il Pt
o L TR

Fxarielty, rnde 2ich of Juby the plza banexm was
araral [Faad in et offarsd back i ebrozny ar Mand,
mieivhe 1 would ke gone for i beck ther Bt dhirmg,
il ther e we Talling pporl And e e I
They ke i T ahink they brew we lmew i Dt [ was
frepered wrisk 1 just bocaee [new o defoes 2rie-
g A thine s e Ting e govermend kad done for
vt trer et bty thon us irying ko esblish # coradvaes
Ty bad grven me ardiniliny. Their cen wilesses hid
wenfeed o the Fonx e Theed rever brcken bibe any ser-
w=ves arad had been fulbe cosperatee wih tham, Brasas:
of this, [leluthe i L ook e g, sl [pncdedody v
e Ly ey wollhd Sedeve what T had bo s,

Werr Fird A wendmon irsues ener raled of Be foo?
Thew wene mentond Tz the opring woemerds Bal the
o e godiothe peinl of dobeling e Pt
Aevwwbieni A Few comemenils woans made

Wikam & wowr opinion of he curmeal “wilckamd™
epeind heackoed

Watam 1 s rmidied, 1w niol proesically abezsad, 2 1've
Fezwid a fbor o ofer peopdz weone The sexch sammls Gy
el exiy sl tra i seaeth ene room in Pe 2ncme
Fsbziory e Therefwe, as b s T et indat
o Frre wodihd De ro rzen o resrain me Thal zrd
the Gact e 40 prapiie wme wead iig, Prerall s newirg
.u._....r..m___.._..m..._.....“ Famre i .E_rﬁ._.._._" all _..u._.n_w..u..,.._._u.?.-:_.._
oot secrr o T e of & Pers A TN & roRiTe-
Hore Ard B ks s 08 cordeas: G b whbade wiild s
2o el one ekl Sep o Lo el sonmchacky dizachs e
sormelhing shot il

Whe kind of o b kas fris izt on poar persaenl &
Wel, B wam L, s el me o os s kel el ikl
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bears i shood, whady slieveddy @ pog w fonos e
g T brw ! frrat ks {=dl y=or. Tsowm of aferal-
o e froma ol ol praogke e Fierwts whe ddniwane
iz e Frvvohrad el sl feeets hod roce Garmrefrain
= Yereiy sy bl of cower et e [ Sonoed me o
Breade off reicrs with oy la=g Feaal ”.._.-_.._u..,.-u-m.-.”.n.r
publisher] dfwagh we'me bk m i res Tarthe
bl f5 crvet. Tk mron: Beey Ted, o ped Bl gl (i
oo wodl e e 1 couddn ureenbsle onumy paTsRmrg
courses, [hveny day was sormcthing Tece and i was o
good Tweas reveling lovcihor 5 Lavis or Chicos
siver every e, [ddn't have a sommer s par
e [ ey realy pota breck Somit

Tl i potiens b ?

Iencleddy sty inerwhad tere w2 lond pres and
pepk: domg iereeas witire, Yoo g o be on asoi
of Fipgh Yasmas of all the publiciny andthe enci=ment of
o wlreedh, Bt as e pos o [rn heooriog old
ey, o it g 108 soetaf @ dosnos i chal regped
1 oo B ke o Yo st B scheed it evenhing Thve
e, B Bu: money sfiafion bad e dusn {eemy bt [eeed
ke bt i d i b Fuead encassh ey ot me dwocgh
wrekaprad Mgt kick me off ko my fest e of low
sdueed Mo b [ eyt borem i whoke bt ..n.n.w...ﬁﬁn
Wiy e

Fewrnd rcdi Fepeete fegpded bt ponr case wosld
j_.._.-._.u.__..._ﬂ._:.._b._._.._...._”.._.i frut ..n__.r.._n_...__"...h_._u.h_.._...r.__un?n____'._.-
Freotivr Foenticion. Tl g Rappened and be whart
drprvwe? Whett B af e ens ae resmainieg?

Whea Fressd thee et st e aboor 2 FEF, [ wvas urder
' Ergmssen e the onaanation ok see the consi
uewred pews i wderaand tha T was oot realy fran-
wisdby abds i B thes btk [ aravend thog they wozld
wmne Deongh ard asoklamnlly he of thizoouri beila
B ] B Fraoed g, i e ok thesw ingerion o aciually
_.._|-_....-..-.. ke T g oG e ] Tuy Fanl _.up.-u foar cowrt
moliord Gl b Toar b Temon __u...__.__..m..r__..u.....ﬁ_u.._...-m.
B P Aureaeheran St o ey prd i 50me
goad pres for 2 whiln

e mvch are we Baling abow! to Breaf of whf s
e G frpal erpenens’

"Ae 2ill hnven'Lreceived he Tl B0 'mocki bal the
bl acuadhy mached poer B0 b Lhet th: laew [imn
had found wrys oo STO00 o the KL My -
sy el T v poid S35 000 1o e frm afready and an
ahdsored B 000w o e frs Lz o we polaired in
51 Vwcis which, bedizve me, wasnotwel sponi money. 1
e el 2 e b by 0500 [ w0 pay ol
Wbt e fhe ot fow Pk ?

Sumpper FO00

- =

Pt e

_m..mmm neidorf

Tekewt ey phae for Prack, porially becawse of my

* enies, b sy e T ean's offond o risk the peest-
- Bilicy of being prosceasnd Iezzause of someting ot

i ﬂﬁmﬂﬁ..ﬂ#ufihaﬁduﬁﬁg.r%ra

q.-.ﬁ.r-.np._“_..m..u_. anixmally,

S VR el P sy e e people who ik s

§ jeerans B praaTiment Bk o e ks mansged i

et dowre yorr mumeine?

1°d sy thos probably an s szt

Wonld jeoa approve o snuher puldivating taking st
__u_n.._.:l_.-.._u._ﬂ;ﬂ.ﬁ#ﬂ

Tmtaly e it I've spcben wib b pelvicdul
resparei e for purding oot 2 mageene nanc] Plesck dre
carw st this sarnmen, 1le's sl ol K ndizes kg
s 2ar wcksr the rame of Prexck. YWinther B; holik
1o thiz, 1don' ooy, 30 opimion is thal Pk was
st apecial and it should just b loll shas, rder
than soe ameone cke contioe it and do 2 shoddhy job.
e Ras this whkale chalx of evenrs choxped

- peur cudfook on the kacking workd? 15 i copable

off handizg topether under adverce circems
dinces?

1 Fozred gn axpremne amound of suppod B o m
1 ke covarnininy and & bod of the Phrack
subseribers. When [ resded help Irying Lo locaie
preonle o popies of documentls, thoy s ez Jor
e, They wmere alzo able o gir up encogh cxpe-
sure abew this 5o that the lraditional onedia
sources pot imvoived. ['d sy 3 conbd e b
wery differ ent anding without 15eir help

Prkear abapt the smedin? Fr there @ way fo make
sere the facks are presented cormerily’

This iz ot the first cene [ve seen slories thal
reponiers Fove goren complebely sorewsd up: [
tharis 715 2 Fact of life, As people oo ancr'l
dirsaly seohead in g siwation they'rs pol golng ko
b abde 1 refae oo it or aven undersiznd it mthe
firs place. Then their editor may oot be 25k 1o
wnideretandd in. I8 peslly maforunace, 1 doa't think
o wROmy ok 308 peinted in the paper really pre-
gz the: [a:ed accorancly. Tn's like a hoose of mir-
o= i 2 parmivad, The maies have pocoll e
sazne pets aned ok a8 e shin you're wearing.
But they"n: gl G prigeeion.

You've presemied pourself s the publicker afa
Rocker mapecine, Aof o hacker, e dmporioel
wa7 tkiy dirkinclica

Tothe aaem thal the Sefinition a1 Fwe tris was tha &
hocios was 2 person wha ilegally brobs rk) feacsng,

2600 Mapazine

Fren 1537 P ans ol Sefiition. 3o kw1 vy
Trprted AT

Dt per Sio it el sy e dofisicon?
Corsiirmg e | el dhara hacker & st aperam
wh beas -....__w.ﬁm._n,unﬂ i firdieeg s for comypealon
s ko e Caamand sk wids dean, o T'd sy Bar
[on just s ovwch o beedhin Wk i | ey mzs. Bt 1 dont
do wnfing Ll

Is tuere o marsmape wou s Bhe B pive ol of thor bacd-
s oadd ere”

Dhan't bet Unis meare v Loo eech, [ s pleas
& by amy means. 1i's nol somclbing you wand i
heve happen oo wou. Natoral paicsity eaised long
bedrre the compuier was Imvented. 11's pomething
That yo justcan't eradicane, O thizeg Iwe
le-grmead Frows o is thas beicg oooperalive helped
ane: Tremendeasly ot the mial. They ashed me pon-
wral quesreen andd Tdsdn™n ry 1o hide amyihing,
But #'2 alae possikle ther if they hadn’t 1aken
everthing T said erd manipolated i, perbaps e
wankhn'L Foavs boen enugh o get me indicoed in

ke Ficer place. S [ wrouldn’t sy that it's oecessao-

ity all right o 1alk 1o these peapls if you haee
musthirg o kide. T was conmented by chings | Ead
15 g hecause of the way ey inlezpreted i
[1'a mor what yom say, it's what they make cub of
ir. For sy el who gats 2 vist, doo’l Be 1
teege peapie. ur don’t @lk Lo them gk, na
e b inncc ek yom are, Gl an 2tlarey, 0
den't kroer if it wecld have saved me any roshic
bt s least ey cam't ceally make anyihing cul of
that hecuse that's just a reasonatde thing be i,
Ttk Feacioers out dhere, 1 saw dight for what you
ehisve in. Obvioesshy wour Joo'L wiol B2 emp moa
siroaron and defend someshing yoo doo'l knew
imemph aboet You mighe be made bo book foclish
sovd wiodt ey Fered dhat you'ne wmong. [was delmmd-
ir e righe W informacion. And Inearky went o
il Cor 22, [ bayae: Lot i e pevple are prepaced o
fight a2 I was Wien vom 2ocep & plea bargain on
srymcihing 1his new, you're sening & precedenl
that's going bo allvet propls domn the seod.
Especially hors, whers tryne poing 2ier kads
wha doo't have the firarcial resources o defesd
themsedhes. Tertodeally, | dim't citker. Had T plez
bargained somehmg o o phized gy e some-
thing becazse il waz g tmly thmg 1o do firancial
Iy, it would hawe szt a precedent thal ceulis have
dane b ko of damage ta olhir praplks in e fomre.
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WHAT IS THE EFF?

O of the results of war plitlic ouXTy
csar the Packer raids Hes 5pAird has bae
the Formasion of the Electionic Fraaliar
£cundation [EFF). Founded by camputer

= TR
industry giants dEteh Kapsr and Steve
WWormias along with whiter Jobn .ma..q..__. ez
EFF sopghs to put an end 2 raids o pub
Fehers. bullotn board operalars, and all _.um
thag olhers that have been caught up in
racent events. Tha EFF faunders, pros 1
flug prgaiizabion’s aciual hirth s SUNmEr,
b-ad =i they would provide financial 2ap-
porl 1o thase afipcted by unjust secrel
Servoa rads, This bed o the chamaclenias
Gon of the grobp as a ._..p_u_n..‘..; n_ﬂm_._m_..
tund® by the mansteam media and thoir
cendemnation I mueh 21 e TompuiEl
==y . :

Az & resut, when tha EFF was tormaly
ARaneed e oIgaHIers fock gresat _u_l._._u
o distance thamscelyas fra compuied
hackors. They demicd being &0y ird aof &
detensa fund and made a _..mw.{.mwu.“_.n.uu
Aonatian ta Computer Professiends g

Scia] Fespoaziblity (CPER)L

=g ara helping educe policy makors
and the genera putlic” a recent EFF slae-
ment eid, “To this and wa hawe funced &
sipnifant wwo-ysar projest on ciMEputng
and eivl Foerbas to ke managed by _u_"”m:.
With it wa alm 1o acquant palicy makers
ard law erdoccement offisials of tha nm..._ Lh-
arfias jsoues which may lle hidsen m e

beamisies ol \lesommunicatons _.u.uﬁ”_..
Hurmbirs of thix EFF ans spesiing stooai-
?Eﬂnmﬁgﬂﬁiﬂﬁwﬁ.ﬂmﬂﬁqﬂ-ﬂm
theaaghadt the country .n_.ﬂw.m grasrEeEs Aol
the imporkr il ibebes waE. :
i & in B process of forming sfances
il SAnEr pUTEs et oanizenon S Gk ST
wéth I deawdoperent of B gl reafiondl nfomna
_ Tha EFF b in fe ey st00s Of S000ward
o o and denciopmiesl of proprams B ot
-5 &l computers which provide simplified and
S e acess T nebwor servioss such 38
S eHecal=e BUT fAEOUGES Arg already
S .”...&.._.n."__”.._“&._.:_._._.._ﬂm.u. 1o thosa projecls, wa ard

=,

-

Aot =1 this e conslderng addinonal grant
?nﬁmﬁ:ﬁ ol the EFF are indisputabie
and we're cernainly glad that thay're
aroind. But we End it sad that ¥ey’ve re<-
reched Biee paecgies Saay Irom the hack-
ars bocalse that is ona area that 3 in 2018
pergd o outsicE ESEVENLI. Thens hava
hoen an upprecadented number of Socret
Cergca raids this SUIRITET with iy pan-
pla coming wder irves igatisn u__._._n&_. far
having calicd & bulletin bosrd And jn 8t
lpast Gne NESEN0E, JUNS Wera Bgar fu feed
on A tA-yoar-okh This Fmo comire n:,_” o
the showes. DUr pont is thal somanne 51
to speak-aul agalnst these achans, and
o foLady.
mnnHHu.....___.E.ﬂ.ﬁ thestwhal e EFF b5 echsdh
be dirg ba made dief. Mary o & Lndef
+i0 ridstakon assumgbon Hal n...ﬂm_ Heidords
cana was hordkd by 18 EFE and frat ey wene
largety Fesparsbia S geting e oee dmpped.
The EFF fmelf has nol made .m”:w facts chisar,
RArretrarm media Bas ohan T mpresson Bt
ol Fracsers afe boig _..w_nrﬁn_.m._.__uﬁ,ﬂ.._.ﬂ_h.._.
Tha tacks anm hese The EFF fiod o bric’s n
sippon of Meidor, pacétir ol which weas FUCLEES
E.._._.ﬂ.:..m._m_u.ma_...nnﬁmnf&mmﬁzﬂaq
press MEesies wWhicT _...."_n__...n_.__u..uﬁu.__m_..__.“_u& ot
Ty weeres ceficdd Ty someors wha Fed Ticema
tior about e 511 m__.ﬂu._._i___.a.....nmu...w._ sefemrnd
s Mirdorts fmayer. (OIS 15 vy ns.._wﬁw_“ from
et dirs of hiadirg &EEE Liepet wlEEs )
Mot o peny has boo gfven b Meidor by e
EFF. AL press fris, _..w._um_.__m_...i._#-.__.ﬂmw..amﬂ
555 A, though helohd, Tred b _._”H?.u_._.nu_._
actuady dove Medors iEgd fos far Tigher fan
umﬂsﬂ..ﬁ_.ﬁﬁn.wwfuﬂwﬁ# :

Sn while tha EFFs presende 15 2 gaed
g, Wa sennsd Tink of fnem a5 jhe goke
Han b e problemn. They ars bt onf =1e0.

for may mars.

_L.".._”__m_ __._._...”..._n__m._..__mﬂ... _..u_m_"__.m_._ imolteesd with n...n, EFF,
wir i proourage & Your paricipation ”...__._n
input can help’ t mond am irs &ha rig
diracsian. Their aadress = The clectanic
Frontiar Foundation, Ing., 155 Socand
Sareat, Cambridge, WA 02142, phine IuTe-
ber {617} 57 7-1365.
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NEGATIVE FEEDBACK

Erirging the Phrack story 1o the
attention of the public wor no eary task.
But ie voosdd Rave been a Iot havder wwere
it naf Jor the very thing thar the whels
case revolved avound: the electronic
transfes of teat. By wtilizing this technol-  lance security analysts picking everyhodys
oy W were oble to reach seoy thow-  lock to see if it can be done. IF Rackers
saneds of people thresphout the world. Te dida't glready koow they could prakahbly
ro dodng, we were able to help the  per in, what would be the poine?

Phrock case become widely kroun erd I see password hacking a5 a modestly
ane .u.m_.u the TFErrd n.“_m_r.?n abiout ﬂ._.Ennu.h in ..|.1_._-_m.l_n_ m.n.._“m.,..w_”_.. somewhe=re between van-
canfercices, electromic newsletters, and  dalism, window-peeping, and bresking.
BR5s, Ax with emhicg controveraiol, and-entering in serlcuiness, with
not everyone agreed. We thought it deliberare destrocrion or scrawing with
would be interesting to print some of the  informacion as a potentially sericus
pieces of il (electronic and paper)

frimn pevile who DIDNT Llke swhar s
apere ceing. Feep in v thar fos fior as
we know] these people are nat 2600
suhsevihars eed, fn all likelibood, have

TEVET CVETE SEeTl @ COfr
LR

Dz hackers do a secvice! T dont see
why. Any mechanical kock can be picked.
Proebably 2ny elecrranic scheme can be
defeated as well. Yor nobody acgues that
reenagers should st themselves up as frec-

olterue depending oo che vpe of forma-
Licn or sesterm serewed witk

Is i necessary oo hack posswerds in
coder oo learn about compuerers? Hardly.
Tht country is full of personal compumes
on which many vzluzble thing may be
Learmed. The ciries are full of comemunity
colleges, night schuook, arsd vo-tech insi-
wueed all clamering to offer compuree
Conrses at rewmcoable rares Thers sse ewen
That ol analagy of breaking into federal assistance PIOErame &3 [he very
somebody's house and rummaging arcund  poor have scooss oo this knowledze, This
it quite axe. Mewadays, theee are victually  means thar ic is unnecessary to commis
ez coerpuress o Line thar are nor prorecs- scolally ircesponsible aors o obrain an
ed by password sccess. Thoosh®t that pur education in compurers. The subjects you
you in the positian of & person with  learn when password hacking are not of
krewledge of picking kacke? Such knowls  use ro professional coorpater peop e Wone
edpe is virrually useliss (o anybody bur a of the people T wock wich have ro hack 3
thief, it rarely is of use even torhe small password, and we are orherwise quie
cormmuniey of leckemiths, White [ agree  sophiscicared.
that 30 vears in the federal slame isn's a Privacy is a right held dear in the
just punishroene for picking a lock, [sus- Unived States; it's wired inge the Bl of
pece that mose people found guiley of  rights (search and soizure, due Frovess,
breaklag ard entering get lighrer sen- et and ino the common Jaw. You will
terpces, which ame probably equally justifi-  find rhar vou con never convines people
able for compurer barglary or whatever  thar hacking is harmless simply begause ic
criminal [abel you'd wish o asmign to passe violases people's perceived privacy righes,

wiord hacking. [t is ore of rhe few computer crimes for

T suppose you've had this discussion
an  infinlte  number  of

rirmes.
Mewverdheless, .,
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which a clear real-world anslogy van be
inade, and which juries wredersrand in 3
personal way, That's why rhe balance _._.,I.,
begur o tile rowand heavier amed heaviar
sentences for hackers They haven't heasd
socjery telllng chem bo sop yel, S0 society
ia rairing its voice. When the average
hacker gers the s jail e 82, say, ...“...a
averape second degres borglary of kreak-
ine and enteting, and every hacker looks
mn_ﬂﬁ.u& o chat prospece, 1 suspect the
irwcidence wiil raper off and hackers will
finsd differant windows to pecp inte.”

Thete 35 o comegn misconoestisn here
thar Razchevs ame Jogghg ea individaal’s s
amaers, hence the walking threwgh the frome
door ooy, Tone'l see i che letlers thee
fallow as well in arnaalicy, hackers are ot
inperested dn wiclatmg privaiy o7 straling
thisngs of walue, as someone ...p_._h. waiks
through yoee fromt door wiedd be. Hlackers
e peraeraly explovers who s mo fdge
arpanigarions wimdering fot what i gring
g, They wonder wilng the compurers af
these hige crgenizations, compuiers that
efemy s ke amanois of persomad ..wu..._. cn
necpile without thelt kancdedpe, The g am
b Legaly looked ar by amr of the Ramdbests ar
thetesands of praple wih access to Whis coert-
[ shere's a vislation of arimacy here,

Lrali,
ace o ghim i3 Lha hackers who ere orral-
g it

: leprar raised on interdibing OIME
abgus the *right” way o leamn, something

many hackers hove o reas prodien _p..”_".“_...
Learrimg by che haak is ooy for people _E__..._..
A dmaginations. Bub oz mﬂn_m.m,.n"..?%x
awill s fo gxplare o w2 poinl, RRNSE
things ot s they pa. Tromicely, chissoams
ad textbooks often discourage people from
learring Berouse of their smict limitazims,
And &' comenem kmpwledze that the B

pregristamns omal Crsigners 4 those wha are

Foge 12 e Magazine

NEGATIVE

self-paugh.

A5 on cha poor hauing pasy oroess o high
techrclagy, this is shrply o ue. H.: L &
CouRbTy, eoucation i d commdny. _.._.- i
o on't e the money, e ol el
of huck, T s becoming merpsinghy e for
the “mickile class® o wll

ok

"Ulsing che rerm hacker to redfer L
prople who break inro spiems _.E.__& by
atteers, steal decumens, compurer (L
2nd porwork bandwidih, and are “very
careful nor ra peblish angthing illogal
Leredit caed nmbers, passwords, Spelne
codas)” B Jerogarory and insulting ra Lhue
beon:d hecker commmunity, which i WOrk-
ing to make the world a berer place for
everpone,” )

There has Boen an crgaing mowe afaot by
alder hackers 1o distanse themseles from
what they perceive w be the “eed _.d_"..,..'.r......“;.
Thair wary of deing rhis has been to 2¢fer 62
all of the "evél hackers™ an crackars. Wkile i's

a fme rradition 0o eare TN Libels for -
Ple, we think &5 a kg waste of 1me here
There it a wall-defmed Ime beoween hackirg
and crimimal activiy, | lackers explore with-
aut being malicicus or ser Eum a prafit.
Cohminels steal, vandelize, and o nasky
things i Fmooenl people, W Ar et o !
naaple whio use sther people’s credit Cards
neeribers v grder Fasge conounts of wrarchoss-
i, Wy shotald we? Whr has thoe goe £
wih hasking? Whils we rmay find interest in
sheir methids, we wopuld be oz tummed aff
by their motwzicn. Thare segms o Ee  gen-
eral set of values held By hackers of all eges.
g

T recently read 3 past [0 e Lsenet
(comp.risksd deseriblng recont events
celared o the crackdewn on hackers.

K 22 B2 3 al agencics
While | feel strepigly that federal age
shoald b serorinized and held zecount-
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FEEDBACK

akle for their activities, the above men-
rioned post pave me reason for concern
thar [ thioezhe pou should be made aware
of.

Ir seemed bo me a grear irnny dhar the
paster was concerned shour the lvazion
of the privacy of BB operator and users,
and yvez seemed willing o defend the
{albein mom-destrocrive) invasion of friva-
oy commotirmed by hackers,

lam = graduate sodent wha recognizcs
rhe: immense importance of inre-network
telccommunicarions, lonstitutions such as
Uherser #1¢ bocoming vital far the expan-
sion, disseciovation, and urilizarion of cre-
arive rhoushr. Any asrivits whizh
breachies securicy in such metwarks, unless
by ceganded design, @s destabilizing and
disruptive to the producrive proweh of
thexe metworks.

My poine is thiss [ am joe prad srs
denrfoloneisn, one of the {as ver) fow thar
s rer aware’. [do not wane Bedoral agen-
ciey reading my mail, bur neither do [
want curious hackers readiog my mail.
(Moo do T wene anvone reading company
Y25 private text files. Privacy is Friva-
c¥.) [ agree chat rhe time for longthy dis-
cussion of such matlers is pasc Jue, bur
please urdorstacad thae [ have liceks sypropa-
thy for apvess who commits o 51 PO
invasion of privacy.”

LRt

"jusr finished readizg your zall oo
arms, originally published in the Spring
1930 edition. | was rovally disgusted by
the tone: vou defend the acricns of com-
Futer coiminalks, fre which you misuse 2l
sully the honnrahle term "hacker by
2pphying i o them, 2nd wrap it all in the
Firit Amendment in mech rhe sapee iy
33 George Push wraps himself in the
fimirican flag,

2800 Mignzine

Meech.

Whatever the motivations of rhe
cyberpinks {1 Like Clitord Soolls oo for
thema}, theic actions afe wiacceptable:
they are bresking inmo compurers where
they're nor wanted of normally allowed,
and spreading the Wifotreation around to
their buddies. Their actions cause greac
Jdamage o rthe misr thar nerscrks such as
Llremsor are Bl upore They have caused
irurvcent syscems o b shoer down, bocasse
of their zorions. In rare casos, thay o Jdo
zerual, physical daowege withous knowing
ir, Their excuse thar 'the cnly crirs i3
cauriosicy jusc deesn't cur i

[t & unacceprable for a burgler pa break
inro @ boase by cpening an unlocked door,
Ir chould be just as vnacceprakls for 2

cyberpunk o break inco a syvstem by
exploiting a security hele, Do vou give
Lusplbers che same support vou give oyber-
pziks!

The effarr ra scarp cur cyherpenis
and cheir bresk-lne i justified, and will
have oy wigual ified suppoct

1 eall upen your journal to 1} disavens
any effort rooenrer 3 compuTer $ysCein
withour aurhorizaticn, wharewver the rea-
s, awd 2 stop miscsing the term thack-
e’ 1o Jescribe thoes who perpemare such
electronic burglany.”

We respecifuily declme o do enher.

ELL]

I just received rhe 2600 arricle s e
raid of Sreve Jackson Craras, which was
prosred s the GMAST mailing lisc. [0
woreying rhar rhe aprhorities in the LIS
can do rhis sore of thing -« [ don’t kuew
what the laws on evidence are, but surely
teere's @ case for cheft? Taking sameons's
Propermy wirhour rheir permission, when
rhey haven’s committed 9 Crice?

My onlv quibble is char the 911 hack-

{roeiinued on page 32)
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by Viclanca

‘Welocome to the final part of my
series on ihe PRIMOS oporating sys-
1=1. In ks insla?ment | pian on coees-
ing Frima's network communiceticns
capakdiity and the azscciated utiltles
that vou will find uselul, | will also
ieuch upan fhose a=pecis of PRIMOS
that | may have cvarkooked in the ora-
Viaus pans,

Examples appear in Halics. Boid
isalics indicsta user input, regular ital-
ice indicate cornpuler autat,

Prirrenat

Just lixe other popular mainframes,
PrAma3a too have networking capshbit-
ties and cuppor many communica-
lions applications. Prime’s main
communications  progducts  ara
FRIMEMET, RJE, and OPTX. 1 will
only b2 goinn over PRIMEMNET in this
serieg, as disceursas an BJE and
DFTX ars oeyend 1the scops of his
sariss. For 8 good discussion on RJE
and DPTX, | refer you to Magic
Haszavs oxetlent aiiclo an the sub-
et [aposeanirg in FRiack, Inc,, 1S5
181

Available for all medsls of Prime
computers, PRIMENET iz Prime's net-
warking software. In a nuishsl,
FRIMEMNET is like a Token Ring LAN
nstwork. PRIMENET ia suparior to
mast Token Ring LAN applications,
Fowevier, To really ba abia 10 visualize
fowr a PRIMEMET ring network cper-
ates, you need to be familizr wih the
Token Ring 1ype of LAN (Local Area
Metwark). Token Hings are basically
*zircles” of computers (referred 10 &=
‘nizdes”) that are electronically con-
rected 0 gach other. The individual
Frims computers on the PRIMENET

Pare 14 20l Magagine

PRIMOS:

Fing are responsible far allewing
remaota usera to be sbls 1o access
them, however. PRIMENET sllows for
simpHied communications bebawcen al
the netted systems. In ke [ollowing
diagram you will ses a sampla
PRIMEMNET ring with six Prime com-
outers loeated om i Cach of tha indi-
vidual nodes may or may no! ba
connacted o the telephone network,
arcther PRIMENET ring, or cne of the
many public dala netwarks [PONs)
ik TELEMET. Hera is an exampls of
tha manner in wihich a PRIMEMET rang
iz et up:-

PRIME PRIME

L'

PRIME-{_}PRIME

A

FRIME PRIME

Ezch node recaeives infermation
Trem its neighboring systém and frans-
mits it fo e mode immediately down-
stream on the ring. In this fezhion any
node can =end information to any
cther node by sending # through sama
ap all al 1he cihers.

A3 | stated previcusly, FRIMENET
Fing Networss ara suporiar 1o most
Taoken Ring LAN applications, Bul in
what ways? Some of tha fesiurea of 2
FRIMEMET =ystem are listed below:

B Any 1=rminzl on the PRIMENET
fing can Rgin o any system on Lhe
FRIMENET ring.

B Processes running at the =zme
tima on different systems can comm -
nicate inleractvely.

B Transparent sccess 1o any sye-
tem in the PRIMENET notwerk wilkaul
uza of any additianal commands or
protocois,

B Complete accsss and projoool
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PHE FINAL PART

support for packsl-swilched communi-
cationg between PRIMEMNET system:
and malnfrarmes focstsd on almost all
Public Data Matwodes (PONS).

All these features allow you o do
things like access disk parlitions on
system A from system B, rlogin from
systam A to system B (requiring on!
gn accoun! on system B), ard 56 farth.
In this irstallment | will explain the
many things that vou can {ard should)

do with & PRIMENET-=quipped sys- -

tem.

Checking Out 2 PRIMENET System

Should vou get into 2 PRIMENET-
equiposd systern, there ane a few things
that you shaoukd co 1o leam more Bbols the
intra-system irks and such, Inthis section |
wil descrbs al the procedures thal yoo wil
ricod o indtiate inonder for you to debsrmica
gand rikorrration.

Thea frat thing you sheuld do s to usa
threa of 158 D&M (Hsiebuted Systen
Mznzgarment} uiilities [remember, |
describad tre BSM in full in Part Twe,
Wirler 158590 keus). The thres DEM @ik
tizs fadamad comrrands, really]) you shoud
T are

LIST PRIMENET_LINKS - Lists

FRMENET stalus

UST_PRMEMET_MODES - s cone
figguread PRIMENET nodes

LIST_PRIMEMET_PORTS - Lizls
azzigned PFRMEMNET pats

The information relumed io you by these
extema commands wil desoibe the currert
PRIMENET sstup in detal, You wil cbian
frerite noderarres, PRIMENET addess
ez, lirk devices, calowey nodes, oonfigursd
access, and whather of nl the individusl
rexdis roUia remche pazswords for gn,
Figura A gives a good exzmple of the
results oolained from a
LIET_PRMENET_MODES:

Thiz assumes that you izsued 1ha
LEET PRMENET_NODES command from
the systemn VOID, B slwes thad Az on a
FRIMEMET ring with five alfer syslenms
[t names can o2 found i the “Femola
nede® column). Mole the *Primsnst
aidrens” cobarn, | ksls each system’s HUA
(Hetwork User Bddress), Molion tha three
of the listed HUAS ars on TELENET &0
twa are cn some Dzarre network wih
DG (Dl Mot dentifcation Code) o
0008 Well, 1k hest systemn (820 0=
kczted on the TELENET PON (DMNIC
51100 and 1hus, the DSM knows thal

FIGURE A
N, fist_primenst_nodas
e __...__.U_ _.. e
Hemofe  Primene [ink  Galewsy Caonfligured Vadkwalion
nods address device  mode acoess regquirsd ¥

{ THEASH | 3TT0XXX00254

{ EE00HT | 005473855382 | LHCOG
[ BNCoo
{WIOLEN | 2i0Xxxoo8s  S¥YNCo0)
{ PEYCH | 05804 FRIF4E38T [ EYNGDD |
{SOFTH | aTtaXXxa03ad [ SYnGod |

! remola login, HEA ]
| 1 remcte laqin, BEA | ves |
| remcks lagis, AFA [pss |
[ remnoie ki, BFA {no
| remicle fogin, FAFA [oo

" ok

ZE00 Magszine

Surimer §RO0 Fare 15




all 3119 systems are TELEMET and
dizplays the’r TELENET addresses.
Tha othar systems (1hose with tha
DNIG of 9999} are kboaled on foreign
PDOMN's and the DSM daea not under-
siand the addressing schame [by
dedau® it only usderstands that of the
hest svelam) and thusly, displays their
PRIMEZNET addresses.

The "Link device” column talls
about tha hardware &t 1he individual
sies, The hasl syslem's device is mal
digplayed, onfy these other nodes on
the ring metwork., LHCOO i3 a LANSO0O0
node  costrollar, _.....—,_..._u_u._“_ 15 @
PRIMEMET node contrellar (PHC).
STHGOD denotes & synchronoua com-
munications lins. It's not all that lmpor-
tan? {unlezs you are a hardware
fanatiz, that is).

The "Configured sccess” end
“Waldaton required¥ colurmne disolay
impartant Blormackon about the Bnked
eystems, I you don't see a “remois
legin® semawhere then you cannct
kzgin to the system remotely [you can
sooess 1§ if one of the PRIMENET =sys-
tems i linked with ils disk parifions,
howevsr), 11 you see a "yes” in tha
“Walidation reguired?” cclurmn then
some sort of remats pazsword syslom
haz been ingtalled and you are going
T e & hard Lime getling in.

Az you can s=e, these DEM com-
n=nds can be uscful when aftermating
1o gain access o ciher systems on a
FHRIMENET or LANZOD ring. The rest
of 15iz installment will ba devated fo
utiizing the information gained hera 1o
o such,

The PRIMENET ALOGIM Facility

FRIMENET suppors remote kgins
in the same manner thal UNIX
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HACKING

machines do. If, for example, a
PRIMEMET ring hed =i systems on i,
tour on TELEMET and two in tha UK,
hen you could connedd 10 those sys-
temg iy the UK. for free by connscting
¥ ot of e 2 L5, systema and rlog-
ging into one af the UK, Primes,
Using cur already delfined PRIMENET
Hing, we'll connact to system PSYCHO
from =ysterm THRASH,
214 XEX CONNECTED
FAIMENET 22.0.0 THRASH
fogqin system aystem -on peycho
Thiz will lag  you  in. as
SYSTEM/EYSTEM on the PEYCHD
rode (a Prime zeparate from the
THRAZH nodel. Toks can bo very usa-
ful when you have lost all of your
acgounts from one node on the
PRIMEMNET rimg =nd do not <pow thi
HUA for coe of the other ring syslems
that you =4l have pocnunis on.
HETLIME

"WETLINK is a pow-
erfuf utility and
abuse will lead to
your account's
removal, so be
careful in how you
use it."

A T S T T T IS M DS m e T e e e

HETLINK iz Frime’s nebwork wlilzy,
All ussrs on & PRIMENET sy=iem will
have access ic 1his communicetions
wility, HETLINK allows you 10 oo
fat

Summer 190

WITH PRIMENET

B Cther Prime's an tha sams
PRIMEMET ring as the Sysiem you 2re
an.

B Any sysiem (UNE Maken, gle)
located an any of the world’s net-
wialks.

METLIME iz a powerful vlility and
abuza will lpad 1o your acocunt’™s
rerncyal, o be careful in baw you use
it. The best thing you can possibey ¢
i usa il o connect to and hack on
ather systems in the PRIMENET ring.
H you must use tha NETLINE uliity ta
czll other systems an 1he werld’s
FDN's, try ta call only 1he syslems that
accept collect cal's.

Mevw, fet e t2ll you how fo ged inta
METLIME and san doing =tuf. At the
=k, prompt o whatever it has been
sot to by the LOGIN.GEL le), fype:
Ciw, netlink

I METLIME iz availabla, then you
will 228 somethlag Hae this:

[NETLINK Ao, 22.0.0 Copprighi (c)
1588, Prime Compuier, Ine ]

IZanal #zeris!l pumber

jeonmnany aane]

Allerr Lhat Tloats across yaur screen
you will be depesited ad the HETLINE
prompt, which nappens to be “@"
fges, how ariginzl). Now, you are all
rady o begin NETLINKing.

Time 1o loarn now 10 connact 163
zysiam. Mow, there are three tvpes o
cammands thal 2l da Bas cally 1ha
sama thimg, ard that is connect you 1o
= remeale system. UL go over the first
swn bypes right now and save the third
ype for a B istar

Cepending on the slalus of The sys
e Yol are irying 1o call, vou v
eilner O {oonnect of NG (connect; no
reverse chargngh ©oand MG both do

2600 Mapnzine

the zama thing, but G will meke ths
connection for frea {ia, the peopla
wha awn thiz Prime woea't gel & bill}
and NG wil make the connecticn and
vour et use will be charged. A good
comparizon is calling NUA'S an &
POM. If the WUA iz “colleciabla” {2
term | usa to describeg & system that
accepls collect calls meaning no ID
required o make the connection], 1hen
you will use lhe & command.
Ctherwise use the NG command.
Almost all infernational calls will
require an MG b conaed.

K wou simply want to call & syatemn
that was  listed in the LIST_
FRIMENET MODES fist, then da s
C «nodenames

An examale would bat
¢ (hrash

H you wanted 1o call up a sysiem
locaisd gn tra same PON as 1he
PRIMEMET you ars on and the sys-
e accepts collact calfs, then do this:
& chelworn sodresss

A7 example would be:

o 21398

i you went 10 call up a svstem 1hat
is foraled on 2 PO other than ihe
FOM wour PRIMENET is oo, then do
1nis:
¢ wdiiceramaiwork adoresss

Lo example would b
O 2624:5830040009

Fagardiens ol what you achualy end up
by, you W oet one of b 10GEs & core
necl message of 20 el M The
connec messane for the shove swmpo
vl koo Foe this:

SEMOESOCI Conmesied

Tho connect messags o whon you
comned T a Frime on $ie PRMERNET fng
Wi oo kxa hs
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PRIME HACKING,

THRASH Connectad

Mo wour simply login o bhack) 25 youl
oy weolid, When you ane dons, Togaf
the zystem as wsual When ol ogod, youll
ot a meszzaga lke this:

SR Disconnected

Crocasionally. you will gither typsa tha
HLIA incomectly of the sysiem ol ane cal-
g B o, WWhen that happens you wil get
an emor messaga that ooks e ths:
SRa0ndindd Rajedhing  Glaaring odde =
D000
Diagnostic cods = 0010 (Paciel typa
sk}

The erre message stzfes the networ
address you iried kel (ess the DRIC), T2
Clearing coda, the Dignostic code, and
wiat B [Hagnostic coda means in Engleh,
Ladar i thes article & 8 complete B of all
Clearing codes and 2l Diagnostic oodes fdor
rederienca].

Mow, T vou want 10 abor & Session pre-
malursly (rol recommended unless
MNETLEE stnns un, and it doss on oooa:

i), tren there ake free hings you can
(v

B Typa CONTROL-P

B kmva 8 BREAK sequence

M A=fun o TELEMET and do & forcs
Cizconmect [via the D comirrang)

Thoea are fsted in the order you shalid
try them b, CONTROL-P works mos of the

tra. Doing & BEEAK wil uzusly (i nol
aherays] closs your conneclery arad retum
you 1o FRIMOS level When you coa
BREAR, youl probebly see
LAAADLL Ly
QLT
O

Meower prass FETURM 20 you can dear
cut the urwantsd CONTROL characiers
therl 3w b the Prime’s command fins inpot
burfier. Mo, restad NETLINK a2 usual
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i you are forced fo deog 1o TELENET,
then disoonnect wolrzef and ra-ogin, B youre
process B =il online {about 505% of the
gma), don't womy. iU wil be ogged of dus o
=iy n 10 or 15 minutes. B yous process
ot sian then you're in good shapea, Now,
redurm o S TLIME 225 wsual,

Ok, nowd wou know how o connedt and
s from systems. Mow {15 Hma for
the fun stulf, multipadding and other
advanced commands. The este charac-
fee Sor METLINK ks the &7 craracier (zama
g3 wihi TELEMET). Be=dcaly, you type:

o e

1o redummn 3o HETLHEK while onine. Daong
this wil fzke you back to NETLINK com-
rmeaned mcds. K wil ks the chouk open. To
reconnect 1o the sysiem, yped

coiitinee 7

You wil then b reaonecied o the sys-
term you were on, Mow for a sight draw-
back. Fyou are 0sing TELEMNET or any
it PDN frat uses TELENET s soltesiic,
then usieg B NETLINK escape saquencs
of s will take you back to

TELERET retwork cornmand el instead
of bk o NETLINE commeand kv, There
are b weeys 1o comect This proolam. The
first is 1o Iype the following while in
METLENE:
prompt $

Thi: changes tha METLRNK 2 orompd
f0 2 'F prorrpd, Mow just iype <ol o
returm o NETLIHE. The olhar wey & o Ut
lze TELEMETa [Tl pararmsders o turn of
the escope sequencn, When you connec
o ta FRIMENET and kogin, shen retum to
TELEMNET command feved and type feza
b sequences of parameters exacdy as
they sre showr:
EETP TP 30,42 500 73 J0 4000, T8 5
SETP HEST 1AL B4 500, 713

Whan youl reurn to the 5T prompd, by
CONT do return b the Frime. Then jusl
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PART THREE

erfef METLINK a2 vsus), Now when you
tvpe worx-@ects> you won't return b
ENET am v used bo,

Hesw lel's get into rulinadding. What
exadly i3 “mulipadcing” ameeay T Wel, your
probably already ke this, but 8 never
hurts o regead 1 Mutipadding s what you
&8 Aoy whan vou 2re conneced b of

i
"Be forewarned that

it can be

confusing being
connected to more
than four systems at

once. "

Ii.
Mg ByEiems Snullanecusiy. Bascally,

METLINE will 2flow you this capabifty.
Al:hough the NETLIMKE documentation
states thet you cav only cornect b four sys.
s & one Uree, vl can actuslly conred
b more. AT ary rafe, s i how vou do 1L
Wihen yau first enter METLINK (Mete: pou
FIUET Sed wour pronngt of e [T parametors
¥ you plan to do aw NETLINKIG fom a
PRIMENET lcailsd on TELENET or any
other PLM that uzea TELEME T's sofwara),
carneci1a the fral sestemn by tvping thiss
CALL -rodenarties § |k bl on the
sarme PREMENET ring)

CALL aneherork addvesss (F the ayston s

=Hed on the sames FON)
CALL wdrilesr<hel addresss (f tha zys-
bor & becrded on a diforest FORY
Mt GALL covmmasd will comnes] vou b

the syt and youwil renan in NETLIMK
commiEd mode, Mow, xeep CALURD sy¢s-
P enli you are done, Be dorewanmed hat
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1 can be conlusing being conneced io
more than four systems at onos, Keep in
mind that the sbove CALL sxamples all
aszumed that tha sysiem that you ars
CALLing witf swoapd colect cals, ¥ lhis & not
the cazn, then CALL it ke this:
el civhatevers «fly
The “FCTY" command stands for fasik
ty. When you uze the “FCTY argument
you ana basicaly deing the sama thing as
WO WSS W wou wiere using The NG conr
ned cnmand. BEach GALL that you makn
opeens & cincudl. The fing clnout vou conrect
I = knowan ag circut 1, and =a farh, Se
when o ang ready 1 coreced i the firs
Syslem, bpec
Cafifiae 1
To connedt o the second open dincut,
Type
o 2
and 20 forth Shaukd vou by 9 aooned
I & cpsad cituit you wil get the falowing
BTN MG
O s mabevid
To swich betweon syslema return 1o
HETLMF command mods via «oorsEhenn.
and then CONTRUE to the apaondste o
cut Tor ciose a paticular coui, fper
o ¥
whese # & tre aciual oot numker, An
examoe waukd be O or [ 3, Thers most
be 2 spovs between the [ and e crout
number, To dizconnedt fom al ooen cis
GLtE YoU e v
oalf
Fhats presy rch a1 ters & ta -
paddng. s rothing soedal, 2nd not realy
trat usedd, but it can be intoresting to con-
N&CD I twd oF 1nete chal systems and
swich betweon them, or hang o0 o chat
and leave 1o hack a system whike emaining
e thz chat, e Thoro ans ofs of interesting
Prirgs you can do, When you are dona

feohdnieid on page 34)
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AN INTRODUCTION

by The Plagise
Introdiedon

Tha CO0OT, mone pracaly. e Cusbmir
Cweed Coim Opersted Telephona: pood or ed?
To e GOSOT owres its & godsend, & viksd
kegal slob maching kot leaching the poblc, Foding
e oaner from e moncpzles of the phang
carnpary. Ta b public its a mighimare, &
riorety-5ieedreg machind rosading poor sonviees
argd irsansty high rates, a virusl holel skyle
phone i e puisa of an imocent koking pay-
phine,

To tie teiephone crificlast, & COCOT is
somesting el enfety, A roesute fove of Bty
pats portaps, inchudng micOORDoSIsONE, oon
i iEoaton mechanisms, lore dkabers, Sone and
ral progross detechons, 3 madim K FEmoe con.
rechons, spasch synthasis and recoonibon
pouipment, ragnEte skip readers jor oredit
corrhs, ard ofer pars to be caplored and £n
ke weth, Foe cihisr phemake, B GOCOT mpm
sevils an UepesToked phaao 8 which can be
usad ko espioraion of fe phora getem, S, Br
afwrs, COCTs can mprosent A sEnm0s houss
of long chetance poonss ookl and proondunes
Dthors ey sea he roighsoood GOCOT e a
vunch of irprisened coing and & fahuna wall
ohiorsa o thedr mam. ey o fesswres om0
b knd i & single COCOT, 88 you shel som
20 ;

T thisa of wou unamiar with she GOCOT,
It e quickdy Bl you oo the besics, Fraty,
rst i not @l COCOTS moershe on mgukr Bk
ress o resdonial (doporcreg on the grend of the
Comreer) phona res, Thens ae excepions b this
rube in a fow major G0 whana plan prphone
lnes ae avalabn drooty fom e looal phone
comperny, these slow e use of moular oplra-
s whe Bre pwane of T stas of o bre as
Borg COGOT based. However, Jew, iF sy,
COCOTE vss this bype of lne, enen when i is
vkt

Fornost gl GOCOTS oo rrlroprotessar
barsed i, therehy mating Tiem smarkr
Erart OUF SEagT phand oompany payshore. A
mager kincon of Te COOOT i 1o ndependenty
ooloct cns i reum For Sme during & ol Wila
e poedl peyphond wsos e ACTS gyskem on a
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remeke phaae company cempller fer ooin
pep et and oolecion Wnckors, B COSOT por
s heso hecbors: ocely in it srad comput:
ar, Malrally, red boess do nob work with
NS0T s, Howower, sircn Tl con detection
mechanizTs are not as adeenced 55 those in
e peayphoncs, it & milch essisd in nck hem
with shigs.
Thig clizitmnd: you Fecr when o pick uo e
handsst to a COCOT & weualy not tho acts
ckafone, bug a symtheszed one (im0 on e -
ke lsler s wou prisa T numers on ths ke
pad, the SOCOT stores each numboer
rrecariny. The eypead rray or may nod be DTMWF,
cemerion] o0 o phans, Mest GOC0Ts do nat
AV B incoming Gk, Soce Ter pimany pur
posa |s by genersle nenue, and rcooing cals
srrphy waste e which coukd be Loed by peying
COGOT customers {fram B owner's poirt of
wiew]. I ol oiain A rumber iea SOCOT, itwl
usualy plok up afTr sononE Angs I et mods
[rare on et ks
Aher thea GOOOT has enough diis to dial
ol call, kWl sk o e amolns of money 1
chepsit o an LD soren of in B synthesized
wkoa, Urksss wou hane phaced the csll oofiect o
e @ galng oo, of | ha ol 5 ol Twil
ten ohin an achs daltona fom hoe phdre
Troa, & ol o el dhncgh whichnr modhod
it b gesigned B use. During this e i may of
ey nod rmutes ol T hancset panpRocl SRR
T routhpioce. For oo cals, i el usuedy dal
3 call dirocty, bt ko bong distance. calirg Ga,
s coloct ol iUl Lty s pn indopencent
robekssyds phore corpgaeny of FESD This & dane
_ sl yow for B cided cary inos poded G2 S
pfion} wil be charged up the wazsa faryaur cal, ¥
i delecs R busy, Aeoeder, oF odher progss e
ciher iam 2 e, ©atl rebind your morey and
ook, charga o bod e sl in ey, b acknlily &
ket of COCOTs will fp yoll off and chama pou
atywsy, honen B repulebion. Uness e cd
veas e ooleet o Wit & cabing cad or ol
Fresy, T phenee will prviodicady sk W B dopasil
rioney. Since he small and sleazy keng distanae
i Lsed by most SOSOTS fre chosin
a1 B brsls of rates, sethor b queadty, ou can
e it et ercest el s plooed o COCOTE han
an extenety Evoe amount of state and bizamo
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TO COCOTS

wchoing electd,
Eentifying COOOTs

Ml of peopie nonphmaks] seem 5 hae
%mgﬁhﬂuqn@ﬁﬂmﬂdﬁﬁﬁnaﬂﬁu
iy papphones. | cen spat @ QOCOT a2 borcred
yards away, butbo T svomos person, s sy
wough Bacause ey e macks 10 ook 50 ruch

- e the real fing. Actunly, ita e simple, Just
oo for your RB0C's (Naw Yerk Teepharg,
 Soufrwestem Bail, e ) nama and kg o the
phone 10 D2 ek s e redl thirg: Nnetying
Fres _E_.u_"m hrdd, ifa & eal payphora Tha
R Eerhons Do when % o CO0COT made
Srkor o By pour bos phori Compary (i

T asbed ks dor Oioult ickendbortion ensen
0 P avariond COCOT {ahiueer, Thay

frori simpds Wesom Skeerc ..Hq.i._r..ﬁ..._.uﬂh,_..ﬁ
erbvaraed vanetes which may induds LD o
CRT n._.ﬁ_u_m_u.u cradht erd resciors, o o
reconibon daling, Tha ranga ks vory wids wih
pertepes FO0D dfeend phanes it botwoon,

In resdity, you sheud appresch each mew
_uﬂ__u_u_...f__,.___ i pre<dispastons, and no erpoc
baions. Seperimetwih it ey anound with LT
.._.?._.u sird af COCOT ooty mesaes [rmoea
e Pt &) it implements, atemps 10 gan an
Lrstied diakong, soa how wed B boast 55
._.._ﬂ_m__..mi o it oo of inhabitangs, #rrpt b
docizher im o dishice aoss s, and

e ———— L R U E T T TR

“To the public

it's a nightmare, a
money-stealing
machine providing
poor service and
insanely high rates."

Catling ther Dishone

lssried msesrch for s arficn with e et
n_“ explaring which Lohreges for oAy mch
- Lrrgstictnd dhatores work wilh wiha phores,
i iy Epdoration, | have lbarmod many bidks for
achieding His, bt fenvo mlio fourd B fen: am
o ey ciffeing COC0T: ot e, ard dovek
g A atoe b deteading & Oo2on of £ bandk
Ut ez by Found i the NYG aea woukd ba A
washe of my §me and yours. Instead, | kave
Focustd on penassl fechrimues and medods st
= b appliod o any row, urkrcen, of furg
vty of CIOC0T,

| ks Gocidod 10 broak this down il ez

e /271745 GOCOT s6curily magsiros used by

which &ina, it o0 wory, hece wen P you off 7O i how 1 et 62ch an. b setuck-

iz bady az e shary EMAl-Company mada
PrEres), ar when &5 in Bt g gonre 5] cor-
Fany made phooe, disguised by i swner
.43_@,_ __..m_ Feflard recanplcabon .u_;..nu.: -
Proma sons a0d mardags, & be indistigaiche
B4 o B real ting The latier ceme is ilegalin
Mesd parts of the coundy, b B dons happon,
Pomethelzss, 4 phmsk wl krow a COS0T =5

SO0 a5 hee dials A nmber, Magarhess of B

Suter appesarce, The obsencs of e rua
ACTS abvays maars wad're usng a CoCOT,

; CO0T Varietfios

fﬁ Us CIECUST TNE warious waraties of
COCOT: Ta be Fack, Sore ame seus b too
ATy diferent COCOT dovions 10 disouss Preer
ehveualy, ard her sirilanly in speoamnoe 1

2400 Magozine

% mwch COCOT seldorn usos more Ban ong of
st COCOT soauty roamres, When g £ ]
COCAT security (ant-phracking] measure is

© Used s outa essy e tha phone PYEER 1o

Lhlin a daEione, In Mo seoue LGS, o
shacid essoniment with wordous covrbinaions of
s chviguns, and allompt 1 coma L wih
ST B gL o o e

Ta begin with, te most Basic FHemsd ig
g2l a redd disltone reguires you b dal o
l-freg of 1800 aumber, wail far them 1s
Meng v, and wal lor the real dialione ra
come back. At which me, you would dal
yeur feea cal oa an unmeshricked ling_ ar Les
er et dial O for an actusd operator and
.....w.ﬂ_.. har plase tha gall dor yau The doiiow
ng are metheds veed by COOOTE i onder
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b s100 wou fram doing this. Lie | said, i
rao lor any seecific COCOT to implemant
moed than ard: of hesa

COCOT Security Measures

and How to Defea .._.:_m__._._

1} Leeking Out The Keypad - B .h_._m. kimy-
pad is OTHF, the COCOT will .qu_uk.__“ ol
aftgr yaur orginzl call & placed. This can
ha defeatad with the use of a portable
GTRE daer provided That ofher measures
are nel in place 1o prevent this (mutng
DTMF detoction, and autbenatic resct).
2} The Use of 8 Non-DTMF Keypad -
Hera, gg&in, the puopase is tha M:.”_._..m. 3+
preseent furher Siaing afer the cal is cam-
pieted. Agait, thiz o5 ke deleated with &
poriabla cialer, provided oled measures

—
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are nob in place. Most SOCOTs r_.m“-n_c.m
uzing DTHF anyway, and hence D1 M
digding should ba enabled for that fne.
3) OTMF Detcotion & Aubsmelic Razai -
Hese, a different approach is laen o pre-
vant vralthosioed daling, Tha _u._n..nm will
reset (hang up ard give you hisck, tha lake
dialtone) when it detects DTME tenes on
the line aher the COSOT dials your call
Mog1 COCOTs de not implement this mea-
sure Decausa i irferleres with legibrale
apolicafions Seeper calls, WEAR cala, eba )
To defoal this measura, modfy your
partable dialer b use shorter lores (la55
than 50ms), Since the central office (G}
can usislly detect vory short lones, whene-
as tia GOOOT may be seasiive only 10
torger bones, you shoukd e anle o dial out
Ancther way 10 defeat tig 3 o mask your
toras in synthets slafic gorerated by Sha-
ing a “shhhhhkh" souend into the maudth-
piece as yau disl the Lret digit an the
unresticid dialons. This should Srow off
mast DTMF detection gircrils used In
COG0Ts, and tones should be recaived
quite fing at the OO because ...nnm_. tircails
ara more advanced and provice greater
sensilivity andior Noiso SUPPresson.
4} Dizltone Detection & Autemalic EET
- This mersure I3 simiar 1 the abova maa-
sire, gxocepl reseting will 1ake plade _.n.u
dialtzna (e unrestrisied dialtana] 5
dateoted by the COCOT during the ca
Siree most COGOTs da not use Te thang
up pulse” frem the GO 3 deledd tha cther
party hanging up, they raly haawily on
detesting the Cig'tene thal comes afer-
wasds, in order to detect when the obher
sty hung up. This is & clewer moaaiurg
“_._up.. ﬂ_m gasily defeaimd by r.q.__..“”..m a “shithb-
hhk® sound (syathelic 2lalic) into the
mouthpiese during the me et which you
gupect ha roal daltons B ool _H__..t As
you koep “shiahtng, you wil hear oo chal-
tora same back, ten dial the Te1 dgil (Ust-
gly a 1], the dialng will be gone, arid o
dial the rest of fa number, £ e keyped &
fncked cut, wen your portabio dider
5) Humber Restriction - Most COCOTs

Swuener I

A RIPOFF

will resaricl te user from Saling cerlain
nuembess, area coded, and exzhangss.
_...MEE__“_.. theca includs O for obwisus rea-
sons, 375 &nd 1-000 tvpa numbers, ANAC
__-__.._.__,...."m__. e toanony, ard others O rea
cocatiens, GOZOTs will meatnct you from
dining 1-800 rumbara, Athough this is ila-
.u.w_ if aresEl pearils, it is dane nonathaless,
because matl COCOT awners don't Tike
people using their ghone without paying
iham. In practon this brings in mone rey-
enue, because the phone is availabla 1o
frone paying users. Your best bof berg is 1o
zall any ol-res number frat the phane will
accapt instoad of the 200 number. Thiese
may includs 411, 911, 611, 211 ar the
repair of customer sendca number for tha
cxmpany Nat handles fhat SOCOT (ks is
ususily tall-Fee sad is printed somcwhore
on he phone),
&) Muting The Mauthpicce - This is nat
really B measurg in Asef, but is sometimes
used in eomiinaten with other measunes 1o
prevenl digfng oput Muting is wsualy donc
when the COCOT itsalf s diaing out, whizh
prevanss vou from grathing the <atono
beforg it does. This is a rather lame and
futile echnique since we fypically oblain
tha wnrastricied dialiors afler the call is
completed. Thus, thore is no need o delsat
this. | suppase the desigaers of the
CZOT wera reslly paranaid about seouri-
by during the skt of the call, but comgleely
ionored dinltone penclaton atempls afes
the call was diaed angd cannecied, Jast
gores 12 show you what kappons &% thase
Gays who wear pocket prohsclors and gead-
rata with 3 4.9 averaga, In theory their
dosigns are perfect: in reality thoy rower
iraich vz W the abuse which we subioct
tham k.
T) Ciher Measures - Ahough | have dis-
tussed all measunss curmenty Knoan i
e ] _.._m__m_"..u_ﬂ_._w_ Mned MEeasures & mMea-
fures mof dizgdseed Mara My kst advice
woulkd be to vse & combination of tech-
nigles ronliored absye @ bl a1 urea-
Eicted diatene o0 a “roal opeErEi” (o]
ATET, or any operaics al can compiets &
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call for wou ard thinks you ara calling Iroen
a requlsr ¥ne, not & CEGOT)
Secret Fumbers

Ectually, theres nat much b say abeut
saoret numbers. Most GOGGTs have
sacrat rumbers thal the owrsr can punch
inta the COGDT ksyaad, in seder fo acti
wata administrative uncticas or rMenuE,
oesty. Triese functions proside inlormation
regarding the stalis of the unit, tha monsy
ir e cain Box, T1a Swner's ALLroEmaze
phane Bill, and vvicus dagnoshc and test
furslion s ._._..__.".u. ales aliow A certain arodnt
of repregramming, wsaally imited ta chang-
irg rates and reslricied numbers. Foe mada
infarmatian aSoul these, | would supgesd
chtzining 1% ergiregring, desion, or
oarer's maruals for e unit Since ergi-
necring and design manva’s are clasaly
grarded company socrets, mosty to pro
wveer] e competion from clening. it weuid
b wory ditficult ta obtain therm, Carer's
mzuals can be chtained rather casiy wh
a minimal amour] of sodal ergincering, but
they are sadly lacking in inlarraten, and
primarily wriken far the averaoe COCOT
LrATCT.

Remaole Connections

Bomobe conneslions provide the sara
furctions as dosoribed i e proviods fec-
L, @agasl ._"._m___. tan ke accesced fram
remaote, by calling the COCOT. Hemola
sormections are usualy reseryed hor avhs-
rized usars [the cormpany in charge ol
maintzining the proper operation of ha
C2COT). Thus, $e COCOT can bBe diag-
aased rom remete, even before a persen
=% sert dawn ba ropair #,

A wypical COCDT will pick up in remale
mode afer someora cafs #and ot i ring
izr a whie (bataeen £ and 10 Angs wsaal
tyl. &1 that Eme it will commnicate w3 the
remads sike using whatwer method il was
desiqnad 1o vsa. This is veualy 8 300 baud
rzam, o 8 DTMRESsyntesized voos con-
nect’on, An Recogss code is wsually
reguead, which may Deaadors .....:.._mn nLT-
b=r in $e DTV connaction, or anpthing fae
& passward in 1he medem connastian

frontinued gr page 423
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Hunfing for Wiretaps

Drear 25004

Thiz iz [0 respense a0 WHS leiler
fram upslate Hew York, Twuant __._-n_u.:p.
yoll fnoon the shorbeomings o Lhe
phone company in imoking for wirewags,

whem you first Lell e phoos Coenpessy.
Ly Wil run & enermpeaser check 1o koo v
sonwthing n sevies direult aith thelr phoos
Bruss, They wil only keok for etz cirenls
beeanse thal B the only wiy they winslgs
Wi ey doo find [ they pootabhy will
eall o hack ared sy ey didnl foal it 2=
v parmrokl

1F v tresisr, that ey _,.;PL”#__._.” phore:

s & Fheczy will prbeatdy sered soeennc
ﬁ&ﬁ ﬂ.ﬂ.f_m.._yiﬁu._ ta check thue el
of U cables, They wil put A mratioeter up
1o U izl of the cobles 1o bonk dor either a
vollage drop, £0TTCAL changt, or an
trepeokane sezoss The lines Tlen: again ey
are ooking o A sories creuit e

Thwe problem is that the phone come-

pazy doesm't belleve in ﬂ.u.q....h.am clrocuits
ar gy other trpes of cloouils. The pas-
aliel cireuit moust have inlinite ingul
brpedance, posstbly an op-amp.

When Uhiy don't fired the wircap 1o 200
ool b, U will prchally ghve you e
entires, "Wy wouk] sryoor single you Gt
Lo wiretap your phoret” The wors L Lo
effot 1hoad e parsnid. The botom e
4 that the wlephoos eonipesy 15 techadcsry

peteTil

¢h..m._wﬁw.,u.uﬂ.. wazdt to check T phigee

lrws, o it ol There ant 20 E..Ew.a

vy 1 e, ey Btk comert Pt veur s

ot the cable and flloor 1 oul, When you

comne o soething oo the cebie, opon the
conier AN soe what's i there, Yo may beat

s clirth up e thee of S Lebephomnes pakE

pusar The tediphime theat | bty buapped.

The hest solution 15 1o .n..n:_.n.,.r.n,
phone disconnected and el use 15 ak
all, Use pay phones, differcal ones a1

dilfrpent locatisns.

(eestion: Hoar dood mormulins Wanes
tap inta US Sprint's fber optic ncl-
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letters from

work® [F's been ciore Toome
San Franclsce

fen't climb any teleshone poles
wrless paw koo iwhel h_ﬂ._u.ﬂn.._rﬂ}._...rqm_
Jor and oan &l the difference Gefionen
plovn wires ond elecirk wires. Sprind
readers: any clues?
Comments
Diear 2EO0;

As g oyear-nld hacker T lind moooe
solicl infn on 2600 than Myt Conspule
amd Computer Shopper comzined, O

AL present its legal for "(tg Brotner
to Heten in om wirelese phones witnout
o judpe’s prrmlssion yot 1 ean't wse a
radur detector In some siates. .......:.E
heppenod to Lhe Conslitution amd the

i Ighis?
Gl of Righ i
wilmington, Delaware

Thet yellowy pager fooded with ope...
Dear 2500

1 rocenthy poreeed Ty foes s of 2.
1 ang very ploased wilh the convol of b
Trogeeine, bul oo the eextinion, The copy 1
reonived v T eximerocly poor eondilioe.
Thee nddke Faar pagios wone mdkss and al
whee g [ronm the oornier thonisth the beu
conr wene pipped. .

[ fled o cormpleing forme i the UEES
bt they tewere rot meplied. s bt amthosg
ket v cacn o P .

Sepondly, can yom send e maghios
first el Thirese rreygarines Lheal | ..ﬁ.nn?..ﬁ_ﬂ
Lret ol s Lo syuvchee the post 00000 24
Gaech betior condilion then bose sent oih-
(& RS i )

W seried] The meapedne ol srend ke
wihich ts exactly the same ag [insF dass
pEpd 15 o o bl ohenper, [I03 3 rafo for
mogpanes ) The bost ey o et o & ik

a corrpfadnt with flue post office. W'l serad
Lo 1 Fepkmar e GopL .
On Goverrnent Rruids

e 20O
Regarding your receot Rttempts to
bl the governmeal paslis ol o

Sumempr J900

our readers

putse Bulletin boanls: This 83 a partc.
ularly sillv-looking situatlon fmam my
perspentive. 1 work in the telecommuni-
catfzns nduatny, for o voloe response
servine bureau partially owned by RCIL
We deal wilh larills and communica-
tion law 2l the Ume. Wauld the estab-
lished telecommunications indusley
cver stand for being keld responsizle
for illegal acthilles conducted fn phone
alls being carded aver thelr networks?
HNewer. [t's slupid: The Internet and
IMICP are s mxh comston cRTiers as
ATET Rl Spont == why shonld they
be treated differentiyv®

Bot you kaow all thiz, [ oeed not
pontifeate noan Ul save it fzr oy legls
lators, Armorasmw, 1T ¥en know of any leg
islation in progress that pertaing o
this freedom of information repic.
Pleases let me knoar,

8TM

Dhenr 00

st sent yon o paper nofye of o Sasctoat
ing book Fore the [0S WTIASGRO releonim
ollice called Ememgerey Medical Semvtaes
Cornrnrgociing Syslen Todhrdes Aanning
T

Sliokily cladiml, bk coced of thee ofo B =40l
I e fe doscrhod fral dilfioesess i thed
sorrer Degucrseics bueas boon changed and
there's now sone ue dighed cocronsioa-
Finesy.

Arprery, Uae mmasen for sonding you the
Tk, sesicle [moon mascral fof, B sl Uene is
an cxtersh dhscussion of bow 311 gysbons
opcrabe, Socns that if oo man get a beok
Ehor dhis S 5153 dout of poiat mer, Bul] kanas
LEHR e e NERL R RE i ol R iR B ph TE)
clabn the "911 diemenl® is wodh lers of
theusarsds,

L

I was becanse of the offomts of poonks
sch ay pourselres thal the cose agzinsd
Serion cred Pk weas cuoninsfy dropred.
Yoo another exvample of Mol st
thorod s a good thing Thanks e the sigr
vl

2600 Mogazine

For the Record
Dhear 26500
Tt's  ANAC  [Auntomatic Number

Annoeaement), not ANl [Autematic
Murrber kenbfoatinm

The Acroaymy Elng
Chuestions
Desar 25008

oo s troe thed mod badng is sade, bul
sl pomwone hos oo caught. I yon
buewr sry s on baow rod bosdngt & drnacsti-
Baled, Immosume it wocdd e wry inleresiing
rzding.

Al I ina sboabion el 1 bel = ol of
oirer subsorbers ame oo 1 e @ macmial
weer of 2600 and woald Hke 1o puschoss
eack lsues. However, 1 just can’t bring
myscll o pay 235 for what aould ondy be a
Teall wasar of canwr cemmaden. Amdhing [ mn
ol

Simpeon

I e e s peartind pear off 2800 for
IEES fo the presamit pour con by Fedisdoed
{gsums Jor 56,25 ench ($7.50 covrsoas).
Lrgglivirey felre thao i or iy sl Loy po,

Skt of red Eevass, dn oeepde of recefas
e ug wron one gl o aepdios: o beltery
i1 Hoe bl Bree Py Crave o oot ploms B
chwueys o Riadio Sk v toee dloler Pdo e
reed B! W neevesr skl i wores Frpesiler ua
sty terrdeneed wdyr crnpese e bodler
to ek this W R w0 e ol reocders Jeie
ored L i B nery s funee,

Tenr e

bz fell moe, o ploase, wdvich of wour
bcds e wonded buvr the singlscy num-
bex for sopy tekepheos ooondaer By o 404
R o

EM

W locheod, orel either we rmissed @t

o L paeuer oo i oul Fingbeack oodles
wre genergily oo aores spocilic o b
givery oot here, Eveny eachoange oo be
alifferent, Bul the best way e fiwd such
cocdes, o wel as AN ANAC {o porfoc-
Liorusis), fidden swchonges, and cther
Sur things s io cogplors cvery possitle
cxchange in gour arce code. Cur August
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we welcome letters

1584 (ssue has g warkshesl yon ozn
pse fa pocorplish Ll :
Al press fme o boaned nel B A
demrwrstrtion was sH] wardng, My ealing
B EEE-REA, pou e arfusly fuaie o
rusvhor read boack ooy Sty i 1poer b
a b fone e B pichs upd e, S0 e
bers can ek oobes oalliyg thery weue hoor
dliug pow that e sorre Eiee. Mow el o
s & i gpoceredl] Pt thorer ong nlso Lagys A
defont the systan, O & by usking e oper-
ator B eoeplete o ol fo e S00 unsher
ANTgots: the o oexde riohy, but seplaces thi
phene ruvrder wih ofl 55 Sorre progds __.._..." »
reportesl gering ol 05 from moreste loealiovis.
Wi nesand e hear weheet ofher experiments
yidd Wi hyywe this seriine sl aoend K
auhde, og &5 fwaluable in finding or
T rrbers, oderwier and olhertor ruey
P, PO o inidals, o
Twear SR :

[y yees b the akdnesses of Ay of de
follradng msguines? (v boen Tooidng o
then fadon with 26000 which 1 Sund kar
ackient e o of tre Vil vk for
senree B e, Thay ares i Pl s,
New Reglittes, WOLRM., _“....___wn.ﬂhx.”:...
rfernationnl, Moncke 2000, Simet Magmane
[prbizshend by Rosloo]

01

Toekand
WM. (5 reo by pukisteel, [imooes, 05
pelitar 4 Lorking on 0 o pubbioaion which
aheribd ke ouf 1 the ronw fuume, Wl Reop il
e Rty Fladhers & te o res e o Moo
N Thedr avideesss i J0 T 1G0T, Derfacketp

o T A0, S Mg [5 et M b G4 100 5
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1 arvs vy btesestod £y telephone snpadl-
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We're lnaking for a feu good arlicies
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on [apping 1a the nimobiEs. W et
really ouered u_..__._._..._:..,...n.ﬁ.n.m itselfl As
Jar uz "lkgging a7 fo e NS A operalan,
o sugpesl o fiad oud o bl o droe-
mztios ot a B formal wehat kind of
cormparies have codes, €0 s ealled
prople hocktng” ond you dar't even
i @ T

Trear 26002

] just pirked up 2 copy of Lhe
Auntumn [989 issue of 2600 in A
secluded boakstore in The Bussian
iver arca of Caltlornia. 1L contains &
list of carrier access codes but when ]
Jial the code followed by TO0-5554141
I get the message TIL iz ol Roccssaly Lo
dizal “Uwith this number® and then a
busy stgnal, What ans 1 doing wreng?

Alse, how can 1 get mane informa-
tion abaul wsing niy computer to
access GRS sysloms without paying
exorhitant long dstance charges [l -
rently use ATAET and pay them 5200-
SR per meenih Lo call a board in
Youngstowrs, hio.] .

D wou =L have & BES seovios ard
could you explain 1he difference
Between blus boxing and red boxing?

Guerneville, CA

It mourads Tk gow might be na noes
Bell orea Frideperdent Iooal compandes
[euch as GTE[fContell somelines dan’t
ke eguel access orud provide Fermide
seruice, You're probaldly corfusing ke
hell our of ponr sowitch by disling somes
thirg s never hoared of bafoee [foree
the woelnd recurdiag.

Fie RS meyane: Voo paiid Lo v
ced B0 Puraal, the somoie: nat by Soeind Hat
alious s T Fews of corned BT Jalrewest)

argrvhere e oty for 550 a rawith
Yoo shpadd rrenier s1ene thal Wi e o v
s» Tedoraet o thee price of a Tooed on and Chet
the Boards o coll are reocfioble o -
Frursuil Cnf SOTELENET ol asie all e
RS r__nxh__.ﬁ.u..
15 et Peae arg HEET'S nor o 120 e
CETETR TN A% CLETLAVE ST L= T
state of parenoio. We reant'd erphosies
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of all sorts

erough the imperionce of using bulistin
Bescarnds B covrprrioade froely, opendy, el
wwreyrieay uder resssand [ oo bone
ther copaidi of ruming & beal, we Ripbly
reoorrTerel i

Frudly, e bodng hereily oo af adl in
the LA &t eeloes selxing long distance
tnunks wih a ZE00 ket dore e thn rou-
g odls for e emtng MF lones A Blue box
baasiaaly eane Dot the pooier of o aperomn
Wt ex mead b o 65 iy five bevp bk

i Lreepis e e Eeshieed el openor

eud praypdenies Cad geadier el 2o groor
fere Thes sl woewrdkos ol o Bhes iy,
FProtection From

Eavesdroppers
Diear ZE00:

The article ln the Spring 1990 jssuc
on mariae telephone eavesdrogping
brought Back memorics of some H1-20
vears aeo whien Lwerked as a part tme
maring electrentes tech, At that tioe
miost pleasure boat radios opereied 1
Ahe 2-3 mHz AM beuwl, VHE sl 556
were just bepinning during this {lme,
The coast radlo felephons statlons At
that e fand most kel atill) consizi-
ed of three parts, all eonnectod ko wire-
Hoe or mSroamve links.

Fiest, there were seversl reeelver
sibes scattered mround the serdes area,

MNeat, thers was one powerfin] irrns
mrdtier located at o centeal site,

Last., there was a eontrol point
where the operatorfs) sat,

Whichever roceiver was geiling ihe
stroppest signal for the moment Jeckol
out the olhers aod was heard b the
operatar, The sperabor could moad aut
ihe signal strengths of the various
recedvers, ol they wsually dibn't mimd
gring down the whale lisl i ypow coelied
them as "radio repaic” during a show
peria]. This al=s Lold wou Lhe loecations
of the recelvers, becauvse she (mnale
operators were rory rane then) would
£ive the location and the signal
slrenmth for each one. Anolhor conlrol

she had was a “cover lone” switeh.
When on, the shore transomitter,
Dnstead of mehbooadcastng the ship sta-
tion, would just go beoeeccep pausc
becccecep pausc..whenever you [on
the boat] had your mike butten
pressed. [Ship 0 skare t=l=phare ser-
vice 15 half duplex (nstead of [ull
duplex as 5 landline and cellular ser-
vice, Half duplex means that enly one
side ean talk at ence, The boat statfon
eontrols the direction that s actiee by
pressing and celeasing the mike but-
tosa, The porsen on the boear can nter-
rupl the porson on Jand, bot oot viee
versa] [ made it a polnt Jor myselll and
io my customers Lo always ask ithe
opcralar Lo “slop repealing me” [ie.,
turn on the cover fonel when [ gave a
credit card number or any such infor-
mation 1 ddn't wanl broadoasl over the
erciice WYC-NNI-LT area. With rare
exceplicns, they did so withowt com-
pladzzt. 1 would sugnest that thiz b= sdill
o Eood Sdem
Conabiore T won'L metkes wou oormpaclely
frrermane & aesdropping bul 8 will gacally
reduce Lhe Hkelihood. An eavosdoopper
wosd Fumer o bemr e nebslovachy wisads sipreld
[ruen e beser brusbezad of thee ooesch strooger
=hore slkabion signed
R
We're beld that os o resull of ous
ariicks in the dzst ssne, the eniife policy
of giving calling cards cul over the
muriner borud has been stepped. Some
poople are angry with us bocanse Lhis
arcnuee of froe caliing has boen [uwraed
ol to them Il counter thad wdith the
Jact thad corain companks hed o fal
ouer fherselees changing a non-oxis-
tont sacuriry pollcy bafore the whole
trtd oo ool abour . Mus the fact
thaf yet apain el proces: ol cus-
tomer secarthy realiy ésn'r all that high
vt thedr prioviny Bian I covvalad hove hod
e Lapze Davwys elsped o some paind,
ayliaag. Hedter Theat i o aud wilth a
buarg thiags i Fade,
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2600 Compromising
Ideals?

Drear ZE00:

Throupgh the years, ZE00 has
recebeed from 1l resders ooach prabse
for iy efforms to make avalable a cer-
trdn arpcaant of informatkaz o the com-
puter) telecommunications hobbyist
that can be found nowhere else, But |
think Lhat 260 actions of lale are
peothing less than reprehensibic and
are detrmenlal to the very same oom-
srntty 1t brles 2o hard to defend, 1 68
oy hope Lthat you 941l print this letter
iz full, as lenginy @8 1t may be, 1o allow
the rembers of the hacker community
gutaie of the New ¥York Ciby arca to
understand the oot turn of events
your have alluded te on pages 38-38 of
the Soring DSD0 l2sue,

“we da nol beliewe in cover-ups, By
not prnting that bt of wgline:s, we
would have been doing Just that.”
2E00 Magazing, Autumn 1983, page
4.

This brings o b the main threst of
oy Tetter: Lalely, tn the Hew York Oty
rrea, hackers have hern poeeidng quite
a bit of mexdla gttentian, preftabh more
than ever befere. This has mooged fram
newspaper and magazine articles to
Tocal HBO rews coverage of the TAPC
hecking oedesl. [0 each instanon, 2600
Magazing has keen prominently men-
tionmed, amd your editor bas rppearca
in both televised and printed Inter-
wews, Duc to thess appuacanoes, [b1s
beocosiming readly apparcnt 1o the socl-
ety putslde of sur “subcullure” that
ZE00 Magoging i5 a “spokwsprrson’ foo
the hackor cormmuniby.

[ have sothing against that, [n fact,
the hecker communily nocds & unify-
ing foroe or even a tangible home base
where hackers of different backgrounds
znd computors can intecface, The pres-
enoe wl 2600 tsell, as a peblie vodee for
hackess, may alse prove Do be pomedt-
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why not send

ume threugh which we can help expos
nogquilles [ the system iself, In this
world of Seeret Secdos conliscallons
omd armcsls, Based toabs, and wnjuat
sanlenecs.

What [ s protesting, however, is
the image 2600 Maogaxine & projecting
of the “Asmerican Hacker™ o the culslde
warld. Sinee 1ts beginning, 2600 has
poveted s beloved disclalmer of how
the hacker i= born eut of Lhe desire for
ntelleciual stirnalation, which can be
zatiated via the use of A ompulce &nd
the exploration of it and others with it
26 feels Lhis bz hoar the wockd should
view usg, [ guele [rem Spring 12HS,
pags & "..hacking invmbees so miagh
miofe than electronic bandits, It's a
syntbol of pur tmes and one of the
hopes of the futlure,” This may ke A
peay-eved, nabve vicw, but 11 is, howess
Fr, ArTake

But lately, 2600 Magaexine haz drift-
e From this Eeology, and the backer 15
galning a reputalion as a crlrpizval with
deatructtve intent, s the editors and
writers ol lhilas magazine arg getting
caught up in the sensationaldizm of it
all. The pictures of severul members of
the close-tnlt group of (ends (0 will
call the =3800 Gang’] appeared on the
Jrant cover of The Vidage Voios the woes
af July 24, 1900, and Eric Corley hio-
self has appeared on both an NEC
orime-Lime telvision nowscast eod in
the cover story of Newsdoy Mogazine,
July &, 1980, page 12, This simply
supports oy arpument that 2600
Mogazing is compromising the securily
of its subscribers, as well as thas of fet-
Jear metnbers of the hacking eormuni-
ty, 1o galn & spot in U Lmelight.

Perhaps if 15 2000 beliel that sod-
ety should be made aware af sur
~hakils™, 1& "show how the machine
peally warks™. Does thiz Include the
public announfement of the ..4_...._.n_..
Gun Aseaulls” that 2600 Magaxine Dh3
conducted agalng: several teleo instal-

Summar T50

that letter today?

latdons? Or docs i dnclede telovized
adrnisslons that the 600 stafl has
prairated the New York City Board of
Educatlon's computer system Doca it
ales Inelude canesssians that ¢lose
alfiliates of 2600 Magaxine ate repro-
EFRIEing ESS sadtehes

Do wiona e dhwe Topencuissions of your
hmgeing and armgaree? B0 Moz B
the ordy pdsce where such ekl can or
showhd be dizscussol, where it will gain
vokdoide soceptance, The cutzide wedd will
corciurroy SO0 Mogrose for iy sl soud
all hewtorys alofy with L O the “agobicsge-
sy oof thee buscbir coeremmity ftscll s tied to
soch acthites, then hackers will be deplcied
1o thues weekd as perpebriors of eromes Bar
worse Lhers those mmaribionod above azed wdll
be constdend detrimmenial and a thnzad o
sy S o whedc,

Toor el speaks of ignorance
of "the syslem™ and the resoliant fear
of it [n fact, 2600 Moo was cocat-
od in an effort o enliphten people and
dispel this [ear. But of labe, Z600%
activities and their glaification by the
foedin, are penerating A fear ef hackers
themselves, wiich i already develop-
ing into a hawred, In the publics epe,
the hacker has degenerried from the
forpotien War Canses charpeter, an
Inquisitive and smarter-than-average
teenager with a @it for compaters, o R
relielous oyberpuni that 15 a threat o
saciety and cannot he trusted [n 1t
This computer whiz kid that aws once
greatly destred inthe work force for his
knowledge and Ingenuity i5s now
banmed from employment in the come
puicr scionee feld as a sccurity threat,
and 1z Belng viewes] a3 a crindnal snid
thie Wn....._w.._.u.._.ﬁ_ hiis wen pen,

1 @ ol _....r_p._._.._”____h fnndgene, Far
frosm S Mo "true” hacker ean, Hut cer-
talnky vour rocent activittes and offces
10 gafn some farme are sacrificiang overy-
thimy for ws, sinee you aoe belng vicwed
Ra e reprosentative of cur entise com-
munity. When 2600 Magoeine was

2400 Magazine

Brunded fn 1984, | den't think thes ams
what vou zet out to achieve,

The recent trend of events at your
_._.h._..__“":.._“_.. mweHngs B Farther eviderce of
this. The meetings have deterlaraied
from an informative assemblage ol
hackers to a cheotic throng of
e SN whn are ._u.w__._m_. virwed by the
micdia rRnd authortles as a menooe.
Within this mob 15 hidden the "2600
Cang™, & very elitlst greug of close-knd:
frieeds whe assoclate with Erie Corley
and reluse to share infsemation or
copanurdeade with amone outside of B
This ls just another example of the
hypoorisy of this magazine and its
siall, which has thus lar claimed o
crcourage the free exchanges of infor-
1rAlion [ proomls gwarcnsias,

[re lght of this, | wge the staff of
2600 Magazine to re-evaluate Its ideals
and actfons and o ccane to @rips with
the responsibiliny 1t has o tale on of 12
wishes to deal with the medla in amy
wiy, AL this tiorn, [f might be best 1o
discorntinge /l] medin oonteet ared rela-
cate the 2600 mestng place to a mamne
dizereet loration. [ Rovone wishes {o
take on the media individually, he
should not tmpleate 280 Magorine,
as it will simply Resocinte tThe magazine
with fllielt acidbvities, which will resall
in further arrests, conlscallons, arxd
eventually, the closing doam of 2600
Magazine as well as the compromise of
it subscribers’ list tn a blg FBI
covemep a la TAP Magasne, T kxnow that
the majority of the “26040 Gang” who
are less mmature than the editors will
dtsodsa this letter as a sign of parancia
and foolshness, bt 1t 15 not. This is
VETY SErinLs.

_u_a.ﬂ:a._"n.m. Hacker

Irs fndenesting that e aocuse us of
“refusling fo share informaiion ar com-
rdcreate with osggoene outside of four
gigmip).” Yet e sodurion 8 fo “disoon
tire wll seedion eemndoot o reloeate the
2600 meeting place Io g more discreet
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2600 letters, po box 99,

__._..W".._._n.__._l..-......._.._m,..._._.u_... _._....u.h_..q._......,.___w.r."..._-ﬁ
Yans “chaolie wenagers . Sonnds ke
1 jusl coeeal rnre aF a grip on fhe sio-
i
Our meectius e chactic, an gues-
tine there, We ses e as a ol o
what kacking is all abeat, YWe rade
informarian, =ik with oty of people,
rka a b of nedee, ard rawe fovapand
wwithend aan forminl agesia We're curs
.__._.__“ poed Iy ezlse dareege, Bul soenelines
peiAe get afferded, Jt's ot for everl
one
7 osuck Qo ceauainy, fhere onr e
re ore waflying ke that spoeaks o
rooyore, Arad 2600 dees ot speaks for
all hackers, Newatheless rha ruodia fios
called wpoen us o porTicipate noand feip
inrwstigate particular hocker sbosles
This has resulted in, desplic gour
clalms, sorwe of the best acaor presys &
years., We fail 1w 2ee hoan this could
rompromise (e security of o roaders
or af snygbody elze for that maller,
Rezent srtides in The Mo Vork Tines,
The Vilinge Yoice, il Harpers fuose
showrt hiockers Inoa more rea!iste opht
Ithe Viedee pisce in particular boleg o
of the best acricles over o have
appewred v Feekbngl, A Natdonal Pobdic
H..ﬁ..m.:”_u prosr in Anrasr mirhod ._._..._hun,......ﬂ
agains! Arigosa prosecaior Gail
Thaskerwy oo eely debare, Euen fele
wiefon s slorisg W shauy podontisl Bl
(hnt's going fo fobe some dolng. Sure,
there's stil a lot of modslinglag peing
o fTuwt most of this (5 the rasult of
cronts, such us the massion ralds By
the authorities over the past few
rnnths, Were it ned for the befter stortes
thad condd ned oo Been wririan with
et our paricipatiors, the Amaroas gub-
T amenld have gotfen only oo side. =
e rirhet poar ot
Tau refor te anether arficla that
piecises hackers of reprogra i
selmnes and shooling flore guns. Hud
e the only oo whoe sags SE00 LS N
Qi ooy roverhed wirh these nlilegpsd
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incidenis. Why? You're olse Lhe only
one whe says JE00 broke info the
UAPC system (Grode A7 Hacking,
Awlurme 1989 [ssuel I iras very cleor
im ey accound we S that the LAPC
informoiion wus Qi o us aril dhet
e tumed i oper e the madin Since
youre obuiously copable of getttrg oo
quotes rom pesl feses of 2600 rght,
1why ean't you el the bosice fuets mght
el suck tmportand stoeies? [ remiads us
af 0 recent case whers o leeker from
N Viork was roperied o loe had
meness o tnlephone switches, The Mo
Yewk Past took thal wonean that ke
apered nvieiole oovers e thee sireel o
aivess the phaone lnes — and thar's
what fhey pricded. Needless (o 2o, 09
Froed recdhirrsy o do witk TIIAT stong,
Wene ant saying thal o Cordms
qie it palid, The image of e bocker (=
constaarly being farmished by people
ko either don't wnderstarned or ehn
Lirsd hy e feckors cost i fead b Mg
oy frers Just don't ol ap Cur galfie
stds hmn head an offert JorrielEie s
[ thelr ey kel e ple thane a
] sty And whon g oo S ores
ria, v auenage roackr o tee el o s
headoors s e see pursefpes, Witk fhat
craress Han P thert thoey ool secdersfared,

An Unusual Reqguest
Dear ZEDo

1 waonld ke o azk wour meadors 1o
help me make a plane  crazh,
Specifically, 1 need lo koow how a
rroudti-rrillicaire media magnate could
ully cause a jetilner Lo crash on
ach to a major New Yook airport
via eorrgputor diad o

My mame I3 Hick Saifer, and Lhat's
part of Lhe stery for A sereenglay 1'm
wrilng 1 entreel 2600 rcaders ta helz
makes 1t resliste, croative, And sspecial-
Iy deviaus. (In s yon'se wendering,
the hero & this movie s a hacker whe
will eventually discower that the mil
llenalre raused Lhe coash, via sloppr

Summer JH0

e S SR R

middle island, ny 11953

hacking mustakes he made while engh
nocring this crashl] 1 want the cra=h ta
be Blg: fwn 7475 colliding 1n mdd-flight
over the Grand Central Parkway at
rush hour would be delighifil,

T imagine that this hacking weuld
take place pre-fight, bt I'mm open ta
suggsations. Remember, our villaln has
unlimited money and power, s have
. money 15 no object]

Viase send resgonszis e Plane Crash,
ofo 2600, PO Boa 09, Addle [=amd, WY
LIRSS, Inchude sovre Bom of renam ackinsss
H you sk Twenih] e o contact the Tast
reepncenits diretls,

Free Phone Calls
Dear 2600

[n the past you have printed lellers
telling tales of woe about Jawed collzge
telephone syelems. [ recently discov-
ered an intercsting flaw in the Lele-
phone avsicm at my universily. All
sludents fiving in the dorms musl dial
TBT frst to dial out on local and long
distance calls. However, if oo oerely
dials *7 instcad of “8° before any long
distante cail, the call doesnt show op
an your bill, Mow those are the kind of
Teaars that | like.

Ar. Upsefier
They'ne also the fded thet dons last
by lomeg.
Depr 2600:

[ earned of a Lock that mlght b ol
inferest to you, To gel sameont clze o
pay lor your long dislance calis when
you're In & payphone, prab che phone
ook, Dial & and the number VoL il
to reach, Then wll the cperater, whon
Bhe comws oo, Lhat you want o L6l Lhis
wall to ansther phone. When they ask if
somechs iz home to verff it, sav, °I
Lhink s0.” For selection of the number,
there fre soveral methods fo wee,

fal The number of someone you
know. [and presumably hate], uszing Lhe
tame of g of thelr Ioved cncs whe
gt ask them o lake the charg:,

2600 Magazine

Bl A number at random from the
phones book, using the name of the per-
=on whe i3 listed for the number.

[e} A number at randam from the
rhone book, uzing a bland pame like
Joe, John, Frank, Tii, Sam, ef cotera,
[Thiz works more effectively on phones
designated “Children’s Phone” and
photes In reh nelzhborboods.)

[€} A persona office. Afler howrs,
mmany people hRve answerlng sendces
covering their calla, and eviry once ina
while they mifght accept chargss 1f you
usze the name of the person who
cmploys the sendes,

Warning- Be prepared fo hang up,
especinlly on (b)) and (o). The odda of
wotually suceveding are low, but not /s
lowr mz vou anight think. [The perzon
wite told me this tdek pulled stoff the
Iirst fime he tricd i1, and has done §t
tedee slnce, Mosl ol the Hme, nokbodys
bome | Alzo, ff you'me dodng thi= froo a
payphone, 1% practicatly impossible to
get yourzelf caught unless you're tiy-
ing.

There 15 the dillicully of running
inta the same operator tatee or thrice,
but. this can b avolded by having ram
wr three people rivining shifls calling
[our or five tmes in a row and then
passing it alang te the next peeson. [t
cagicr o the ealler to recognize the
operator’s velce hao wioe versa, espe-
cially sincs they speak firsl, but be pre-
pared lo pass the phone o analker
prrson guickhy.

IImn case you're wondering, my
fricnd 1s a bored dorm student who
¥eis desperate o kalk e his girl-
Iriend who lives several hundred
miles awaay,]

Birmingham

Wil ke forest Vour mwetherds ane as ol
as e hille Apeert fom that, stply Bk
il f owwiler porson realy doesa T feses ol
trem o B i 2ot hewdiny, FEaf aorsirnang
o ffigure ced s smund the spser does,
W Py s Forse the difereres,
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{continued from page 13)
prx are nof inmecent. Vo5, they may well
ke innocent of coppurer vandalism,
farzery, etc. (rhe only consisrant truth
abwrir mewspapirs i rhat they couldn'e get
frcts srrziphe to save their fives) bur they
have still enrered 2 spstem ard locked 20z
privare document (assuming | _._J..._n.nu”._.vcr._
yer arricle correctly « apalogies if ['m
wrong). People shoeld have a right o pri-
vacy, whether those people are ordinaty
users, hackers, or Large companies, and it
sheuld mor be abmed by eirther hackess or
the anthecities, Consider the non-cont-
puter analopy: i semenne broke Inco my

house and srarted going chrough ™y

thing, T would he severely unhappy with
ther. - ared 1would mot appreciare a sag-

gestion chat tkey had a right o dao =o
becawse they happered o have a key thar
Fiz my Joe

xIx
9 hat dees che encice 311 S tave
Jackson Ciammes escapace rell o Well, ic's
notall thar new that the pevernzent
{like most such chings) tequires cazeful
warching, zid P nae too happy abisr
bz the Jase I'd keard, an agent had rold
5] (Gamres they wouldn't get all of rheir
hardware kack, even though no charges
had Rees filed. (Can you say legaliced
thicvery bovs and girls? [ hnew vou couald.}
Cut rh= main thing rhat moves me

wrile this missive ks (ke indication from
the pullished arricle dhat the authors, and
this quire Likele alsn the pasty posponsible
fet comying that document and circclaring

it seill o ot quize undersrand what the
individual reepansitle did, Accordizely,
and in the hopes that iF this circulates
widely enouph he o she will see ir rhi
following mpssage:

O - all pou did was per into Bell

L

Fayth's compulel sFrem {mosly proving

Pope 32 2400 Magazine

NEGATIVE

thar rheir securily sioks rocks) m prove
whar a hosshot hacker you were, then
made a copy of something harmless o
prowe it. Shedr Inpocence; HOTRINE 1o gL
upset abour, right?

Bellshir, my friend. Want to know
what you did wrong! Well, for staztecs,
you scared the U5, government and
pointed it in rhe dizection of compurer
hebbryists, There are encugh conmel freaks
im the Bovernonenl CESILNE Willy CVEs on
free enterprises like BBS sysrems = iTheotir
v having B0 phvie them aononiricn like
rhar. Fad move, friend, bad move. Mou
sep, the facr thae vou didn't damags any-
thire, zrd enly rook a file thar would do
fws hamm ta Bell Sourh or the 911 system i
it were spread all over the country is
beside the point. Whar really counes s
what vou oorald have des, Yo koo thar
sout only took one fils; Bell Seuch cxly
knmas chat one fils from their syscem
turreed wp sl aver the place. "Whar else
might have been mhen from che s sys-
tem, withowr their appening to ot 1r
Yoy nee that you didn’t damage cheic
svsrem [pa think thar you didn's domage
their svaremls all Bell Sourh knows is rhat
somebody por inzo the S¥srem bo aWips
rhaz file, ared could have dons any number
f much nastier things. Reselt - the snsire
coranirer you took thac file froe and irs
conEenls are comprombeed, and posibly
anything else rhat was coonecred with ._m.xr._”
corrpeter fae knoa i o be dizied inra oo
bz coonpires - dhacs how you oot on, s
all2} & abo compromeed. And all of i bas now
o o bre ek Even i i e a bata b o oo
Fils prever sod on e 811 srsbern lelE they ll
Beive 1o be frvestigatod for moddicarions oc
delerions, Heck - just tuingms it down u_.:_

elracing o Lackop oo before o got in F

Cheoy b when vou got in) oven b o0 e

Enmmer 990
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thirg were added since woukd weke a lot of
tiene. [f chis b che sor of dhing dur 579,349
refermed b ] thipsk dheey were urderestirmaring,

*fior coe sermebindy 2 e of rimeymoncy o
almeer coer Beve fackson Carmes their exis-
terice; e pot seyveral ol arrested for receiviegs
srlen poods i ererce); you encdsryeed 5 bor
of bl bk ared eyl even BIES pets in
general Plems Frod some other way o provs
by prese yon are, O

Tz b wiedy, raoorice B Blas® Dom't o
the werrkd how ol erel wdremakle off of chis dnfir-
e b vl sonehow ousrbing wil sk o 5
the el W howe 2 bon of moutde wh o enclook.
Drrergeiemicy g o cheiim o thires chee showdd
b b el wercamad, v proenmed,

=Lk

[ juzt nead the rather lorg article describ

irg: the irnvestizanions of BES syeroms inche L5

Vhile the acrions raken by the invosmizanoe
sorneairnes sl exmineg, 1 would ek pou ta
corerkr the fellowing sorple aredegrs

T e the Bunt door of someone™s hoiss
starding cpen, oy fel W5 appeoprbse rogo
irede”

Sy 1% il s erimes o e someshere yoafre
1ol spemes] o e, whether demaze & done or
sw Woaldn®s pou be upser iF pou found 2
sranger horking abour your howse! Iy a viols:
rionof privacy, puoe soed simgle,

A oo the anpement that pecple ars doing
corporsdons 8 'sevics’ by frding sooumaoy boop-
hicler, rubbish, Apain, would vwou appeecian a
pemscnn el atemots b break into pour hoass,
clndeing ta e ¥ poadve bocked pour windows,
ot 1 hir nee.

Ther whide isae & very wzily suzonarized:
A0 x0f s propeerty, 50 don't po nesr e

FaL

1 have it send aboaog my phooe romber
sinCe Uwere ome 3 few people oot thers whi
woeld my mo meralisre agairer ry aronpurcs fog
whar | wee moing ro s

2000 Mpgazine

[ have rwe read such unrndrigansd B3 sinee
the st proenises of Darde] Chega

Teoia calpoct b the 'soaning dheough my frone
o el nerunaing through m dewers’ ancl
opy by menrioning ksving dwe oot dooe opers
Iy ohye: firse placi, by whiot cighe o vou encer my
Fecizie Leinvitad for any reason? Thar can b
burglary, even i all vou e 5 a wod snivey
mpkin. {Ey che way, i Texas, bughey of 2
Tasbicarsn (Bwase) b o fost depree Ehony 50
or i), Burglary s defined 2 dhwe eoury of 2
Eaikding wich dhe monr oo conunit a felory o
thef?. Erery of of remoining en proposmy of 113
buildicg of ararher withnor the efcorve o
eonr of the oo, 5 coinninal mosges and can
ped youz up 20 2 yea in the county jail When
oz g irdo sarmeone’s properTy, even skbomond
caly, o ane asking fof sod desmdg of punishe
ot i v gt caaghn

Is the nosy 13-year-cld going o be any
less desd if che houssholder szes him in
the home ar 3300 am and pues both Barrels
of a 12 gauge shotgun theough him! {Met
koowing that the late [4-year-old was
only there "t learn'.} As co scorming inc
A BLISLSCL'S feazse wirh gLns o, whar o
hell sre chey sepposed o do? Take the
charmce that the individual is armed with
an assae e rifle!?

Az o the Plrack case, [ have read the
indisernenrs, and if the DO can prove i
case, these individuals fone called by bis
aan counsel 'a I0-vear-nld nebhizh
deserve whar they ger. Keidorf had e
ko the marerial be publshed was pei-
wate property, ond the co-deferdane who
cracked rhe Bell Szarh files, had ro knovs
he had ma right re & so. The fact that
wmuch of the infermation was puklic]
available from cther sources is borh imma-
rerial aead reelevanc s it azy Jest eheft if
vz sbeal oy encyclopedia rosher then iy
silverware!

foombinwed on e 390
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fcortinued from page 1)
using NETLINK, typee & or QUIT b reum o
PRICS, I you would B4 to ssa the other
corrrnaEds fyeah, them o rrrs] that 1 am
ret cenvering n This article, then fyoe HELE.
You've got the basios down now, 05 00 fd-
dle aroured with HETLINE 2nd see wnsl
ciber strangs Hings you can o
Tents for Clearing Ceusa Codes
detected by HETLINK

00 OTE Criginated

10 Busy

20 I Faitty Requast

£ [ Motwo Congesion

O Cuf OF Crdar

11 0 Aooass Bated

130 Mot Oblainads
l

"On these archaic
revisions of PRI-
MOS you can enter
CTRL-C as the
password of a valid
account and auto-
matically bypass the
front door password

security.”
P s R TR T R
17 0 Borncta Prooodurs Emor

190 Loca Procedure Ern
710 Ot Of Crder
250 Acdusing Coked Cal
230 ncompetioie Desination
&4 0 Fast Soloct Aoceptance Rot
S bsorbed
70 Ship Abzar]
1230 DOTE Originated Mon-standard
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Diagnosic)
1200 Bugy (Privals)
131 0 levehd Facify Heqlest
(Prevate)
133 0 Mietwok Congeston
[Prieatafioutet:ough)
1370 Ol Of Order
{PrvatePotothough)
132 0 Aocess Barned (Privae)
141 & Mol Oifanabia [Prisate)
1450 Remcle Proceduns Eaor
(Pt
1470 Lozl Proceduse Emor
[PrvatePoutethmugh)
1480 FPOA Cut Of Order [Frvate)
1530 Fefusing Colec Cal
{PriviteaPrimens)
151 0 hoompetie Destination
[Private)
1630 Fad Sclent Acreptance Mol
Suberribod (Priveti]
1850 Ship Absent (Frivaie)
150 0 Gateveay-defocied Procndune
Ermor
195 0 Gateway Conghation
Texls for Diagnostc Codes
detectad by HNETLHK
00 Mo addiions Fformaton
10 Iwvald PIS)
20 I PR
160 Packel type hakd
17 0 Packet bype imvald - for st rl
20 Packet type priald - for siae pl
210 Packet typa invald - for state 2
23 8 Packe pe invelid « fof stata pd
230 Packet typa irvaid - for state pd
240 Packet typa Thakd - for slale gt
P 0 Packet bypa imabd -for gtste prt
o7 3 Packst o ivalbd -for state di
2010 Packet typae irvald - fior stane d3
320 Packet nol alawed
330 Urigentifanis pooxet
35 0 Packsl on unassgned legesl

Numrmer F950
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chanrs
330 Packet oo short
390 Packst oo long
400 Irvaid GFI
410 Bestat wih ronze inbis 1-4,
816
22 Q) Packet typa not compas b with
Taciiy
430 Unawrhorzed miemupt
cexilimnaton
440 Unauthorized irtermad
43 0 Timer expied
490 Trner sxpred - for incoring cal
500 Timer expired - for chesar
indicztion
510 Tirmer expired - for reset
ncation
520 Timer expiond - for rastat
B4 0 Ol sefup or dearing problem
65 0 Faclty code not abowed
065 O Facilty parameder nod akomed
E7 0 Tvald cabed address
230 Irvald el ackiness
20 lreaid facilty length
Y00 Ireoning cal bared
710 Mo egical channel evzlabl
720 Call colman
T30 Buphcat foclty reguasted
740 Nonzew address length
730 Monzero faciity ool
760 Fecity not proedded
when capaacded
770 bwvald COMT-Specfed
OTE facilty
1120 Ircemationl problem
1420 Trrer axpred
1450 Twmer expired -
For it covlimmation
1600 DTE-Soedfic Sigral
162 0 DTE Resounce consirsin
2330 Uzersoormen] deleted
2400 T ol 00 Casr requsst

2600 Muapazine

241 0 Timm oo o recet reguest
2420 Time cud o call roglesd
2430 Foutetheouch down
242 0 Beoidethough -
read enough memony
245 0 Fouledhmogh - cnoci trmeod
2350 Fouletolgs - tal
requss lacping
247 I Howtethreogh prodooed edor
2430 Metwok serves kagged out
248 0 Local procedure emor Primenet.
nems
2500 Host down
251 0 N address
252 0 Mo remota uses
53 0 Systlemn busy
25240 Systemn notup
2550 Pod red asicned
Other Usaful PRIMENET LEilitles
Thera ara o other usehld PEBMEMNET
utifties, and these zre MONITCH _NET and
CONFES_PRIMENET, In this sacton [ wil
bl chitisl thessa two LT,
COMFIZ_NET is useful for chtaning
stch irformration a5 infre-systen inks [disk
pariions that are shated by systems on a
FRIMEMNET ring), rerrole kogin passwonds,
and yslem NUA's, Justtype:
O, condig poimenet configilenama
Ther "ol lename™ i the narme of the
PRIMENET configuration fle (located 1 the
=FRIMENET" dredory from MFD 0L You
can realy sorew up 3 PRIVMENET rng wih
this ulity, so be carshul You don't wart 1o
ever 53g 8 medfied confguration, Abwsys
angwer such & quesion wih NO. The ony
Comimand youl will rmaly ever need sz
e LIST command. When you tepe LIST i
will ask you what you wand 1 5L Just bpe
ALL ard & wili ist 21 avalable nformation
regarding the PRIMEMNET configuration,
COMNFIG_PRIMEMET has & HELP Tacilty
svalatls souso b
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MCHMITOR_MET i3 3 useful iy for nec-
vk friks, B aliows the compete monibor-
ing of the ool PRIMENET fng nedaods, 2l
virtual circuits, syrnchroncus lines and
LANG0O shatis, Yoo cannol mioeilor fype-
aFaod bufers o aring, bUE ol o kam
quie 4 'od abclk the syslems on te ang. |t
wab alcw wou o discover which nodes on
e PRIMENET ringLANZ0 do a high
amioine of dala transtsr, veer T on indiid-
L syedions (afned no pessaordsh, el

Urilorunatsty, MONITOH NET & an
emulaion-cependent . Mosl Prims ik
fios supoort tha BT seres of emulation
(Prima Temmizal, but mast of you wil aot
hiave ocess 1o a terming! progreum e S
pors i Prme was =mat noone impetant
regard, and that & 1kt rot ab of Troi cus-
tomes wil ba wsng the PT erruldion, so
hey mrade MOMITOR_MNET sl o unde:-
stand crer popular emulaticns, such &5
VTI00, Defaulty, MONITCOR_MET
Fesumes vou ang using PTI100 o a Simlar
miode of FT emuiation. To kel 4 Sl you am
veing WT 1000 you st use tha - TTFR apw
mignt desrringd bpe) on the FRIOS com-
meed i, To ik MONTOR_MET wih
W00 eriation, you woud fype this
O, mondtor_net B v 100

Upea Ivoiing MCHNITOR_MET, the
soraen Wi Hear and you wil b paaseriod
wih & reenu of ootions. MONITOHE_ BT &
rozly esmy 10 Ll (D MEks sura you erier
af the commands i UPPER case), a0 just
Fay amcund with il

Miscellars=ous Bits
The Physheal System Conzole

Tha phwsical sysiem oorsae of & Ping
complbed Fas sdosd power over sy ofer
kol o resrcta terrirel B s ondy fom this
ona specilic conssis that saveral potont
cparator commands can e issued and
ki surmess fuly,
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A faw of thess console-spoectie oom-
mariis Wl be boiing o any hadker not into
Syebem peogramming on & Prima. Soma
comimaids, howeer, wil b rathor sl
Aboutt A most usetd consol comenankd B
the "FESUS -EMABLE" command. As you
migrt recal Bom Pad Two, RESLUS & the
FiErroie Syslem USer ooy, That s b s,
whan RESUS i= ensblad and you zra
kagged v an acrminkinaos soeout, you
wil actuslly ba a virual sysem consak,
Trits il &liow al corssle commsnds o ba
g b b wged from any bocal oF remata
terminal The -ENABLE argument simply
teds PRSDE Dat you went o fum RESLS
o

Areaier widl conece command i the
uzer kogod command. Wih this v wi ba
atle 10 lbgot users other than yousst, This
B niod sk,

Al ussful are the log managenent
commands. Tresses wil alny yoll i mako
your gresence on the syslsm virbealiy
urknawn. Simply edt all kags, both PRI
PACE angd NETWORK related. and il sl
references o worsel, There % much tha
o can do. For g 54 b8l & openador o
rands wol wil have o invoke the onine
HELF facifly Iy Tvping, you guessed 0,
HELP. Wihout an arguened, §should [=4 Al
e PRIMOS commands. Just pck out
ey il sy "Oeoerator Command” besde
ig=i

im nat reslly going o cordinua with thes
e &5 yol wil have 2 hard tme gsttng
conscle canahlty Uress you ane arste o
{ra foois have RESUS enalbisd and you 26
uEing 2 551 priv'ed account You dont
raed tha kg g conmands 1o edi the koge
st the 55T oivel Lasly, Thars ia winrs
of gebing console that | wil nol discuss, |
sl ward you e ks thet thore are addi
tioral methods availzbde and thal you

Numimmer TG
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should work =l finding trerm, W' the best
weay 1o el ko (besdes, 5 o0 sensive
tiv redesasay b fha general hacker commin-
).

"One need hot be
malicious to learn.”

Hacking Cider (Outdated)
Ravizkons of PRIMOS

I Feaddnl planned oo covedng any pre-
1950 revisions of PRIMCE, but | thaugh
sorme of you avid nebwors hackors gl ba
inferested b know The very basics shout
these rsec e revisions.

Pevisions 190, 17, and esler wil
actualy 1ol you whether or rot a gheon uger
105 vald before asking you for & prsswond,
Thi=s masos i 2 rather Iridal ask of deter
mining wreiher or not a given account
exizis, It my expedences, exdy rovisons of
PEIBOS will be found galy o ohsoure
nels, Gke ese in Brazil and Japan. On
thess archaic resisions of PRIMOS you can
eater CTRL-C a8 the poasword of a wald
aooourt 2nd adomaticaly bypass the font
SO0 prEswWond secuty. Vory mice. You oan
braraly fricd theza Bncent revisions anymona.

Thess chder revsions ang not o sl Re
the curmend avisons o PRIMOS. | suggost
Feading The "Hacking FRIMOET adcis by
MNanuk of the Movth §you ofan on penstra-
g these sevisions, &5 b s eas witlen in
i cerys ‘whesn 1820 wans common.

Mot resly meech mors hal | ean say, as
you'l probably sever ooene across these
resdsiorms ol even you g the command
structure they vse is encuch o calse
serere castro-intestical dsongars

Slrrplified Means ol Aflaching (o Sueb-

20l Muogazing

UFDrs
Subrdrecionas ana great, Dut when you
stan going desper than tao levels an a
Frima t sarts getting to be a pain. Ful path-
narmes get by by degvessing when vou e
=% oF seveey kvels desp. Erter the UP and
LW extemnal commands, Resal that |
rramtioned these canrands earfer n the
sodies, These sderrals ave found on most
Frimes, but there ars a few faat do net ke
e avaisie
Mot | did not writa thess wifes. Many
versions sxEt on different spstoms, | havs
yal iz see copyright notices, so | will
asslee Pl Ty fra elhar examples from
1he GPL Reference Manuzl or publiz
COTRIT,
DOANHLCERL SOURCE CODE
OOFDWHLCPL, DOWHN_ATTACH,
WiHD KMNOWS, 022483
M an exlernal command to slmpedy
ke ATTACHIRG.
I
S ETART-CODE:
-
&ags path
&oo while [aul Sonathis]
& perh ‘= [responze UFD o Cown-
ATTACH ']
fend
& ntpathih
bz Mo aflchad fa Sipalhts
Erehurs

& EMD-CODE

UP.CPL SQOURCE CODE
” LIP.CPL, UP_ATTACH,

WHO EMNCWS, 022480

S AN edend cormnacd b simplfy up
ATTACH g,

N

M ETART-OCLE:
-

fcondianed on page 48]
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NEWS UPDATE

Tt appears thaot the ienss otay indesd be
chanping, For years, we've eneournged
pur feaders te ballle the unlsi [205 on
rouch tones that the phone companies
charge, Mow comes word out of Califomiz
thal Fasifae Bell™s latest rale proposal nm.um
for the eliunation ef touch tone seracs
charges. We uenderstend they e natl the
first and we <eabt they'll be the last..In
Mew York, plans are vederway to pdd
another arsa cade in the next congle of
veass, The inseresting thing here is that
Uhis eode (P17 would be vsed For oo past
of the city (The Bronx) plus cellutar
phomes, beepers, and voic: mail systems m
Maonhatzan, How ths is rll going Lo bs
coordinztzd should bz loads of
fur...What's the largest lecal phone com
pany in the Uaited Sistes? Mynex?
Arnericech? Bell South? Mo, GTE. That's
right. a non-Hell company will be the
largzer in the counlry, onse L0 &CqUITES
Coptel, anosher indepeandent phooe gom-
pany. OTE curenly operates locel service
in 448 different states, Contel in
0. Wyrex is planning en buying AXE
dipital switches from Ericssan end Locet-
ing them in tha 914 erea code. We'ne not
aware of any AXE swiiches currently
aperating in the U.E. I ¥ou happen Lo
know of one, 1=t ws konow  ATET has
been opereting  a servics gplled
Voioemark, which allaws you 12 send
rAsssages o people by phons af A desig-
pared 1ime by calling B0-552-5275 and
giving theon your calling casd rumber or
WVisaMasterzard, The charge is 51,75 for a
o mibate message Lo zny phone nthe
coaaion. Metremediaf I TT probably hes
the best phrasing in their calling card
iterrusiions: “simply Swigeé Your card
trangl e slot™.,. U3 Sprint his a mew
selelion for prisen inmates. Instead of
farcirg inmares o make collect calls,
Sprint provides 2 secvics cilled “3ofe
Block™ Inmates must estzbiish a long dis-
tarce fund thar they draw wpon wlhewever
making a call, Calls can only be mads o
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predetesmined numbers 2nd the inmate is
identified with 2 9 digit authonzanon
coele.. el ready (00 some neal accorlis
British Telezom {BT) has won & majper
cantract fram the government for poivans
hranch exchanges (PEX's) for use in
emergencies. In order o ges she conlract,
i PEX hod e be able o withsland the
electo magnetic palse (EMP) that comes
wilh a ceclesr explosion (30U BT states
thar EMP would have a catastrophic effzct
on compatecized cquipment. So far they
don't seem 1o have doveloped 2 plan o
project any peaplel BT olso has
aceomyns for raw sericed they're provid-
tng, Calling Lire Identiry {similar Lo
Caller I here] is known a3 CLL Their
veraien of Call Trace i called Malicizus
Czl] Identification, ac MCIL.. Finzlly [rom
Enplacd; BT payphanes ao longer toke 2
ar Sp cowns, That was phased out in Jure.
Hut the phones s4ill take T0p, 20, 30p,
ard ons pound coins. But i won't be as
much fur. Thar"s because payphonss theee
work very differentdy from payphooss
hare. All calls cerry & minimuem charge of
10p, Eut vnused coins are retumed. So
your can put twa 1p coins in and if Lhe
display enly goes down 3p, one of your
10k cairs will be retemed. But diis can get
guits inteeesing, Let's say you'se pus 8
2p cain in U phone and the dizplay is
dawn o Sp. By quickly insestiag a 10p
ared a Sp coln, you've overpaid by 2p, s
Che Blp codn comes out In sctealiny woeu
would have saved Sp that atherwiss would
Fave Beest swallowed, Ic's prefly obsvusas
how BT will benafit from this since the
ahove eaarngpie will no Jonger be pozsable,
This shadiness is sioilar b the way Bell-
operated payphones ask for 2 nxkel for
the maxt saveral minaces (for Jocal calls,
not leng distance) and crodin whetever yau
PAL i &5 & nicke], even 30 I0's & quarker. We
koow taey kave the techralopy w1l the
dilference, But here's no incentive for
fiern b use it dn this case. So maybe L
Gres renlly aren'lchaigog after all....
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MEGATIVE FEEDBACK

(continied fror page 33)

Bur, breaking into 3 computer
iztimot cwalking chrough Dan
unlocked door. Aceess by unau-
tharized peeple is only thravgh an

cacrowhich s Villegal in i boaelf:

Wiether the motlve for the act is
good, evil, o indifferent is af no
consequence. You Rave no right 1o
ERCAT My camplrer wWithout my
awthority than you do o enter my
howse! Tou seem to have the 1dea
that if che entry is for experimenc
oE; fun and hot for profit; then'ic
iz K Bullshit, ‘and you know ir,

You say vou've béen hacked vour-
self - and you blape the people who
sald you the product or service, nor
the hacker. You would hlame the Jews
inthe 40%, not the 557

Also, if semeane breaks inzo
my office and anly reads the files
of ty clients - doesn't take any-
thing - has he harmzd rthem' by
seeing information ther is none of
his dammed business !

Whar we've got is ons more
cxpresaicn of the “spoilad hrar
eyndrome’ 'L ocan do i 50 Imay
datic and don'cyou dare punish
me if 1 per caupht.’ Children,”T
have news for youl T catch you in
my hoose at 3200 am, I fill voue
asz 5o full of buckshor you'll walk
bikeia duck forthe cest of your
life, 1 eatch vou in 'my compurer,
1Ml have the Secrer Serviceian
you like ugly on an ape.

A corporation has the same
fight to privacy as an individual.
Dee'ro business necessity, they
mav have to [=ave their compurers
on 24 haours a2 day. Where 3 Lt
wWritten rnar any asshole whio can
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figure his way inte the company's
computer can 4o soowith impuni-
tv? Maore fieeingly, if he ls caoght,
he should be publicly flogged, as'|
da mot like che ides of supplying
him wich thiee hets and 5 car'far
five to Ilfe,

[might add that'in Texas, any
unauthorized enoy o a campurer
g a crime and can be anvihing
from a Class B misdemeanor to 2
third depree felony depending on
the circumstances - thae works aur
ar anfthing from one day [0 ten
rargintjail S Some fun fand
games.”

Werd gure like fo see what
kind of responses these letfers
elicit from our readers, In fact,
we'll pive away « free 2600 lifes
time subacripiion ko the persan
who writes the best reply to the
boints raised heve. [If you're o
current lifer and you win, you
can hawe o lifetivne ambecripiion
send fo @ friend.) Submissions
thould be between 3.5 pages
doublespaced without toe many
obscenities. Send them to 2600
Contest,- PO Box 29, Middle
laland, WY 11953, You've gor
unbil the end of the vear.

Too risky to mail?
Too paranoid to
speak its name?

Then FAX it!
516-751-2608
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phrack on trial

feariinred from page 7

peiling our orce they sealized & wiske bad
beon made. O coarss we weadd have preferns
it if they had secopnized Ko simake gariarin
U poocess, b o beast they didn's igrore iand
Uy o ore gailyy verdicl on any of te clher
CoLnts.

If we wers biner conspiracy (haorizss, we'd
probably seppes Ut the govemoes kress this
caze wes o washe froen the very boginoong, o
hose 1o parsoc b 45 k mezns of haressang
{Fmancially and eracellyh Meidood (ol by
assegdanion the est of (o €210 Homever thin:
i& Tl o indicate thal Shus 46 sroe, and _Un.,.:. 15
ni meason o doukl the smeenty, aTbedl misin
formed, of ook enal (s the ol sxving gods.
dio mid alritite 1o malice thal wkich can be ace-
quatcly explzined by sapidsay.)

Einally. the Jong cemm effods of s case, of
1oy, rrmmais o b peens The Sacrel Seovia: 1#
siill in prssesion of much EMIEATED SquipNDeTiE
wrd seived beloegings, Whiks we. don't Exprd
the Aecizzan in Neidoels Lnal 13 have any resmi-
[icstiond for Coe ocher insestiganons (Meddeef,
aber all, wasn’t & hacker hisnseli), we do win-
der il perheps the crics of "L conrpiracy™
and “eoaminaniss plot” wall subside. Pachags ths
il allons’ eveErvome A poreTl 1y reassoes Ll
axscsaml of b danger he TUL reporsimils,

Sipel Acyesdmin) pisues connscbed with this
ca3e, and Uneir implisaticas for 2600, TAF,
PN and aven Coa- L, Bave ot been dedadid.
Judher Rua srack down & pre-rrial moticn (filed
Ey iz EFF)en the 15 Aaverdment and urdi-
_.r...u_:n,u.... thes *rubing™ i1 the ondy Consiilulional
dekoie thes ever came W & Bepd. Mesdor] win 't
b the Dozl case for this aasas, bot evenlually
womeane @il Lat's Bepe shatin the iolecum
somme oher elacironds publishing case wall pd &
precedend o chis. hopelully ore D cover: &
topic Lhas 15 mec the lightning rod the C.U,
seems o b

MEIDORF DEFENSE FUND
Katten, Muchin, & Zavis
525 West Monroe St, #1600
Chicago, IL 60606-3692
Attn: Sheldon Zenner

Poge 40 2600 Magozine

A ]
7 s i ey, Sor i prapas e e oo B K
Iwordgty iTes amd b & S ke’ by el F 3 el ond
B o e e
ociow] e momy poedares diCE, u.w.ﬁ.._..un__ ey, meeebe @ Ao e
of Fhu B HOk W e i che Eeigoming o' the “ i Prgc
i v of i M, Tt o o, Srcicn {343
=~k Fntmm
Voduwst Than, Tonx 19, Pl BTl A
From The Lremiors O Pl b Eworporafed .
“The P Trajacd
ot st b Tbe Fhiods Frojar™
Twfiidar (homn dEEAE) i A Troa iy bied of pra
by ] B[l 30 0 B0 o, B by Bl e, el lorim
Jromy i ddham T e minew of e th, and D Errags pocher TR
.#_nﬂu.ﬁ...uu (pre il i S cmeTpiied, des il o
Arred Aoy o ek ng. Ak g Iyl deipneaoL
Whryn *Thic Flwen Frrjartt™
O dae L. 1597 Mrd Shog Prsais wend e mon by Bacer
wify i poidie Tarm gt bl O idls e comemaily
Farracs by Bor wow s e o B Tord om0 e 233, AT B
Prod ek wodd cqorrresd Sumeile AT, x ool dui g
et ! B panrsEy W whoder phaokally reaing £ 0x
porion o = e, De iy 31 DET o [ siomck couaaniy
war s 'y petradide weack Eromiad s of sectedry e by
e AfTCEL ST ROy, T e Pl ind of 5S¢ ooy
& we oo L Do e e i oof bk 20 1967, PaetnCon W waa
bebd an st o Se by 6 28, 1967 ot e apraer el guiderig o
o o e, mslining, Brc Sackora, e e B FEM.“_E-W_
i w s W Pz v ol et Anaf Sopoe L
..-...n.nh..u-n.u_hﬂ.- oo Wl _u-__..w of e ksl Shog Trisd o Pk
b vl vl 1o bed o e bogns e dhey cakd men oon e
mb o wold Dot e
THAT AT LA CTAE
A& e pila gy e @ heginkg o d all S on Faly I DR
Firs Tring thas U T yoar myi sy af Ex destootion of T
pea b aiad i aaodd aowidolaly wa a8 fx il ia
Hn..qn......lln.__..._...dm.-....-.....l.ﬂ.. B v dor s W ye o
Lome, e
Frswinky o kop = e bres wud 8 5 5758 The meeoeam-
ewhos i masiriny by o v b e Sr mghl e,
ez i oo o P ke w e noedecyge, The e age b o
el wirh B oo afoery FLESALF seare seal s, e pahy o ey
wil b st oy e e el wmaese
Sorertor HE b o ok of v (ré b g, Focanlars.
WE crrmaly by b el Bix s ool 2408 W oo
Tl e i B T 4 rad e e e onredon ghdl =
Koo b Eoadly cedabd o fe Earasen pel be pacTin o pum-
o Legd ®Ewrwsin & nox o par 2l i wemeedfion (e I Lo
oirara of e San Foe by Ehaving, ol doy e fee & =74
bl ] Ay bnasacd = gppexg o i e srvermay e
Jowre Pl = L Denlk bpordiaod y 0w om S Al B e
v fx e poend i S paicpe i
The v e pnlmeod D2 o reon R o b e wece
S we of peied s o reoae che, oy oy GrtTo T
£l wprees il e el 25md e d
e npsorg eomacioe. W s s perchic o ool m e iLdn 3
A wrbs] aordidn ol
Sy Jor B e ffia T
:Fnghl Lighiring
“he Yol b Frer ™
Thy e it e b geod lor o S e cnd e 0
ez b prinon, Mo od Sese vl Ricsome i g mE

Neummer 1990

2600 Marketplace

650 MEETINGS, Firer Friday of t=e mooth 2f Lhe
Cizieoq Cemer—Som 510 B pn i O bolebsy ear the: -
peeces, 153 E 530 1, BY, beween Lex & 5 Coze
b, riop off amicies, sk questions. Call 5167512800 Jor
fee infn, Payzhons zumters af Citeop 110-233-
0000 202 223 Ba2T, 210-500- 50, 0 0-R0E-ELAT, 212
3068184 Mictngs ako take place in San Frapckon at
4 Embarcaders Flaxa (s ictiog & 5 gy Pacifie
Time on the Toa ety of the saoith, Pagphone combers
L33 S

TaAP BACK BELER, comicle oo Ins 191, Bigh quedily,
530 BAZE for infra, mfe oo ctha habbsgs, Rorar H.,
1208 5700, Winrenosa, W1 31215

NEW FROM CONSINERTRONICE: “Yoice Mail

Heogpz Wallimglum, FUOL Bea 455, Looria, W00 446

WANTED: Red boa zlars, Eits, e Ao ook izoo of
Freack, Syndicaic Eopors, axd any oler hock! phrck
publizzlio, dEtme o 2 el Smd infomaton
[Ti=4 .n....?..: Loy Greg B, X111 OHara By, Chariese, WC
kL

TAF MAGALINE now ked 3 B35 opim for oublic shose
w AT B W gl e S o Yoo sd 120
I3 ol strmp and we mend you o curenl s, Fancy
b= ? Mail e TAP, PO Sam 20084, Lansterile KY 40250
bR

ECESCRIEE TO CYBERTEK, 2 magarine conceread
zpon Leghenlogy wilk dopics oo commie seconiy. Send
E10 [ 3 one por sibsaiplion B Uybarck Maeine, FO

Haciing" (5300, Crpk s 1101, £, Firewster, N
Cazd Senes L 359, P you have something to sell? Are ¥

Crati ot Wemer (e
arxtion Seallware
{imgime). More! My of

you looking tor something to buy? Or
trade? This Iz the place! The 2600

NEEDED: [efe en
spRedil  EneryjEicn
Digicem, Cryplo).

o finorites todated,  MATHEtRlACE I8 free 1o subscribersl s e G, R0
Mew Toknelwy Ceibp Send your ad to: 2600 Marketplace,  Bea 22553, LD T,
&2 (100 poducs)l Need PO, Box 99, Middle Island, NY 11953, Amsterdam,  Tzc

formorion conriulivns
il rnss o oad o
wal reciing HL1 Cres
cenl, Aimogorda, KM
B0 R AR,
RARE TEL BACK [SSUE SET, (Lik: TAP b zricly
gt ) Comghese T o 114 poge st §15 ppd TAP
aoe f5roe sem- 300 poges-Toll sxe conies NOT photo-
reduced B0 pod. Frip Thaas, FAL Bl W2, Kar, i
HM

YIRSES, TROJANS, LOGIC BOMAS, WORMS,
end oy oeher msdes e wred for mholioned porpdes,
W b st oo s amdior the snipze cods, H 1 have
toy 1 will pay fre e, Plezse post fo: F. Grilfith, 23
Amrzmh Cn, Torontn, 0N M54 271, Crada
WANTEL: Auboszondigs of tkphone rdated matad.
i, Cun FiE fromn resrgdiras of the pat od pressl o
fieramy phone cals 1o phone pRredcg. Ingurine a 2500, FL
Bom 9, MEccle Islamd, WY 12653, (5060 701- 2680

VM5 HACKERS: For sale: 2 complete sel of DEC
VAKAME monce’s 'n good condilion. Mot zre [or VMS
newision 4.2; some S 44 Excellan Sx “eazborzp;
includes Sysie=s Mazage's Refzerce, Groide To
VAEAMS Symem Srariy, and oo, Mzl requcss w0
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Include your address label.
Cnly peapla please, no businesses.

Seherlands
CYBERFUNEKS,
HACKERS,

=
Likestarians, Discocdizos, Soldiors of Forluze, and
Cuztesily Miephiy Panple: Pricess weor din! Send e a
kack 2rd 7 se=d i 20 TEM FC Eoopy il some nifly
shuriwan: owsyoiiom sicling ad 0 ey o Y [
*Crmssees 0 Coptegrephe: Techno-Tiwanng e
Slale” Coucie, The TizerTech Project, 5724 &, Srpuhob
Bhd, Sudic B-203, Leod Angrdos, T4 WY,
WANTED: Red ben o, n._._.:_ snd ssramised onils.
sy, clhe micue orodods, For céocatica! pirpis:
only, Fleass sond infoeesnton and prices o TI, 21
Roeamorr Anenie, Tobemon, RIDS15
FOR SALE: Mannl for shoping setuczes §2) 1961 Tois
is 2 Toe toledr's ik, with ddslwl molastins, fe-
gransd, ooy, and practical Biacs, $UF or trede Jor
Applacar Tone Recogritien program. FOR ZALE:
Uanioe Bell phoms Rambadt, Urange wiins; o, mins,
barmrealy, @ans bt Priby firserioqal Bom cip and helt
clip incindad, 100 0R0. Plezse posl 1o 5. Foax, FOB
145!, River S, Rochesder, NY G20
Lecadling Far Eoll Mackorplaoes 10055,
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HOW TO MAKE COCOTS

{ontinted from mage 23)

Some OTMF bazed COCOTE are simply
activaled wilh & single siler box lore [$ea
Winter 1959-30 msae of 2650, I've un 1%
A cougle of thesa,

Ta play around with the remata Jdng-
tons of a CODOT, d they caislin e partic-
ular madel, it is necessary 1o chiaqm the
_u__.__...__.,m. number of the unit. Sca the naxt
section on that, Once you kava the num-
ber, simely call it and experimert rom thena
o I you have roubés hacking the farmats
for e remobe mode, it mey Se necassany
to call the makera of the SOCOT and secial
enginees Tuem far e informabon.

Gelling the COCOT s number

This s incredbly tival, but ia indudsd
bezrir bocaase it B osuch an inpgecant fong-
tion in tha explorationfabusa of any
COCOT, and because advanced GOGOT
pEploration/nbusa bechnigues will raguire
yau to hava i inlarmation. 11 is also
inciudad kare 1oe U rooviss neader.

Thero are sevieral ways 1o oblaln the
phore mumber, tha simplest belng daling
your kcal AMAG aumber, plus summy dig-
its il npcessary. A st of COCOTe will
foslrict this, 20 wol shoukd get an Lnrestics-
ed diallorne asd ther dial AMAG. Seme
COCOTS will pob restrict vou, but will ask
far money in order 1o do is. Hesa in KOG,
droopig 3.25 and dabng 953-1111 wil gt
you the ANAC readout on this fype of
COCOT. A seall pios 1 pay for such valu-
abfa infafmatan. Ancther way to cbisin the
nurEer is 1o get il iom the oparater. Any
aperaled that bas it will fave ao protlem
releasing it s pou; just gay you're calling
fram a payphone, and you fecd S0rEons
to call you back, bul hare (2 no ghana
numbar written & the gayphone. Yat
arcthier choica is ta ca¥ ome of the warkeus
ANl Demo B0 numboers, wwhich will sead
back your number, This choic is partcula-
Iy usaful for peoole wha don’t have or den't
krew tre ANAG for their area, H in dospor
ghizn, sesal enginesr 1re nformation cut of
the SOGOET aowner, #all bim up &5 the
phore comparty, and taka it from e
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Hijacking the Baslard

Besldes gelng the COGOT 10 make
s, e brpleal phone phresk wil usoally
want & COCDT for himsslf. Granted, this is
sheating, but e s not paying for cals, And
whila wia'ne ab it, stesling for exparimenta-
tion &nd e purawit of knowledge is pot e
sarme as slealing bar monay. Oh well, |

"You can be sure
that most calls
placed on COCOTs
have an extremely
large amount of
static and bizarre
echoing effects.”

wor'] get inta morals hen, iUs up b you b
dicde. Porsonally, I'm doveid of al ethics
ard marals argaay, o 1'd s20al ane iF e
ppporiunity was thare, What the heck, it
can't ba any worsae thien cxorcising yous
frecdom of spocch ond beng dragged of
ta fail by tha fascizt stoopas of the imparnial-
izt Americar palics stale, Ahem, sarry
mbous that, 1 gat a ite carfed oway, bt |
jst bad o comment on events of the pas
several manths,

Anyway, tha reasens for abducting a
0T rangs frem simple expermertss
[d tke to sea what tha hel s in thers.) o
purely rrataralisbis reasons Hmmm, 1 bst
that eoln box helds at least ..mu_u_.qu_-
Whatever the reason, a COSAT i a good
._.r.q._w b hava, Thair resal vailde FEngEs Tonm
2900 1 F2500, Bu? since you can'l really
rivsedl i, [ wouldn't suggest Lkiag ora ke
plreh maledalslic Measons.

Numimeer T

i

WORK FOR YOU

Abdfucting & COCOT is usually much
sasier an inging & da the =ame o @ e
aayphona. Phyzical security can range
widey md CGepands largoly on tha owner
Fwa gesn secldiny angng frem a cougls of
nails fastenirg the COZOT 19 8 shoat of
phweod, o dovblo-cormaniod baited down
siee] prtasomonis, Howevar, a crowsar
will da the Irick for afoutl 50% of [he
COCOTs in my arga, Expsct 1ha game
whicrewnr oo are.

Cncer oA e, pour opdors vy, You coud
S it apar, you coukd heng i on podr Sedioom
veal, your coadd bl i for rarscn, 5 upota yon
Mas? porpes Smaly corresed Uz W i ine, o
b b up a3 5 Tophy aboyve 1 ranlic s pou
e bl from the roduction, disssoing the
COCOT wi yiskd wou a cledons ol inknestirg
dedoes o koo o sy fora g $re 1o come
B you do connes 8 COCOT @y e, ba sue
0 bpe vp be oo sk, a3 placnyg rroney in e
COCOT, witwaatan shity B neimeees b con bo
vil enhaly ches o it Dontuse Las a pi
raxy phone, sinoe Foemeands money, S ncalio
Ferems if 25 anknson

" Destruction

IF wou cant siead /, and pou can’ fabies it
daslroy it . Thats my maba with repsnd o
COCOTs, Thess e boasts Fave been noping
of T public for A borg ime ang ey cesnea 1
Py Tz pricee. Doestucfon 2an renge fom ek
] OF plasiz fois in e ooing i I ssmoing
the hancsa [or deplay 35 5 1oohy of course), 0
okl dumcisning ha it wih eepEcees,
ko squeszirg of o dow shovjun Basls at he
COCOT, Sivdar ropai sneror sefurd is hasd o
Ssome by and exgensive when it comas i
COGETe (it i oo bor real maypieras, e
COCOT ot il B badaar 2ofon porchasiong
ot GO00T

Thea Plwane Line

Az e toned earksr, he phons Gre uaod by
big COGOT iz juss & reguas Ine, 17is Lsualy
apanesend el oz SIOZOT Al o Frose of pou
wih 8 keerans hardeet, nesad | sy o For
teea wihioun er me jusl ouickly say, gil pour
Fencks on o,

fefvanied Techniques
The rext hnee semons awe lor de Mie
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experErcd phood phnaak, bt most of Bis oo
bear whirr by just about srgeone, Thems ane many
e sharasd ochninues, T baundahos ae
frrifsss,
Coda Theh
Az menbaned carfer, mos! SOC0Ts use
viarious smal ard skeazy ong desnce compa-
ris and cperator assistancs serdoos T,
Tdesphers, Fodrock Tetecom, e o lang dis
bnoe, coled, ik pary, a0 calng srd cals
Mary tmes these sia aceised by the CO00T
throegn A 1500, S50, of 196X sumber, The
COOCOT chals 1 Sooess numiss, it idoerbica-
ton nunbe O eoda, olis otheer informabion in
e 0 e T senaca. The serdon B Bls e
COGENT oo (o8 Toe rmiddiernan mosclker of
T erdces) o da sondois prondciod bt
e yef pond Fon, 0 1 case of g oord sk or
coilect calls. e serdoe s e propor party
through equal access bllirg and credis tha
G oneTer's ccunt @ Gl of the ncfon
Meedless o ssy, all the DTMF lores
repligd S0 acoass 1ha Sardce can be lnged
and decoded (saa he DTME demdor ad-
ce in the Sping 1900 Bsve of 2500, and
used for our swn purfoses. Serelimes,
you ool apa tha tones rght roem s hand-
sct carpicce. abier imes, the hangsst is
muted, mad it s reguined for you b elther
accoss b wiring Sx8F, o trick ke ghone
inba thinking that yaur called party bung g,
and pau're making arater call white hav-
ire} Ove party a1 the olther ord givae a bogus
daliora 3 the COZOT and 1ape the forh
corng enas, Susprisinoly the codas
Fhtained from this ype ol acEvity last a
very kong e [JsuE ¥ 34 rmanths)l This is
cegElse, once e charge gots ol e way
codn e chain, thizugh ke varioas mid-
dermsn and re-sallars, 14 the CCZOT
owrel, &1l by o lire the SOCOT awner
realizes that the ¢onis colected don't match
thig calls placed, ard by the Eme be has o
Soavaea all the middicran ahove him of
moEsbia Iravd. well, you ot the picharg,
saffice b3 cay, thoese codos last Used in
mezraha, ey can last for a fang Eme,
bocausa the GOCOT owror is raxag it 20
much mradis, he'll sasily ignore the oxlra
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THE DEFINITIVE GUIDE

calks,
Calling Card Yerificatlan .
With regard ta messing around .c__:m._
Cglling Gard verifieanon, | pould wrila a
whole separate artcle on this, bul fpece
doas ol allow if at tis e, 5o, P just
give v the basics e

Bliach al the Galling Card werification
that's being deng by sleazy long distande
and ACIS sendeas js wery shabby. Sinca
pocees 1 ATATS caling card dalabase fo
werlication is cxpeasiea for hese compa-
migs, thay by 2 do without, Much of the
fime, they dont verly tha card at &l they
makn e it lpoks vabd (a valbd area coda
gnd oxchanga), and simply theow oul the
FIM, thus asseming the card is valid, A
valid assumption, givea that more than
95% of the cafing cards being punched into
COGOTs ans valid, it's a worthwhia risk ta
take, Hawever, tha shit hits e fan when
somaona recsives his bill, and sees that he
has a Bunch of caling card calls an is bil,
and ba doesn't even hava a calling cardl
Fravd is reposaed, the bursausfacy churns,
ikl firally, the gleary long disl&ncs com-
pary ends vp paying for the call. .m_...cn
grovgh of these eals, Nesc COMPaNkEs B
hell From ATAT and the ABOCE for nat
prapefly varifying calling cabd numbers.
Tha FOO gets nilo ha st and the campa-
ry pays fngs up the wazoo, A preby unn.n_
thing, if you ask ma, and you get & q.._.x.. el
out of [ as wel Hob a bad ransactan, nid
bodatall... .

Cner long dittance coripanies a A1
EOS Lervicns shaal verdication semvices
from ATET by dafng a 0+ cal en anathur
ling 16 & busy number, using the ca ._"_..m_
card aurner you punched in. [T recenes
a busy sgral, tha cand |2 good, athersza i
is nat, [ gither cade, the leng dislanca
comeany eludes the chamge dor aXEE5INg
the database, Wnen il comes 1o slingrg
glaaze, these companies deserva an
awerd, Ard Tiats why | urge all aul there 12
abilze the orap outof thesn.

Call Forwarding ]

This is aredher of ®a many niEreshng
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things $hal san be done wilh your ne qhaee
heod COCOT. Simply put, you get the
phora ramber o the CoOGOT, cal up your
loca phona company, fder call ferwending
for teat B, them go 1o the GOCOT and for-
ward it t3 wour romber, A _.h._m._.a_._.“ hand-
set rray ba reauirsd hee, if you &3t get
your hands an an unrastricted atlons,
Pulling a GHAA of doing seme researdh
may Be reguired i your lesal phone carmpa-
ny Esks a Jot of inforration betars process-
ing such requests as call forwarding. In
mios! cases ey don't, 8ad in S0mG Areds
thara are awismated fachtes for protess:
ing such FEGUEETS, .

Prasta! You now have an ailernata
pumber you can usa dof whatever pUpess
you hava in mend, it sould be used from
anything to gettng werified on a BEE to
salling drigs. Agein, your eihics are your
own; this i3 simply & 100l for thoze who
reed i Aaywsy, its practically wraceakio
b you as far a5 conventiznal medns &2
conoerned (SR, criss-crass directany,
ghe ). and you ghould Usa it 3o your advan-
1age, This & especialy & god todd R pe-
ple siraid 1o give oul Brel home numbers,

AL Aty Bre, you o&0 go o the COCoT
and doactvaie thr cal forwarding by
pumber. Since ro one ever calis the
COCOT, except far uzing the remabes =._,H_,_w
and this & rare and moslly wsed when fho
phone g browen, you should Bave fow il
sny calls interdad b the CooOT, IE e
do get & call fram a GOLOT servoe
buread, sincle say “wrong numoer”, oo o
tha COCOT, and de-activate call forwand-
g far a bew days, jusl 1 be sle. @ any
case, yaur real number canned be ohis ried
thrauch any corvettenal mesns by thesa
calling the SOCOT, ef even by hose
slanding al tha SOCOT msef. Howaver, i
ey really wanled ta gl ¥, Ty _H__.__n_
examing the memory a1 the COCET 5
switch grd pull your nomber oub of k2 zall
forwarding memory. Howeser, | have never
heard of this baipg dane, and it's wery
ualikely that thay would do this. Butd
wouldat resemmend vsing the ailernata

Yummer 7900

TO COCOTS

rambser for anything mari: than an altemata
renber for yoursgtE IF you =l drugs or
cad st or sommthing Tho that dor't uso
such an alternata nember for marm than a
fere days.
Tha Fulure of the COCOT

Wera detinibaly gong b ses many more
CoCOTs in $a dure. They wid bagin &2
salurate suburban and rural areas, where
they can rarely ba lound & this fima. Moere
CAC0OTs mean mara headachas iar the
pubfic but it alse means more & U wil pet
a charcs o erperment with iem.

"Much of the
Calling Card
verification that's
being done by
sleazy long
distance and
AQOS services is
very shabby."

Seourity, bedh phesical, snd snd-presk wil
och betier, espocialy ater CO0OT rmarutacie-
&5 mad fiis arbce. Dut it wll Be a3 leng e
befoms ez wi sot pomplelly soode GOCOT,
Wehizh i ot 5o bad enilly, bocause thon By il
sriualy b veorh slealing

In tha mesnbme, w can docrease thair
protiteraton by destraying any GQCOTs
that rp peocle off, Havirg COCOTs arpund
5 a hiler-swes! progosition. [n q way, ey
are an mkeRsing use o ..m_ﬁ_.__..un.n._u__.. ared
arsdies oater of exglomaion for the phone
_n_—w_.u_....l.._“. On the olher hang, they ang cyber-
relic maney-leechirg 2huses of wonok-
gy, which sheal Iroen a9l abilze tha cubiic
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Ehery asg fpeat b Sevve. Like ‘em of not,
Homy e foed B9 sy
Garing Mora Ik
Far Bz of ol 'whin wich 0 i ol rore
poout COC0Ts, | weould mooomerend Fonds <n
pxplornfan | would alsa recommend geiling
sorwe of e ODCOT ndusky pubicetions, and
vaious beepheng indisty publcations, You
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PRIME CONCLUSIONS

(conlinwed fFomi page 375
Aangs numdse=1
#s peath = b2r [oadhnarne *)
fco | == 1 Bho Senums
&3 path = [ [peernane Fpachta]
feord
type Mow alfached o %pehis
et
FEND-CLEE
Conelushn

&1 in all 1 find 178 PRINGS operat-
irg systern oxgellent, both In powear
and in usar frigndiness. One can do
a'most anylting from PRIMOS and ils
aszotinled vililes and language =ys-
tems. It's every bil as capable as
VARG or LUNTE,

Frimes hawe, oo P down sida, bedmo
a ot o eifiicul to hadk, Prime Computer,
Ing, has beoome aware of the horeazing
populadty of PRIMGS with nackers and has
faken tre approgristo steps in akecing is
cuslcmers. This probably has already
affecied yvou. Defaulls are gone. Syslsm
pesseerds ane n effect oraased system
security. This maes hacking Preng com-
pifers these days a dann sight mons di
el than it once wes. Ta This you may thank
Al thosa poople tral s HETLIME on
FRMENMET syskorms &nd 50 forlh,

Enjoy & Prims when you gel i one.
Exporintent with the aporating sysien. Most
of &1, howover, Isarn! One need nol be
ralicious b keam. Wien experimenting,
experment on wour own filesystems, not
themsn of the owners, As | have zaid, Lis
maors difficult to oblain PRIMGSE 2nd
FPRIMENET accourts thess days. Cherkh
ard bened from thern, BUt &0 not B2 e an
it v ond up making | haedor for every-
ora Bl
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Refererons

Fomsios 100 (PRMOS Commands
Fofenanca Guids)
FO¥T108-101 8 (Mew User's Guids o EDF
TR and FLUNORE;
FORFEE0PRAEDS Commans
Progranrimers Corpsskx)
FORZET (BASICAM Progranimen’s
T
Hacking PRIMTIS Volimes Land Ny
Codies Master)
Heekiny PRIACS [ and N iby BolJay)
ERIATES: Notsavking Cormmunesions (by
Macic Hassas)
PAUAADE Part oy Garief Culp T, LOOH
Tech Jouma #2)
PRAFE oy Hanus of the Hent)

Bcknowiedoements

Durirg ha courss of the wrting of Fis sedes
rery poock have lent me feir hilp and sup-
povL 1 v wish i acknowdedioe thoss it aded
e i i sk

Trrashirg Haga - Thenks for fa keas,
proofreading, and Belp n recoverng Tie oy
ri cocurments when e work cisix got 154
cis ares, You seved ms boen hes weecks of
retwping Tranks!

Tre Beshsaoet - Tharks for peting the doc-
wimeets o e fght peops: o 2500,

Pact Hacker - Winoud 2 of our hours and
howrs of discussion Tia seriss woukl not be
what itis now, Trenks!

And to 3l tha Feckers that have willen
ahoid B PRIADS opereig system inthe
past poas @ heaty thanks. Coudnt have
done T without you guys. Thatks ga b
Prime Suspect, Magic Hissan, The Godes
Master, Mocmoana, Manuk of the Mo, 2nd
Tra Fonza, Tharks guysl

May the foross of darkness become
conussd ot g Wap o o housa
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IT'S SIMPLE

In fact, it's never bzen simgpler To renew
your zmubscription to 2600, Just lcok at yoar
mailing labkal teo find cut when vour last
issus will ke. If you have two or fewer
issuecs remaining, it's prebabkly a good iLdea
Lo ronew now and avold all Lhe heartache
that usuzlly goez aleong with waiting until
vour zubscripticon haszs lapsed. (He don't
pestor you with a lot of reminders Like
oCher magazines.) And by renswing for multi-
ple yocars, you ¢an cheerfully ignoere all of
the warnings (and occgsional price ingreas-
es) that spresr on Page 47,

INDIIDUAL SUBSCRIPTION
O Tyear318 0O 2years/333 0 3 years/348
CORPCORATE SUBSCRIPTION
W 1yezr$45 10 2 years/385 O 3ycars/3125
OVERSEAS SUBSCRIPTION
O 9 year, individual’330 0 1 year, corporate/sS6s
IFETIME SUBSCRIPTION
0 %260 (you'll never have to desl with this again)
BACK ISSUES (never qut of date)
L 1984/525 O 19857325 0O 19088/%25 0O 19877425
J 198R/825 O 198%/%525
(OVERSEAS: ADD 5 PER YEAR OF BACK ISSUES)
[ndividual back issues for 1938,1939, 1997 are 55.23 each]
TOTAL AMOUNT EMCLOSED:




