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We Know

Vo showld have had this issue Inst
reonih. We know. We're sorry.

Bt Just because we avoided the
holiday rush (by rot conlribiling 1o
it} dpzsn’t mean that you "Il be fosing
ot In oo, we weed the exira five
to further pursne the late breaking
MCT seandal (see page 1} as well
as o couple of other siories, fnclud-
ing the latest on the famous virgs,

Wa've been playing with our new
adinnct frame (mentioned last dme

fr phis colurin) and are rather
pleased with the resulis. We have all
of the advantages of equal aecess
and direct averseas dialing withon!
fuaving g elecironic gr digital
switck. The exira fime involved fo
camplete @ call is nepligible. And
touch tones are sHll freel

The MU story i5 the first resuli of
anF Hew Loy, Ag we scan out differ-
ent companries and fnvesiigate them,
mare tales will wnfold.
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A Report on the

by Bob Page
o University of Lowell
Computer Sclence Department

{Beprinted fraom the RISKE
Mewsigllar, an eleclrons pubilica-
ton avallable on many machines
that are accessible by networks.)

Here's the . scoop on the
"Internet Worm”™. Aclually it's not a
Yirus -- 8 virus- is a piece of code
thal adds iself to olher programs,
including ocperating systems. It
cannot run independently, but
rather requires that ds "host™ pro-
gram be run bo activate /. As such,
it has a clear analogy 19 biological
viruses -- those viruses are not
congiderad live, but they invade
hest cells and take them over,
making them produce new Virlses.

A wormis a program that can
run by itzelf and can propagate a
fully working version of itsell to
ather machines, As such, what
was sat loose on the Inlernat was
cleary a womm.

This data was collecied through
an emergancy mailing list sel up
by Gene Spalford at Purdueg
Universily, Tor administrators of
mapr Infernat sdas -- same of the
1axl is ncloded warbatim Iram hal
lis1.

The basic object of the worm is
10 get a shell on another machine
o il can reproduce Tuidber. There
ara three ways il allacks: send-
mail, firgerd, and rshrexes.

The Sendmail Attack
In the sendmail altack, the

FPaged 2600 Mapozine

woIm opens a TCP connection 1o
anothar maching's sendmail {the
SMTP por), itvokes debug mode,
and sends a RCPT TGO that
requests its dala be piped through
a shall. That data, a shall séript
itfirst-slage boolstrap) creates a
temporary second-slage boolsirap
file called x3%5.1.¢ (where "33 is
the current process (D). Thiz is a
small (40-line) & program.

The first-slage bootsirap com-
piles this program with the kocal oo
and execules it with arguments
giving the Internet hostids
socket/password of where it just
came from, The secaond-stage
bootstrap (the compiled C pro-
gram) sucks over lwo abject filas,
¥3d.vax .o and x5%,2un3.o from the
attacking host. 1 has an array for
20 file names (presumably for 20
differem machines), but only two
ivax and sun) were compiled in to
ihis code. H then figures oul

.whether it's running under BSD ar

Sun(¥E and links the appropriale
file against the © rany o produce
an exegulable program called
fusntmp'sh - g0 i koks ke the
Bourne shell o anyone who
booked there.
The Fingerd Atlack

Im the fingerd allack, it trigs 10
infiltrate systems via a bog in fin-
gerd, the finger dasman.
Apparently this is where most of 83
sUcCess was (not in sendmail, as
was ariginally reparted). When fin-
gerd is connecled to, it reads ifs
argumenis from a pipsa, bul doesn

Winrer 1933-89

with the command

Internet Worm

iredt bow proch ot reads. H ot reads
rore than the internal 512-byle
bullar zllowad, it writes pazst 1he
ersi ol A5 stack. Afterthe stack iz a
cominand 1o bhe - exesuled
Yusrucidlinger”) that actualiy
doos The work, QOn g VAKX, the
worm kresw how much further from
e stack it had o clebber to get 10
|
which il replaced

“hindshT

instead ol the fin-
qer command
being executed, a
shedll was started with no- argu-
mers. Since this iz nun n 1he con-
texl ol ke lingar daemon, stdin
and sldoul are connecled 1o 1he
network socxet, and all the files
were sucked over just like the shell
thal zendmail provided.
The REH/REXEC Atlack

Tha third way it tried o gel indo

syclems was via the rhasts and

feicdhosts equiy files 0 dalermine

‘fusted” hasts where it might be
able 1o -migrate 1o, To use the
Thaziz feature, it necded 10 actual-

I¥-gel into people's accounts -
Since 1he worm was nol funning as
raot (it was running as dasmon) it
had to-figure out people’'s pass
words. To do this, it weni through

the Yelc/passwd dile, trying 1o

TUEss pasewords, It tried combina

lions of: the usarname, the last.

liest. last and lirst, nicknames {from
e GECOS field), and a list of

Winter 198550

COTITIE M ——— e ST E TS,
"I s prenty successful in
tne finding passwords, a5 most panana, bananas
pourne shelly. So o people don't chooye them
very well.”

special "popular” passwords:

234, academia, a2arobics, ailr
piane, albany, albalrass, albert,
alex, ataxander, algebra, aliases.
aiphabel, ama, amorphals, ang
lag, anchor, andromachke, ani-
mals, answer, anthropagenic,
aneis, anything, - aria, arizdne,
arrow, -arthur, athena, stme.
aztecs,
arure,

bacchus, Ballay,

bandil, banks, Bar-
ber, bamtang, bass,
bazsoohn, balman,
boater, - beauly,
begthoven, -~ beloved, benrz,
Beawoll, berkeley, borfiner, eyl
bewvarly, bicameral, bob, bronda,
Drian, bridget, brogdway, bom-
bhng, burgess

campanils, cantor, cardingl,
Canmoen, carpling, carofine, cas.
cades, caslie, cal, cayuga, celtics,
caniaan, change, charlgs, charm-
g, charan, chosler, oigar, clas-
siz, clusters, coffes, coke, ooliing,
comrades, compuler, condo,
cookie, coapar, Corneliug, COoUs-
Cous, cragiion, creosele, crelin,

daeman.  dancer, danial
danny, dave, decaember, defge,
deluge, desperale, develop,
aredar, digital, discavery, disney,
oy, droughi, duncan.

gagear, easior, adges, edin-
Doegh, - edwin, edwing, egahedd,
eiderdown, ellean, omslein, ele-
phant, alizabarh, oilen, emerald,
grging, sngineer, enlferprise,
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enzyme, ersalz, establish, esiate.
cuchd, gvalyn, extansion

fainway, felicla, fendar, fermar
oy, tinite, fishers, flakes, foat,
fower, Howers, foolprest, foatbal
foresioht, formal, forsythe, fourier,
fred, fnend, frighten, fun, fungibla.

gabriel, gardner, garfield,
QAuss. gearge, gorirude, ginger,
Qiacier, gnu, golfer, gorgeaus,
gerges, gosiing, gouge, grahant,
gryehon, guest, guitar, gumption,
M.H..__..._m.._.w.

hacker, harmigl, handily, kap-
pening, harmony, harold, hareey,
nebrides, heintgin, hello, help,
herbart, hiawatha, hibornia,
faney, harse, harus, hulohins.

imbroglio, imperial, include,
fngres, inna, innoctows, inshman.
/51,

japan, fessica, jester, fjixian,
johang, jossph, foshua, udith, jug-
ale, julia.

kathieen, kecml, Kernol kirk-
land, knighi.

ladle, lambda, lamination,
idrkin, farry, lazarus, lebesgue,
i2g, foldand, leroy, lonids, fight, lisa,
iziis, fnoe,

macintosh, mack, maggot,
magic, malcalm, mark, markus,
Many, marvin, masler, maurice,
mmellan,. meclin, mels, michael,
rizhele, mike, minimem, rinsky,
moguls, Mmaags, mordey, mozard,

nrancy, napalegn, repenths,
D885, NElwark, newlan, next, nox-
oLE, nuinEan, mequist,

ceegnography, acalfaf, olivett
alivia, aracla, oroa, arwell, asiviz,

FPrge & 2600 Mapazing

The Virus

culiaw, axford,

pacific, paintess, pakistan,
DA, papers, password, patncia,
penguin, pearia, parcalale, per-
simmon, persona, pete, patar,
philip, phegnix, plerre, pizza,
plover, plymouth, polynamial,
pondering, pork, pastar, praise,
precious, prelude, prince, prince-
fon, prolect, profezoa, pumpkin,
pufeel, puopet.

rababit, rachmaninoff, ralnbow,
raindrap, rafeigh, random. rascal,
redlly, rebecca, remate, rick, rip-
ple, robalics, rechester, ralex.
romans, renald, rosebud, rose-
AT, roses, ruben, rwles, ruth

sal, saxon, scamper, scheme,
sooll, scally, secrel, zensar,
saranily,  sharks,  sharon,
sheflighd, sheldan, shiva, shivars,
shuitle, signature, siman, simpla,
slger, single, smile, smiles,
smaoch, smather,  snatch,
SNOapY, 030, secrales, sossing.
sparrows, s0it, Spring, springear,
squires, sirangle, siratfard,
stultgarl, subway, sbccess, sum-
IR, EUDEE, - Supersiage, suppbord,
supported. surfer, suvzanne,
EWearer, spmmealry,

tangering, tape, target, lar-
ragon, taylor, telephone, tempra-
tion, thailand, tiger, toggle,
tamalo, topography, forfoise, foy-
ala, fraifs, frivial trombene, fubas,
fultle,

umesh, unhappy, uficarn,
rkrawy, unehin, Ugility.

vasan!, vartige, vicky, village,
_..._._..ﬁ..._d.__m..

Winter TRER.8%
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WATED, WAIS!, woanis, wiai-
nal, e, whitiey, wil, wiiam,
wiliameburg, wille, winston, wis-
Consin, wizard, wombgt wood-
wingd wornhecoo,

raca, yang, yoallowstone,
YOSETIE.

Fap, Fimamenman,

[l wignd have picked some of
theze az "popular passwords, but
[han again, 'm net a worm writer,
What do | Kpow?]

Wihan evarything alse fails, it
apens Jusrdictwards and tries
every ward in the dtionary. It i
pretly successful in finding pass-
words, as most people dant
chacse them very wall Onpce i
gets inlg someone's accaunt, i
leoks 1or & rhosts fite and does an
rsh” andlar “rexec” 1o anothar
host, sucks over the necessary
lifes inta fusr'tmp and runs
AsrAmpish to star alt over again

Between these three melhods
of attack (sandmail, fingerd,
:rhiosts), it was abfe to spread very

Aguickly.

The Worm [tselH

[he “sh® program is fhe actual
WO Whan it stars up it clobbers
its argv array 50 4 "ps” will not
Sace s narme, It opens all s neg-
essary files, then unlinks [deletes)
IFam =0 thay can't be found fsince
it has them opan, however, il can
still 2ccess the contents). B then
Ines toinlacl a5 many other hosls
a5 poesilig -- when il successfully
cannects 10 one host, it forks 3
chitd 1o continue the iflecticn while

Wisfer FURY-FU

- We Were All Waiting For

the parant keeps on Irying new
stz

One of the things it does before
it atfacks a nost is connect o the
telnat pont and immediately close
A. Thus, “elnetd: ttocp: pear died:
in fusradmimeszages means the
worm atternpted an allack.

The worm's role In ke is to
reproguce -- nothing morg. To do
that it needs to find other hosis, &t
does a “natstat -r -n° to find local
rowlas o ofher hoziz & networks,
ook in fetcrhozsts, and uses the
veliow pages distributed hasts file
i its available. Any time il finds a
host, it trics to infect it through ene
of the threo above methods, Once
it finds a local nefwaork [like
128.63.nn.nn for ulowall} it
sequenlially fries cvery address in
that ranga.

I the system crashes or is
rebodled, most system baot proce-
dures clear Amp and Justimp as a
rmater o Course, erasing any evi-
dance. Howevar, sendmail log files
show mail coming in from usar
fdewrull for user soinvsed, which is
a lipef {hat the worm entered.

Each time the worm is starfod,
there is a 1415 chance (it cal's ran
camiyl that it sends a single hyte
to ernic.berkeley edu on soms
magic part, apparently to act as
seme Kind of moniloring mecha-
i

The Crackdown

Three main 'swal” leams from
Berkelay, MIT, and Purdue found
coplas of the VAX code (the o
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filez had all the symbels intact with
somewhal meaningful names) and
disassembled il into about 3000
lines of . The BSD davelpmen
tzam poked fun at the code, aven
ooing so far lo point out bugs in
the code and supplying source
patches for It! They have not
released the aclual source code,
however, and refuse to do so. That
could change -- thare are a num-
ber of poople who warnt 1o see the
Cade,

Foricns of the code appear
incomplete, as if the program
developmen! was not yet finished.
For exampla, it knows the offset
needsd to braak the BSD fingerd,
bul doesn't know the correct offset
for Sum's fingard [which causes it
o dump core); it also doesn't
erase 15 tracks as cleverly as it
fright; and so on.

The worm uses a variable
called "pleagequit’ bul doesn't cor-
reclly initialize it, s0 some folks
ddded a module called _worm.o e
the C library, which is produced
from: inl pleasequil = -1 the fact
that this value is set to -1 will
cause i 1a exit alter one iteration

The clyse scruliny of the code
also tumed up comments on the
Pregrammear's style. Varbatim fram
someone at MIT. “From disassem-
blirg the code, it looks like the pro-
grammer iz redlly anally retentive
about checking return ¢odes, and,
in addition, prefers to use array
mndexing instead of pointers i
walk through arrays.”

Pape 8§ 2600 Mapazine

Chaos in the | Computer Networks

Afyona wha looks at the binary
will nal see any embedded sirings
- thay are XOR'ed with 81 {hex).
That's how the shell commands
are imbeddad, The "sbvious"
passwords are slared with their
high bit set.

Although it spreads very last, i
i5 somewhat slowed down by the
fact that it drives the load average
up an the machine -- 1his is due to
all the erncryptions going on, and
tha large number of incoming
warms from other machines

[Initially. the fastest defense
against the worm is to creale a
directary called fusrtmpish. The
script that creates jusrtmp/sh from
ane of the o filas checks 1o see i
fusrtmp'sh axists, but not to soe
'S & directory. This fix is known as
"the condom®,]

Mew What?

Mone of the Ulowel machines
were hit by the waorm. Whan BEMN
staffers found their systems infect-
ed. they cut themsehes off from all
other hosts, Sinca our connection
to the Internat is through BBN, we
wareg cul off 33 well. Before we
werg cit off, 1 received mail abaut
the sendmail geoblem and installed
a patch lo disable the feafure the
WOorm wses 1o gal in through send-
mall. | had made local maditica-
tions to fingerd which changed the
ofleels, so any atternpt to scribble
over the stack wauld probably
hava endad up in a core dumg.

Mast Internel systems rnning
4. 3B50 or SunDS have instaliad

Winger 1435-59

tha necassary patches to close tha
holes and have rejoined the
Infernet. As you would expect,
there is a renewed interest in Sys-
temvnetwork security, finding and
plugging halas, and speculation
gver whal will happen to the
WOM's crealor.

It you havent read or walched
the news, various log files have
named the responsible person as
Roben Morris Jr., a 23-year old
doctoral student al Cornell. His
falher is head of the Nalional
Computer Security Centar, the
NSA's public effort in computer
zecdrily, and has lectured widaly
On SCCcuUrily aspects of UM,

Associales of the student claim
the worm was a "mislake™ -- that
he intended to unleash it but it was
nol supposed to move So quickly
or spread so much. His goal (from
what | understand) was ta have a
program "Tive” within the Internet.
the reporis that he intended it 1o

- spread slowly are true, then it's

possible that the byles sant 1o
emie berkelsy.edu were intended
to monitor the spread of the wornm.
Some news reports mentionad
that he panicked when, via zome
"mgnitering mechanizsm® he saw
how Tast it had propagated.

A sourge inside DEC repors
thal although the worm didn't
maka much progress there, it was
sighted on gaveral machines that
wouldnt be an its normal propaga-
tion path, i.e. not gateways and
not on the same subnet. These
machines are not reachable from
the cutside. Momis was a summer
intern at DEC in "87. He might
have included names or address-
a5 he remembered az largels lor
infesling hidden internal networks.
Most ol the DEC machines in
question betang o the group he
worked in.

The final word has not been
written -- | dont think the FBI has
even met with this guy yet. It will
be interesting to see what hap-

PENS.
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MCI: The Phone Company With

It all starced with what soumdsd like &
frecaedly phiorss call m Ociober:

“Hello, tis o Pericra from MCLL We
norited thar you presently have an account
with MCT and wee wanted tnlag Wl Kmoer
that we'll b offering ‘sne plus” service in
vour ares siartng December 10h. We'd
Ik Ly verify your address,”

The nice lady then read us our addeoss,
whizh was ans handred percent correct.
She then said anather person woubd call 1z
Lo confitm this informarion. Thae call
came withun mimatas and was almiost iden
Lical in conltent,

A oouple of woeks later we por snother
a0l Teese £alls on zmother of our Tnes
ikt had s MCT account attached 10 i,
But this time the second call never came,

In carly Decernber, oqual 2ccess carme
o phane lines, We decided o check
i staluy of those pwo lines thar had gol-
et e calls, We dizled -T0O0-555-4141.
And guess what? They hod both been
clauned by MCL Surprizsed? We weren't,
[zt fact, whea those calls come in, we
2xpevied them W iy and pull this scam
we'd heard so moch about. They made one
g rnistake though - they ricd i om us

We alwavs listen very carefully when
phore comparies call w. And we can saw
very dafinitely that MCI pover asked 15 if
we Wanitd i choose them as our bang dis-
fanppe Carrier. AL they asked e o do was
o verily cur zddress,

OK, 50 it was a sloppry representative,
Maybe ovin a comups ooc. How canoyvou
COTEEAMIN dn enlire gompany because of
the ariions of oné person? That's quite
zasy. I kappened more then once.
D:fferant ropreseniatives called diffessnt
phoae punbers and pave the same il
speech. And we've fourd oot thet otder
prople kave goiten the szme treatment
This indicsies w0 us that these repressraa-
Lwes ar2 resding a scripo that tells them
el Rtk the customer whetles they acty-
ally gt MOTs "one plus™ service.
Address verificanee, 2ter allis & musch
less eomrovarsal 1ssue.

Poge 10 2800 Magazine

Berbaps MT feels they're aking a cal-
vulaled risk Juze. They only seem to maks
_.:R.n calls o people who already vee MO
in s lorm. Mayvbe they feel these peo-
Pl won't raise & fuss when they discover
who their long distance company is. In
[act, they mey never even discover that
MO is their carrier since they mest likely
have been getting MCT bills in the pase
Remember, these are people who have
already bean uzing MOTs sorvices.

Regardloss of whether or not it pays
off, Vs distressing to see such dishonest
teencs on the part of a major company.

This isn't onr only gripe with MO We
had Tween nsing an account on MCTs 950-
1924 dizlup. In Navember we paid the hill
2 few daye late it was under $100, Well,
¥z and behold, they discormected aur code
withoul any werning. When we asked
thean o reconnest i they said they would
have 1o handle our payment for 10 days
first. Ten days went by and the code was
sull down. We ssked again. This tme,
they said they were phasing out thal ser-
wice, 50 they oouldn't reconnect us, B
they came up with 2 bright ides, We could
wie wur Ta-dipie MOCT Card code zstead of
aur old 3-dign code. "IFs just as easy to
rmnember,” they said

Clearly, they bave the riplt to phase
cul their services and replace them with
less n_.nmum_u_u. omes. Bur ones again, it the
Wiy 1 which they did it. MCI jumped at
the first opportumry o Lake awsy our old
code instead of being up frone and leiting
their customess know thet a2 of a certai
date this service would be terminated.
Eeing socaky 2bout it doem't do mmyons
angy pood,

The Real $cam

Wa've saved the best for st When we
discovered that MCT had selected them-
selvies as pur [eng distance carricss, we
dectded f experiment & litk= O of our
crperimenis involvd Lying to make an
wperalor assisted call Crero plus™) on an
MOE Yineo MCI dossn't aoffer DperELor
asrisled services, S0 we wera curicus a5 1o

Winser 1955-59

A Lot of Explaining To Do

what would lappen when we triad o do
rhix.

YWhat kappened was g big susseice. We
gk ihe same livde Fadoep dial wooe that we
gol on ATET - in athar words, ths
prempt Ly enler our ATET calling card
rumnber. We srered the card ember and
ware astoumdsd o hoar & cocording say,

“Thank you for usmg NTS.®

NTET Who the hell were they?F And
whal were Lhey doing accepting ATET
callng card numbers on MC1 lines?

We'll skip all of the drama and «unply
1ell wou whar we foond oo NTS is =
Alternate Croersior Servics (ADS) compa
nw. They handle calls freon bolel rooms
and privalely owned payphones. Their
rales are often double those of ATET.
Arel it seemes that n varions parts of the
country. MCT has & clendestioe relation.
shap with thwee people. We say clardestine
Because wete m ke habil of ﬂ..___uu._._.m. 2l of
ikt lieratuse from every phone company
that setyes pir ar=a, Ard nowhere bas this
litlle "s=rwice™ heen mentioned. We have
yei tn find anyons in MCI who 15 even
aware of this arrangement. On the other
hand, TS (based in Recioville, Maryland)
is quiks proud of tee MCT commection. All
#f the NTS oporemes (who can rick any-
ong ine beligving theyre really from
ATET) are aware that they provide see-
vice far MO "zero plus” cozfomers.

Why docs MOT v an 408 We cant
irnaguss, But we can 11l you the effscis IF
vou decide to call spmeone collect from
your phane ared MCI .—_.uhnﬂz...._m o b Yo
.__H._.m. distance carrier, the persen who
fizepts on the othar and will wind up with
o= hell of 8 sorpeise when they pet the
Lill, Wow'll be 1he one gelling the suTpeiss
ibyou forgel that MCT diresn'l have opern-
bors ared you atlempl oo plase &R oporator-
azzisted or calling cand call doough them.
The mosr Likely sccoario, tough, would
b= soqrerir g Dike thas: vou visil 2 friend
ared need to make 3 phone cell from his
holse, Since vou don't want 1 make your
.m_._.ﬂ_m Py, wou dizl 3t "rero plus” 2nd hill
ok vour calling card. Flaw zre vou o
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now that wour fricnd sebected MCT as hus
lowsg disterce carrier arcd thal you'se just
[z sovimdbed by an ADST Fethaps MCl's
new slogan can bes "W bring the thrill of
hotel phones fipht oo your own boomet"

Mow we should point out that this
"HTE Cormection” doesn't work evsry-
where. In wvme areas ol et w.u_n.n___._.._._._.._.m..m
when you try to make "zero phas” calls
using MCL W need w kpow wheee
docs work., Yoo can fied our ar ro chasge
by diglang 102220 Fallesied by a ten digit
phone numnber [Fou can os: your own), I
you hear 2 fading disl fone, i means
yaa're ghaul in he commected o NTS, Yoo
can stoy om and ask 2 whele bor of gaes-
tomns if yoo went Les ws krow of in works
1 your afea Yoo can do the above even
if MCT isn'U your primary carmier -- the
10222 rootes the call to MCL You souss
have equal aerese in your sfea 1o order o
try this )

Thare's feally ool much more w0 add.
We are demending a public stalement
from MCT addressing the issues of signing
g unsuspecling comsumers and .v._.._“_._h_w
their own custemers caoorbitant feres for
operalor-assisied calls withour elling
tham, We don't expect o ever pet such 2
slalemant.

Several wears g0, we prinied a stoery
abwxar MCH's electronic mail system, Ml
Mal, whick had 2 policy of terminating
acoounts that had receired mail net 1o
MCTs liking, W caltled it a flagrer inva
syonl of privecy W peruse the mail of their
awn paymg subscribers. The president of
MO indicated that he couldn't care less.

S0 all we cm say right now is that it
would  be 2 very W_Hru ides o _.._n_u.....ﬁ._..ﬂ
MO for 2l of the above reasons, A coome
pany thal fesoas © sech devieus methods
of makmp mor=y and thai Feats fls cos-
twmers 5o shabbily is not worthy of the
histarical significance s founders
geiisved.

We would appreciate iy i this article
wias sproad arownd fnwhatever ways pos-
sible -
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A HACKER'S GUIDE

by Red Knight
Phreskers/Hacksrs Undarground
Malwork
Briel Histary of LN

Irs besause ol Ken Tompson that
ioday we'te able to hack UMD He
uzed o wiork 1or Ball Lats in the 605
Tampson . stamed  oub using - the
MULTICS C5. It was later eliminated
and Tompsan was laft withoul an
opsralitg syslerm 10 work with, He had
i came dp with something really
quick, He did fome research and in
1968 UNIX came into being. It owas i
single user syslem and it didni have
rraaryy crpabibtes, v a comained etlon
with athers he rewrste the version in G
and added some good features, This
warsion camse aul n 1973 and was
nads availabie to the public. This was
the beginning of UNIX as ii's prasently
koown. Tha marg refined varsian ol
UMK i keown as UMD system WO 0
was developed by Barkeley University
zrd it has unique capabiltics

Various types of UMEKes are CPEX,
Berkeley Ver 4.1, Berteloy 4.2, FOZ,
Genix, HP-UX, 1540, O%x, PC-
PERPOES  Sys®, Ulire, Jeus, Kanix,
LRITY, WENE,  UTS, - Unisys,
Unipluz+, - UNGOS - Idris, - QNIX,
Coherant, Cromix, Syslern iU, System
7, sl adien,

Hacking UHEX
| befeve that hacking inta any oarm-
psar raguiras .a_._.|_.._._._.:._.".__."_mnr af the GpEr-
ating system dseld. Basically what | will
try 1o co is get you 1o be more Tamiliar
with UMNIX cperatios and 15 wgelul
cammands.

Errof Messages (UHIX syatem V)
Lagin Incorrect - an invald 1D andfor
password was enlersd. This maans
very litfhe. In UHEX there is o way o
gusssing vahd uzer IDs. You may
come acrass this one when inying fo

Poage 12 2 Magpazine

gat in,

Mo more leging - wii happen when
the systiem wont accest 2ny more
logins. Thiz could mean the system is
going down.

Unknawn 1D - will Rappsn i an invalid
i i= entered using the {su) command.
Your password has expirad - This is
quite rare. Raading the alopasswd wil
show you &t what injenvals ® changas.
You may not change the password -
The password has nol yel aged
encugh. The adminisiralor sels the
quatas far the wears,

Unkmown group [group's namaj
occurs when chgrp i5 execided and
the graup dogsnt exst

Barry - indcates 131 you have typsd
in &n invalid supar user password
(eacutcn of tha su),

Permizsion denied! - indicates you
rrust ba the ownsr of & SUpsl user to
changs the passwond,

Soerry [ of waaks] since last
change - this will happan when the
password has nal aged anough and
you try 1o change .

[directory name]: no parmission -
you @t trying 1o removes a direstary for
which you have nd permission.

[fiie neme] not removed - trying 1o
delete = file owned by anclhber user
that vou don’ have wiile permission
tor.

[dirname] not removed - cwnersho
af 1he dir that you're trying to delete is
ot wours

[dirmarne] not emply - the directary
containg files o you must dekle the
files belore exscuting the rrudin,
[command] net found - you have
arntarsd an =valid cormmand which =
nict weowen bo UNTX.

can't execute pwd - samething's
wrong with the system and 4 cant exe-
Gube the pad command,

Wianer FEsT-59
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TO UNIX

cannol chdir to - {,, maans one
hevi| wap) parmission is requiced 1o axa-
cute pwd above the current direciory,
can't open [file name] - you delised
the wrong path or lile name or you
have no resd permission.
cp: [lile name] and [file name] are
identical - saf-axplanatory.
camnot locale parant directory -
oocurs whess using rmy,
[tflle name] net found - file which
you're Irying to move doesnt exist.
You have mail - zelf-explanalony.
Error Messages
{Basic Hetwortking Wility)
cu; nal found - nelwarking not
miskallad,
lxgin falled - inva®d ID or password or
WIDM] Numingr speciiad.
dial - Failed - the sysiem naver
answerad due o & wrong numbsr,
uucp camplately failed - did ant
specily file after -5
wrang time 1o call - you called at a
time not specilied in the systems g,
sy stem not In systems - yvou called &
remeia not in the systems hla
UNIX Logen Format

The firs! thing you must do is switch
o lwisr case,
- Here is what you will see {somg-
tenes there will be o system identifi-
£r),

ATAT UNIX Sys VR3O0 {example of 2
SySlem identiier)

loqin:
or

Login:

Any of these is a UNIX. This is
¥hare vou will hava to quess at @ vald
Lear 1D, Here are some that | have
CLme across: gl glt, radgo, rml,

- Chestar, cat, fom, cora, hito, hwill,

Winier TOES-59

edcasay, and alse some containing
numbers: srith1, mitug, end soma
coniaining special characters Bka bra-
mar§, [#lox. Login names have o ba 3
o B characters in lenglh, lowercase,
and must start with a letter. In some
XENIX zystems one may login as
“guest®.
Usar Level Accounts

In UNEX they have what are called
accounts. These accounts can ba
used at the “login:” prompl, Here is a
list:

£ys5

bin

troatiber

dasmen

uuco

fAuuC

fa

P

adm

hsten - # starlan is instalsd

"Super user accounts
make UNIX worth
hacking.”

e e ey
Super Usar Accounts

And then there zre super user
accounts which make UMDY worih
hackirg, Thesa accounts are used for
a specific job. In large systems they
are assigned o users wha have o
respensioility @ maintain subsystems,
Thay are as follows (all lower casa):
root - this is a must. The system
comes conligursd with i B has oo
rastrictions. B has power over every

2600 Magazineg Fage I3



HACKING AWAY

alrer sccoun

UnNMeUnisya - unmalns filas.

getlp - syelem =i,

makefays - makas & new fila

sysadm - alows ussfu! commands
whoesst need rood kagin,

POWERdown - powering system down,
mounllsys - mownts files,

checkisys - checks files.

Theze acoounis will definfely hava
SasEworcs assigned m tham. Theseo
socounis are-also commands vsed by
e zysten administratar. Here are
spre examples ol accousts | have
SEa

cron

Juhelip

usans]

SONALCCD

M2

natwark

bialiooy

la

Vasiar

ez

CAMms

1inja

vote

wiarkie

sysinin

Paasword Entry
Allsr the login prompt wau will
rECEND A password promps

password:
o .

Fassward:

Entar the password (n won't echol.
The password rule iz as follows: sach
pEsgwend has o confain 3l Inas) six
characiers, The maximum iz eighi,
Two of these haws 1o be leters and at
least one has 1o be a nember or 3 spe-

szl charadier.
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The elers can b in vpoer case o
Iowar case. Hete aie some of the
sasswords that | have seen! Ansuyal,
FLATOONE,  wFosT8,  ShAsHi..,
Diwd 1 Ten,

The paszwords dor the super usor
Aacoounis will be ditficel fo hack. You
can Iy the aocounts interchangeably
rexample loginssyszdm password:
mekefaysl. It really cooid be anything
The ussr passwards ara changad by
BN aging frocess at successig iffear-
vais. The uzers are forced to change
1. The supar user will pick o passwond
that wanl need charging for & long
period of time,

You Have Made I

The hard pan i over and hopefully
you - have hacked a super-usar
acoount. The aewt thing you'll probably
560 5 1he sysiem news;

lzgin:john

password: hacker

Bystam naws

There wiil be no networking offered
fa the users till Augusi 15, due 1o
hardware problems.

5

£ iz he UNIX prompt which means
1ha UNE is waiting for a commarnd to
oe entered. | will usa this throughou!
e article 1o show oulputs, ete, [if's
~ab a past af the command). # means
youre legged in a5 root (very good).

How LINIX |2 Made Up

LIMEX is mads up of those oompa-
naris: thie shell, 1the Kerna!, and the file
system.

The Shel)

The shef iz a high lewel language.
It Fas two imporiant uses. B acts as 3
command interpreter. For instancs,
when using commands ke cat, who.

Wimter JUNY-FU

ON UNIX

S el the shell is 3 wek figuring agt
whizther you have entered 2 eo mmiarnd
zorrectly of not. The second mas)
impartant reason for the she!l = s
ab¥ty to be uvzed as pree ramming lan-
guage. Suppose you'rs performing
some tasks repestedly aver and over
again. You can program the shell la do
this for you
The Kernal
You could say thal the kernal is the
heart of 1the UNIX oparating system,
The karnal s a low laval language
lewer than the shell whish malnlzine
procasses. The ketnal handias memno-
Ny bsage, mantaing the file system,
the soliware, and hardware davices.
The File System
- The filg system in UNIX i= dividad
Mo three categesies: directarias, ordi.
nary files, and special files, id,-]
SEE FITURE A_

Ui - & e Kasmal

ular user [this directary contains tha
Apassend filg),

Herg are soma files under the jace
direciony:

Jetopasswd

fabouteng

seledadmesu o

feleiroed

fatcigroup

feleiconf

selcdrafile

fdev - confains tiles for physicar
n._m.__.ﬁ.ﬁ such as the printar and the
dsk drives,

ftmp - tampoarny fila diractory,

Aib - directory thad contains pragrams
lor high leved languages.

fust - this directary conlaing ditecto-
ries far sach user on the syslem.
Exarnpla of a list of filas undes fusr:

: b . fusrmps
WG - contains system administrators fusrih
filaz. Most are not availabla o the reg- fuarfdocs
Basic gructine
1} - 15 13 30 aabveialion tor e root diegio
T e ViR i
= _..,h Syalam
................................. e i
I | 1 I 1 | | |
A SERC ey M D jusr Coas? g
| :
i ek U177
Teaagl e ot sty
huide it LN I -
o [ [ [ o
Onle Syl S SGRTES Fin iRl
*prohla - i sase | ... | | qm.....n.
FOUMGEh I changs ool | [ caa 7 |
bt = R P e T atheln sharwars H
Alter e kg i, @ i i
eRale 0 s gz
FIZURE &
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HACKER'S GUIDE

SESrinoes
s o]
fusrspoolio
Adsrfibiuucn

‘bin - cantains execulab’e programs
lenrmands)

The roct also contains:
fbek - used 1o mount 2 backup fils
system.
finstall - vsed 1o install and ramove
utilities,
Nagtsfound - this is where all the
rermoved files go. This dir is used by
Tz (1M
feave - #uality used 1o s data,
‘rant - used for temparany mounting.

Local Commands
Explained in Detail
At the UNIX prompd, type the pad
command,’ i will show you thi curent
working directory you arg in.

% pwd

fusrfadmin - assuming that you have
hacked inle & super usar Acoouni,

%

This gives you the full login directo-
ry. The / before tels you 1he localion
ol the root dirschony.

or

iredier to the diagram abowve)
£ pwd

fusrijehn - assuming Lhal you have
hacked inta John's account.
5

Mow lets s2y you wanted 1o move
down o the michalls directory [you
awn this) which ¢ontains bettars. You
would typs: =)

% cd michelle

of
% cd usrfjohn/mlchellz
% pwd
fuspahn'michells
>

To go back one directary, type in:
$od.

ar 1o go back 1o your parent direcio-
ry, jusl type in "od”.

Ta lisl file direclories, assiming you
ari in the parent directon’

5 Is fusrijehn
mail

pers

games

bin

michil e

This won1 give you the prolile file.
To view it typa:

Fcd
Fls-a

profile

To list 1ile names in michelle's
directorny type in :
% 15 michelle (that is, f you'ra in the

s

oAl B0

-PWAT Gjoke  boetoa  SDaxd 3 04
dwe——— T pinn bebos 502 24583

t

mai
s

raxs-a--- o GparTy oloshos 1S AT 1300 partys

FEGLUHE &
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TO UNIX

“jete” directong)
3 Is lusrjehn/michelle [parent direc-
Tey

Is -1

The 15 -1 i% an an imperlant come-
rmand in UMIX., This command dis-
olays 1the whals directory in long
lewmal. Hun 15 in the parent directa-
ry.

EEE FIGURE B.

Tha jctal 60 1ells you the amount of
dizx space used in a directory. The -
rwxe-K-- 1% read in frigles of thres. The
{irst character {-d,b.c) means the fol-
lowing: - is an ordinary file, d iz &
diresdary, b is a blodk file, © & a char-
acter file.

The r stands for read permission, w
lar wrila permission, £ far sxeculs,
The frst column &= read in three triples
as slated sbove. Tha iirst group of
lthres {in ._..__.:._.T”._“...“_ allar the ="
gpeaiies the permission for the owner
of the file, the second irple is lor the
groups (the fourlh column), and the
las1 tripie indcatas the permissons for
&ll iher users. Therefore the -nase-x-—
iz read as follows: the owner john has
permisson b read, wiite, and exesuls
anything in the bin direciery but the
aroup has no write permission bo @ and
e et of e users hade A0 poeimis
sion a2l 2l The format of one af the
hires in the above oulput iz as follows:

Na typa'permissions, links, user's
name, group, bytes laken, dals, tima
wien last renewed, disectory o 4ila
MEMe.

chmeod
The chmod command changes per-
Mission of & directory or a file. Fomat
B chrod whals, - =)ir, w, =) Tha who
15 Sybstituted by u-vser, g-group, o-
Sher users, a-all. The + means acd

Winter TOES-50

pEIMission, - Means ramove permis-
sign, = means szsign. Example: if you
wanied all cther usars to read the file
erarmed mad, yol wesld Typae:

% chmod owr malil

cat

Mow suppose you wanted o rezd
tha fite lsdtar. There are bwa ways of
daing this, Firsl, go to the michella
direciony. Then iypa in:
% cat letter
ling ona .\
ling wo ihe oulput of eter
ilne threa..!
¥

ar # you are in the parent diractony,
Ly in;
% cat fusrfohnd'michellafdatter

and you will have the same cutput.
Some cal oplking arel 5, i, o, o, 4L

Special Cheracters in UNIX

*« maichas any number of singla char-
acters, (Exarmple: 15 john® will Fist all
files thal begin with jahn.)
[--] - matches any one of the charac-
ters 5% the | ).
T - matchos asy single character.
& - runs a process in the backgroun
leaving your terminal frea.
5 - values used for variables ako &n -
nuf asgument.
= - redirecds pulpot
« - fedisects iaput to eoma from a fils.
»= - pedirects command fo be added
12 the end of & file.
| = pips output {Example: who|we-| 12l
us higw many wssrs are cnlingl

passwd
Fasswaord changing seems to be a
big thing among some. Ta chasge the
password, one would use the “pass-
foontineed on page 40}
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I'F TR A LOT OF GALL for semeone Be call us collect 2nd samehaw conyinee
an untrained pperater that we had accepied the charges and then apparently talk o
GUF snswering macking for seven minutes It also takes a kot of gall for an Alerpals
Uperator Service company like the above o charge the astronomical rates Lhey g
let alone come wp with an official sounding name like "Operator Aesistunce
Mebwork". Yyhen we flrst saw that line on the phone bill, we thought it was same
kind of tax or surcharge. That's why we decided to expend a little gall of owr own
andd expase the enlire sordid alfair, phone numbers unad a0l
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how Lo hear phone calls

You tod can be nosy and lis-
tcm in to other people’s fele-
phone calls with a radio
receiver. Depending on what
kind of radiofz} you have, here
are the things you can pull in;
Short Wave Radio: You need a
general coverage recciver that
is capable of recctring in single
sideband mode (SSB) or has a
BFO mode, Your antenna can
eilher be the whip antenna on
the radio or a long plece of
wire, len to fifty feet, ronning
around yvour home or better
yel, oulside to a tree or pole.
You will be able to tune ship to
shore telephone calls within
the following frequency bands
{all numbers in kilohentz):

4357-4434,

GH0G-6521,

B718-8812,

131040-13197,

L7232-17356,

225936-227186,

These frequencies are Lhe
shore station, which usually
broadcasts both sides of the
conversation. Transmissions
arc in upper sideband [TJSE)
maode. Conversations may roll
in from all over the world,
especially at night, and will he
in many dilferent languages.

Some shortwave receivers
can tune all the way down to
the AM band. If yours does,
check 16890 to 1770 kiloheriz,
where the old cordless tele-
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phone base channels are locat-
e,
Standard UHF/VHF Scanner:
You can pick up cordless
phones in vour immediate
vicinity. IMTS [cld style car
phones) in your general area,
and airplane phones flying
overhead., For the base sla-
tions, you'll usually hear both
sides of the conversation,
although sometimes the mobile
caller won't be audible and
you'll just have to imagine
whalt they're saying, Use either
the whip antenna on vour
gcanner or buy an ouldoor
scanner antenna. These fre-
quencics are listed in mega-
herz
Cordless phones
46,610 lo 465,970
IMTS car phones
152.510 o 152,810
ase slalions]
Adrplane phones
454,025 1o 455 000
{land stations}
459,025 to 460.000
[airplancs)

The ECPA bans listening Lo
car lelephones, Cordless and
airplane phones are governed
by = sectlon 805 of the
Communications Acl ol 1934,
which says you can Hsten all
you want as long as you do not
divulge the inforrnation to any-
one else or use i for profit,

BOO Mhez Scanner: Newer
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scanners cover all of the above
mentioned scanner frequencies
as well as the 800 Mhbz collular
telephanes (provided the man-
ufzcturer hasn't locked out the
capabilily], Note that cellular
telephenes are of a wider band-
width than most other scanner
signals, and the average scan-
ner may lose the peaks of some
words, cspecially a high-
pilched women's voloe or a per-
= m_“..H_u....p...._.H_.__.H__m.“,. For & an
antenna, start with the whip
anfenng on the scanner; slide
it in &1l the way so that it (s as
short as possible (800 Mhe is a
small wavelength, so shorter
antennas are called For].
Experiment also with angling
the whip for hetter receplion.
Or purchase an outdeor anten-
na that is tuned for 800 Mhz,
Or purchase a car cellular
antenna and mount it cutside
your window [or on vour roof),
870,000 to 890,000
Ibase stations [cells) for the
standard cellular system)
B90.000 to BOGE,000
(base stations for the extended
cellular channels. Not in
widespread use yel.)

one calls are

Az mentioned before, the
unenforceable ECPA bans lis-
tening to cellular telephones,
01d Television Set: Some of
the frequency space for cellular
tclephonss used to be UHF TV
channels 79 through 83, That's
why newer TV sets have less
UHF channels. If you don't
have an 800 Mhz scanner yet,
make surc there's an antenna
attached [either the UHF loop
or the UUHF lead-in from an
cutdeor antennal, and try tun-
ing across those channels, A
continuous tuning knob will
work better than the click stop
kind., Cellular telephone calls
on your TV set could be consid-
ercd unwanted interference,
but the law mandates that you
turm your TV set off as spon as
you realize that vou are recepe-
Ing protected communicalions.
Standard AM Radlo: Haven'l
got any fancy radio equiprment
and don't want te buy amy? If
your neighbors are using the
older maodels of cordless
phones, you might be able to
pick up the base channel at the
far end of the AM dial {past
1600,

Lol
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in the air

WHAT MIGHT YOU MEAR ON A CAR
PHONET WE'RE NOT SAYING THAT
ANTOME ACTUALLY LISTEMS TO THIS
STUEE AMND THEN WRITES T DOWN
FOR MAGAZINE ARTICLES, BUT I F
THEY DID, IT MIGHT LOOK LIKE

THISuaua

= | think that...the part of the
problem is that they geot --
they got a buyer for, for
Kent. We'll just maoke it back
in the commission for Kent.
Now you understand that?

= Who'll just make it back?

= Huh?

< Whao?

» Jerry, Larry, and you.

> What do you do with a
graup like that? You know. |
mean what, | mean what,
what do you with somebody
like the deal?

< | don't know what you do
anymore. | mean, the music
is changing so radically iv's
hord to keep up.

> Yeah,

= It's hard to find out what to
de it anyway.

> Yeah.

= You know?

* Teah. Yup. How's the kids?
= How're the kids?

= Yeah,

Winger FO55-59

« Kids are great, Bill,

> You got "em a job yel?

< Whal?

= You got "em a job yel?

> 1 feel bad for me. | feel bad
for both of us., My heart
hurts teo. | love you.

< Who loves you?

» (osculating noises) | would
kiss it if 1 could kiss your
heart.

< (giggle)

= It was beating like a litle
thumper before.

= Really?

> [more osculaling noises)

= God....

> A nice litle orgy.

<= Umm, | know. God you
feel great down there
tonight.

= Yeah | had it in, | was
holding it differently,

< Oh, Felt wenderful.

= Did you notice thot?

< Yeah. | told you it felt
great, whatever it was you
were deing.

> Uh huh.

< | could tell it was different,
but | don't know what it,
you're doing.

» Yeah. It was definitely dif-
ferent.... (pause) Want me to
tell you what I did?
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do notl attempt

= Sure,

= | like squished it with my
left hand, And 1 just left o
spoce open for that leecetle
cliteris to stick out.

= You were squishing it?
Cavuse it felt like you were
pulling it apart?

» Well, at the same time |
was, had the twe fingers
pulling it apart but the bot-
tom of my hand, was like,
squashing it in.

= Uh, well, that felt great.
(pouvse) Oh., God | was
horny.

= You're horny now?

< Mo, | was homny.

= Oh,

<= Which ene..

= Mo, the one we run last
year was our art deco.

« Yeah?

= This is totally different,
We're not talking about the
same one. The one --

= Totally different is the dif-
ference between an eagle
and on autemobile. They're
totally different.

= It's not,

< Sheesh. You're talking
about a yoke treatment that
comes down like a V, one is
ort deco, one is floral....
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= Okay, then you know
what I'm talking about.

= Of course | know, but you
know, you're looking at it
like through a microscope....
= M.

< And you're geing to say it's
entirely different but if you
stand back and soy "Hey...."
» Alright, watch what hap-
pens with this one....

= Well, | think we could do
well with it, but it really is
basically the same concept.

= | don't think so, not ot all.

< You don't think it's the
same concepl?

> Mo, nope.

< Nah, then you're losing it.
= No | think they're all --

= -- and when tan you give
me an answer?

= Right,

= And it was very nice. But
you can't, | mean she was on
the phone with Brion this
meorning, and, ond suddenly
it was, it was the money
thing. And 1 got en the --

= Whal's the money thing?

= You know, and | got on the
phone with him and 1 soid
Brian, just, you know, come
over here and lockl

< But you could toke almost

REG S P

g,

CLN1S at home

=

- everything.

> | know,

w. < You know -- it's alsa both-
; enng you in the background.
f = Mo.

- < Oh yeah,

Mﬁ. = Mot with Brion.

* < Brian, he knows Brian all
. sowell.

wﬁ > Yeah, but Brian and he did
- net get along very well,

wr = Yeah, but Bobby seems
¢ has been to his head, you
¢ knew, 'Be careful, you're

)

it

- gonna get screwed.
~ = Yeah....
w.wwwﬁ Tou know, you know, uh
~ ¥o know you hear it from,
© you know, either | get
m.uwmwnn.._m..ﬂwn__ or you're gonna
| get -
= Oh, | know, | know, but
Wﬂa: know on the other hand
W.W,,_u:n.. you talk to him for a
- few minutes he's toming
© ever ol one o'clock to
- work.... Howard?

= No bullshit about it,
i > Yeah, but, uh, you know |
~ Mmean they see, they see a lot
- of work going on down it's
m%ﬁ.&:m to change people's
w.m.pm**m_:n_mm.
= You know he -- if he wanis
- !ejerk -- you know, you

=

 know he could play all the

o i

s T
Fie
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routines they want, construc-
tion's slowing down right
now,

= | know.

< And if they want -- you
know, uh,... Llexingten
Avenue --

= | know,

= And Bergen Avenue,

= | know,

< And Old Bergen Avenue.

= | know.

< Uh; I, they just gotta
understand, vh you know, |
mean | gotta, what | gotta
do is start going out there
more fo see him then,

= Uh T”_._—..._,

< And, you know, doing my
reutine and say | know how
to do very well with that.

= Right, exactly,

< They would give me o
fucking break, we have
some closings, we'll pay you,
you know we're right
around that lime, we're clos-
ing, you just goMa wait a [it-
He while.

> That's right, that's right.
THIS IS THE FIRST IN AN OCCASION-
AL SERIES ON POSSIELE CONVERSA-
TIONS THAT ANYONE COULD
OVERHEAR. [F THIS HAD BEEN A N
ACTUAL CONVERSATION, LOOKING
AT THIS ARTICLE WOULD EE HIFGAL.
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some Ideas

Dear 2604

After month's of agonizing
over 2600 lnancial plight, T've
figured cul a way to retumn to
the monthly format and solve
another great problem that
plagues BES's all over the
naticor. How many times have
vou logged onto vour favorite
BBS and seen some messae
like Lhis: "It has come to my
attention thal someone elze is
using my name, ‘The Grim
Eeaper', on other BES's Well,
whoover vou are, I'm the real
Grim Reaper. T was The Gom
Reaper months before you
came around. You beller not
USE Ty [Ems any more, ot ['m
gonna Kick vour SH&~& assH
You betler think of a new name
clude!!

Well, Lthe obvious solution to
this common dilemma is fao
have a sort of "name registra-
tion®, where individuzails can
register thelr-alias with an
authority -- kind of like vour
given niame when you'te born:
And who else would be the
most Hkely authorization but
the hackers' and phreaks
cholce -- 26000 Think about il!
You could charge cach regisira-
lion a nominal fee, like 83, For
that &3, vou will give the per-
50T a registration cerlificate,
saying that he is the only one
authorized to use a particular
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allas wilkin a given limit, say.
an-area code, The person could
getl some little cerlificate to
hang on his wall, and maybe
everl 2 patch (o sew on his
jacket:

Sa-the next time the loser
uzer logs onto the BBS, he can
now proudly assert: “IIy the
power of 2600, 1 am the only
Grim Reaper within the 212
arca code. I-am the only one
certified and authorized to use
that pseudonym. So be gone.
Voul pagan!

50, whadava say? 2600
could be put into the black,
and we would no longer have to
put up with dueling 14 year
olds. We have a unique oppor-
tunily to-help solve Lthe hack-
ers’ bwo most serious problems,

Mo thanks, There must be o
belter way fo raise funds than
ta play big brother to dueling
14 year olds. Besides, how in
the waorld (powld the user he
able to prove that hefshe was
the one with the certificate
hanging  on  (heir  wall?
Computers still offer a degree
af anonymity. Let's all try to
o) that while we oar.

Articles & Boards

Dear 260:0:

Aflter having recelved yvour
volumme 1. number 10 issue, [
wias truly amazed! It's great 1o

Wimter 193%-39

- erwisc he
Soworse yet, onnoticed! As 1 span
Wil have a phone installed with

Winter Reading

see A publication that iz
siralghtforward and informa-
tive. It witlingly caters to the
novice; as well as those of us
who hopelessly suffer from
pecasional periods of "hack
attacks". Good job!

Fwould Tike (o inguire aboul

subinission of wrillen articles.

relevant compiter news, news
paper stories, and the Tike. |
believe 1 have or can obtain
enourh data to “publish® at
lcast one article on g minimum
quarterly basis. Also submil-
table would be a collection of
“postings” from Lthe area nel-
works which would be of worth

Aoy OUT Magarine.

Mext on my list i3 the hope of

~being allowed to operale a

Greater New Odeans branch of
2600 Magazine BBS, [ know of

manmy people and users who
s Would be more than happy to
- benelif by logging into a system

ke such. A BBS of the lke

“would offer its users a wealth

of information that would oth-
inaccessihle, or

4 lew extremely advantageous

S ERvices zuch Az ocall forward-

g and call transferring, [ will

Also be able to link users to
Erstems that would be out of

Sheir reach bul within mine! 1

hInk that the combination of

What a 2600 Magazine BBS
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could offer; plus a bit of effort
on Ty part, would bring abont
greal resulis,

BW

You can contact us with your
BBS tdeas by calling 516-751-
2600, We're also alwoys ask-
irig_for unsolicited articles. so if
you have something you think
wie milght publish, send it i

Need Info

Dear 2600:;

I' understand that  the
Telecaplion Adaptor I avallable
from Sears can be extended
with a lew paris Lo have an
R5232C serial oulput port for a
compuler, T would Uke to find
oul how to do such a modifies-
tion so that the TV subcaption
output can be displayed on a
Teleprompter with RS232
input. This would allow people
who are both hearing and sight
Impaired to understand TV, My
grandmother cannot see the
tiny letters that the TCA I gen-
erales on the screen, 1 would
appreciate any - information on
how to accomplish this moedifl-
Calion,

Hangel

AT&T Nightmare

Dear 2600:
Our small liberal ants college
recenthy switched over from its
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old crossbar system Lo the
AT&T Svstem 85 early-this
vear.In the old dayvs, you sub-
scribed to Wisconsin Bell {like
all: Wisconsin residents), had
your name ity the phone direc-
tory, were available through
directory assistance, and could
use your long-distance service
with the 1+ oplion. That has
changed since then. If technol-
ogy iz supposcd {0 make life
easier. it doesn't and it also
makes il a hell of alol more
expensive. . To make a lang
distance call we now have Lo
dial the 00 port (I use Sprint)
and use a callmg card to place
the call. Far those of you:whao
use sollware for vour modems,
Lry —programming o 20+
sequence! Then-we also are
charged a 50 cent surcharge
for placing the calll And if
voure lke me. thal really adds
up. We arc unable o call B50s,
"ol rec”™ Wisconsin Bell lincs.
and we are unable to lummn off
call waiting for an incoming
cally Good il vou are trving o
run a BBS [from yvour dorm
rogm. There are only 37 oulgo-
Ing lines, and 27 incoming. So
during normial business hours
[the school's business office is
also on the system), you will be
unable 1o place a call! Someane
from ATET also forgol to pro-
gram all of the reachable-pre-
fxes inour areal Even some of
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our [acully cannot call home!
For a system that is supposed
to be “Srart”, it sure isn't. 0 |
were to call myvsell using the
prefix that the school is acces-
sible through, the phone sys-
tein docsn’'t even know to just
use an internal switch. Instead
it gocs ahead and wastes an
outgoing and incoming line
while 1 talk to myself. So Lo
prove to the school that some-
thing needs lo be done, we're
gotting 37 people to call them-
sclves dutring busy business
hours, and make the system
paralvzed. for abont 4 hours.
That should = teach them what
they refuses to listen to. Like all
syslems, no onc cares until it
happens 1o themn. ...
Cray-Z Phreaker
Skunk Works

The bug you're about Lo
exploil is probably the casiest
parl of the system to fix. All
they have to do (s hlock ouf
thot exchange like they've
blocked out others. Bul the
poindis oy have o gel the ool
lege and the phone companzy 10
Lister b0 ypon, the end user. You
must do tshatever you see fit.
This means being loud and
specific as to whal problems
youTe foced -unih Remember,
you have the same right to tels-
phohe service as anpane else
i this countrny, Being at a col

Frimter JHEN-R
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lege does not medan ygou're sign
frig auray this right. Demand
answers and i you don't gef
them, make sure everybody
knowes (L

And a message fo ATET:
Thizs 5 the second fime in as
many isswes ol wene heard
muofor complainés about yowr
System 85, Last time it was
the House af Representalives,
Who will i be next?

Call Forwarding

Dear 2600:

I'm hoping you may be able
to answer some guestions
regarding the phone company's
avallability of call forwarding,

Az it stands, in order to acti-
vale call forwarding, you munst
have the service on your line
and you musl aclivate it from
that line. It must be deactivat-
ed from the same phone that it
was activated o

My queslion is this; is it pos-
gible to forward Phone "A* to
Phone "B" from Phone "7
Also, is il possible to have a
Pay phone forwarded to your
locations

JH

There are remole call for-
Wwarding devices auailable that
allow you fo change the num
ber you're forwarding o and to
ticel call forwarding from a
TBmole localion. We falked
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about these in our last Issue.
So far we hoven'| seen a phone
campany offer these services.
Hegordiess of who offers il,
though, there is another poten-
tal securityy risk here,

With regards to using for-
warding on a payphone, there
are Lo answers. The first is
ng. That (s, according (o the
rhone comparny. After all, why
would anyore want to use for-
warding on a payphone? It's
simply not possible, The other
answer is yes. Of course, if's
possible, Hackers have done it
by using the phong compang’s
computer. Ard we don't doubt
thal low enforcement has
made uvse of it on occasion.
What betler way to trick a drug
dealer or kidnapper calling a
Pauphores

Observations
Dear 2600:

Sceing how you have pub-
lished updales to the 800
cxchanges that are owned by
IC's, here are some H00
cxchanges that belong to other
comparies, as well as some of
the same companies (MCI,
Sprint, ete.). These all wark
from my NPA, and I live in the
midwest. T know that one carri-
er [LYTEL) is a re-seller of long
distance lines to FG-B carriers
iy area, Anvway, the st
B0 + NN
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A73 - Telecarnect
A83 - Teleconnect
456 - MOCI
472 - ATET
554 - LYTEL
636 - Conques! Long Distance
BES - AT&ET
686 - Conguest Long Distance
T28 - Teleconnoot
FAF < Teleoonnect
THE - Telecorutect
H29 - Sprint
BEY - Sprint
373 - MOCT

Thesc are the exchanges that
[ have found thal were not Tist-
ed Inany issue of 2600 under
any company. There may be
miore, since T compiled this list
a few maonths ago. Also.
Teleconnect in this case is not
the samt company thal runs
Teleconnect Magazine, I am
told. I can usually tell by lis-
tening if the exchange is owned
by an IZ, as there seems to be
more ngige and static on the
connecctions and in the back-
groumd than there is with
ATET B} numbers. Also, in
iy arca at least, the connec-
tion time Jor an AT&ET 800
nurnber is less hano for an 1C-
ownaed 800 number, Western
Lmion's seivice used to be such
poor qualily in my area that
when T odialed 10220# (theoir
equal access override), T could
hear the noise being cut for
ANT and called number oul-
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pulsing. This also was the
same for Allnet,

Speaking of Allnet, 1 am a
legal eustomer of Lheirs, with
dial-up service. When 1 got my
authorization notice in the
mail. [ discovered that my code
had been put in on Allnel's
00, 950, and local FG-A
dialups. (n the 950 and local
Fi-A node, T could use my 6
digit eode "as is", bul with the
800 "Travel-Mate" service, |
must enter my 6 digit code,
plus my three digit PIN. (By the
way, Allnct uzed o use some
bype of formula o dedve cus-
temers' PIN numbers. This fior-
mula used  part of  the
customer’s exchange as the
first digit of the PIN. T am just
menlioning this for the sake of
information, as they no longer
use this method, according to
cuslomer service,] T am less
than happy with Allnet's ser
viee -- they are ralsing prices in
iy area for bhoth dialup and
equal access dialing, Also, they
cannol scem to gel thei
records straight, Somehow |
was signed up with Alloel as
myy FIC oven thought ©odid nct
choose them, T talked Lo cus
tomer scrvice aboul il as soon
as [ found cut and they told me
the problem would be fixed.
Soon allerwards, T received A
netice in the mail telling me
that T had been disconnocled
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from Allnel. However, to this
day, T am still connected wilh
Allnct and they cannot get the
bills stralght. They send the bill
for 1+ to my address for dial-
up bills. I have called them sev
eral times and still they cannot
fix this.

Also, to top things off, we
sl received the charge from
our local BOC Lo pay for the
disconnoction fom Allnet even
though we are still connected. 1
have called customer seivice a
number of times and they don't
scem to want o help, [ have
consldered dropping Allnet
because of the several things
they have done, but I am sHll a
customer of theirs. The anly
good thing about Allnel is that
they have a 45 second buffer
Zonc that is used when a call is
connected. 5o if you can keep a
call's time lcss than 45 sec
onds, it won't show up on your
bill. 1 imagine that sconcr or
ater they will get the Couip
ment to deteot answer supervi-
slon, bul it looks like it will be
later,

In the Spring 88 issue you
published a list of BOC Tonting
and svsiem codes. You asked if
anvone knew how to use the
Mexico function of ROS. Yonu
€8I use this with a Mexico
MPA. such as 905, Just use
Y05 as the NPA and use two
Mexican exchhanges in the
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exchange information, and
RQS will tell you the rate, I
you wanl o try this out, a valid
exchange i Mexico is 521, So
il you use 9054621 and get the
rate informalion for an intra-
efffce call (ta the 905+621
exchange), you will get a local
call message.

Also, a note to Telenet ID
users, according to Telcnet
Customer Scrvice, the cost of
gctting an 1Dy iz 324 a manth,
£18 a connect hour, and the
bills are itemized (shows that
the [y user connected with), So
if this information is true, then
no wonder Telenet IDs always
die when peaple use them ille-
gally. Also, Telenct has a pew
type of access management
syslem called TAMS (I am not
gure what it stands for) which
keeps better track of nelwork
usage,

Phantom Phreaker

An increasing number of 1C-
operated S00 numbers actually
have betler sound guality than
ATET s, They also have more
saphisticated caller identifico-
flon features.

If you have a letter io
send to us, drop it in the
mail addressed to: 2600
Letters Department, PO Box
29, Middle Island, NY
11953,
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Whiat ¢ o Litbe Ts Be

by E. Solomenke
(reprinted from Provdal

| Hirst came acress her when as on
inter-city telephane operator in
Movosibirsk she tried long ond hard
But without succass fa put me
through to Ashkhabad

Her efforts were in vain. "I'm
oy, " she said, "' Fr wity Morg ®

Getting through to Marg was ne
_w.,_ur_.m_.:. “Hello, Mara? Can you
nelo me get o line 1o Ashkhahods*

The reply wos anything but sister-
m_,..“.a ._..m_n_ it yourselfl* Then they cut
ver off.

1 reflected sadly that e ek of
sefidarity in Mara was a for more
common nmnﬂﬂ% than that of oy
Mevosibirs mu_._n_:“__.n_: angel of the
telephone exchonge. | remembered
how on o previous occosion | had
alsa been rying unsoccasshully fo et
through 1o the elusive Ashkhaobad,
when the aperator fold me that there
wos ¢ fault en the fine.

Just in case, | decided 3 try get
:.;ﬂ threugh without her help, by
dialing direct frem the telephane
box. Miracks of mirocles - phe inbesr-
ety code worked ond | got through.
The operotor had told me there was
a foult in order to get rid of me,

Ashkhobod wos netarioushy iffi-
<ult to get o line to. Yat now her
senior colleague was tryin again
and again to connect me ‘and | could
hear her soying to the girl next to
her (she _.__uL__._,h_u_.m_n_._m_._ h switch me
olf) thet she hordly had any voice
lefe from shouting down the line 1
Ashkhabod

At long lost | heerd the voice of
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my friend, the artist Durdg
Boiramev, over the fine. We hoth
hod to ballew in order to be heard:
the ling wos terrible, The aperator's
hoarse voice broke in o3 she s rted
relaying my questicns to Durda and
his answers bock to e, | kot very
touched by her concern and just had
to find et who she was,

Her mome is Valenfing Efimovng
Vdowing ond she works in what ___..va
simply refer to as the "infer-gity®,
which is one of the country's largest
ﬁ_n_ﬂ._na._m exchanges, connecting the
Urols with Kamchata and Korl.

30 what is Volanting Efimavna
likes

"She's @ conseienfous worker,"
=aid the supervisor, T, Vereshohak,
"She never goes home uniil all he
na__..,_._?u# have been Tnﬁ_.__nmm herve
gt the . Sometimes she siks on
into ;_mn__ﬁ._._mm__.__._“_ long ofier her shift has
gene off duty. We have a lot of
good operotors here, bt we all fake
our hats off fo Valenting "

Then wha should come inte the
room but Valenfing herself. Abeut
AQ yeors of oge, small with a round
face ond short hair and very kind,
homely eyes, She it dewn, obvi-

ously fired, Before lunch today she
WOE .._..._u}_._._m o m_wmh_ﬂ colls of once,

Her job isn't exactly o piscs of
cake. She u:m« has one doy off o
week ond hos tast count of the nua-
ber of national helidoys she's sprent
siffing in front of the switchboard.
She warks six haur shifis n_ﬁm._._qﬂ what
ameunts to o juggling act with both
hands, cannecting and disconned
ing plugs frem the switchboard.
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Then there are the operators’ fet-
ters, tha earphones with mouthpiece
gitoched. Just try spending o whale
shift wearing those things! Yeu soon

et bells ringing permanently in yvour
mmn..“_ from the constant noise, n_._._...._
this leads to heodoches. Your voice
suffers too frem the constont shout-
ing ta make yourself heard over bod
kries. .

It is no occicent that shate legislo-
tion allows for early retirement in
this job. After ten yeors in the infer-
gity, you con refire en bull pension ot
50. Only a few soldier on for
longer. Lilya Gleikh, Vera Roevo,
team lecder Elsa Vasilievna. .
Ludmile lvonovno Gorbotova has
served her for olmest o quarter of o
cenfury ond has risen from operetor
ke manager. Other girks come here
siraight m._ua._ school and don't fast
hao iminubes. .

“I'd get out myselF," sighed
Volenting Ydeving, "but | lave __n_w
work_ | think of it os rm__u_.:*m ﬁwnm
to meet ench othar. s as if | have a
hend in their fates, even if only for o
mnute.®

| soid thot no doubt she ever-
_jua_ mony conversations *_umz,.mma
collers, mot on purpose, of course,
but how else nn:_n“__.._u.ﬂ.m._h._mﬁ theck the

vality of line and make sure thot
m_.mw could hear each cther, how else
could che let them know that their
ime was almast up?

Whether she __m_rmu it or not, the

ator must ba party to other peo-
Pla's secrets, to their m__..._w.m_ and sad-
nesses, There must be calls from
3605 refurning from the army, colls

Wintpr FPES-K1

kx annewnce the birth of o grondsen,
ko sy that somebody hos been put
in prison or that someone else has
hod o heart attack,

Sometimes they overhear whole
conversolions, late at night or en
holidays when there are r colls
going Brough. During narmol week-
in omn_cm. they only have time to

uickly listen o check thot every-
m.__.:m 15 OK. Twenty seconds for
eoch call ond on to the next one,

A baeal eoll comes in, "Flease ﬂh
ma th ! h o _mmﬁu._ummr os quickly

5 possible, my dearl”
: ﬁ____.__ﬂ ::h_u.nn do you waniz"
Valenfing asks.

.m_.._s ofraid | don't knew,® sobs
e ,_m_ﬂnm. do Let's try ¥ think

"Pleose don't cry. Let's i
how we can m:_“_ﬁm._m. number, ‘Who
do you want ts ring thereg" :

"My daughter's hod on occident
there,” says the woman's tearful
voige,

"Don't worry. I'l get through as
quickly o3 | can. | expect the surgical
ward of the hospital there will he
able to help.”

She mmﬂm_._ raugh fo her colleagues
in Krasnoyarsk who gave her o line
to Lesosibirsk. From there she got
treugh to the hospital and then 1o
the docter in charge of the surgical
wiard. e

*Hellz, this is the Movosibirsk
infer-city exchonge. Hos there been
a young woman odmitted following
on occident? There hos? Hong on
second, I'll connect vou to her mesh-
er.” .

Later the mother reng Volenting,
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this Fime crying with relief.

"Thank you my dear. | can't fell
you, how much you helped me., |
aﬂ:.m“_“_:_u._.._. hew to thank you for all
you did,”

She doesn’t have to thank her.
For Velenting the main thing was
Mat the woman found her da ber,
kncrwrs thot she is alive and wil £
better. That is the best thanks she
can gef,

In the course of har work she
comes across all sors of differant
people. Sometimes during the busi-
est fime, when all hell i Jat loose
with ten calls geoing threugh the
switchboard of & fime, you suddenhy
get on irate coller bursting in soying:

Haw much longer must | wait? |
haven't got oll day you know. If you
don't pull your finger out I'm going
o complain, "

“sometimes wa even have diffi-
culties with other aperators,”
explained Ludmila Gorbotova, ™We
can never get through ko the Baky
inter-city exchange, the coerator on
duty never answers. She's either
asleep o has gone off somewhera.

"When she does finolly answer
she  shouts something  in
Azerboidjani down the phone ond
hangs up, After which YOU CON never
get boc :._5_.__m__._ again, 'We hgve
sent o cemploint to the USSR
Ministry of Communications and the
Baku infer-city exchange, but with-
oub resyl "

Vdoving says that she doesn't
very often come oeross operators
like the one in Baku. The other
Siberion operctors in far eostarn
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exchanges are all considered 1o be
"one of us" of Novosibirsk.

Volenfing started off by workin
on the Krosnoyorsk district link _u_._m
nowe is on the Khabaravsk line which
includes the whole of eastern
Kozakhston plus a good chunk of
Mevosibirsk provinee.

She is on importont link for min
ers, people working on the gas
pipeline project and q_w__.m ogriculura!
incustry, When there is an pecidant
on the pipefine far exaomple, or
problems with drilling, When o cou-
ple of teams are needed urgently
elsewhera --
and she does her best 1o help,

let's take, for example, the
Movosibirsk Pipeline Construckion
Trust, She knows as much about
their business as ifs dispatch clark,
Vladimir lvanovich Golitsin. She
knows that the Trust is involved in
Pipa profects in Belge ond in Lower
._.n_._._“_un.n._u_‘.n‘ in Yogodnoe ond in
Krasnayarsk.

"Hello, Mr, Golitsin,
you through o Belgo

"Hey, Valasho, what gheut o
hello Firs#? How are you nowodays?"

.h__*._?__n_“_r,.ﬁun_.mf._a: ?n__.__...._ﬁn_r | con't
regidly tolk for now, e supenvi-

¥ g ﬂw ,

I'm puting

sar's here ond Il get told o
chaltering!”
The  supervisor, Taisiyo

Aleksandrovna just smiles, "You
seem ta know the whale country,
Valya!®
"Mot guite,” laughs Valenting,
*onty holfi®
& son Seriozha more or less
grew up in the exchange. When he

Kirper 198580

all this concerns her

ﬁg ﬂuﬁ, Qhﬁ ““...m—..m‘mu

5 in thi fourth class he was told to
H,w_.ﬁ a compesition called My Future
Corger. He wrefa: "1 want to be o
switchboard girl." When his mother
s it, she loughed and told him 1

change it ko "mon". He looked ot

her from under his brews and said:
"“what do you mean, ‘'man’, when

they're all girls?"

Over the past wo years she hos
net been ,.,m%ns,m__. The strain of the
job is starting to tell. Net long oge
she did a brack, but now her short,

RNATIONAL DIRECT DIAL SERVICE -
70 IRAN TEMPORARILY SUSPENDED .

e .._” dha _a;ﬂl.wﬂu._._.._u_._”iu.. thae .n..w.....___.lz-_ﬂa_u_.n Cormpany of Lri bk Baien st
.w_hh“:.uw_”_q,“.w_:.-bn:..__ Drech —.__F.m.ﬂamn- fron the world nio [ Und feter medice, al ATRT
ulln froen the LS Mat-bod 234 Hirsas _.u_._”_..l._.:.-._ﬂ e placed throegh @ .—Hﬂ..ﬂ._u..m._.w
A 4 G, (ha Tollowing gl skditonal monete ey will apody. oL R

L S S DPERATOR-ASSISTED RATES

18 days of holidoy cre over and she

is _u_ﬂnﬁx_

man

at work -- how could they
without her? She hurries to

light her beocen for the Sea of
%mxmmﬂ__. the Sea of Joy, and the Seo

of _.n._._m.__m:mmm.

Tomorrew | shall have to ring
Khabarovsk, I'll diol the inter-city
ond book my coll. And how-good it

recee M

will be to hear that friendly voice
saying, "Did you book a caoll to
Khobarevsk? Putting you through

e m:-.uﬂﬂ..ﬂ
O [ e

1 .n._...:.“-.__._r-._.n Ap G lior

-
-
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an interview with

by John Drake

Mot wuch i3 known abogt the Chaos
Cemipater Club, except for the abun
danie of seary “you should kire me
rapiuse 0f heckers fike them ™ tales
peadled by computer securify consnl-
farits.

Farther hype abowt the “mythizal
hicker elite” Ras glso been perpetuat-
ed Iny fhe warldwide madia coverage
whient 4 story 35 picked wp by @ major
e SOTTICE.

This pazt fall twe members of the
Chaos Computer Club were passing
through my metropolis. They decided
te bt e dow with the fittle infor
miton they had about me. Since they
didn'F kave the street number, the
dw spemt a night ringing the door-
bells wup armd down the slregt asking
for Jokw Drvake. .. Their even el sye-
cess reswlfed in this interidein.

Whew was rhe Chaos
CoMpurER na:v orMEd?

Huvivng, | can :_m.. you the date
when _m_.m first Darevscheyder
was delivered. This was iy
FEbruary 1982 avd it wasw'r
_m__...u rocopicd. .__._m club musT
AVE boN around sivee 81
The REasoN THERE WERE SOME
coNTACTS bETweey the hackers
was THat THERE was av agrricle
1. A NEWSPAPER N GERMANY ..
Thisk it was ay ad, in fach —-
soMe of us TrRyiNG 10 find
people ivTeresTed iv MaI_ET
ERS, iV A ﬂnﬁm: calle :
TAGENSIGY —— AN ALTERYATIVE
vewspaper. This is how they
oT TOGETHER.
Alrer tHis, | Thisk there was
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AN ARTICLE AROUT HACKERS --
people who work with com-
.mq- m..ﬁ Mz.ﬂ Thar _m_m.:E..._n..._ n.:_m
! Ers. IT was i Dep
Speigal, _ﬂwm NEwsweek Here,
mugﬂﬁm _pz_n u.w Enm_m.___
ople phoved ay
wanNTed :....h. GET The
Darevscheuder. Thes Frow
There the secovd issue of
Darevscheuder was privted a
L M& Thes The Cliaos Coupurer

Who rhew starTed 1h
h.hrnu Mutttq_mn fvb?

Wau Holland, he's The origi-
NaTOR. He had exTrA RoOMS
axd e gave THE rooMs TO

Ecple Who camEe 1o visiT Him

efore it was a club, and The
rooMs of The Chaos
Cospurer Club are also sext
door To his place iy
Haumbung.

E_rmnm mnmn __umwmnn?umn
COME IN

Iv 1982, or even before
THat..v m...w m_.__.nmm. Perer
Glaser lived in Hamburg. He
worked with compuTeER ?_.n_ A
TEXT PROCESSING cOMpany. HE
had ..,_m..____._mq nu.q..q_m_n: ___m.._ .
ather people. Swex Yackroff
lived with Hivm. Swev was the
first 10 Have conTacts with
Wau Hollavd. He was one of
THe lirsr, far before There
was a Darevscheuder, op
anything of this kind, who
had coxtacrs with Wau
Hollayd

He lived Together with Perer
10 THERE WERE OTHER CONTACTS
There and Perer would come
¥ cONTACT with people whio
H_Mwm ﬂﬂg.m n.ﬁxﬁc-mnm for

. Ay oxly TYpEWRITING,
50 Peter became Hm acker™ |

Winfer 1OES-50

the chaos computer club

na_.__.:...af., _ﬂu nmp:n
liacker_iTs A S wopd,
When be ot A Moded for a

birThday prESENT FROM SOME-
P b Gl
u

ONE A0S
OMPLUTER . RO Thar

TiME YOU only sEe His back.
€5, When you wanTed 1o

MuUNICATE WITH HiM you
ad 1o buy a Modem yourself,
Bur, That's over Now, hE only
OES oNliNe very seldom

377183
mnHmMm
Erabgfg
o< ' havd
= & =
ST
LErY
S
it
m
BgEfz
Lmﬂ.u—r
Emig o
EEE P
FIEE
i EEEy

WITHOUT STRUCTURES. ANYONE
m____.n coMe withour HaviNg 1o
E A MEMDER.

:u!t::mn___mnm?m
rhe Da -m_wwmrm&nmn

WE ARE m.w.;_:zn :_Em Thou-
W md, 1 Think, but osly abour

0 10 1000 are actually
wailed

FECTITELOE ]

(e ot Sk, Sabmeracaiiie B3, [ 2001 Horabaay 20, Tabban D43 - 430 17 57, BTX "CHADS
Vi Ecarpram CLINCH [3 - 551 B4 25, via Owan P 20003014, CEORET CEC1-Tram TEAM

How is rhe Club seT Up in
Elarioy ro
ATENSChEvdEr?

DarenscHeuder is THE paper
of the club.

How Is rhe club
organized?

That's very Hard 10 5aY
because as ay officially reg-
isTercd club it's oy beex
Year Now. Brfore THEN IT was
mhﬂ the Chaos CoMpuTER
lub. Bur Thew ___;w_L. Need
sovcoNe For THE bank
AcCouUNnT and you Need a reg
ISTRATION. :
It's a Galacrical coNNECTION

Winter 1983-89

m__nn:mhﬂ wqﬂ.rm.....t nm___w.__m_w i You
Al w, SEE REpORTY ADOLU
The Claos mnﬂ uvrer CIu
breakiNg INTO ONE SYSTEM
OR ANOTHER....

Whexy you n.ﬂm THem (The
RESS) SOMETHING TO EAT, THEY
ﬂnﬂIm nc....ﬁ..%

Examples?

When you hear WE Have just
GONE INTO A darabank, EVvERy-
ONE [ROM THE GERMAN PRESS
will coMe and WRiTE AbOUT IT.
“ﬁ The bEGinying THIS WAS VERY
iNE ANd SOME ana.n:u_ hnﬁj._...__n
mh.:m abour because ol THE
erax hack. ~vow THere is ThE
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NASA HACK WHICH 15 VERY
famaous.
Bur oftev there ARE journal-
1575 Who thHisk “WHAT cav we
do I our Newspaper? and
THEw 54 5AY. Al yes, soMe-
THiNG with coOMpUTERS —— [ET'S
T_E...m rhe Chaos Coupuree
Aub. Is There ANYONE _..rn_m
E__“_r The sumber?” Thew the
PHONE and say, "Please sho
Ls soMe lacking, ler's see how
you do ir. -.u....__ﬁw You CanT do
T bEcause it is forb NN
GERMANY, IT's NOT THE REASON
why The club exists: for jour-
valists 10 ler people kvow
THERE ARE hackers.
Whey & byt Ezmﬁ._.ﬂ"m OES
WRONG THEY r____s___.mw_ phoxt the
Chaos Cospurer Clob,
hecause They Thivk we can Fix
IT OR WE kNOW whay Has hap-
w_.h.mm_eﬂn who n__...m _n“ﬂ. _

NE ONCE T ME That
because of Arm %__pum
Computer Club He had sold a
lot MoRre of His securiry sofr-
ware and he thavked us.

Is The maiv alw of the
GROUP coMpuTer literacy
e e hocp Hon
flac munum__.... P

There are mavy different peo
m? who rhisk of mayy differ-
NT AMS of The club, some of
THEM socially acceprable
ways of wor _:zm WiTh com-
UTers. Sowve of theu are
Ackers but vot all of Them
WE ARE NOT Hackers.

..u..._.;.m___ __.r
PUTER n.m.___...__m.ﬂna oo,

No, IT's ¥oT a vorval coMpur-
Er club. It's MmoRe of & n_.ﬁ_h_.uq

the chaos

TINK YOLU NEed THE COMPLTER
IT’s more for people wiio
THivk More Thay liack, pre-
kaps. qn_m.mnm ARE also _‘._.Hnmm..a
i Tl Ub, SURE, THAT'S & bir
of the problew Because hack -
Ers Have different INreresTs
THan people like us who ane
MORE INTERESTE IN COMMUNI-
CATION axd apT. Wherker

THEY RE just frEaks THAT kvow
umh_.wH abour The Tecinical
There AR other people vto -
real live _Enm_z.u.._u :r% showing
PRESS PASSES TO Wﬁ INTQH
THINGS, THaT's meal hackivg

Whar rype of laws exi
m___._. n_wm.qlw NY ro deren it
Acking

AT THE MOMENT when you
CHANGE SOMETHING iV SoMEONE

ElSE's comMpyTER, iTs Alread
AN OIIENSE S0 wHEN you n__m..__m...
and youU'Re NOT supposed 1o
Logiv, you n_._____z%m_v oMETHING
_..w.ﬂ.wmc ir's REp _.W-mn_.un_.:mm_
A THAT you have logge
. 50 yvou _-H.__m _w_nn_u -
chavged somerhivg if you fol-
low The law sTei ..,__F Think

THAT They ARe still working
oN THesE laws.

CALL OUR COMPUTER
BULLETIN BOARDS!

CENTRAL DFFICE  {913) 274 3280
ﬁ@.,wguqzm...w_ﬁm {402) 584-4518
BEEHIVE £703) 8235501
HACKER: gy aea e
© 1 All avallable 24 hours a day.
- Neregistration necessay.

IF YOU'RE INTERESTED B4 OPER-
CATING A 2600 BES. CONTACT US

CoMuunications Club thiay 13 A 2600 £
Chaos Computer Club, | dav'y u.._.ﬁﬂm?mfmmﬁ
hun._..ﬂm |..___m. wh_n___u hﬂ.&n.ﬂhﬂﬁﬂh —"_...h..ﬂ__._..qu hw_.uﬂnw.:wnﬂ.

e

computer club

o BIea o A Tacking”
chaRGE

The oxly THivg THat | can
rhink of is E_MJ__... prisoN, bur
he hasy'T beev charged.

Can You GIVE ME SOME
ExA Ex of mEdia
distrorrion?

There was THis bir with a bank
in Hamburg, oN A VidEoTEx
SYSTEM IN GERMANY. IT Has
MANY MANY DBUGS And man
sMisTAKES IN IT and ___.__‘_—_m...__z You
have AN overllow of daTa,
z.u..-r_..ﬂnnr—n lappEn.
wo IN TH _,._Em -_w_m f.w”_czn_ ouT
The passwoid of this bank in
Hamburg and They r"mmn This,
m“_...__ﬁ.._ then the Chaos Compurer
Ub rav A section of ivfor-

HATION m—ﬂmna ...—y.__ THE videoTex
SYSTEM. ¥ also Have a
OVIE IN THERE wlich you can

look AT but you HAVE TO GIVE
a dovation for Lookivg AT 1He
oviE -- FivE _H_G_._.Wnux which is
THE MAXIMUM suUM [or Llooking
AT A ¥IdEOTEX _....am_..m_.m
Well, q__mﬂ.rnam bawk
look ar this_page over and
OVER AGAIN. " WROTE A LiT-
IlE proGRAM S0 iT was always
Callive it back again and Had
IT RUN ovEr The weekevd 50 N
ONE Trowm The bavk was There
-.m. n_ﬂwn.w iT- 1N THe end IT was
130,000 marks worth o
doxations fros The bask 1o
The Chinns nc__.a__‘_“.r_-mn lub.
The Club could have claived
m.:m MONEY from THE bank
ECAUSE THERE ARE No laws
F.____...M-q:m: This wasyT ok
ey didy'r, bur They showed
- NarioNal dara secUriTy
.wd ICE whar is possible, The
ANk was very Thankiul For

Wirter 198380

THE HINT.
The hosr operator of The
5 u-_m.ﬁ:m_p_ . Ir's osly bECAUSE
amnq haos Computer Club
THAT ThE mmqu_____ OTEX SYS—
TepMis A flop.” They weme
TELLiNnG Us aT THE devoNsTRA-
ioN of Berax thar it was
CAUSE O] m_._m_un AGS
CoMpurer Club thar people
WONT LSE iT. -
Also, WHENEVER THERE is A
show of the wn; _._..._H.._m...”__m_mh
SYETEM, PE E Ccall Up THE
.ﬂmc_umw_ ..a_.m.__uf_w_”.m__n__q THE .n—mz__u...__
STRATHON ACCOUNTE.

“.nu!mnuMn ;__m‘ ____nama P
.-___\ .ﬂm_ﬂ_uu mqh_._ w.. am_w_,_m [l OR A
cluwkivg Meciianica
SYSTEM

You sTill have THe clusk,
clusk, clunk sysTeM iN MosT
TownNs. Thoy HAVE jusT sTarTed
10 CHange fo The digital sys-
TEM.

Ol WANT A MOdEM vou ave
_...._._ir:q iT OR RENT IT qM.u.i the
05T .u:_.n.% Or yoU USE A
m__ﬂ__mn soded wHich is llegal.

- Modems from THe posr
......_":nm AREN'T VERY wnﬁ.mn:.—.
There isn't any Good sofr-
WaARE TO WoRK with Them axvd
w_._mw RE VERY EXPENSIVE.
¥ GERMANY'IT is forbidden To
n_...w P.ﬂ._.____-r:m yoursdl with w_._m
TelepHoNE LiNE. THeReE is a_Joke
THAT yYoU even need _wnn WissioN
wHeN You use a pen 1o dial
The pHove.
IF you need a loxger cable
oU HAVE TO GO 10 THE posT
W:_nm avd pay 65 Marks axd
il out A REQUEST foRM [oR A
LonGer cable To your Tele-
pHoAE
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west germany's

30 PHONE DHREAKING JS
.m.n A bnq_ﬂtw ECT
ERMANYT

There ARE sOMETIMES pEople
who 1Ry TO Make cm boxes
ok ThiNGs of these kind bur |
do~'t kvow if They work.
There was ONE GUY wWE knew
who had a thivg Like This, bur
he disappeared Ivto prisoy
OR SOMEWHERE. WE HAVE TO
TRY.MAYDE it will work when
1he zﬂ_._ n_wﬂ 5 ARE iNsTalled.
qn_m% OoN .Pm_ﬂ_m ARE VER
EXPENSIVE iV UERMANY, EXpE-
cially low auqaan s and
5011 would be a useful Thing.

We ann.m AR _..m__nmﬂ THE
local calls iv'Uxirs of eichr
MINUTES i¥ THe day and 127 min-
UTES AT NigHT.

#...iu. .ﬂ.a.ﬂﬁ a_.m
n..a_h m_-_
Frawce

STeffex was Ivired To a scou-
RiT w CONGRESS TO REPORT
AbouT wHar Happesed with
NASA and 1o Laly whary s
possible iv These networks. He
was ARRESTED Righr away
whexy he arrived AT The Alp-
w_u RT iN h_.nuwenm ANd QUES—

ioned for 24 hours,

They kepr him there E__::____.ﬂ_
while They had absolutely Ao
EvideNcE WHATSOEVER THaT HE
.._._.m.wr: ANY way involved iv the
MASA sTORY.

ey g
mm__*% AT THE NEWSpApERS

They ' RE NOT MembER _n of The
Chaos Compurer Club. “rmw
WERE ONE YEAR woRkive For'a
COMpANY Avd Fﬁnnz_ﬁ they

To Steffen
E WENT TO

Page 33 1600 Mapazing

TOUNG OUT THAT THEY WERE IN

THE NASA verwork. Afrer a

while of working inside THERE,

-_._mH. ONE day beGan 1o under

STAN THAaT IT was very dan-
ROLUS.

RE ARE 5TORiEs about The
ClA —— they dow't ask gues -
Tioys, bur shoor first. [ doa'r
BELIEVE THESE sToRriEs mysEll,
Bur thew | think The Asviericays
Musr be silly....

Then oxe day 1he __“._Ezm_n
ANd caME Ta The Cliaos
m_u,.._ UTER Club and said 1o
THE m_u_“n__u E THERE, "WE Have
SOME COMPUTER PRINTOUT ANd
WE doN'T WaNT TO be killed by
IT. WHar shall we do?

Teffen and Wau said OK,

EEp QUIET ANd wE will Use
OUR CONTACTS. Thew the
MACHive sTarTEd, They Tried

A_.. GIVE INfORMATION To ThE
W-P Via THE GERMAN SECRET

RVICE The

WEek IaTer The AccounT was
sTill ______n__nr_zw They cave
¥OTICE TO THE COMPANY That
Was MANUFACTURING THE TERMI-
wal sofrw Then There was

NEW VERSION disTRibuTED
That m: cARRied THE sAMEe
WisTAkE.

_.__,._F_.q n_ma qwmnut:...in_.u
TroN sofrware allow you
ro do

_- _..:.w..___,mn Ho: q.u._n.an:rm
r_mn_ﬂ- x;cﬁ: _:m-n.“.c
THAT youU Have NO peruission
10 look AT i1 or do avyr NG
THERE. IT Gave THE WARNING iV
THE proGRAM buT iT wolldy'T
Ut you oll. You could o
ARTHER dEspiTe It sayivg you
T

SAW THAT ONE

oUldwT.
-_._mw, WENT iN and gave
themselves privileges iv The

SYSTEM, avd They puT iv THESE
qmn_w-...._. Horses i wnnnup:n

Winder 1U5E-59

‘"computer hackers"
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whar is ir? valrious sources,
YouTind uﬁ_...u‘_”....ﬂn—... q..._m-__w m...-uq rﬁ.ﬁa nn,&mﬁmﬂ. £k
MER 5TU . .
w&ﬂ . COMPLETE REpRINTS of - Reprints from Datenschauder.
ld DaTenscheuder, avd soMe - Eady YiPL 1-22 reprints and TAP
rTICLES you will oxly Fivd in = 2327
1 go_w_. You cay fivd this - About 40% of the book I in Engilish.
ntmnrmﬁnnmucﬁmn iy ANy - A good reason 1o leam German,
bookstoRe. Chaos Computer Club;
Lrhink it Has av ISB nusber.
Die Hacker Bibel [l is due D-2000, Hamburg 20 or

500N IT's been privied, We'Re  Schwenckestrasse 85

WAITING Tor STEfTEN 1o send us  Wes! Gerrmany

nnm__mﬂ.u_m Hacker Bibel Iff is 01 143404903757, 0114940483752,
NOW bEivG worked oN,

P

#tf5che Fachhlast for Dasenreisends
Dl.l'rlsm;.':h.l.. ek pree

X Die Datendjlender
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UNIX HACKING

Moealimind fenm page I7)

wid™ cammand as shown below:
Spasswd
Changing password for john
Oid password:
MNew password:
Hetyps new password:
%

Thiz wil oaly work when the pass-
woed hias aged enough.

ps

s somelimes necessary o sen
wial command procasses you an
running. This command lats vou see
thisl, The formal iz pe [-a ol process-
es excent group leaders) [-2 zl pre
cesses] [-f the whale list]
Eps
PID TTY TIME - COMMAND
200ty 14:20 ps

The sysiem reparis the PID - the
proiss deniification numbor which is
a numbszr frem 1-30,000 assigned o
UHIX processes. 11 also reporiz 1the
TTY, TIME, and the COMMAND being
exgcuied at the time. Ta stop a pro-
Cis gnler:
S kil [FID] {in this case it's 200)
200 terminated

1

grep
._._._ T ..U..._._._._.._.u..,n_ 1% imgasiant whan
ord o words in largs
is: grep [argument]
: ] _._n_._.m.. _.. soasches for a file that
caniaing 152 argument coecificed,

1o ancther direciony.
F mv leler lellers
5

This exampie renarmes Ths file et
b lethers, tharely deleting letter, If you
wani to moviz lites then you woulg
anlar:
5 . mv . Justijohn/perzicapilal
fusrfjohn/michella/capital
5

Thiz moves the file capial to the
dirsctony named michella,

diff

Farmat: diff [file name] [ file name!
This shows the difference batweesn
twi Bles, Oudput of this will have
something Ehe 4564 5 then it will dis-
play both sets of files on the soresn.
The 4.5c4.5 means that vou musl
change "™ nes 4 b0 5in one file 1o
lime 4 to & i aaothoer

Opticns for vsing this command
am -b{it ignoras blenk spaces), -
[compares § quickly], -5 (reports files
that are the sama], -S[1fs] (Lhis is used
when you want o compang a direcion
starting at a spacific fila).

These = alsa a command ta com-
para 3 files which =:
N3 [oplicns] [file1] [ire2] [file3)

<p

Format: oo flite name} file nane].
This makes 3 copy of & file.
5 cp lefer lotters
5

. -.ﬂD_E FUTERIZED
- USER'S GROUP, ELECTRONICS i
sz for fhoso inter.

.qmrm:m_.m tech-
S nolopics as well
“as thoss irterost.
~&d in develop-
o m:W evaluating, °

.". ware andd zofl- H :
“ware 1o do so. Write _n.rr _nm. Huu rwz

.q_._u._.rfﬂm.c Texd :mr_. Countlegger/
iPhrack rews clippings en hackors,

....ﬁ:uﬁmrP etr. from newspapers and

cmzparines. Willing to pay or trade.
Lond a list o EH, M. 11507 ._M.:__.__.__.__.__u.
S Mad, WA 002

WANTELX: Any hacking programs for

& yhe Atari ST. Will trade. Also in nood
o pocd blui box plans. Would love 1o

‘hear from olker persons infecested in
P/H from Lexdnglon, KY. Aristotle,
mh__m_.ummuw..ﬁu

LEARNING

Srstod in kearni _._m
= electronics and oot R youy

wu, aring, and
Helli ng  hard.

...u_“ud._.u..n_F Stoeot, Kent, Ohio 44240-3857

?.ﬂ._ 218678 4all.
. SWANTED: Red box and for blue bk,
=lone - chips for making boxes,

Macintosh software for trade via mail
~0r modem and vending machine Jock-
ik Bunfteals, Douglas, T Box 30022,

2600 Marketplace

PWANT TO START a nevslatber dinasod
1o petty crimes, tentatively fifled "For
Infrmational Purposes Only”. Plagse und
me infi, dippings, on how b fipoff vend-
g machines, foee postage, [ree photns
oopies, sneaking info monde thestters, efc,
Tim Cricdiand, [C B B3874, Seatths, WA
GET45.
WILL TRADE: My Texas [nstrument
Silent 700 Scries Portabic Intelligent
[kt Terminal {like mew) w/full docg-
mentation for any hacker softwars for
[EM compatibio computers. Ted K.,
PO Box 533, Auburn, WY 130021-0833,
COMPLETE
© RANGE of
Cominodorn &4
: hack/phreak
©osoftware,  All
: bested and
debugged,
hary advanced
= Applications,
. Call THC)[ BES
at GI-ERS-00RS

TAP BACK ISSLIES, compleze sct Val.

130 of QUALITY copics from origi-
rals. Includes schematics and indexes.
5100 postpaid via UPS ur First Class
tiail. Cash/MO sene same day, checks
to Pote G, PAO. Bow 483, Bt Laural, M

st Fichmond, 1M 47374,
== FOR SALE: 3 Comtech mode] 550
S m.mru,__:. Video Receivors. Best offer,

(F054. We arc the original; all others

The fila leiters iz a dupieate ooy :
m"_.m....._.__u._.ﬁ.m_

af kefer. In this cass the original i no

5 grep phone cathy
phone - milchells [T18)}5551234

phone cindy - [T1B)5553455

What thiz dd was o find the argu-
ment “phone” in the file cothy, 8 1he
aroument consists of twa ar more
wids, then % must be enclozed in s
b Qi

v

Format: mv [file names(sh] [dir

nams] This renames a file o maves o

Foge i} 2600 Mayrazine

erasod ke in ths my nn.._.__._._m_.__“_.

fErd of Parl Qe Pard Twa will

.q__uuu__?u1 in the Sonng 1589 mawe a0g
W inslude more UNLY commanads,

..:E._. ng and recenving messages, and

SUpT VEET COmmands. |

Winser 198584

= first come, first served! Send reply to

S SEithier diroupdicarrelll wecp or send

.,qu rnsil fo; DTROUM Boom 2055t
Hm.r M. East Ave., Yaukesha, WI,
= ,uw._ﬁm Skunk .__._____u:.,...r
3__.._..,.5 SALE: Various UMIX map-
el Faoke. For more infozemation,
hrile 1o Sorn K., PO Box 2430710,

:?EEH_._ BY 17324,

Winder IO88-X0r

2600 MEETINGS, First Friday of the
enentiy at the Citicorp Center-from &
to & pm in the Market (al known as
the lobby with the tables where all of
the wirindos hang out). Located at 133
East 53rd Stret, Mew Yorx City. Come
by, drop off articles, ask questions.
Call 516-F51-2600 for =41} more info.
Ieadline for Spring Marketplace:
IS0,
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by Dr. Williams

One of the mast obvious ways
el ehlaining free 1alephone service
iz through “hardwining” -- that is.
directly conngcting a phone 1c
samebady elze's line withoul their
knawledge. This can be acecom-
plizhad in & low different marners
One lechnigus is just to haok up &
phone to the axderior of a hause or
Dusinass. Anather way. canning, is
& Itz less blunt. Any dima stors
rhang can be hooked up, and
walaal Free telephons servics is
¥urs jus? for the begging

Thare are basically twe ypes of
ertErias phone boxes Ihal are uzed
for homas and small busineszes
The oldar ones are a pukey green
color, are squdre, and have four
tefmingls inside: Iwo for the
grounas, and twa for the charged
wites. These are kept closad by g
long Baft. Tha newer anes are
rectangular and have a Chcne jack
inside af them. Thay arc kap:
closed by a lid. There i only ans
laol you'll need, and that is a towch
tong phona. The ones whera alf o
[Ne COMEanams are contained in
the headszet are the best for this.
Tzke 1he cord, cut il in the middle
and s1rip 1he wirgs an bath haives,
There shouid he {our wires: a
green, red, dlask, and vallow. The
Green and rad ones carry the cur
rent, and 1he black and yeliow are
Ihe grounds. There couki be some
variations in the cofors of the
wiras, depending on the ghone,
but thore should always be twe
Wing
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HARDWIRING

orounds and twe charged wires.
After siripping the wires, put an
alligater clip on the green and red
wire ¢n both kalves. Putting one
on the grounds is a good idea too.

Mow you have whal it fakes to
Connect up o any phane box, On
2 older ones whers there are just
lour terminal pasts, you take the
headsel and connect up io the ter-
minals via the alligator clips on the
Meadsed. You wont need to use
the other hall of the cord wilh the
phone jack sinca there is no place
to heok d up. You may alse have
to bring some vise grips o
unscraw the boll which halds the
oox cloged. Samelirmes, the colars
of the terminzls aren't marked, so
it wili take some trial and ermor to
lind the two live cnes. 00 the
newer boxes that hava z 1ele
phene jack ingide of ther, you uso
the other half of your cord comain-
ing the jack te plug inside of i
Then yau connect the alligator
clips tagather on the headsel, This
should Be no problem to ogen
gince they are held down with =
plastic id. Easy, i=n't it! QOne note.
thaugh. 1hare may ba oibar vana
licns out there. Fram my exper
2rce, 1hese are 1he mas! common
types of boxas.

There ara some drawbacks,
relationzhips are always Do
sided. The good points are that it's
easy (it beals hacking aul codes o
the local extender at the pay
phone) and, since most residantial
aress sOIF usz ATET ac thair pri

o TEER-RY

YOUR WAY IN

mary Garrier, you can call any-
where in 1he world. Some othar
iong diztance carrars have limited
caling areas, The drawbacks are,
firsl, you have to do this at night --
fike, 3 or 4 am. If you do this, you
always run the risk of getting
caught. Scma neighbor might think
you're a prowler. You should
therefore dress in dark clolhes and
not carry any idartification with
you. There is also a limited
amount of things you can do. After
all, you can't call up your relatives
or toa many of your fiends at that
time of day.

There Is a wealth of locations
whare one can fry to hook up. One
spol is housing construction --
going up and coming down.
Somatimes, when hougses or
apanmants are being built, the
phones are connecled before con-
struction is complele. I've also
SEEN cases where people move
out and the phenes are not discon-
Nected. Cnoe the people fved in a
mobila home and they maved out,
aving a vacan! lot with a ity
pole. Waell, lo and behold, the
Phone was still connected. The
Phone campany didn't disconnect
i urttil about seven monthe later,
and that was afler practically
SYeryone in the neighborhood had
trank-called people in Japan and
Australia. You can also try rural
Nelghborhocds late at might,
dihough using your own prabably
=01 a good idea,

Small business ¢lusters ar

Winter f955-59

indusfrial centers are also good
gpots. Thesa vsually have the
green boxes clumped logether in
lots ef four. Late at night, no one is
around, so il's only a mafier of
hecking up. I'm talking about those
places where a company leases
the shap or office space 1o various
companies. Trying to hook up
where a 7-11 is located pratiably
woulkdn't ba oo smart.
Canning

A subject I'm going to louch
upon is canning. The reason | say
| just want to "touch™ upon it is
because this topic realy deserves
a whole afticla by itsolf, but zlnce
YU can uze he sama [ools of the
trada, I'm golng o menlien it here.
Lans are those ugly green con-
tainers that stick out of the ground.
Most of the zmaller and isolated
cans can be easily opened with
VEzg grips. The bigger anes some-
times have locks on them, hut
nothing a belt cutter couldn han-
dle. Mest cans thal I've come
ACrOssE COme in two llavors: ones
where lhere are just masses of
individual telephone  wires
clumped logether, and the others
that break apart the clumps of
wires to help the distribution of the
telephone wires. The ones that
have just the bundles of wires
clumged wogether I've found to be
ol l#le use. | imagine that a guy
would have to match up the twa
wires far each singla phone to gat
a current thal will work, But then
again, I'm nol anp 2xpert,
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HARDWIRING PHONE SERVICE

SOmMErmes these do oreak up &
fewr individual houses in the neigh-
borbopd, There mighd be a melal
plala attached 1o the tep of the can
wilh faur or five terminals sticking
Ut Use trial and error again to
bnd & lve cureend. 1t is usually pret
y easy. The other cans, 1ha bigger
ores which are somelimas koked,
can be a goldming. They usuatly
cheinbiste pairs of wises in a hori-
zolal fashion, with a row of metsl
stubs shicking out. Ingide it might
Ieok a bt confusing. Around the
nerimater, there are wads ol wiras
tangled togather and going every
which way. Inside 1the perimaler
are rows and rows of square
metallic stubs. Thase stubs are
Iviry, about three eighths of aninch
widda, and 1hoy stick out gbout an
inch The felephone wires will con
nect 10 Both 2ides of the horizenlal
rows of theze metallis slubs, Al
vau need to G0 IS connect up to
e Porizamal siubs. Mol 2l of 1ha
wires in Ihe can may be live, s
fOU- Maed mare than one try
Fometimes these bigger cans
nave same gosdigs in them, suech
3s lineman's headsets and papers
conialmng technical data, Fram:
whal | understand, the purpose af
these cans is 1o halp troukleshea
problems by reaking up units {or
clusters of wires) into smaller
units, Lwant 19 emphasize that |
amongl an exper on these cans.
These are [usl my observations
and I'm zure Ihings work difteranlly
inn differcnl cans of the natizn.

Pogre 4 2600 Magazine

The real benedd of hooking up
omes whon you own a portabls
computer wilh a modens 1 oyou
tind a 1argel computer thal you'd
ike oo get o know better. and
you'rg not stupid encugh 1o try o
get to il from your home phone,
then this might be a good way o
go. Portables are going down in
price, I've scon some in pawr
sMpS lor about 3125,

Fhare are a cauple ol olhar
abservations that I'd ke 1o make
've attendsd two dillerent high
schools and | foznd their long dis-
tance dialing procedures in fhe
same place. On the principal’s
dask, there was & bread board thal
sid aut en 1hg 2% hand side. The
instructions for making long dis
lance calls were typed on a piece
al paper taged ta 1his location
Parkags this 15 a cormmon ooour
renca  ve alza lived in a faw di
ferent dorms, ard 've nodiced
similasilies in Abeir zelup too. In
2ach recm fhere was a plated tela-
phone :ack. The plale was only
heid cown by lwo Hathead screws,
l'unzcrawed ke plale and behind
weere mozl ol the telephons wincs
for the whale loor. | could have
hooked up lo any rcom on 1he
oo undeiacico.

Finally, if vou lind thal any of
lhy above works oot prefly good
for you. don't he too greedy.
slupid, ar stat taking life for granl-
ed, As ey say on Wall Streel
"Bulls make mangy, bears make
manzy, pigs ool slzaughterad.”

Winter JORK_K

BOOK REVIEW

Tune In On Telephone Calis

by Tom Kneitel

Published by CRB Rescarch,
Box 56, Commack NY 11725

160 pages, 312.95

Reviewed by Lou Scannon

Telephona calls have been car-
ried on radio waves for years --
from ships at sea, from cars, and,
since the adven! of microwave and
saleliite technology, even the aver-
age leng distance call travels
through the ether far & portion of
ils routa. And unlike the private
medium of telephone wires, where
a physical intrusicn i required to
listen in an the conversations,
radio waves are everywhere
around us and nged only the right
kind of receiver to pull them in.

Allhaugh most people know
about the existence of car phones,
there are a good number of other
telephone services on the air:
Including cerdless phones, local
marine lelephones, ships an the
high seaz and more. The conver-
salions can range from the ordj-
Mary chitchat and gassip of your
Neighbars, o a lonely seaman
talking 1o his wife or children, or 1o
your lecal drug dealer planning his
nexl purchase of conbrolled sub-
Slanceos,

Alas, thanks to a recent act of
Congress called the "Electronic
Communications Privacy Act®
(EGPA for short), listening to some
Kinds of telsphone calls over the
fatio is illegal. Which kinds? Well,
Ws hard to say. If s from a car,

Winder TUES-54

then i's definitely Blegal to eaves-
drop, if it's from a cordless tela-
phoene, then #'s maybe ilkegal, and
if it's from a boat or airplane, then
il's perfectly QK. The law does not
specily how the radio enthusiast is
supposed 10 be able to distinguish
balween prolected traflic and
unprotected trailic,

Fortunatlely, the  Justice
Depariment has announced 1hat
they have no plans to enforce this
porticn of the ECPA which is just
as well, as the thought of the Feds
breaking inlo your hause 1o see
where you have been funing your
radie tends to pul a damper on
radictelephone eavesdropping,

From the editor ol Popular
Communications magazine comes
& book that promises to explain
how you can become a radio
vovedr and listen in. And indeed #
does, exeept by the time you come
to the end of the book you're won-
dering what you pald for. More
than a third of the book (80 pages)
is somposed of channel allocation
charts of questienable value.
There's no index or bibliography,
the lalter which would have been
useful as the reader is referred 1o
other books whenaver the authar
declines to debve too deep into the
technicalities, All in all, a steep
price for a few frequency chars
and a lot of folksy diatribe against
the ECPA. Kneitel may have got-
ten too used to wriling monthly
magazine edilorials and seems
unable to talk about cellular

2460 Mugazing  Pape 43




BOOK REVIEW: TUNE IN ON TELEPHONE CALLS

phones without zniging al the
incustry lobbyists and mambers of
Congrass who sponscred. the
ECPA. Although the ECPA is with
cut a daubt bad legislation that
fails to undersland the fechnology
il purparis to regulate, Kreitel
spends far too musch space inan
already sparse tome whining
abowt it

For the complels novice, 1harg’s
a shoft chaplar on whai king of
equigment youll need {a scannegr
1hat covers the BYD-BEE Mhz celiu-
lzr band and a general covorage
shortwave receiver), and a few bigs
an antennas. Kneilel has o fow
good words for the Radio Shack
FPRO-2004 scanner, which after a
quick modificaion (akso described
in the book) becomas an eifigient
maghine 1ar fgllowing cellular calls.

[he baok covers each porlion of
the radia spectiuom that contains
something 1o do with telephong
calls. Car. phones, cordiess
phones, wildernesz and remole
area phones, radio comman cari-
ers, beepers, local marnrne, region
al maring, high seas maring, and
il rigs,

Gatellite and microwave links
are. briefly touched wpon, bul the
equipmenl neaded far infercepiing
microwave links isn'l described. A
Ile mescellany Thal might rat be
easify laund elsawhare is glso
included, such as lelephang com-
pany mainlenanse frequancies,
gxperimantal air and railroad
phong semvices,and the MARS

Puge d6 2600 Magazine

military network wsed for patching
phene calls lor unilamrmad parson-
nol on ghips or al UE. bases over-
Az,

Although lhe book is informa-
ive, it is a skinny volime at a fat
price. With a litle frimming, it
would have made a good anicka in
FPopidar Commuhicalions, and
would only have cost 32 50 al the
newssiand. For more complels
information on channel allocations.
Radio Shack sells the "Folice Call
Radio Guide", which contains
comglela scanner frequency list-
ngs tor a particalar area. This will
tell you jusl aboul evarything,
though it's in a hard te digest for-
miatl and yoeu'dl hawa 19 dig for whal
you want. For station EEtings in the
shorwave band, which will includo
a worldwide rundown of the mar-
iimz 1elephane frequencies and
military MARS frequencies (b
again thay'lt be buried amang a 1o
of othar trequancy lislings), soc
the “Caonfidential Frequancy List’,
from Gillar Shorwave [(800-GIL-
FER-1 or 201-351-7887, Box 233,
52 Park &venue, Park Ridge, KJ
7658,

Y N & =

ABUY mesiings

First Friday of the monthin
the lobby of the Citicorp

Lenter, 235rd Strecl, between

3rd and Ledinglon, KYC from
Spm to Bpm. Call (S16) 251

2600 Tor more info,
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IMPORTANT NOTICE

Rlzing costs are forcing us te raise cur sub-
seripticon prices slightly. If vou rencw your
subacrinption before March lsl, vow rcan heat

incraase,

Ths

nne cid rztes ars to Lthe les:
dNC Lhe mow ones are Lo the richs. ¥an o

—enew now even 1f your subsoription doesn'h
for a long time. We'll jusk zdd the

an. You have the cholos of Learing ous
pace and sending il bzck Lo us :.:...:;.
acidress label on the back tells us who wou
are) or gending cne of your own ﬁumﬁmm.ﬂw
PEper explaining Jusk what 1t is vou want.
Please note that ewvan tnough it alwiously

iszn't the fagrhn cuartar of 1988, thisz is the
Winter 1988 edition and not Lha Spring 1988

wite, We're sarcy for asy confusian.

INGIVIDLIAL SUBSCRIPTION
Jd 1 yeard$15818 7 2 years/SPA04R3 g 3 Years/Ed /R4 R
g CORPORATE SUBSCRIPTION
S 1 year$A0/545 O 2 years/STSA85 O 3 yearsS110/8135
OVERSEAS SUBSCRIPTION
0 1 year, individual/$25:530 [ 1 yaar, corporate/ 255,465
LIFETIME SUBSCRIPTION
- §260 {you'll never have to deal with this again)
BACHK ISSUES (never out of date and the same old price!)
< 19847825 0 1985425 O 1986/%25 - 1987425
J 1%38/%25
TOTAL AMOUNT ENCLOSED-




