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Computer Crime Review

The National Center for Compuler Crime Datu. purveyors
of compatter erime wisdom, lave assembled o statistical report
entilled Comrprier Crinne, Compreter Security, ard Compurer
Eifiics.

Thas report, (e Tirst such one, roviews resecables trends o
comtputer crime and computer use. Lt does this wsing graphic
represeniations 1o presenl s mlormation sccompanied by
briet iniroductions,

The Maticnal Center for Compaeter Come Dialas (NCCCTY
weport 15 anexeellent puide Tor shose whe are setting computer
pobicy arcound the country—in imdusicy, in povernment. and
throuph user groups. I8 provides some empitical basis for the
"War Game-ish’ attitude that is vsually taken by the compuier
illiterate facets of computer power—aamely industry. and
sovernment, Inon form that can easily be digested By the
illiterates, the report anchedes seemingly trmelevant duta {to
computer users) that, in fact, provides backeround that the
illiterates need, This is espocially irue Tor the graphs of world
wide sermcondoctor consumplion, compuier sales, projected
robed population prowt b, and an undocumented map of Gederal
communication networks. Those all add to the message that we
all ko, "Compaters arc imporiant, ™
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One of the NOOUD Eeport's noticeable conclusions & tal
the omount of coompiiter crime has increased, that few are
punizhed for it. that we are becoming more and more
dependent upon compatters, and that there is little awareness of
security, relevant Juws, and securily proceduces,

This information, taken two-dimensionally, savs thal we
should make many strong computer-ortented ws 10 prolect
o mational indenssl-oa War Games response,

Taken another way, the report fells vs thao computers are
becoming a morne significant part of society und ane being laken
for pranted as s debevision, and as such, we should act
cautinusly when passing cormputer laws.

[ computers are becoming 0 infrinsie n American and
international e, we muost think twice before lemislating them,
Stealing 5 bad, hut BBS% und commercial dutabase have
enbered the reilin of our First Amendiment rights to free spesch,
and this 15 the most precious thing we have,

Perhaps our attention in the subject of computer crime
shold be drawn more toward industey, What are they domng
with the informution thit they store? Why is their dacs so casy
1o stenl? Should they Be mone responsible to those who are
dragged along with the burden that they carey? H they want
your eredit history, bank statements, arrest records, amd othar
“{ransactional data’ o badly, why don® they tuke cane of i
onee they have 17

- o

Computer Lows aflect both the vser and industiy, b are
sponsored  only by indostry. By lobbwving for legiclation,
indusery gains its semblance of securnly Trom Jows and Jow
cnforcement agencies who know nothing abhout
elecommunications and computers. Tndustey most doits part
woosteenglhen s anteprily apaimst attack from o cormputes
criminal and not depend on laws to do o pob, As worcld powers
e as it wlhin said =k nowledse is power™, compantes often do
ol peoepd Lherr responsiblities,

An examples that 15 wsuwlly cited = the case of GTE-Telemail
an Telenet. When Telemail was breached back in 1983, hackers
sabd, "Towas socasy that Doould pod resist, " AL Chit me sl new
Velemail accounts had o default password of the Tetter "A™, A
Tl six months later (even as people were boing indicted), the
default password was the sume. By allowing this situation 1o
cantimic {they were cven gwanc of the fronble four months
mefore commputers wensseieed in October, 1983, Telemuil's real
infentions and ceal commitment to compuier seournity wors
displayed. 1t 15 possible that this really reflects a lack of
comrmunication between GTE admimsiratons and OTE
programmers, Telermal was concerned enough 1o tnvalbve the
UBL, make headhnes, bt not conceroed cnough (o reenfy the
artiiation,

Omasystem s bipg as Telernail i is almast oriminal to lave o
ane-letier passwornd,

W think about computers us more than just tools, as inthe
cise ol BBS's, wie realize that we have to proceed with cawlion
wher it comes to computer laws, Anavehy wall nof resulf il we
do not meve Fas, beoase 10 has always breen o crime to steul
meey and povernment seerets.

The results in the report woens draswn Team oo from
130 prosecutors’ ol o states with computer crime laws, &
miaor conclusion of the repait is that cormpuler crisns hos been
“demaocratized”, "The “democratiation’ of computer crime
does nol mean that we no longer have to fear computer
peniuses, just that we cannot limit our focus to them, Like every
ather tvpe of crime, computer erime will wliomately rellect the
cultues that sureounds our computers,” Computer criminals
arc nar just backers, but are smplovees, consultants, and
PTOLTIWTITIETS.

The maost uselul part of the report 15 the sumrmary of all the
provisions of the 45 state computer erime Bows in an easy Lo rewd
taklc.

The MCOCDY s 0 reseurch institute which studics all Freets of
vomputer crime, [0was ereated to help answer legal, security,
pecounting, moral, and echnological guesivons that computer
erime poscs. 10 pubhshes the Computer Crome Law Beporter,a
collection of current computer legislation, and othe
publications.,

Compriee Crirne, Compailer Security, Compater Ethics, oy
floam Becker. Fditor. Avatlalle from the Nationae! Conter for
Corpreree Crieme Do foe $25 ar 250N, Caheenps Bowlevard,
Buite 2003, Low Anpeles, Califorrda 50068, Call (21 2) 830-0509
Jor information.
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How To Hack A Pick

" The closest thing ro Pick in size and feel ér preobatdy UAEX
Buth are big, complex operaving svstens that are i T
afown 1o she microcompnater warld after hoving beer developed
and refined on mindcompurers. Borh systems are saphisticated
et very powerfild, and both send o privduce vehienent
pardisars. One of the biy differences, though, i that DNIY
partizans fend to be progrommiers, cupecialiy spxiems
programmers. Pick % partizany tend fo e wsers and
AP ORE RO R, O3 v twer systenmy, DINEX i the
e power il for seferitinte and engineeriny applicadions. Fick,
by its giructure, iv better adapred for business atd nan agerial
e o,

“Bus Pick is hoedly perfeer, Sirvceirsd PGSR RAFTRER
shuddor over the faes thae Pick oy frigh-feve! laneuase b gn
artesively reworked version of BASTC. The present release is
wmeeltiugee, buit nat multicasking, aned rather lacking in
communieations copabiliny. Some af the UNEX-0me co oS,
s 27 ey and filters, which ore hecoaming widely availahie
o ciker perating systems, are ot fidly developed v Mok,
Saftvare fgekees generally diviiloe Piok beegroe 1f is ey pa
ael inside e sysiem and play with &% (BYTE ML,
Ocraher [O84)

The issue of security on Pick is not odten considerad, beuse
thers is almaost no sceurity on Pick, 1t s therefore WETY CARY L0
crack i Pick systerm. Onee a user has gained aecess to a sysiem,
Bz cam perse il of the data. Most peaple have not hewrd of the
Pick operating svsiem. but there are mow 8000 sites, 90
teviabytes of data, and 400000 users, What 35 Pick, and wha
cares?

The Fick operating swstem contying any more functions
than most. 1t has an English-like nonprocedural guery
langmeuge, a compiled BASIC language, o JCL-like procedure
languags culled PROC, and a commund line miterproter olled
Terminal Control Language (TCLY. Pick runs on
microcempurers (IBM PC-XT) and mainfromes [[Fh 308N,
dixl. ete). However most Pick implementations are on
minieomputers with five 1o [y teemingls. These fire the most
vulnerable to eracking, because they often have auto-answer
telephone modemns,

Omnee a cracker has o logon prompl from a Pick systenn, he
ean continue trving 1o login untl he finds i valid wser number
and password. The svstemn will not hang wp alter repoatod
failunzs. Passwords are almost wlways upper case letiers, and
often shorl. There is afeays an account ealled SYSPROKG on
every: Pick syseem. This is alse the hest account tn ok,
beciuse it has operutor acoess o the svsien,

Perusing Data

After cracking che SYSPROG Jriswnrd, o can drop oot of
the rmenw ta TOT, T there is ne explicit option on the mewy, Lhe
commansd “TCL™ usually works. Type SORT ONMLY DICT
SYSTEM from TCL. and a list of all aceonnl s on the EVELLETL 1%
displaved, To get a dircetory of the files on LY aceoune, e
CLISTYE {ucennunt)™. Te look through the iteens in the files, Wi
mwst first make a pointer o the file in SYSPROCG, Type“SLT-
FILE {account) (e, Then type “COPY CFILE *" and when
the system suys "TOx™, hita carriage return,

Crashing the System

All that has to be done 10 crash any Mok svstem is w0 type
eontrel break unel g =1 prompl is displayed, Type “6.079",
Then, "=" is displayed, then tvpe “FF" All irputs e
erminiled by carriage returnsg,

Disabling the Systern

All Pick systems ean be destroved and rendered ysehess v th
comnand "CLEAR-FILE TNCT SYSTEM™

The Seprember and Ocrober 1984 issses of Bute mapine
give a good overview of Pick. The operiating systerm has a
unique data maodel and fle strocture, which iz a bil complicated
to explain in this limited space. Some bocks have alsa been
published on’ Pick, There are Tick user socicties and
publications which would provide phone nsmbers far gaining
mocess. To addition, many Piek vendors have an-line client
swslem phone number lists—cracking a vendors machine is 3
pold mine,

Pick vendors include Ultimate Corp,, Melonel Douglass
Software Sviterns, General Autamation, Pick Swstemns Ine,,
amd Datumedia. Richard {Dick) Pick is alive and well i
Calilornia, There are alzo soltware houses which spccialiee n
Pick, and they have Pick clients too, Users include K-Mart
Internutional and Hareard University.

nothing new in computer underground

The Compeiter Underground, By M. Harry. Availabie throwgh
Loompanics Unlimined, £14.05
by John Dirake

The Camprter Undergrovnd Appears o be an oxouse to
publish text files. The book runs a long 257 pages of compuaree
prracaut,

[t divided up into what M, Flarmy s written and what he
hias downloaded off a BRS, This is about 2 onc 1o twenty ralio.
(s alse unfortunate that nearly everybody who writcs phout
hacking spends so much time dwelling on the obvions. . "this s
U roden, . therg are & hits., you connect it to a phone line,,,”
Even tur of the Inner Circie by Bill Landreth falls indo 1his
trap. There is nothing in Harne's writings that any seli-
reapecting hacker) phone pheeak doesn already know.

I was hoping for real rescarch like exfensively tracing the

beginning of phone phreaking through Captuin Crunch, Ahbic
Hollman, and F4P to the present; with somse ntercstang:
mtervicws with hackers and phreakers. The anly thimg he seerns
o have pctually done wis to poll peapie through a BBS. His
analysis of the results are also pretty obvious 1o anyhody
ivelved. He then procecds te plot oul the old flow chare of
seurching and hacking program.

The cest of the 257 pages are printowts of text fles. Harry
seemns 0 Bave u prececupation with AR PANa and lists of dia]
ports, There is an abundance of blank spve. particulicly wlien
i section ends at the top of a page. A few of the text fles are
tvpeset and nicelv placed in the center of the pige. The rest of
The Computer Undergrornd is mere printout, sol even i
thonble-emphasiee mode, This is clearly not one of Lucrpanics'
better releases,
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New Yorks Computer Law
Tt bt Nt T

Mew York State legislators have reached apreement on o mw
compuier crame Jow, The bl would create the new crimes of
unauthorized use of compiiers, compiter Irespassing. amd
computer mpecinge, BCowould also make it & crime to use
information stored by compter while committing other
crimes, such as Torpery or thel of business records.

Adtbouph 40 other states hive wlready approved similar Lows,
lemslation i MNew York s considerad & maior step in stemiming
cormputer Ceime in this eouniry

Sines thers are nao such as n Sew York, proscoutors must
try 1o apply related law in cases invalviog cnmjpiitens,

Acmagns provizien of the bill, which = expected 1o pass the
stule Lemslature and sake effect next Movember, expoands the
Tegaldefinicion ol wrtten st rments™ wnd “business records™
e ilude compoter data wnd progeams. Under this changs,
perliies of wp do four vears inprisod o B5,000 i Dines would
b trnposed for these affenses: tmpering, with computer data
while trying o cormmil o lelony: making unauthorized
dupleations el computer material that deprive the cwner af o
beast 32500 dapping into legally confidential computer data.

The Bl would also erente several misdemeanor clhiarmes,
punishable by up oo one yeae o gl or lnes of up o 51 to
address low-level computer abuse,

Beciiss muny compuier crimes oocnr acrass siale lnes, the
bill includes & provisinn allowing Mew York State to proseoute
anodfender inannther siate wha taps inte o computer in Mew
Yok,

56.829 Phone Bill

Ihe Hachemiwl Boaiia f

The B3-vear-old venegl insuranoe agent wias ouite surprised
when he received a phone hill for $6,E29.60, The 131 pagme bill
wits trom € TE Sprnd,

The man said that “the calls that [ ronde are oo che 12900
page--for €19 49

Ad st eount the total on his account had risen e 567,594 02,
it Sprint spakesman said. ek 1,200 calls placed in one 24-hour
peTind,

Sprint has a security department thal monilers monthly bills
and starts inviestigating when there is a fantastic change in e,
The man™ previous bilks were aboul $20,

Inn this case, however, securily did not cancel his eade until
three woeks aller they notiesd the increased usage,

Big Computer Crime Pays
S ewdir Jeairal

Coe ol The discoveries of a new study shows thal when it
Comies Lo compister seams, the bag-time erime pays. Two-thirds
of the companies participating in the sumey sid that they tend
te punish Low-level emplovess socused of committing minns
compater crinves while letting the major offonderns go (e,

“The cardinal rule seems to ber Thon shalt nol stesd small,”
sy Joseph O'Donoghoe. a Merew Colleps sociolopy profossor
who conducted the swivey, The compunies, e said, would
rather keep moagor heists et than punish suspecied offenders
and nsk publicity about lax securiy,

' Dronaghue winbs that this pereeption could lead 1o “Tour
or fivie people pulling a hillion-dollar st 105 merely o matter
of knowing how the ferminal works.™

Public Phone Secrecy
Krarral Weelle B

Mew Jersey Bell has imposed a vedl of secrecy on Lthe locutions
ol its public phoses, Tearing thal publicizing chat information
wonld unduly expose them wo vandalian,

Hanovers Township Committer was required o pass o
resiulion al o recent mecting, agrecing 1o such non-disclosure
ws a condition forinstalling s @11 emerpeney diling svster.

Adber the micasure wis approved, 1 non-phussed Mavar Sal
lannacecne askad o reporter in the sudienee, “Can vou beliews
et thaw won't izt us el peaple whene the public phones ane?™

Capitol Hill Hacker

Fhe Xow rerk Dress

Jenrifer Kuiper was working 1ate ar her computer terminal in
the affice e Represcotative Ed Eschuo ol Califoria on Maeeh
T whien shie hizand o beep that told her someanc had entered the
computer system o frome an . oursade Selephone lines Twenty
ey later, her commpitier sereers went blunk, When sorvier
was restored, copies of more than 200 leters sent to
constiuents and mformation on mailing pddresses had
disuppeared.

Four duws Juter, staft workers for Representutive John
Melain of Arizona told the poelice they had discoverad th
sormeons  cutsdle their office had reached nto MeCain’s
computer and destroved  hundneds of letters and - mailing
addresses over the lunch hour,

Botl of these representatives are Repuhlicans and both are
soeking Senate seats this Movernber, These were apparenty the
lirst computer break-ing on Capatol Hill, where compuiers an:
increasingly being uwsed, capecially for record-keeping and
anewering mail,

“Exvery office on Cupitol Hill can he broken inte in this way
ard the files deleted, 11 ean bring the work that & member of
Congress docs fo g complete halt,” said Zschao, [We had no
ide 0 wis this sasy to grind the soverment 1o halt, folks]

Stephen AL Armstrong, vice president of Micro Research,
the company that provides cormpoters snd related coquipiment 1w
mons than 150 members of Congress, inchading these two, suid
that whoewver broke into the compaters “would have to havie o
password and wo secority codes to pet in”

Citibank Money Games
he Mo ok Tav e

Y ou added funds . Movessber [ 560 000 0S0000T

I vou have ever drened of opening your manthly bank g
statement to Nind o transaction like thae, you can probably (eel
the exciternent Melson Nash folowhen be did just that. Y ouwcan
also deel his heart breaking when he read dowira fow Toes mone,
On the very sume day, Citibank recorded o withdrawal of
R RRT AR 8

“lusually check my balaner every day or two,™ he said, "1t |
hid breen an town and scen that 1 bad 880 million, [world Tave
taken the maney in unmiacked bills and cseaped!™

Bt a Canibank spokesman counte red, “Fyen had it been on
s revord For several hows, and biad he checked his balanee and
run te his branch, itwould not have been miven to him. T would
havv beens questioned. People don keep 3680 million in their
checking accoants,

[Bur keap an eve on vour seviegs aceount balanges]
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LETTERS OF THE MONTH

Lrear 2tz

Canany of your good phone phocak readers wha are willing
e eiplore the British telephone swstem contact me at my
uddress in London’ I vouw wanied 1o make a long distance call
in Lowsdon, vou could call the aperator, and BS her and she
might just put vour call through Tor nodhing, This method only
wirks if you get through te u huppy operator, When phoning
the intemational operator in Londan, he or she asks tor wouwr
number and the mtermational oumber, The opecators noour
conntey are very stupid. Youw could BS them all dav long and
Cheew weoudd thomk that the call chey received 35 o true call, not a
False call. Chur international operator can be reached by
phoming an wased Tor Landon and G155 55 the number which
o reich her,

Another thung Ulike doing = what you folks over there call
seanming. [ spent hours seanning phone lines for intercsting
things and 1 only came up with one nomber; 200020, Aler (he
lust dipit hus Binished, depress the hookswiteh (the thing that
wong rest you ielephone ond, Diepress i for halla second, then
bring it up again. You should hear the central office switching
wont theangh [o this weind owmber, Kecp istening (o the phone
Tore amad wfter whout 20 seconds vou will hear 2 one secomd tone
burst. | don't know what to do atter that.

The cellular telephone system is good inoour countey, bt
haaven ™t lad Gme toexplore e, The oumber Tor o s 010836 {thai
ineludes the London disling code—the Grst 0 15 not meeded
when oatside England].

Twilight Zone The Phreaker
12 Born Way, Wembley Park, Middlesex HAS INW
Loendon, Enpland

Dhear 26k

In response o police “sting” BES Y, why nod pet onc of thas:
Bocks that hst stolen and cxpired credit cards (they arc issued
weekly or bieweek V1 Type the contents inte o disk snd dump
40 megabyvies of burned credit curd numbers into thess cop
teaps fo spring the safely, 10w comes to tral, tell the jury
whete vou got ther and watch the DA blush and the jucy laugh.
T the cops bad any sense, thal iz what they woild duinp anto
amy svstem collecting eredit card numbsers,

JN
Tilinais
Drear %

Crovod fdea, Bt Bove marey of wey are willing ro o throweh with
chrpxpense anid enibarrassnen! of heing hawled info g court of
Fwe fatst toramarke o LA Blvefe? Arad whar hoprpores e juey fus
far senme of kumior? Since we've nos especially fomd of credls
eara frad, we have noolection to peopde posting whitever
rulers cowte L0 el Read® or even Radcrn corpiter-
sepperied el Thar way, e ermingly ore powfused, the
azethorisies are conlsed, and democeasy Ss sl for g Ttle while
IOMEET.

Thear 24

Tre the Dieceanber 1984 o of 2000, vou mention i the
article on the "Scariest Mumber in the World ™ that the phreak
veccemized that 1he member was nom-saped, vsing a technigque
that “experienced phreaks know", Ud ke to consider myselGan
erpericnced phrocak, How do 1 12!

Lron't swy., “Just try calling it Cromea pay phonce™ becinse all
long distunce non-suped numbers wont po through withoul
praving (ihe darmned %P5 poyphone console won’t respond fo
reason)” Local non-seped numbers work though (for the
pavphone repiir}.

Another method is by calling and Wit docsnt appearn o v
next billat win't suped. This has several drawbacks, ciuse o 18 s,
well then, Te gt a one minote call 0 Austrahia oo my bill,
Adso, waiting w month te S out aim thet expedient,

Lord Feter Wimsey
Thear T.PW:

Thesr devs, thix paind i open fo debete. Many phone
phreaks can hear all kinds of liele soundy thar tell thewr thingy
dhe avergge paerson doese 't even thamk abows. Cwee plirealks we
knerws con fell whermever o piveene coll is rovsedd through Florids
Juss By the souwds he Bears! Some phreaky alse claim they can
fell 0w ol Ty swpeevised e regdstered on o the Iilling
computer) by the sounddy thet ave mode when the colled parry
prcks wpr Grormeraliy, i B olick (s heavd when they pick up or
witer s recording comees o, Hhe ol i Bhowght fo e non-
suped " or free. But exceptions abound, For one thing, mary
wew electrowie switches (Nonkern Teleeown s DYWS-TIR), for
raae) Drredy rrgkie ey oo wkaee they are picked wep. I vou
were ool someorme who hod oneoof Fhoses vor miehi
wilstakenly chipgk the call wase 't supervived. Then there are
alternete lowyr distance companies thal Feve been Erown fo
chigrre favgrle far eqills rhat were mever camplered. Same
campanies oot able for willing) roorecognize et o sy
signal or a rivy i differens from the merry chimes of humaon
spmegchy,

And e cnlv gre rovesuired rumilees ned aluwas fiee, g
Sree nubers aren’t olwars non-suped! Take 800 mumbers
they do show wp on & hilling compuier somewhere In many
sipwes. Yo e sl mee alled fow thesr.

An operator I uswally able toofell vou i the coll vou are
Prcing ix illpddeoTaar e cperavor b v pdvce Bie ool To find
this ous! Thiz can be a challenge, to say the very leas),

Trear 2afid:

Whint bappencd 1o the 260 phone bonk?

Flow sl iz your mgiling Tist protected aganst seiaiee by
authorities?

r. William YWainwright
Drear W

Thers ix a small phcwe feide (The 20000 Fhoyn Boak ) in
existence thal i aveilable o ey BES S, The Privase Secior
(20303 T ) meludled. Vou rar alse pet a copy throwh our
cevacder bpellerin dogred, wliehy B upe Friday and Saverdsy nighes,
Srowm pwidiph fo noow, Eesters G ol oue ofTier mamiler
(BTG5 26000 Many of these nuwvbers have wlready Been
privted i oy Brues, bt T vow wand & fall printows of the ikt or
s grieecsd e s lares, genel e 32500 By e way, we always
reed more nunbers, so ploase send we vl vou e ol

Char madling fsf iv orde seer by Twenty Six Hundregl f2owill
weod e woded, lens toy seer, o turecd ovee fooanvone, That (s owr
podicy. We don't believe the authorities pose any threar in that
depnrimneet, cspveially since g0 saaky differens Einds of people
roerel BRiE gz,

Drear 2600

1 would Tike to take this time to thank vou for yvour
commendablework, TS people like vou that make me proud to
say I'mtan American, |wanted o pet (his message (0 vl as
sonn a5 posaible, Trepresent only a small part of the large world
of computer antics, which consists of phieeakers, backers, and
piraters, Upon the receipt of chis message, please discard {u
syl st Bormk will do the trick) and foreet over recciving it
Thunk vou,

John Smith Hucker

Dyear JSIH:
Dot worry, i hos been desiroved,
feoniinged on page 3-48)
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SPECIAL OPERATORS

EPECIAL OPERATORS

"¥OU'VE GOT EQUIFPMEMT PROBLEMS?™
TOME

TONE

SPECIAL ATHT SERVICES

BOO=3E1-1323 DIRECT COMMECTION TO FRENCH OFERATORS!!

[WE THAMK THE

MaMY READERS WHO SUPPLIED US WITH THIS NUMBER AFTER WE RERUESTED

IT LAST MONTH.]
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AMD IGMORE INTIAL WDICE MESEAGES.)
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RESDURCES GUIDE Frow Cosputer Crise, Compoter Security, Computer Ethirs:

Groups Concerned with Compuler Security, Computer Ethics, and Certification of Computer

Protessionals:

Amesican Bar Assoclation Task Force on Computer Crime, 1803 M. 5L W Washingion, THC 20054, .
Ammeeican Institute of Cereified Public Accountants, 1211 Avenue of she Americas, MY 1055 @

(EL2) Ht-e200.

American Society for Industrial Security, National Commputer Security Commuitber, 1655 %, Ft Mver
LD, Suile 1200, Aclington, WA 22209 (F03) 522-5800, 3
Assaciabion for Computing Machinery, Special Interest Group on Security Audit angd Costral, Special
Irterest Group on Compubers and Socicry, 17 W, 42 S5, WY 10055 TILEY BT

Bank Administzation Insttute, 60 Gould Centes, 2550 Golf Road, Rolling Meadaws, TL 60004

1312 2284200,

Baston Computer Society, Social Impact Group, 1 Center Plaza, Boston, bA D208 (617 3652080,
Computer Professionals for Social Responsibility, P.O. Box 717, Pale Alte, ©A 04203 (415) 322-3774.
Computer Security [nstitute, $3 Baston Past Road, Northborough, MA G1332 (G17) 845-3050,

Data Entry Management Association, PO, Bax 16711, Stmfasd, CT 05805 12000 SRT3R00.

ELT Audibers Associalion, 373 Schmale Road, Carol Streamn, IL 60LET (2121 aix2-1200,

IEEE Social linpact Growp, e/o FA. Fuefari, 117 Washingtan Rd., Fittsburgh, Pa 15221

Information Svstem Security Asseciation, P.O), Box F1926, Los Angeles, CA SEITL (213 4805515,
Irstitute for Clersification &fﬂump:lhl:r Professionals, 35 E. Wacker D, Chicago, [L &3]

[312) FR2-5437,

Lnstitute of Internal Auditors, 299 Maitland Ave., Box U115, Altamonte Springs, FL 22t

CE0E) H0TE00,

Mational Center [or Computer Ceirne Data, 2700 M. wahuenga Blvd., Los Angreles, CA MG

(2L3) BE0-0509,

Publicalions Concerned with Computer Ethles. Campurter Secerily, Computer Crime:

Contputer Contee] GQuarterly, 26 Washington Ave., East Malvern, Victosas 3145 Austealia {3
211-3737

Computer Frand and ‘_:'-el.'urih__.' Bulletin, Hsevier International Bulleting, 52 Yanderhilt Ave, MY IDOLT
Compates Crime Digest, 70452 Wimsatt Road, Springdield, YA Z151-4070 (703) Sa1-6600.

Compubers and Security, Elsevier Inteenational Bulleting, 52 Vander®ilt Ave,, DY 10017,

Compulers and Saciery, /o Richard Rosenberg, Departenent of Mathematics, Statisties and Comypagt
i Seience, Dalkeusic University, Malifax N5, Canada B3H 5[5,

Computer Security, Computer Security Institute, 45 Baston Post Road, Morthborough, MA 01532
(817} 545- 5050,

Computer Security Alert, %00 M. E, Spanish Biver Blwd., # B, Boca Raten, L 3431 L5} 1925411,
Computer Security Digest, P11 W, Ann Arbor Trail, Suite 4, Plymouth, hLARITY (3130 4549-5787
Conscience in Computing, 2700 M. Cahoenpa Blvd., #2113, Los Anpeles, CA 0068 [(213) B30-0509,
Dhata Processing Auditing Eeport, Box 85, Middleville, M OG5S {201) 3823038,

ELCPACS Autormation Training Centes, Inc., 11250 Reoger Bacon Dr., Suite 17 Reston, Vi 2350

(03 411-5751

Information Security Moniter, Dureant Howse, § Herbal Hill, Londen BCIR 3[R England {01) 278-3143,
Cersonal [dentification MNews, 40, Box 11018, Washinglon, DT 20008,

Crivacy lournal, PO, Box 8844, Washington, DC 20002 (202) S87.0558

Processed World, 55 Suther St., #5829, San Francisco, CA 94104,

Resot, oio Mike MeCuliough, 90 B Fih 51, WY 10008,

Security Audit and Control Review, efo ACM, 11 W, 42 $t., NY 100346,

26K Box 752, Maddle Island, WY 11953,

Sources of Information abaut Camputer Ethics Courses:

[oan Abrams, Superintendent of Schools, Public Schools of Red Hank, Mew Jersey, Administration
Butlding, 74 Branch Ave., Bed Bank, M 0501 (201} BA2 4054, :

Robert Copan, Edinbero University, Dopactment of hilosophy, Edinboro, PA 16444 (8140 7322490,
Kay Gilliland, Equals Project, Lawrence Hall of Seience, University of Califoenia, Berkeley, CA 54720
(ALE] $42-1320,

Mantgomery County Public Schools, Rockvilie, MO

fohn Snapper, Mlinos Institute of Technology, Chicage, [L 60616 {312} 5673017,

Lonsullants and Researchers Providing Information far this Report:

Kevin Filzgerald, 26 Washington Awve., East Malvern, Vickoria 3145 Australia (03 311-3777,

Jetor Mafiold, Boardscan, 15815 W MeMichols, Detrodt, M1 45219 (313 534-1404,

Duonn Parker, SRI International, 333 Ravenswond Ave., Menko Fark, A M025 {415) 859.2179,
Erdwin H. Plubl |r., Department of Sodology, Arizona Stile Universtby 5321 9R3-R311,

D Uirich Sseber, Innsbrucker Strasse, 22 7A0) Freiburg [Besg., West Germany 07 81 44 14 66
Arthur Selarz, Swedish National Counedl for Crime Prevention, Afasmiren 1 1123 21, Stockholm,
Awedean (E-22 97 5,

L. Ken Wong, BIS Applied Systems Lid,, Maybrook Howse, Blackiriars 5t,, Manchester M3 260
England {61 B31-073],
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oYSTERATICALLY SPERKING

Hands Across Telenet
I'#+ B Yok T

I rder to accomplish Hands Across Americn last month,
first a natiomwide network of leehnology bad Lo be foomed o
woardingte the cvent.

Tre their attempe to combat hunger, Hands Across Americ
organized millions of people to donate money, huy Tshirs,
e hold Tiends,

“Three or four vears ago this cvent could nol have been
done.” suid Fred 5. Droz, the national project director of
Hands Across America, “Compaters, 1%, telephones.
teleconlerencing - the technology bas to come ogether,™

The logistics of keeping track of millions of peaple and the
milbions of dellars they have pledged world have been
cverwhelming without computer power and cormmunicntions
netwarks, which permit the ga thering, storage, and
transmission of informalion. The process requined stagaering,
amoynts of data names and addresses, roee HESS P TR
directions, amcunts of donations and credis card mam bers, to
mamne btz few. T addition arganizers had e kesp track of
detiails such as local permits, watersupplics, and the avai kil
o medical facilitics,

As a resultl el the Hands projece, they have deviloaped a
dutabase svstemn that has the potentiol to contral [uture
natinwide fund-raising campaigns with PIRPOHnL aoouracy,

GTE Telencr Communicatinns donated its 227 000 miles of
eamputer network and overseas sitellite hookups to e Hands
project. Over this network, s wide v riety of computers can
send imfermation back wnd forth at high speed,

The Sawrce, an information svster, oined with GTE 1o offer
it B0UHH memibe s Mree computer aoeess w0 infommation alna
the Hands project.

Kiev Calling Clogged
R TED R I P

In the wake of the recent nuelear plunt accident in
Cherneshyl, the volume of teleplinne colls being made to the
Sowviet Union las tripled, a spokesmun for AT& T Intermations]
s,

All calls from the United States to the Sovist Union are
routed through the ATET [nternatinnal Operation Center in
Fittsburgh. “AN these culls have 1o through apEratars in
Sovist Union, A Lot of times wie | have a ot ol alternpts, bl pot
completions,” said Rick Brovall of AT&T.L

ATET no lonpger has divect-dial service o the Seaviet Union.
Becanse of the wnwsul volume, eallers must wait severn] hours
oy reservations for calls to Moscow and Kiew,

ATET cannot employ any more personnel to pan the culls
through, heeause “there is no point in Bavving 50 American
opsEAbons Lrving too pel calls through 1o only mwe Soviet
nperators,” Brayall said.

Nynex Bumps Southwestern Bell
L rmired Nes Noagie

“A clerieal ereor,” cavsed the omission of Southwestern
Bell New York office member from the Liest edition of the
Menex Manhattan ¥Yellow Papges,

Scuthwestern Bell of 51, Louis planned (o publish it own
Manhiattan Yellow Pages directary that would commpete
dimectly with Nynesx,

In total, three listings for Southwestern Bell were
aceitdentally” dropped: its Yellow Pages: Ad-Yent, o pruphics
eperation; and the Silver Pages, o nutional dircclory far the
clderly.

“Eadvertisers can’t find vsin the [Nynex) Yellow FPages they
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will figure we aten a vinhle entity, " cornplained AlC, Parsons,
presadent wnd chiclexecutive of Southwestern’s publishing arm
which still intends to publish s "Clons Book™ thi= [all. *Tr%
sure aw lully canvenient for this 1o happen now, " he poted,

Stock Market Crash

Ink-Yarkd

Captioms trading on the London Stock Fxehanpe ccased fora
divy recently Fellowing the crash of 2 new slectronic trading
svstem. The crush has cast oo pall aver the Srock Lxchanpe's
Autarnated Quores svstem, which will be wsed [or share rrading
ilter the Oetober derepulition of Anareil services in Londos,

The fuited system vonsists of five [BM PO AT Tinked
logether by o network, with an additional AT s netwerk
contenllar,

“Ed Quinn Cell Site™

T84 Trak
Bell Atluntic Corporation’s eellular telephone divisinn his
been rewarding Lop employess by g it cell siee atier them.
A plague bearing the emploves s name adors the site, whish
s usually liethe more than an antenna liver next to a grpe-
sized Bulding hosing a cellukar phone relay,

Tweor eraplovess a month will be reaceeateed  whicl menns
thiart Bell ArGantic has vweo veirs worth of honors to dele a2 and
more sifes are being bl every day. So far there’s Susan
Schuthalter cellsite, Kathy Sehacfer cell site, nnd B Cruinm ol
SUE Winners pot Lo choose their own site,

Let’s Move To France!
The Wome ¥ork L

ln Biarriez, France, people dinl *D1-28-62" 10 eeach the
world only “televideoclub,™ that nffers encl subscriber a
chotce of more than 2000 video cassettes o look 21 on their
video-plone. a combination television and telephone.

This summer, an estimarcd 1,50 Biarrity houses will be
cquipped with the fabletop macking that incorporates a
television soreen and o movabls video camers, They will he
hocked tean undereround web of optical (ibers that can CILCTY
[0 times the amount of infarmation us s nonmal coaxiul cable

This project was stared three yvoars i by Prosident
Mittercand and provides for the wiring of all major French
Lowns and cities by the end of the century while at the same time
exstablishing France s the world leader in this technalagy, Ty
the end of 1988, 3.1 million hommes are expected to be connected
Lo optical Tiher systems,

[n Bizrsite, videcphone owners tan see cach olher s they
chial and can walk arcund with a Land-held CAMETd
Transmithing pretures 10 0 (riend,

They candial into Televideaclub, request a film and wateh it
on their hoenme sereen. Or they can chacee among 12 1elevision
channels and can switch to lareer sereens elsewhers i theis
hornes, or seleet one of six steeee radio srations. O they
plug into visual data banks and sifi huge amaunts of
mlermation, from train schedules 1 the Jutest stock ma ket
prices, At the local hospital, doctors can call up paticnrg
medical recards and Xerays on a wvideophong during
consttations and sick childeen ean follow elassis in the locl
sthon] Feom boame.

Biarrite also has several pay videophones in kiosks on the
SLICET,

Al preseal, gosingle videopbomne costs $3, 000 snd is cxpecied
tar [l b SROO for o cown of 0K hoasses,

Watehing an hour-and -hali-long film on video cassette now
coats ahout 85




Call The Private Sector BBSI
The official bulletin board of 2600

is available for you to call!
NOW RUNNING ORIGINAL SOETWARE
ON A 20-MEG PC WITH THESE SUB-BOARDS:

® Telecom Digest @ Computer Law

@ Media/News @ Telecom
@ Networking @ Computer Security
@ Info Retrieval @ User Suggestions

@ [DS Adverising @ Radio Commun.
Connect with the famous
Private Sector BES and participate
in interesting and intelligent talk
on telecommunications and computers,

201-366-4431 (300/1200)

SHOCKING BOOKS!!

COMMIMERTROMICS OO0 ---= The Manienal  Clearing-
nogse dor Survivel Inlormation --— 20 SHOOCKIMG SUR-
VIVAL  PUBLICATIONS  ---- Electmnii;.-:l, Caomputoers,
Erecpy, Wespors, Security, Medical, Financial = irclsdings
Pl

T PHIOME COLOE BOXES IPlans on 13 Coler Boxesd {31000
[ 1 TELEPHONE RECORDER INTERFACE (Tap & Shrivk Flans) [57]
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Seourlty Technboues; 51,006 Conrest) (3300

1 1+ IBM-PC/Compariole Nisk with Programs, Cipherest (560}
FERYPTANALYSIS TECHNIQUIES [Crypraralysis Brogramsa) (5137

{1+ IRM-PC Commpatile Tisk with Fise Programs (5303
PAUTSAATIC TELLER MACHINES (AT Wulrarsubilivies) (512
VCREIHT CAR D SEAMS {Many Credit Card Rip-000s) (56]
b DESKE SRV LCE MARMUGAL 1 (B e pair, Sairdain Flappies) (527}
¥ DSK THLIVE TUTORLAL I (Theary, oo, Many Tips) (517}
YPRINTER & FLOTTER MAKUAL 1 [Interlacirg, Hepairsi (5100
YEUPER RETNEING METHOD IRk Bibbens - Cheanth (500
FTROM GONADS IFrov Electricily « Cutside Magretic Ways) [52]
FETOPPIMNG MOWER METERS (Fron Elee. « Tnalcks Load 'ﬁ-'.'qrn.:l [ke]
VK- METERS (Fow Elecdria Meters Woerk, Trear Modes] (51 32]
YLIGERATE Gas & WATER (Frew Matural Guass Froe Watec) (570
YOAS FOF ALLD (Free Gasalives Frie Doosel Funl) (5132
FYORTEX GERERATOR (Cril, Hewt - Ma FuelfMoving Far tad [5£]
YTY DECODERS & CONYERTERS [Decider, Conein e Pl {562
Y WCHCE DISSUSER (Tedslly Dospuise Yaur Fhane Yaicel) 15€)
VELECTROMAGKRETIC BRANBLASTER {EM Super-®wapane] (520;
YHEAL THYSELF 0 iProven Ep Healirg M) 53]
P POLYGRAPH DEFEATS (How They Wik Tieleat Methods) (510}
PHEGH YOLTAGE DEYICES [Sdurears; Tagmnre; Bilasters) (5500
PEURYIVAL GUHS & AMMO (Full-Autn Soasersicos; Ty (5100
VAL ERCE 15 GOLBEM Gilencers - Cheup & Easyl (521
Y MOGGER, RAPIST - DIEF Slire Elimirator Plass) 56
SULTOMATE JUSTICE (Timer, Cetonatar, lgrater Pluns] [54]
VSECHET & ALTURMATE IDENTITIES (Faxe byt Legal 10 :$l5'-:|
JREMTAL DOUPMENT (Dedeat Timers, Mileage Devices] (6]
JETEALTH TECHMNOLOGY dStealth Your Yehacle or Plars] (5158
ISHOPLIFTER [Many Shaocking Sethods) (53]
1 AUTO INSURANCT RIP=0FFS] [How 10 Beat e Systeml 1500
1 THE G304 OFIRGER® (homi-Ferrcus Metal Detectocs) (5&)
|3 THE =SB WD [Chewp, Simple, Eflective Tad. Deceaton] (58]
17 SLIPTS-SURYIVAL CATALOG Fres with il orders 520431510
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By John o Williams, MEEE (Tecrper MMEL 05 Prolessor,
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Consumerironics Co,

LETTERS

reoninted from page 344
Drear 2

Emoved vour amicle on mobile phones (Aprii [986—
reminds me of the old TA Pwhich [ miss. One comment thongh rh“.
an the eod of thal article where you refer to the FCC catching ¥
up. In my wrea we hove three engineers for a many state arca
and they cover ham radio, OB oo moee, broadenst, public
salety, microwaves, i, get the wen? They won't bother vou
without o Iof of complamis, The ones to ook out for are the
phone company™ poon squad. Be carcful but don sweat the
FOC for a few tests— doowatch Tor {he phone company who s
very sensitive tooany distuption of their revenue.

=rapull
Drewr 2600;

Howe can [ he like Captain Miduight? How abow an AM
carrier-currend pirate rdio stadion?

By
Drear P'Y:

W can ¥ fell yoir what v do exaedly, bubwoe con sy e it
reverhves ety sreniiness, Ttellivence, pecvistence, and @
sorrffid spdeit, Mix those fogerlier aod vow shondd come wp
with samething wortinehile,

There are wany AM eoreier-curren? pivake radlio siations in
eerstence, Tow mrany of thowr ey o sowndd ke regudar AM
starions and fow people notice anyehing differeny.

Drear Jo00:

Your MW magarine is great! Deealbe cnjos i Yoo aeoele on
makile phones was mosl inferesting. U'm very interested in this
ared. and look forward o any future articles on it—such as
what make and model of two-way radio s best faod cheapest)
to use, or what radio is best (and cheapest) to just Listen in on

calls,
Drewr 2600; '.

| have something intoresting oo report about RO RO s
ancther one of the long-distance telephone companics, They
use aplical Ober petworks that bave been Jod alone codroad
tracks around the country, I you are near where their cables
rien, there is asign chat tells vousbal to doal souwish o dig g
cables up, The sipns pive o Jocation which s the mitials of the
state voul are in and a nwmber which s useally less than 1900,
Nou simply coll BOO32T96860 snd vou get an BCL operator who
meay chat with vou for hours abowt cable sites arownd the
CORLNLTY,

Shee can pive vou cable localwons, amd she might want to know
if wou plun on digming o fow cables up.

Riplet Track
Dhear Readers;
Yes, &t fimaily happered. W lose frack owrselves of ohe
ailforence berween Flasly and Svstermatically Bpeaking omed
aeciderially mied thery wpy loss wioritin, We regref tlie ervor,

FQUIPMENT
Secunity, Prvacy, Polce
survelllance, Countermeasures, Telephone
BOOKS

PMans, Secret Reports, Forbidden Knowledge
YT

SENE 2000 FOR LA RGE CATALOG AND ONE YEAR UPDATES |
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