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RSTS For Beginners

by The Marauder

R5TS/E is an acronym for Resource Systemn Time Sharing
Environment, It is an operating system, maost commonly found
running on Digital Equipment ¢corporations (DEC) PR series
of computers {ie, PDP-[1/70 being quite common.). This
article describes the basica of identifying, obtaining entry, and
some basic things (o do once vou are in a system running
E5TS/E.

System Identification

Upon conmection to a RETSE systemn, it will usually identify
itsell with a system header sienalar to:

KRAMER CORP. RSTS/E V7.2 JOB 5 KB3Z: (DIAL-
UP) 18-FER-8¢  3:46 PM
User:

S0 4z you can see, an RSTS/E system s quite Easily
recogmized due to the fact that it actually tells you in the system
neader, Itis possible for the system manager to modify the login
to not display this information, but very few systems do not
print out a standard system header. If it has been changed. it
will most likely still display the ‘user: prompt. Mote: it also not
entirely uncommen for RETS systems that prompt for o user
tumber to use the “r* character. In either case once vou have
reached the user: (or “8") praompt, RSTS/E is now awaiting vou
toenter a valid user (account) number. Onee you enter a valid
FEN, RSTS will prompt vou with: “Password: ™. If vou enter
beth a valid account, and its matching password, you're in.

Login/ Aceount/Password Formats

An account on an RSTS system is always two numbers
between 0 and 255 (inclusively) separated by o comma. This i
normally referred to as the Projoct-Programmer Number or
PPN, The {irst number is the Prorect Number, and the second is
the Programmer Mumber. Some examples of valid PPN arc:
200,200 50, 10; 20,30, or 1.7,

Passwords on RETS/ E system are alwavs [ 1o 6 characters
lomg ind can inchude; the upper case letters 'A-7", the numbers
‘09", or a combination of both, No lower case letters, and no
special characters are allowed (e, | 8, %, %, &, °, cic.), So you
can eliminate using thes in an atternpt to hack 3 password.

Om all RSTS systems there are accounts that must be present,
Unless major software modifications are made, they will exist,
Here is a list of these accounts and the default passwaords that
are used when Dipital installs & system,

ACOOUNT DEFAULT PEWESE] COMMENTS

1.2 DEMO, SYSLIA,
SYSMGE, DECTAN  SYSTEM LIBRARY/
SYSTEM MANAGER
ACCOUNT
1.3 CFERI AUXILIARY LIBRARY
14 DM
15 DERMO

Ofall the accounts, it is most difficult to remove * 1,27 due 1o
. seltware requirermnents, so if you are hacking a system from

serateh, it 1s suggested that you try to work on a password for
this account, also note that *1,2" s the system library, and the
default system managers account, so the passwords chasen for
it sometimes reflect these facts, Alse hacking at this account
kills two birds with one stene—not only must it be present, but

it also has full privileges, as does any account with a project
number of | (e [XXX) Onoe obtained vow will have full
acoess W0 anything o the system,

Basic System Funchions

Onee in, RSTS/E will prompt you with *Ready”. You are
now in the RETS! E "BASIC monitor, and vou could iy¥pe ina
BASIC program, ete, Here are some useful system
Comninds  programs that can be of use,

HELP-—Simply type help. [t available onmost systerms and
fully self-documenting and menu driven. Tt will give vou a
cemmplete deseriplion of most system cormmisnds and functinns,

DIRECTORY [or "TMR'} will give you a listing of
programs; files that reside in any account vou specify. Simply
typing THE will list the files in the acoount you are in, 1o obtain
i directory of another account, simply use the format: ‘IR
(RO, whers MO s any valid account mumber.
Wou can also substitute an ***in place of either, for o match all’
or ‘Wildcard' search,

SYSTAT{or "SY—will give you o lsting of who else i
eurrently on the system, what they are doing or running. and
some other information. This command is especially useful Tor
obiaining other valid account numbers (PPM%,

OLD - allows you to load a basic program (any file with o
LBAS extension) into memory. I the program s in the samc
wccount as vou, simply type QLD NAMEEXT, and if 1he
program resides nanother aocount, vse the foremal "OLD
[(KEXN XX NAME FXT where MAME EXT s the name of
the busic program and XXX XXX is the account) PPN that it
resides in,

PIP—is the Peripheral Interchange Program. It is a fancy
name for i basic file utilicy used 10 transfer files Trom one place
teanother. You can get a full deseription of its uses by typing
*HELI* PP

BYE—logs vou off the svstemn. Always use 1his command to
log off! yau sirmply hang up, your aecount will rermnain Logged
on., ina DETACHED state, and this will automatically arouse
the suspicion of even the densest sysop, cspecially i you've
managed to oblain o privileged account,

Sonve Pinnl Notes

Omee on under any aocount, do a directory of all che (0% 2
{1.*¥)accounts. You will notice a column in the directory listing
that s labeled *“PROTECTION'. This is o progeam s il
protection code. [t can be set to various levels {i.c, any account
can run, hst, certain aceounts can run,! Tist, i), Look foranmy
programs {files with extensions: BAC, BAS. and . TSK ) which
have a profeclion of {232) or (252}, These are programs thar
g arvone who rans them pravileges at the time they are run,
50 mitke & node of any programs with extensions of this sor and
try running exploring every ene. Many programs have bugs
that cum be used to vour advantage, This can be discossed in
tutnre articles. There is also a program that will allow you o
chart wath other users on the system. You can useally run i by
typing "RUMNSTALEK" Tt will ask for a “terminal to talk o™, and
o can oblain active users, terminals by using the SYSTAT
sammind.

In conclusion, RETS/E is a fairly user friendly svstem to
use abuze, and one of my personal favorites, You can lears L he
basics and become fairly proficient in a relatively short time,
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MOBILE PHONES—THEORY AND CONSTRUCTION

by The Kesearcher

This article explams the operation and construction of a
mohbile phome. The first section was wntien n colliboration
with another felephone experimenter, Tt concerned Improved
Mobile Telephone Service {IMTE] signaling and was
everiually posted on a BBS in the Midwest, From there i fell
intor the hands of the Chiel of Security of Southwestern Bell,
Flis wards to the Svsop. who had been basied for Blue Boxing
were, A person with a0 knowledpe of electronies could use the
information in that {ile to build his own mabile telephone " The
rest of the article explains how one can be bullt,

I is presupposed that vou have o working knowledge of
twirewity radio. [T vou don't possess this knowledge, then von
can study up on nacrow band FM and 2-Meter transmitters. A
gocd source of information s “The Radia Amateue's
Handbook " ireadily available fram Gbraries and book stores).

Sipnaling Used in IMTS

Each mabike welephone channe] consists of two frequencies:
o Tor the lamd base station und one for the mobile phone, The
huse station nses two tones for signaling: Tdle - 2000 Hr und
meire—-AT0 Hz. The mobiles use three tones: Guard—2150 Hz,
Conneel 1833 Wz, and Disconnect—1336 Hz.

The Jand buse station marks the idle channe] by placing the
Idie tone on it AN the mobiles seacch for the channel with 1he
AWK Hy Nedle tome and Jock on o,

Each mabile phone s assigned a standacd telephons number
consisting of area code + 7 digits. When a land customer dialsa
miabile number, the Tdle toneg (K He changes to Seize (1500
H#). The number pulved to the mobile phone contains 7 digis
consisting of the area code and last 4 digits of the number, The
digats are made up of 50 ms pulses of 2000 He separated by 50
rrs nf [ROD He,

I ther 15 o mismatch between the digits seic and the wired
1LY in the maohile, the mabile drops off and bunts for the idle
chanoel, 10 the number matches, the mabile will send back an
weknowledgement tone of 750 ms ol Guacd (2150 Hz). The hase
stalion wiits 1 to 4 seconds for chis tone. T ot received in that
time, the calling party gets o recording, 11 the tone is received,
the mabile phone will ning for up to 45 seconds. Ringing is
composed of 1800 Hz and 2000 Hz shifting at 25 ms for two
sevonds then four seconds of 1800 Hz, When the mebile phone
15 picked up it sends a connect tone of 1633 Hir lor 40 ms to ol
the base station it has answered. When the mohite hangs up, it
sends Disconnect, which is 750 ms of 1334 Tz, When the hasc
receives the Disconnect tone, it will deap carrier for about 400
ms and go off. 1t is the only available channel, it will cooeen to
Idle,

What follows 18 what happens when a call is originated by a
mobile: When the mobile goes off hook, it sends 350 ms of
Ciuard {20530 He) Tollowed by 30 ms of Connect (1633 He,
Whaen the base station hears the Connect tone, it remaves The
Idle tone and stays quice for abong 250 ms, It then transmats 250
ins of Seie | (RO Hz), The mobile then sends R0 ms of Guard
and starts transmicting the TR sequence at 20 pulses per second.
The TI¥ 15 1he area code and last four digits of he mobile's
number, The pulses are marked by 25 ms of connect {1613 Hz)
Folleneed by 25 ms of either silence or Guard tone {2150 He), 1
the pulse i odd, it 15 followed by silence. 1 even, it is followsd
bv Guird tone. This is used for parity checking. The interd it
time 1% 190 mg and will be either silence or Guard tone
depending on whether the lust pulse was odd or even. I the last
pulse of the last digit in the 1Tr is even, it witl be followsd by 190
s ol Guard tone,

When a number is dialed Teom o mebile phone, 2150 Hr is
seot continuously os soon as the dial goes off normal (when the
dial 15 mowved from its resting posicion). Thial pulses representing

breaks are marked by 1632 Hz and are sent an 10 pulses pes
second, A pulse 15 60 ms of 1633 Hz with 40 ms of 2150 Hr
between pulses.

The mnst popazlar mobibe telephone chaness sre locared in
the VHF high band. Cities are oquipped with these channels
aare than any other band, They are listed below.,

Mahile Telephone Frequencies

Clinnel Hase Pkl
Il [52.51 |57.37
Y1, 15254 | 57,80
I | 5257 15761
¥ 152 60 |57 .85
¥ 152,63 157 8g
YK 152,66 157 42
J5 152,60 157,95
Y5 152,72 [57.08
YR 5275 15501
JE 152,75 5804
JR 15281 158.07

Building ihe Mohile Phome

This 15 a fist of the components you will need o build vour
ot Tobile phone:

I Casseree Tape Recorder.

2, Radio Scanner (Like those wsed 1o regeive police calls).

3. Mobile phone dialer (build vour own).

4, Lo Power Transmitter {Modificd 2-Meter transmitter
[=5 watts).

How a Mohile Phane Thaler i Built

Build a Wien-Bridge oscillitor 10 penerate the necded rones.
These are commmanly used In ed hoxes. T8 vou don’t hivee o red
box schematic, look up Wien-Bridge in an electranics
lextbook, Where vou would normally conncet a frequency
adjustment pot, uge two multi-turn pots eotnected in series.
Power for the oscillator will be supplied b a 9 volt battery.

Obtain a rotary dial of the type used on rotary telephones.
The dial will have four wires coming oul of it two white, one
Bluez, and one green, The two white wires make @ connection
when the dial is off narmal {moved Trom its resting position)
Connect the twe white wires in series with one of the lkeads from
the 9 volt hattery, The oscillutor will be runsing only when the
dial is moved off normal. Toworks like this: Daal is moved off
tesrmal—eircuit is completed between oscillator and hattery,
Dial gocs hack 10 resling posttion—cirenit is apened.

The blue and green wircs go 1o 4 normally closed contact in
the dial, This conlact opens once for cach pulse in g disled digit.
Fuor exumple it opens three times for the digit “3™, Connect
these two wires (blue and green) across one of the pots in the
oscillator, With the dial in its resting position, adjust the other
pod for o frequency of 2150 He (Guard tone). Mave the dial
vntil the contact opens and adjust the pot with the hlue and
Ereen wires going to it for a frequency of (633 Wy {Connect
tone),

When the dial i moved off normal, power will be applied to
the oscillator, and it will Begin' running at 2150 Hz, When 1he
dial is released the short across the second por will be remeved
cach tirme the contacts open fora dial pulse, During these pulse
times the frequency will shifl down to 1623 He, When thie dial
etz back to its resting position, power will be removed Trom the
oscillator, This will exactly duplicate the dial pulsing of a
mhile felephone.

The Tramsmitter

Antennie used by mohile phone hase stations are locared on
bigh tomers. This allows line-of-sight trunsmission taand Trom
the mobiles. [f you are within & few miles of 3 bose station very

(Cemsinued v pape 3-20)
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British Phﬂnebmth"Wedding

Swpewrs, s Lndkmy

They met ina telephone booth, he proposed to her tnoit, and
the phone company offered ther the old-fashioned rod box asa
wedding present,

[n (942, these two Britons met by chanee at the payphone in
the mortheast England city of Middlebrowgh, The perspective
rroom sad, “She was taking 20 loog 1 had 10 knock on the
windeow 1o ey her up, " The argument produced a romange,
and when he was finolly ready to proposs marriage, he
tebephoned her from the sarme hooth.

The couple plan romacry this vear and want to put the booth
in their parden as o memento,

A British Telecom spokeswoman said, "We would be very
happy o give them the kiosk as a wedding present,™ The old
wooden snd metal booths, which wre boing replaced across
Britain by mcsder tactlitics ace normally sold for 3200 cach,

Man Worries About Sprint Bill

Cuovfraed e Sounm

Jerry Pepper of Athens, (Georgia, panicked when he received
atelephone bl for 3271.2610.91, Listing calls to Egyprand Hong
Kong, slthough the phone company assured him that the bill
wis Travdulent and that ke would not be held responsible.

“Tradiionally, Pova wornen, " sad Pepper, ™1 was as nervous
wsean be for aweek. [ was real bad. Mobody could talk tome. |
worrsed even when they bad fold me T dudnt bave 1o worry,”

The bill from FTE Sprint was 646 pages bong and showed
calls from Mew Yook, Baltimore, Dadlas, and numerous ether
locations, One call listed on the bl showed that someone spent
ewo hours and 23 minutes talking to someons in Egypt—which
cost 3195,

Bad Tenant Databases

Tret Med Toe Tivts,

Companics hired by landloeds to investigate the finances,
rent histories, snd buckgrounds of prospective tenants hove
hepun operating in the Mew York arca.

Tenant groups contend that such investigations, sinalar (o
inguiries by credit-rating agencies on people seeking credit.
fewve renters vulnerable (o abuses.

The companics—which wdentify tenants with swch problems
s bounced checks, past evictions, or cred i shoreomings—say
they protect landlords from tenants who have histores of o
paying their cents or of causing nuisances thet heve led to
eviction proceedings.

The companies are intensilving therr efforts just as the publc
records of the citvs Housing Court are becoming readily
wvailahle from the court's new computer system, The guick
weoess to the dacy could also belp tenants seeking to determine
the record of o potential landlord.

“Tf you don't get heat or hot water, you have the right to
withhold your remt,” Mr. Scherer, a lawyer and housing
goordinator for Community Action for Legal Services, said,
“These computerized systems will tend 10 make people very
unisy about exercising fundamental rights gearanteed 1o
them by law,™

Companies wsk: their land lord cliznts to provide the names of
tenants who hive been evicted. “We're trying to develop a
database on people who have actually been evicled, and we
hope te have the names of 500,000 such individuals in 2 year or

a0, a spokesman tor one such compony said.

Representative Charles B/ Schumer Bas aodeoduced o balln
Congress to probest tenants’ apainst. abusive inguiries, Mo
Federal law pow shields tepants Trom the ovsuse ol
information. This bill would provide proteclions similar to the
Vi=vear-old Fair Credit Reporting act, which requires credit-
rathering comipanies o Lol consumers why eredit applications
are pejected and slso gives consumers o chance 10 challenge 1he
accuracy of any data wsed against them.

One of the natonwide coedin reporting companics now
rnarketing advisories to Mew York ared lond lords 1 TEW Lne.
(Hher componies imclode Data General and Telecheck Services
Tne,.

Car Breathalizers
L Arpcie Mame e

Thanks 1o technology and now legislation being introdwesd
i Colorade, it may oot be long belore thase who have bad one
oo many won'T beable tosfard, Tetalone drive, their cars, A bl
will b imtroduced that makes iomandatory for repeat ofTenders
o nstall g Guardian Tnterlock System in their car or loge their
lcenss. The device, which etails for 3295, otilizes the same
technolopy as the police “hreathalizer.” The problem donker
brenthes into a mowthpices that analyrcs the sample with a
microprocessor, i1 the aloohol count excesds 01, dhe car won
slan.

Phone Phreak Fined

Hiwnagn Creial Tores

A 19vear-old Wew Jemsey man has been fined 5500 and
ardered o pay back 3390 in long-distancs calls he made at the
expense of ATET,

Rohert Davenpor of Chippewa Trail was also sentenced to
ene vear probation and diregred oo get a part-time job within
ome month.

“Bv interest is still in celephones and my interest s still in
compaters. but s Tar as hacking and pheeaking go--not
anymors,” Davenport said, "Bell 15 going to be monitoring me
like o hawk.™

He had been charged with criminal attempt 1o comemit
computec-related theft, computer related theft, and heft of
services, He pleaded puilty o the latter charge, so the other two
wiold be dropped.

“This 15 a case where your echinical knowledge excended
vourmsterity,” the judge said, “Until vou stard actng your ags.,
vou'te likely to get voursel in trouble apain.™

Dravenport sid be did nod comenit the crime for any Tinancial
gain, but only "o continue my existence or my knowledge as a
phone phreak.”

Marcos Phones For Free
& e ] Proes

The State Deportment said o had placed no limit o
telephane calls rmade by former Dictator Ferdinand Marcos
while he was o puest of the United States in Hawai,

A Brate Departiment spokesman said he could not confirm
reports that Marcos has mode thousands of dollars worth of
telephong calls Tearn Hickam Adr Foree Base in Honolwls or
that Muarces was trving to influence pebitics in his homeland by
ielephaone.

[Mareos s now living inoa private residence in Hawain and
presumably paviog for s phone calls.]

k)
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Aq assue Jost full (September, 1985) described the blue box
eoding for the verification trunks and gave an example for
Michigan (66].

The codezwent frem (0 1099 Do vou have the ones for area
codes 415 and 4087

Telea ANTS for the San Francisco area are 760, If that
docan’t wark, Ley “TH002EE2." Right! & digits, not 7.

A Header
Drenr Header:

He hope that someone provides ws with @ lise of area
identifiers that correspond to differens area rodes. Bui
arherwise, there are only fen to choose from: 00" "5 up to
M Ko, (v Rem ol
Thear 2k

A vou can see From the enclosed, T wrotbe 0o an associate in
Hong Keng (after purchaging all vour hack isswes and
subscribing) after reading " 1984 arrives in Hong Kong"(Flash,
Janeiary, 19841 1 hope his ceply is of help.

Ben Harroll, San Dhepo, Califormia
Idear Renders:

The arricie Mr. Harroll referred 1o mentioned tracking
devices ched woneld be installedd o all vare v Hong Konp, so thai
M roversment cowld charge for Fowd weape, The following 1y
S sk vopdly entioned ghoves

TERF Eleetromic Road Pricing,, which i one of the MK
Hlong Kongn governmen 't less thaw iapived idvas said o he
costing b the vicindey of HEINL RS 330 million, recqueires the
insraliarion of o eniive underground elecironic reticalarion,
Wit wiewing srarions posilored g solpeiad poldniss ko how
Hhe Fodneds o b “raxed,

“These poinis read” specifivally desizned noerber plites
fiseed v she welicles prssing along the roads and the fact
ercorded for farer Billing.

TR rerally wniested soheme, never been used anvwhere
vive ahed 15 Fuving: furiowsf opposed By practicelly everyome
hoere, Fhere i fact, every lkelihood that having spenr abour
I3 mellion i o “pitor srwdy ' the HE governmiens will kave 1o
aeeiend shelve e whole thime,

Thear 2600;

Paaticed oo error an veur “final words on VME™ (March.
[984), The proper command for changing the default deviee
pricr wooa divectory search s SET DEFAULT devicename:
nstead 0f 3ET DEVICE devicename: us stated m the article,
The 5ET DEVICE command requires OPER privilege and
diesn® dowhai vou want anyway. Imightalzobe a good idea
Loogualify the SHOW DEVICE command (SHOW
DDEVICE MOUNTED] so thut vou don't have 1o view all
termniirails, tape drives, oig.

MOBILE PHONES

i anemued from pope 3-20 1

fiflle power is necded W establish eontact, | 1o § watts should he
completely adeguate. The less pewer you use, the less your
chances of getting cavght. More an this later,

2-Meter transmitters, wsed in amateur radio, GPCTARLE 1 Lhe
rane of 144 to 148 Mhz, With a clange of crvstals and a little
retuning, you have your Eransmitter.

~ How A Home Brew Mobile Telephone is Used

With u scanncr, Jocate the base station frequency which
currently has the ldle tone om it, Switch to the mobile frequency
on that same channel and monitor it with the cassette recorder
runming continuously. What you want 1s o clean recording of a

letters...more mail from you...

3-8

Drear 2600
The following is true Tor Uinix svstems versions 3.0 and lower
Unix is set up so that anyone can view anyvone elses files

unless the vser has changed the permissions which ravely
happens. This is especially true for the password file, Don't get
excited now, this does not mean vou can see the passwords, at
least not for now. Almost always the password ik is under the
cie subdireciory which 15 under the rbot directory. The
command-path is "cat/ eto) passwd ™

This is cxcellent Tor looking for accounts without passwornds
and finding out user names. The username is Tollowed by a
colen then comwes the encrypted  password. [T vou see a3
usernams with twe colons following it that means the account
does not necd & password, Al vou have todo 1o get into these
accounts s type the wserpdee, Mo password hacking! Be
Torewarned (hat these accounts uswally have o very low acoess
levvel but 1'm sure vou can work yourway around it, © progrrms
are very good 1o get around this miner ebstucle,

Aonote on encrypled passwords: they are enceypied using o
modificd version of the DES enervplion algorythm. [ have
hewrd that it is possible to use the ‘erypt’ eommand 1o decrvpt
the passward iF vou know The key which | heard 15 a rather
simple default, 1 have wet to see this work, but we all know
anything is possible 10 this world. Ancther helpful ing 15 the
‘passed’ command which allows vou to change a password, Just
iy the camemand and Lthe compuoter will become friendly and
puide vou through the process,

Heyzeus Argublis

Diear 26000
The day [ receved my March assue. 1 started phreaking

around with Amencon Express, and ound that the touch tong

authorization system is not dead, just a bit different, Tos found

b BOOA324102, B00S225ITL, and B00S2EADES. (Mumbers 1o

social-gngineer are BOOIXTIOOS and S0052B06E2—act like a

dumb merchant.) ¥Yoice verification is 8005282121, Afler the

initial carrigr-like tone, enter 98, merchant & {10 digits), AX
card #. and amount, using pound key (M3") to signal end of

input. and instead of a decienal point inthe smount of £5 use .

A beep 15 heard after each input. The lady 1 spake to said you

cun't access an opcrator an-line,

MNYMEX Phreak

Dear NYNEX:

Thanks for the information ahour fow ihiv jor works, We
did pet say rthar s seevice wirs dea in last monsh varticle (AR
Amrericon Express Phone Storvy The awthor, Chesier Holmes,
was raferring wo the ahdlity v gl o ouigoing dial tare from
Arevicon Express by using their imtermal phone sisrem, Tt is
iy fechrigue whick no fomeee work s,

mabile unit broadeasting its 10 sequence. You also want a
recording of the disconnect tone when he hangs up, Onee you
have these, rewind the tape to the start of the sequence, Maw
wour e resdy too make o call.
The Procedure For Placing a Call

I Set vour sconmer to the hase station Trequency with the Tdle
tone and lenve it there. Monitor with esrphones to avoid audio
feedback through the transmitter.

2.5t the transmitter to the correaponding mobile frequency.
Turm it on and leave it on,

{Cantinued ow paye 3-29)
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A Story of Eavesdropping

Everyoady krovws g ol man wlho was i the Secomd Workd
War, and Ras pdeasy of war stories o tell,. Well sometinne it
B o take the fime (o Rster. .

We knew that the enemy was monitoring all of our
international radio-1elephone channels, despite the
sophisticated voice-scramblers which “inverted ™ speech,
making high tones mto low ones and viee-versa, Only
suthorized persons worg permilied to use overseas telephone
CARCLLILS.

W were equipped with elaborate recorders and switching
contrel boxes which permitted us w0 cul off either side of a
conversalion, of to substitete curselves for either party, A strict
set of mibes forbade us to permit maritivee information, weather
reporis, cargo information, ete, 10 pass over the circuits,

Influcnces - Washington sometimes  resubted in anders
issued to us to permit use of the overseas telephone circuits,
event thouph we were suspicious of previous conversations
beciuse parables and umisual phreases often used, made it
difficult to follow what was being said. “How can we monitor
carefully, when we cant understand what theye saying? ™ went
uphesded,

We caught one fellow red-handed in South America using
weird terms like “birds beaving the nest with a basket of egps™, 1
finally cut in the circuit and told him 1'd forgetten what they
meand, He tried o couple of other phrases which Talso couldn't
understand. Finally, hie last bis patiencs and blurted out, "
Fell, Ui calkoimge abowt those special munition arders whicl kefi
vesterdoy for Cermany.”

By this time, a special welephone speech scrambler had been
developed which was sinall encugh to it and use on a desk, lis
availability was extremely limited, but a couple of Army
offrcers—one in the U5 amd the other in Panama—had been
able 1o get hold of a pair of them, and between them secretly
installed them on their desks, unbeknownst to us of course!

One day | heard the fellow in Panama say “OK Joe, now over
te the scrambler™ and ther enswing conversution becamse
unintelligible. We quickly checked the radio telephone ciret
equipment and discovered that the technical charactenistios of
1he eyuipment they were wsing and our own wis identical. As a
result, when they inserled their seramblers the speech inversion
righled atsell and their conversations went ool over 1he Tadio-

2600

(ISSN 0T49-3851)

Editer mnd Publisher
Twwinty Six Hundred

fpaociate Editors
Eric Corbay
Danvid Rudermpn

Executive Direabor
Helen Wictpry

BBS Oparator
Ton Blazh

Writers: Poul Estev, Mr. French, Emmany &l Goldsiein,
Chester Hpdmas, The Kid & Company,. Lix Luthor, Lord
Prrgaker, Mike Salerne, Tho Shadess, Silent Switchman, and
the usual anarymaus bunch,

'y vy pub kS b 2900 Frkrrnes, Iies. an EbT Ps iy AR

= AMEUAD RIHSCR I Ba T SO irabn kit B urpeiraie: S, s,
PIFE T E S1HSEREFTHIN: S200 L TIHFCHCATE 51005005 5 11 a2,
HACE IS5V Fa: s vnh ipeiokliml: 1n LN (PR LT X0 TPTR el s S Ny
FAKE CHICES FAYAHL I Y00 Frecrgriue, g,
WREITE IO e [ EE B 27 Mkl Bbad, ST 11510947
TFEFFRIDIRT 43 10 1502500 WU 13000 Wa-1411
ALVERTISIRG DFEAIL LY ST I'CE B W2 BRI P, 57 PIF1Epr,
ARTELE SUHMERSICH 5100171 HS: 243 s L T e T T T
14 TMASTIR: Thie w prvan raail

telephone careuit in clear language-— readable by anyone’! That
was the end of the use of their private “secrel conversation
swstem”.

Some of the worst offenders of overseas relephone wse
secufity were the top people, 1'1 have to list Generals
Fisenhower and Marshall as two of them-- at least sometimes, |
vin remember one day the circuit between London and
Washington happened to be very poor in quality and
“understandability™ was stretched to the utmost,

General Marshall in Washington had General Eisenhower
on the line in London whe couldnt understand a word of what
Marshall was saying. Marshall repeated several times “1ke, this
i GCM —Marshall-—GCM-—pot it without results. Finally
i frustration Marshall turned o an aide and could be plainly
heard to say “What's the eode word for my name?”

The next thing we knew, Murshall was slowly and distinctly
repeating his code name mmterspersed with “(rCM™ and
“Marshall”. OF course, we had 1o cut the circuit and notify the
ende proup in Washington to mmediately “bust ™ the code— we
couldn’t take any chances— revelation of the code word for his
o might have been all the enemy intelligence was waaling [or
ta help it “code-break ™ other communications,

On the other hand, President Roosevell and Prime Minister
Churchill were two ol the best and easiest 1o monitor, Both used
references 1o previously transmitied overheard messuges by
numbess amd mest of the conversations were along the lines:
“Well Winnie, on number 528, Dreally don't think we should do
thut—you know how they are” Nobody conld gn any
infermation from listening to their telephone conversations,

[ always enjoyed listening 10 Sir Winston originating a call
The British telephone operatars were tequired on every
connection (o announce inadvancs of g comversation: *Youare
warned not to mention the names of vessels, salling dates or
comditions, cargoes, weather, ete., ete., el —any violation on
veur part will result in the circuit being cut oftf and vour action
being reparted to the highest avthonty. Do vou understand?™
Sir Winston always docily replied, “Yes ma'am, 1 understand.

One enemy group had learned the “language™ of specch
inversion. For example, listening an the airtoa radiarelephone
circuit. one might hear & word that sownded exuctly Tike
“hrinkormape™ that was the word “refephore™ after it had
pissed through the speech inversion system!!!

MOBILE PHONES

(Condimeed from page 3-281

3. Pluy the taped 1D sequence.

4. Usc vour dial pulser to call the desired aumber. It all has
gone well, you will hear your dial pulses in the earphones, You
¢itn wse this method 1o call one of the special 500 oumbers and
whistle off with 2600 Hz; then MF to anvwhere in the world,
This technigue will reduce vour visibility on the bill for te 1D
WEKI ATE usIng.

. When you are ready to hang up, play the disconnect tone
and switch off the (ransmitter.

A Few Notes About Your Own Security

You should use only as mueh transmitter power as NECESRArY
to maintain g reluble contact, If vou do much of this kind of
experimenting, the FOC is poing to be after vou with direction
finding equipment, These use directional antennae und a
process of triangulation to locite illegal teansmitters. 1 vou
keep your power down, stay mobile, and avold establishing u
pattern of calling at the same time every day, it will be nearly
irnpssible to track vou dowr
This file way kindly presented by P-20 Svsrems for
enterfainment and academic study only, & iv a violation of
Federal laws 1o operate an unlivensed transmiyer.
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This month at 2600

aresan Privaie Sector BES: We have abtaimsed

some very interesting information thal we hope will

allow us 1o conclude our study of this fascinating
cage. The information takes the form of two transcrpts of
proceedings to obtain scarch warrnts, The first transcript
coneerivs A search warramt for a comnputer that was scized in
Mew Jersey just belone the Private Sector was seized on July [2,
[985. It was “evidence™ fram this first warrmi that permitted
the second, more well known, rawd of seven computers. The
secor] transcript 15 the procesdings that permitted the seiore
ot The Private Sectar and the others.

We don't huve the room to print these documents here, but
we can print a few excerpts, Both transcripts have been kindly
keyed by some mivd tvpasts into computer readahle forem, They
are now wvailuble on the 2600 office BBS (5167512600, Friday
und Suturdny nights only from 12 midoight until 12 neon only)
and, of corse, on The Priviate Sector (20136644310, Hardeopy
printouts or an MS-DOS disk containing these transcripls are
nuilable from 2600 for §5. W hope vou read these transcripts
and spread them around the country. They mention 1he usual;
credit card Fraud, toll fraed, thelt of service, computer fraud,
and conntless permutations. Ln theim there s no mention of the
control of satellites, the ordering of tank parts, or the spread of
secret Pentagon phone numbers. 1t took Middlesex County
Prosccutor Alan Rockafl the whole weekend after the
comipulers were taken o come up with these forv tales, Taking
the form of tvpical judicial-type questions and answers, the
decuments give insight Into how law enforcement afficiads
think {or dont think). They reflect the clussic example of an
unexperienced povernment funcxpericnced with dealing with
cempuier related dssues) sturnbling ower peoples rights. Here
are same of the good parts:

WEhy did Ther pick on these seven poople?

AL We narrowed the list down to the seven [out of |30 possible
“suspects ™) who we feel are the main offenders along with Mr.
HOCENEXX and his bulletin board service by utilizing his
records, reading his measages Trom these peaple that they hove
posted an his bulletin board and also by calling these bulletin
bowrds up wtilizing Patrolman Grepmier's computer and
abtaning informiation from their computer.

Amif pow here iv the “evidence " which altowed thenr o break
inta the homes of woven New Serser compeeter hobbvisis:

2. And this number [refersing to another victim of this farcc]
also 15 315 1t a bulletin bourd?

AL AL cight. We did not get through o this number, however,
by the w10 Busy 10 appears to be a bulletin hoard. Chnes we
dud et through we got a carricr but rmy computer was not set up
[0 receive it 50 there 15 o computer on line there and by the wiy
il's busy it chamaeteristic of a bulletin board system,

How s thar Jfor conelaree ewidenee?

O What wnformation did you recetve from Mr. KXXX XXX
programs that would indicate that the compatter at T3T-K KX
was being wsed for illicit purposes?

A He was giving information on how vou could tell—if vou
wire inte the phone company (hey were tracing vou so that 10
vouwerecalling illegally you would know fora fact that you are
being traced. He also gave directions on g diverter and how it
works with complete information,

0. What information did you ohtain from this partoular
number [yet another nwrmberT?

A, He gave something ko as 300 codes along with an—he
alsa pave a number for conference calling. 1 beliove thac's wliat
1 HIRAT

0. What information did vou receive from $60-X XXX

Ao Al right., Through him e reccived a conference call

number, He alse gave vou sinformation on how ATET troces
numbers. He tells vou, Like, Torexample; there was one number
green aut on the bulletin board for conference calls which is
@50-10BE and he explaing to you how thit is treceahle. ¥ou
should not use that nimber because o ot of people are petting
canght. He also states that it you call him he will give yvou o Tist
ol Sprint access numbers and he gives 2 phone number o call,
Sprint greess pumbers are paszed around quire gladle by
Sepeiril. Cowforence. call numbers ave alio pabdic knowledire,
Information on fracing b mey illezal cither,

L. What information did you get off of Mr. XEXXXENS
bulletin board that would indicate 1hat Red Barchetto s using
this cormputer for illegal purposes?

A He exploins 10 vou how to make mace, 3 002 conister bomb,
unstable explosives, a jug bomb, i smoke bomb, something
known as a rocket engine bomb and he goes inta how to s
houschobd items (o make those and the correst mixiures (or
markimge S

Evvew rhipse preople cowledn s deny thar rhe 13t Ameridrrens ollows

Sor iy bind af thing. 8o heras how they pos araund thar little

Ringdrgrice:
THE COURT: Well, what's wreang with telling the whole world
on haw to make bambs in their Kitchen?
PATROLMAN GREMMIER: Well, number ane, 1s the
possibilily that someone who was not readily accesible to that
informiton now has it inuch freer and that type of person may
b more likely eouse i, Inother words, it right there now, Tt's
nol something that they have to research,
And for those BES operaiors owt there who somehow Hrink
disclaimers serve any advanifase ol ol
O Okay, What other questions did they ask you for the acoess?
AT T was a law enfercement afficer, if this was part of an
entmapment, and the third question il this was o teap.
. And vou had 1o respond 1o those questions?
AL That s corrced,
QLY ou responded inthe negative?
A That is correet,
o
Since The Prvale Sector was rowrned, f0armved  with
something interesting. There was 4 mew, updated userlog,
which listed the lopons that were attemnpied while the computcr
was in the hands of Midd lesex County. The order of the logons
suhscquent (o the seizure of the equipment were:
L2600 MAGAZINE, MIDDLESEX COUNTY
PRO. 2600 MAGAZINE (3 times), KI1D & OO0, 2800
MAGAZINE (2 times), BROADWAY HACKER. LEX
LUTHOR, LOGIC GO, PRIVATESECTOR, IOHN HOE
(4 times), GRIM REAPER, JOHN DOE {3 times).
HEADRUSH, FOREST RANGER., FLYING DRAGOM,
JOHN THIE. COL. HOGAM, JOHN DOE {3 times),
PRIVATE SECTOR, EYIL RABRIT, SHADOW 2600,
DOCTOR DEMENTO, DOCTOR WHO, DOCTORE,
JOSHUAERIE BLOODAXE, KERRANG KHAN, KID &
O DAVID LIGHTMAN, JOHN TNE (6 more timses]. You
cun derive what you want from this. The userlog shows that the
first few users in this list *used"™ the system [or half-hour
periods, up o almost wo houes for one of the JOHN DOE
lagons, After GRIM REAPER thev used the systemn between [
and 15 minutes for each logon. The logons are date-stamped
from 712785 to 8¢ 13785, but we are told that the intermal clock
may have screwed up the dates when the computer was
taken..Other office notes: we are still investipating that
“magarine™ called Compotef. We already have much
infarmahon on them but in another month we should huve
(Comtinued o pape 3-32)
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ova TENIA TICALLY SPEARKING

617 Will Be Divided

SRO] P by

Toe [28%, aren code 617 (Boston) will be split to provide more
phone numbers. The western parl of the area code wall eemaim
the same while the rest will have 2 new, a3 vel wndetermined

arca coude,

Congress Chooses AT&T

5w Jemer Elemaid Bowe,

Chesapeake & Potomac Telephone Co., the local
Wishingten arca Bell affiliare thit has had the congressional
phone contract for the past 107 years, is hitterly conlesting a
House Administration Committee decision o rech out and
touch ATET for its future phone needs,

Hepresentative Charles Fose said that AT&ETS offer was
simply better particelarly hecavse all the phone-switching
equipment would be located on Capitol Hill grounds, C&P
would have its switches in another part of the city.

“All comversations will remain on Capital Hill,” sid Rose,
citing securily threats of electronic cavesdropping.

Baby Bells Don't Pay AT&T Bills

M5 ek

AT&ET has filed for the recevery from its farmer Bell
affspring of muere than 347 million for failure 10 properly bill
and coliect revenucs die it from end-users following the switch
Lo an aocess-charge billing system after divestitune,

ATE T said the lion's share of 1the burden, about S40 rallioan,
s due from New York Tel. An ATET spokesran said the
amounts are now being formally elaimed beciuse of a tao-year
statute of lmitations on such claims,

OQther claims range from 57 mtllion agains Wew England
Telephone down to 330,000 Trom Mevada Bell,

Since divestiture, the local Bell Operating Companies have
handled billing fer most bong distance and some private-ling
services, ATET said the claims are 2 legal procedure, adding
that “whenever another company bamdles billings of thar
rragmitude, you're hownd 1o run into problems.”

In the complaint, AT&T said that in the case of Mew Enpland
Telephone, if hid been “deprived of revenues™ by “various acs
and omissions,” ineluding the [ailure of New Fngland
Telephone o “properly record, assembie, edit, or process
details of switched services calls placed by AT&ET
Communications end users,”

Chher churges were that the telco fuled in some instances (o
properly prepare and process hills for messagesbilled and bulk-
billed services, and some private-line sendoes.

Equal Access 800 Drawbacks

Lamardin warie s, Wl

Ower the next six months, 1he Bell operating companics and
some independent telephone companies will spend millions of
dellurs to make an By pe service available to ATE TS long-
distanes rivils,

But despite the casts, the type of 800 service chey Tl b able (o
provide will represent un interim affering that will be inferior to
ATETS,

In fact, some of AT&TS rivals are unsure they will be ahle o
use the service, are uncertsin they will bonefit from i, and are
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urecavineed ther eusiomers will buy il

Lnder werms of the drvestiture, the BOC's are required to
provide all long distance compunies with acces equal to
AT&ET s and that includes aceess o B servies, one of 1he
naticn’s fstest growing long destunce products, B 1he BOCs
won' have the wechnical capability ta offer service equal to
ATET until 1985

B0 nurnbers were Tunclioning so well before the divestiire
becavse AT&T used commoen channeling intcralfice syrnuling
(CC1S8), which looks ac the 800 surmber dialed and translaces it
mto an eatirely different number—the mamber of the calied
parly. Mow the BOCS have o develop their own methiod of
replicating CCTE,

Encryption Provides Signature
Irlraye i

A data eneryption schemc pramises oo ofler increased
security as well as & way of aulhenticating messages sent over
Iocal arch metwork, sccording 1o the manufaciurer.

Manlsafe is the first microcemputer security svstem ta rely on
individuwal public and private "keys, " said Barton O'Brion, vice
president of sales for RSA Thata Security. The system will
PCImiC users 10 make ore of their kevs availible to anyone,
while keeping the ather confidential, The publicly available key
can then be feecly used to encrypt a file that can be decoded only
by using the matching private key. In Mailsale, public keys arc
tmaintained in a datahase that is ineorporated in the progr,

*T'his is really the same thing as providing a digital civelope,™
OBren said, The system also provides the eguivalent of an
electronic signature, he sid, A sender canuse his privanie key 1o
en¢ode i messie that can be succesafully decoded only by the
matching public key, so the recipient can determine the
anthenticiy of a message. The “signature™ will allow computer
useTs 1o fransmit information, such as that ina lepal or Tinaneisl
document, that was previcosly lmited to paper teansactions b
veridy the authenticity, he said.

Mailsale is based an the patented R5A Puhlic Koy
Cryptosystem. The algorithm was developed at the
Masmachusetts Insticute of Technology in 1975,

Directory Assistance Failure
Stk Suan-ledger
Farlier this vear, operators in four directory assistance
offices in ares code 609 conld not g1 into their data bank to
find tebephone listings beciuse of a computer failure,
As a result, the operators were forced 1o look up inguirics
mitnually in phane hoaks-—and oaly for CTACTRCIRY (Eduesls,
An estirmiated 50,000 directory assislance calls were affected,

[Dial *00” For Operator
BALS Wy

Very soon, customers of Pacitic Bell will live 1o disl 007 1o
reach the standard AT&T operators. 1T they dial "0 they will
reach new Pucific Bell opermors,

The change is part of the divestiture. Tt was decided that the
Bell Operating Companies would provide their own eperators,
primarily for assisting callers in making intra-LATA calss.

This part of the breakup will require ATET to give up its
orecious "G,




PLEASE BE PATIENT!

if you ordered back issues and you haven't
vet received them, they are probably still
being processed. We have been deluged
with orders over the last few months and

we've had to reorder just about every issue.

Please allow four to six weeks for delivery.
H we can get them out faster. we will.

Call (516) 751-2600
if you have questions.

THIS MONTH

(Continwed from poge 3-30)

emouech to start aetting some refunds s wellas Bind out who, iof
anvone, 15 commanding them, For now, we can tell vou that
these people are definiely the sime ones hehind the magazine
which came out it the mid seventies called Tel That magasine
wits busted by the phone eompany for publishing “trade

secrels”, Mow fhe same people are back, only this time its
phones and computers ina magazine thatl never comes out and
has acoess tooa whole 1ot of money. A curious sitwa oo mdeed
Much thunks 1o the 2600 West Coast investigntive team for
what they're about to do. .. Yes, we were supposed to annownce
our meeting time and place in this month s issoe. But weve had
asurprising bok of input from cue readers, We want to have o

meeting in Mew Yotk and other citics, But we need to know i

peaple arc interested enoueh to attend. We also need help
getting a room Tor such an event—naothing special; a meeting
revorn ab any colbepe woukd do just fine. Call ws—we'd like for
vou o be w partoof the many changes we have

EQUIPMENT
Security, Privacy, Police
Surveillance, Countermeasures, Telephone
BOOKS

Flans, Secret Beports, Forbudden Knowledpe
sue
FEND IR FOR LARGE CATALOG AN ONE FEAR UPRATES
SHERWOOD COMMUNICATIONS
Philmant Commaons
2TRES Philmont Avenwe Soite 81087
Huntingdon Yalley, PA 19006

planned. . Begarding the problems we mentioned last month
aboul Cormpuserve, we recently received a full relumd, Lets all
hope they learmed chear lesson, O

TOU CAN HAYE THES SPACE O ADVEATISE YOUR BASI
Send T5. piew BES rewwe rarier . and vy oL on sdend i1 G 2600, LIRS
Clasaitved D) PO Sooe 702, Medle skand N 103530052 Seng My B35
clisifeak, (rm,

by '-r__ﬁﬁ;e
I'he g~

i pris
Foitiry Lo
i
i
Wil
T
e

For The Serious [:

GLOSSY PAGES
PHREAKING ARTICLES | W

CRACKING TIPS :
HACKING SECTIONS
INTERVIEWS
GAME CHEATS:
AND MUCH MOBE:

Published 12 Times §

gy
{OGUND'IN
HAGAZIH Eioe

332




