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When this issue is released, our fifth
conference will have been held in New York
City. We named it, fittingly, The Fifth HOPE.
For those unfamiliar, HOPE is an acronym
for Hackers On Planet Earth. This also marks
the tenth anniversary of the first HOPE con-
ference in 1994, the first time ever that hack-
ers gathered in such large numbers in the
United States. And of course, we're also in
the midst of our 20th anniversary here at
2600, founded somewhat ironically in 1984.

We see a certain symmetry in all of these
events and anniversaries. But more impor-
tantly, we see symmetry in the goals and
ideals expressed every day in the hacker
community as they relate to those of the hu-
man race in the 21st century. The things we
see as important, the technology we find our-
selves playing with and designing, the limits
we constantly test and push, and the free-
doms we instinctively stand up for - these are
all being mirrored in the "real" world on a
daily basis.

Most of us never intended for things to
become so serious, much like we never in-
tended for this publication to be of interest to
more than a very narrow portion of the popu-
lace. To this day, hackers are born out of the
curiosity that relatively few people feel to-
wards technology and they move forward
through the determination of wanting to fig-
ure something out or make it work better.
That's really all it is and all it has ever been.
No pressing desire to change the world, no
compelling need to be the focal point of the
media, and certainly no wish to be fashion-
able. Events, however, have an odd way of
changing one's focus and altering the path.

Anyone who could have predicted the ex-
plosion of technology in the past 20 years
could have also predicted the social conse-
quences and conundrums that came along
with it. Obviously when everyone gains the
m/c::% to operate the equivalent of a printing
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press via the Internet, authority figures
everywhere will start to clamp down on what
can be said and how. When digital technol-
ogy allows perfect copies of audio and video
to be created and shared, the status quo is go-
ing to be threatened and panic will ensue.
When computers and databases become
more and more integrated, our private infor-
mation will be shared by more and more en-
tities. And it will become increasingly
difficult to remain anonymous as we move
closer to a society that demands accountabil-
ity for one's every move, purchase, and
transgression.

Every one of these issues is of great con-
cern to the vast majority of people in our pre-
sent society. Suddenly the technology that
made us curious - and got many of us labeled
as weird for taking such an abnormal interest
in it - is changing the very nature of the
world. And to those people who didn't take
an interest before, a lot of these sudden
changes and all-encompassing issues are ex-
tremely disconcerting. They are to us as well,
although anyone paying attention would
know that the changes were anything but
sudden. They are part of a pattern, one which
is continuing and one which will only grow
worse in time, so long as people remain ig-
norant and convinced that they lack both the
intellect and ability to do anything about it.

As we well know, that is one of the great-
est weapons any agent of oppression can
possess: the ability to convince people that
they can't make a difference and that certain
things are inevitable. We're here to tell you
that anyone can make a difference and noth-
ing is a certainty. With that in mind, now is
as good a time as any to take a look at the de-
velopments going on around us and decide if
that is really the direction we want to be

heading in. K
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\ Why does this responsibility fall upon the
hacker community in particular? Two rea-
sons. We understand how a lot of the tech-
nology used to implement these changes
really works. Which means we know the
weaknesses and the potential abuses from
both outside and within. And we also have a
history of standing up to authority - whether
it's the authority that tells us not to ask ques-
tions or the authority that locks us away in
prison for using technology in a way that
wasn't quite authorized.

The hacker spirit has proven very difficult
to crush over the years. Even if one voice is
silenced for revealing information, another
will soon take its place. No matter what the
restrictions or penalties surrounding a partic-
ular bit of technology, you can bet that hack-
ers somewhere are figuring out ways to
defeat it in the public arena. It's just that now
there are a great many more people paying
attention to the results.

Hacking has never been as relevant and as
important as it is today. While many of us are
still kids playing with toys and experiment-

Em, there's a whole other aspect that the en-
tire world is watching. If our privacy is at

risk, our safety is in danger, or our rights are
gradually being extinguished, odds are the
abuse of technology plays some part in this.
Ironically, hackers are frequently viewed in
the mainstream as the ones who abuse high
tech. But even those subscribing to this no-
tion can see the logic of paying attention to
what hackers uncover. To ignore this is to
walk blindly into unknown territory.

So we find ourselves in a very different
world than when we started in 1984 or even
when we held the first HOPE conference a
decade ago. We've become far more depen-
dent on technology for nearly every aspect of
our lives and technology is being used intru-
sively on a steadily increasing basis. If we
have the expertise to uncover information on
how it all works, then we also have the oblig-
ation to our fellow citizens to make it all
public. Twenty years from now, the world
will be a very different place. We have the
ability to educate others and influence the
changes that transpire along the way.

Included in this two disc set:

Freedom Downtime

Kevin Mitnick Interview

Nearly 3 hours of lost footage, extra scenes,
interviews, the trailer, outtakes, and more
20 language translations (no kidding)
Commentary track

Surprises and special features (trust us)
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At Long Last The Wait Is Over!

Years in the making, the FREEDOM DOWNTIME DVD is now complete. We think you'll be pleased.

"FREEDOM
DOWNTIMI: ™=

If you can find a DVD with more
going on, let us know about it.

No region coding, no copy protection.
These discs will play anywhere.

The double disc set is yours for $30.
(Freedom Dov
(VHS/NTSC) are still available for $15.)
Freedom Downtime

c/0 2600

PO Box 752

Middle Island, NY 11953
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Or order from our online store at




Scumware, Spyware,

/A~ EATIE

by shinohara
shinohara@ziplip.com

Forget about cookies. They're child's play
compared to the sheer nastiness of Gator or to
the insolence of Newton Knows Best. The
more I studied them, the angrier I got. I sim-
ply had to write an article about them to warn
people.

What is Spyware and Adware?

Let's first get our definitions straight.
There are a lot of different names floating
around. Spyware is seemingly useful software
installed on your PC that will observe your
actions, gather data on your surfing habits and
what you are interested in, compile that data,
and send it back to the main server. In this
sense, it's similar to a Trojan horse. Adware
mainly receives ads in the form of images
(simple gifs, animated gifs) or other multime-
dia type files. Adware can also include com-
ponents which will spy on users' actions.
Those components which are installed on the
PC without a user's permission can be called
sneakware. Spamware is essentially the same
as adware - serving unwanted ads. A lot of
people (myself included) have begun calling
all of these types simply scumware.

Gator

There are many scumwares on the market
that we can examine. In fact, if we try to look
at all of them, we will spent literally days do-
ing so. That is why I have narrowed the list to
the most notorious ones and the ones you are
most likely to meet. Gator/GAIN is one of
them.

Gator is one of the nastiest pieces of spy-
ware around.. Gator's parent company
changed their name to Claria Oo..no_.m:n:
(http://www.claria.com) in an attempt to dis-
associate themselves from Gator. But they
still stink just as bad. It is carried by almost all
P2P file-share apps as well as free ISP's like
Netzero. In fact, I can't seem to be able to get
rid of it. Every time I turn around, there is a
fresh install of Gator on my system. Worse,
Gator software is composed of several sepa-
ﬁa modules, incarnations, and names: Gator,

OfferCompanion, Trickler, GAIN, GMT.exe,
CMESys.exe, and a quite a few others.
Gator/GAIN is marketed as a software prod-
uct that_will automatically fill in passwords
and other form-elements on web pages, but its
main purpose is to load an advertising spy-
ware module called OfferCompanion which
displays pop-up ads when visiting some web-
sites. Once installed, Gator's software never
stops running and it monitors pretty much
everything a user does. The program is freely
distributed by http://www.gainpulbishing
w.com but it can be found in a slew of file-
sharing applications, including the "most-
downloaded software" on the Internet - the
new KaZaA version that just came out a few
days ago and which I investigated while writ-
ing this article. In fact, you cannot even install
and use KaZaA without agreeing to also in-
stall Gain. Talk about assholes!

Gator are so insolent that they justify what
they do as "right." From a CNET news.com
article in 2001: "We get lots of angry calls;
maybe even an attorney calls up because
they're angry," said Gator's Eagle. "We ex-
plain it's the consumers' right because we're
invited onto the desktop. We're not changing
their content; we're popping up on the con-
sumers' desktop. Don't they advertise on TV
showing competitor comparisons? The only
difference is that we're more effective. The
next call we get is usually from the VP of
sales, saying, 'We would like to work with

ou."
Y How Do You Get Infected With It?

In Gator's case, it can come into your PC
in three ways: either pre-bundled in a file-
sharing program such as KaZaa, iMesh and a
few others, in some alleged "freeware" such
as AudioGalaxy, Go!zilla, and WeatherBug,
or the so-called drive-by-installation, using
Internet Explorer's ActiveX controls where a
website attempts to download and install soft-
ware (executable code) from a banner or a
pop-up ad on the user's PC. This is by far the
sneakiest way, since most average users don't

have a clue about Secure Zone settings @
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hm: choose Yes when confronted with a dia-
log, thinking the browser is simply installing
a needed plug-in for a website they're view-
ing. Depending on the browser's security set-
tings, the software will either download
silently and without any user action, or pre-
sent an install dialog.

Gator is also now available for download
in separate freeware applications called eWal-
let and Precision Time/Date Manager, but no-
body in their right mind would even use
those. When installed, Gator begins to slowly
download and install other modules.

What Does It Do?

Gator has two main purposes: to deliver
ads to the user based on the profile it builds
and to collect information on the user's habits,
including (but not limited to) every page vis-
ited, the length of time the user spent at each
site, what the user is interested in, what ads (if
any) the user clicks on, any special searches
the user does, any keywords entered, and any
files downloaded. It saves all of that info in a
file on your computer which identifies your
PC through its IP address.

The newest Gator trick is to hijack a pop-
up ad from another company when users visit
a competitor's website. This practice (which I
find rather amusing, I must admit) is known
as "being Gatored.” It is accomplished by
selling common "keywords" to companies
such as search engines. One e-tailer that's
been bitten is 1-800-Flowers.com. When cer-
tain web surfers visit the site to browse for
bouquets, a pop-up ad appears for $10 off at
chief rival ftd.com. The same sort of thing
happens at americanairlines.com, where a
Delta Airlines promotion is waiting in the
wings. Ads like these find their way onto
browser windows through "plug-ins" that
come bundled with certain software down-
loads.

Keyword advertising consists mostly of
selling trademark owners the rights to their
own names - on a search engine, for example.
But the reverse is true in many new applica-
tion services such as Gator. And because the
applications are downloaded with the con-
sumer's consent, the companies say they are
standing on firm legal ground, despite numer-
ous complaints from marketing executives.
After compiling the data it receives, Gator
sells to other advertisers, who can then pur-
chase the opportunity to display pop-up ads at
certain moments, such as when specific words
appear on the screen or specific words are
@Q_ into search engines.

Gator/GAIN Modules \

Gator (iegator.dll and others) is the main
software, which auto completes web forms
(which is completely unnecessary for many
users these days, since IE and Mozilla have
had automatic form completion, password
saving, etc. built in for some time).

OfferCompanion is the advertising spy-
ware module. It is responsible for spying on
your web browsing habits, downloading and
displaying pop-up ads, and transmitting per-
sonal information to Gator.

Trickler (fsg.exe, fsg-ag.exe, fsg*.exe) is
an "install stub," a small program that is in-
stalled with the application you really wanted.
(Gator almost always appears on your system
due to installing other software and not the in-
staller available from Gator's website.) When
installed, Trickler inserts a Run key in your
Registry so that it is silently and automati-
cally loaded every time you start your com-
puter. Trickler runs hidden and very slowly
downloads the rest of Gator/OfferCompanion
onto your system. It is suggested that this
"trickling" activity is intended to slip under
the user's radar, the steady, low usage of band-
width going unnoticed. While often named
fsg.exe, Trickler can go under other similar
names, such as fsg-ag.exe (installed with Au-
dioGalaxy) or another name containing "fsg"
or "trickler".

GAIN (GMT . exe, CMESys . exe,
GAIN_TRICKLER_*.EXE, other files) is short for
Gator Advertising Information Network and
is the newest incarnation of the Gator
spyware we all know and love.

Each .exe file installs itself into a different
directory. GAIN for example can be found in
C:\Program Files\Gator\ and the registry
Key HKEY LOCAL_MACHINE--]Software--]Micro
wsoft--]Windows--]Current version--]Run.
GMT is in c:\Program Files\CommonFiles
=\evr\ and in the c:\windows\Start
=Menu\Programs\StartUp\.

CMiie can be found inside C:\Program
wFiles\Common Files\.
Removing GAIN/Gator

This is a somewhat long and annoying
process, so let's get right to it. I must warn
you it involves tweaking Window's registry,
so if you don't feel comfortable doing that,
seek professional attention. There are several
places you need to clean up, depending on
how the software was installed. I will go over
each step by step.

Add/Remove Program Applet. The best
way is to begin by first uninstalling it ::o:mk:

Spring 2004

Page 7




% Add/Remove function in the Control
Panel, since simply manually removing it
may result in some of the components being
left on your PC. To accomplish this, go to
Start--]Settings, open the Control Panel, start
up Add/Remove applet, and hunt for either
GM, Gain, GATOR, or any of the above
listed modules.

Windows' Registry. Click on START, go to
RUN, and type "regedit". Click "OK" to start
the registry editor. There are several keys you
need to check here. First, using the directory
tree, browse to the key: Hkey rocar_macHINE-
= - ] SOFTWARE- -] Microsoft - -] Windows - - ]
wCurrentVersion--]Run. If you got either
CMESys and the GMT in the right pane,
delete them both by using the right mouse
key. Now you need to exit the registry editor
and restart your computer.

Here are the other keys you should check:
HKEY_LOCAL_MACHINE--]Software--]
wMicrosoft--]Windows--]Current version--
=] Run-,

HKEY_LOCAL_MACHINE- -] Software--] .
wMicrosoft--]Windows--]Current version--
w ] RunOnce,
HKEY_LOCAL_MACHINE--]Software--]
wMicrosoft--]Windows--]Current version--
JRunOnceEx,

HKEY_LOCAL_MACHINE- -] Software--]
wMicrosoft--]Windows--]Current version--
w ] RunServices

and HKEY_LOCAL_MACHINE--]Software--]
wMicrosoft--]Windows--]Current version--
w ] RunServicesOnce.

Another three registry keys are:
HKEY_CLASSES_ROOT\CLSID\ {21FFB6C0-0DAL -
w11D5-A9D5-00500413153C)
INM&IFQOB@IEQEHZM/MOMQ.E.&NN/@WHON. com
HKEY_LOCAL_MACHINE\SOFTWARE\GatorTest

Using the directory tree browse to those
keys and delete them.

Program Files directory folder. Next, you
will need to locate and remove both the CEII
and GMT directory folders on your com-
puter. They are both located in the Program
Files directory. To get there, start from My
Computer, go to Program Files, locate Com-
mon Files, and peek inside. If you see CEII
and/or GMT, simply click on them with the
right mouse button and choose Delete. )

If Gator was installed by Precision Time
& Date Manager, locate and delete the
"WebPT" or "WebDM" inside the "Program
Files" folder if it exists.

StartUp directory folder. The next place to
check will be your StartUp folder. The
StartUp folder loads the software listed in
there every time you start up or reboot the
@_u_:mﬁ To go there, start up from My Com-

puter, go to C:\, go inside Windows, and _My
for the Start Menu folder. See if any of the exe
files listed above are in there. Remove them if
you find any. This will have the added benefit
of making your computer boot and run faster.
Note that using the program associated with a
particular ad-trojan may reinstall these refer-
ences, and even the ad-trojan itself. PKZip is
notorious for this. (For this reason, it is im-
portant that you zap the associated adware
program as well, or at least make sure nobody
runs it.)

MSCONFIG. Under Windows 98 and
higher, there is a program called MSCONFIG
that allows you to view and enable/disable
StartUp applications. This can be used (usu-
ally) to turn off auto-loading spyware compo-
nents. (To run MSCONFIG if you have it,
click on Start ] Run, and type msconfig in the
Run box.) As you can see, msconfig is a Sys-
tem Configuration Utility and it's got several
options you can modify. Let's now go over
each one, briefly discussing what they are and
what can be changed inside them. The Gen-
eral option specifies what system files your
PC reads and executes while booting up. This
option is useful in case of an emergency dur-
ing Safe Mode boot up. Normally, most au-
toexec.bat and config.sys files are empty
today, but they used to play a big role in the
olden DOS days (Windows 95 and Windows
98). If you know DOS (and DOS is still ex-
tremely useful in many ways, even if Mi-
crosoft makes it exceedingly difficult for you
to even run DOS programs on NT based sys-
tems such as Windows 2000 and XP), you can
peek inside those files and remove any lines
you don't want or don't think you need. A
good idea is instead of removing the lines to
just place a REM in front of them.

System.ini and Win.ini are more Windows
configuration files, telling it how to boot up. I
suggest you don't mess with them unless you
really know what you are doing.

The Startup Option is another more ad-
vanced way to tell Windows what software to
run when it boots up. Personally, I like to keep
mine as clean and tidy and program-free as
possible. I have seen some people's comput-
ers that had at least 30 lines inside Startup, all
from various software packages installed that
did nothing for the user except take memory. [
had to argue with a client several days ago,
trying to convince him that in fact Microsoft's
Office does not need to be inside Startup and
that, yes, he still would have been able to use

Office any time he wanted to. Talk mcoclm\.

Page &

2b00 Magazine

norance not being bliss!

How does yours look? Can you justify
why all of the programs listed in there have to
begin at boot up time? Do you know what
each program is and what its function is?
Don't you think you should?

Newton Knows Best

This is another very annoying spyware or
scumware or whatever you wanna call it that
gets installed in a variety of ways, including
with several file sharing programs. One of
them is Grokster. I read about Grokster, one
of the most infested of the P2P services, so I
decided to see if it was really as bad as the
writer claimed. I'm sorry to report it was
worse.

When Grokster ran for the first time, a sep-
arate program popped up, asking me what my
country and zip code was. It was called New-
ton Knows Best. Since I didn't remember al-
lowing it to install, instead of just removing it
I decided to observe what it was and what it
would do. So far I am not very happy with it
at all. It added an extra bar to my Internet Ex-
plorer that I had trouble removing. When I
launched Netscape, Newton jumped up and
stared too. It even booted the self-updated
Newton exe. I was aghast. Yet another of the
many shameless companies who surrepti-
tiously install softwarc on my PC without
asking me first, then begin to monitor my
surfing habits.

1 did a quick search on Newton Knows
Best, but couldn't find much. Newton bills it-
self as a personal search companion. It claims
it will help us get the most out of the Internet.
Here is what they say at http://www.newfree-
ware.com/internet/711/: "We designed New-
tonKnows based on user functionality and
benefit. As you surf the web, Newton sits dis-
cretely in the background, waiting to fetch
relevant content for you. As soon as he digs
some up, the Newton suggestion window
slides up and presents his top finds. For exam-
ple, "My Auction Items" fetches eBay auc-
tions for your favorite items. Newton further
enhances your browsing experience by deliv-
ering related content links directly into his
toolbar. Newton quickly connects you to your
favorite shopping, music, travel sites and
more. With its built-in auto-update feature
and our continuing commitment to quality,
Newton will continue to evolve, and so too
will your surfing prowess. Plus, with the abil-
ity to request your favorite new feature, New-
tonKnows is destined to become your
c[_::::m Internet search companion.”

Spring 2004

Newton made me see red in several ways, \
such as adding an extra search bar into Inter-
net Explorer and not even asking me if I
would allow it to do so.

Removing Newton Knows Best

This is somewhat difficult, since it places a
key inside the registry and installs itself in
several places. Run a search via Start--]Find
and uninstall. Don't just remove Newton. Hit
the same places I outlined above in removing
GAIN/Gator.

SaveNow (When UShop)

This gets installed by BearShare among
others. Put quickly, it is an advertising toolbar
that monitors what sites you visit and pops up
sponsored "deals" when visiting those sites.

Fighting Back

There are several software packages that
will help you to manually look for Gator and
many other scumwares on your system. Ad-
aware from Lavasoft (http://www.lavasoft-
usa.com/) is a good one that has both a
freeware and paid shareware version. It can
help you remove remnants of programs in-
stalled surreptitiously on your machines.

Ad-aware is easy to use. Start it up and
click on Scan Now. From there, you will be
giving the following options: Perform smart
system scan, Use custom scanning options,
and Select drives/folder to scan.

Performing the smart system scan is good.
Click on Next and let it run.

Once Ad-aware is done, you will be given
a list of suspicious registry keys, registry val-
ues, and possible scumware exe files and fold-

ers. Click on Next.

You will be given the file name, what type
itis (registry key or exe), what it is, where it is
in your system, and comments that will even
tell you what website was responsible for the
scumware. If you hover over each with your
mouse button, a yellow pop up screen will ap-
pear with more info. You have two options
here: either quarantine the offending files or
outright delete them by choosing Next.

As a precaution, I again must warn you
some of your nice "free” programs won't be
able to work if you kill their spywares, so be-
fore you push Next you must find what is
needed by you and what you can live without.

Some suggestions on how to find
scumwares:

1. Begin using a process observer that will
show all the software currently running on
your system at all times. I can easily find and
monitor any of these programs using the great
and  free  Process  Explorer  from
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.}
% ://www.sysinternals.com/ntw2k/free
wware/procexp.shtml. Using it, I discovered
that GAIN/Gator-whatever you wanna call it
writes to the following files:
c:!windows!cookies!,
c:!windows'!history'!history.ieS!,
c:!windows!temporary internet
files!content.ieS!
C: \WINDOWS\COOKIES\INDEX.DAT,
C:\WINDOWS\HISTORY\HISTORY.IES\
w INDEX . DAT
C: \WINDOWS\TEMPOR~1\CONTENT . IES\
= INDEX.DAT,
C: \WINDOWS\TEMPOR~1\CONTENT.IES\,
0C:_WINDOWS_Cookies_index.dat,
C:_WINDOWS_History History.IES_
windex.dat,
C: WINDOWS_Temporary Internet
Files Content .IE5_index.dat
2. Set up and configure a good firewall.
Make sure you monitor all the incoming and
outgoing connections your computer makes.

Forget about ZoneAlarm. That's not moy
enough and it doesn't do much. I tested it sev-
eral times, trying to figure out why so many
people liked it. I think the main reason is be-
cause it is free.

3. Run a weekly check on all the places I
mentioned: Windows' StartUp folder, Reg-
istry's Run, msconfig. Keep them clean. There
are so many scumwares confronting the aver-
age computer users today, it's easy to cmno.am
overwhelmed! Worse, new ones are coming
out daily! Keep up with them by reading sites
such as http://www.cexx.org, or search for
more info on your own.

4. Practice some self control and stop
downloading and installing all the new hot
P2P apps your buddies told you about.

This is just a small introduction into the
world of scumwares. 1 would like to hear
from other people about their own experi-
ences with other scumwares so we can all
learn.

by Chris Johnson

First off, a small introduction for those of
you who don't know the evil that is
ClearChannel. Clearchannel operates a bit
over 1,200 stations as of the writing of this
article. They also own 37 television stations
and operate over 200 venues nationwide.
They are in 248 of the top 250 radio markets,
controlling 60 percent of all rock program-
ming. They also do outdoor advertising and
own the tours of musicians like Janet Jack-
son, Aerosmith, Pearl Jam, Madonna, and
N'Sync.

Now we add a small division of
ClearChannel based out of Cincinnati called
Critical Mass Media into the mix. Critical
Mass Media is the research arm of
ClearChannel's radio business. CMM does
audience research, music research, and also
conducts telemarketing to businesses and res-

idences concerning contests or promotions
the radio stations might be holding. Now
here's the even more interesting part. CMM is
exempt from the Do Not Call list. That's
right! ClearChannel is using a loophole in the
law to force its fecal matter into your home.
Now, keep in mind, all dialing is done from
either Norwood, Ohio or Fort Wright, Ken-
tucky. If they say they are calling locally,
they are full of crap. CMM hires only the vmm.
people for its delicate research. They recruit
the vast majority of their individuals from
temporary agencies. CMM holds three train-
ing classes a week at two days per class to
train new agents if that gives you any idea on
the turnover rate. They also pay these idiots
$8.50 an hour. If you're broke, it can be a lu-
crative opportunity for money.

Data from all calls is entered into a com-

puter system referred to as CATI or the QHE\
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aﬁq Aided Telephone Interviewer. It's pow-
ered by SCO OpenServer Unix in a dumb ter-
minal style environment. CMC SURVENT
is the main program used by the agent to con-
duct interviews. The agent has very limited
access to the operating system. Most supervi-
sory tasks including stopping and starting
workstations is done by a section operator,
referred to at CMM as a "captain" operator.
Agents are monitored in several different
ways including roaming or spot monitors
done with cordless phones and by computer
as well where a supervisor watches what they
input into the system and what they are say-
ing to the respondent. Any PBX phone in the
call center can monitor an agent's station.

Now lets move on to how to identify a call
from CMM. The easiest way is to watch for
the number 513-858-2250 and the name
HAMILTON, OH on Caller ID.

There are several different types of calls
that CMM will place. First off let's discuss
the "Audience" call. The rep will call your
home and say "Hello, this is [insert name
here] from [insert major city name here] Ra-
dio Research." This is what CMM does to
probe for radio listening habits. Now keep in
mind that during this call they will ask you a
bunch of different questions such as name,
race, and other additional questions that the
station wants asked.

Then there is the "Screener” call. This is
much like the audience call except if you pick
the station they're screening for, they'll ask
you an extra question: "Can you be reached at
this number all year round?" and usually lasts
around 30-45 seconds.

Let's say you got asked that question and
you receive yet another call from them. How-
ever, this time they're asking for you person-
ally and they identify themselves as "[insert
city name here] Radio Ratings Center." If you
agree to take the call, they will ask you some
similar questions to the screener call above.
If you pick the right station completing the
ClearChannel trifecta, the rep will say "Now
let me explain to you how this works" and
proceed to read some responses and defini-
tions. You'll get to listen to around 40 song
hooks and be asked your opinion on each
song. This is how stations figure out their
playlist for the upcoming week. If a song
(let's use Milkshake by Kelis as an example)
triggers 50 people to say that they have never
@ua this song, then the station will most
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likely pull it from airplay. [/

You're probably saying "Why is that so
horrible, Chris?" Well, the reason it is horri-
ble is because of the method in which they
contact you. On the day the project is due,
they will not dial any number less than two
times in one day and sometimes even more.
I've seen one campaign where they redialed
all the previously dialed numbers eight times
in one day! They also will call your house
every time they get a new project in from that
radio station. Also, the other downside with
this is if you say that you are not interested,
then they simply note your file for a callback
in a week. That's right, even if you tell them
where to go, they will still keep calling!
However, they'll just wait a week, maybe.
The only easy way to get off their list is to tell
them that if they call again that you are going
to sue them.

Next we shall move on to the Perceptual.
What this is is a full investigation of your ra-
dio listening habits. CMM will call and iden-
tify themselves as "[insert city name here]
Radio Ratings Center." They first will ask a
bunch of qualifying questions. If you qualify
for this survey, be prepared to spend no less
than 30 minutes on the phone with these
folks. If you want to get out of it, however,
just tell them if they call back you're going to
sue the pants off of them. The agent is re-
quired to code your call so that the system au-
tomatically places you on their do not call
list.

Last but not least, let's get to the Nest.
Nest marketing is used by most ClearChannel
stations.. Nest takes a few different forms.
I'm not going to describe them all here, but if
you really want to know all the different
forms this can take, go pay a visit to
http://www.criticalmassmedia.com.  Today
we're going to cover the Nest "telemarketing"
call. Now as far as I can tell, this is where
CMM definitely abuses the loophole. Due to
the fact that they are not selling anything,
they are exempt from the law. Your phone
will ring with the same number used by all of
these other studies and a voice at the other
end of the line will identify him/herself as
"Chris Johnson," "Alex," "Chris," "Pat," or a
few other cleverly disguised androgynous
names. They will talk as if they are calling
from the station itself and will want to add
you to a contest or encourage you to listen at
certain times. I will give you a hint. @
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\\.F; they tell you 10 Fisten are key times for
thie Arbitron diary keepers. There is elee-
tromic monitorng equipment that can allow a
station to make an educared guess as-to how
many Hsteners. are actually listening to the
station, The mone listeners at those specilic
fiftes, e more of & rutings share they can
get the more advertisers they can gel, the
more money they can make.

Leds talk ahout what happens il you de-
mand o supervisor One of the call center
minagers or supervisers will come 1o the
agent’s terminal and pick up the phone. They
will give thetr name and ask how they can
help. Most of the time these names are fake
There is one manager in the call centir that
Benerates i Ungue nwme Tor every supervisor

by L. Gallion

This article assumes vou are familiar with
togkpicking and lockpicking tools. IF you are
completely new o the subject, I sugpest you
Gongle for the MIT Guide to Lockpicking and
read it before continuing.

To pick o lock, you need two things: &
pick and & wension wrench. The pick is nsed
tir press on of rake across the pins ioside o
|k while the tension wrench agrplies a tum-
ing force to the lock's cylinder. The trouble is
it 't alweys practical (or even legal, de-
pending on local ordinances | to carry profes-
siomal lockpicking tools, Fortunately most
himes - and offices come stocked with all of
the miterials necessary to make your own ba-
Sic boals,

For ecsample, hgre afe some floms 1
roundied up in justa few minutes;

1) Fingernai| clippers (the Kind with a bualt
it ] ke andd o hitle bole at one end)

21 A couple of bobby pins

31 An old credit eard (or any plistic card of
sani far thickness)

45 A couple of small paper clips

call. So s u good-sporting possibility 5»/3
you don't really Wave thit pemson’s neme
Also, if they give you the number Lo the "cor-
pomte office,” 5138582250, s only a
VMS! There are ao humans there. Ask iF yoo
should call 31363 1-42p6 ifstend, That's the
real corporste office

All of the abhove studies cost the stations,
thonsands of dollars 10 complete. Ohite esti-
meode thm 1 heard was that a-Percepual was
around $1300 per complete (they generally
do o less thian 300-400 completes: on this
type of project), & mosic call is around S300
1 5700 per complete (generally around 100
people complete these). and an audicnee call
is-around 32500 o 2400 a compléte (there are
always around 420 complees)

hold large prntouts together)

Ti A good pair of steel scissors:

&1 A plastic cable tie {usid 1o secure cables
andl wires fogether)

03 A round-head brass fastener

Using just these ftems and a lintle imagin.
tion, we cin create several different lockpick-
ing tools,

Let's get started with the miust limied of
our resources, the paper clips. Professiomal
picks and wrenches are oftgn made from
dened. flat spring steel, while paper clips
are round, soft. and bendable. This medns
thal paper clip picks are only useful againse
loiks with weak pin springs and paper clip
woenches only work with easily tormed cylin.
dors,

To make a paper chp picks straighten o
one end of the paper clip (leave the ather end
curled o5 a handle) und then bend the very
ehd OF the straight section it o snall, shar
“hill” sticking up (this 15 the classic half «
mpid pick shape ), The eusies! way
15 Lo clamape (don't press ks hid )
quarter inch of the paper clip i the
the fingermell clippers and wse the clippets

bend the pager elip, Do this again aboul ,.;\HM\_
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eighth of an inch w from the end to finish
forming the hill shape. The end of the paper
clip should look reughly likee this:

=gy

While oo soft to work os an actual pin
picks a paper clip can be wéed w0 ke simple
Ioeks. like the disk tumblers vou will find in
miesl Steelcase and Hon hiling cabinets, desks
and overhead Bing.

T miike o paper clip tension wrench, un-
fodd the paper clip as before {leq
curled end as & handle) and then bend shout a
hialf inch of the strughtencd pontion hack
onibo iself. You will want 10 make the actual
bend ay smatl as possible, so use a hard object
1o press on the bend and "chose™ it a5 much is
you can (the seissor handles work well here),
Finally, bend the “handie” so the paper chip
now his an "L shape.

The bend at the end of the paper clip will
usually fit into the bottom of the keyhole of
most medium sized locks. However, n paper
clip tension wrench is very weak and | have
faly used I successfully on smiooth working
deadbols,

Now let's mave on o @ much better tool:
ther safety pin pick, Steven Hampton, author
of Secrets'af Lockpicking, sayvs be gol staried
asing just a:sabety pin pick and o bent sorew-
driver ds o tension wrench. Now you too can
ke just such @ pick in seconds. First, care-
{ully opeh up the safety pin and vse the clip-
per's nal file 1o dull the point (so you won't

poke yourself), Nexl, insert the pin thro MJ
the hole at the rear of the fingernail clippers.
The: pin shoold just barely he sticking out of
1he far side of the hole. Then, by rowting the
entire clippers up or down, you can pinch and
bend the pomion of the pin sticking thropgh
the: hole. Stop beadisg once the pin has &
nice, gentle curve of about 45 degrees, Fi-
nally, open the safety pin up 4 Title wider s
tstays ina permanent "L shape.

Being strong and made of flexible steal,
your new-and-improved safety pin con be
sl w8 & ook pick on & variely Tocks, | have
stuccessiully used it to pick five disk mm-
blers, four pin padlocks, and six pin desd-
RS

Next let's tackie another sirong performer.
thie bobby pin. Bobby pins can be made oo a
pood hook pick or a small tension wrench
very. quickly. First, remove the linde plastic
tips that come po most bobby pins and spread
it apart 5011 forms am "L" shape. Next insert
the straight leg (not the wavy one) of the
bobby pin through the hole in the fingernail
clippers so that about 4 quartér imch sticks ouy
on the other side, The tricky part of the bobby
pin pick is that we want o puf 3 bend along
thie thin edge (not the fat sidesy, To do this,
tightly pinch the flat sides of the babby p
about o half inch back from the fingernatl
clipper’s hole. Then miwve the fingermail clip-
per up or-down to carefully bend the bobhy
pin U it stants (o wisy stop and carefully
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\Es.a: the twist out and then continue
bending again. Stop bending the bobby pin
when you have about a 45-degree angle. You
have the proper shape when you lay your
metal "L" down flat on a table and the end of
one of the legs sticks up. The bobby pin ten-
sion wrench is a lot simpler. Just open up the
bobby pin and spread it apart until it perma-
nently forms an "L" shape. Although a great
tension wrench, the width of the bobby pin is
often too small to be used on a lot of locks. If
the bobby pin wrench is too small, try using
the nail file of your fingernail clippers. Just
extend the nail file out to a 90-degree angle.
The nail file tip will fit into the keyhole of
some medium sized locks and the body of the
clippers acts as the handle.

Credit card picks are easy to make but are
only strong enough for one or two picking
sessions. First, cut the credit card into about
half inch strips. Next, use a straightened pa-
per clip to measure the depth of the r.vn_a
(push it in until you hit the back wall). Cm_s.m
this depth, trim down one end of the credit
card strip so it is small enough to enter the
top of the keyway. As you trim the end of the
card down, shape the tip in either a half dia-
mond or half round pick style (see the MIT
Guide if you are not familiar with these
shapes). Don't forget, credit card plastic is
relatively soft, so try to use your fingers to
support the thin shaft as you move it around
within the lock.

Our final group of impromptu lock Eny
ing tools is a set of rakes. Rakes are pulled
back and forth and up and down against the
pins of a lock in the hopes of opening it.
While raking won't have much of an effect
against most high security locks, it works
very well against desks, filing cabinets, and
cheap padlocks.

Our rakes will be made out of the round-
head brass fastener, prong fastener, and the
cable tie. Start by straightening out one of the
thin metal legs on the brass and prong fasten-
ers. Then use your scissors to carefully cut a
series of "V" shaped notches or smooth
"hills" at the end of each object (just on one
side). Make certain the end is either pointed
or sloped so that it can enter the keyway eas-
ily. You may also need to trim down the flat
bottom portion of the rake to get it to fit into
the lock.

Of these three rakes, I have gotten the best
results with the cable tie. It's tough, flexible
nylon construction allows it to move
smoothly in and out of most locks. However,
don't think that any of these makeshift tools
are going to easily crack that high-security
Medeco in your office. Advanced lockpick-
ing takes a combination of skill, practice,
luck, and the proper tools. But the next time
you lock your boss's big presentation in a fil-
ing cabinet and lose the key, don't panic! Just
use your lockpicking ability and a few office
supplies.
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Magstripe

Interfacing -

by Acidus
acidus@yak.net
www.yak.net/acidus

Just like Sun Microsystems, people have
been forecasting the death of magstripes for
years. Yet they are still the most common
form of physical authentication in the world.
Their widespread deployment makes compo-
nents for them cheap, and home brewed ap-
plications limitless. While there is a great
wealth of knowledge on the Internet about
magstripes, most of this is over six years old,
mostly for very specific microcontrollers, or
has out of date source code with no
comments. Straight answers about how
magstripes work and how to interface to a
modern PC simply don't exist. I plan to
correct that.

Brief History

Count Zero wrote the definitive work on
magstripes in November of 1992 for Phrack
37, entitled "Card-O-Ram ; Magnetic Stripe
Technology and Beyond" . While an excel-
lent work, discussing the physical character-
istics of magstripes as well as how the data is
encoded on them, it contains no information
about interfacing to magstripe readers. While
several people ave published works on read-
ers and copiers , the definitive guide on in-
terfacing readers to computers was written by
Patrick Gueulle in June of 1998 entitled "In-
terfacing a TTL Magcard Reader to the PC
Game port" . This work is extremely short,
with no explanation of its Pascal source code.

It has been over six years since someone
wrote  something of substance about
magstripe interfacing. The uncommented
source code that you can find out there is so
horribly dated that it will not run on any mod-
ern Windows OS (2K, XP). This article will
explain in detail interfacing a magstripe to a
computer, how to control it, and present eas-
ily ported source code that people can use.

Magstripe Basics

See the Phrack article for much more

ﬂonam:os about this subject. Magstripes
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A Lost Art

S

consist of several magnetic particles held to a
PVC card with a glue, and the orientation of
these particles (and their magnetic fields) is
how the data is stored. Magstripes can con-
tain several tracks of information, each .110
inches wide. These tracks are defined by sev-
eral standards; we are most interested in
Track 2. This is the most widely used track,
having been standardized by the American
Bankers Association. This track contains up
to 40 characters from a 16 character set.

So how is the magnetic representation un-
derstood by computers? Well, the reader con-
tains a head which outputs an analog signal
of the magnetic fluxes on the card. A special-
ized chip, called an F2F decoder, converts
these signals into digital outputs. Interfacing
directly to the analog signals would be in-
sane, and F2F chips are critical for easy inter-
facing. Each F2F chip needs five volts (5V)
and a ground (GND) as inputs, and for output
has a Card Present (CP) line, as well as one to
three pairs of Clock (CLK) and Data (DATA)
lines, one pair for each track the reader sup-
ports. These F2F chips decode the magstripe
data of each track as Bit Stream, using the
CLK and DATA line. When the CLK line
goes high, DATA line is the value of that bit
(low=0, high=1). The CP line goes high when
the reader detects that a card is being swiped
through it. We will not use the CP line in our
implementation.

Our Approach

Using an F2F chip, we can read the bit
stream of the data on the card. From the ABA
standard, we know how those bits represent
numbers and characters (shown in Figure 3).
We simply need a way for a computer to read
in the bit stream and write some software to
convert it to the characters defined in the
ABA standard. The good news is readers with
built in F2F chips are easy to find and pretty
cheap. They can be purchased from Digikey,
Jameco, etc. under the name TTL readers.
You don't want to buy the expensive readers
that connect directly to a serial or —EE@
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(port, as these readers will require special
software to read from them.
We are going to adapt an approach shown
in the Gueulle article and interface through
the game port. This has several advantages.
The game port provides 5V and GND to run
the reader without an external power supply;
it has four easy to read inputs, game ports are
usually free whereas serial and parallel ports
are not, and even legacy free PCs without
parallel ports, serial ports, or ISA slots still
have game ports.

Parts
Getting a TTL reader is pretty easy.
Digikey has a large section on them. Simply
search for "mag card." Other online stores
carry them as well. You want the mman_nmﬂ
and cheapest one you can get. We are only in-
terested in Track 2 readers. We don't care
about cabling since we will make our own
and we don't want motorized readers. We
want the readers where you manually swipe
the card (these are a lot cheaper). I am a big
fan of the Omron V3A family of readers,
specifically the V3A-4, since it offers exactly
what we need. Expect to spend around $15 to
$20.

In addition, you will need a DB15 male
connector to plug into the game port. Make
sure you don't buy a DB15 HD for VGA con-
nections. Jameco part #15034 is what you
want. You'll also need soldering tools, some
wire, a hot glue gun, and some electrical tape.
I used a few feet of speaker wire to connect
the reader to the game port, so the reader
could sit in front of the computer.

How to Interface

Make sure you can get the data sheet for
your TTL reader and that it supports Track 2.
Check the manufacturer's site. Using the
pinout from the data sheet, solder wires to the
5V, GND, DATA, and CLK pins, making
sure you are using the CLK/DATA pair for
Track 2 if your reader supports multiple
tracks. The contacts you have to solder to
could be quite small; after soldering the
wires, I covered the contacts on the reader
with hot glue to make sure they wouldn't
shift, break, or short each other out. Take
your time and solder carefully.

Next, solder the ends of the 5V, GND,
DATA, and CLK to the DB15 connector as
shown in Figure 1.

A word of warning: not all the grounds on
a game port will really be grounds. Check us-

,//llnt age 1b

ing an LED to make sure the 5V and GND
going to your reader are really active.
What we have done is soldered the reader

TTL Magstripe Reader

Figure 1. Wiring the Magstripe

outputs to the input pins on the game port that
correspond to joystick buttons. We can now
access the bit stream from the F2F chip as if
we are checking the status of joystick but-
tons! We read from the game port by reading
from I/O port 0x201. If we wired the reader
to a game port as shown in Figure 1, when we
read from I/O port 0x201, we will receive a
byte whose format is described in Figure 2.

7 6 5§ 4 3 2 1 0

Figure 2. 0x201 Byte Format

Notice that the inputs are inverted. Thus
for each corresponding bit, 0 means a 1 from
the card and a 1 means a O from the card.
How do we read a byte from port 0x201? It
varies from language to language, but is nor-
mally of the form "inputByte = INP (ad-
dress)." We then use "AND 16" to extract the
DATA bit from the fifth bit of the read byte.
This gives us the bit stream.

Bit Stream Explained

The bit stream of a Track 2 magstripe card
looks like this:

[leading zeros...] [start] [Data...]
[end] [LRC] [trailing zeros...]

The data on the card is a 16 character set,
represented by five bits, four for the charac-
ter, one as odd parity. The character set for
Track 2 is shown in Figure 3.

We are only interested in 0-9 and the start,
stop, and field characters. They show us
where in the bit stream we have valid data,
and how that data is divided into fields. The
number of leading zeros and trailing zeros

2b00 Magazine l\\\\

--Data Bits--

b8 bl b2 b3 b4 Char Purpose

® 8 8 0 1 @ Dpata

1 86 8 0 6 1 "

® 1 8 0 @ 2 .

118 0 1 3 "

e 6 1 0 8 4 "
16181 5 .

e 110 1 6 .
111008 7 .

e 8 8 1 8@ ] "
16011 9 "

6 18 11 ¢ Control
118 108 i Start Sentinel
e 6111 < Control

18 1 18 = Field Separator
e 11108 > Control
11111 7  €nd Sentinel
Tigure 3. Track 2 Set

vary, and are there to sync the clock inside
the F2F chip. The trailing zeros are there so
you can run your mag card backwards
through a reader. Please note the F2F chip
doesn't look for the start or stop characters, or
anything like that. It simply reads the fluxes
and outputs the CLK and DATA lines. Our
program must scan the stream and find the
start character. Once you find it, you know
where the five bit boundaries are for each
character and can read the data on the card.
We are interested in all data from the start
character to the stop character. The LRC is a
checksum used to make sure the data on the
card is correct. The source code doesn't check
the LRC. Rarely is it necessary and for the
most part any problems you have will be with
the timing loop, as described in the next sec-
tion.
Problems

Remember all those advantages for inter-
facing to a game port? There is one big
downside. The game port doesn't generate an
interrupt when a joystick is moved or a but-
ton is pressed. This means in our software we
have to use lots of loops when reading the bit
stream so we can trap the changes of the CLK
line. To read a single data bit from the DATA
line, we have to do the following:
Step 1: Loop, checking for when the CLK
goes high (and thus bit 5 goes low).
Step 2: Save the value of the DATA line (bit 5).
Step 3: Loop, waiting for the CLK to go low
(and thus bit 5 to go high).
Step 4. If we still have more bits to read, go
to Step 1.

This is a time critical loop. The program
has to catch each and every bit in real time
/:am the bits are not saved or cached in any
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way. If you have several programs E::@
and your computer is off doing something
else and misses a bit, the data will be wrong.
How time critical it is can vary with language
and hardware. On a Pentium 150, the PA.
CAL code from Luis Padilla Visdomine
compiled and worked fine in DOS, but an im-
plementation in Qbasic, even compiled,
failed. The 3.4+ GHz machines of today
should have no problem.

Lastly, a note on I/O port access. If you
want to use my VB code and are using
Win2K or X.ﬂ you will need to grab the In-
pout32 from . This is a DLL that allows you
to directly access I/O ports under 2K and XP,
which don't allow direct access like Win 9x
and ME do.

Source Code Explained

VB is used because it's easy to understand
and port, and I don't want the language to in-
terfere with the explanation. The code is lim-
ited in that it will only deal with cards slid in
the proper direction. It is heavily commented,
so here is a quick overview. We read the
DATA from the card just as described above,
using a set of time critical loops. The array is
sized to 240 since we will never have more
than 240 bits on Track 2. We don't need to use
the CP line because the CLK line will not go
high until a card is in the track. After the first
stage, our array contains entire bytes from
0x201 when we only care about the Data bit.
The next stage uses "AND 16" to mask off
the DATA from the fifth bit. The array now
has only 1's and Os, the raw bit stream. Next
we scan the array looking for 11010. This
marks the start of the data. Once found, we
then read five bits at a time, looking for the
end character 11111. When we find it, we
read through the bit stream from the start
character to the stop character at five bit in-
tervals (since each character in the stream is
five bits), and decode the characters using the
chart in Figure 3. We append these decoded
characters to a string until we have read all
the data between the start and stop.

Here is a sample of the decoded bit stream

of a Visa:

Account Number: 4313 0123 4567 8901
Expires: 5/06

Output :

74313012345678901=050610 1xXXXXXXKXHKIOXKKK?
The 101 after the expiration data is com-

mon to all Visa cards. See references below

for many more examples of card forma
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\ Improvements

The code given here is very basic, so peo-

ple can understand what's going on. More ad-

vanced code and applications are available .

One of the first improvements would be al-

lowing the card to be swiped in both direc-

tions. You capture the bit stream the same

way. You then look for the start character,

then attempt to find the end character, and

then the LRC. You then calculate the LRC to

make sure the data is correct. If any of those

steps fail, simply try again going backwards

through the stream. Interrupt driven program-

ming would also be a plus. We didn't use the
CP line, because our polling method doesn't
need it, and the game port doesn't have it. Us-
ing the CP line and the CLK line, you could
wire something to say the strobe line on a
parallel port and trigger an interrupt so the
computer doesn't have to keep polling until a
card is really there.

Closing and Thanks

"If I have seen farther than others, it is
only because I have stood on the shoulders of
giants." Those giants, most notably Count
Zero, made this article possible. Thanks to all
the hackers who learned so much and docu-
mented their discoveries. Please take this
code and improve on it as much as you like.
Just remember to give credit as I have: hack-
ers have been working on magstripes for
nearly 15 years. Swipe all the cards in your

wallet. You'll be amazed at the stuff you find
encoded on them. I've found SSNs, PIN
numbers, birth dates, and more.

There is no group, there is only code.
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wmagstripe/card_tech/3IFD.pdf -A  very
short paper on PC interfacing with source
code.

Logix 4 U Homepage, www.logix4u.
wcjb.net - Contains the inpout32.dll needed
to directly access I/O ports using INP and
OUT on Win2k and XP machines.

' Most Significant Bit Homepage,
Acidus, www.yak.net/acidus - My home-
page, lots of info on a variety of subjects.

Public Function SwipeCard() As String

Dim cardout As String

For k = 1 To 240
Do

cardRaw (k) = e

‘wait for CLK to go low again
Do
e = Inp(s&H201)
Loop Until (e And 32) = 32
Next

'since the CLK is high, DATA is valid, so save

'Will hold the final string of Card Characters
Dim cardRaw(l To 240) As Byte 'array to hold samples each bit on the magcard.

. THER RAW BIT STREAM
'Reads the DATA bits from the card by trapping the CLK signal

DoEvents 'VB specfic statement, lets you yield so programs doesn't
'hog CPU. On slow/high-loaded machines this could be removed
'to make sure time critical loop happens
e = Inp(&H201) 'Read in byte
Loop Until (e And 32) = 0 'wait until CLK goes high

ONVERT ARRAY TO BITSTREAM
'Since the array cardRaw has the CLK bits, DATA bits, and other junk
'we AND the DATA bit out, and set that entry in the array to the value
'of the DATA bit. All entries in cardRAW will be 0 or 1 after this

mﬂx = 1 To 240
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If cardRaw(k) = 16 Then cardRaw(k) = 0
Next.

\nmn%wii = (cardRaw(k) And 16)
If cardRaw(k) = 0 Then cardRaw(k) = 1

' - ====LOCATE START AND END OF BITSTREAM
‘Since cards can have any number of leading and trailing zeros, we need
‘to find where start character ";" is. Then we will know where the 5 bit
boundries fall to define the characters. We also look for the End character

j = 0 'start at index 0 of the array
'Loop until we find "11010" which is the start character

‘Now loop through, jumping § bits at a time (ie 1 character at a time)
‘until we find "11111" which is the end chacter

Do

=3 +5
Loop Until (cardRaw(
And cardRaw(j + 4) =

)

ends = j 'save its location

lmmmmmsmsmsssssssmssassssscssssssssscacsasas DECODE BITSTREAM TO OUTPUT STRING
We walk through the array at 1 character at a time (5 bits at a time)

‘from the start character to the end character (this ay we avoid the leading
and trailing zeros, as well as the LRC checksum)

'We examine those 5 bits and append the appropriate character to the end of the
'string

cardout = "" ‘empty the string

For j = starts To ends Step 5 'for(j=starts;j<=ends;j+=5)

™ (cardRaw(j + 4) = 1) Then cardout = cardout +

Next.

'Return the string
SwipeCard = cardout

m/:nmﬂcnnnuo_a
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Do
j=3+1
Loop Until (cardRaw(j) = 1 And cardRaw(j + 1) = 1 And cardRaw(j +
- 2) = 0 An
And cardRaw(j + 4) = 0) ’ o cararavy + )
starts - j 'save its location

= 1 And cardRaw(j + 1) = 1 And cardRaw(j + 2) = 1 And cardRaw(j + 3)

Lf (cardRaw(j) = 1) And (cardRaw(j + 1) = 1) And (cardRaw(j + 2) = 0) And (cardRaw(j + 3)
™ (cardRaw(j + 4) = 0) Then cardOut = cardOut + "

I1f (cardRaw(j) = And (cardRaw(j + 1) = 0) And (cardRaw(j + 2) = 1) And (cardRaw(j + 3)
™ (cardRaw(j + 4) = 0) Then cardOut = cardOut + "=*

If (cardRaw(j) = 1) And (cardRaw(j + 1) = 1) And (cardRaw(j + 2) = 1) And (cardRaw(j + 3)
" (cardRaw(j + 4) = 1) Then cardOut = cardOut + "2

If (cardRaw(j) = 0) And (cardRaw(j + 1) = 1) And (cardRaw(j + 2) = 0) And (cardRaw(j + 3)
™ (cardRaw(j + 4) = 1) Then cardOut = cardOut + ":"

If (cardRaw(j) = 0) And (cardRaw(j + 1) = 0) And (cardRaw(j + 2) = 1) And (cardRaw(j + 3)
™ (cardRaw(j + 4) = 1) Then cardOut = cardOut + "<

If (cardRaw(j) = 0) And (cardRaw(j + 1) = 1) And (cardRaw(j + 2) = 1) And (cardRaw(j + 3)
® (cardRaw(j + 4) = 0) Then cardOut = cardOut + "»

If (cardRaw(j) = 0) And (cardRaw(j + 1) = 0) And (cardRaw(j + 2) = 0) And (cardRaw(j + 3)
“ (cardRaw(j + 4) = 1) Then cardOut = cardout + "o"

If (cardRaw(j) = 1) And (cardRaw(j + 1) = 0) And (cardRaw(j + 2) = 0) And (cardRaw(j + 3)
" (cardRaw(j + 4) = 0) Then cardOut = cardOut + "1"

1f (cardRaw(j) = 0) And (cardRaw(j + 1) = 1) And (cardRaw(j + 2) = 0) And (cardRaw(j + 3)
™ (cardRaw(j + 4) = 0) Then cardOut = cardOut + "2"

If (cardRaw(j) = 1) And (cardRaw(j + 1) = 1) And (cardRaw(j + 2) = 0) And (cardRaw(j + 3)
™ (cardRaw(j + 4) = 1) Then cardOut = cardOut +

If (cardRaw(j) = 0) And (cardRaw(j + 1) = 0) And (cardRaw(j + 2) = 1) And (cardRaw(j + 3)
™ (cardRaw(j + 4) = 0) Then cardOut = cardOut + "4"

If (cardRaw(j) = 1) And (cardRaw(j + 1) = 0) And (cardRaw(j + 2) = 1) And (cardRaw(j + 3)
w (cardRaw(j + 4) = 1) Then cardOut = cardout + "5n

1f (cardRaw(j) = 0) And (cardRaw(j + 1) = 1) And (cardRaw(j + 2) = 1) And (cardRaw(j + 3)
™ (cardRaw(j + 4) = 1) Then cardOut = cardOut + "

If (cardRaw(j) = 1) And (cardRaw(j + 1) = 1) And (cardRaw(j + 2) = 1) And (cardRaw(j + 3)
™ (cardRaw(j + 4) = 0) Then cardout = cardOut + "

If (cardRaw(j) = 0) And (cardRaw(j + 1) = 0) And (cardRaw(j + 2) = 0) And (cardRaw(j + 3)
" (cardRaw(j + 4) = 0) Then cardOut = cardout +

If (cardRaw(j) = 1) And (cardRaw(j + 1) = 0) And (cardRaw(j + 2) = 0) And (cardRaw(j + 3)
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Listening Via Linux

~

N

by Solthae

Greetings. I bring you some simple C
code that, when compiled, sets up a simple
server on your system listening on a port of
your request. But first...

Why did I code this and send it away?
Without getting too longwinded, I simply
wanted to provide an appetizer to the world
of Linux network programming I've been
getting into over the last year or so. The texts
I've read and the projects I've worked on have
kept me reading and continuing them (not al-
ways common). I'm hoping to turn on new
people interested and help out those already
interested who've not yet had any neat code
to play with. I figured that the best way I
could do that was by providing the most basic
of code that would also be useful and enter-
taining. The result: my simple listener.c. Be-
sides I love to see code in 2600.

What does listener do? Listener listens on
whatever machine it is executed on (provided
"&" to run in background), waiting and lis-
tening (that's three) for connections to the

specified port. For example:
solthae@emars$> ./listener 2600 &
then

solthae@mars$> telnet localhost 2600

will connect you to the listener program.
What happens afterwards is up to you. How
is that up to me? You modify listener to do
something other than what I provided by edit-
ing the code at the bottom of the for loop
(line 72). You'll see:
while (fgets (buf, sizeof buf,rStream)) { .

This continues to receive requests (for tel-
net, requests are whatever was typed before
pressing enter) and storing them in the "char
buf[]". At that point you can process them at
will. Hopefully at this point the opportunities

// listener.c
// by solthae

// will follow up and learn more on their own.
// Usage:
// listener 2600 &

#include <stdio.h>
#include <unistd.h>

[ AR AR AR AR AR AR AR AR AR AR RAERARRT IR wrrew AR AR AN

// Simple server code that allows for remote connections. Can have various uses (honeypot,
// listener, mud server, etc). I've hardcoded it to run on localhost with no specific service
7/ being run, in hopes that those wishing to mod it for multiple clients, specific services, etc.

// this will leave a process running as seen with ps', listening for connections on port 2600.
R L

are beginning to come to you (your own per-
sonal <blank> server, making your own hon-
eypot to stick on the telnet port, perhaps
begin work on a mud, a joke of the day echo
server, etc.).

Since that's basically the whole shebang
I'll leave you here. I have faith in your intelli-
gence and also didn't want to bore you with
attempting to explain what the various
strange calls are doing (socket(2), listen(2),
bind(2), etc.). Instead I left you with a pro-
gram that doesn't support something as vital
as multiple clients (see fork(2)). I also hard
coded the families used, the specified ser-
vices, and other goodies (such as broadcast-
ing and general UDP which are not
"hardcoded" but "notcoded"). These are for
you to learn on your own and come highly
recommended as interesting subjects to take
up study (especially as just a hobby). This, I
hope, will send you out of your dark room or
(unfortunately) deeper into the Internet to
find out socket programming information.
Besides, it takes time to explain the whole
concept (that's what books are for) as well as
the specifics. So just read the comments and
the verbose variable names to follow along.
Either way I hope you enjoy the code (ques-
tions, comments, bitches, complaints to dear
2600, I'll address them there).

Primary sources (not just the net):
TCP/IP Sockets in C by Donahoo & Calvert
Linux Socket Programming by Example by
Warren W. Gay

Shout outs: The 2600tucson crew, Ashley,
Noam Chomsky, Robitussin, Modest Mouse.

ﬁ:n?am <stdlib.h>
Page 20
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}

}n?nm <sys/types.h>
#include <sys/socket.h>
#include <netinet/in.h>

#include <arpa/inet.h>
#include <netdb.h>

// error() reports an error then exits program
void error(const char *err) {

exit(1);

int main(int argc, char **argv) {

int z,x;
struct sockaddr_in serverAddress; // AF_INET family (like Momma's family)
struct sockaddr_in clientAddress; // AF_INET family

unsigned short portNumber;
FILE *rStream // Read Stream
FILE *wStream // Write Stream

// Port Number for server

int s; // Socket
int c; // Client Socket
char buf[4096]; // I/O Buffer

socklen_t addrlen; // for accept(2) when using g++ compiler

// Check for correct argument usage

if (arge != 2) {
fprintf (stderr, "Usage: s <Port Number>\n", argv(0]);
exit (1) ;

}

// Bssign supplied argument as Port Number
portNumber = atoi(argv(1]);

// Create a TCP/IP socket to use:
if ((s = socket (PF_INET, SOCK_STREAM,0)) == -1)
error ("socket (2)

// Fill in local address structure (that'd be our server address)

memset (&serverAddress, 0, sizeof (serverAddress) // Clear out structure
serverAddress.sin_family = AF_INET; // Internet address family
serverAddress.sin_addr.s_addr = htonl (INADDR_ANY); // Any incomming interface
serverAddress.sin_port = htons(portNumber); _ // Local port to use

// Bind to the server address:
if ((z = bind(s, (struct sockaddr *)&serverAddress,sizeof (serverAddress))) == -1)
error("bind(2)");

// Make it a listening socket:
if ((z = listen(s,10)) == -1)
error ("listen(2)");

// The server loop:
for(;;) {
// Wait for a connection:
addrlen = sizeof (clientAddress);
if ((c = accept (s, (struct sockaddr *)&clientAddress,&addrlen)) == -1)
error ("accept (2)

// Thr read stream is where the clients requests are going
// to becomming in through (don't mix them up)
// create read stream:
if (! (rStream = fdopen(c,"r"))) {
close(c) ;
continue;

}

// The write stream is where you are going to print your
// messages (like requests) to the client (don't mix them up)
// create write stream
if (! (wStream = fdopen (dup(c),"w"))) {
fclose (rStream) ;
continue;

}

// Set both streams to line buffered mode:
setlinebuf (rStream
setlinebuf (wStream

- , NOTE TO READERS
// This vw the main workhorse of the code. This takes requests from
// the client through the read stream rStream. You then can process these
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// 'requests' (i.e., sent text, etc.) as a 'char buf(]' (i.e, string).
// Below: process 1 echo's sent command, process 2 prints stringlen,
// and the last one goes through buf on by one printing the chars.

// Enjoy making creative ways to process buf from different clients

~

P/ SR A
// Process client's requests:
while (fgets (buf,sizeof buf,rStream)) {

printf ("\n%¥c",buf [x]);

}

// Close client's connection

fclose (wStream) ;

shutdown (fileno (rStream) , SHUT_RDWR) ;
fclose (rStream) ;

}

return 0;

printf ("\necho: %s",buf); //---- Process 1
printf ("\nsize: %d",strlen(buf)); //---- Process 2
for (x=0;x<strlen (buf) ;x++) //---- Process 3

// If control gets here there's a major problem with time/space

Passwords on a

by SARain

Do you still have one of those old keyboard-
connecting Cue Cats from Digital Conver-
gence? Well, if you do then you can use it to
create a very hard to crack password for most
programs or services and it won't even take you
ten seconds to enter it in. All you need to do is
connect your Cue Cat to your computer and
open up gedit, notepad, or some other typing
program. Now look around your house - or
computer desk if you're lazy - and find a bar
code that you can always have available (I used
my student ID bar code). Scan the card with
your Cue Cat and a string of numbers and letters
should appear in your typing program. Do this
several times to make sure you get the same
string most of the time. Now copy the string that
appears the most and paste it into the new pass-
word prompt for whatever you want to use it
for. I would recommend writing this string

The Global Da

197

by Richard Cheshire

cheshire @2600.com
There are many ways of writing the date.
I got my "epiphany" back in the 1970's. It
was during the period between the end of the
Apollo program, and the beginning of the
space shuttle era in 1981. I was watching a
documentary about NASA and noticed that

down somewhere or saving it to a file (you
could encrypt the file with an easier to remem-
ber password) just in case your Cue Cat or bar
code ever gets lost or damaged. In order to use
it, all you have to do is open up the program or
service that you have set to use this password
and, with the blinking cursor in the dialog box,
scan your bar code. You will see it enter the
string and then it will automatically hit enter.

Just a few precautions when using your Cue
Cat for passwords. 1) Your Cue Cat has a
unique serial number included in the string it
displays so you can only use that particular Cue
Cat to enter the password. 2) Your passwords
are only as strong as their weakest link. If you
leave your bar code laying around, other people
could use it.

Overall I have found it to be very handy for
password entry and often faster than entering a
shorter password on the keyboard.

te Format

5.02.05

the clock in the control center that usually
showed MET (Mission Elapsed Time, or the
time since the spacecraft lifted off the
launch pad) was showing the current date
and time.

It was only one of those short four second
"establishment shots" that a film director

will use to establish where a scene is ﬂmx@
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%mm. As they panned across the room, I
couldn't help but notice that the clock was
showing the year, month, day, hour, minute,
and second in that order! "Wo I thought
to myself. "That makes sense!" I've been
writing the date in that format ever since. Of
course I still wrote it wrong for many years,
not knowing any better.

You see, the beauty of writing the date in
the format 1975.02.05 meant that there was
no ambiguity as to whether I meant the Sec-
ond of May or the Fifth of February. You
simply read it from highest to lowest (year
followed by month followed by day). And
the real charmer was the fact that this format
is computer sortable! In the American con-
vention of writing the date 02/05/75, files
named with the year would have the files
from February's of different years sorted all
mixed together, while 75.02.05 would al-
ways sort ahead of 76.02.03.

When I found the World Wide Web in
1996, I had to change my habit of 20 years.
Like most people, I rebel against change and
I didn't like it when I found out. But it seems
that this format is an international standard -
I'had just been using the wrong character as
a separator. But instead of "dots" I had to
change to "dashes" as in 75-02-05.

Back in the 70's I'd stop in the public li-
brary and read Aviation Week magazine (the
"magazine of record" for the aerospace in-
dustry), just because I've always been a bit
of a space cadet (which is why I now live in
Florida where I can watch NASA launch
rockets to Mars and send men and metal into
Earth orbit). I noticed that the Europeans
used the decimal point in their phone num-
bers and it looked like an elegant way of de-
noting the fact that my date format was
"different" from the way most people did
things.

Shortly after I found the web, I found
Markus Kuhn's web page at a university in
Germany. His web page on ISO-8601 Inter-
national Date And Time Format changed my
life and brought me a sense of self-vindica-
tion. This was the way the world did things.
Now I've been accused of being one of those
"one world" creeps who thinks there should
be a single world government. Absolutely
not. But as a science fiction fan who thinks
Star Trek is pretty neat, I think the world
needs to pull together into a joint space pro-
@E to reach the moon as a stepping stone

for Mars, the asteroids and beyond. I'm Ey
"one worlder," I'm a multi-worlder!

Markus Kuhn has moved his page to
http://www.cl.cam.ac.uk/~mgk25/iso-
time.html at Cambridge University in Eng-
land. Besides quoting the standard itself, it
also points out some interesting things about
this date format. For one thing, it is already
in use by more than three quarters of the
world's population. China has more than
half of that population, and China (usually
considered a backward nation) is already us-
ing the format.

You can do it, too!

If you're a programmer, you instinctively
recognize that the format of YYMMDD (or
YYYYMMDD if you want to avoid "The
Century Problem") lends itself to sorting,
and the beauty of the concept makes you
want to use it in everyday life as well. But
the rest of America hasn't recognized this
format yet. Over the years that I've used the
format, I've noticed that people look at it
funny. That's simply because not many peo-
ple use it.

And when bureaucrats hand me a form
where they've already filled in the date and
tell me "sign there," I sign my name and
then put the date next to it in my format. If
they ask (and they usually don't), I explain
it's the international format that I always use
and, should it become necessary, 1 will be
able to quickly prove it's my signature if my
date format is used. With all the "identity
theft" issues going on around now, this is
making more sense to people.

Now you, dear reader, are just one per-
son. You may be thinking, "What I do as just
one person can't be that significant." But it
can be! If we each print out a copy of the
Standard, and show it to the people in the
Front Office where we work, we can help
America join the rest of the world in one,
seemingly small, insignificant area. Maybe
you can help show that the hackers of the
world want to foster global cooperation, and
that those bullies of the world who write

viruses are not who the hackers really are.
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by Eoban
eoban@eoban.com

First, a little background: All the munici-
pal buses in Milwaukee have LCD video dis-
plays in them showing where one is in the
city. It also shows weather, news, sports, ads,
and so on.

So one day while wardriving, a few
friends and I discovered a rather interesting
characteristic of all (as far as we can tell) mu-
nicipal buses in the city of Milwaukee. When
a bus drove by, an AP with an SSID of
"route_mi" appeared on our stumbler, slowly
increasing in signal strength and then, as the
bus passed us, decreasing and disappearing in
a few more seconds. We reached the conclu-
sion that it was the bus itself and we sped af-
ter it. After a few more seconds, we realized
it was an ad-hoc connection and ran standard
128-bit WEP.

We didn't have a sniffer ready to go that
day so we drove around and found another
bus. Same thing. We figured we could crack it
pretty easily as long as the bus actually used
wi-fi for sending something - there had to be
encrypted traffic being transmitted. Trying to
crack WEP with an LLC packet every minute
or two ain't gonna work so well. We also fig-
ured that all the buses (to simplify things a
bit) would all run the same key. Even if the
buses only used the wi-fi points for telemetry
synching while parked at the central station,
we could just sit across the street from the
station and log packets that way.

That night, a little googling uncovered a
ComputerWorld online article that men-
tioned, albeit briefly, that ITEC Entertain-
ment had wi-fi networks for video on buses in
Milwaukee, Birmingham, and Orlando.
There was also a recent Australian spinoff of
ITEC that was running trials in Sydney. So
the wi-fi network did transmit something in-
teresting. But then things became a little
more confusing when we discovered a com-
pany/system called Transit TV
(http://www.transitv.com). It turns out Transit
TV is a subsidiary of ITEC, and their web site
has absolutely no problem with giving away
all the technical details behind their systems'
o/vn_.u:cz. All their wi-fi equipment is Cisco,

\mmj_]ﬁ_ the Scenes of ITEL 3
and the Milwaukee Bus System

and the media servers and onboard computers
are just Intel PCs. Have a look at their white
paper at: http://www.transitv.com/network3
w/wht_papr/3000-CDI-002-003.pdf  circa
July 2001.

But this document, while intriguing,
yielded little information as to when the
buses actually updated their video files. All
we could get was that they were updated
"overnight." According to MCTS's own
schedules, the buses parked from around 2:30
am to 4:30 am. The transfer would almost
certainly have to be during this time period.
So that's when we'd have to grab their pack-
ets. And even then, we might have to get in-
side a building somewhere.

But we haven't cracked jack shit yet, so
I'm left to speculate. For now, all I can say is
that it is plainly idiotic to not cloak the SSID
of something like this. There is absolutely no
reason why anyone else would need to know
about "route_mi" but there it is in the open
anyway. I credit them for running WEP, of
course, but it still is only WEP. It is only a
matter of time before it's compromised, and
because the software itself appears to be rela-
tively well-documented, it's simply a matter
of changing your chipset's MAC address and
SSID to impersonate the other end of the ad-
hoc connection and upload your own video
file.

For now, let me say that I don't plan to do
this. But I can't speak for anyone else who
has knowledge of the Transit TV network's
presence in their local bus system.

If you live in Milwaukee, Birmingham,
Orlando, Sydney, or anywhere else that has a
similar system, I'd like to hear about your ex-
periences with the buses. It's my understand-

ing it may be implemented on trains as well.
All in all, as this kind of technology becomes
more widespread, it's important for advertis-
ing firms, city governments, and the design-
ers of the system itself to recognize the
potential for abuse. Run a network like ITEC
Transit TV and you're simply asking for it.

Many thanks to AK_RAGE for the laptop
and ultimate 200mW wardriving card and
Brian for lending us the ultimate wardriving
machine, his Toyota Matrix.
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stupid

by Toby
toby @richards.net

Omni Locks and the impact of stupid cor-
porate politics on security could easily each
have its own article. I am using each subject
as the example for the other. But as you read,
be sure to consider the implications of each
on its own merit.

Omni Locks

Omni Locks (http://www.omnilock.com/)
are a popular brand of combination lock for
securing doors. You'll commonly find these
on the doors to server rooms and, in some
companies, you may find them on all perime-
ter doors. In particular, the Omni Lock 2000
model can be programmed with employee
name and combination pairs, which allows
the lock to keep logs of who uses the door.
This model is identified by the model name
found on the underside of the lock. The flow
generally goes like this: The Omni Lock soft-
ware, called "Facility Manager," is the inter-
face to a database file. The Facility Manager
loads itself onto a PDA (the PDA needs to be
IRDA capable for this to be useful). The PDA
then synchronizes with the Facility Manager
database. Now, point your IRDA capable
PDA at an Omni Lock to synchronize users,
combinations, and logs.

You can't just go reprogramming any
Omni Lock 2000 just because you got your
hands on a copy of Facility Manager and a
PDA with IRDA. When you run Facility
Manager for the first time, you create a new
"facility.” A facility seems to be the combina-
tion of the database and its unique identifier.
Unless you have a brand new Omni Lock
2000, then you cannot synchronize with your
lock unless the PDA and lock have the same
facility.

But that hardly makes the system secure.
The database file, which is called "New Fa-
cility.ODF" by default, is actually a password
protected Microsoft Access database. Re-
ﬁ:ﬁ the file with a.MDB extension and run

Summer 2004

because it was the jiig.ope I found
fully functional demo version. At this point
we can look at the file with Access, or we can
rename it back to an .ODF file and run Facil-
ity Manager on it.

Stupid Politics

You would think that it is self-evident that
keeping the ODF database file secure is key.
But political power struggles and petty per-
sonal agendas can cloud people's judgment.
In one organization, the Omni Locks are
managed by the support (building mainte-
nance) department. It is very important to
these support folks that they retain the only
control over the Omni Locks. They don't
want anyone, including IT, to have any con-
trol or maintenance access to the locks. They
have specifically told the IT department to
stay out of Omni Lock business. So IT was
never told where the Omni Lock files were.
IT never poked around to figure it out, either,
because that would be disobeying the V.P.
who told them to butt out.

But it was inevitable that the IT depart-
ment would one day hire someone curious.
And so the new network administrator looked
for the Omni Lock files. He found them in
\\SERVER\DEPARTMENTS\ SUPPORT\OMNT
=LOCK\. That's kind of an obvious place, but
it gets worse. Who do you suppose has read
access to these files? All users!

If support had put the best interests of the
company ahead of their own political agen-
das, this would have been avoided. But why
should we trust the network administrator
(who has access to everything anyway)?

Conclusion

The worst security risk remains the human
factor. And is worse than just social engineer-
ing. Stupid politics can compromise network

and even physical security.
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by b-bstf
charmss5 @hotmail.com

I've written this article after reading a few
letters which show that some readers seem to
know little about piracy on the Internet. I don't
know everything about piracy on the net, but I
would go so far as to say that I know a fair bit
about it.

First off, piracy isn't just a few guys who
work at cinemas and software stores taking the
odd film or game home and sharing it on their
home FTP servers or KaZaA.

Piracy on the Internet, or "the warez scene"
(as those into it like to call it) is surprisingly
organized. Pirated software/games/movies/
wanything are called "warez" and will referred
to as that from now on

The Piracy

Food Chain"
Top

Warez/Release Groups - People who release
the warez to the warez community. Often
linked with Site Traders.

Site Traders - People who trade the releases
from the above groups on fast servers.

FXP Boards - Skript Kiddies who
scan/hack/fill  vulnerable computers with
warez.

IRC Kiddies - Users of IRC (Internet Relay
Chat) who download from "XDCC Bots" or
"Fserves."

KaZaA Kiddies - Users of KaZaA and other
p2p (peer to peer) programs.

Bottom
We'll start at the bottom.
KaZaA Kiddies

At the bottom of the piracy food chain we
have the KaZaA Kiddies. There appear to be
two groups of these KaZaA Kiddies. First, the
13 year old kids with broadband downloading
the odd mp3 here and there because they can't
afford outrageously overpriced CDs from
stores. Harmless kids, costing no one any real
money, pursuing their musical interest. Also
these are the people being labeled "pirates
These are the ones "Killing the Music Indus-
try." These are the ones who are being sued by
@W.?» for thousands of dollars. Sigh.

Second are the older, p2p veterans who use
other p2p networks (Gnutella, BitTorrent,
EMule) and programs as well as KaZaA. In ad-
dition to using p2p for music, they may also
download games, programs, movies, etc.

IRC Kiddies

Not far up from the KaZaA Kiddies we
have the people who go to IRC for their warez
fix. These folks can be more knowledgeable
about computers and the Internet but tend to be
just as irritating as the KaZaA Kiddies. Warez
Channels are often run by people who have ac-
cess to a fair amount of pirated material (more
about them later). There are generally two
types of these Warez Channels:

Fserve Chans. These can often be run by
the same KaZaA or IRC kiddies. They don't re-
ally have a reason to run them; they just like to
feel important. They mainly use the mIRC
client's File Server function and some "133t
skript" to share their warez direct from their
hard drives.

XDCC Chans. These are usually run by
people into FXP Boards or Sitetrading. They
have access to fast, new warez. They "employ"
people to "hack" into computers with fast In-
ternet connections and install XDCC Clients
(usually iroffer - www.iroffer.org) which are
used to share out pirated goods. From what I've
seen, the people running these channels must
primarily do it because they like to have power
over a lot of people (being a chan op), but also
they will often be given free shell accounts to
run BNCs, Eggdrops, etc. by shell companies
in exchange for an advert in the topic of the
channel.

IRC Kiddies can be found on EFnet
(irc.efnet.net) or Rizon (irc.rizon.net). Other
servers and channels can be found through
www.packetnews.org.

FXP Boards

FXP is the File eXchange Protocol. It isn't
an actual protocol, just a method of transfer
making use of a vulnerability in FTP. It allows
the transfer of files between two FTP servers.
Rather than client to server, the transfer be-

comes server to server. FXP usually u:@
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a_nq transfer speeds although it is generally
not enabled on commercial servers as it is also
a vulnerability known as the "FTP Bounce
Attack."

The Boards. FXP Boards usually run Vbul-
letin (forum software www.vbulletin.org) and
its members consist of Scanners, Hackers, and
Fillers. There are also usually a few odd mem-
bers such as Graphics People or Administra-
tors but they don't do much.

The Scanner. The Scanner's job is to scan IP
ranges where fast Internet connections are
known to lie (usually university, etc.) for com-
puters with remote-root vulnerabilities. We're
talking brute forcing MS SQL and Netbios
passwords, scanning for servers with the IIS
Unicode bug (yes that three-year-old one). Oh
yes, FXP Boards are where the lowest of the
low Script Kiddies lurk. The Scanner will of-
ten use already "hacked" computers for his
scanning (known as scanstro's), using "remote
scan" programs such as SQLHF, XScan, Fs-
can, and HScan along with a nice program to
hide them (hiderun.exe) from the user of the
computer. Once the Scanner has gotten his re-
sults, he'll run off to his FXP Board and post it.
This is where the "Hacker" comes into play.

The "Hacker"/Script Kiddie/dot-slash Kid-
die. Now I think it's fairly obvious what the
"Hackers" do. (They actually call themselves
hackers!) Yes, they break into computers!
Their OS of choice (for breaking into) is usu-
ally Windows. There are many easy to exploit
vulnerabilities and *nix scares these people.
The Hacker's job is to run his application and
"root" the scanned server. The program he uses
(of course) depends upon the vulnerability the
Scanner has scanned for. For example, if it's
Netbios Password he will often either use
psexec (www.sysinternals.com) or DameWare
NT Utilities. There are various other vulnera-
bilities and programs used - too many to list
here. Once he has "rooted" the computer (this
usually means getting a remote shell with ad-
min rights), he will use a technique known as
"the tftp method" or "the echo method" (tftp -i
IP get file.exe) to upload and install an FTPD
(this is almost always Serv-U) on his target. (In
the case of the IRC Kiddies this would also be
iroffer.) Once the FTPD is installed and work-
ing he'll post the "admin" logins to the FTP
server on his FXP Board. Depending on the
speed of the compromised computer's (or
"pubstro”/"stro") Internet connection and the
hard drive space, it will be "taken" either by a

The Filler. Now if the "pubstro" is y
enough and has enough hard drive space, it's
the Filler's job to get to work filling it with the
latest warez (the Filler usually has another
source for his warez such as Site Trading).
Once he's done FXPing his warez, the Filler
goes back to the board and posts "leech logins"
(read only logins) for one and all to use. What
a great community!

FXP Boards are mostly full of Script Kid-
dies and people with too much time on their
hands. They like to think the FBI are after them
and get very paranoid, but in reality no one re-
ally gives a damn what they're up to except the
unlucky sysops who get all their bandwidth
eaten up because they forgot to patch a three-
year-old vulnerability. The true "n0OOb" FXP
Boards can be found on wondernet (irc.won-
dernet.nu) so, if you like, go sign up on one
and see what it's all about. Tip: Pretend to be
female. This will almost guarantee you a place
on a board. Say you can scan/hack dcom, net-
bios, sql, apache, and have a 10mbit .eu Ohour
source.

Site Trading

Next on the list, and pretty much at the top
or near the top (as far as I've seen) are the Site
Traders. These are generally just people with
too much time on their hands who have possi-
bly worked their way up through FXP Boards.
Site Trading is basically the trading of pirated
material between sites.

The Sites. These sites have very fast Inter-
net connections (10mbit is considered the min-
imum, 100mbit good, and anything higher
pretty damn good) and huge hard disk drives
(200GB would probably be the minimum).
These sites are often hosted at schools, univer-
sities, people's work, and in Sweden (10mbit
lines are damn cheap in .se). These sites are re-
ferred to as being "legit." This means that the
owner of the computer knows that they are
there and being run. Fast connections mean a
lot to some people. If you have access to a
100mbit line (and are willing to run a warez
server there), there are people who would quite
happily pay for and have a computer shipped
to you just for hosting a site that they will
make absolutely no profit from (you can meet
them on EFnet). Unfortunately, this is where
credit card fraud can come into Site Trading.
This is frowned upon by pretty much everyone
(there is already enough paranoia and risk in
Site Trading) but some people do use stolen
credit card information to buy hard drives and
such. To be fair, Site Traders aren't a bad bunch
- the majority don't even believe in making any
money out of it and insist that they are just av

@nn or a Scanner.
Summer 2004

Page 27

14



g it for fun. Anyways, back to the sites.
GLFTPD is considered to be the FTPD to use
(in fact, a lot of Site Traders and warez groups
will not join a site unless it is running
GLFTPD). This also means that *nix is the OS
of choice (as there is no GLFTPD win port).
As well as running an FTPD, the sites run an
eggdrop bot with various scripts installed. The
bot will make an announcement on an IRC
channel whenever a directory is made or up-
load completed. It will also give race informa-
tion.

The People. There are basically two ranks
in sitetrading: "SiteOps" and "Racers."

SiteOps, as you will have guessed, are the
administrators. There are usually between two
and five SiteOps. One is often the supplier of
the site, another the person who found the sup-
plier and guided them through the installation
of the FTPD. The others will be friends and
people involved in the warez scene. One or
more of the SiteOps will be the "nuker." It is
his job to "nuke" any releases that are old or
fake (more about releases shortly).

Racers are the folks who will "race" re-
leases between sites. Usually they will have
access to a number of sites and will FXP re-
leases as soon as they're released. FXPing a re-
lease will gain credits. The ratio is usually 1:3,
so FXPing 100MB will get them 300MB cred-
its on the site, allowing them to FXP 300mb of
data from that site, which will gain them
900mb where they FXP that, etc., etc. "Rac-
ing" of releases occurs when two or more rac-
ers are uploading the same file. The "race" is to
upload the most of the release at the fastest
speed. Racing happens shortly after a release
is... released.

Warez/Release Groups/''grps"

These are the ones basically supplying
everyone with the warez. These are the ones
the MPAA and RIAA don't seem to be too wor-
ried about, or at least aren't making a big pub-
lic fuss about. However, these groups are
known to the FBI and they know that the FBI
and whatever other authorities are watching
them and collecting evidence. They know that
one day these authorities will strike as they
have done in the past. A lot of these people are
just hoping that they won't be caught when it
happens. As a result of this, anyone "high up"
is extremely paranoid. Most users will use
multiple BNCs (BouNCer, an IRC proxy) be-
fore even going near an IRC network. A lot of
large groups will own their own IRC Networks
and SSL is used at every opportunity (FTP,
IRC, etc.). It's hard to understand why these
@Em actually do it when there is such a risk.

The main reasons are, in my opinion, coqaaﬁy
At the end of the day, if you're sitting in front
of your computer for most of your life you may
as well be doing something other than flaming
AOLers on IRC, and this sort of thing keeps
you busy. Another reason is geekiness. Know-
ing that you were one of the first people on the
Internet to see that film, or that it's because of
you that thousands of people are now playing
that leaked Halflife 2 alpha and there are news
articles everywhere about this "anonymous
leaker" - it feels good, in a geeky kind of way.
Alot of these people (not all, not all) may have
rather uneventful lives and to know that, al-
though at school, college, or work they're con-
sidered a loser, they can go home at night and
be looked upon as some kind of god within
their group of online friends would feel good.

I do not believe that profit is a factor. These
groups insist that they don't do this sort of
thing for money, and I believe them.

Here's a quote from a DEVIANCE .nfo file:
We do this just for FUN. We are against any
profit or commercialisation of piracy. We do
not spread any release, others do that. In fact,
we BUY all our own games with our own hard
earned and worked for efforts. Which is from
our own real life non-scene jobs. As we love
game originals. Nothing beats a quality origi-
nal. "If you like this game, BUY it. We did!"

A quote from a Team Razor .nfo file: SUP-
PORT THE COMPANIES THAT PRODUCE
QUALITY SOFTWARE! IF YOU ENJOYED
THIS PRODUCT, BUY IT! SOFTWARE AU-
THORS DESERVE SUPPORT!!

Releases

A release is a piece of pirated material
packaged and released by a warez group. The
format of the release varies, but in the case of
games or programs the release is usually in
bin/cue, compressed with RAR, and split into
15,000,000 byte files. The naming of the re-
lease will usually be something along the lines
of "New.Game.3-ReLEASEGROUP".

The types of releases vary. In games there
are mainly either CD Images (bin/cue format)
or Rips. Movies are either DivX/Xvids (usu-
ally 600-800mb files) or SVCD/VCDs (two or
three bin/cue files). There are many different
types of movie releases. A great list of these
can be found at www.vcdquality.com. Releases
will almost always be accompanied by a .nfo
file. This will provide information about the re-
lease and the group.

Additional Info

The following information is not from first
hand experience, like the past information h
been. This has been obtained from text file
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% to me by people, and assumed. It will be
mostly accurate, but there may well be errors.

The main members of any release group
are:
The Supplier. This is the guy working at the
local cinema or games store, the guy with the
digital camera happy to sneak it into the cin-
ema, etc. Generally these people have to have
access to new material, usually before anyone
else gets to it. Often they will also have to have
a fairly decent upload speed.

The Cracker. (only in games/apps groups)
This will vary between groups. For example, a
VCD/SVCD  group would not require a
cracker. But the cracker plays an important
role. He will have to crack the game's protec-
tion that stops the game from being played
without the official CD. This guy usually has a
fair bit of programming experience and can be
quite smart.

Site Supplier. Similar to Site Trading, how-
ever warez groups are often more picky about
the sites they choose. The minimum speed is
usually 100MBit and often groups will only
accept sites that are being supplied by the ac-
tual System Ops/Admins themselves.

Courier. This guy's role is basically Site
Trading. He has to distribute the group's re-
lease to other sites.

Terms you may have heard and their mean-
ings:

PRE/PRE'd. When a release is released an-
nouncements will be made across many IRC
channels called "PRE Chans." This is called
the "PRE Time" and is the official time of re-
lease. PRE Time is used mainly in site trading.

O*. This is a reference to how new the re-
lease is.

Osec. This is a dream - n00b IRC Chans of-
ten use this term but they are lying.

Ohour. Means the release was PRE'd under
an hour ago.

Oday. Means the release was PRE'd under
an hour ago.

And so on....

Nuked. 1f a release is Nuked, the uploader
of the release will lose credits on the site he is
Nuked on. A release is Nuked when it is break-
ing site rules (like eight hours of PRE or ear-
lier).

Pubstro/Stro. This is a computer that has
been compromised and has an FTPD running
on it. It will be used to share warez, mainly to
the FXP Community.

ScanStro. Similar to the above, but is used
to scan for other vulnerable computers.

Pub/Pubbing. Pubs are dead. These are
from the old days when many university and
c/:wm:nmw FTP servers had write access enabled

on anonymous accounts. So instead of break-\
ing into a computer, the warez kiddies would
just upload their warez and give the IP address
to their friends. This was very popular but died
out for obvious reasons.

Tagging. Once found a Pub would be
"tagged" (a folder with the name
"tagged.by.lamepubkiddie" or something simi-
lar would be made). The idea was that if a Pub
was already "tagged" other Pubbers would
leave it alone. This apparently worked for a
while, with people respecting other people's
tags and leaving the Pubs alone. But it cer-
tainly hasn't worked for a very long time.

Dir Locking. This was used in Pubbing to
stop people other than your warez group find-
ing and downloading your warez (and slowing
the server down). You would hide it, using di-
rectory names such as "coml" and "." These
directory names would also be hard to delete or
even open, so it could take some time before
the warez were found by the server admin.

Raping. The act of Raping an FTP server is
when someone downloads pretty much every-
thing they can from it at a very fast speed. It's
frowned upon.

Leeching. Downloading a lot without up-
loading.

PubStealing/Rehacking. Back "in the day"
this would have been referring to as uploading
to an already tagged Pub. Now it means replac-
ing someone else's Serv-U with yours. Pub-
Stealing is frowned upon and people will often
be banned from FXP Boards if they are found
to be doing it.

Securing. The act of Securing a pubstro
would involve deleting key files such as
ftp.exe, tftp.exe, cmd.exe, etc. or changing the
username/password. Securing methods depend
upon the vulnerability.

Some warez related links:
www.nforce.nl - a site that archives .nfos and
releases. This site is frowned upon by people
in "the scene."
www.isonews.com - a site seized by the federal
government.
www.vedquality.com - for movies specifically.
www.fxp.nl - fxp stuff.
www.jtpfxp.net - rather large archive of
fxp/script kiddie tutorials.
www.packetnews.org - XDCC search engine.
www.downhillbattle.org - not related, but fuck
the RIAA!

If I've mentioned a program and not given a
link it's because it can be easily found through
Google.

That's all. I hope this has given someone

better view of piracy.
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Reference Material

Dear 2600:

I am assuming you have seen this site before - but in
case you haven't I thought you would like to add it to your
b : http://www.payph directory.org/. It
seems funny that all the phones don't seem to accept any
incoming calls anymore. I wish my phone didn't accept
incoming calls either.

Twiggs
The online payphone directory is one of our favorite
sites on the net. It's well worth contributing to this valu-
able service. Unfortunately so many phones can no
longer be called due to the greed of the phone companies
who believe a payphone shouldn't be used unless it's con-
stantly generating income for them. But it's still pretty
cool to know where payphones can be found and what lo-
cation corresponds to which number. This info obviously
already exists but for some reason the phone companies
keep it secret.

Dear 2600:

I don't know how known this is but I just found it and
would like to share it with my fellow Hackers in School.
If you go to http://www.proxify.com you can enter a url
such as http://www.2600.com and go there anonymously,
also bypassing the Cyber Patrol or whatever the school
uses. There are more websites like proxify, such as
http://www.anonymizer.com.

Scott

It's pretty well known but it's always nice to learn of
more. You can be sure that those people who don't want
you going to our site will also be keeping track of these
methods of bypassing their restrictions so they can find
ways of blocking access to them as well. Meanwhile,
here's another.

Dear 2600:
This letter is regarding the letter by thesuavel in 21:1.
I am a 12th grader at Gateway High School in Aurora,
CO. My school also has similar software installed. This
can be easily avoided by using an anonymous web ser-
vice such as The Cloak (http://www.the-cloak.com). You
can easily find such services for free just by searching
Google for anonymous web browsing.
X snipaX

Gratitude

Dear 2600:

TI've been published in peer-reviewed journals over-
seas. I've had editorials published in The New York Times.
I've written instructional material that has gone out to
every English-speaking country for ies at the top
of the Fortune 500. Still, there is something especially
satisfying about writing an article for a magazine of such
infamy, especially considering that it has worldwide dis-
tribution.

The Piano Guy
1It's that special feeling that comes with knowing that

Dear 2600:

My cat is obsessed with rubber bands, hair elastics,
and generally anything circular that she can hook in her
little mouth and run off with. Today she attempted to
scoop up the red circle in the "no photos/no videos" pic-
ture on the cover of 20:4.

Keep up the good work. Even my cat is interested in
2600, it seems.

SillyCatOwner

Animals, toddlers, and aliens continue to make up
some of our most loyal readers.

Dear 2600:

I expected an April Fool's prank, somewhat in the
same vein as last year's where the government “comman-
deered" your site, but this year I was pleasantly surprised
with the old-school games, such as Tetris and Pac-man,
that you had on the site. Excellent job.

mgd8s

If you're referring to our site somehow being patched
into an Atari 2600 on April 1, let's just say the investiga-
tion is continuing.

Dear 2600:

Having recently found myself working a retail job at
a major computer retailer, I've noticed some promising
trends. While I wouldn't say the average customer is any
more technically inclined than you would probably ex-
pect, they seem to understand very well the rights that are
being taken from them. For example, as soon as 321 Stu-
dios' DVD X Copy was pulled from the shelf, I found my-
self constantly explaining what the DMCA is, how it is
entirely too broad, and even some of the more technical
aspects of how the program operated. While it's fairly
likely my explanation of encryption, DeCSS, rippers, and
the likes went over at least a few heads, without exception
people were genuinely concerned about their rights.
Along with visiting the EFF's website, I recommended
every person I talked to go out and pick up at least one
copy of 2600. I've had more than a few people come back
into the store thanking me for opening their eyes. So in
turn, thanks for opening their eyes 2600.

Redukt

This corresponds with many accounts we hear as well
as those we see for ourselves. People just aren't as unin-
formed as those in power would like them to be. And even
those who are uninformed often just haven't had the is-
sues explained to them in an engaging way. When people
realize the power they possess, they become a real threat
to those who have been manipulating them. Fostering
that realization is a worthy pursuit.

Dear 2600:

I currently attend a high school in Greenville, South
Carolina. Just today I went out to the local bookstore and
picked up my first and only issue of 2600 - 20:4. I was
reading through the letters and I think it's really awesome
that you guys let everyone read people's opinions on edu-
cation and technology. I have found myself mn@

F:\ e just sealed your fate.
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?:a the system once or twice in very small ways such
as changing the security settings because all cookies were
blocked so I couldn't login to my e-mail and things like
that. I think we are very sheltered from the technological
world when we are at school. It's the future. It's what we
will live in. [ know a few network admins and I have even
met the district admin that I play little games with when
he does such things as blocking my cookies. It's fun but
then again I do realize it is his job to keep this from hap-
pening. As I was reading a letter from a South Carolina
admin in 20:4 who was saying how he added 2600.com to
the list, I decided to check it out for my district. No go.
Like I said, in my opinion I think that they shelter us from
learning about technology and its possibilities.

Closer

Dear 2600:

I wish to thank you for providing a magazine unlike
all other magazines. I admire your bringing to the fore-
front many technological laws. I feel that it is uncommon
for people to hear the companies and lawmakers behind
bills and legal actions. I completely agree in your defend-
ing the creator of DeCSS. I am glad that you used the
magazine to inform people of bills such as the Patriot Act
and Digital Millennium Copyright Act.

I feel that I can always trust 2600 to inform people of
the truth about hackers. The overall feeling of sharing the
knowledge is a true representation of the hacker commu-
nity. I also feel that it is this sharing of knowledge that
drives the technology community to correct the errors in
their programming or equipment.

In conclusion, I thank you for everything that you
have done and support your future efforts.

Nick

Questions

Dear 2600:

I'm planning to submit an article to 2600 later this
month. I've noticed that there's a pretty high variance in
the number of words/pages allotted to individual writers
and so I was wondering if (assuming the content is inter-
esting and not filler/fluff) there was any word limit, page
limit, "target number" of words, or anything like that for
missives intended for submission.

I imagine a 34-page tome would be disallowed as
would a two-sentence "how to" on programming "Hello
World" in C#. But where (approximately) is the sweet
spot?

Since I haven't written anything yet (sans a quick out-
line), your input will enable me to shoot for an article
length that covers the topic effectively without making
the Baby Jesus cry.

Thanks much for any advice you can offer!

AB

The trick is to say what you have to say and keep it in-
teresting throughout. Article submissions tend to get dis-
qualified if any of us fall asleep while reading them.
Length isn't really an issue if it's something we want to
know more about. We prefer a long article that's thorough
1o a short one that's incomplete. And please don't send us
material that you've already made available elsewhere.

Dear 2600:
I am from Pakistan. I am really interested in this mag
rﬂ: have one problem. If I send you a money order, what

no:z:.:w:o:i:;wé":vs\o:wo::wao:mw oaa_‘y
that I will be getting the mag?
Zero Cool

Different money orders have varying methods of find-
ing out if they've been cashed and where. We suggest ask-
ing when you buy the money order. Assuming mail
delivery is dependable in your area, you should have no
problem receiving issues. Contact us if you do. You can
also  buy directly from our online store at
http://store.2600.com.

Dear 2600:

I recently took over a small office. The office uses a
PBX phone system. Each month I check the phone bill
carefully. I heard a rumor a few years ago that it was pos-
sible to hack a PBX and use it to call out for you. Is this
true? How could I stop it?

kenneth

Not only is it true but it's very common. Checking the
phone bill is a good first step. You should also check with
the manufacturer to see if there are any ways to access
the PBX remotely and if this feature can be turned off. If
it's a necessary feature, at least make sure the password is
frequently changed and difficult to guess. Check your sys-
tem's voice mail accounts to be sure that they're all valid
and not being used as a camping ground for outsiders. If
there are any restrictions you need on your system (such
as restricting international calls or calls to premium ser-
vices such as 900 numbers), be certain to implement
them. Finally, make sure all of your users know the im-
portance of good security measures. All it takes is one im-
becile giving out a code or a dialup number and your job
becomes orders of magnitude harder.

Dear 2600:

I have the Secret Service following me everywhere I
go. They have bugged everything I own. Ruined every re-
lationship I have. They are messing with my bank ac-
count, etc.  have proof! 1 desperately need advice. I don't
know why they are on me but I am way out of my league.

Charles

And yet you don't show us the proof.

Dear 2600:

What the heck is this SSID called SST-PR-1 that is all
over the country? I don't buy the Sears truck explanation.
Anyone able to elaborate?

ass goblin

A little googling around indicates that this belongs to
Sears (we believe SST stands for Sears Service Truck).
There's a bit of controversy over whether Sears really has
that many wifi-enabled trucks out there. Digging a little
deeper turns up a press release showing that Sears
worked with Itronix and Wireless Matrix to develop a cus-
tom laptop application for service techs which uses wifi to
connect the laptop to the service truck and then either
cell-modem or satellite data - depending on availability -
to provide the backhaul to the Sears home systems. The
865 million spent and the 10,000 units installed certainly
seems to lend credence to the claims that it belongs to
Sears, and this would also account for the frequency.

If you want something a little more intriguing to in-
vestigate, Wireless Matrix contracted in 2003 with the
U.S. Department of Defense for "Remote Telecommunica-
tions Services providing service to a statewide division of
the National Guard providing H land Security and
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\ %w-. 2600:

I am a privacy advocate and I was very happy to read
the "Living Without an SSN" article in 20:4. I send out a
weekly newsletter to subscribers who are interested in
fixing their bad credit and I would like to get permission
to reprint this article in my next newsletter. I will include
the author's name at the bottom and reference that it came
from 2600.
Rick
This is not a problem if you give credit to the author
and the magazine. Please send us a copy as well.

Dear 2600:

How am I supposed to disappear? I checked Yahoo
addresses and backgrounds. Shit, I am everywhere. How
can [ function online and not be traced? How can I have
DSL and not be traced? Is the only way not to use the su-
perhighway? And how do I clear my name? I am so tired
of all the background and public records. Do I need to be
reborn?

Lynn

If you can't disappear you can at least muddy the wa-
ter a bit by injecting all kinds of random bits of data into
your profile. Use different addresses, different middle ini-
tials, add a letter or two to your name, write using cre-
ative handwriting style, etc. If you don't believe people
need certain bits of info from you, then don't give it to
them. By giving them something else, they're happy and
you've added some cloudiness to your online identity. Just
be careful that any bad data you give out won't keep you
from using whatever service you're subscribing to.

Meetings

Dear 2600:

First off, very good job on your magazine. I hope you
can continue to be a great source of information as well as
free speech for years to come (I am hoping that my kids
will have something like your magazine to read in the far
distant future). Second, I live in Miami, Florida. I was
roaming the Internet late one night and I came across a
web page for the 2600 meetings in my city. Much to my
dismay I noticed that the page hadn't been updated since
November of 2000. I am writing this in the hopes that
whoever used to moderate these meetings reads this and
may once again be interested in bringing them back to an
operational status. I would try to do this myself but [ am
still very new to hacking and I would need some help.

iostreamz

Our meetings don't require moderators - in fact, we
prefer that there be no moderation at all. The idea of the
meetings is to be open to everyone and we find that any
hierarchy tends to intimidate newcomers and encourage
cliques which is detrimental to the spirit of the meetings.
Web pages are run by various attendees and if they're not
updated they will simply fall off our list of pages or be re-
placed by better ones. Meetings, however, will fall off our
list if we don't receive updates from attendees on a regu-
lar basis or if they don't follow our guidelines. All of the
info can be found at http://fwww.2600.com/meetings. So,
despite your newness, you have the ability to restart the
meetings in your city. Good luck.

Dear 2600:
I'm a longtime reader of the magazine and I also re-
ﬁ:»_w started to attend the local 2600 meeting. I found

myself in the situation where for the first time that I could /
think of I was able to sit down with like-minded people -
people who think like I do and who share the same thirst
for information.

Like most things in life though I find that when you
get into a good routine or find something good in life,
something always comes along to put a damper on things
and bring you back down to earth with a thud.

I found this happening to me in the past weeks and
months. After attending a few of these meetings I found
that I began to experience a few problems with my phone
line.

In the beginning I put this down to prank calls, just
some kids messing about I thought. But the strange oc-
currences kept happening. I decided to place a call to my
phone operator to complain about the strange things that
had been going on.

As usual the nice voice on the other end of the phone
asked me for the usual information. Once I gave the info,
I was thinking, "Yes, finally I'll get some answers." That
was until she next spoke. I could tell by the sound of her
voice that something in my file scared or spooked her or
put her in a situation she didn't like. The stress in her
voice was clear. She said, "I'm sorry sir but there appears
to be some sort of problem with your account and you
will have to speak with my supervisor."

Now at this point I was wondering what the hell was
going on. A short time passed and again I got some
stressed out sounding guy who I guess was the man in
charge at the time. He said, "I'm sorry sir, we will try and
solve the problem as soon as possible." I asked what the
problem was, but he replied, "I'm sorry sir. I can't tell you
that."

At this point I was convinced that something was up
with my phone. I started to use my mobile a hell of a lot
more when talking to friends.

For a week after the call to my phone company noth-
ing else happened. But one week before the next 2600
meeting it all started again.

Strange noises, rings, then nothing on the other end
with no Caller ID left, and strange clicking noises when I
was using it, all just until a few weeks ago just before the
last meeting. At around 7:30 or so I picked up the phone
to call a friend when I got this startled man on the line. He
claimed to be a BT engineer. I asked him what he was do-
ing on my phone line. He abruptly said, "I'm just testing
the line. All is well and you can now make calls." Now
for a second I thought possibly it's all been in my head
and this guy could just be fixing the line. Then it sunk in.
I'm not a BT customer.

For the next three weeks I watched and listened on
every call I made to see if anything else would happen but
it didn't. I still have little or no definitive answer on this,
simply a gut feeling and some strange circumstances that
lead me to believe that for some reason my phone line
was being monitored.

I know that I did nothing that would deserve this level
of attention, So I guess I'm wondering why they felt the
need to monitor my line and if it did indeed have anything
to do with the 2600 meeting that I was attending.

The end result of all of this was that I skipped a few
meetings, although I now feel that was wrong. I mean
why the hell should I miss out on talking to friends about
stuff we're all interested in just because the government
feels the need to monitor my calls? I know that in this day
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%ymm things are bad and national security is a high pri-
ority. But just where does the line get drawn that sepa-
rates matters of security from invasion of privacy?
Tsun
Why do you assume there's a connection between this
weird stuff and the meetings? You believe it has some-
thing to do with the meetings whether or not problems oc-
cur afterwards or if they occur a week beforehand. They
really could be caused by all sorts of different things, not
necessarily the government spying on you. And even if it
were somehow all related, this is no reason for you to sti-
fle your interests. If someone harasses you for going to a
meeting, we find the best solution is to let the world know
with as many specifics as possible. But we're not con-
vinced this is what's happening here. It could be anything
from mischief to incompetence to something weird that
we haven't thought of yet. Customer service reps have all
kinds of strange protocols and problems expressing
what's in front of them on a computer terminal. Keep try-
ing and we're sure someone will eventually tell you what's
being said about you on that screen. As for the BT engi-
neer, it's possible that even though you're not a BT cus-
tomer that they still maintain the actual phone lines that
other companies use. Or maybe someone has been hook-
ing their phone up to your line illegitimately. Check your
phone bill for any weird calls.

Tricks

Dear 2600:

I want to congratulate you on keeping the mag alive
after all these years as I have been a fan a long time.
Please keep up the good work for many years to come.
One observation: Go to any Wal-mart and go to one of
those windshield wiper selection terminals (looks like a
small box with an LCD screen). Press and hold the center
button while pressing one of the arrow keys. An option
happens with each of the keys. Have fun exploring.

infrared

Dear 2600:

I'm sure that I'm not the first person to think of this
but I thought it was worth bringing up. Some of the big-
ger credit card companies (MBNA Master Card for exam-
ple) have these "temporary" credit card numbers that you
can generate for use in e-commerce. The neat thing about
MBNA's ShopSafe program in particular (and probably
others) is that you can set your own credit limit! Let's say
you want to try out an online service but don't want to get
recharged if you forget to cancel. Just set the limit on that
temporary card number to cover the cost of the trial only
- this will block any attempts to charge you additional
fees you didn't ask for because that account will be maxed
out! This is especially helpful to avoid getting nailed by
shady websites where the fine, fine print says that you
have to cancel a certain number of days before the end of
your trial to avoid getting charged additional fees.

Brendan Bogosian

You may have trouble with this system if you pay your
credit card bill, thus clearing the way for more charges to
come in. If, however. the charge for the trial period is less
than an amount they would charge you for afterwards,
your plan should work.

Complaints j

Dear 2600:

If Apple would stop trying to make themselves a mo-
nopoly in their own market and use a standard PC archi-
tecture, they would get so much more business. I realize
they do use some standard PC components in their com-
puters, but the core components like the motherboard still
have to come from Apple.

Microsoft obviously didn't get where they are today
by having good software. They got where they are thanks
to everyone not having to buy PCs and their components
from a single manufacturer. This created competition,
which drove down PC prices and greatly increased their
popularity.

Apple has some real breakthrough ideas, but the
problem is that most people aren't going to buy a new,
very overpriced computer just to use them. I remember
back when PCs used to cost $2600 without a monitor. But
their popularity and competition has greatly reduced their
prices. Yet Macs still cost close to the same, at least for a
decent one. You can get a PC loaded with software, a
monitor, and printer for the same price (if not less) than
that of a Mac. If Apple were only smart enough to take
advantage of the PC's popularity and price drop, I think
they could greatly increase their market share. Unless Ap-
ple stops this anti-competitive crap, Linux will triumph
over the Microsoft monopoly long before Apple even has
a chance.

Jeff

Dear 2600:

I'have a serious complaint against you. The apartment
next to mine has had hacker meetings for some time and
things have gotten out of hand lately. I know it's 2600 be-
cause they hang a sign on the door.

I know they're hacking my cable modem because my
connection dies every time they get together and I'll be
offline all night. I get viruses too. They know my phone
number and prank me with breathing and hang-ups until I
disconnect my phone. These people even write stories
about me and post them online. While they're doing all of
this they blast their computer music at full volume and
put the speakers up against my walls. The last straw was
finding human feces in front of my door after their last
meeting.

1 bought a copy of your magazine to figure out their
behavior but I'm still clueless. I thought you were about
computers? I've lost my patience with this crap (literally)
and I'd appreciate a response. I'd hate to have to involve
the law.

Vladinator

We would love for you to involve the law. We would
love to be held accountable for every group of people in
the world who writes the number 2600 on their door. Be-
cause as we all know, that's all it takes to prove that this is
a tightly knit conspiracy. In all seriousness, if you want to
deal with this problem, it sounds like you already know
who the perpetrators are. There must be some way you
can deal with them locally. If you really read the maga-
zine you would see that our meetings don't take place in
apartments but rather in public places for all the world to
see. So don't go assuming that anyone who writes down
our name is somehow dffiliated with us. Would you be
complaining to the White House if they stuck an Ameri-
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\aw_. 2600:

1 subscribed to 2600 after its release for the first quar-
ter in 2004. I received the first quarter edition, which 1
had already bought. I feel cheated because I will only get
three editions for the year and I paid for four. You guys
are fair and I am exercising my freedom of speech. All I
want is a quarterly for the first edition of 2005. Then
when I get out of school I can become a lifetime member.
No Mas,
S
Simply  contact our  subscription  department
(subs@2600.com) and we can straighten this out. You
don't have to promise future allegiance to us in order to
get a fair deal. But it's important to designate what issue
Yyou want your subscription to start with when ordering to
avoid such tragedies.

Dear 2600:

In the last issue, I read a letter regarding website "pro-
tectors" that disable right-click, view source, page print-
ing, and site grabbing. I went to several manufacturers'
websites and was pretty annoyed by some of the "protec-
tions" that the software afforded:

Print blocking: What is wrong with printing? Can't I
at least have some record of the page so I can get research
or product info without having to go back to their web
page every time?

Text selection blocking: This is more of an annoyance
to the lazy who want to copy and paste but what about
product pages with long model numbers that I may want
to search for in other places?

Offline viewing: I usually print out a copy of a site or
download it so I don't have to log onto the Internet to
view it (we have dial-up). I don't quite get this. People
also use printing and offline viewing to compare products
or to e-mail a site. This would prevent many uses of the
site (it also prevents site snaggers).

Screenshot stopper: What is the point? Maybe to pre-
vent people from grabbing pictures, but still, if someone
was going to steal website design and layout (the site said
this was a risk!), then it would take a lot of work to trans-
fer design from a picture to actual code.

All of these examples show "non-'hacker™ uses of
websites that these utilities stopped (although Mozilla
was immune to certain features of one company's prod-
uct). These utilities seem to limit the functionality of a
page more than protect it.

Oh, did I tell you that all of the manufacturers’ sites
that I visited were unprotected by their own product?
What does that say?

That was my five minutes of anger. I'm done now.

Joshua

Dear 2600:

As a subscriber and frequent advertiser in the classi-
fieds section of 2600, I have often wondered why your
subscription ¢ service is so dated. I always
have to mail a photocopy of my address label and a letter
to 2600 (sometimes more than once) to get my address
changed. The ads usually go in without a problem but I
still have to mail those in too.

I don't like feeding the postal service monster any
more than I must and it seems like a lot of paper is wasted
here that doesn't need to be. While environmentalism
@v\ isn't this magazine's niche, 1 am sure that any

hacker worth his salt can find some level of ww_dm_.:y
with any policy that cuts down on waste.

A wise man once told me never to complain unless I
am prepared to propose a solution... so here goes: Why
not have a form on your website where a subscriber can
place their ad and update their subscription information?
For security, make them upload a scan of their mailing la-
bel as an image file (JPEG or GIF only) for verification.
On your side, your people would login and see all of the
tasks waiting to be done and route them to the proper de-
partments or whatever you all do. Your system could then
be set up to e-mail the person back and tell them when
their update has been processed or that their ad has been
received.

Leave the snail mail process for those who need it or
don't have a scanner or just like mail better, but an online
option such as this would make your magazine much eas-
ier to deal with.

Shortfuse

The idea is to verify your identity which the label so-
lution is quite good at doing. While the post office will
usually notify us of an address change if you move, they
won't forward magazines so you may wind up losing an
issue. Incidentally, this already can be done online (along
with Marketplace ads) if you order from our online store.
A copy of your original order e-mailed to our subscrip-
tion department is usually enough to verify your identity,
although you may get a call for verification. We will not
store any subscriber information of any sort on our web-
site so you can forget about that.

Dear 2600:

I'm really sick of the file structure of the mirrors be-
ing changed every few weeks in Mandrake. This really
limits the usefulness of URPMI in a business environ-
ment.

I support nine Mandrake servers at customer loca-
tions and when it comes time to check for updates on
them (remotely) - every damn time the stupid mirrors
have shuffled the directories around!

The locations of old versions of the distro should
never change. These Frenchies don't seem to understand
this. I see a repeat of history developing here. Again the
Germans (Suse) will roll over the French (Mandrake), but
this time there will be no one to save them.

I am a club member - but don't think that counts for
anything. Check the forums there sometime if you think
you see complaints here. And why is it that there are sites
that run message boards as a hobby that have better
search functions than mandrakeclub's forums?

‘What I want to know is: What changed after 9.1? That
was the last good distro they put out. Did someone leave?
Different boss? What?

Thave put in a lor of time learning Mandrake and I am
sad that it looks like I am going to have to switch distros
because I need this shit to work.

Dr. Smack

We're so happy to be able to give people the opportu-
nity to vent.

More Info

Dear 2600:
There is a critical flaw in the "XP Compatibility Wiz-

ard" program, located in the Start - Programs - Acces-
sories - XP Compatibility Wizard. This program s:ov

Page 34

S

2600 Magazine

%.,, to run older apps in a sort of emulation of older
Windows OSes. I'm not sure myself how it works but I
assume that's the gist of it. In any case, you can either
browse for the application or type in the full path of the
program. This is where the flaw appears. Even if the pol-
icy file says your user cannot see the C: drive, you can
still type in the full path of the app you want to execute.
However if you run, say, the Command Prompt and that
is blocked in the policy, you still cannot run it. One thing
that I found 1 could run is the MMC, or Management
Console. If the admin never blocked this app and never
banned authoring mode, you have access to this. I don't
pretend to have an MSCE or anything, so I might be
wrong here. All T know is viewing the C: drive that should
be hidden is a big problem.

wint3rmut3

Dear 2600:

I have recently started purchasing your magazine at
my local Borders Books and have greatly benefited from
some of the information therein. I would like to call the
attention of your readers to the book Free Culture by
Lawrence Lessig. This is available as a free download at
free-culture.org and, while I have not finished it yet, is a
great book offering some solid arguments against the
RIAA's actions without condoning piracy. I have found
this book absolutely fascinating and may buy the book
myself just to support the author. It shows their hypocrisy
and how the destruction of P2P is against the foundations
of this nation. I think that everyone who is concerned
with property rights, piracy, and the future of the Internet
should download this and read it. Just don't blame me if
you try to do it all on a CRT monitor!

Matthew "BlucLcaf"" Capone

Dear 2600:

s a response to Anonymouse's letter in
20:4 suggesting that using sandpaper to rub off the reflec-
tive layer of a CD is a good way to destroy it. I'd like to
clarify that such methods work for commercially distrib-
uted CDs (aka silverbacks) where the digital data is
pressed into an aluminum layer and then glued onto a
plastic carrier (the disc). Consumer recordable optical
media (I'm assuming the kind you'd most be interested in
destroying) instead records its data onto the dye injected
into the carrier disc. The dye itself is what changes color
in the presence of the recording laser, not the reflective
material, indicating a pit.

By following Anonymouse's suggestion, you'd only
make it marginally harder to recover the data, as the disc
could be read via a laser with the pickup head mounted on
the opposite side of the laser, detecting pits via transmis-
sion instead of reflection.

Consequently, DeadPainter's suggestion (also in
20:4) of using acid is probably a more secure way of ran-
domizing the atoms used to record your data on a CD-R.
vectorsigma

Dear 2600:

This is concerning Amtrak computer systems and
cir horrible performance. Amtrak set up their CTEC
system several years ago. Before the CTEC system was in
place all interlockings were manned by human beings. A
few of the more vital interlockings still are (Zoo Inter-
locking for example). The humans were responsible for

2 sure trains were routed down the correct tracks

and the correct signals were displayed. In case any E.cc.J

lems arose there were switch/signal/track maintainers on
or about the interlocking station to quickly fix the prob-
lem. As the new computer system came into being, the
manned interlocking became computer controlled by
omeone at a control board miles and miles away. I know
from personal experience that the CTEC system has gone
down for several hours at a time at least three times in the
last 12 to 16 months. This can affect the entire Northeast
Corridor. If a switch problem is encountered maintainers
now have to be called to the scene of the problem to as-
sess the situation as there are no humans there to see what
is going on. Meanwhile, rebooting the system is not like
at home. It can take 30 minutes at a minimum to do this.
The system is a fail-safe one, always erring on the side of
safety in case of a computer failure. They do not want
trains running head-on into each other. The system is far
from perfect and frustrating but it is getting better.
SEPTA (the railroad system in the Philadelphia area) has
switched to a CTEC system of its own. They experienced
massive problems in the switch-over from human control
to computers. The system they used is from a European
firm which set up computer controlled systems for air-
ports and never set up a railroad system before. To reboot
the system they had to call a tech in California. If this tech
was out to dinner or whatever, the problem would not get
solved until the tech was available again. There were
massive headaches for di hy d engi-

for
neers, and the poor passengers trying to get where they
were going. SEPTA has not had a major problem for
awhile and things seem to be falling in line. I work on
SEPTA's rail system and can tell you all of this from ex-
perience and a little inside information. About their ticket
kiosks... no clue.

daste73

Dear 2600:

In 20:4, The Prophet discussed unlocking DCT4
GSM phones. Thanks to a little time with this article and
google, I'm happy to say I now have an unlocked DCT3
phone.

In the article, he gave a short list of Network Provider
Codes (also known as Mobile Country Code + Mobile
Network Code). You can get the full list from http:/www.
w gsmworld.com/roaming/gsminfo/index.shtml, alth
they don't show which codes map to which area of a
given country. While the article also listed three different
T-Mobile codes, T-Mobile phones are only locked using
310-20 no matter what their physical network is, and they
have also been migrating their physical network entirely
to 310-26.

Also, DCT3 phones are just as easy to unlock and use
the same method as the DCT4 phones, just a different
code calculation. 1 would recommend visiting http:/
=www.unlockme.co.uk/ which has a great collection of
information and a free DCT3 and DCT4 calculator.

Unlocked

Dear 2600:

In issue 20:4, The Prophet's article "Unlocking GSM
Handsets" was interesting enough to get me to finally un-
lock my Nokia 3650. In the process, I found a few omis-
sions of details and some information that seems to be at
least partially incorrect.

While a definition was given for Network Provider

Code, little was mentioned of it. The NPC is made :G
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\.—5 MCC+MNC, Mobile Country Code, and Mobile Net-
work Code. The correct unlock codes will require that
you have the correct MCC+MNC for the provider that
locked the phone. This is important to mention because
the 3650, referred to in the article as being easy to unlock
and also being my phone of choice, at least the one pro-
vided by ATT Wireless, has a few caveats. Failure to
know and use this information could result in, as The
Prophet said, five failed attempts and an "ultra-locked"
phone.

The MCC+MNC (a handy list is available at
http://www.yeldar.co.uk/MCC-MNC.htm) is normally
five digits. However some providers use “extended
MNC" making the MCC+MNC eight digits. In our partic-
ular example, the trouble comes in that some Nokia
3650's were shipped to the US market with Finland's
MCC (244) rather than the US MCC (310). To determine
which NPC to provide the DCT4 calculator for your 3650
locked to ATT Wireless (USA): If your IMEI (on my
model at least, removing the battery alone (as suggested
in the article) does not reveal the IMEI - the MMC card
must also be removed - entering *#06# on the phone's
keypad also works) begins with 351102500, use the
provider code (MCC+MNC) 24407. For IMEI's begin-
ning with 351102501, 351102502, or 351102503, use
31038 as the provider code.

After my second failed attempt at entering the "7#"
code, as suggested in the article, I googled a bit and
learned that for the 3650, the first unlock code should be
used. After entering the first code generated by

iq! .com's DCT4 my phone displayed
"Restriction Off" and, indeed the restriction is off.

The drop down list in uniquesw's (and other vendors'’)
DCT4 calculator displaying "Type 1," "Type 2," "Grif-
fin," etc. is a reference to other, earlier DCT3 flashing
programs that also generate Nokia unlock codes. The dif-
ference is, I suppose, in the algorithm used to generate the
codes. However since they all seem to pass the same
checksum, I don't know if it matters which one is used.
For what it's worth, I used "version 2" codes, since the in-

i ilable online indi that these are known
to work across all Nokia phones.

T hope this was useful. What would be nice would be
for someone to write an article about obtaining domestic
pre-paid SIM cards in the US. Prepaid SIMs can be pur-
chased for international minutes and there is a rumor that
you can sometimes talk a reseller at a kiosk or storefront
into separating a phone and a SIM from certain carriers'
bundles but I have yet to find any definitive information
regarding who or how to ask, or about social engineering
that may be helpful in talking a reluctant sales rep into
selling something that most carriers really do offer, but
not promote. I really don't want an extra phone just to ob-
tain a SIM in the States.

ScottVR

Dear 2600:

In regards to an article published in 20:4 about Veri-
zon's Call Intercept and its PIN being the last four digits
of the home phone number, the same holds true for Veri-
zon Wireless cell phones (and just about every other car-
rier out there). The security settings in the menu on the
cell phone prompt you for an unlock code which is the
last four digits of the cell phone number. I would advise
ﬁ:- readers to change this number just in case your cell

phone falls into the wrong hands of someone who knows
what they are doing.

Also, if anyone needs a six digit security number for a
cell phone, I know two. Motorola is 000000 and Nokia is
123456. These codes should work for all models.

1 hope this info helps someone out there.

SJKJRX

Satellite Radio

Dear 2600:
This is a to your resp to p

\:». plans that could be modified from the 2.4 Ghz ham fre-
quencies down to 2.32 Ghz if you have a bit of electron-
ics knowledge.

However, a QPSK decoder may not work if they use
TDM (Time Division Multiplexing). Being that each au-
dio encode would have a time slice in the bitstream, at a
minimal 16K encode for example per channel would give
you 1.6 megabit worth of stream, not including overhead.
This would be over the limit of a serial port by quite a bit.
The QPSK decoder would need additional modification
to sync up with the bitstream and just pull the bits corre-

on page 36 of 20:4. I've been recording XM broadcasts
for my own personal use through a customized
(TOSLINK added) Delphi receiver for a while now. It's
great. The only problem I have with it is that there is no
way to read the track information from the broadcast and
fill in ID3 for the recordings automatically. As for the
RIAA this is one arena that they can't touch. It's already
been ruled that time-shifting of TV and movies is lawful
fair use, as is [digital] space-shifting of music. Not even
they are stupid enough to challenge the [digital] time-
shifting of music. I hope that they are concerned about
this, because there's nothing they can do about it, and I'd
hate to think I'm not doing anything to piss them off.
Great mag, keep up the good work!

Me

Dear 2600:

In a recent issue of Nuts and Volts, (October 2003) an
article was published on SIRIUS Satellite Radio. Some of
the specs published are very similar to what XM Radio
uses, which would help one understand and see the poten-
tial weaknesses.

According to the article, SIRIUS uses QPSK (Quad-
rature Phase Shift Keying) for its modulation scheme.
There is a QPSK (four level) decoder out that is used for
Flex decoding of pager The sch ics for
this are available on the web and are less than $10 in Ra-
dio Shack parts to build. The PD102 and similar decoders
will not work as they are simply level converters for two
level (binary) decoding.

The frequency for SIRIUS is 2.32 Ghz and the signal
bandwidth is 12.5 Mhz wide for the whole system. This
includes two satellites and a terrestrial repeater for the
hard to reach places. According to the article, each of
these gets 4 Mhz of bandwidth or so.

The raw transmitting rate by transponder or satellites
is 7.5 mb/s which includes the music, correction, and
overhead as mentioned in the article on XM in 2600. The
claimed audio data rate in the Nuts and Volts article is 4.4
mb/s divided into 100 channels. This gives each stream
about 44 kb/s, give or take depending on the quality of the
encode. 44 kb/s is easily decodable on the RS-232 serial
port so the Flex decoder mentioned above would be a
good start. There was a sound card based decoder out but
I never had any success with it and favored the serial port
for decode.

You will need a receiver. My favored Icom R-7000
receiver will not go past 2.0 Ghz without an external con-
verter, although the ICOM R3 and the Winradios will.
Myself, I'd find an el-cheapo XM or SIRIUS receiver and
pull it apart and probe it with an oscilloscope and find an
acceptable point to tape the datastream. Alternatively
there are receiver Kits in the ham radio market and E@
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ding to the channel you wish to decode.

If they use FDM (Frequency Division Multiplexing),
then the QPSK decoder would work if your receiver can
narrow in on the frequency slice of the data you want.
Most likely pretty easy if you pull the data off the receiver
chip on the satellite radio receiver. If you're using some
other receiver for decode, or an external receiver con-
nected to the IF (Intermediate Frequency) stage of the
satellite receiver, then you will need to have the proper
bandwidth set so you don't get trash data from data off to
either side of what you're trying to decode.

I have not seen any block diagrams, schematics, or
any hard data as to what is going on inside these commer-
cial satellite radio receivers. You may be able to forego
the QPSK decoder and find a pin on a chip spitting out se-
rial data. It could be parallel data, I just don't know. It
could be in the clear or encrypted. But unless someone
probes and tinkers, you'll never know what can be done,
what flaws, or even what other kinds of data may also be
transmitted across the bird. The world of RF (Radio Fre-
quency) is a jungle of all sorts of media such as voice,
video, and data. 802.11x and Bluetooth are not the only
RF medium that has Internet and other data. You'll find IP
and networking data or Motorola's Astro Radio Systems
that are being implemented in the newer public safety and
government systems. There are two way Internet and data
being transferred via DSL, via satellite, Opensky, etc. You
just gotta know where to look in the RF spectrum, or ac-
cidentally stumble across it.

For you coders, a good foundation in CRC (Cyclic
Redundancy Checks), Reed-Solomon, and convolutional
coding is definitely a plus. Some knowledge in encryp-
tion/decryption is also a plus. Yes, some of the satellites
use heavy encryption. So did DVDs, broken by seven
lines of code: DeCSS.

Once someone figures it out as far as XM and SIR-
1US, there is some fun to be had with recording software.
Being that the artist name, song name, album name, and
record label is encoded in the bitstream, you could easily
record things by keyword search. Or say you were trying
to build an MP3 collection. The di ing soft-
ware could write the song name as the file name and the
artist name would be the directory name.

Of course all of this does not just apply to audio stuff.
There are all kinds of similar things to be done with satel-
lite TV. TechnoTrend has come out (as have others) with
the DVB-S 1.6 PCI satellite card. Linux drivers are avail-
able on linuxdvb.tv. Some of the personal video recorders
(PVR) such as the Nextwave Plus, DGStation Relook
3000, and others run Linux. A lot of the PVR/satellite re-
ceivers have RS-232 and USB ports to probe and exploit.
www.tele-satellite.com is an excellent site to check out
@E‘moﬁ, PVR and satellite TV boxes. Granted, a lot of

the stuff on the site is for overseas satellite TV :E;:y
sions but some are receivable here in the U.S. DirecTV
and Dish Network seem to be the trend but the KU, C,
and S band satellites are cranking out 15,000 plus chan-
nels across all the birds. That is what the consumer is sup-
posed to see. Minimal easy to do modifications can
provide one with phone calls, data, and studio back chan-
nels to monitor. Like I said earlier, it's a jungle in the RF
world.
Stormbringer
I would enjoy exchanging letters and discussing theo-
ries or whatever.
W.K. Smith, 44684-083
FCI Cumberland, Unit A-1
PO Box 1000
Cumberland, MD 21501-1000

Call For Info

Dear 2600:

First off, you guys do an awesome job keeping the
flow of information going strong and I gotta give my re-
spect to that first and foremost.

My letter is sort of an open call. Recently in my area
SureWest has started offering Broadband over IP offering
television and Internet over IP on Ethernet. I finally saw
the system which basically has a router on the outside of
the house and then runs cat 5 through the house. Comput-
ers connect directly to the wall without any need for a
modem, televisions use a set top decoder from Amino
Technologies and use a company called Irdeto Access for
their "conditional access system." Each set top has a card
that slides in telling the box what channels are allowed.

Does anyone know how this technology works? I as-
sume that each wall plug has all information for both tele-
vision and Internet and that the computer can only access
the computer data since it has no idea what the signal for
the TV means. But would it then be possible to run some-
thing like a hub or router off the wall and have it work for
television and Internet? Could you somehow hack the
card used in the Amino box like people do with their
satellite service? I'haven't found any information on ei-
ther subject and thought the folks over at 2600 might see
this as a new challenge.

Miles
Our pages are open for some in depth discussion on
this with as many specifics as possible.

Dear 2600:

I have acquired (through legal means) what appears
to be some sort of credit card swiper/reader. The only
name on it is Micros Model #400412 User workstation/3
It has a large touchpad and when I plug it in it gives me
the options to adjust the contrast level. It has two com
ports in the back as well as an AT keyboard plug, a PC
port (cat 5?), two cash drawer ports (that look identical to
the keyboard port), a printer port, a larger than usual
video port (labeled Cust. Display), and another port (la-
beled EXT port) which also resembles a cat 5 port. I am
looking for any information anyone may have on using
this device and exactly what I can modify it into.

EﬁB:n&-.?ﬁ.@
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gs« From The Military

Dear 2600:

In response to the letter from Neo in 20:4, tell your
friend not to worry. I am in the military and an avid reader
of 2600. One day at work I was reading the latest issue.
Being in a career field where you deal with sensitive in-
formation on a daily basis, someone overreacted and in-
formed my shop supervisor that I was reading
"potentially corrupting pamphlets” or some other crap
like that. The next day I went into the flight commander's
office to retrieve it back and he told me about what hap-
pened. Then he informed me that it is our duty to "uphold
and defend the Constitution of the United States" and part
of that is "the right to free speech” and that my reading
this would fall under that. So Neo, to make a long answer
short, if your "friend" gets in trouble, just tell her to read
the Constitution next time someone tells her that she can't
read 2600.

Caps Lock

As with anywhere else, you may be obstructed by

morons and clods. But it's nice to hear of situations where
rational thought and respect for freedom win.

Positive Stuff

Dear 2600:

Surfing around in an attempt to find a "bristle-block”
explanation for a friend on encryption, I came across this
on "How Stuff Works." It's good to see that some can get
the idea and not spread ignorance. Here is the full text:

"Somewhere between the locksmith and the burglar is
the recreational lock-picker, sometimes called a hacker.
Like expert computer hackers, their code is to pick locks
for the fun of it."

Always looking forward to the next issue.

scotwr

Dear 2600:

Finally, a definitive answer on whether or not 2600
represents good hackers or not. The gematriculator says
2600.com is 64 percent good: http:/homokaasu.org/
wgematriculator/

Steaming Martyr

What a relief. Especially since the MPAA was rated
as 73 percent evil.

Submissions

Dear 2600:

I wanted to know if you've ever published an article
on how to get all the screensavers, ringers, games, etc. on
your Sprint phone for free. I have about two and a half
years of 2600 and didn't find anything like this. If you
haven't, please let me know and I will submit something I
wrote about this for review.

mike

your article is written especially for us and not already up
on a web page or published elsewhere then please send it
on in. Online, you can e-mail articles (ASCII format
please) to articles@2600.com. In the real world, you can
send mail to 2600 Editorial Department, PO Box 99,
ﬁt&? Island, NY 11953 USA.

This sounds like something we'd be interested in. If

Dear 2600: /

Can you guarantee the anonymity of submitters of ar-
ticles? I have an article that may make a large corporation
very angry.

Anon Ymous

Our publication keeps a significant percentage of the
corporate world in a perpetual state of anger so your ar-
ticle would be right at home here. If you take sufficient
precautions, such as not using a byline that can be traced
back to you, being specific as to which name we should
use, and not having anything that could identify you in the
actual text of the article, you should be OK. Also, be sure
not to e-mail us from an account others might monitor, es-
pecially one from the large corporation itself. We can't
discount the possibility that e-mail traffic could be moni-
tored somewhere along the line so in real sensitive situa-
tions, drop it in the U.S. mail with no return addre.
Wear gloves.

Dear 2600:

Are the images that appear along with the articles
supplied by the authors or do you guys add those in your-
self? Or is it a little of both?

drlecter
Yes.

Warnings

Dear 2600:

Rumor has it that there are two very powerful, radical
fundamentalist cells operating in the United States. These
two very large cells, comprising millions of citizens, each
claim to trace their group conception to a little-known
band of terrorists who once plotted and successfully
carried out radical, military-style attacks on centers of
authority right here in North America.

As November draws near, it is suspected that one of
these two groups might try something dirty, underhanded,
or even dangerous in order to affect the outcome of the
presidential election.

Americans are urged to keep their ears open and to
report any suspicious activity occurring near important
political centers such as voting booths, press releases, and
fund-raisers.

If you, or anyone you are spying on, receive any in-
formation about the activities of members of "The Demo-
cratic Party" or "The Grand OIld Party," please notify
national security authorities immediately.

eyenot
This is going to be one interesting year.

Dear 2600:

VeriSign has a product called NetDiscovery that
looks to basically be outsourced CALEA (Communica-
tions Assistance for Law Enforcement Act - http://www.
wfcc.gov/calea/) processing. They just announced a deal
with Cox to provide this for VoIP on Cox's cable service.
This is one of the first in what will probably be a series of
"preemptive” compliance with CALEA. seeing as the
FCC is currently debating whether or not CALEA applies
o VoIP. Anyway, Verisign has a "user's guide" for Net-
Discovery available on their site. but it's password pro-
tected (i.e. "customers” only). It seems like it might make
interesting reading. http://www.illuminet.com/docs/net
w Discovery/secure/netDiscoveryGuide.pdf
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% 2600:

1 just got a link in my e-mail that pointed to a phony
web page on a Russian server which immediately opened
a real Citibank web page with a small phony page asking
for a bank card number, PIN, and account number. The
mail was sent from a Portugalnet mail server, which alone
should be suspicious. The Russian web server they
parked on is a free web-based e-mail service. My guess is
that the server had been hacked to place the fake page or
some person working on the premises participated in the
scam. I alerted Citibank through their web-based message
submission form. Thought you might find that interesting.

Sysopny

This kind of thing is far more common than you might
believe. It's never a good idea to trust links in e-mail to
actually take you to the places they claim to take you.

Dear 2600:

In the past few months, ever since this "wirele:
boom," I have become more and more concerned about
the state of the 802.11 a/b/g networking. I say this be-
cause I don't need to go war driving. You heard me, all the
APs 1 find are by accident. Ever since I started messing
around with 802.11b, I have come across many unsecured
networks that wanted to let me in. The secured ones were
a joke. I know the default IPs of the APs and a windoze
box will tell you the model number, and the default pass-
word is not hard to find (you printed it in 20:4!).

People don't realize how much of this is already out
there. Even I didn't until recently. All the cool new lap-
tops have it, PDAs, elevators, refrigerators, and these "hot
spots” that they tell us about are popping up faster than
tribbles with Mountain Dew.

Back when you needed a physical connection to get
into a router it was easier for the
to make their devices secure by obscurity, but now that
people can be outside and just get it, it's pointless. The
manufacturers of these things don't care, the users don't
care, the only people who do care are the ones who want
to exploit it. With my AP I have taken every action I can
think of to secure it (short of grounded aluminum foil on
the walls and ceiling), but does it matter? There is so
much unprotected wireless out there for people to get into
that I don't think it does.

1 think we are going to be in for a wake-up call really
soon when the powers that be realize how rampant this
has become. Don't be surprised if some new regulations
come out, making sure you keep your networks safe from
the evildoers of the net.

I hope anyone who has this technology will secure it
or get busted for downloading kiddy porn that they didn't
even know the script kiddie perv next door wanted.

crazypete

Do you really believe new laws and regulations are
the way to address this? What's happening now with
wireless is the equivalent of wide open PBXs of days past
where people would be able to make free phone calls
courtesy of various corporations. Except now there aren't
huge phone bills being generated. If companies today
don't care enough to secure their wireless connections,
then they run the risk of having internal data compro-
mised. That's what they should be held accountable for:
not the specifics of what is said or transferred by out-
siders. Apart from some companies not being vigilant
é their own security. we see the prevalence of free

wireless connectivity (much of it intentional) as ay
positive development.

Dear 2600:
They that can give up essential liberty to obtain a lit-

tle temporary safety deserve neither liberty nor safety.
Ben Franklin
Will you please stop telling us this every damn day?

Dear 2600:

A friend of mine has been having a problem with
SBC long distance and their Juno Internet service. There
appears to be some kind of malware that consistently sets
the victim's Juno access number to a number in Calgary,
Canada. The victim lives in Missouri, so they then make a
tance call whenever they use Juno. The i
s SBC, who gets to collect a long distance charge.
I am hoping you will print this so that others who know
people in this situation will encourage their victim friends
to report these incidents to the FBI so some action may be
taken against the perpetrators of this scam. Hopefully
Juno will take some steps to make changing the access
number their software uses harder to change - perhaps a
checksum or some other protective measure could be put
into place. Ideally SBC will refund all the long distance
charges attributable to the malware.

RT

A fresh install of software sounds like it's in order

here. It's also possible to monitor whatever numbers are

being dialed on the screen as they're being dialed. You

may also be able to install a block on this number through
your local phone company.

Stupid Stuff

Dear 2600:

At the three different newsstands where I get my copy
of 2600, there is always some sort of sticker on the logo
and the word "hacker." Most of the time there is more
than one. The stickers are the same stickers used for the
price but there is no price on it so it is obviously with the
intent of hiding the "hacker" word and the "2600." Being
of positive mind, I entertained the idea that it was to pro-
tect the customers. Not being stupid I know better.

Fairy Fock

Try to find out if these three newsstands are owned by
the same people. If so, it's just one dunderhead who thinks
s/he's keeping something "offensive” from the eyes of cus-
tomers. Why they bother to try and sell our magazine with
that attitude is beyond us. If they're not owned by the
same people this could be happening at some other level
which we would love to find out more about. And there's
always the possibility that this is just random stupidity on
the part of the person doing this, not realizing that they're
covering both the name and description of the magazine.
Not likely, but stupidity is always possible.

Dear 2600:

1 thought you would find it interesting that on the
NOCTI (nocti.org) Computer Technology test (besides
being comp y obsolete, containing questi that ap-
plied to late 80s DOS-based PCs). one of the questions
was written exactly as follows:
A computer hacker is any person who

Continued on page 48
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by wideband dreamer
(a.k.a. dark spectrum)

It's been a long day. You slaved for hours
under the baleful glare of your employer's
closed-circuit spycams. You ran errands on
city streets, in a mall, and at an ATM - more
spycams. Then you visited with some friends
at a wild party. Everyone there seemed to be
flashing camera phones. Who knows how
many wireless cameras and microphones were
planted or where. But now you're home and
you can finally feel that you have some pri-
vacy and security. After all, you've got bars on
your windows, high-quality door locks, and an
alarm system. You're surrounded by a protec-
tive shield of drywall, structural timber, and
bricks. You swept the house for wireless sur-
prise packages just last week. Still, you can't
help asking yourself: are there any chinks in
your armor?

You bet there are. Not just chinks, but big,
gaping holes: clothes dryer exhaust vents and
air exchanger vents. Stove vents, chimneys,
and sump drains. Bathroom fan ducts, soil
stacks, and sewer lines. Most of them are big
enough to drive a truck through (a stripped-
down 1:24 scale R/C truck that is). You might
be asking yourself "Ducts? Vents? Has this
guy been playing too much Half-Life?" but in
fact each of those external interfaces consti-
tutes a vulnerability. Some of them are already
borderline exploitable with consumer spook-
ware available at the nearest big-box store. I'll
give a few examples later on, but first a short
history lesson.

This article describes the next phase in the
ongoing erosion of your physical privacy.
Phase One started over a decade ago with "Big
Brother" spycams watching out for you. They
were installed in public places, places of work,
and some not-so-public places. You didn't like
the spycams but eventually got used to them.
After all, you like to feel safe from unknown
threats and you certainly don't want to pay the
cost of someone else's shoplifting or any
coworkers slacking off on the job. You often
hear about abuses such as covert spycams in
of—_msmim rooms but in today's highly charged

CoNsuMERMISPO0KNARE E E E

post-911 environment there's not much point
in complaining. Nobody will listen.

Phase Two started just a few years ago, as
continuing advances in wireless technology
and miniaturization started placing tiny - but
highly effective - multimedia devices in the
hands of ordinary consumers. This new batch
of users didn't need any large outlays of cash
or any special training and some of them didn't
feel that they should be constrained by privacy
laws or any notions of propriety. This led to
spycams being placed in all sorts of odd, intru-
sive places like residential bathrooms, clock
radios, fake smoke detectors, and even the
tops of shoes. Just google "spycam” and you'll
see that there is a thriving industry based on
this concept. In case you aren't aware of how
pervasive or how capable spycams are these
days, a good introduction is Marc Roessler's
article "How to Find Hidden Cameras" at
http://www.tentacle.franken.de/papers/
whiddencams.pdf.

Modern technology created these possibili-
ties but has yet to offer any inexpensive, easy
to use countermeasures. Miniature radio fre-
quency (RF) detectors are available from a
few companies. For example, P3 International
sells an inexpensive unit that they describe as
a wireless camera detector. It certainly does
work as advertised but it isn't effective in all
circumstances. For example, try using it in an
area with wireless speakers or close to a
switch-mode power converter. More capable
devices have been available for some time
from companies like Optoelectronics but of
course they cost more and require some exper-
tise to use properly.

Camera phones are the most recent privacy
threat. They're difficult to avoid due to their
portability, tiny lens, and widespread use. Cell
phone detectors are one solution but they're
not cheap, and in any reasonably busy area
they'll get nonstop false hits from ordinary cell
phone usage. You could just nuke all calls with
a cell phone jammer but that's kind of risky in
the USA and the many other countries where
such devices are outlawed. k
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}msocmr history. Let's review what we have
so far. Phase One was "Big Brother's" spy-
cams in public places. Phase Two saw the in-
troduction of other people's audio and video
spookware in their shared places. The progres-
sion should be obvious. The next phase will
bring common criminals' spookware into your
own private places. The required wireless and
multimedia products are already available and
the robotics platforms aren't too far behind.
A Simple Example: Burglary

Let's start with clothes dryer exhaust vents.
As a general rule, they feed directly through
the exterior wall into living space. How con-
venient. They're four inches in diameter which
is large enough to accommodate all kinds of
gear, and they're located low down on the
ground floor (nobody wants to run upstairs or
downstairs to do the laundry) which means
that they're easy to access from the outside. It
doesn't take any space-age tools to remove the
outside vent cap, separate or cut off the duct
feed, and then rock the dryer away from the
wall. This deconstruction activity is likely to
tick off Fifi big time but she doesn't know how
to dial 911 and the alarm system's motion de-
tector around the corner is clueless to the big
happenings in the laundry area. If Fifi proves
to be too much of a nuisance or if the clothes
dryer is too difficult to muscle out of the way
then a good alternate route is provided by the
air exchanger. It has input and output ducts
which are four inches or larger and typically
lead to an unmonitored basement area.

Once the duct has been cleared the next
step would be to shove through a Robots 'R Us
BurglarBot and while it's unfolding, retreat to
a more comfortable position to prepare for
some leisurely remote-controlled burglary.
Just like Fifi, the BurglarBot is too small to
trigger motion detectors but large enough to
climb stairs and jump onto countertops.

Okay, so there's no such thing as a Burglar-
Bot. The best a burglar can do right now with
off-the-shelf consumer gear is strip down a
small R/C truck, strap a penlight, wireless
camera, and a custom gripper onto it, and hope
that the homeowners keep their jewelry and
other valuables on the floor. Not much of a
payoff for a criminal act. But if you consider
ndustrial equipment, there will soon be many
more options available. Google "ventilation
duct robot" and pay particular attention to the
so-called micro units. You'll see that there are
already several small, versatile robotics plat-
forms for sale. Once they've been shrunk by
é:so_, factor of two, the addition of a tele-

scoping arm will transform them into real se-
curity threats. As always, there's much better
stuff cooking in research labs. It's usually
aimed at defense or rescue applications but
might some day find its way into your house.
For example, the University of Minnesota's
Digital Technology Center is developing re-
connaissance robots the size of a soda can
(google "COTS Scout") that can easily fit
sideways through a clothes dryer duct. They
can jump up stairways. They can assemble and
transmit complete 360 degree panoramas of
each room. Cool. SUNY's robo rat (google
"robo-rat abc") looks even more dangerous: a
cyborg that could eventually become a well-
trained burglary tool.

Don't think that clothes dryer ducts are the
only vulnerability. There are many other venti-
lation pathways into a house. Most of them are
constrained by flooring, joists, and drywall,
and are terminated by well-anchored equip-
ment. But that doesn't make them much more
secure. A determined burglar could easily
reach into the hole in the exterior wall and cut
through the ceiling drywall.

Internal Interfaces

A separate concern: these other pathways
lead to more active areas of the house which
means that they're vulnerable to privacy intru-
sions. To better understand the possibilities
you can start by examining one of your own
bathroom fans. You'll need a step ladder and a
Phillips screwdriver. The fan's grille is proba-
bly held in place by spring clips. Carefully pry
it away from the ceiling - you'll notice that it
doesn't take much strength to do that -.and
then release the clips to remove it. If the inte-
rior of the housing has an outlet and an electri-
cal cord then the blower assembly is
removable. Unplug it and loosen or remove
any metal screws holding it in place. You'll see
that the blower assembly doesn't provide
much of a sound barrier. In fact, it probably
has openings below the fan blades that are
wide enough to accept a thin surface-mount
circuit board. Look up inside the fan housing
and you'll see that it has an exhaust port which
leads to ductwork. There might be a light-
weight spring-loaded damper just outside the
exhaust port but it's not going to stop any kind
of miniature robot and it's often too poorly
sealed to provide any barrier to sound waves.
In a quiet house, a microphone placed just be-
yond a poorly sealed damper can pick up con-
versations in the adjoining room, assuming
that the bathroom door is open most of the

time. \
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/ Looking down the road a few years, con-
sider a miniature "urban reconnaissance ro-
bot" that has reached the exhaust port and
wedged itself in place. From there, it could
fish a small cluster of three miniature cameras
between the fan blades and the grille. Each
camera would have its field of vision partly
obscured by the grille but all it takes is some
fancy image processing to blend the three sig-
nals into an unobstructed view down from the
ceiling. And you thought your bathroom was a
private place. Note that a robot this size is
closer to reality than you might think: take a
look at Robomotes (just google it), a tiny ro-
botics research platform.
External Interfaces

So how hard is it to gain access to the fan's
exhaust port? To answer that question you
have to go outside and study some external
vents - preferably the ones on your own house.
You'll get into less trouble that way, plus you
should have an easier time figuring out which
rooms the vents lead to. Bring a flashlight. If
you're the self-conscious type then you might
feel strange while snooping around your
house's external ventilation interfaces. You
shouldn't. It happens to be a perfectly natural
thing to do since it can provide answers to
many questions that plague a typical home-
owner. Questions like: "Why isn't my bath-
room fan pulling air out?", "Where is that
horrible stench coming from?", or "Why is
there smoke coming out of my clothes dryer
vent?" Choose a suitable concern in advance
so that you're ready in case one of your neigh-
bors starts asking nosey questions.

You'll soon see that vent caps are often lo-
cated in unexposed, out of the way places and
so covert access is possible. They aren't con-
sidered to be particularly attractive so you
usually don't see them in the front of the house
where they might at least be protected by mo-
tion-activated lighting. Instead, they're on side
walls or rear walls, possibly even further ob-
scured by a foundation planting such as a con-
ical cedar which of course provides cover for
intruders.

There are two basic types of vent cap: lou-
vered and hooded. Louvered caps are flush to
the exterior wall and typically have four plas-
tic louvers that swing out when the vent is ex-
pelling air. To inspect their ductwork all you
have to do is raise two of the louvers and shine
your torch in. Almost all ducts are three to six
inches in diameter. Simple arithmetic (yup -
divide by four) gives you some idea what you
@ stuff into there without damaging the lou-

vers. They're flexible when in the ro..io:y
position so if you raise two of them you can
get extra clearance at the center. Some specific
examples: a four inch louvered cap is large
enough to slide in a small FRS radio, a small
Pocket PC or a AA battery pack. With some
care, you could even squeeze in a mini Pen-
Cam. A six inch louvered vent can accept a D-
cell battery pack, a Nomad Jukebox 3, and
enough portable communications equipment
to set up a remote-control command post.

Hooded vent caps are covered by an angled
hood which protrudes from the exterior wall.
They have a swing out damper to prevent
backdrafts and to keep pests out. They might
also have a separate removable pest guard
held in place by hooks or snaps. Hoods that
enclose a large volume can accommodate
larger objects than an equal-size louvered cap
but even the big ones are extremely awkward
to look into. Standard flashlights don't fit
(since you need to shine them straight in) and
the wimpy ones that do fit don't provide
enough light. Flashlights with small swiveling
heads are more likely to provide enough light-
ing, as well as the compact disposable units
with three side-by-side batteries. Unless you
have a really odd-shaped head, the next chal-
lenge is to actually look inside. It's possible to
position your head under the hood and use a
small mirror but I wouldn't recommend it. In-
terpretation of a tiny reversed image while
juggling a damper, mirror, and flashlight is not
a skill that you want to acquire. What you
need is a small video device which can be in-
serted and then interactively positioned, e.g., a
PC camera.

If you live in a town house or some other
multi-family building then don't forget to
check for bathroom exhaust ducts which
might pass through the attic to the shared (and
hence insecure) rooftop. But don't actually go
up on the roof. It's dangerous, and besides you
can see more by going up into the attic. Just
watch out for protruding nails and don't step
through the ceiling. If there is ductwork up
there you'll see that it's the flexible metal type
and it follows a smooth curve from the fan
housing up to the vent. Rooftop vents are the
easiest ones to snake equipment into since
their ducts usually don't have any sharp bends
and also because gravity does most of the
work. That makes them soft targets but not
necessarily high value ones: what goes on in
the bathroom itself isn't of much interest and
an upstairs bathroom typically borders on

high-traffic areas rather than discussion m_‘mmv
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(These are just generalizations - your house
might be different.
Two Privacy Intrusions

So where in your house would you go to
place a sensitive, confidential phone call? As-
sume it's about something really big: your
strategy for the next football game, a plot to
overthrow the mayor, or maybe the next re-
Jease of your network snuffer (spelling inten-
tional). That kind of deep thinking requires
lots of beer or soda pop and other good stuff.
So the kitchen is the perfect place. If it has a
central island counter, the kind with a cooktop
and integrated surface downdraft vent, then
you might place the call from that countertop.
Well, if that's the case then there could be a
microphone literally right under your nose.
Open up a cabinet door near the vent and
you'll probably see a honking big six-inch
duct coming up out of the floor. The micro-
phone would be right there where it meets the
integrated blower. Stove ducts are required -
by code - to be composed of rigid metal duct-
work. It's stiff so it won't have any sags or
bulges that are difficult to fish through. Since
it's smooth there aren't many ridges to catch
incoming or outgoing gear onto, although you
do have to watch out for exposed sheet metal
screws. Last but not least, downdraft vents
need more pull than the overhead types so the
ductwork has to be at least six inches in diam-
eter. So downdraft vents are another soft tar-
get, as long as the duct isn't blocked by a
remote blower or a pop-up snorkel vent grille.

Maybe you don't like to use the kitchen for
sensitive calls because too many family mem-
bers hang out there (your parents, your kid sis-
ter, your own kids, whatever). Then the
basement might be a better location even
though it's less well equipped. But if it has a
bathroom bordering on the main area and that
bathroom has an exhaust fan, then it might be
less private than you think. You probably no-
ticed its vent cap during your outside tour. It's
located low on the ground so it's easy to ac-
cess. But the ductwork consists of flexible
metal tubing. It's corrugated, has lots of sags
and bulges, and is thin and easy to damage:
very difficult to fish equipment into. If it has
any bends or if it runs for longer than ten feet
then it's probably immune to the simple
method that I'll describe in this article. But
who knows - you might dream up more effec-
tive techniques.

Microphones

Now that you know where the soft spots

are, the next step is to actually try planting a

microphone to measure its pickup range m:y
see how vulnerable your place is. There are all
kinds of esoteric equipment out there but I'll
focus on standard consumer stuff so that
maybe you can choose from your existing
treasure trove.

Let's start with the mic. There are three im-
portant things to remember. First of all, you're
trying to pick up far-field signals so don't use a
noise canceling mic. Secondly, choose an
omni directional unit since its orientation will
be hard to control. Thirdly, use a wired mic
since they're small, can't be picked up by RF
detectors, and also<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>