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AND THEY CALL US CROOKS?

by Silend Swilchmpn
AcTriend and 1ot togethber one day and we said, “Lets seeif
we can make some mosey [eving to belp oul various

comeninicilions cormganies by Tinding fals i things where.

they are dosing money.” 10 s soct of Like patching holes mian
autermobabe teee to keep the air from cacaping, 1 am sare that
s ol thie readers cnat there oo hind said to themselees, “Gee,
“book ar thas, 10 this phone company only koew thar vou coatld
ez s vanm e ol e systean Ut sy, 1 et thast Toouhd iy te
miake & Little money ard help them out and they can help me
Uk IE 35 o thought that o phone phreok olten his—1o tell the
big compeny the Jows in s svstems and 0 b reswarded —a
symbiotie relationship,

I one of the new digial switching systems, we found some
ey pond winys whene vou can make long discanee calls for free
Trom any tebephone - rotany or wouchtone, Wlen conlacting
o ol major manufsctecens, they said, “We wall fest thas
oot ard It soworthansd g, we will ket vou know, " Thad alse
1ol 1his company seversl ether things belore, and they had sad
Lo e then, W wil] Tet this be u free sample te prove yourself o
vs " o | eave ther Do very meod fmee samples ws to problems
i ek system, tncluding the oome of one svstem saboteur whe
wits poing around destroving systoms (switclung systems, that
vl This was tacbe aosamiphe as toowlat Dwas goang boodo for
Lhem.

Tlyee wher T iosesd this oalser ching where any and evervhody

v ke DA conabad ke i D el Don a GT U dynins swch,
T n™ come right out sod sell them exactly whaat 3t was, §sid,
“IE you pay me asmll consultant’s Gee of 8300, Leould save vou
severatl hund red thowsand dellirs o month, They were not
interested; they wanted me o etk them lesy, amd o HI..I.FII,.I:l i big
thing.

This Aviend of mine contacted & very large bong :hatam-.:
surrier{with an all Armerican name) and told them of problems
with their long distapee company. They promised him a

an interesting diversion

by Lord Fhreaker

Accverter o Torme ol call Torwarding, The phone phreak
calls e custeamer’s oflxe phors number after hoors, and the
citl s “dhveried " Lo the customers home, This sort of service is
sel up s0 the phone subseriber does not miss any importane
citlls, Bt why would o phreak e interested? Well, often
divertars kave s lew sevonds ol The customer’s own dial tone as
the customer hangs up, The itrepad phreak canovse thos bl
window e dial ewt on the called pamy™ dud wone, o,
unlartunately, it will appear on the diverier subseribers all,

How Dhiverters Are Used

ine merely calls the customers office phone number after
howrs and waits for him oor her oo answer. Then he cahe
apodogires Tor rosdinling & wrone nanber” o merely remanns
queet 50048 o v the cuspeancr thank Gcs merely a crank phone
call. Wher the customer angs wp, he pest waits foe the Tew

2-H5

consulant fee of SUE00, which may sound precy hedly, b
vk Bavee paid Tor arsetlin a shoet peeicd of time. Thew salved
rany of the prablems in ther netwaork, and when it Tinally came
Aovwen toopay he Bl {my fricnd Bbad aeneally spenn o anil
rieoneyh, the Tong distanee carrser said “We do no feel we owe
vou anything, But you can pove us information abowt owr
aysrem o amy ciee yoar want 10,7 The g long distance phaone
company with the American-sounding name sasd that one
veason that they wera non goung b sy Ui o vads Dis beeouse
Lthey had been senswed by J:-I1||1|-:_: phn;.:lk_ ke Jsl TR Rt
pizsing aroursd the informostion, creating the problemand 1hen
ieving W make money on ik My frend who simply ined o
manke sorme money contraeting did not have that in mand, The
company had originally said thar they “pay Toe informaton
that i waed o stop proflemms st eare sestam, ' He reminded
iher of this comment, and they sinoe have deaied 1t 5o tlas
very lrge comgany has now rencieed omoaoverbal contrses and
they have made no atlempt Lo eeimbarse him for his expenses.,

My expenences with vanous companies have led me 1o
believe thut thene 15 no real way for someone like me to provide
eaper! advice, S0 here 1am, holding o ssemed o the STINS
swilch, whers people con make (res colls, Dwould estismte that
ihe eosr oo the eormpany wionald T Ceong 5000000 10 5125 00
e encadly, and ot is mencasing as mose amd moee people ke
advantage of this bug. The GTODES {General Telepluone Digital)
is e by Antomane Fleeing,

o, basically, the moeal of this story s T ol frest 3
wompamy that you e ever geing to do business with, whether it
153 telephons company ora bigcorporation, Do notcallupan
engimesr 0r @ vicy president of a compitny or somebody in
telephone security, and deo ot believe it when they el vou that
thew will pay for seevices rendered, 11 they ever make vou a
promise, get i in writing, because they wilf cheat yoe,

A the regeeest o the quidor, B o b the GTORS swineh wild
wod e prined i D, Saee e mext maonaeke s b

seconds of dial wme asd then dinls away, This wonld not be
wsnd as a primary means of ealling, as o0s el and oz multiple
wrong numbiers”can lead wsuspieion, plus this mechod vsually
anly works at mght o afer offve hoves, Diveriers goe mainly
used for calls that canmet by msde {rom cxtenders.
[arernational eallbng crthe calling of Allinnee’] elecontzrencing
(e JO00, May 1985) are common possibilities. Another thing
o rememiber i that tracing results i the customers phone
rnsmber, w00 ome canocull up TR or chat DEOTY NOTRAL
comgrler nuwmnber with less conoeon abour belng traced,

Bome echnwal problems arise when using diverters, se a
word of warming 15 a0 onder, Many alternate loing distance
seevices b up when the calied party hangs up, keaving one
without i dil tone ereven back at the exteaders dial tone, This
reinlly depernds on how the extender intectaces with the boacs]
phaone metwoerk when o comes out of the Long haul lings, %400

feonitinued o ags 2-T2]




more info on VMS

by Lex Luthor and The Legiom of Tkam lackens
{1 rhe secang iestiimenr of on il pudde i il WY oy ranier
resreen, Lapd b fnere asrears o o e FORLS avd Giderr O R SURIORIS. )
Privilemaes

Privileges Talb inve seven catepganics avavmbug b the dameage ot e iser
poveaaing thern cuuld cand U syesiorn
N e Ml privlleges
ol Blinimis privilepes oo efectively use dhe sestem
G Poderttial o indenfere with members of the saine group
Dievonr - Pedertial 1o devour nonenilical systomee lde Tesnuroes
Sastem  Podesdial tooimderfere wiith normal systems operation

File Frdewdial o enmprosise (T secary
All Pedcedlnl bo conerol the sysiem chebe)
The UAF

Trae L ser Suchorision ik contains the mames of vsers who o kg mio s
systen and ko contains a reeard of the user’s privifeges. Each rovord in e
LUAE clides e lodloving:

I, S aved Passsand

2 Whaer Lkemtabmembn €l LT - Dl ntddies o user hy i groni Lo and
vewstnkr mpmlees

A e Tl e spregilivaties - Mo the delaod ey and ety names sar [k
HILW

4. Lospin comenarad Dle o Mames 2 commaind progadire oo be cxecuted
auramarcLib ar lnein Lave.

A0 Logie flags - Adlows the svsiem ondmager ta inhibil she use of the CTRL-Y
furction, and Inck ceer pasvwnrds.

to Paorny Species e base priosicy ol the pracesscreatod by the veerat login
1w,

F, Remaances. Lavals Lhe sysiern resourzes the wser may periorm.

Ao Pavalemes Lo activiles (he dser mayy perion,

10 hiwe RS TERM MANALLE provkpss, v will b able poadd debene,
arn vty recoids i the LA Do ALTHCRLAE urilivy 2 fws won wo mod iy
e snlorratioat e e UATC T s usuals foeed in ke [SYS TN E] direciory. The
covnimnaieds [ AL HOR AT dre:

ALY cernar: Topoaifier. ] Adds o revord 1othe UATF

CEIT Cor IR L-Er Beiumrs e o command Dol

FATLE Liss e AUTHORTED commands

LIST [usenspee] [ FULLT  Creases o listine [le of UAT rocords
AT Madilies a mecord

BLMUNY L wsernaree  Dalenss aorecond

SHOW . Displase VAT reoonss

I he st useld] mesides ALY s che SERCSY emenand. SHUW displass
reirts [of welecied LAY records. Y ou can peca - BREIER listing or 2 FULL
Teatiig, Hie reefone v i (hain, o 7ury wann oo make sure nooore is logged en
mesilles soad A% e make sere nooonz can lag oon: 5 OSET LOGINS
ARTEREACTIVE G

Thisestanhishes the maximum nember ol vsers ahle o ko on oo the sestem
shiseanmrearad e cllec b osers correnbly Topoed om, This s ned really noedal
ared ks s oy susp ws, S b st anl the ceaeelile G U Talluwsmg:
SEET DEFAULT [RYSEXE]

SRLUM AUTHORIEE

LAl LI = FER L

(lwwerr Feername L4 Seguupt Trves TrTkelanh Direcioey
SVSMANAGER AYATEM (00| SYSTEM AN -d SYRSSYSHOET:
VIELDAYRVICERFIELT [0l 0ls] TIELD Al d SYSSSYSIIHIT:

Tt Tl e LV wopused Ve BETEYETFALLT commsanmd calecamd N
delunlt dac iy e Ve DSYREXE ] dacstary, Shen sosadan Bt e o ona 1:|'|1|:"il.:'
FRLU™S AT ERCTHEAE (o if you o6 haee the AR prodiipdc

LATr Sy =
Lisewbeaiib®: SYSTEM Ouier A¥HIEM MANALER
Aceniiig: BYREEX 160 JIHIT JHI &
1L 1HR. [EH I8N
The G Blesicos: SW SNSRI
P st Bt s |55 530K |
Laigin Flaps
I® ey day s Moo Tue Wed Tha i
secnindary days: Nal Sun
So hourly restmchors

P11 4 IYTLAY AN HROE A X
FRAEA: 13 TRYTLAL 1 THIEYLR: 1T
ASTIM: O OWEIREFALLT: 151 FIRAM: n
EN{} M I WRQUOT A A SHEFILLAE n
TORELNE; HOWRLCTENT: 103 T s limit
FLAN I T MARACC TS 0 PGFLAUOTA: 20NN

"rivabeges:

CHMERSL CAMENES 3355 A0 GHIMPSAM ALLSPOOL DETAL
DUAGRNOSE LU0 GRAOUT ACST FRALCEH PEMMHBS PN APR
ALTPHI SETPEY THMEPMEN WORLD OPER EXQGUGTA SETMBY
VL FRO PEY-I0 DUGOTE PRMOGBL 5YSCHL MOUNT FEPNAMAr
SIS A Y SFRY 5V 50LK

266

Ui e, ariseanne pena listing of passwonds, but you can getthe lisval
uperas ki abone, The pavsordsarcencnvpted just like a R IX svslem. bl
sl cannil ewers see che enerspoed passward urdess you book al the actual ke
that Uhe LIAF disaes e e nuntaom T,

Al lisLing ool gl O e rs, ol Dipaivething winiee fll el (e hesr feEnie ane v
ez, why can | have my wan acconed! Well an yan b solTicenl prids, i
can! :

LAF AT SYSLOG JPASSWORD-LEGIOY UL [014.000]
FCFLTIM ES ,'I)F'h'li:l-;?i'r'%Q1'RR{H}T-

SACCOUNTEYMAE ) DIRCCTORY =[SYSERE] FRIVE-ALL
PN R LI TA L ROACTOLU N TIMG

11 Yo ADEE the uvername Y 5LCG (yow die nol want 1o crcabe 8 user like

L, s i will be pon obvious and nol Lok righi. nave had muoch secocss m
i b detecied wilh this acoounl

2b v o specily che password for the SYSLOG account,

Y ¥eda assign a L (U ser Ldenxileation Coded which consisls of e numers
e v of D ehrougl 572 sepameed by a comma and enclinsed im brackers.
Thsystenasapars o VT oG ditached pridwess Crented tar ihes useras lﬂﬂjﬁ lire.
User prowasses pases v Uhis LN G miny? siibjskazedss they coeate, Proiesys Can
Turtber assign UKDy o Dkes, elbonis, deviiey, cle, Yoo o asogi L sove
LTI v e Sham 1 oarser, s )

A CIUTPAE v dela foamar ook L EES FHE, winickos what we will v,
A Wonesgwicly Ches PYEY ICE clian soallngsica] ol veer whei ||IIE'¢'||1|.leI..I'.1!n:|1
frsr asr parpnses, is ihe SYSEEYSROOT device, other deviers are:
SY SRRV SYSASYEDISE, DELL alc.

1 Sperilying an scoount is nol necessary, bt i e do, vee ome that is listod as
ancaAlier e s, sinee yoil don't wane o airo o mach acemion o the account.
M T defanln direcraiy can be a direciony carrencly on the sysiem ar i can be
et atten 15 LA revard i3 added . Yo may want 1o use one of che ones
il canTer e g, B b cand nnl T ase the lH'I’hMUH.: dimsLnry

B ean s Loneal I|||"'||||'|'||\."|_l,.".ﬂ.'|r~|ll‘|“'.-\.'|'|||i|"'|' Wl g, of eourve, A1

S OWNER s pinilar ta Che ACULILS Tauahl e ngain, ieak avwhat ke ocher
ey hpsaz haned.

1] SOEACCEN™ TING will ddisable svstem acgounting reconds, s no
ckling infonvatinn e e ACCOLRTING TAT e

arter the LAl recnrd is saccesdully added, you shieakd ereale o dircelors by
speciling, the deviee naoee, directory rame, and U of che AT revond.
Frotectin B 1% “ondinany ™ userisnormally, Read, Write, Cxoeale,and Delzie
arvess e svspens, eawnec, and groap processes, and read and execune acoes far
e W s, Togigalea direcoon: SCREATESYSESYRRO0 |{5:'I:"‘~L'§:'G]
SIMREECTORY O N ER-LIY '=[{I MJHHl].

A il inig

Far avconriing porpadeas, Wi VA VS svsram Keepis reconds of the use of
the sesbom wesdwrdis, These reeonda ane Kegd i ke @odunling e Tibe:
BERERYRLHSR . | SYRMOR ] ACCONNLIMNULIA L, whizh s wpdased cach
Lo iAo hle pooeess termivabes, each Lene a peirg job is compleod. and
cach tene a kgm Toilurs socurs. Inoadailion, users can seml mesaiges W be
senend into e accnuning kog file.

I'resappress e areaunting function and thus svoid avcounting Gor U ool
sasleni resoiances regmines privikepge. The JNOACCOUNTING gualilive i nel-
fis len i AT acaunning i 2 Creabed pracess,

W ety mwanl Loy sl edlen Thie 2CCOUNE Y ane Wsang ar anechoraccouant
FETTR TR Sy TR T Tl this [T TR M L0 [l T HE e o B H
Tlairy Thee Ty S phiype Lwreanne L LTI S TTIT
M- A DAY (R PO ESS N TERACTIVE SYS100, e 5 N0NE (e
1LPEH-PAS bl PR ERA N TERACTIVE SYRL00 SR ARSNONE ] D
E-RTAY 1S 10cdit PROESINTERACTIVE SYSLO0  EEeeed d WONE el

This is the aeeounting infuomain For ke o SYSLCEE wlhich sliciws 1hat
Lhe wser oy Logeed o fhee Bonbess a0 e M nsdes riacy i oes i neds e
tirmies, el it weanll b s ol eal oocaiis 1 dse ol s e 0wl o Mlihl\.‘lj‘
At the gt bopred s cesrs whill e denecned.

Lapging {1

imply tepis & LOGOLUT, The ststem will v g psial UM oime ceed

ared ailber satisiics.

Srrulting Do T Sysdem
Bdany Nles | have read el vap bon e gdestiay aoepstem shat i dosen e, Ladis
i, revamme ikl car prac U cany g ol maliciis ety Ldo ogahne, thaugh,
Vread an Vb pdkess al oo dievess Isa siatenn, che Hacker ar Systeon Uracker,
wlvazhies T vond preter, pees hooed or bearns s muchas e sanis i larmabat the
asten. D will explain now testiubdown Uhe ssseemerroe i, Thiscan beosed in
coszveea Iank ynu sorewed e systorn and shutlogdiner s me U omily way 1o
avoud cnnsiderabie damage.
1h marmal reasirs far shuicing down che system ans: danger of poar loss.
newd 1tk the ssstent dai, hardware or software problams. ot use the
syaemy Dor o specile appleatan, Belew is the command procodare which
descrites hew tu shul down e sysiend nian andelly Inshicm. s prrocedurne &
comerimed in g vommand ik,
Framindesserd e e 2020
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Compucer Elections Examined
The e Wk lirees

Acbranch of the Nationsl Security Agency (MEAL s
nrvestigating whether o computer progrvm that counted mone
than one-third ot all the vodes cnst in the Uinited Statesn 195415
vielnerabhle oo fraudulens manipulation,

Fhe =A% princple job s toocollest mtelligenes by
cavisdropping on the electrons comomueniations of the world
and Ly oproteet the sepsitive communications of the Unided
Slales,

The iwviestigation was imitiated wnder a reeent Presidential
dircetive ardering the Macional Computer Securicy Center to
wprnve The security of major computer systems wsed by
nonrmilicary apescies sisch as the Federal Reserve Board and the
FaA and for such prvale parposes as banking.

The Compoter Securiny Center was established theee years
mao ooampeoye the sceurity ol computers within the oilicary
serviecs but was recently given the brooder mandate. The
annual budgets and number of emplovess of the ageocyand the
CEOTEr e STCTEL

Representative Dan Glekman, chaorman ol a House Science
ard Technology subrommittes that has held hesoimgs on the
vole of the center, said he hiad “serwous peservations™ whout o
Drefense Departinent ageney becominge invelved in compter
syatems handling sensitive civibon matters ke elections.

“The computer systems wsed by counties o collect and
process votes has nething 1o do with nptonad seceeiy and Tam
reslly concerned whout the Mabonal Security Apgeney's
nenleement,” b s,

The target of the cenfers invesligation i 1l vole counting
progrim of Computer Election Systems, the dominant
company in the manulacturs and sake of compuler veding
apparatus Lo 1984, the compamy's progrom and celated
equipment was used in more thun LA county gl Local
Jurisdietions 1o colketamd count 34 Aomillion of the 93 Ferallion
worles =gt the LS, The menter Bocamic etersadod o the
quesstion ol the volnerabality of e company’s proenos
becsisse ol separate perding bwsoits, broughtin Eediana, West
Wirginia, Marvland and Florda, which have challenped the
ahection results processed by it

The Institute for Elecirical and Electronie ngneers, the
world™ lurpest enpgineering society, has sod that the NEA's
involvernent could kod toa kied of “repulation, resteaint and
monitorng” that might cause o "eollision wilh constitutional
principles ol indwidual povacy and Tresdorm of spesch,”

Two Inch Thick Bill

Thekad sdrie Trarkr Tira -

A Calumbos besinesman sl Be koew Tee was in ieooble
when s long-distance phone bill Garme ina bos, David Nowves
opened the box to find o 165-pupe bill from MAX Long
Distames Setvice. The total: SELLG4.T3.

=1 quickly perceived that it was an impossibality,” e swid.

bl A ofticials said Mones was sent o letter telling him not 1o
pay the bl A company representutive sud Moves' necount hid
been flapred ' possible computer fraud ™ wnd the bill should mot
hiwe been sent.”

Moves, however, is not ane to let matenial tora good joke slip
away. He wenl from door todoor o his neighbothood asking
for contnbutions, Mo one chipped in.
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Navy Calls Thal-a-Porn
Hebproak Heprd

The Wavy in San Ddege, stung by purchases of high=priced
spare pacts and a theft ring binked o Do, was inooo mood 10
lasigh off $112 worth of phone calls toa “dial-s-porn ™ service,

“Wobedy here thinks 6% humorous,” siod Ken Mitchell, o
spokesman Tor Morth sland Maval Ao Station.

*The minute the phone bl came in, we jumped on 8,"™ ke
siid, W called people in, We talked 1o then, Mobody winted
to combess, We pussed the b, and the bill wis pad.”

Navy Phone Phreaks Nahbed

R P T en

Seven sailors have boen ned in Groton, Connectrut snd 38
others hove been disciplined for their roles in o long-distance
telephone scam ot the LS, Muval Sobmuarine Base, a Mavy
spokeswornan siid,

Thez sanilers Meansdulently used elephons acoess codes 1o place
SR worth of calls, said 1. L Ciredr, Cherse AL Bearry, publ
affaiss officer,

The wictim of the scam was Us Telecom, a long-distancs:
telephone service based in Dallas, she said, adding that the
siibors hiad ebiained private code numbers belonging o 5
Tieleeom subseribers

Phone Booth Captures Man
how kmes Sarlodpr

Atate Police reported that a modorist dentificd only as
“anyone bt Superman” wis stwck 10 elephone booth along
e Meow Jersey Turnpike for hall an hour when the door
Jarmimed,

The man called the State Police bacracks in Mewark amd
imformed them be was "stuck 0 oa sooth and meoning ot of
oy, sand o traoper who reported oo the seene.

“He was st standing there looking conbarmssed when we
artived,” the trooper said. *1 didn't wani (o bust up che place, 5o
[ iust kicked oo the door for wwhile and it opened. 1t works fine
o,

The crocper said the man “oppearad to be ina real hurry™ and
left before he could Tind out his name,

I'clco Rats On Government
md ok Diaii Rowo

The office of LA Attarmey Bayvimond  Dheane made o
hiorrerdows blunder in the probe of Sae Supreme Cown
Justiee Williwm C. Breoman, Whether Broonan is guoilty of
amything, or pure as the driven snow, Dearie’s crowd blew their
act. They exposcd their oan investigation.

Drearich sleuths subpocnacd Brennan’s phaee reconds carly
this vear, They Guled 1o obtan a simulianesss court order
directing the phone company 10 keep the subposns secret,
which 15 stundard procedure,

Lr the absenee of the court order, Uhe phone company by fav
hisd o aedvise Brennan his records wen: subpoenaed, Brenoan,
ina m.lkle:'pi"g: of oncersiatement, observed that when he
received Lhe uu-im:. 1 Digured they were doimg some sorn of
nwestigition,”
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Thinr 2o

Why nor protect bulletin bowrd disks by using a eeditiad THOS i
stores o fle by NORing it agiinst o leng pscda-rmban nunther
gererated rom aseed? The flevan be resd be SORiog o agst the
wutpd of the pesedverindons amober generatar Qs use the saome
secdl ] 10 seems that the disk wonkd be capiable il guile
urilecipherahle.

L.
Dhear 12

I"-.l""ﬁ"' LTI e My e el .1.r||_l'|'||'.'\.ll.'i'.'\-l'.l"ll"'.l PO T LT
14 Wy sieailar i fews dhar VAR WO AP !:Il.l\.;' R e
[Penr D

The Long Hseanes Y ovaper. o phreaker, aind nts eIl i compter
Racker. huve thorouphly eieved vour very infarmiative sseasine for
the pasr vear and ane Balg We sauld Sike 1 ahiare witl cur fellow
phreakess aoud hacksrs o “Fort koes™ ol compiier aodd Selephane
imformsion which & sually k0 untouched,

O the college campises across AMErica, LM us coapuLer centers
aneactually a hacker's pauradsae Witk vere matnsal ST ProlecTing
admasstracion prograns placed upen hnsd disk sy stems like the [Tk
ST which s wsed inmaiy selools beated near che headguarters of Fag
Rlire, 5 Backer can abiain mekity vatuahk TIMETAMS f, i._.:,r Ciag HEE
G the wnprotected hard disk. Mo fawvuliy Ligke theur propsams witly
therr owm pantes, ce TEEATIY vocld mean The Kmight in Wi
malim. and chese can b casily broken ines ecause the sidmirisasasion s
Lo busy warnied oo hackers anipering with praides, 21, and they
leave wnpretected valuahbe programe ke LOTUS 127 upen p hoed
disk. [Most burcaucrats are soupid ad lasy . atherwise they would be
doing more wortly sk than Being aaoer pushers s

A, jist as imporiant, The Lanp Dastanee Yovager has informed
o Thidd with the breakup of ATET, many cunpses are in rransiniong
phiascs. hecouse thew are cither chanping s arcsenl lane dissanes
AVECIn of modermiring thear pros s syaem,

W nmight ale add thar camipuses are excellem places 1o baak inte
the ARFANcL which can allow acces le campurers abl o ee U wosrld,
same af a ity rure alike COrporatians, Anny s, amd siwch,
coliepe campuses dan’t mind when people 256 qEsto, A preat deal
can b bearned here,
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I pretusely Whistrsted micde for iistalling phones s socovesorios o
adding eanetsns o wanir aikle ol ol pesector termvinal, Sy
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A et sainos ol nteral for che =280 readong lis7 can e ponien
Fromche A TS T Customeer Infarmaniont Cesler, ¥annaun renels s ot
ATET Custonier Intirmacian Cewtes, P08 B 18201 Lred inapis,
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Systern PRY Sratwn Mesope Theopil Becesbing Infamog, ™ (545
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Apecifiaions.” 1 have it even Bizgun on the mulnude of meresting,
publicarions,
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THE NEW AT&T HOSTAGEPHONE SYSTEM

The AT&T Hostagephone System
accommodates a full range of
situations requiring emergency
communications between law
enforcement agencies and persons
involved in a critical or criminal act,

FEATURES BENEFITS
THE HOSTAGEPHONE TELEPHONE

- Ia howsed wa leghomeact plaslic caso. Receiver - The Hastagephone Telephone is designed [0 De lampars
and transrmotter cops Agee been gleed on oand resistant.
rmcdular cords moadihed so that they cannat be
regchly dofschod

- Lnit gonbams Sanalert - Uit can be sigoaled Trom contrgd i ‘
THE HOSTAGEPHONE CONTROL UNIT
- Battery Powered 24 Baur oporatian wath ballones o Gan e possencd From
TV AC which will autamatically rechargo the battory
A $ 3
- Metwaork Patch Cord & Fhone Provides accessinility to the outsice network.

- Recording Jacks Ernables tape recording of enfireg situation.

- Hemate Loudspeaker w25 Coirg Allows monitoring and intercom remate Tram negoliator,

THE HOSTAGEPHONE CABLE REEL

<1200 Ft. of 2 Pair Cable Provides salety ol dislonce Tor the negeliation tocam,

The ATET Hostagephone is 8 seif contained, sfate of For Further Information Contact Qur
the arh svstem  developed [0 provide efoctive Hostagephone Representative
communisation ander adverse held conditions, The On 1-800-228-9811

ATGT. Hpstagephaone System s an economical add:- Or 402-593-1200

fpcer 30 @evy Cmcergency respange 10am : B

)
@

et Aeader: Please accept our assurance that this is
Jor real. Call it o tvue sign of the times. Only $T850!
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Hackers Have Big Business Scared
Huvarn R il 1 swr

Seouriey bas emecped inoreeent sumveys as the number one
concarn ol hyrge corporate nuera-rmainiime ink gsers
According 1o General Electric Information Services Co.
{Roackville, MLV, which conductsd It own survey, socurity
problems can be “devastating”,

Why then are 5o many large companics siill wsing simple
pusswords 1o access 1he corporate database feom cnd-wsc
PO Three reasons are ususlly wiven: o perception that a
password will de the job, thist most secority schemes ane too
complicated, and the cost of adding @ more sophisticated
gysteim.

ol Lewin, viee president of marketing and sabes ol Dhigiin
Pathways, oe, (Palo Ao, CA) 05 a datae-seeunily specislist
with mone than 3 installstions i Fortene: [H) companies.
He sawd most large compamics are prewently salisfivd wih
psaword aocess Pocase i simple, Howewer, thar’s slowly
changing. Users, particularly chose with a micro-mannfne
aetwnrk, arc increasingly nervous abour hackers and oihe
wnauthorized access, Admost anyvone deang Bosiness with 1he
gavermnent will e required 1o meet certsin minimum
coampatler securily standards that are more sophiustiated than
passward,

" problen with PCosmanlrame hookups,™ says Grop
II:t__L:q_'-'I:-E:nL_ r|1:_=rk-:_:|i.:|g A MAJEr gl On=Lime Saliwarss
Covaraian T, is that PCs e peoerating eflicial-looking
docwments and reports, amd there's nooway B prove these are
corrcel. WS scaning a lob of compantes, They wow have 1o
mionitos wploading as well as downloading of data, so there™
onnre wikergsl in contralling e PO-to-manfeme daie ™

Fiber-Optic Network For Du Pont
IulidHaho Veps i

Ciamond State Telephone Co, will bodd o 513 million, 40-
mile fher-opie elephone merwork for the Do Pont Cio,in Mew
Castle County, Delaware.

D Poncs vonce and compuicr data nerwork o oway of
bypassing the phone company’s aebwork-—soncthiong g
pleone companies throughout the nation fear.

Campaign Contributions On-Line
SRR ewe B 1L Akarde

“Campaien finnnee has continued o bea growth mcdhasiey™
said Bob Biersack of the Federal Election Cormisaion, Aand he
witribs Lo keepo i1 that waay, Dl wis expluining oo ke third
stanching-ronmi-nnly _|l|;=’.I:-.:ri|:|_|'_ i ronsaltamls and Teparlers
b chie hioenie CUPNpALLET oater Sin aose s Lhe gk on who oEYEs
whiet v pohinscians ruaring Tor fedens? alloss,

Hume computer users now iy lap inte the information and
download, The FEC charpes 500 Tor g colendor month or
50 (or an hour of conoect tme, You can access the FEC
1!ITI_1IJ]:|||I. iy | elizpm, purl i thie 15,

Subserbers wnll set w oo 1T aed puek oo posswond, The
FEC does mot o the campucer; it leases time on Mational 540
miegabyre machine ot Fairteeld, Virginia, Watonal has beenthe
FECY contracter simee 1976, |47 coursz, such information
shiould be made weailable to anyane at Tittke or no fee. Ty pical—
a conntry whiere matienal parkland s sold dint cheap o
developers, and pubbe ielormetion s sokd al rang prices
mclivaduls.]

AT&T Into Charges Upheld

L et b e W

The 115, Caier ol Appeals has refused to snke dowa the
rsbes ATET chirpes For ics interstate directony assistnoe,

b comrt swept astde argaments by the Chrect Marketing,
Axnsociation and MO that the POC bl preseobed mies thit
are oo Righ and that diserimimabe appnst custosmers whio use
ATETS Jong-distionee compelitons

Fhee FOC i My 1983 odd ATET o could ehuarge nio miore
thn 30 cents per imterstate wfarmation call and suggesied thi
it allow customers bwo Toee ealls cach rmomth, ATET has
followed those guidelines, bt aflers 1he free calls only o thoue
who selectod ATET as their prisiacy carrer,

ATET hasceld che FOC than o wall ragse iey rces to &0 cents i
new eceess TandTs filed by the nation’s wloos goinia elfec,

More Use of Phone Computers
A oind 1'as

Thegovernment hivs proposed sweepimpr revisions of 108 reles
i neder tooallow Arericans to program high-powered phone
companny compralers o leaee or tuke messages, ring several
prhaorcs oo cdeliver a micssnge ata sen time, or screcn unwaniod
il ls,

OO Charman Mark 5. Fowler said the somnemissions winis
per “promedts more elfeient wae of the werwork " that elephore
conmpanies have in"hring techenlogical Benefics w the eommeon
i

ATET Wishington spokesman Herl Linnen sad, " Tl is
pestlive stesr orward because it can focos attention on the
critiend neod tooremonee artificial restraints thaccarcenty inlil
the wirgedinetion of innovative services that custormers wang, "

Becsrpee telephone companes have & s poog o alinas
every homie snd - olMice i the country g becase of the
instullation of sophisticated computer gquipment, wlephone
companies apper b be ana positeon o offer o messining”
SETVICES

More Divestiture Woes
New Tk DR’ Nea

A Tamaica (MY attorney bos sued the New York Telephone
Coatpany and ATXD lor 32500 o cheir failure o fixoa
elephone i hes office stnee Moy 10 He said bath eompanigs
claim it is the clber™s responsthility wnd thae, in exasperation, he
docided to led chem terhit i oot mocoort.

The aterney. Patrck Besire, who s also an adimimstrative
Tiow jued oz i Masrhiatban, said ue Belioves the roct of his crouble
15 The “breskeup of e old ATET.”

FHeloded, = ATET elaimms it is ot their responsi by beciuse
fhe prosbleon as due to fauley Mew York Telephons s, and
Sew York Tekplione takes U positiom s i s the Tanale of
deleciive ATET copuipanent oy office, "

Flonweyer, T said, one good thing carme os ol the break-up-
s chisgovery that be has been paying rental charemes forp phone
i Jmaica apartreent he vacated 20 weacs ago, He wad he
made that discovery alter ATET went him a b6l listing a
Breakdown of s charges something thist haod ned been done
bebore 1he ATET break-up,

Beury said he 15 swing both eompanies for 525 000 10 cover
e Toss of clients and business he has sustained, along with
overclarges e has pad for phons squipment be hasn® wad in
20 years.

Tlee irony of € allis that P stockbokder in ATET.™ he
added.
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VMS

Fecaiferoccd frore fns S0
FREICCEIFLHE:
1} Twpee the flloswing enmmand oo begin the shutdose prad b
RS YRS YN TEM S HIU TS
Th Enber e fll shucdowne
Hiw sy Halavotcs uantl shutdnwn®3
B Wisn will noew Brawe bo pive the ressom Tor shudtieg i dosn:
HoewsonT prsaibbe syslom daenagi
i Bespind by typimg n ¥ oor M g0 e Tollrmings qpicsbone
Dho pon wamd Lo sgrin Jown the diedeT:MN
Aller o shoat, pericd the miseaps SR TEM SHLUTTHW M COMFL R
LEE COMSHLETO HALT SYSTEM
ALtk rinr, e syaten canned e tecally shuc down, kot all processes are
halted, s, not cdsieg any Tucher damazge oo che syzem. {Rememsber, she
ransan L shokd e s it doswn was because poderrialdamage tothe system
ek v aoriierel il wedt wers noting in che hest interast of he spsiem)
Fizading Material
Finr girverpl Backeroamd infarmtsm slaal e W AR Y RS sptem, soe 1he
AKX EME Tromer and the VAX ! WY Sommary Phscriptean fel Cilissary
The folleswmg YA ! Y MS docoments many alkao b uselol:
VAX/¥MS  Command Languaze User™s Guide
VARYME  Guide jv Using Command Frocedares
VAN YME  Releasr nides
VAN RSM-TEM User's dauidie
VA1 Sidlvare Instaflarion Gulde
VAXSYME  Systom Mansgper's Gulde
VARSYME  Syaiom Yosapes aind Beeavery Procodunes Manual
LE T Lilickes Belenenoe Ml
K511 Lo’ Couibidi
Fa grmneelbog selsaark oferatiniie, feler mn the RDEUCME ]V AN Sysiomn
Masaper™ dragk,

Are You Reading Sormeone Else’s Copry of 26007
WHY NOT SUBSCRIBE?

& You'll get vour very own copy 3t the same
time of every month.

& You wan't 1058 vour eyvesignt tryving to read
small print that's baan copied 5ix timeas or moral
® You'll be helping 2600 bacoeme financially
sobvant, which will regsult ina baetter publication.
@ By getting maore subscribers, we can keep the
price of 2600 down—mayhea even lawer it!
OUR MAILIMG LISTS WILL NEVER BE SOLD,

GIVEN AWAY, OR LOOKED AT BY ANYOMNE DUT-
SIDE OF 2600,

Advertise in 2600!
Reach over 1,000 selective
readers—hackers, security
analysts, corporate spies,

private consultants, and
people who are just
interested in what'’s
going on.
Call 516-751-2600 for info.

Diverters

Frcaniienace frovm pasre 2555
ared TTT ane bnows b Jdo thés Dnegoentis, bog srb ail ke sime, Adse, bangime on
lhe ling wndil ‘il wirdow” appears docsnt wesk every time,

Now Ene ety pararoid phreaks wonder,*Howam Lsurechisisendingupon
snimeaneelses phone hilkand rot eoing?™ Well, nooechmd & I e, bal one
alucdald Crw o regopui A e n Sl Qiscretne et sokands oo e Ionpod srhnd e se s
ol his chokes, T Gesfon s Fargaeg ap will geicmle onby oo Clik, bednrs
1 diverssans are Keealo ar mekdivechy bl as compancd wotl long distas,
Alain the cuslomter Tasngrg v won resoll i wirks—hishe Becps o Ceecopes ol
2O0F hortie Lo B il when ar el Eronk o hicgs ags Tl 2000 her e woe
Fepuens b e et thie Doe o free, aml Chs b pannniig Brarss wf it iy hienred s 10 Tikias
wrl ] e e, Adse iF ehere ane d dlorent 1y pes of switching mvalved, i dial
vz el s mndien i dilferent, espocinlly Bevween an F55 nnd 2 Croes-Bar
[ M=Harh o Srep-hy -Sep, 25 well os soinding “Tonher nwny™ Thise teenniques
are pos) o wkdberslandang P plines sysienis wark avd wall B aseduil Tod
Tutpre explocatzm, The réally paracard shauhd a0 Gest, 0o oG e Local A™E
{Aubeenatic Momber Identilfier) nuomber Tor the calkd arca and Teden 1o the
rrurnber d reads.ofT. Or aoe merely calls the operator ard svps, “Tie & remir
service. Cioaakd you Lell me whar pait ['m comirg in an? 1§ she reads off the
ohreak’s own number, he mes Ly again,

Thuw due Find Triverters

Al s & phecaks sinist wander, “Hone foe Chese easiaes Tonrgl!™ Th e
place b start v the hocal Yellow Pagres, T oo Do sap 1B al D soambees Tor
v lngisars, dosions, feal estale apenta, Hoebers, SEnlsle arany pialcsaceal
el g rally el 1 B eanstant sombined wallt Boes costdnmiery or womkl be
afrasd al losing bosicss whale Tee s at Bame Then ans meiely dals up adl these
numbers aller G060 or so, aml listens for muHiph: clicks whilc the vall gocs
through. Since the call is kacal, rmultipleclicks should mel be the norm. Then the
phreak merely follows through with the procedure above, and waits Eor che
window ol wulrembifdy,

Qiher Forms of Diverters

Then: ane severalalker fermes of divertzrs, Pheomiks Rave Gor veans known af
sepanfngs thal lsve a duil tansaier “enling, " O ol the more Tamous was ke
LRI Frand Hatare s sz Bauoes eicordmg, whish heabl emdal, alere moltipk
cheks aod disiiaets, at an Aotavan dul Goims Ol SOmmran g hes (s
when p campany Balds a FHE Bnp Feasaly abieacd afler hooes, 10 puks ina
conbing Dt saps Uhil the commpany canned b repchacd novs, Hawewer, iLolion
happeees thal alter muolliple disconnects v ends upwith 2 dal tone inside the
X Al cmle is not noeded. Adso, whendizling 2 company and affertalhing
{socia] cnginerming] with emplovees, one merely wails for them o barg up and
ultcna m:url.l] dial Lome i revealod . 276 (dial-it) nuntsers have been knowntodo
thees s weel], Arswering seovioes also sulTer Tmeom i lack of securily, A geed
phroak shomkd I never b bargs ap on o called pacy. He can never be sure
whiar b somesig Theebesl pliesak e area Tesys th st cowes Lo Banpogia phime,
Al ey wall ol wal om Tl bred s S piones anbl They gg sgog that iy all
anver, Cre mam o elariicatine-— s el inis menteeed alsie and g e
ek stbdaed = 1T mindser you have cdigbad 7 e e hke Hawesgr, S
s e e mackes osilter Tromn e sl e n - e ammee]

DPhanpe s of Thiverling

Sa, oo hinpoeonmes e What e 1R danpers al duseime Well senneally
ang reermmltinp lall ool Haaeegr s haalde e poonbirs e jost that, q list
al pleane b, Fracmg o detingg possilaay, Dol e seeiaps diverier
wrlen i Sever: e secfoncal Kipwkedpe 0o nleanty the prvdabon,

| rezre hins Teen ol least o inveslignlidm al divemar femil walving e FHI
Teeeever Uhere wers no armests and the case was drapped. It seems that onz
preapective wictim in Coomectioed realized that ne was being defraeded alier
reveiving mualiok phonecalls demanding that he polhis divecier up s sathial
dvonlen:maecall coold B made, Fle then complaingd tethe FEL Howeees shess
Aware cpslorre s s e g Cor beclweeen, and 152 pleak does med g e soch
rtdiva iy abnosious eairemes, o s hand o beemuphn, Unkess G same nomlaer e
weand i plave many experene calls,

EQUIPMENT
security, Privacy, Police
survellance, Countermcasures, Telephone
BOOKS

seeret Reparts, Forbidden Knowledpe
L 1] ]

SENTNENLG0 PO ARG CATALOG AN ONE VEAR L TEY

SHERWOOD COMMUNICATIONS
Philmont Commans
2780 Philrmont Avenue Suite #108T
Huntingdon Valley, PA 190046




