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"Anyone wishing to make lawful use of a particu-
lar movie may buy or rent a videotape, play it, and
even copy all or part of it with readily available
equipment.” - Judge Lewis A. Kaplan's way of
dealing with the fact that it's virtually Impossible
to do this with a DVD - his apparent solution is to
just go back and use old technology that Isn't
subject to Insane laws.

S T A F F

Editor-fo-Ghief
Emmanuel Eoldziein

Laygwrt and Begs
bty

Lover Conceml and Flrote
Bavid &, Buchwald

Paver Desfpn
Tha Ehopping Block Int.

Bifice
-

Y=
Writers:Bernle 5., BilsE Blue Wkale, Neam Chomski
Eric Corley, De Delam, Bernaral. Nathan Dertman,
Jobn Drake, Faul Eslew, Mr. French, Thanmas icom,
Javanan, JoeSad, Kinopin, NI, Kevin Mitiek,
The Frophed, Bavid Rederman, Seral,
Silent Switchman, Scotl Skinner, Mr Bpsetier

Wehmazter. Mack
Ketwark fparalions: 035
Stifl Mare Vidte e Fradwetios: Forkchep

Braadcasi Cogretnatars: Juinki, Coote, Shiftloek,  ENUMHASFIRR
Eilican, Absolutel. RFmadman, Bluknl o TON
Mogarci, earttee, Menhanlte, Sarionic. SUBSCRIPTION

VEC A8ND: ross

el
poanm B
Biant Sand, Mercary Ret.

Sheurt Enﬁﬁﬂ:ﬂﬁg e adeqate
MG MEOUSN St | e el ke 2K
_-_.I,ﬂwﬁl_ﬁ-mnsnluh .w..ﬂbu nﬂsﬂ
e
1]

Fﬁrﬂﬁaﬁ-__ﬂi _-_._a__.u__«mu“mn__ .
And Wil eatary CFroedom Downlima™] fapgpen

B _!itﬁsn-!wxﬁm B hray-
-___I!_I-Em-lmla__.!_. [} 2600 FAX Line: 6M-474-247

p

A Summer of Trials

Kernel Modification Using LKMs
How to Hack Cybertime Sofiware
Target Advertising

An Introduction to Sprint ION

The GeoSpatial Revolution

Anomaly Detection Systems

Hunting the Paper Carnivore

The Making of a Pseudo Felon

Flaws in Qutsourced ECommerce Systems
Letters

Finding a Target Using DNS Lookups
Another Way to Defeat URL Filters
Accessing Federal Court Records
Zane Scanning

DeCSS in Words

Build a Car Computer

Marketplace

Meetings

\. .




CIne tring the summer aof 20060 will sl e me-
bl 1or is daliness We've never had mo
many dilfereng things come ragether ar mees oc
b rhie same Fipes, ¥os ali ol thees JilTorent
thiggg s wiors Suabira refated and excrecisly
relevant 1o B e we arg headsd.

nlamy 5o i1 s @ b Thisg Dt (e Do 0SS iral
duminatod vor time a5 moch as i did infarme-
nateiy. chers Wis never a Shoicr, Liki a dunger-
i sl i Bl Lo be Foughl with every
vumce of our simength. Thamks 4o rhe sapen of
the FFF and aisifie feaal delonse _”_mn._.F o

HES NI | _.?E..;.h. m..n_“__.._"__n _...._“m,u.._.ru_.m aar shde

aul
It =zzmed _._.._...r“_._“_...r “_._.._mn__ mr.._.f_...._{:.nm that the

LU Wi {._nn_,u_.._.ﬁ.n_n i _..._dunnhu..._w.._._.una.w_....__...__. -

and 1his was certainly barns cur in e Gecisdea.
Fur the resctica b oo many thessands whe
Farei: boen Tolluning this cass nne 2y ar an-
orhet aroaand the gliahe oty cordfinmad that we
siceesdad ig araking the pucnls we needed o
wmakon Anvone wilh a degree of knawledes in
willer pechnice] issites or the va s of fianbnn
af epeech secnns opel il fghl ey, Why then
Jidd our vount system fail ¥
We cam anzbyre i forgver. Bur i basicplls
comE o [ peaogian, The judgs Bought
i Al potion Bzt backers are evil and coly
.:..n_.q“_ﬁ_“__ n nu.u_n.._._m, ﬁr.w}_n_ E: 1._.._ sz il
.__.__u hringing disen ..u.._ﬁm__,. .._._._.E_.__.P Lroni-
cally _..__..u..n" verg st as this Ja n.a...qn._._...._“...:ﬂq
shch heagifiny thim arathing elss nned W
seen @ very defindle chang i Lone within sev
13 Ghieinunilizs { hackers, open source, inde-
prndent antise, acmvisls - o408 ey rarning ;
oo an ws versis e foenario, And it’s all bat
zssured thil wuneods 35 going bo fafl indo the
M55 BUEvES hat oorpoatd Afmeica @ dokping,
For thoes witheour feedss i the el and who
fay Bave sigacd if ia the media, che MPAA
Wi granted 3 pormznent njlmeinn i oor
pasting the PeCAS code which ullews IVDE
o ke lied o alternative platfooms such b
Linux. The main vhrast of the APA S dfgu-
Fncnt s that thiz woekd nlsyalioey poople bo
cigny unencoypied DR files and tem ransfer

and 3gain 1hat such e vioy woeld ks nuaszive
Lime and wlﬁf...ﬁm and thar i wdukd ulli

n._._._.n..u.. prowe o itk sines dncrvpled files
oomibeLerill b oapaad mel nead LErough any ex-
isting DD player and Fince the costof 13vERs
wWzg _.u.ﬂ_ enoigh m o n_._.mﬁw..nﬁwn__..ﬂﬂ. basing
d.."._.__._...._w_..._...:.__“ 13 case wis-oever n?n__n# Frocy.
It 2l centred arvend che MPAR 5 ._ﬂ._._.wu.. -
traf o hgw ponple play ek _Hru.._"_P They
Foack 10 b wble o devate how, when and
wilhere P COn Boress Sannent, WeTrE ghiisdy
seving e nesalts ol thisdn e Fong ol region
sodding (preventing _u_..ﬁ...ﬁq ing nd ﬂ__d.._x fram

- _...,_..nmnn_r_“.....__.:nu_ .._...m.uw‘n.....,". «___..._.ﬁ_."_. ke climd-

“narzm of Thuic useTwhick has always allowsd

“mbor cansEmers oo rakE P seaal Ccopied ol
Cinagzrkal the s ve pocdbasd Al the abcdicg o

fonas BensumeTs Lo sit theoaph ceanrercials
2 FOT weamings wirhras e abulity 4 skip
throagh e, AR et B s acienent (kink 30
wald S0 e, Siod ..n._.._._“Enﬂ.muu e s2mz kind
of comtrids _J._._u.munum......_.__ ,“__._w_n_ recordings
And, with the ndven? sfHITM, duo't b sur-
pesiad whin yo here to pas 3 =2 to record
wurur Frvorite program and snciher fee for
EVEMY bime yO-mand iovics il AL of this is
nid nly poatie nder e Dpica] Millanniom
ﬁrﬂ“_._.m.u.....__.}n_..”n._dn 15395 Pegiskariom 1har made
this Lrasuiz and The sy o will folloa
[ossalalsh ?.__."__F.:.E_num.”_... Jisely 1o be oely the
lip ol 1 roebeny TFthe rest of the DNCA zoes
ine ﬁ._..n..n_.uhn heduled i dens: Dlenodn, i will
a] __...v.“-u._ Er..?u._._._..«.n? SR S0 VO G WS
ul Grokmyecticg muuauu._p_._u_ controls and ne-
srictons.

10°6 £ B B o ke o DM A o 1 peolit
il sz, There ame o voting reconds on its
passzxge ather than Clintna's signing ivdnn Law,
Faobuahe Hocrss aml the Senake wsal vido:
im0 assune s pasisage. That means it's as
rood a5 umaairacis. Frery single slecisd ofii-
inl s 1o B fargciaod appmeesively s that
lhiy realize what a bad mistake the D3MCA i
It's extremely Baly many of them didn't per
the: ol erany wher ey wonoeossitering il
16's i3p b st e chat chey understand it mow

F A if they refuse m, o ceplacs therm wirh
s wln Jods, b

Uom ever i pet. It d..ﬁ.u tempnstiated nine: 0
“had fubkficioy becomes of rhis case. Pecnls wla

Thra BIPAA hus pocen an mmense amount of

SEENT Suin wwenrs o we b s M PAS wys mow

Paged

260t Magazine

-

think of themin a zegazive way. TTwsr viclary
witl be miare cosrly mhen cir kess, And ole.
mateiy ey Capgeol Bope Lo hold corsmnegs
Erastdnd for very masch Ioapar, Wi lind that
GRS COMAUIIER Bt g Ahssan of bt this B
_._..m__....nn__n..___,. ey e piand e dmise tamcs of
Uz e vy qmickly. Thits why pelling the
wEnd ouE i s iy padphe g passible -
leiflering, domomstratizng; web pagcs: polilic
forums - is soovital an s w1,

What weve seen Gvir the las? P mants 7 3

i rosul? of thix i che tremesskous poowih of

arlivism in oo comimunity. The Free Kevin
racreriesl apked us in chis direcor and 1he
CreCBS case gave 248 real pied, This in ey
hus gaen maiy g péople mvolved ond
bzl el e ol dify tes Befwiman o iR
lkal have 2lways beem Rehicog Toe the same
things in different ways, Since we cannot coaln
o e apilie {omiosd of chamiars sl by com-
pamizs who are ne of s L sl azrainstas)
we bave o do il aurselves, As Tello Biasm por
it during bis kevnote addness ot H2E %0 muost
“hecome the medn™

bl of g s thal #hilineand the netis whar
niakes il possible. Ther o ned 15 nla e Janger
ab becaming cocooted by 15 sane encbes whi
are bying o shul s down. Thisoan bappen in
swral waws, O hastand brlzhie s o e
Bamed Zmizy o ectpoEl: sollings where the
waimess th g held deer are cashisd in fo
sherck opticas. More regolarioes by oo
BURErnmEnts sz fednis the froc potestial of
the glebal e womene Gelxloce, Ty partroyicg
Thies: in our community 25 eniminals by fisoas-
ing on absardici vedcl wiruses asd “poten
tial " erirc, poblic opizion can he sasily
sl [ojurn us imto che Enemy which neakcs

ool af] the meee nercaeay in Cageyes of de

IR ;
ine thing that sremed o come aur af s sor-
mer’s HIK confererce w3s the sern il that
the time o gt Back ded ke i is ever T we
WAL [ Preserye CUF exising ".—_.n.,u...__._._. i -

wlore thaze that we've olrsady fosr, el

ey e acsalich this s G el invalved.,
Whale s sy bojuss it back ard ler lide hap-
pen, juining forces 2nd woeking dowsagks & poal
i% d..._._n_q nakes Tia dignilivang ..EE_:R ..._r_._,-u._ it
aleo haprptns e Teel greal
—.E__wu precisely :._._J this __..nE. ] 9..:.4?«..?.?&
mmoce of an FehvizlEanL b, Wil tha world
of B i aliimately abeat plaving with
tackmalory Fpunieg Hings cor, ond sharies in-
Tz, poasetul] @olilics Bave doifded tha
Lz hings are nod o be polsraosd. We fne oo
wery existence - and chat of fres thinkers ol 4l

Fall 2000

SOTTE - Chrsanersald in wiss even we find our-
el surpeisod b While in's melarive]
ho clase ooe's eyes and play hall, 1k
wonkd ke roghing shorl ol Galasdtrephic. We
havs TGk 2 sland 20d we have ..."..,._........ walliin:
Lo pax the price. 3

Weves S this seatiment prhoed s=verad 7
s v Thres issues age we fobd i o cn
Seartle and hesw for the e Lice "__.Enm.nn.n_n:.__"
miedia péeph vzl the netin a L e
peorl 2 slocy that the mainsoezam had ignieed.
A% we snepecned, i s beginning of 2
rrenck Thds summer. Msery repeated itacl] in
Thiladelphia and Log Al gl b bl major
political erenseafons Coyads were gftacked in
Tt alns by police Rring mabhe s BEEE {2

S pracice introdiced in SEEER bl Movember),

P ] poctesds wepe made illegel, and she
wainslream media doefaky wenr skenz lor the
Tide. Buspecred lepdse T inciadisg o 2600
atartprsdn, wor bamted dowm and procensd, i
0T Gt just Frr walERE s s 4 slneel with
a cell phoce: (st delicesd by asthorities a5 20
viprkzment U frimed. Bail was seraz up e s
zlliva .r_.”,”_::.n_._m_m mu_.ﬁ-_._,.__.n e WFsown Lalio
j._n...__._nd irh sty Barmeedons-and barkaric

W prak ._7.... :a:.__...._._._u_..ﬁﬂ.._. sime u....,..n_.“ T
peesanaal e amal over that e d lead von 1 _.,...
licve _...w...hn.._a#.._n_":.._._“, TR SRR fuslifed
Foor thase B e Thies 5 for those wha
prt=zipancd owdr the net, 3 very differant socy
bazs whal wrax ._E.n._ﬂﬁ reparied o0 e o
stream mediz sore ool eIl Thanks bo 2
new oand ks overdue boand af media nes
M genmmolied By ereparans intasls
et zred a belhizerenl posornonent.
u lirshema] wewounts ot ot oo e
'y ¥ world inche form af wicksd, andis,
27w e werire wood, Mot of this
was Lingailed g Uee Inlernet bat ar lezst
one beand new satallice chaanel - Figae
Speech TV - manaped ta being Cis ma
Aarval vans i lloans _r__..h“._,..mnm TOTS M-
Uirmacdcde. And, juss 12ke you wee; L
_Expechin see in Bate nidivilisad” foreizn
CADIs, e hneines carme devas hard oo
P inchpeendenlanedia cypes, harassing b
al every oppoctanity, danying thens aeoss, and

{ =ven going seofar gz 10 disropd theis Jegicimare

wiork g uebelicvable incidens ook plaas al
the Dremocratic Convension in Las Acgeles us
the pecgle of Froe Speceh TV were preparing 2
live hoakas], Melice came in and chaf down

the: Cactliny beczuse of a "bomb theesl” Bol oo

Contlnued on page 47

Fage 5




va
\

by dala (dalaliinsomniaarg)

This atiche exphanes the mysetous witue of
Rernal modficator, wih parlicadar regand oteand
L*AEs arad Bt us in e subjpech Bernyl hackieg
s e easy bk, el vweorh oha troubdz o lzaT
irg i 1w ol yal redad i i, mayhe s
weil ctch wour imlorost IF you 2re, mayhs 1 wil
Secach o A Mo N,

I'm Azzumioyg thal he raadar is &0 aapeark-
e U uses, s faldy famliar with kered prin-
cides ard semantios, /nd is a O programimer.
That's vou, ard poutee caad LEMa 0 oraidics ot
rriristration wasks, ol mayss you rs nod =ore how
oy aclualy work In it crse, 1 Begla ataa
crach course Gn e 2ubjes

A LEM, ar Loadao e Herns] Moda'e, is 9 s
T LRSS B L1 aes v | A% SOme oTne T modcr 1
opesralice spstas Ak tha livkieg of object
codde Ila a nanrere kered withoot inlerupticeg any
ayslem ralfic. Mosl kascaly an oboch ks com
pibsd o 3 reliiatahka ofiedd (0] e leaced using
“rsmod” under Lin, 2rd remsyasd osng "nr-
™, Lincrs @5 sunpats demand lzading of
i e, pEng "warnakd” [noe Kmgdl DanT fargel
e man pages

Do "ramoc” B caled, the modde is inked
ik the foderieg syiam ker el aned 1he: Tuncton
ini_micchaled] is calisd, BN mada’es sl sovtain
s fanction, o5 woll as clzanup_mad-

Kernel Modification Using E_smu

s, ey s btian, s shodd enaane thet our
fanciors do rot apees it e heerel sarbal
tahle, procksyms. To b cxdra carsfal we shouid
Wi thea 2k Srdtd A%a ve el neded TR madida
ribo MR

Feernordng a modidc from e sysiem =l of
=nedabecs v firsl iviroai st b e in Fhrack B2
ran arbcls by Plagues ertlsd “ezhaniyg e
Lo Kemed.” TS Is an exocikzamd atiche for be-
girrees &l Lot pog rasd & Flagues’s hoch-
scue requies e mors S g A fas
wrlURs I Moy, which can bz rcforerced with
iy iedula free

Urfortanalely Flagues's lechnigos doas rial
wak on the rowe 22 ko', Eardies ksmed vsr
wkang erelseed i ine i Ssmeloncedubs o wfich
alrart his wechrigue:

B*y == 0 BE maessize == 0 &5 mp-sref ==
MULLY

poers s U ootk Teet ol es Bor ker-

red sy

Thisfa nol prase nEF

To remesy this | e yeiclan sl oo il fing
bcd o, [t Smpiy fakes e spociied module ot of
s ki i leaving 1ha aziual modd'c In mors
ory. The bargel rroile sl hasa abeady baer
lzadce. This wil crizad dea!f after rorring, 85
et Bodbaer daing b

ulall whizh s called &l unkading. The | —-aipeeTicd.c
purpass ol milmeslolall 3 leeageler |
e furchians corkained witkin the meg-| * wizemnd.

Uiz 13 handle sysiem cwents, Such as
i b clericnss ol s O LY A
clans,

Tre actions porlzmed oy insmiod
wra smbar o thal of ", ab last as faor
a3 rkaga goes, Wi ara Fee G weita
I pour bezarl's canlert, boweser you
may not use funsfors eantakaed inll
Eracias, sugh ez lins | asera ke
eary nesvsmer: o bemel coding
tor'l realize this. K sounds cripping
bat you £an nonelhekees pRociss some
wory imtenaatiney ared usefd rodides,
ard withowt crerhead of 5atc Ibraties

I've namracd His down 12 bwo
frain parks: steakiing & ok
=yabd deiaction) avd wilidng basic svs-
b2AT Pes e from & Tm o mad Jie. B
TR GUrious abolR arpthing rok cis-
cubed b fenl e b e-mnal rme sl
e mcdress abows,

Edoalth

To aTeidraety Fido @ rdde b
Enoukd Frat dotorming whera o s sy
bo B smen, W shvitasly shoukd re-
Ty any races of oo modhcaton
fram Fprocimadulus. and Trznoby

* dalsddalaifiinsornnison)

* ysage: linsmad wipemod rameslarpet.s’

* Helice: The terget module must alrsasy be naded,
* and wipomod wil unicad ilsell Alzo, pezsise

* ¢ urloads s5ed, wipemad cannal rastore & radula
* nbo the list gfer i hes besn taken ot

L]

* This & bailt for Linue 2.2,

5 ..mq._..r_....m m_.."..__u_"..m_.ﬁ SACOMEAnY SIMor MessEnIes
firnzlode <linusamel >

Hnclude <linurradole.hr

Anziude liruxstring. b=

char "riame;
KODULE_PARM mzTe, "5

il
it modulks

-

shract mrxdule Tined;

Page

2600 Magazine

R

iffr=arae == MULLY
retum 1;

while T
ifilirod-=neey
Ipaned 7in);

raturn 1;
h

[
Ired = Frcd-snexl

L
K

void
cleanup_modutel)

{
}

I This weill reewear b calod, )

printe["< 1 aumage: tinsmad wipemed namestargetoin®;

rirkk1>Falurz. Perhags the torgst mpdule snt

Hlstrorpahar T Imod-enexd-nams, name
il et e ps B= 0
brod-snest-=rdeps = 0

ool ndops 4

limpsd-2 st = lireed - 2t ped;

_u_..m_-_?._"ﬂn.._..._.w_-.r,..um_.ww._....ﬂ.”_.
refurrt 100 returm 1 sa it wif enboad.

Thig has aothar viell funslon, it can ba
wmes bo remaes 3 sroken module from the bshrgs.
This b viory Fandy when wiol go somedhing vesng
viula freating g ieddula amd il refoes B urkasd,
which happers more of=1 1han you may 19k,
Furrersg It for 3vs purpose s nal a5 2afa & re-

Eoging, a3 the medila & echricabye 201 i nane
oy, bl £'s moach Sasber.,
Syrnitaibs

Heegirg compierents S0 ydur Foda’e Som ba-
g listed i ksyte wsed 1o be Fandies by rege
tor_sprbabs”. Howewor thal Fas changed wilh
nEwEr Ternal wersisng, Thera ane rens ways of o
g this now, but why woold we weant o in the frst
orzce ¥ Forst of ol B wil soop The curious syshom
adrnrigioaiond Tor seeing samathiong sch 53
“haxlr_passwordzi)® awd b2 adidrasz in the kemed
=yminal i Socord, Hwil kzep ary ather mod-
Wa fraen sefied andieg yol, alhaugh Bsd oot
Fans s moobebie,

Excctvely alowing some pars of your codc
o show L &2 kewirs G0 B dore by smply oae
aling ke funchons you wish 1 be Fidder s "sla-
Be". For Inssanos, "stale Ind roddm_val s wod'd
rok ahow g, wheness g rehan valsd)” wiodd

Blternat ety wou canoslp
"EXFORT_MNO_SYMZ0LE" Ivia vodr maoda’e

Faolf 2000

B R I

eomayste, THE i oefined in «lrusmodale Fx
o Hhls:

gdulivg EXPORT NO SYRBOLS
s (Ceecton _ ksyerabin preyioasth

Instaling your madukz wti Insnad % waukd
slw B alasmea, bul Ibat s Do

Ugirg Kemmel Rescurces

Ao B nas boor laaded, wour code of course
Eaenas poed of tha kamal 2o orn oo srgdhing
In ke fgkt berdys thee comemadig B2 ool 70 As
e es of this I'1 shoe wiol) scme deTsing
1hings et @ mrodida a0 da, irclsdng o o edd
vonr Gar gyalem cals o runliena

Taz bt od cxporied Rernsl symiba’s fonos you
can raadly HER) is ocalid b ey
eTEe At vargion o Fea Be o be i with
o2 "keyms” command. Kebe trat by d=fauk
Tkeymn” does nel disply synas Trom the kel
prian,™ o e i Al gerr Bk et Tl -a”

Ewent foagh wou s | dinectly Iri lbranes
Ik eaur maddic. yow can da erydhing from ke
e e o wale 1 Des bl e 00 O w Th S0t [orare,
incuding Ik, Afes all liseres eventualy roty an
ke funchans o oncmabe A% a simpke axaryls

b v = gehads

cernel var T coTeT-M

I may ga undzrslsod without mendon therie

Page 7




order bo use e second exangia o shoi,
Girierhied. b roods bo b irchsdad,

o 230 Soa haw 5ok nnenont syshom calls
hardie e abeerce of comrarvert liEvary hachions
in the kamed sodce, Rormeioel s for sssrpie
(s _seill

Eystem Calls

Wi mane Inleresting ks the possil by of
acding syeledm cala 1 8 naaaing kernel. But wiy
woldc oy wank 00 da thint s pradicd vee may
vl bea a5 dEined as e oducabanal papose, bt
H = rok roreeisal, B oecainla o possibla U
Por 1his wooidid B bo peoencs bormioorary porlabiily
for sarpilie) & Anning catein pROgTEMS oF 2n
ot than rative oiatiorm, Cirty, bt 2kl aidtheul
i0ikky

Tewing e sasambhe a0urce in archA3ESwer
ol enlry S, we nem tal several Firgs bappen
wdan P s el s mads o user mods with the
syrlerm cal, Irilialy regisiors 308 aaesd, 3 o0en-
parson 1z mads againe: e value of MR _sysels
I ek aure s Pa negaesled cal ls wEhin
becaurects, 2re corbra’ is gaszed 1 Fa spsiam ol
T achuy cal ks moexct by numbers corkzing:d
i Al bee, e For each 549300m
cali__ME_sy=calll, which rezide i Sa0dd
*syx nal table].

Krpraice) Fra abdod wa can npioment adr
oo syt ol as fabras:

Al e car all | oas such:
s tmod EE0, em
o BT,

O wilh _gnacalli]

Botiom-half Handlers

Gotom-hall hanclars ara gat of the inderupt
reecharr s of Diras, Tive puroose babieed Pem iz
s gpese] U Beher onarRdor. Whon an indemupt
ccours e main rteenuod hamdbar vl hpically do
asmal amcund of work, and then retum corirel k2
tha 08 AL a laler i3 tha indaeruapls BoSom-halt
wil sz pxeoried, Ths ik bppicgly T beloo? tha
irter Pt ot Deing things this way aloes the
wyefaey b goand & revineal anaant of e within
asingk: meTaat

1% wary poEsive o reglsieT our oen oodam-
¥ harrdiers, avacp ailhoul procoing suppor Tor
Ay achual IMzrupts. Using funclions S reasdy
Faali i e kemal wa can reg slera tancton as
a Sottam-sat. mack i b be ran, ard fsaveky hava
b code cxoouled 25 ary rea’ bosomtaf

Bl wdts walnibd v Wit 0 da Bhis T Zunciy by
o o ke o sl ne v | R TRRR A

Eroiude <Iruckemolas

Eppate <Enumsduls b

Mok it efRpa he

ks detlo b

cocborn wood “syves_ral_fable]:
sirlinkege st e sys_my_funcll:
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sk vl = evadc ) wps_cal|_keble[250):
gwi el TAVE[PS0] = (woid =)
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FUrpssa bebivd same weerd saniouladon of the
karred that | presank e this case, we S il g that
3 desied Bt of e is cmccuted 09 8 relsteely
SOCELEE s, w0 Tial we iy repected y per-
o @ mmall task. Far sesmple, YoU My vl 1S
conbnucisly check saradmiung and reaar
wha 8 user logs indoul.

. fottom-haleas a0 checked tor awon tian

upor: every rafum fom o systemn cal, ex vou zan
55 NS TemELantne 5. Take 2 lock &l
kErnElinattngo fl v,

4

Hinclude <linussernsl b
Hinclude <Cnuemeccule b=
gEnoude <linusched. he
stirezlude <linwedinterrept.h=

#define EMPFTY_BH 30
static void our_hall{void *];
ind
ini_rrsaduiel)
{

mark_tH(EMPTY BH),

reture
1]

'

sfatic woid
our_halfivoid “nulf)

1
inser! code here.,, ®f

) mark_bhiEMPTY_BH;:
vioid
M_mm:_.__..\l_._._n_n__..._m:

h

disable bh{EMPTY_BH);

. init_th initializes a function as a handles, mark_kh marks

. it to be executed upon the nest sooud for bottam-halves,
cizable_bh uninitalizes i, Each time a boltom-half is rus,

15 & removed from the guele, therefore we call mark_bh after

) each run of he regislered funcion.

init_oh(EMPFTY_BH, (void *) our_hal;

& mark B ren ggain

3
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" How To Hack
CyherTime Software

by WaphleManagahioal
I thi= =ricle Dwill sxplain what Cv-
et i5, the coglest way ta Back i, and
how cnyores can pes the adnde password in
a0 i Aal Then 1 goinko detail about
sonsie ciber hacks Uhat aleainesd 1o he
Fxed. And | findshwith some ponscnsical
raviogs of a leenager with girl prabloms,
Cybemioes Softwere 1s the profemed
time-rasiriclion prozram aeed by Inemet
safe's and other nel clabs that pller socess
b 11 meworks om suped wp comparsrs o
a 33Mour fee, The reason it is se popular is
Ut b site [ewwoybortivnssollwase ool
allers a fully operstional downkosd
The sollware has tao main pals @
segvir side toosell hours and moniles cus-
et usage, and o chient side tiat will
lock & corpater watil a customnsr [G2E L
The insepllation requines that the clivnt
vide computer bove realiwriie e in
the instal leton irsotory om e s2iver
Ilsat trapslanes o Lhe cliznt computer Day-
ing acocss w0 1) he pasowoud bash of cy-
bemime arcd 23 the sbality beoman seover
progiacs from G clicns computer. §
found U bash tobe stored inthe
cherdh globel information.dbf, (013
is defzuln irssallation. ' The hash is kaxda
irmbecidiod ar rhe end af e ratker smmall
filz, (It conLaing the admin logie caome and
pasaword only.} Losobdn'n find @ hash
cruncher that could make heads or tales of
it. 5o 1 elid what any 2600 reader would
dio, T oeade moy sveent. I 1ok o) few hoass 1o
urcterstand howe the zleonthm wos en
crypring the pesswordsfaccounts but the
faor that it didn't edd any random cheerac-
tees o the hash made it e bl casier. 30
hers's the coding table for alphe oumeoc
gocoints and passwords, 1 didn't warl 1
css aroand with all the asciy possibili-
Fies. Corngrre the position of a lash char-
acter in the siring sot will comelate W e
charserer &1 left, e, passwond ABCTHE <
hasl GT3FCG, clever; ot chviously moe
emcagh.

Encryption Table for daster
Adoio AccounbFassword
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The Beer way ta get CUSTOMER logia
nemes and passnoods isin do s search for the
Lk ps 00T el stoce the paessunds in
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wpd

cleabesl O arce the Adoin password is
soiziched, use the vusbomer server pregram, o
view th passwonds, Mote thar 211 thar was
e o hack CrBerime w0 Gar was 1o down-
Yoadd the pragrarn, read the manaz], and pse
Marepad o look throagh 20 the files a3 e
pesswurd wias changad, The nes? pad oof the
hack requircd b vie ol irconmald (weswon-
e e . Incealrnd is very necfyd Toe de-
Lecling njzms a0 stuff chal like 1o dis things
sreaky without elling you Jike zdding 2 hae
1 wowz malee sec hat thar farmals voor com
pubech. Cvhert me's 2erver side has an annos-
imgx fancien el will anly 2=t you ke ahow
2l rensactings bedore the peckapl expires.
S Tset oan do find L Acd, wsing incestrod, §
Fruod that it was rnaking chrnpes 1o b kevs
I Togisirys
A ._..._um.m.._ulrﬁ_n..u_.rt___.._.#ﬁ._ ITMESOFT-
WAREWITS BOE MODT
B. EIKEY TOCAL MACHIME Sy
e armeah ontred St ontrol W in Eoild,
Euildadd H
As | Seamed micee sbout ittoninold [ e i
Lo wctively Hsten to s chanpes 200 kept”
TAing assacihos with 2 fcdfios cusiimen
#26) | Nigured out {quide simple) e correls-
Lion between the by date 2o the remaziring
days hied 3 petter. Ba Foncs again made a
rohiog LBl Neew an my compuien s cher
Lt mee mizke up ke "ranben? bXs Tor S9F
Uhard clval Tt mie ke SO0 Savies 0 my Fiofi-
s cusicenies. Bat when Tiried o jmpaess
iy badidies at "cyherhones” .wm..m,.._.u..__m ke
walry saves ra rhe soffware il crashed ar
seid the: packape bad expired -5 T progs
F00E Cial vvery inskyTabion creanss & pew cod-
g lable, bl still, woun Seniiss the ahione
msthend 20 just doCoedi i1 eac lime,
Tkate tracking counler encryption table
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I a W I
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3 1. ¥ 1t
2 3 B F
| K ] I
(1] m &

ki 3wl neaur nepative,

Wil that shial covers the elite hacke,
The rest ere pratry Lame, bon they ars (lec-
i and iF yoooe thuakang about pardhasing
the soffwan: vou shuold 21 brast Snow of
Chame

The evaimation copy will abar viou that
TOR ars vian g g denr oupy dvety Lime yoa lo-
. When 1Fis huppens. siick in a CTribar

s an zubo-run an 4. The aune-min wil pla

2 her ohoar oy hacking 2

e The pranpt sl ves can play whalever's
oL Anuther methad i ro Jopin, click O
an the silly proeaps, dookds olah vo e pame
B o peand, the logou?, bgn, asd weait ar
the Missipe for the game ta land, This will
wark on any garme £ ke a fow seeonds o
tand a CGTineg, I vour cale has the repis-
rered version ol Cybertime, te deime wears-
ing will rod apoear Mosl owieers caat refuse
ke g 1 pot thiie owr lizlde message in s
place,

The second way to defeat o oo bogin ard
it runaing W lopiut ol the compurar 20
chick cascid ) This witl ge o inng v so0-
pater, but 27l the el shameus are gone.

The thisd way i2 o hegin then (bomm rhe
yolusie chown restart the compiien and b
hitling CTRLATT DEL Lke Gary anti? yoa
zet the Tnek Marspor up, thea close the fus-
fomenkoborexs m__...\—mm.l._ﬁ.._. Ard of coues o
Ehiy are witly they wil & Ols e Lo
something ke EcvboantUriverese, e
FOHITG N Sl are yra? :

The § weary 15 fegally woa dred may
o may not have the offocd of Jelting you o
the syatemn. Fosk wurk SO WAy up o 1
sorvers ciwlS directony and delede creoy-
thing - That will canss woune damzge ard will
probably frocee te seover. Thos when yoor
o capires skl wAll B bokad ofl Bul
Lhi segiver will Fex 1odplly fulbg sl will eed =
backup 30 restooe fooat 30 nal a full reinsinllz-
(o i

The N way is almass a5 bed fo the
computer Give the syt 4 hand rehooe, and
ither rename the chels directary, oo dothe
sk wesraper play

Ard ot conrse 3F yon Ko 1he sdmic or
aremalonss passwoed you can just fagin ard
the pooacan will chee Yoo went shaw apon
e Cuslomer wszpe soreen lossed dnoas sd-
i Batker, tha 2liznn sicks eustomer mandloe
will simnply Closs el ties sliawing yoa tn
play ioedelociad.

Aurpeay, Tam remated 10 5ay this Lok me
wesksaf i fo'aceomplish, Buk in insth 1
startend o this abot e davs azaoand T
Fid armiding hock nosnmuinicn of somethics
bl it fas ben nomsh the whols
rezliy rob 22 s 1 as whal it mey ook ks,
Ared if Lnsay Fooald Ik ba say thod oy gl
U8 slncssing me. Aryrhing Foo plsscs ke ol
amid she revsr eecs _.r..”_._....... b see me. 1 rald

: pog time apn and she
dicdn't Likez it s 1 steqped. Bn nee ansasone
sire she doesnT oo 0 want me, Fve biken
...”_: T ald habois and [ shar't seop ripping
il raicighe! Dh.... wait, thar wac Dike 1o
s ago. Anodker thing, Soall cadate it
hats heen four G335 cow, and [ mad= a faw f-
nal chanzcs w his axticle 2nd would like 1o
czitor thal [ee shaverd miy bead and eve-
bruvess in an effine fo oxpress iy Insstmalion
with the coposin: sea
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terface Thevaze {0T00 en che side of vour hoosa, &,
srperphe | pair cabbe mures foom the BS-11 jecis oo e
JSH back 33 the ROy whee sch peir 2oosnreckal i
oo hoares Sneiche Belophons wiring, 1 run a crosscver
wahle from ooz of the BJ 45 jacks on the 15H b ey
LINICOEa-T Etheéreat saiich, pos o alan plog o
coanpuler diresily ishe e BI-43 ook, The 150 oper-
sbecs o V0D oo J00E s T speaads. in aither Bail or
hialf drapbe

Sprisl cin remrdely posintain poar FSEL and has
beroad managemers Seshpres Techrdclans can view e
T Of MLAUCT el 8 o el k. dhe o
Bl active eleplene il word more Sprat also ceg
ey npcates i sodraare m the 1SH, rassparezt
T R

Vedew: Roming

When woir make 3 elepbone call, wour wooos T
= cocried pring Feal Ti: Pt (RTF), and vipest
iy dlul F.S......-._mm. wrnpride il ming Smopke Gateway
Cammarss] Brococol (5005, Baoth srepins are ooayemal
o AT P -ef ep s dloked IR pocdesa of the IRH, and neoeed
e U ATM feon thrceph Ssongs AT M ciond A sep

L prate ALY clond convers each Mesopclinn Sarvin:

AL PR o encpld, the e Chiy e Thenver
arcad AL Sprint’s eonird ofice, thesn packess are oo
werinal o pepular charnedrad wodcs radric phos 557
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F

dera Tels Is actangdizhed oaing propeicksey Teloopdn
(ormerly Bcllecreh soffeene calied Senvace Moteger,
ndich s G P 0000 s toimputere Psncding
om the et o ralfic (g distance orincal, respec-
tivelyh, i 2 et el I Sprmes oy densece co-
wirk or 8o the focal ILED 1andes [aspzally @ Morte]
DTS00, enorpl il a eall is fo saadber Spoind B
cuinter. Elike: wpll s 0o anoezer Spcing KM ncauher, it
pomains sstraly wkin the et M netwed imd i
cuallad a0t o=l Oemes calls ane U.H.H_.n e -

- pandize al gEaaror, This |s becamrss Soviol doca port iz-

CUE #00ess Chargas 34 czevsing Them. This makes 100
s firsl sereisn: whors any call can be g bogal call. Be-
s voice cver LF cvar AT iR sl efTeien, Sprint is
ey (5 a8 et beondd AT eolpaon Tor yoics =pr
Bz, Whan en-lempnd vides (ehich is preseally Seap
S sied miscrally) B evislobde it wil ke camed oy ond-
pored AT :

[rata Risiling and Performmance

In oocer 10 52 Aata wervice wirk Spant 1004 s
Hral ntasgery Do neis lor g WAL adkipess of your -
wierk card ey da s an
_._nﬂ."....n.nﬂ_..u.ﬁ_.hﬁ__.h._n.?.,.:u o, St borps a prahs
table of MAC regidralioss and yo faanor [agEner
it 10 defemant MAC pddbegss heltn: simecns
Eos o mannally cleid g6 b Spning, wnlike most
DEL on sahke prarcitkers has mo meamcioes et
Erar Tirm of Seovace) azelast rureting Brfeiel
sorvens, using neteth 435 runslalios AT oo
il falen i eonnecting sharing mediods, o sing
FETT. BAS or [P raelng secvices. Liks v Irni S,
dria traffic s also coevmed o TP guoer AT 40 dais maf
hic, e Zes nlinipinason, 3¢ poirlid o sprimtlio. e
i Boeox Cily, Since weil comnacnsd prvile peors s
almost sncloavely eted, lalmey iz muoch bess than 1
B prdelics prodring pednts. While Spoind cldims maxi-
mur themaneal S zecfornance of B doan-
sirzam and 3300 Lo eanm, L st he necogmiend stat
s Perd et i stoarza] Badaseen Yoas voce nebeplaone:
linza ank he Jca saemon of s senvioe. 1 am Keased
oo mile Eaay Crass oy okilr el Bl ol wy bop op
araes al S dMbye deraradrenm, and 840K b peream.
A5 practionl marter, dara mensler spoeds b O
hrired by tha spead cf the sie tha B v g
B Frean Bl wew. conealorain com, ] can IVErEE
AR0A-EICE L, [roceive woilar pedorronce o
lher well tonseced sites soch i
Bl s woa s ot s,

Thsdbard

Soper ofters 2 b cofied Dasthoed, wlock is
an EEL grape R s hitpec e s s il m e oom
Owlen gy, this = branded *Socior ¥ Cozool Cen-
%er” best Sperind persoane] alaavs befe fo the presdieg] as
Drashiwnard When e kg onla Thishdand, von Exve
acr I ecabred Bartlink conlent. =ich a8 cew aud
weeathr, Iy reed supoeit Wik our Eanhlink -
OoOCL; o Sl rec W L Hevigh S Pryathoard.

Wonr gss alben Bes dochimeal seppor & mal mesiages
iz Sprint MY staf. Frealy, o video pheoae fealue is in-
Suded.

The stwal imlirraling pars of Dhaskbiand 15 Bome
Mz Using, Elome Masoger -0 Lot cnwiral the
befanior of (o8 S, deompnos ol rejeccon.
ity and Sadler [ Hockzs from Vo FCS Yo
wan als0 chanpe dee pocts on e 15H o which vour
Db plaees i Lidg (ATkrap st & chanpe whic plones
virge i whanl oo wrls ooy 2 few moase clickan Fi-
nally von can crease aAEGonal oo thal are oo
rizad v e Dawlbiant and control whoch femotom
thal heas pooonrds Can parfocm.

1o the Panire, Spein? fies b adl sddbonal fea-
125 o Dt ool Woap will be abde 8o retriese il
P eoeemel messiaes o pour B ander pus-puer-
ew Svies, imd vicw e mesher of minves pemal
ing iy plan, You will also be 2ble 1o vies and juy
yar bill, and updice Eilling infornotion.

Thekeriagy Frsodures

Cuskrmrs whe are enzenizncing difficalty with
IO zarvize call |7 T-E0R- R They sen then con
DeChiad 53 the feon Belutions Cepner (IS0 Iy Alancs,
Gimmyin, This = the first laval of sappont. The repesan-
datives Ciece are T eined ko lun
oA Fuyel i They also weeve as a £har o oder
preane: within Sormr PO comomens oo e elfcansd
b alk 20 enyvone oatside o e TSAC. Tithe reubde pe
beatponid e povig of e PMSC s aleboes, thay will
figuss w broohle cket, whicl s assigned o sy el
and maal io G Epproociald (B agpiney.” The s apezcy
Bl vary depoeading o e fvpe of rouble,

I= penerl, problerms wacy data conmectiviny an: g
Foorod o e Exrerees Servioe Center (130T 72 Atlanla;
and protdeds with bk feanee By e redamed 10
B EEMIC in Moazeom by I8 e problans os deier-
mnined b0 b weth iy plskcel hasdware, Ropadomd
Lol Merwedi Operaions (B0 b coneascied, They
dheul with TEECs and the bordoare in the fo letiton
wges insads of CUFs, IFcthel ejiigpnent in the Speint
rete ook B el g o plovcsizal Belune, dhe TR
s eeirh Cfertions comior hancles e problem Beo
cpinar of all of the diffenssr orgarszatios reaansiklke
tor Hixicg probdami with th nelsrk, # can sometimes
take: seviral cbave. b g s problem cesodved IF moliHe
Ammes: Ao imvelved

Telepdai: Nemshers

Tz folkrwcing sre e telephome Zurtecy Used e
Ierraslly b SERAl 1o 0oIace variom 2% gpensise Cas-
oy hrad i 2ol thers nemhor: sberixhe they will
b pefiemed b b tha D950 (ae BT 4008,

ISMCS 515534 7000

BLNO: EF7L03-2358

s et (Farihlink s 200 5505040

Preshheand PW Beser: 577 7402558

Wolcemnall FW Reser: E77-230.6 1

mans rling Sus-
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[ THE

GEOSPATIAL
R ENVOLUTION

ﬂ\nn____ Sl Mariel

This arlide sesves Lo fluslrale e sepdosEion
£ Cecarepnls tormreadinn Syslers izt has
Farali=bed the gravth of the T vwoerid in genars
n:m a sureny of 1} what a Goograohiz Infior-
naton Syslem (EE] s 2 ke rain foleEne
beancios invnhean in e GIE market; and 3 why
e irparant B ool Thia eflidais nod g da-
Haiicd cuplanation of GIE progamming, nor
ke T8 eoopa arcompess ha Intrcaia detals
fof different GIS platforns. Inoshort, this arfcde's
LrpCee 13 b groecks 1he feader @alh A basie
mﬂnﬁ.m_h_._n_.:m al GIS v axpleing the
L B innease cotai
Geogradkis Informatior Swehams Tinds s
roots intea discpires, Geopraphy and Salist-
p=3! Aradyses. Tha advers of compibng, ard
more accerately, poseerfal micrsampating &-
e the develsprart of GIE sysiems. The
s b g SIS i e anlity o combing jabiias
ata with @0 cxect spatial focation. A sy ee-
BErpe can be tand I cersls dala whens
bnormous amounts of detaled Titrnation ara
ooatad. B irgkemonting s data icko a GIE
s enilioe daksbase CEn Be Quersd, rod only by
Hatehass ficlds, bl also by spalial requine-
neris. Thig is aguivslens 12 lonkirg at a paper
map of the Urited Staras e = filad vwin
Faumintacks. Each fwmiotack Fas a pizoe of pa-
o allachesd, dalaibrg e ofermation abod
atloceton. By using a GIS cormales, areab-
can be garkrmed ¢n & Doation
The umes of 2 345 are Fmied oy by Fie
aiiby of ihs oaTes and tha data avalabic. B kas
Weire popats in evargthng Tram Ghy [darn-
ng o eoalagizal consereatian. At the Feart of
syt ies & poloncs! rvedel bocatich
a 3ly is pinred. The dala Gle, which iz ak
=1 abways wacanr-orgnhed (iF it is ot weciar
than o rrsars rasl ke avaiana 1o e

latz this], is pooulated with a Calabese or Jf...
rapands. Tha apsts paeess of the data, when
resambie B red worl courdamand, &re cor-
priced of poiats, lines, &l potvgans. Since the
file has bopoloay, eaey Ine lasa Tight &l a
e, and ewary pahwgor has 2nin® and an
Soal” Tz is Fadray each Gatabess a0 =
briced o obs spatial moordinates. The most visi
Ble exanple of thig iz wour =0 Emergency
1 sysicm

Mael EE1Y sshamns 80mss the colnlre arg
nivw boemoed o a GEE. This is the regson &l raa
wdles weara ghven =991 addnesses, so that they
sould be e a3ty loceiad (and this alan
makes Em MorE casdy assimilaled ima the
SIS Gatabasss), WWhen wou bal tha EE1E noera-
1or vaur address, {2rd | donl even think irs
necessany 19 hel tham anyrmons), A is iod
through the SIS, Tae addiess & awshrad (i s
zhner 2 lefs or a rght address), ther the spono-
aiEa ] i ha GIS e fand g 1tk
code. Onoa the recond & locaned, GI5 ulifties
ke S0 Metwork Anahyst man delormine the
quictes! rogls Toen several differant loations,
taking into consideration o Ao, imaflic an-
geelion, atd any ohar wadshies farwhich datz
5 o lnble. This is & =irpls axanrg'e, and |
FEYE S8R0 ML Mone complex uses, W
rizkes the a viabk svefam s B3 ) haspiess
imnesd commencia GIE softeane packapes ae
rdelvely chesnl biits ease of uss (akhough
caricr varsions af G2 waflese S0ukd b ax-
Fecnaty cofrplen This ias changed nosooeat
woars], and mos! mporlantty ¢ e eRss wih
which B can e customized.

Several G135 packages ane avakalhe oome-
rarrciadhy, bt b most poputar e Mepkilo,
MGE, Arciview, Cashiedia, and Arcinda, MEE i

basad on the Microstalicn CAD arging, dene-
nged by Berdey Svsbems and Intenoreph. n\‘_
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Arcttes &l Ancinks are balk d shrinubed by
Trivirormerdal Sestems Rasasrch relinda,
oy CHlec ESRLL In the past Inborgraph's
a¥ages domninated e GIS manike? bt fe
astfive years Fawa 2aen ESR! rise o almost
| dearireance, This keag has besn Gl o the
mpany's davotizn 3 dslrbuliig il sofewars
Feducational irstutions atlarge discnunts,
hux craating a frained workfonss in collage
nediatas, and 15 ils seiptEbiity Archiew has
s oran serplng larguage, Seenie, Pt is sin-
& bk iEahl Thaewsands of programs for spe-
W FghE ane =asy o fnd ondhe Wlerael of
am E5H Perestyes, 1 prosyesm is not
vailable then one con be produaced af Haar
oooost, Thes mears fal svens 31 purchase
e DA ARGYiew paeckage ond then kxlor His
heir spacdc neads,
S0 Wby ia e Of s irnporad 7 A Fiow
o il affect wou ¥ Aryons v sven a It
magnAaban S Bee how 3 syslem at con ni-
e frel dratce huge datahases win pe-
ial dota o creahe 1argetad, Specilis fe=u™s in
the termn of maps, geaphics, prajpedtians, phe
A1 b mrisased. And f s
Bora corganies daal i s information.
& alial deta is chaep, wel, its acusly
e, A alrest limitass amaird of geopraphic
fa gysitable from e Urited States Soo-
sical Sureay, Torrascrer, ard sthar such
mes. This dals 5 bang eolissliad by wome
rEeanies, whie then assimilate g spata’ in-
ormabon wlh massie dabalases Gorgied
O SRR 2500as, nEiling st aredt

Fep-ts, censas data, and pubic 333@“/._

This information Is Then 544 0 graups who use
b in conjuncdicn with @ SIS o dztermine gvane-
Hir from fending qualfestons 1o lgh Grirme
avies To 359 persart of the popalatian, fils
oas fn wilhoud their awaraness o corssal, 17
you apply tor arethine e health ireoonos 1o
& |, & cornpany possessng such a dsfahsss
can reforeres wilr s snd ludy where you
v, wha! wou eal, what you by, and with a -
T gresswans why ol Buy L To rmarmy readars,
ol 2550 thig i1 4 e icea, and o atbers |
FHY B2 3 COsESSy Teony” O parancid
sebA cEEion. Yel il is an absolute realsy

For & dellzn desmiphon of such practices,
check o

*Pralecting Pesonal Prvacy in Lisng Geg-
graghic Infomadion Systeens,” Fhologrammot
i Engiadaniy) and Remoie Seasing, Yol 67,
Mo 9, Eoptomber B opp 16531035

" Flnoew Wl ed Yoo Bee and 'Wa Krow
Webiara Yo Live: The Instrumental Setonal s
of Goodemsorapihic Swehans,” o Goss, Dept
of Cacgrapt, Uri, of Haveail.

The gotom ling is thas wary 2009 in e Tu-
ture thesa sveiamns will be 3 everpday part af
our ves, with the possiaiiby cxasting hor tham &
bz vsod or abused, Thus, iz necssssry 1o
Fevea &f Ieeast 4 basic ordderslard ng of tizm,
bora thzy are usod, and b By afect oo,
Thts arccla Fes skinmrmad ovar 3 yraat daal, bt
hopahdly @il provite answers b the above
questons. SoEesn an ava o, bacauss gore-
ana realy i waid g you, and it an that
guardizn agel you kenp talking abo.i

8 FREEDOM DOWN

.__ l:aﬁli!.i- Illlll--"'ir;

The new feature-length documentary from 2600
Films is making the rounds. Check www.freedom-
downtime.com to see if it'll be playing in your part
of the world. We will post updates on VHS m:..,_ DVD

availability as we mmﬂ =.m=...
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ANOMaly Detection
Systems

by Thuull

In arder to tals about detecton sys-
tems, we must Bl explore tae inlent
behingd what defectan & all abolt. The
whaole idea is {0 idenlify aitacks sgainst
yiour rizbeek, primarnily Ie delermin
wiwethaer ar nat an attack may have
been successful =nd to ge a handls
an el is currenlly being dong “on Lho
cither side of the fence.” a0 to speak.

Irtresion Dedection systems have
pirnrily Been compartrmantalizaed inta
four distinct camps, which in ther-
selves are defined by a combinstion of
twq factors, Firsd, a systemn can be *Ae-
tiwa® or it can be “Passive.” Sacond, it
can b *Hasl Based” or "Mebwark
Bazed.” 5o, whan combined, you can
have an infrusion delection syslem
that is “Active’Hast Based,”
"Passive’Host Bazed,” "Active/Metaork
Bagod,” ar "Passive™oiwark Based,”
There are chwviowshy other ways that
10E systems can be calegorized. but
tris paradigrm set fodh by Indernst Se-
curity Systems pretty much covers all
I Ensagieiss,

fn arder to ba clazsified a5 an "Ac-
tive" |03, the sy=lem must be capable
of rea-time (o near real-time) ra-
sponss ioan identified incoming at-
tack, such as updating firewall rudes
baz=d on the atteck, or notfying a
cormmand console of the acthity imrme-
digtsly atter it acours. “Passwve” sys-
lems generally recond the aclivity and
store it for easy reference ala kaler
date. “Host Bazed” systerns are ea-
actly that; they resice on the indhidual
hozts that are being targeted. “MNebwork
Baged” syslems sit somewhsos on the
nmetaork Bebaesn the attacser and the
targed, and spy on the trafic as it flows
by, loaking for eltacks, Generally, net-
work based systems reside either in &
demilifarized zone (DME), between a
rsbhwork's frewall and thair upstrsam
presvidier, betaesn the network's fire-
wall and the rest af the internal nel-
work; or any combinaton of thess
trrge.

Mo, leb's Lalk & lithe Bt abot
trends. Since the inceplion of intrusion
defection syslems sz we know themn
bescay, thiey have generally been based
eround the concepd of “attack s5gna-
bress.” Thal is, every allack has o sig-
niature that distinguishes itseif from
other normal netwaork traffic and fram
alfer allacks. This B doess very Simi-
arly to the way that mast popalar virgs
scannsrs ars desagned. The system
scans &l he brafhic, and when i Se0s a
patemn that maiches that of 3 known
attacs. it doss whatewer i was sstup
to oo {page an admin, update firewas
ne'es, notify @ console, 8.

An all unrecconized mesans of ac-
complishing intnusicn detection is
“#romaly Datecton.” With an ancmaly
dedechan systen, frathc that noomally
can be found on the nebsork is ig-
noeid, ard Bils of Lralfic fhat are not
normally seen are highlighted and
broeght to the neteork owner's atben-
ton. This has distinet advantages, as
outlined below.

e all ke Lthad These &5 no s
thing == a "secure” system. Every ma-
chinge thal is sitached to the Inbernet
tociay can have its secunty defeated.
What keeps this from happenring in
mest cases & that the valnerabililies
that mre on the systems have not yet
Ezin found. Bul thew're thone, yoau can
bt o it So, whst hagpens when a
maw wulnerabilidy is found? The individ-
izl thal Townd it will liksly create soms
explodt coda for it {o tske advantage of
ther walnersdilily, Teis code is then
shared with friends, or kept io oneseif
for a cerlain period of time. Everdually,
it will prodably end up in the hands
the securty community = 8 whaola,
arnd @ fix for e vulreerakhly il be
caded. Mow, betwesn the tme that the
exploii is podad, and the fix is coded,
whal goad are intrusion defection sys-
t=msa based on attack signatura?
Mane, whalsoever, Simpdy because of
the fact that in ceder to be able to de-
fimz 3 signature thal identifies a dis-
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rirmingle: atlack one musi know what
that atack ooks like® as i orosses the
wire, or finds itzelf on its target system.

Wit 1 plan o sel Torlh wilk Lhis aoli-
cla iz an aternats means of “vsualez-
irea” Secunty on your nebwork, ba it four
Linux machines siting behind & dual
channal IS0M, or tha langes: banking
nietweark i the warld.,

Let's make some assumaticns:

A You cannot keep sormeone who
wints acoess 1o wour nchwork from ab-
tzining access, short of unplugging the
maching.

_.u._.” o n_w_.__._n_d siop sameond from
wianting o gain access to your net-
Wtk

. o have limited resources am&ﬂ

iz accomplish
W SEcuril H
pdon't we all?).

With thess ss- L
sumptions in I
mind, what can
WO do' Wl wou
can throw man-
porveer and re-
sOUrces al
sohing the
prCERkem -
purchasze
clusiensd
firewealls, intru- -
sion detection ;
syslems, secune all &
of the machinesin |
this nebwark, ﬂn :
B, wit I
tha bast that
you can feally hope o accompishy?

Thea best you can really do is make
it ilficull enouwgh Tor the alladker ko et
in so that it takes him mare ime o do
=0 than ha inlended. Second, you can
Idestify the inltkal scananing that must
tzke piac= in order lo dedermines what
saaniios Luis] an your nebéork halt
rrEy be vulnerable. And, third, you can
take actons, either aggressive or pas-
zive, 1o ensure that the traffic no konger
continues o be abls to accsss the ma-
chirgs thal may be walnerable,

Haw can you do this? Howr can you
icdzntify all iraffic Lhat rmay be quaston-
ahle, even explots that were coded

g

i

£l

S
& 7
i
7

yesterday? Ancmaly Dedection.

A exbramaly efledtive Ardmaly De-
iection system can be built onoany
Linux platfiorm wilh simpla freewara
tooes and a litle madification. These
tools consist of ipchainadipiesdm, por-
seniny, leacfeck gnurmenc, and an e-
rmail adcress. Hers's how the sysiem
works.

oan evey syglorm, ipchaingipivadm
iz 2et up 1o log all trafiic going to ports
that are not listeners. If it's a web-
syl And vl wEe S50, have ipchains
lzg every packe! that goes to any port
other than 224cp or B0cp. Modify
partsenty b execute logoheck amy.
tima that porisentry trips. Uss portzsen-

5. -aclp. Modify legeheck 1o
..m L e-rnall you any usugual
i, activity that appears in
.Mw [he ks i your e-
fi il address. Lse
_m__.__.__._._mﬂﬁ o 3y
ather spreadshaest

that you Fhe, to
3 § mainlain a
j record of every
4 rogue packst on
“each machine,
: Maindain ip ad-
e, cabe and
time of the ac-
tivity, parts in-
vahed
{including
SHIECE po],

w dres resoluticn
o dhe efTending
F; ip address (if

avaitable), and
cantact informnation re: the cwners of
those ip sddresses.

With this sysbem in plaos, you will
=E8 Bvary packat thal enters your net-
wirk that dhags ral belong on your net-
wark, Every packel. Face it, for an
atacker 1o be abie {o compromize your
system, he mest know whal services
ara runming. what O5's you usa, sl
He: st do same prelirmindary checking
iz defermine what = on pour netwaork.
Slaw him dowr, give yourss the abil-
iy 1o g2 it happening, and give your-
salf some times fo respond. The
respanss, of cousse, | lesaver U 1 you,
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THE PAPER CARN 'VORE

\\.1 by ErotherBen

[ arr sure crast 28080 readers oat there
have heand ab<unt n..,.:._._.....u_._.. IF moe, I a-

wrst &l] partics intersted :T___EEE_ -
temel secunily o dis o guick search an
“carmivare FRI™ and da a Jizde a readiog.
Carnivorg fonigunally called “Ornniviee™)
is 3 wyslern designed o analvzs hpze
amounes of email reffe and exoact azy
raal senl W Gr Coom indivickaals fora'ham
wiretapqing warrards have heen Esped. ._w”_.
Lawe ho oo shoudd mor be wied b ndis-
minElely woen 2l pablic Intemst com-
rmumiczicas, Wakirally thar s szainst the
lame and arleast oo paper ooither Carmi
vure, radilionz] wirelis, ror the “mythi-
cal " ECHELON can be vsed apaiost Us
citizens wathour a ol erder. Bul more on
Lzl Jater.

[ hayve e infonmed by sousces close
o e FEL ik Dl rasinecizne) that i -
winte 1% relhingr e tham a glorified srif-

fer. The media iz describing the devies as
an conadl scaniza thal n_..._.,.ﬁ._.,.“ all tralfic re
ceived by fargeled 15Ps and @ i

selects” mizs-
apes semn by individuals for whear the
FEI has recevved wingapping warrarls,
There aze many ways this could be azcom-
piskexl, such ps installing a scoips on the
moail gabcway that gecps for cotain ores
sages and sends them on ke an analysis ma-
chine, bat in facs H_._u aeadly “Carnivoons™
simply scaffs all adfic 1 suzlegic bowle-
frecks on the ISP o perfiem ids mission
There are litera®ly a dozen different soocar-
o ocald covasion for anifling an 5P
pnal gatewsy, bus the end reselt is the
szmie: Carmivere sniffs all port 25 waffs,
collacrs the dara, ciaaursss the mail head
208 fof targel semders znd recipiarts, and A-
vally archives those messazes, Ao agom
shws U p datly an e 151 o cliect 3
foopy sipwhatevar archive of the mas-
Sages (interesringly cregh, the PO hoos-
ir b Canivoee wdlwene Daoriplf is
reportzdly locked inoa cage 24271, Node
that Camnivare could collect twafic from
any part, bt alimost all of the printed
quanzs freen BBI affizials refer tn the da-
.,..HFME, ure email seannce. However, th

currenil shle of wiretapping Inws in ../__
the USA msy sliow sniffieg of just abowt
£y pype of e, inclading weh surling.
In Izl o sure the FE wonld ._“._..ﬂw.._ -
Tacring homl trsffic if & tuge were usicg
Hutrmaal o Dheja s 2 mail szreice.

The medin bas hvped Camivore beavily
ERL P ezt i B privacy issues
radsead by cerizin groups (sech as the
ALY and EPIC), bt th concest of Car-
VEE 1% ireLhing new. In Pl the AT 3
lar i Tale b play rhe mole of 2lanniss, ks
taz FBI ks beeo condeciong Dowted loter-
1 surved lanee _m,n_u.rr_ﬂ.." awithesat Carri-
vore far vears - and ._u.ﬂ:_._._u similar resedre
What has paised medsa mrerest lately is the
Tzl that 21 least one 15 hus been ord=red
trvalleay the FRT 40 scan fheir ¢-mall tradfe
oo b daily basis, The prodlom bere bs that
the PBI presurnahly callects <8 TOPIR
rratfFae anad disczrds rhar infonmarion nor
pertinenn b th cunren? ouson, In Lheory
Lheeny, Cher FB1 mnust 3l least lemmpmiorari 1y “lis-
tem in” pmoali e-mail 520 rooa given [5F in
coder 1o pack coe oF two suspecis, Like-
wites, depending oo the coafiguration of the
scanret, the T coudi be reosiving all
TCRIP atfee couted wr thet sebool dses
aboezh, W ane lell iy rast Lhat the [TE]
will rmly use the infrematica it nesds m
sozpmplish irs rmission, and thas e
“ids” are el ared Tawlul inoscope.

The pevinl af this amiclz is not 10 prasenr
a paranoid rant ahout ver another lovasion
of our privacy - we have ali experiznced
vur share of govemment ignotance, op-
prassion, lies, ete. In faer the Camivars de-
witl JREDD 5 quite mandane, assurning il
Baesn’t =rcl up in 2 role similar o TCHE-
L, in which privars copuninications ans
sabjected 10 a Jogic enwine Bl evaloales
miessagas for threat condirions, The capo-
Bility i= there, of coorse, and eoos azain we
Bawe [ rusl Lhe eslablichmerd e conlnsl
itzell - something rur govermiment was
pever desianad o do, 1o the FBES defense,
1 have been wald thal there are aversight
cormitress desi prsd o prsvent abnises of

pever, but reeknolagy 1sso0s ane vory dalh-
el L drversass baczuse meanhers ol oy nnuh.\.._

e
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\\lmmmi CONMUTCIREes ane Aol dlways woch-
nicelly prulicient #raueh o unclesstznd the
srhanl threats involved. Wi ser sionilss
gt s aocuning witl: B Jdepositio
rhe MFAATTSO) case.

The critical issue with Carnivors i3 1he
vl ol wiorss inilially wrented w e FBI
for nperaions AR .N_.:n coan’d Tkely be
colleered and examinad ar e whim o
misnnliguration
of an ngenr. Car-
reul wiusagpiog
[z are <imply
incapakds of ad-
eguabely
fezling
with ezl
bz s Lhe
amard af
trafiic and
echinalogy
COMCRITS
duffizr
areally
from the
FOTS sysa-
L= il 1he
R
decadcs dn
faect, ane cova’l 2r-
gue that moderm tels-
ploone sverems Bave oulgrown bsdizoal
wirelapping stalules), Wirelapping laws
bave been modifed over the paer few
yisars, boria face a sesl andessianding of
wlohal, swilched dala cormmunicalions is
il in development, The recenn conm arder
conzeming [5Ps and Carnlyors proves tis
Fecloclly - we now have tap and trace nepa-
larinrs heing applied rooa mediom fn which
“tad" cocunenzeatons ace phily iotcrwo-
vien wilth “eoed” unes, and the FBEI 2 lelt
picking rthrazh mur lives in zearch of a
fow bad appies. | bhope this vend changzs
soen bul paliencs alure will ol inslilute
stich a2 changs,

Pezterally 1 underssand that covphoprs-
phy appears W b @ paraocs or the Cerni-
wvores amengst us. Tven thoagh T advis= all
sorous povacy advocanss fo vEe crvplopsa-
phy whenever pocessany, veowing cryplog-
raphy as a final sefuriar is flawed for hvio
veasons, For one. it s not enouzh 6 oesc-
Lively weedd bad Jegislation by using “loop
kalee™ si3ch s oryplography. We cannee
_rw.uer_un that our currenn algonthms srz in-

L
S a

TR

[ Corsliskes -
uh, oy o, .__

STk,
o

diciptierabli, oo hal cryplagraphy lf._
will sarm hecnme mairstrsam. We must
i to srog the frends e lezislaton by
proesclivedy voicing our discoobenl, Sec-
ordly, if iz pravers of the FRE are circom-
venzed by ous repalar applicaiien of soong
Lrw i, we iy see arelber pash o in
creass surveiliznee powers, sach s reps-
_H._.___._..._ PrOVALE ZoWE - .n...._.._w_r. g ifn the narme
ol =lopping temorism. The
end result will be the io-
cresed Sonled over Corn-
murication lires by
VALDS 2 .:”._..?_._u.u A
slaled ..E__....ﬂ e e aff
putlic mail serdces such s
Hioonszd asd
chal protocinds
like FRC will
eetanndy prondipl
1F T 1o rmandlor
ofher _.._...ﬁ.ﬁn af TP
Lrathi,
1 have
NEVET 5800
i o enn-
.um_ mzrs back
 _mdown from g
R fiht just be-
cause Lhey
were o=
sqzarted farsuably, prolubition may be an
axceplion W thish [5we allow boowd porar-
ars of sparch and ceirurs to exier, T2er-
Saly JouBn DAl oyt soerey Wil act as
anyLing muore than a speed Bump Foe our
warchmen. The clrra-parznnid will always
have a soluton” to problems such as Cas-
nivere, S5 cormedtions W rermols syLems
rarming sendrail, dedicated. sncripesd
dizl-up cenncotiens. and other VBN solo-
s 210 cinree Lo o, Ehough asing auch
mechads is advizahle, il is comparahle o
the Tang cot-swimeaning the shark in the
beelly ol the whale, The grealin 1ssue sl
b addressed.

The face thar exporing 123 bit encovp-
Liom Irne the USA s vieowind 45 a [elonioas
nffens= shonld 12l us how s=rionzsly aur
povernancnr misenderstands and ever-leg-
islzles lechrnlogy, Wie sl pormalias and
dbistribute srreog cryTlegTaphic syslems,
while sunmitanceonsly restricring the power
ol poesnirnenia] fnstilubiomns Lo ookl and
prohibit kechrelegy, One cannot pocur

before the orher, ) ...\

1y, B

Falf 200000

Page 21




WA FATAIWILE: (R113 6 T4-2577 [ pga}

i Fudrick, Dl incrae
Theplilen] Ernd dsitas
Clharsgre nres Fprimigap

Porfnlad ko

26000 Tl ker Quactecly
T Emoarg's Lais
Setguket, MY L1733
Brus: (€311 75 | 3600

Be "Eaumddish”

To Whom It May Congerm.

Aqwx

WARNER BRDS.

Trodariid e %

P Puialrw Separtnani
AW, (e, P 300
Furkarb 4 8155

LI pbrs H

Fo: PR LEIE

m_ﬁnwﬁannhvmﬂ.u.n?ﬂ..ﬂﬁw. in. #ad in cocoscton with, o foeture mwodoe plotare, supsedy sxeited
Sweondfik” (the "Picture"), faming Joks Trivelis, wod in connection with the distrbution, b

Wamer Bror, copectfily requests pertistion b yse 2600 The Hazker Quastely Magarice™ i 7

advaertising and ofber anploiuten ol the Fickrr, by Wumer Bess, 35 wesiprecy ez Bossess, in all madia

whedier pod knawn or bereafr drvised, in pargetsity Soomrhomt e werld

oz underriand i ggree shat \mer Broa. owes £ rights in and to the Freture, end that we will be the
prexany werldwide distribotor of the Fictune, and that you w1l meke =o Saims or demanda baaed opon
the sty meptored Tae. YEU faprmiess amd warment thal vao are e oomer, of the authorizsd

H.ﬂn._uﬁ__wu__ﬂ_._pn.—.n ol the cwper, of dhe rights herein granied, aoe authorized b3 sxecyte this lettsr of coasent
Lh Ipn third party pereitssions wr pequimd. Yoo ars granlrg this conseat oF re 2ompraration, b
e _.Em__.._..ﬂuwn uw..._. Wiarnor Fres, may rely oo this carsend 37 it glacn or inelade the shoyvs matenial e The
Picoure, Weither thin better, nar the cequest for this bether, 15 intended to dima ik, Warzer Eros.’ rigke i
use Chet sroatrrial i end b the ensent it woold odemaie B permived 4o do 50 5 applonbls lea,

Ehonhd yeu fver v with your ponsest, pleue indicate 5o by aligiing in the spane presdiad below and

Fatizgg back no me ab ($08) 377-FI88, 12 vou huve eny Sie2ione or commenss plensn fael foes b 027
AE[ELEY 572152, Thack yoe faf ¥ouf eourtesy and coosiderutien in this mather whers me i .R;rr_n

The Making of a Pseudo-Felon

U ANEAE

by Breot Ranney

Tl berend s depressed. T think 1)
hack cafenders for szven davs, 24 hours
& day. Ti's zelatively karmlass tan' '™

At the age of 1D, heme from collzge,
arpwnd the ome of Thanksgiving 1993, 1
used & 386 _Hﬂwsn...n 1 sperial compuber
progra, &nd a 200 hps e e con-
duct hacking activily on midwesr baced
LDDE Merromedia Comameicanaas - o
vblain phone acoess codes through its
seivice. Inother words, T oriad do cheat
The: [eleghine company,

In the middle of the ighe, [ took a
prindoar of access numbers the compater
program zeneraced and strolled overtoa
pay phoe. Tiested every aocess code,
They o1l failed o work despite the com-
parcs program logeing tham as valid
with & carmier mm,_.ﬁ_._.__.

Whan I rerurned o schocl. everything
appezared nomral, [ was phlivaras 1o 1he

ing, was standing in frear of niy dog
comspicumasly, The .m_r. ¥ gresting me out-
side my dorm room happoned (o be the
TSl MEAEET _..__.uuh_..__.m._”__. tar the feeal
tzlophone company.

“Are vou Brent? be guerial.

“Yesss,” [ aaid.

The phime cop tereed sroeed 1o Geee
the door, He knocked bwo or thres tioses.
Irenediately e door few open and the
barrels of small band guns were poiated
ar ez, wieelded by men dressed inowhar
Rl _._._.mm_._q vl “Lard warmior nend” ablire,
Thew wers wearing telemarkerer bead-
sl oard [ hend he cracking of walkie
talkizs.

1 dean'Lreremiber the speafics. Al
koo is that [ was facing the other way,
my hiands against the wall ap ahove my
hesd, “Whad is 1hisY 1 asked,

Thew frisked me and my fricnd. “The

wind B iy weapoas? Aoy knives?

Elichen,
WH.H “_._ﬂ_ a wn_mnnm_ srarch warrant kad _m.f_.._m,.q. Lo i
’ ) o et bl ned Do Aearch iy Joarm roone. o T sad, Pabberpsated. On coe,
ACCEFTED ANT AGREEL:, Wartr Biroa,  divisios of Time Warser My friend and 1 were unaware of any-  an ozent foshed his 10, Tt wasa't the FBI
Estertainment Comptay, LP. thing anuiss when we catceed our dosm after all. Towas the Secren Seevioe,
E§ | _..__._:_"_.m_._w.. o am el ¥ winler n...ﬁ..n_mﬂh. A [ wars shocked, _.”.1.1J.._E._._m... sesrrien] it
e, T el | ancayoeows studear had ripped e off zo i sbos oootion., T dido’t Seel like it
| eariier 0 e parkang on that the acho] wits real v Prapgening. 1 was a0 nervis.
S | Wiz Considering me 22 a suspect forin- I asked for a lawyer A coupls of
tarmiel FRX shase. T was pol mvalved browrs farer, [ fowed voyself i an enypty
3 and knew pothing aboud i kolding cell. afler submifting to Gnager-
HOW'S THIS FOR NERVE? ON _ Before we entered the eleveter to prirts. pictures, and idle chit-char.
THE SAME LETTERHEAD AS THE resch cur Heor, o stiudent belloaed, 1 kgid 5 friered, whome Gther was on
COMPANY SUING US, THEY ASK “Theses FBI agents moning around cn duty as a cop the night when T zame into
FOR PERMISSION -—.Hu USE US FOR the: Fnd (loar!™ the paalive station., “Fle looked hke a
THEIR PROFIT. IT'S AMAZING HOW “That's car Aeor,” L thoughe, "Enwost  stercotypical backer,”™ bis faiher later told
EVEN WHEN THEY'RE ASKING FOR A b drugs or something.” T felt bed for hirn, Appazently the nwan had seeaa loo
of backers coming through the station

CAN YOU SAY
THERS.COM?

WWW.FUCKWARNEREB
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whoover wos gefiing arrested. Thoozh
feeling uneasy, [ garncred some comibon
in thinking it probably ksul nothing fo do
with mie.

nY n__.r.,_;_.h__. man, his Face almost blush

{amall @s the town was) and he could
spat therm immediately.

Before [was left alone in the cell to
lrent iy sing, andlber Oop siEyed be
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hind and eveballed me for o long mincte.
His Dok, sbaol the measans, o' re me-
inE o get it bad bay. aril ol are a bad
baxy. v reatter what vou think.”

I sigmed @ waivee for releise, relin-
quishing scme of my righes, T wes e
lesased rom police castody amd reoomed
ooy dorm, a new man, stripsed of all
Ty Eleclrpmic posscesions, They had
takien ooy compaler-reluted amicle
had, every disk, every issue of 25000 A
yedr Later, aftes
My Convactiom,
evervihiag was
retarnad,
oty brokan.
I just wish they
_rrH -

rovved the
rﬁ_q_.n_cﬁn Art-
work [
pamnslakingly
creaned.

T witFidrew
Irom the
school. “1 kope
v zed .m_._.. ay
with ity -
hiical scienoe
professon told
ine as [ hid him
Lmevec[l. T hale
the phone
campany.” b
added.

I met with the
Sl Beovive apent a24in at a lzier dats,
Whengver I met the agerl, the phone cog
was with Rini - abways preseat. weder
some shadivary probense, hie rancer-man
fros _._...__.u..m..“__”..n,_.n... | s encoiczged, -
plicitly pressured. to roveal information
ot dlher people whao comimitted crimes. T
b e abwut read criminals T was
aware nf - people who were profiting
{rgam framd.

[r: theese closed door sewszoms, | admit-
tda epally obiaining the acocss codes
and divilged svery detail hoat the
crime. Prior o actu] arrest. the ares
manager of security for dae local ele-
phone company eontacted my racther
ol promiised | would not be arresied or
rrossciated, with the arndes-tanding thar
they just wanted e 1o stop. He told her [
e respoasi ble o SI0HRD in dam-

apes, Unfomenarly, she belioved his
whies iz e 1d Tor that if she didn
coapezaty by disclosing my wheecabocts,
she waald be an accessany o the crims.

Regirdless of welist was promised, |
openly corlessed 1o involvement un-
sowing of e onscrupulons taorics em-
phoyed on my mother, A vear later, |
pleadd poilty (o "possession oF aocess
1_u:uu.m with irtenl o defrand.™ T was sen-
terced 1o thres years probation, fired
S0, and ordered tn frir-
: _”_r__u..u_”r NERLh NEY
R hozse proacam for L
maathe, Throaghout oy
probation. 1 was teaed
for drugs. 1 kad no drug
Bstory, What T did pos
255 was g hairand a
penchant for Black
clothing.

My offersz iz a
telomy foc o reazan
ard e reazon only: the
siess oo could he
uzed o call put o any
slale, Because of tus -
terstate chansclerishe it
i5 Teileral and therefors
2 felony charge. Mo
lowses were reporad by
any of tha respective
long distance companics
[ hed tampercd with, al
thoagh the Facal
company clained a loss
of abour 517 o 330 in adomin:
fzes. The judge and prosecition raticnzl-
ized that taspayers are indiractly victim.
vred beczuze of the cost related io
investigarions and prozecution of “ma-
Jo! cases such ps miine.

1don™t envy Kewin Mimvick for the ar-
deal he's endured with a_...r.m.,é_._: nenl, |
think oof myvsclf as fucky oo fave never

Bpe
; | havve emeroed a sarvivor, ._.m__.___“ﬁ
M“..,..,...__.._um.ﬁ._._.p.. T pohahly woulfn't be here 1

w5

Lden™ thiok this mark oo my reooed,

this felony, reAects with mach accurey
what kind of paesca 1 am, or what kipd
of crployee 1am, Mz any § wonths do siu-
pid things which aren'tn 1;.F_Eu. H._.__.._.
Tious to anyoee, Refore Steve Woariik
and Steve Jobs _“...rmu__._hr._ Apple Com-
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puter, they “cheated” e phone company
with a device culled a “Blue bax™ while
in college ar Berkeley, CAL Dhdn't thay
fusr Lk quast responsible molimill:
Aarres?

“They didn't get cagght,”™ a Jandiord
sail 1o me, whoee rentel operetion rou
tncky wmed away convigled felons per
pfice spensored programes. s this to b
tha zcalz _.._ whicl we judse the severity
of a crime’ Simzly spesking: “Thaon't get
caught™?

There"s no distinetion roday betwoen
i erime of vielenoe aed o recreationil
leacker. | don't eapect there aver will be,
Haoow do vou cxplain the proverbizl Sear
let Tetter o the prinformed public wha

thinks hackers like Kovia Birick ame oi-
aboliz monsiers?

Seven vears Later. Tdon't jasnly whin
1did back in 93, Bul sociey shouldn't
erigrperiie the impact of it cithar. The in
toreats of the meli million dollar corpo-
s birve been protected. rest assued,
Eoovin Miinick was silerced and beligs

b so were many lesser-knowmn hackers.
The branding 5 done, iU's aver. Mo
appeals, o espenging, 1am & convicred

fzlom For lifie.
..fv W _._... _u.n 4::_1 #4E ERAID les, do

RITVE n,__.?_z_n “._._ﬁn_um.....U Sheald the m:
T appravarion of @ coapoaation resull in
a lefetree Felony conviction for a collaoe
kidy

I'm ot ranvibing aod [ acoept
renpomEibility ar M.E.Eﬁ.:a_— T eheuld
have never done for the sake of ¢ sty
[ rrutfe o Few Fres u.m._n_n_ ralls.

Kevin Mimnick iz, dare T saw, anoasiule
w.r..:mr;.,. Bl o E rhistermind. T
wity pevchilogically svalaated by the
oot and lebeled ol the-record &
i having “criminal thinking paticens™
T always consideced mvsell &n ethis
TRETSOn _.._..M“n_:_“r RS HR AN :ﬁ...uﬂ___nm wha
consider one pay with a fow acoess
Cmles 19 he ."..._ crilicsl __.__.u,_._n._._._n.a {0 e
subrversion of a netion.

Mo abhichizgg contemgorary law has
disproponionats consequenccs depend-
ing o whethee o ned the violzoon of the
law inwidves lFe aref limb or involves

ropoy I wow are thinking abowr in-
IR W he prhinne CUPTPany e odfer

M ga-corporlinne, think i
codsider beating vour wifc instead, mf
example of keagth of senlerces served,
this s % moTe acceptable to ous society.

But, God foirbed, “Thon’t got canght™
brating vour wife whils in possession of
a red box,

.__r_.n_m..._.._.::m_:&

Since oy Convicnion in the _....".__._.. =1
I'vie coased pariicipating in any hacking
activily - anything thar might be con-
stried &s illEwsl. Framic Iv. 1 nhsalurcly
shudder zt the thought. T don’t kes -
self privy o the Latest backing fools. T
Mee Trom pray arcas of compurer aclivily,
Lam L0 percent dedicated o a philoso-
phy ol anti-hacking. Call it Fear, call it
n.,,.:_..."._h_u.r_u bt T ezpitulate with tvranny
whien it threatens my well-being. Pane
noia is now A pen ol my gve J..n_qu_. Lifiz.

[ win 't always that way, Tuse o
slarsd vp for :..1._.: Ful the Dty of
E._....___._m arins apainsr o million wone
oekels iz mot iy crp of wwa. But thers are
oehers, more counygeous han me, who
lace these odds every das. You rhay
know them: Bernze 5., Kevin Mirnick,
thie stalT et 25600 and nameless athars in
America and in third workd couniriss,

By writing 1kis amicle, authoring it
with my real pame, fear T jespanliz-
ing my well-being. Witheot any prod-
= al L ._..._-._.._M_._-._.n__“_...u.__..._. W CEL assurne
1he Secret Serviee preruses ZE00 And if
thi 55 thinks I've somehow resufacod
a5 i threat, they might conceavahly pay
s a visil Leke lernie 5, they ozight
wirtl 1o check my wiring.

~Idon’ have a verndella - 1'm just
a story and offering an opinion. 1
haven't voleed oy _u_.xr_”_._”i”_....,"_ ina
domain name like 26000 But I wonder.
b s ..u.._.J_“_._..__ an _.-_r._ nicoated artels iy
differens?

Tor the credit of oo cofercensent wnd
in particular the probation department, T
weias reslesd bemanely, ['mooor going 1o
judge thase poople. They generally re-
spacdod e and [respect them. Tdo thia
they re part of & larger peablem - o pre.
ccufEtion with power, an aristocracy
___u_ 1215 the government strinags tpoo-

arporate Armerics, { That™s whens
m.__..;. laws directed at hackers come
from.} Peshaps this threatens our rights
of frcedor mose than any backer,
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Flaws In Outsourced

ECommerce

by Dhean Swiflk
[ e brn sk toowrile sbout Daws in
Elemmnance syaients, an particular, sysioms for
which T have ariden my shoppmg basicr 5311-
vears, The genera] rend thar T have Ssoovenst
ix thal gy wik sile thal Bas thind party credit
S peclessang Ay e Fokjest o a perbader
eless of implemenzzsion fame T dizsavered his
secidentally when interfacing oy sodrocars o
Lhind party covalil card poocessizg soflears.

Paa pengs wile inerTaces Toe ECwsmenence
SYROES Fecause mamerons saliurizas buve becn
wTiilen glready, Whils it productive e ra-cse
easling sedlwars, polentdz] Lows in g syeizm
ars kefr unchecked A Hasesd SREHeIN Gl be-
corme popular becanse mew wsers mEy g0
that provious usems were satisfied with criteria
sl s Sy

T et ==itten a chooping heskas 106 the cract
requirements of a clothing web sire. Qe of the
rogaircirnls was the! ke existicg workRow
[F TP wedy g couk sonlnope, Aoather re-
Juirerment was that fe exenng ceech cnpines
listing cocdd be maintained o improved. An-
Mber regsinmml was et oy changes would
preserve the level of compenibaline A Tuser ce-
quirement sas that it shoed be cheap ra hesr.
wys pmdls o Oml poior an w&ich met the re
cpairs TN, S I pracaeded wowribe the waflware
tn specificatan.

Thix wax the ind version of MTECS (T -
rhe ..“...____.:.,:. Tier ECocumerae 3ysicon. The swx-
e 15 encensnlaned st a ngober GUalages of
ticzy. Unlike mazny layened syseenss, oll of rhe
s choairibid are oresentod do e end user as
weh papss. Bash Ten e B Basled oo a JiJer-
enl web sarvar or eofscanced oA differss
pary. MTECS Tier | is 2n opBanz] program. It
tronsparsiily resdilivs the web sile o poopagate
3 sewsion Bay in ro abssncs of aaakic Muncion-
slilw in 5 web clien.

MTECS Tarr T s e shoepping baskek; 2
comstrst oo alkew mean e e Lepee ol posd-
A I e aocurmmlansd befoes prarcase I was
miended Gl fiother ders wauld be 2dded foo
parmnend, altfaigh Ticr 2 (unclions as a stand
alome program wsing the “Frist “N° Pusl™ (TM)
e sy shem

After anciilnaing and implementing this so-
lutive, the casteener Gecidied ool Lo depluy the
sofrecary, which laft e wirk saftwane sorplus
reqairsments 1 was deterrmined toozse he oo

Systems

woars acelar weas pe-por pessd
Ior digital boaks
thup: i ww. grest-hooks.com,
badnieranics (L piwww ez
renehy GrepaOniss o)., soads
Thirp oo, pui kesards oy,
prwer dnols thicpoiowwe banter-
leolaoom . my peronal wel
anE EGpsYswew gandeluser s
inmcenil, and oeher weh sites

Each web siee requined e saf-
wrt: iz bex aelpled oc requized urilizy sofrecare.
Feaiancly, hs rogudremcnls wers ool wo de
raznding thet et st wokd have bico
wrilable, More forrznzeahy, the irtial webs ginee
Ui el meguine crodil cand processing and de-
Fended o the sranfalosk: “Prinl "N Post”™ (TR
crdering systems, which ia more aifeedable and
lizva in risk.

This changed alier the success of Esotacic
Hydroponics (hm e eerderichadromics-
sommel. Afer adding MTECS Tier 2, withaur
wavdit caard prsesssiog, return oo mvestmesd Far
the avtrs sl ks Gotuera) within luo meesdhs.
1t muer b stated rhar the weh s weas Taidy
arlive with 4000 hiis per month befiors the
FLC oy softdart was addod. The web site
i5 Fairly larpe and the UIR L of the web sins o ad-
werli=ed in oogoing. fargersd, prink msdio pdvar-
riziryz Garpradpn., Additionally, the web sive is
distribazsad 1 poeantial cisinees a5 a plalfarm
imdependers CTIXROIN

Esoleric wealed Lo 2dd credic card process-
112 3 eddan moome cevenoe 2o 1o Seep ahesd of
competiare A srocesdicl epsmam sk sl he
relimoed o Puika Seeds chepedferwew pakka-

s e and Hossler Teeds thimewsw-
aonrer-raels ol Wi evalyancd s st of
processing crecit card trensncrions ard snon
ditvarersd dhal for smadl volumes, it woold be
Chiafes, g, amd e sooume W ok,

Cihwicaasly, it wes eensshls o chonss 2
cempeny with extzhlished procedares and it wias
Cisiralde o chodoe o company wilk krs
charges TTwae wid gl the staned redquinenmcal
tmar the company shou’d ke hassd in che same
vouniry, This would redioce riss, simplzfy pay-
Ll Ar] mizuird oz poleniial problors s -
enciated cosr. The markss lesdear an tha 11K,
MerDanx. was immediately eliminaed, due to
GRarssive Coarprs amd direcl espricmes wilk
the campany,
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o8 catalogoe as o web page. This can b mcdticd
i and insertad inka ke web sl 25 regairsd, 411
& Car W fpningl wes am 2ddional fomrat foo
[ DOTIHI.

Unfocranmialy, 1his woudd be o marsive se-

g P S wauld alluw anyore o purchass gpling 6@l

W aprial upon WeeldPay PLC
Tretpetaa o pay.comdg dos 1 perocived
vechmical cornpetenag and Jow imicad ooss 1
wids Tequited oo inn Thae my softears i Wiald
Poy immediately. WralcdPay bas a 24 hour sign
v pieacss, )likocgh delays Sers coomiered.
WinetdFay rislues coshe By leverazing bank au-
thercizarien pooctsics and requites that signs-
Lures of reprasenrarivies an coedinmed by 2
bramib, This reuaires 2 mearing with vour haak
mAnALeT amd addiionz] paperaary hafoo:
Wearld ey sopnaved, Worl dFay also requires a
Lrrect Debet o b earalliskal hofone 2pproval,
presemnzbly mo aasurs erediriasd pevment foc
srvice.

WorliFay alse performs cheir own doe dili-
pengs, 50 G0l b the sustoancr, Ths means thes
anergznizaricn failing ris peocdes Jogs ot gec
2 fizll refand. Fortunately, some of e sdmdmnis-
Irafing cun be processed whils web siee devel-
apmenl occurs. Twe weeks Baler, 2fter mach
paperw b dnd Tuea days o o _“ﬂ."w_E_.mh,mE
retineg, i was dons. Unfariunaredy, the sallwame
& noc ocurzsely reflect the bosiness meie:

hagsling,

Esvteriv Flydoopainiss allomws discxmls (o -

L g il s privcises anly L i ecirer, [BSs
wattfel havs 1 be providsd ssoorely soodar it
wanld net ne open 4 abuse, 1 began writing a

agswnrded udlicy Lo alkes the inserlion of 2
nogative prive. 2ihazh mEs, quate sensibly, was
] anacpled b WoarldPaw. Tren T ooosidencl
wriring a urilmy o dump the existing caralogio:
as a weh page that would allow prices to be
changed. This would sidesfap the Eaad pricing
restricton of e sappicg hasket

MTELCS Tier 2 (ke shoppicg hasks) 53-

ready Bras 4 ifilary oo durmnp catzlagues as
HIKI. Arer the caralogue has boen upioaded,

W any price. Witk trivial medifcarion, it weuhd
S alsn b posgible 1 order nomexisient i o
tzms warh #tale Clianges in desoripEon. This
o remaing 2 prodilen Do R iine wilth soffi
-ient information zod sxpoemios vy B akls i
iiplement such an wttack.
Foanipalely, Exoleric is already plam tn
such proctics. | b demenstrated how ey it
is o chamge prces 97 “Prinl *N” P
{TM This facilizy is lirde vare thes & coo-
Flrest o ensare a legible arder ie raceivied By
wraal mwil, [ somenne accidentally ar mal-

S civusly rodifies ke pooducts und prices when

placing an ooder by e, 1 mkes livde differ
v whelker the order is weiren o prizied. Ok
il A mogquines more skill znd effoan s
malicicisly madify 3 web page, bus this shoas
thar Comprner oarpal sl ld not e truseed

This Jefi the mamer of thied parly credit card
prisasing. [1is hand v choamn specine detadls
from WirkiPay. Indeed, T waas onawars af seoe
af the besr tachaical Tealures when WecdPay
v selecied. Mevenheless, wilh & growving
cibn] ke, i85 only o marss of Gices before
Aneh i flsck would be acemprad on 2 suecess
JTul weeby sire 2208 as Esoleric Hydropoaiss, 1im-
wcdiziely infooresd i clivnt of the
vrnpliaions of the saciriny Mo,

“NTEE can' be righe: we nae M wame sys
berm a5 MietooiaWine.™ Well, 35 minates Later, T
s whle to pechass wine und pay the arosunl
ab iy chodce, This Is quine: wirying hecausas
WicroriaWine thirp oo vidorawine ook’
is a well kaorwn brased inche UK, What js more
WOCTPINE i thal Viclari=Wize dossn'y pee
MiorkdPay, &5 previcusly shated. Vicoawine
U DhalaiTash _-_._u._l.__.-....ﬂ.ll ..,..._._..m_.mﬂ....lx..._._..nﬁ_._._...n.

e, ek Bl crwckond oo il cand pro
vexsing svencrs: wilkin an ke, How meoy ore
pamizations have this problem? Mo ssay
atbcr spdems bave e Qaa? 1 attergiad 10 ling
aither Gzplimers of thess systoms wirthaur much
suocess Bodd companies ars Jiscroct, abot
cliecis. Adrenpis 1o discover hypealinks 1o the
Miwead CIGE Fukal (The search enpiogs Al-
it chiEpdfwom altasisia comd 2o [4fas-
ez (VI Sinfossek go. s allow seznches ba
URL and by hyperlink, bur da et secord hyper-
Jisths bo COH movipls or “secure” wil pmrges.] Al
TEmpds Lo s2arcs 10e melerences ware Jismal.
Mear o ganizations reed 1w oonit the Faer cha
credic cand processing 5 eulasurved,
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Al May 2000 she VicromizWine web sile
(Hlptsswvictoriraine ook radinaels o
weh site that has Crarmes, JaveSenpr, and
Macreddedza Flash, Won prast enable Tavafonp
s campkass mrarsacnans. Puochases may only
e raizde By reggisbered users, ThEs is automsaned
bt :..__r._um.n_..n A valud e-mar] sehdress and Qe Coin-
pletices af 2 sanve Fvery ooder ragzirss your e
enzil address, 50 i yoo den't kaee one, oo v
ar= not willing Lo supply your c-neail addnss
with wir pastal addiess 20 credi card cenalls,
w0 witl ke unakle oo purchzse anyvthing.

The demogruphic survey mos be compleind
befirrs purchases can b meds 10 is quile
Do gihve and anmusnes s Lsy moodisceimes

real casstooness. Fooranately, For our purpeses, T
Fave created o lest aceount:

user: bl F sl o

[ER5! RFLIFT

[despite srzreonents on the wek 54z 2bout Je
tection of suspect ackvily, Uiy sooounl was -
Uy 2od wsed G privale deran=rraian i
FATiGUE pEcTiss over o parod of fnee wssks,
Ehou!d this sccnund noc wark, any accoesd can
be usead bo purvhass el Bemes. When 1 frst vsal

1his sl | placed somis ifenns i the shroping

racker and chan procesded ro crediz zard pae-
meert. Tooon the shopping baskel 1 aocessed a
“oxlinsiben” wel pand bl sxsd oo Boa-
el paarpass Aned Biter a pregnont panse 1 was
presented wich the form ta enter coedis cand de
Lails. .
Lat's examine thap in moce dztail. T skipres
haz 2 faw weh pages oo ke shopping hasket. 1
was unable bo view Ue UELs In my web
Lrarwsien bacaausas 0] wid @ Danral welszine, 1o
seronmes ths, §epensd fe connest frame in a
new window, Fepearing the process T disoue-
rredl thet ke cralil cand Torn wis oo e Dans-

Cask web sile. This wordd be iransparenl Lo ke
s lor Jming eosmeEl g

Wirh the frame izndared, it was apparent thzs
twn itermediale web pages wers avcessod
Belooe credzl vaod el wiod refesiad, .m.__.u....
Hetly appearad 1o b hleak, one wich a Yiorarn-
aWire EIRT. the ndher wizh a Detelash URLL T
decided a1 imvestigabe each pape in turn. [ wes
Jumblimdiad b discovi thal th e weh paps
cremisead af & fooen of hiddes fields, inclading
the tneal price, e-mail address, and a session
Bew, aulornatically submilting tr DalaCash wilh
FavaSoripl, Thos iz sppalling praciios Neveatie-
T, Boeavnd e page, madified e prce and
accessed it with ry web browser,

Ewas briefly skartled befooe [nealtoed Grl
he w prge waas sErapled [ auteuRE Ty gl
onil T Farm o Dezed"ash. | was presented wth
the price of =y choice om the DeteCask web
wile. Mo we ure ab the cnedi? venl poocessing
wiaps. When 1 sbkessd s 1o st ar Essieng
Hucirnaenics, they wers alarmed that o rensac-
rien cred proceed sa fon Farthermore, whal
wold kappen 2 wiolen or livlitioes coelit sl
i wsed Y Thiz wega The ovaral pedini et SOna T
15 thers any verification?

Afieralong belepbome call 1o WorklPay 2nd
Onally spéaking [ @ repotoolalivg ,n__“q...._.__“:?.
i Wi deamnvened rhar ne cradit card varificotion
is parformed oiker than checking known stelen
nummbers, WorldPay collocts addresss: [hoon
custaners, bt dees g carrenrly crasscheck
s imfarmation. [t is not possihle 1o cocfirm the
canioller's address via WoddPay, Socha sye-
Lz Bs schcadudal Bay Apei] 2000, The sysrsn
will e spplient by MonWesr, WarWest is zlso
arsociabed atth NetBieny, wo [ asume Gie b
sEualion woubd bé o sans with MerBanx

W amemprad o Prowvicks aur pem verificz-

.__...1_ hecause third parly checking was not
of g sufBcicol sbamdard, W Bnesliganad
wAricis prociianes b wers unchle o
¥ obezm refficiend infoomedon from
WiocldPay.

In girweral, cand proocssing, Sonpa-
nies are differenrized hy cansaction
VOUdme, Bome compaTies dne suilabls
- For sl voefuiees, others e sourakie

= Cor larger wolnres, Wery large yodames
= i ore ovpically done in koass, Additonal
hardweze und solflwese reguired ...m_r...“
widely, as Gogs iniTial cosns, High oatmal
S0E WAy e wesnitahle ._“......”..._..... V-

H ures, but gererally lead du Lower woga-
1z cusly, Omgiing ..r:__u At Fepnczally
210 poen ransacsices, ehhnagh mary

bl <harge o fiwed rare fior dekic nu_._“_hr i
m wete urable s End 8 company hal

4 h. puAraniocl pavinsnl Fog evany

P2 cnnpany encoireened, 1 is the merchant
.__.MF thar incurs the oost of Fravd, A cand oam-
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Ler mppronved b 2 eenf peoddsing company may
bz an unropocted sialen card.

Irekiad, i any ECommerre dEspure batoenmn
e cusprenes, e sedin cand compeny, cend pov-
veing campany, and che marchant, i is Ge mer
iiard Tha! imvarishly boses Ar precsnt i is
persschle: o any unserupuloes UK credit cend
halder 1o purchase praat arad then deoy knawl
waline of ke purchase. The marchant Par moceives
a ........u__._..s.._.“__.r ™ wiich may aocur of mny

w5l mrenhs alw r.,..m__.:.._.“_"_..lp. 3, an ally
proditable ardsrprise may b unyisble if the
vl of Frand & oo kigh. -

Every Iransaciion may be Frandelecr. Fro ca-
e, within 24 bours of e Esoderic o dPay
systemn paing live, 3 sxapoit caler, sliglily less
Than 2000 poeands, wes placed. The aider was
ARt Doy unnecessary Jtems ners depli-
caled b oberin e 1ol The vand was epprone
by WorkPay. WorkdPay wis ootnscied by el
pExans o comfirmmabon. .._|._.__n.._".._m..__._ of e caril
ceid o0 B defonianad bt WerldPzy resoen-
reencdd o che Eraneaion postoed, presumakly
ue o vested irderest of an sight perienl ceee
nizzzicn LA poands.

Funthzronar:, Pubks Seeds was rejectsd by
WorldPay. If voez sz a W lPaw applicabon
lumn, you would be very surprissd. There is
niea dshing how am ongunizesion el b
classified. S22 was wulds 1o fiod 4 wdtesle cat.
cpery. Thers 35 2 categnny for pavrama] sidwecwes,
rrialiiak: calegores foo wex, bes nothang chisalse
far codl=cring eoo WorkdDay viltber hzs 2 vary
shewsd customer base of knitws fumn e ras
permes tha! such companies ore lecrarivs, e
woornlid b quits cimsonzhle wo a2xsume that the ap-
plication form was nersy & Tonmalzy Gor such
an iy dolerin cormpany,

Thiz mpks the nejoction even more of o
sxnci. Tre whide alfaic hes mads iy clients Ss
illusdomzd with BECommerse, despins fes T tha
il o e Leo companies kas a prefizzhle web
site Sraff find if yin- R .
believeble that card .._._..
Freassing pompd
nies pravice sich a
had serdce, withows ....:. ;

righ. The CORCAM: S
=l T Esaliris $
Tlecropnies 1 i
tential aodomers
comll b Gl fo the
ke ekt
yyem 2nd cradit
<ard puyment wese
b Bara lack al
cunfidance imche
ayaline

By augddad, & R
WocdPay sliznt
weids rnoormaned
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dmring docizn name regissution. The company
is cafled Josrames, Cio, UK dhipiin e jus
o e ikl The wes siee nses PHF and i 50
Pk writhen, thalic faiks o work on NeSoaps
Coamevanizanyy 373 apd mesurmably ather meh
bewwsers ton PHnag an s 16 regisler 2
deomin, il was discoversd rhar

Jusrhaarnes o UE uses WarldPay and char the
Frice b0 pay appeass in the web page,

s brcoming woeasy 1o frzadulenily por-
clase produsts online. Meny FCoemens: wil
i i oo mnaorny procedures o dascr
: F o el Many oreanizatons ane de
lerlimg suspect 208y, bt oedy bocause ECum
LG Crlers ary scurinized.

The perdder js zal most Seoqping haskers
end credic cord paronert syslems aoe liazsaely rite.
pralod The credic card pavencon svatory is usa-
£l ab aneder server 2od mearely recrves
trtal e akrain Ceoon e caslomers, Card process-
ing companies cre pking 3 path of beast resis
Tamn apmnech W imtegration, 53 /8 004 1
cussiks palential livnls In mamy cases, e ie-
regration merhod i< nsaoure, I some cases, te-
vure medhods zme emploved, whik: inseoen:
T recmin oper. Trers ars many salurians
b ehe pordiean, fn: of whick bave beern imple-
mented. Credit cond peveessicg Cocipasios are
laking Fu! vonnmissions foo irsefieers sarvior,
WarkiBay, DataCask, NalWest. and comperinrs
Aave sore explain ng e do

Basic serumily is being ignoesd. Moncnoo:
withe ez T ponuoon Maws. Crizical darais
being passed v elenn saltwary ey il cen Be
Larmpeerod with, This infarmerien ia heing rustel
b e gaznvioms ol vend processing companies
There ore cever bapsss 0 socurily, Bor example,
UMD DOMPANies one Nor Ven=ying Cislmmers sul-
ficienily, This ocvurs Enowingly end zotom i
recnny e sonslico iz fandv, [n Vel Ca, [
mezcchent pays the prize when wistab s ooor
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g omr wands, g e GoH AT e rasding e oer
W I s learioed” peeqie, Such rertniciions o
nedkina 27 il pa e Wi Cogrrighl dn acddivien, wur
wrieer ae s worals ged’ mes ool G RaTebs
L WA e Wene aiter ek appear dx e papes
Wribern AL car ey REECAASTE B 2 0e Gt Lo .
T adidveands - aTY complenaly agm 1o doem

The (Hd Days

Thesr Yada-

I wad woridbering hose voarr ofd 106 were onig
nally shrnboeed. They wavd joil sl el poper with
hodes puneclee:] Th thew come stiapled rogather or b1 2
nTappeer of sofvesthizn Y Jusl cufous abeal the isory
il M

Abkoinde

Eririnabin TR s saifid sal ws teeee slueein off
e Falelned inva e emeelopy witd Faore gl Aolas
shrcneg i mcas Bk mw expeauded ko elphi nager,
e caiieanhnd 18 A 20 ThaT T Wls fetg 00T rlorels
Forided B T ie e raree aine smeeleqe, e ha e
wrted in naving racalucrions frov ol imed subee riberr
w8 ikt e dlua o Zegd
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More Government Stupidity
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Acnonding w LIME, pedple wha iencionaly
Eprod @ clanpesier witus Baog & seved e Wis som-
fenen wmd 3§13, 000 A in Penizeelvunix wller G-
o Tom Fodys dipned g sew bl 1ooo e Moy 25
The: hill alsa rrquies thar restinion ke gl ey
damazes carsed

The Eill, which pazsed o House and Sanale
urarorecsly, makes Codpuker backing - iacinding de
nigl of srviee sitacks amd the w2ltul soesod of & con-
peter wirgg - @ orimes, [0 ab define. o i ATpHECT VinS
For 22 Sral tine.

The: surpreead e Roow 1 300'L o wrvdep or re-
kresing viresis at all, bt this sooms 2 b axcessive,
T'e= wuricny what happens & someons e froam, s,
Canada meleasad soasetking Sl aFeoted someace 0
Perasylvania, Wazld they gooio Caneda 1 assal
them? s sad drings e lually To: come: o this,

LChed e cands

Wkpla ralagsiog Woawsts o exgupicr in deninl of
seviice eticky e pres abouaeny coines re Bt
ricz e daw ke (4 destiv wird them neeay i e
relgaed in T pueicment bay e 57 ol o, dug
e st b enmeoialie camefad S o gndnmpeser ron-
ERTHE AR LR wnlling Fimeees or COnRITCT R
d deeind e wrsdes anack i ihe word of Ciime. M-
gardiesr af ke Karkions one may rensider coman
FUFRNTE IR posmuead wriing o insrevene g farceas
AITUAVT RIS TR ST Wi S fativead Bl o v v
G EL

Bookstores

Diear 2604:

[ was meadmg in voor lasrissos {17017 woar re-
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tho "% barve e migRE oo chocse B [rudicalion ar
sobd in their slorea. AvRengh [ maew thsagres with a
F& Iabeling 800 meteam™ (and i Fagrer], 1
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et decivinm. As eadd as 1 may be. we'd be veakop as
the fighne of Bames & Nobie by 1:Eep them where oo
Splay this reagaeine. Todon't beeve Barnes & Neblke
bz the: pereerr or arehorsy oo Umin s Tresdas el
pzech B3 ey ey The aly Bue perecr we have ouer
Cercrrsip in Rix foom b by shape 1he e pacw ol
haczers 1n the eves of te pobds B gl we'rs na
lenges misondersiond or Tenal

verpirmls
A credavedes, podede Reve e nek! & nodicr and
rmrmee! when g rlooe aiRaeg 5D N IR SToks-
ammy, Fode Je farge on Anasoment vm Barmen & e
Ee gk,

Crhservations

Dhamr e,

1 jos el iy Goe? 2650 msp e and my fricnd
1o il up Bascense T epillnd juice on bos pew Piasbor [
eried for hocrrs, By b vy [ o The pes Wisdims
DL T e, D sl Tlnia ek wv's s capried

4 bacanse they are oo hand,
RuprrHacker® pol com
Fak fund o ¥ oesede thie T ug,

Dhizar Qe
I'm piad rrar yoca heee dewided e sl gl up oz
mopd vemsion of Fow (2 The Mocd Fies boe onby are
U I Ss ke esaller imosize bof they con mow Be
plazod Tk om el of differens apolicatinds insleal
il jusl Beslndoer,
LM ek

Ehegr i
While: pleying with =op nermote St cight, T hoand

SOMELTING QUi ks lng. Chs my Time Warner bos,
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Lo mivrwcheew waich o oz AL micds alter dul Timap-
ine the PO made = foe coble mioden and wch as 715
wguippd with a Beckad sharnel jacz on e back
Ay Foadutnafoadbde porpls o tueme with any ided
o whent D mawe: 12 S and whan fdoes?

walice

LChear 260

With all your payphens sriicoes 1t oL
==Epht b dntenned 3 omy eRpeniznce with 115 Wisd s
=300 program and porphonss bene iz Phacnia, An-
Eamabl

Awhikd back Towsas placing s in, o, and aooced
Py phanezs. QF, o T hawe no class. B 2o competile
whirse mila Tuvuld remave gad of they lived 2 1-R00
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plemi: i ihe same L300 oorser, 3 nssocded sl
wicE wollld, IS B re0d S0TIY Lo, sy, "V have pe-
cedsd ther pumber of Cises this plene may dal a1
SO0 nombw o thiz 24 beear gaeiies] ™ Acad the call
soculd Sed cnreeel.

Tihizk [ eamsed dhar [ caused poobiens for
115 Wt 1omn hardiy bebizye i

Auhiphghe

Phipeiy, Arizoma

AW owre sleaey fanvice G e actieme a Block fe
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e FINDING A TARGET
_ USING DNS LOOKUPS

by MU&AS

Soyou ve decided yvou wanl [ hack
wyz.com, nong of my business why, but
yoll h=wve a problern. How dooyou find
vz 5 nebwork in the expanse of the l2-
tesnat? Firssly, if vz iz connecled to
the Internel via @ diahe) lins (e, 150N
ar BETH - FOTS in the WS, your job
is going to be hard because it s likely
{hal wvE uses a dynamically sssigned
I address fram their 152 This [P ac-
drees i likely o change every timea a
connsction is made from their netwark,
o A Inlersel. Thew will alrreas? cere
falnly =lzo be using MAT {network =d-
dress ranslatian cnswring thai theis
ertire network remains hidden behind
a single dynamically assigned |F ad-
dress, Faed connectons (leased
limes/private cirouils) are howaver eas-
i b fingd, This is because w15 per-
rmanently connectsd to the Inlemst and
the rodder ab their gnd of the said per-
rEnent circuit requires a fully guselifizd
IP address assigned 1o, Usualy bes
hind this router i@ some kind of finewall
or sedurity device thal protocts the in-
ternal metwork of xyz from the Fes of
el ared mie.

So Where Does DNS
Coma Into Things¥

Muost medium (and soms small) o
large arganizations hava their oem mail
2ervers oo site. These mail saneers
rized 1o be visible from the Inbernet for
that aeganizaton (o send and receivs
mail. 5o to find the syz networs. not
just thelr websile which may be hogled
at an 15P somewhers, follow the trail of
the maill

When you ==nd mail to

ey oo, 8 DNS ook is por-

farmed 1o determine whers this mail
should be zenl This bpe of lookup is
called 8 mall exchange of ME lnokup:
the residling |P address rescived from
this will usualiy paint directly at that
compeity 5 network, Trarefore, mail
senk b Dy cem will e sent b TOE
port #5 (BMTP) on 195.123.26.2. The
IP address b5 determined from the MX

lookup. This IP addre=s may be the
Coempany S mail senves itsal or 2st the
outsids interfacs (netwark interfacs) of
I corporate fircesdl, Eilbar wiay wou
ghoeild have located the nebwoes you
are SsKing.

How Ta Do ONS Loskups

The kard way is to use the raw
resliiup program,

nskokup is the name of a program
that lzts an Inbernet server administra-
inror eser enter A Rost rame (for ex-
ampie, microsoftcom b and find ot
the corresponding Ivlerms] address, 1D
will al=o do reverse name lockup and
find e host marme o an [P address
wau specify.

For example, if you entered mi-
crosafieom , you would receive =2 a
rasponse our 1P addrass, which would
bie something like: 207 46,130 14 or if
vou entered 207 46,130,174 # would
retum raicrosaf.conm .

nsloockup ==nds a domain nams
query geckel B designated (or de-
faulted} Dormain Mama Systerm (DS
sooyer, Dependirg on fhe systen vou
&re using, the defauil may be the local
DG narme: server al your servics
provider, scme intsrmediats namea
server, or The rogd rearmss seneern (21 Ine
el for the entire domain namsa
sysiem higrarchy.

ol RN oo diresily to the command
prompt and typs: nslockup
rilcrosaft.oom , howevsr not all operas-
ing systems inchude this wlility (NT and
rpst Favers of LUnks do) and f DHNE is
mod comectly configured on your ma-
chine it will rcl waork anysssy.

The Easy Way

105 Taar gangic Lo ose oo GF the et
bazed lockups defailsd at the end of
thiz artcle ar fo cowrlomd 2ol use 2
CME wiility from one of the fi'ts mine
sites (get one thal specifies it can daal
types of GNE records).

Hare iz the dump {from DMScape,
htprinettoots com) of what a compiste
CME lookuz of the Microsof: domain

qives
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ATRI e reasatosm., - microrsfoom . micrmesfoooee | WA W8 TS

DNER CPWEFTNET, | microssftomg micraraf coke |, WA, WE, 1178,

DINES CRMAFTNET | miveossTeom | miveosgficom, | A N8 17300,

FENA Lmicmsaitesm, |, sicreesfionse, ndcresoiboor., WA WS, A0

das, CEMEFTNET, | weicremofrosn | wricresolnogm, | A4 S04 50705,

Respe mondoimicroreT oo, S 2000 2 Beiveah k) Rere, G0
Fapine: 2 2000RNT Mindfeaee 4 32000

20780 H N, wicromaiteom  microsaiToom, LA 210

Q0740 R 9 amioranleom | eicranilosm, VA AL ZI00

2IFA T INSAS micmsaftosn, mismaytooo WA L A, ZTEN

20740, 31 027 | iscessefeom | macrseefiosin,  NA L AL 2TRES

207 d0 3030, micrsaiLesm, micrwafLosm, WA LA 2w,

e L RICIE oY Car | BESROSAITooIn | IsrasaT come | WA, X, 20388 | Pt ii
il ol cony | reicrosolTosm | evioroaaiT oo, NA L ME ) 20288 Pred 16
mailindrraeaf rorn | eicmsaifosm, micmsaifoonnn | NA L MY, 26288 Proitiil
e mchaEeR con | Ricrosaltomn | microsaioom, N | MY, 24288 | Praf i
st micmisafioonns | rmicresobosm | microsatosm, VA LMK 202ER | Pre 10
ATHEN misrosaitoom, |, normssafoars, sicrssafnoam, . S WY, HIFND,

DNEL CRMEFINEY. | mucegrafioon , socieeafioan, NA LS 176D

CINES CPAMNFINET | midormeaflonm | ndderesoitoor,  NA NS JFGD

DA micraraf cone |, KCmesainoem , mrcmsaiToson o WA LN, TR

A AN | wolerssoftogin, DWVE CPMIFTNET | NA L A 64800,

FUFAG )T mdvresf oo NI CPMENFENEY WA LA J025T

FELIOF 0T, microsaifoom, DINE L efemsainoam, , NA L A, 20755,

PRLIOF 025 | mivearsfiocon, it anloroggftoem,  NA LA TR

PR T 3T miceesoeone, moif2micnovesfioom , NA LA, 2RIEA

TR

S owhat does 31 that stuff
mean?Basically, what wou are locking
alis a listof Microsall 5 senesrs with
their comesponding [P sddresses. In
the espanse of the Inksrnat you have
just found Microsoft s network, Jusd
Icsaak Faar b BAX records. ...

Programs and Web-based Lookups

Pl pr o s, S esaggic, comid
Siple'net vtils/Msbookup.asp

For Liros Swslom wsans, Pare 5 the
Linux rmanual page for melookup
htgdterenw glcale comiman's
ran1nslocexup. 1 htrol

Trumphuss! Lid, prodides a
free neiookup program for Win-
dows SeuMT uscrs,

hitpestwesaa trumphurst. comi-
dnsocenslockup. phiml
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Another

Way to

Defeat URL Filters

by ASM_dood

Cyperpatrol, Websensa, SurfWaich,
MetManny - we sl know these pleoes

winsl, SO0 Cam,
I'm sura someone &l=a can come

up wilh & soript to do the calculations

of software either by raputation or hav-  instead of somecns having o de them

ing perscoally been blocked by oo of
trerm whils trying to sur the web dur-

by Faind, but | don't hawe the ime or
inclination.

ing wark, schoal, or ol home. I'monot

certs'n that it nesds to be sakd

{hat this software oflen classifies |, - S -
! A Sapsio i
webh sites Incorectly or leans .J_,.,.._mwﬂ GRS RSBt

heavily towards one end of the

palitical spectium, o CODE

Having leid the grouncwark,

Frar i @ wiry 10 defeat that URL {yq-0de <stdape
i Frisde <abdib e
school, or corporation hava put | Fndude <siring he

blocker that your parsants,

inic place o keeq o fram
browesing what they deam toba |;
‘unacceplable,”

by Exbaciescd frorm ainmg Lo,
such 35 hHipo e 2600 com
(which & defined as Hadking, 1-
legal, or Crime depending on thps
LIRL filler}. i
Do =n nstookup on the UREL
and you will getihe 1P address
207,99 530250 which & just the
catled cobet of its 32 bit numibs:.
Take the Indrldual acted and
converd it ko s Binany equivalent
207 = 11001111 4
09 = 0170001
AN = Dogt1in
230 = 1110010

I ary of thee nuenbsers are lesg *

than eight digits, be sure to pad
Ercrn ol wilks [easding sorooes.
Mext string the numbers to-
fether:

P01 101100011 00011-
11011100110

Fig them Inbo voar sclentifls
cafoutator and convert to ils deo-
imal equivalent.

Inour casa:
OO0 T 001 £00-
CTNOI100110 = 34703TEGE6,

S0 N, s G jUSt SUT dves
fo: hitp 34V EATIEES and,

o e e o o
Takea the URL thal vou are m.n_._ i lalin)

ik e

i{arge = 21 ..
enid} fprirel (sidern, usage: e addressin®, angadf)

exik [-1); %

{
char "soli = 2ok fange 117,
it =ifl = 34
unsgred kong eee = 0L

weitibe foplr 1= WRILL) §
Ao += ghal {optr] << sh; ;
thiff = & i
Gpls = sl (MULL, " f

}

Ty pirEl TR, &0, v
I W

reburn _.”.u_....
}

LOMRAON LISF

tretin w..nw..nm”..unn.n mal [afdocss Sau (o 0]
Mo far s dnoen 24 coeslo D by &
Tor ide =0 then (18 pos) ;
1or pos = {posion #C addrass “stat iy
a0 een ] et (onh (parae-inbager address slat dx
e pea (e § raskl asc) :

preslon, wou ard mod al

Tralty {retam ool
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Court

by boonaclast

icormclastfthe pentagorn.ocom
The lediers! Qoeernnent kindy orovides, prisis
a0deRs fa vdirmatian nom amest 200 feceral cha-
L, Baniirugdsy, v sppel=te coorls. Dosyna-
Tt fech g e sl docks! indomatan
kg peatiee, judges, brveers, and padgmants
Is ety sooass e dedlurizaty. This moorma-
fon cocs neb eamd T Tee, buLilis fainy choan
wrd afordablk: for Fa Gl hacker. The syshem
Hrat Lnifies dhs oot Do heee records s caled
PACER: Puinilc Anoess 30 Do Elecironic
Hecords, The stamdind PACER ceraos 3lows ac-
oess 13 distr ol poat remorda, wehile & ciffenes: E
1= rmalled MBS (Matoral ntecraled Bankupboy
Sywlem} aliows scarches of berknpildy records
irciuding samal socLr by rumbens” A did spslEm
T Tederd cirout court reoards % A58 Asalate
Blulefin Buard Bysizm,

Afpasn ponas e s dans, D 5 necem
Aar-ii adteas ko sach of Se ndvidlel cours s
tha otber & via the wal i it Fos Boor Imple-
mnzrled Tar £ patizofar aolrt: Thore ang s
dal-ups For s Cin Qs an BOO rombor
Bt o b L e aryabers and thene s akso
alocal digkup. Far s coimpdale Pt of both dalup
rumbers and ol web s easss chask:

Fipcf pcer P LS ooums. poa g - mimads oL
Fearky al ciabups arc scbbo MST i VT 100 ber
i’ e alion, &fow of Ta dRl-pe raguirs
achrigelers sofyeare (passwsands Bdsd on the
weh pRged o ET 1 seftings. =

Tres chad- g Serete cosls S0 oorfs & rinds
27 190wl Beeyice Cosls ERven DONGS @ pEga
Qiling & quarsely, hiwiser it is 2o o regstan A
vEemam and pasieind wil be mailed 12 00
within ten wocks. THE Leeranalipasswad cams
Givation |5 2 unkiersal g feal wiadss aoons ol
ol the sampdicrs Iy e PACERMNIBESAEES gy
e Vo wil nood bo supphy your oo and ad-
s s well as oomal b ol a0 il The
Tegin & in the formad of ten ket caes alpha
charachers vivch are i nibla’s of o Bl srd
la=t nama Faliayesd by foor numorc sfvescian,
Thez password i @ combinalion of sigi fresr
L Jpha e Ferissic characiors. Cheok
hllps:t pancr o gt govirsglzm ! for
tha erlne regishation S,

Let's may thal wases gigred ugp far an socount
a7l nerer you finaly gal a nice brawn ervckaoss
o el with vour lagin packel What zrs you go-
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thing sked 2 Fone ransier & Fore aefe &
A e mal i seguesls 3 i of Ell regiserng’
machncs cf anclher zore. | erproseed rogs-
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v kul e e anslly Gdaphed o pe for NT o
awrer WiES Ty sbelioirg redeal for oo

Thesrs ane oo doensides 1o 19k mothod,
Fredy, i s loud. Any companty sith deoand sEci-
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Fronmscanol - by DEFT

Hleapa: zenescan. pl whatevercam
il (FARBENV[O] og ") {

die "usage: zenuecanpl whalewsr cooin;

+

Boa pana xlar
prini "Slafing zanz fraasfor...n’;
sygham | Yusrbirdhast - m.__.T_m... n_ ESRGY[ 1] = zane™;

opcalEOHE, Liraral:
while (~ZONE=} {
gplil;
i1 13 [0] & "Aerver” BA §_[1] &g ailed:") |
dha "Fone lransfar redusasn”;
i :
eloa fazt}
w.“...._q "Fona lransfer camalalain®
prab"Creating target fHe. This may take a wkie..nT

Foloar old fog Hles for appencng 1o latsr
gyatesniesha o= Faate™l;

gyatam acha " = hizls TeSean™),
systamitecha " = 16g")

fulro ol DHNE __..._: 1o gel ha hestnames
ahia (=Z0ONT=)
=aliF;
T % [1] &g "hasz"} {
sysbami"coho §_[3] == hosts™);
t
1

£rocd to sivip of 1he fapsating antdas
OpeniHGETE, othasls'y
ey S whelote] = cHOST S,
FeEdan = ()
faresch St & whaletlal {

paskd@Lnky, Fitam) urlass Seendditam)es;
1

Far [SBi=1; Enc=Sunig: Se40 |

st "eche "funqlSil o kostsToScan )

i

print "Target iz created. Srarfng amap mos.an"

prnb "Checs log *or resuis n™;

Fcican up ard o the =san, Add vour own nimaa optons here

gysiemitrm -l hosls zene)
syatariussBindnms o2 5 -l hesteTaSoan == 603"
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.._.._. _.._._.u..m_..u _.r,...,.,_...._u.." J.n_n o £ 155 IhAr have

,.._H _.Hm.:..n._......_._.nn_n_d..l_ _.T.._._" .__"un.u._ :..n g LS .._bm
after day. I's nheos _.....“_._E.m..n E._"E.n&.m_w.ﬁ...u. )
crusiunicaling,

Soooaw mﬁ.u._cn_n:. nun_._._HFn .u..:u._.,n _._n”.: ._“_.:
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averzll meea for this kind of thimg. Mexr yezr
T GOCIRERS PeplE T atnead HAL 20KIL i
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lzr in siyle o o HOPE cooference. More derzils
W] B puliizhed OO upeeng it

.....,.“ fur _F....p the. ._.n..F_._..r_..._ﬁ._._._.h_ will u_.—n.
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irgredinly n_._.m.m..n__...._,,v.._ ralng, Howevor, wis havs
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net ihe n.._._.un.wa._ :Edn and if we're codeced 5o
TP E 3 T HEE .nﬂn..._u_md.uq-u ot ks thing we'ne
allivanzad 10 ido, Wi want e pestrich L,._r..“ mpE_L“_.
25 oo ke cryseal clear and not oper 4 any mis
ANTETETALKHY,

W don’L ve! koo whal (ke Cinancial mae

tioos forall of this wzll e, We encourage peo
ple o make sirabds decarinns o ke Elecoronic
Fronticr Boundariee, whi Bavs moade Giis fizin
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hitpssiiww w eIl ot poorjoine L kumt or
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e re pat the only wictions in this fight - even
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L el procewrnd sen of acything, bl D ke v oz
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The best thing you can do to help us as
we pursue the appeal of the DeCS535
decision is donate generously to the
Electronic Freedom Foundation and get
as many others to do the same as you
can. Every person can make a differ-
ence. Send a check or money order to
the EFF DVD legal fund at 1550 Bryant
Street, Suite 725, San Francisco, CA
94103 USA. You can also donate through

www.eff.org/support/joineff.html.
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Lrechy, Chess, Cheead, dhopes, (b, (hope, Ol Teel,
Mol (o, Qimed, e, (oot Pec?, Cheff, Chefe,
Ol Chafc, Db, o, faf, Dhef®, T, 07,
O, 0adS, 02, Oaf3, Oufl, Oafl, dued, Oree,
el Drie, Te®, Oxcs, ueh, Dxea, Cxed, QacE,
Ul Lrae ), U B, 0002, dod U3,

T copsznts of the high hirs lockop rabic
e comporsed nf dhe fodkowing values repeansd
32 fimes:

Q00 O 24, OB, 05, 0m92, Cmid, fhdi,
DT, (D0, 024, 0243, Ogbad, Ox92, Ixbd,
(i, i (all

Uging rods eethoad, Ons detarninee Ch: 25
hit LFSR caatpes by esing che lezst s onifieans
14 hizs of fe LFER as twa sight kit affsers i
the zhave lables, and asing the XOR of these
values,

The plain feal B2 chaznad by =ouomiog cizhl
Pats of oatpas From Boch R3S plos any carry
itz free 2 previoms adddioa, Tf an inversion is
required, smply XOR the 17 bit LFER with the
imversien mask before samoning wilk dhe 23 bl
LFER.

Esch plinses 15 prsprdgrasnmed wah o sl
sefof ployer kewvs. To dersmine e crrrecr de-
crvpled disk key we mast amempt tn decnpt e
dizk key with exch of the machines plaver
ks The search conds v d doaarplal oy
Ta=lues. 6o e Sare 300 k0 velng &5 e dearvptsd
disk key hash sorsd on dick. Inoonder oo star
dscrymting kews we misd frsl sk ap our simu
lated skAF regislers. Sead ke L7 bil LFSE wiih
ke Gl L6 Bl ol s plapor B asd 2t MSE
16§ e avend ooll gvctimp. Sead the 25 Bar LFSE
i« muth rhe mewt 24 bits (spacificzlly, kits 16
540 of the plzver key. AT Bits exven! U three
LE5Es are <hifled vpabil Bt iz selto 1 1w
avoi] peldl oy clisng, A ralde keokas o wirs the
LESE state 13 asad oooabtain che nesd sceee of
the LESR. A kit inversaon of e oalpur is per
forrned wilk: 2 foos wizte inverler in position [
Foo this poomed of covplice.,

Eleing this u.”ﬂ__..r..u_._..r._q..ﬁ“_._u_.n_..".._...._.___.."._ U
dick e, we will nos e the disk kay e
crype the tizle key. The ticle ke is zsed for che
decrypbon of U encryphed soctors of the %0
sk The fOnal bl imversion o ks round of de-
crypenn i perfoeeed witls the invedder in State
ZoLmiag che trle Key as it i e elbal] wegic-
rars we cza nevw resd each sector off the disk
and easity decrepe the data blacks using fhe
alomememrioned process wilk the inverler in
Jale 3.
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A CAR

COMPUTER S

by Magatron

B0 'l b driving soon, | realized thal |
spEnd 50 mLGh ims by My corpatar that i
weodld b impossicle la go epshena inoy
car withowd o lezst a baa bone unit is
thare. S sat cul fo Sscover bow 1o create
a srvall wait that weoold rem off the oss Toe sw
pen, =Iper Stasd. 1Eesoukd be reat b have 3
Comgubar in your car. oo oould usa it o
piay MPEs hack, or g3 & really complox
rad bow, This Bica i intendod b gel you
stamed on the path bz an affordabia car
complser, H's @ |de mone thal st stedng
a lazfop inyour car.

A any clecironizs
cntausizst knows
thera ara the bes
chvdious protlems:
display and poser.
| Fope 1o cover
few solutions for
tese 55 wel as
Ires on Fre unit it-
sl I'm ot a
hardware hacker
oY any rmeans, a0d
=ome: of this 1=
simply specalalion
(bl da yau thirk
I'm maga of - meney ) In reszarsh for this
arhcia, | gaw price 12gs réach Lg o 2000
Scks! You colid buy arctier cas for that
rrach cash! S lels jusi taka a lock snd sae
b far v can stresch our fundcs.

The Unit lkself

Biefona wia slart on tha heaod 20, lele
rover 1he actaal computer. If you have
Bt b2 BUM, yOu S30 use a desxiop com-
futer case 2nd jusl pud it by the passenger
stal of in the tnank

IF yoor chooss a desktop computer, you
pick the specs. IF wou ward late of rarm, fne,
I dfan really care. The unil | am creating is

a 253 mhe, 32 megs of ram craspes | mada
with spza pats and a deseat sound card. IF
you want MPS capabiitiss &5 8 good ides
I harez @ large hand difve and & pand
S2Und card. I leave the speaker selus o
you. Jus go o Radio Shack and bay an
RCA 10 Miri ack 10 plag indn your amp i
PoU even waard MPEE) Just be sure nol to
Pt yoLr Subs neet 0 your compaber iF ol
kesp D18 unil in your tunk, Thers iz glready
& high rskoof hard drive fature wilth =1 tha
wibradions & gets rorm diving anound, If v
hiave & Elle more cash and want scmelhing
faper sTall, | suggast keoking at the wear-
abin compiter com-
iy, They hove
Adure mome amsz-
ng things at MIT,
ard hare o
Linux boxes that

- YO Can .H_._J_..:._ E]
bt farry pack. Saund
£ G an B51G
..m_..mq.m Foll hEes o
COMPIoniss sizng
W for aplions weik
Swesrabie compl-
a1,

The aperating
sy=lern i up oo yow §hdk Lines woold be
kst - s nod a8 poder iurgry a5 Windaws.
Fius you can make a coal Incking shell for
LoMso it's @ good kea to stkek in & net-
working card b ansporl KPS &d olher
infa.

The Dispday

In reseassh for this artichke | read o paper
o1 “rnobile phresk it This guy aciially
put 2 whale monitor in ks o221 1 donT con
dona i, bul yau heeea 20eark withowekat wou
Fiave. The: bast idea b5 a srall LED soraen
that s simpia to netall, We wanl te keep it
a5 basic as possibla - doa'twent anyors o

-
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clesimouts thamaatves,

The bast plase o gel LCD soreens
cFiedn is sectmnic suphss shores, | raally
likaz brpuramaraalleiac comi GALCD. MM
kitz. This is By Tar the bast soiuton for our
nzeis, 89 backs for an 158 card hat works
weith most avery OF and & ££20x430 capabls
5 TEx 10 8 28 n monocroms display.
Just Ehug tha card irts the meihersosnd ard
yina'Te guod to oo The only prablom is that
card is 124, not PCL Thes is okay for most
sedple, bt il wou are slarling from soratch
and want this fsglay pe, Se sure o bay 5
mcthectoard with &l lessl one 154 skl This
i% ral a good display chaice far DYDs, That
n_.....(n_.._ & soneEn Wil Goet gooud 200 srack-
erg, bul &7 chaaper el amy commcrdal
unit.

I wou are a gqood EE you san design @
super srall MPS playwer that wil 1 either
nder wolr 5a3h or 17163 rads compeEtrent
o oL car with @ small LED szl

The Pover

Lixe | 2aid balore, Fam no hadveasa
facker &d when it comes o power, | o
squat. | burrad to the bamst for help std
qusdanca in thege dasterals dnes | am us-
irg & Btalzoecr PoraWatte 200 0 o A0
_-._.ﬂ_..._._.ml_-_._,..mu.nmﬂ__-_ e uritI'm _-_._mE_.._m. | _m__u_._
iz idead from Reable's oo corrpuler oo
below). Ha pligs it into the cigarste lighber
irstead of the bettery because i his com-
patar crashes ke can rebosd ik Me alsa
cravnded the power by means of & ground
kzop Boakor 20 he SidnT _m..lh" m.:._”_...J_.__._.._. 30
1o Tes site Tar mone inla. 1§ vou snoke and
want 1o keop e unit in tha frenk, | think a
2itch woold work fne,

The Interface

Thiz one is simgle. A keyboard znd
molss are e cheapsst ways 2 o, 1T Wil
go this roate, | suggest petling a cheap
wirelass kewsosrd and a wireksss or iouch
pad reause, Yoo Gouid try b find a mind “_“_.u”__r
board or mod Sy a laplop keyboard. This is
enbimaly U 1o yoL. BEs sume b2 Nave kng
wires il you keep the urit in the frunk.

Conclusion

.._.”_........_._ Fava an ol complaer and a lew
rundred bucks 1o spare, | suggest rraking «
car omrpliten, Let's give it a name Tre

Ecanadine Coroamp B0, Yeah, that's posl
Mow ob's gat ready for some Hard-Diee.
ng!
Components

£33 mbg compatan with 32 megs of ramn,
10 0 HD ciase: froe (spars pars)
A StatPoesr Porawalbz 300 walk
Powar lnvere:: 50
A840eSE0 capabla S VB ¥ 0 3G 96 In
mznachrore deslay with cenlreliar card-
i34
A Grund oo isolsior 510
Toch pad rrause: 53]
Tetal: B163
ozt me 189 busis o
adapl a corpier 1o & carn,

Rasources
[t fall P 0
hitp:triskable oL o hal.comiean nlml -
Somme guy caled Riskab'e who made & car
comp wilhout a seeen. Alweys an option,
Fitpeirehmlvase. msdiz.mil edaipecplaich
miHazkMa0.4.Hml - Hackmar wearahls
srrguler
......_ﬁ_........__._.mmnmn__mm..-.._..........._._.._.mnmm._._._..:n,....__._..._..:n.
Ectafiwearables’ - MIT wearabia COirIpLIbars.
Really neat st
AEEdin s anss corm Corsalars &1 Inler-
niettdobiia_Computng™Wearable_Compid-
orsf - woarabls comrpuder Inks 3t Yahoo,
Crzpisy
hittpe v alekc comASALCDL M) -Rast
display aptions
Rt gl Com -..u_._m__..mm_. Fourcs o all
s00is of Surplus elestronics.
bip:itereree igadnes. corvigsdgeticartales-
sNE AL - 5o here B s2e what ik main-
slresam grices ane (very fighil.
Sawrmr
Ahpglote-rrark cemealesiordposernen-
arsEte pow e P00 Hm -
Ged B iregrber for 52 bucks.
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The MPAA may have won their lawsuit agalnst 2600 but the bigger

battle is only just beginning. We're taking this fight to the Appellate
Court and, if necessary, all the way to the Supreme Court! We need
your support now more than ever.

You can hel spread the word by sporting our stylish anti-MPAA

t-shirt. The hn__...._ loaks a lot like the cover to our Spring 2000 issue

ﬁ_____.n. the back has the above scary caricature of MPAA chief Jack
alenti.

The shirts are $25 each, the proceeds of which go to the defense
fund. In additicn, we have "Siop the MPAA"™ bumper stickers (10 for
$10) and "Stop the MPAA" buttons (3 for 510). Please show your sup-
pert and help send a message that this affrant to all of our rights
won't be tolerated.

You can order all of these items plus our regular stuff through our &n-
line store at www.2600.com or by writing te us at:

2600
FO Box ThH2
Middle Island, NY 11953
U.5.A.



