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“Posting information about MPAA’s anti-privacy oper-
ations and techniques will make that information
easlly available to thoze engaged in, or planning for,
digital piracy of individual works.” - MPAA’s “Director
of Anti-Piracy, Werldwide” Kenneth A. Jacobsen in a
filing to the court to prevent the media and the pub-
lic from learning what they are saying in pre-trial de-
positions. He really did say “anti-privacy operations”
in his filing. Freudian slip? You decide.
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THE ART OF

SYSTEM PROFILING

iy Thuull

Coporiunity Hacking s the process of
findirg & reatd new expled that vou some-
hire marage: ba get comalad... g0 yoeu
scan fhe antive Inkermes laoking forzay

syt &l random that just kappens 1o

have tha hole that wou Krow Pow 1o ged

b, Lsma.

Systam Profiling @5 the act of picking
out onE SYEIET O eSO ard sayving 1o
yoursed, | ward in fal sysfem,” then re-
sedching e system or network 1o leam
what It Coes and how the syslem works.

Syeten Profiling is not about fnding a
single hoie in @ syshern. accassing the
system, &nd coneidering yoursel done.

- ayslem Profilng is sout karring all
thiesrés s b krow sRout the sysiom in pues-
ton.. maybe it has hokes, mayhe not .. bt
._mm_.__nﬁm._.m.w.._._ ..s_x.h..ﬂu.._. prod e nn_m_.u_ nnt have

O resul inavwminy tha system Hackng is
all about mm:..xmm_ﬂ_._ﬁu. -

This arlicle is for 5 gpecific larget zudi-
ence. H i rot designed 1o be inferssl
for sorpt kidZes. I you are & soripl kiddin,
&7d are only hore 2 be @ parl of some-
=__>.m Bigger than wou are, skip this artice.

pecificely, this is fargetad al sysiem
admiréslrsdoms, secunty professicnals, sd
non-rmalizious curicus peopls intsrastad in
Ere security of vorrplex, haberogensoas
nstworks,

Target

For tha purpasas of his smicle, we are
golng 1o assurie Brat vour larget company,

A, sabzn,” is the socretva Sype.
They dort want you playing arcund on
Belr neeteeadk, They have Mravalls, hey
Peatver Lot aciive ard passive Anomaly 10
Systarmz. (Nole: Activa DS Syaters e
thoss such as 155 RealSe-
cure, which sitena =3
mebwark and lack for
Enown "allack pst-
S

alvi =IEMS
ane {hosa that ﬁnm infar:
mation passng Birowgh the A
network snd sioeo it IR some duelabase, for
antnedy defoction andior deda correfation
al & later tima). They have a trained staff
cmmmﬁ_m_... ! professionals,

UL of Goursa, this is what irdeess
WoU about the ABCorporaton.. ..

. Start your profiling sinefe. Use the ser-
Mites that they infand 1o make avallszle le
1hs puibiliz to glean whatever nformiaton
WO S,

Webzile

Swf their wabste, Many companles
will maka sesiabile on hair welr Sites all
knds of m_..._n,dm..,mwm, nfermation about the
pecpls who wark there, thar comauter
syelemE, their busness parnershios, ot
gl ela. Lse this informalion to your ad-
wase,

They hiave -mal sddresses on there?
Thoge :.....n_:.,m_.__m wiar the usemame
scheme that hey usa. | worth 2 Iry. Ong of
riy Tavordes, . do they B2l ihe namas of
their sysadmina? Soene do. Tall me, Boss
2o gysadmins Fnd new jobs tese days?
They post thair resums on the Intemes

0@ cxuple of woh ssarches on lhe
SyEETI'S names. Check aul s mon-
slerjnbs oo, vwwssdice. com, and
v Coimpulerchs com, s well as a skow
of sirnitar sites. Ses i you can find thedr ra-
SUTEE ORing, Maybe somaons who wis
inzre Nty i ttempting to jump ship,.,
Yol do find one of thess rdeames vou can
Just a%out quasanles that you now ki
wihal Kind af systems wour tagel comoany
iz usEng. s tha guyisha CHET Bat thay
sz Movedl. . MCSE? Well Windows
then... wour gt the idaa.

Uscnigt

Ay names thal you get of employees
off of web pages or piher means, oo oot to
defancws and 4o & search on fhe Tames
vou'd b surpised what you miay find
thee. Or simply do a search al dojanows
o NEABRCorporation”. Youll sea tha posts
of evereone with ooe of those a-ail ad
dresses,

lante fzund B strng that a firewst sd-

resniabrabor at my {arget company
F_ had started. . m_.___. s bareing
prelama with his ipcheiis fire-
weall mnd was looking for specic
" syritad advica. He had gotien Tiestraded
in the slrirg becauze he was geking diz-

jointcd resporaes. Ba he posted his enlire

lizt of chaing and the exact synlay of every
ue i eery chain.

Whaols

Thers &e clher sources of irS too,
Pull up & termiral. Stad doing whols's: AR-
Corporationganinne,
ABCorpomtionZwhcis rige.nel, ABGomo-
radinn . nEnvorisolidions . com, AR
mn_ﬂ__uqm...ﬁ_eﬂ.m_iﬁw internic.net, you get

1= pont

Youll find thet e different databasaes
Lzt diffzrent Lhings about your sompany,

Most companies will Fave mutipls

Page &
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e — e

biocks of IP addresses, | soms of thezs
Hocks will be portions of the netwark ihat
J&2d o beforg 1o arathear cormpany. por-
faps o cormgary trat kad been bought
out o Bus we'll g2 b 1hat ina Gk b,

There waas a company that | tangeted 58
ang time that kad ssven difisrent Chass
AOCMacs spaces, one o7 which wis sub.
hedmend Troem a boce! ISP As all of tha other
blocks were through meser [nbsmet cari-
ers, 1 Gheckad oul the ._..-_:._._._ and Pop nrg

Turrs out @ disgriniksd divisicn in the
company, thelr distibuted programmisg
Japarhimend, hiad been derded the usa of
G0 through the corporaie firevealis.

S0, they weenl oot e Mo and _u_._._... ISP
ard god themschazs ther own 1S0M lins.
gut thew dicn't realize the nesd 1o put a
firesacall an il &nd the boxes thow puet on
fhes 150N Bne wers all dual-nic'd win-
doe s T machines, defaull install, They
akso didn't realize Brat the Mom and Pop
5P had subregizterad ihe P block with
BRIMN, with 1h=r Iy rire, sl
shiveei=d Lo as oo of the blooks um_n_1m__.m
to that compemy with a smgla “whois AS-
Cof poratisriiair.nel”,

Obvipusiy g ihg first nic; tisd 1o 8 huo
which wes Ued o thedr 150N rodber, wens
1he pubdic, raUBable 1P addresses. Gogss
what was on tha othar nic in thxes me-" -
chines? Yup, Bhals right. 10000 1P ad-
dresses. g e

Forany of yoi whe don't Enew what |
rmaan - ey bad these U cliid NT
rmachings tad inlo their inleisal corporata
nehwork’ e, on the company's “clean’ s
shde of the firewssdls, Mlly accessible wia =00
roulatle P addassas fom tha Internet
Easicaly, corporaia sacury policy fons
WA S

- Ihg B
o Anoeher way to find difsfent fhkocke" of
IE wuaﬂmﬁmmwﬁ £ b Yowd Bge _".
Soripany & by othis ORI F (B
mcee prederatly, :E“.q.m.__mn_m__ CCNTESIN fame
Band the informa-

gain information sbolt e el o 5iE
parl aqnqisﬂﬂﬁﬁmﬂ%u. .
thie 105 syshermy oy frg b 2oate tranaticr
Troem e _.w.__m e
ABCorporation com, your -Eﬁﬂsw.m
probably revel across e Frewall and
fieree protmbiy across their (DS sysiems.
However, ABCorporation i notgalng oo
_._m..._.w__mn._uw M__..m.”..nq._..m physically Eﬂﬁﬂ%ﬂ"_. 5
Lhazir S0 e
oy Fs T -suth sonnthink. el ABCHED
Falfion, con axr P
If rst-auth ot spanbink allows 2t
transfers, youve jusl ianeged b gel lhe
comphkie core of i machinss, with 127
sidresses, 5 ABCorporaton thal are pub-
lizized via dres, wilfatl idlating the _DW.
sysiem at the fargefcomg _._Aﬂ_
"E0 you ask Cong is autpud
Trorm e abaee e ﬁ_% addm=ses
have been changed o piodecd tha inno-
CENLE : S
B e
ok AH N NEESTAs T
EST.ns THIN A 030 .75

n_.__._d_.r.__.________..._m.m._p_.ﬁ.m_. . .
n.ﬁm_..,...i:__za.__ .ﬁ@ W
wE TH IN A B A8 S 1 s
Srodfip THNA 207194248500
rrad T INCNAME conp = Sieses
aur 1H N ENSME spreccom.

".._._q._.m_._q_u il .___..h._...._w_._ mﬁ.ﬁﬂﬂm__m PEP L] ;

=i A H Do -

s THNA 20T R A

nET THIN A 1834185 =

ALREE TN A TER A EF

predlusts 1H N A H9 A1 112 16T

cong AH N A 207155500204

Bt TM N CNAME o

Lax 100 (W RS R

<o 2%

Al knds el cool inforratcn. Lets ana-
vz Elist natice that there are six e
et routsle Clazs © address spaces
represinbed i posd thig one lilte <snip> of

A

X

Fargers Mozt will m_@n_.u‘....
ticaminhl trer fo you Trdhes s = he aodr oulput jwhich s caly about 13
it ABCorporaienecomi nE 0 s i pancand of the batal oipin). That gives you

Thite digf command gides you Bhe nams
senvers thal sorvice :.iw_.ﬁwmﬁﬁi. in
thiz tasa “ABCorporaton. Witk the :
names of ihese rame sererg o can et
tErngt 10 condect dns zone brinsiees of
SoUE target company. Lets sarfhat e
CHEpEEfram S dig comimend gies e
e s Servers: =

n=1-gehepnntink ret
£y AALALDEEIOT 310N, O
=.__.m__z_u__.___.. = ,nw.wm _u__._."_u__r... o r_._r_”_..:._.qn...,.m.

yallr Larged pany has intrusion 'da-
._.ﬂﬂna._._..wwﬂm”_.__._w,mu wou wanh ba atlempd b

= diferant antire ciazs C's which you can
siely Agsume belong ta the same com-
P -and thisone is really coal,
Tiotics thos S0.40.3 Sadrsses? Thass

< are non-rodable‘on the Intermcd. Tha an-

tine 10 x Class A 5 onrottatie - e

- ganvad for Intemial Usa.” Heli,
R o pob inthig case, ES 1.0z and

CEE g are interaces of B company's

- nEl ABCHpOration. com “ - hoeder rootere. on the oiside of thair fra-

vedlis, dnd B The pidside o thalr IDS's. 50

—oahads can't roube 0. el BOREY Soda

sAhesge are the oo & barcer nouters,
i dhe wame e Matoonnect the

.
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corngany b thel upelfear sendioe
provider. Thil Beivg the case, the routers
ridst Bbso hawe routable IP addresses. Sea
lire 177 Sinet 1H IN A 201,195 40, 10°
That's anocher interface on the sz
raater ihat holds ES1ne. Ared it's fod-
refabile S0, el nve dhad rovter, In e
caag in partoular. e userramepassweord
wara ABCorporationABCarpomtion. From
thre, el do plhes 10,20 1.2 17 ad-
dresses. What &2 was on te 10,301 2
adiress spece, you ask? Wiell, sl of the
frewals had 10,3001 % inferaces, as wel
&5 bhalr Ca Uniceatar boxes network dizs-
crveny ), as wed as some of thelr inbernal
routers. All of this was on the nside of ths
Tirewalls. COf nole, you am going 1o need to
fird anziher maching on the irside el you
can pEinet o from hese inoendes o do any
res! iresligaton. Right now, on this roaber,
you cannck compie agEals el as you
ara on a nowlern Inthis case, that G4 Ure-
cenie baa | rmenbiorsd had belnet open
wilh b1e sama usarmaneiasseord as
above. Bingo, Sdars 2.6 machines

I Teeund oA later that they et done this
becalss the rature of he company's ra-
moba actess rom home dida't 300 tham
Lo access the bordar rovtens while dialed
up o e internal netacrk when they
worsd at horre, Ba, they needed a way o
connect o the border rowiess fwhich they
ould resch from the Beemed), and fom
there Into some of the intemal neceors de
WS irsicha tha firewslla. Anolher cse of
carporabe security podicy gone wiong. The
potcy had good infzabons, but inlesal er-
plryees wha were inzorvetienaed by
these poficias crealed o way zround Them.
Thew hiad no idea what this meant 2o the
FeClily posture of the orpanization

Businass Partnerships

Oz, e slrency sald
that vour farget &5 pena-
nakl. Let's masume al
tis paind that rong of . F
the: abowe vidnerabilities =5 %
o available direcily w o

froem i Inbermed. Bt
Lol G b that your
anet Corrgany hias o
nu.wﬂ Businesss pariner
Ep With 3 wead-portal:
H.ann.._.ﬂn_._u_. let's say.
= hmm_m_mnn_ il from
Ul weels 08 jaunt gar-
m.,.m i
Vall, bypically, a
“omzany who hiss
g0t busness parnas-
Ehip with another soore-
pary, Sepeading on
vehiat ihe companios oo
for each other, wil hava

spesial services allowed theough thoir firg-
witls bsbween therm. They might even
nave a dedicaiod point 1o point o ten k-
beveen Bha dwn corrparies, sans firowalls.,

Teke a quick look at Xy 7 Compary. Are
Lrey a Morr 2ad Pop shop? Teenly ame-
ployecs? Intemet presense¥ Botthay'll be
= kot mazlss 1o gel kg than wour fival tas
gl And, onca thsrne, you can eijoy re-

amad resmncions iste your larget
COTEHAEny .. prahaiy,

Corporate Acguisitions

Along these same lines, 0ok o aoem-
padies that hawa racsatly bean boughb'zo-
quiresd by your targed. In most laqge
omanizations., e process of buying an-
wiher company 15 8 kag and tedicus one,
Sutthe perrary season for technolkagy com
pares lo mergs 5 20 1hat they con uss
aach othars techrology. 5o one of the first
Tlngs b hapgen is wsusily 5 chege in
firesevizl rules, or the mwﬁmn_._,ar.:,.u.; of an in-
terral nataork ik lo Ltk “nes arm af the
SOy

oweEvEl, & corporabe rmerne s a polid-
sl beazt.

Company ofizars will aormialy be ey
carcful about steppng on lees, e5psc m__,w
£lnca the guy whi used 2 be the CED of
the bzught comeany = now & WP nowsar
largst compsny £ad probably a lidls
taushy. o e exlorsion of corporate pol
icy e dhe "raw organization” usualy takes
a couple of menths. of sern yexs 1o be
iy enforeed. The szms thing appies 1o
L sercuriby peoticy

Wormralhy. Bre congany that was bought
13 uzually i lob kess established fhan poar
Larget, =0 mawba they doa't have a soouniny
ceparmeEat. Mayte thair sysadmns sme
BZer - wha knows?

What doss this msan b you? Suile

: . Srrply, priofile the recant ac-
B quislions.,

Ferhage voure picking up
of & sublle ieme heca,

Hun Ta, in “The St
2N A of War” said, “Where wou

Er| weak, maki your eremy

1K YOl ans slrong. vwhess
WII AN SO0, rrake wour
ensriy think vou zra weak.
Aok wour ensmy in his
g Veagkast ”...u..:_.__..._...w yoLr
g sLranges] Sroa In thig veay
== vau will be Wiciariows." ar
Zisomething very similsr.

I practes! 1anms, you
kncta ey fave frowalls, vou
ke here hives 10625 svetams,
= why bang your head on those

profected avenues when you

can protably fnd an evenue
that's rof profacied & ally

Page &
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A arca ol phiysical securiby
that has beoome increasingly popu-
lar, and will become cxponenlialiy
popular &2 s Uses ane moe essily
implemenied and is need 2 more
clearly seen, 5 Blometrics or Bio-as-
cass. Acoess towhat? Biometnics is
nak juast b b used inaccess to
buildings or computars, but will scon
be: wised for @ecass o yolr Bank ac-
caunt, your credit cards, or even to
miake: @ phone call, Bicematis Sy
tems grant access based on par-
sanal identification, which is based
an & preprogrammed paitern of
recogribiaon, providing ral anly icdendi-
ficsatkan but also verification. In crder
for this lo woark, wee miost keep i
mind tha theony that physiological
raits are vnigue for eweryonc, | el
qive vyl @ quick synopsia of what
occurs when you wsa 8 bbiamelrsc
syatem.

The process for Benlificalion Be-
ging with @ requast for recogniton by
a person who subkmits corlain Bialog-
izl infermation. This is then com-
pared to an existing databagse. The
spaedl of this process sl depends an
tha size of Ihe dalzbese, steo of the
wisally langs file, and procassing
speed of he compulors, Mew cam-
pression tachnalogy is shrinking the
file siza of this "hie 4117 allowing for
2 larger capacity o process largs
amounts of comparison data.

For the: rruost part, bicmatrics re-
quires confact wilh body pars. Be-
cause of the chances of discase
trensmission, video fand laser scan-
ring sre baing implemented in many
zpplications 1o eliminate the need for
anyene B kouch anything. Wilh e
constant use of compulors iooay, 2e-
curing acoess and information s no
longer a buziness maltloer, bt some-

thing that pecale have ta be con-
ceined abaul in their private lives as
viell.

- There are seven commen biomst-
i calegolas being usad ioday, Fins
gerprint. hand geocmetry, retina scan.
I sean, facial geamelry, voios vere
ficaticn, snd signature verification
ara all eonsidercd o parl of Bormelhic
security. Fingerprint analysis iz the
oladest and masl commenly known
farm. But this has evalved fram the
old ink and
FRpEr Sys-
tem. Cur-

i rent

| syEtems

v take video
2 images of
sl the finger-

- = = - XN
nants. Thea rdges on the fingamprint
are comeerted inka mathimalicl
keys =a that esch fingerprint iz really
a saries of mathamalical aguations,
Alea, the maore fingers used for iden-
Lifization msaos @ mdre accurle ver-
ification process. But, this sl=o
rmcans doukding, fipding, or even
quadrupling the =storage size

nisedad, Higher resalution of the sys-
t=ms allows for more of these egua-
tians, which i hurm resulis Ingraates
accuracy. inftial reading and storage
can take anywhere from five to ten
secords and verificalion only about
ane ar twa seconds. Hand geometny
i very sirmilar o fingerprint systems
and iz actually just an extension of
{rearn. I creales mathematical equa-
tions usuazly bazed on thae height,
width, and length of tha hand. This
could lead (o 3 passibie problem with

Neemmmrer 20600

-
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very identical fwins who hava the
sarme hand siza.
Ratinal scans re-
guine the sxsmi-
nation af the eye
al a cloze range
(aboul cne (o bwo
inchas). This iz
vary infnessse and
lang and therefore
has anly baegn im-
plemented in
faces with very
fah s=curity ro-

quiremenis. An Fis 8030 makes a
rathematical map of the irs Gres
arcund e pupil). Witk 2n estimated
200 paints within the iz, it ks fairdy
easy bo do 50 and can ba very diz-
crminating depending cn how many
points are processed. Since eye
colos B reat the issue, Black and
white camearas (which translates o
chaaper systems) can be used to
capture the Image, which will be
stared ared compared 1o a live scan
during the next verification proosss,
This is much more
accursts than Band
gedmelry because
Envan rmermbers of
thes sama family, in-
cluding thase WY
ide:ntical beins, will
have differeat irs
segns. Faca geom-
etry i the rasoll of i
hand and finger - £25 578
recogniticn, It lakes FEEEzs m
a widen image and _dm.wuwm 3
salests facial painls _.__.m.-..“.f_ :
inorder iomakea | ]
decision ta grani
aocss, The most

rmings the distance B985 .
betwaen o paints on the face. An-
ather use irvolves measuring heat
2p0ds wilth an infrared camera {which
Iranslates fo more expensive syva-
e, This avoids prablams crealed
wu\ objects thal may cover tha face.
voize verificalion has also become
increasingly popular. IE analyzes
volce pilch, speed, and pattem and
forms it into & personal digital signa-

lure. Many systems have been made
- more acciarale by re-
(uirirg 8 standard
witd pallern to be
used for referanos
s identification and
Aconfinmation. This is
alza a syslem that
avoids %ﬁmumﬁ
transmission be-
cauvss it requines ah-
zalulely no physical
¥ contact. Signature
vizrification divides a
persan's signature characeristics
inio bwa parts) thosa that remaln con-
slant and those that changs. This
usually requires using an irteqgrated
wriling tablet syvstem and can be very
costly.

Thers have alse been many dif-
farent implementations of thess
kinds of bio-zosess, Many requirs
o farm of card access thal is ver-
ified by coe of the: previously de-
scribed metheds. Thiz makes the
warification process much quicker
 singes the com-
T puter merely

- compuaras b live
dala fo tha data
ratching Lhe
awner of the card
as oppased 1o
searching the en-
tire database for
a match for ta not
find & mateh). Fu-
lure technciogy
vl u=e simart
cards to hold the
comparizon dala
Llhesmeslves and
therefare alirmi-
nzle tha nead for
larger, quicker

L5

databases 10 store and process

thess large bio-information files, But
CaN Yo JUSt inigine what weald
happen if someons {and vou know
thay willy firured aut how to hack
ene of those smart cards? People
wolld be able o create their awn
ienlifies preity easiv and gain so-
cess o regtricted places withad
much effort cn their parl, gince the

Page [
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compuler lod them in, And computers
naver lie, kid (sorny... lamea ass Haok-
o quilation. | kraw. . but it had 1o
b= done). Also, compatipility = an is-
sudz, Many manufaciurers of thess
systemns use differant protocols and
therefora you can't have a “universsl
file" tor b Usesd an all securily Sys-
tems evenywhera... yei. But obwvi-
alssly this is sarmething Lhe
govammant (Depatmeant of De-
Teznse) weould wanl and supports not
andy with wiords bt zlso with furding
supplicd by Ihe Mationa! Regisiny.
With the possibildy b keep eveny
BrEON's unigquea characteristcs on
file {not bo meatian whal else would
ba possible) and maybs not even
rezesd 1o sicee the file on your awn
compuier with the new sman cands,
wUlEn' D vou peafer [e o This? &
commities known as Bio-API has
Bz Toriiced 1o fook inlo croativg
standards for the industny. Ancther
standard dovelopod by rmany indus-
trial davelopers, the govemmant,
ared v MIT is e Speaker Verifi-
cation-AP E5WVAPLH. Tharz iz a fres
salbweaare: develapars kit anfins
wehich | suggest you download )
Fwow'ne & Windoze person o

fU5 and MT). e

Biarnelrics itsell is such 2@
an intrusive and invading £
procedure hal mamy have m@#\
zaid it needs itz owen form of S50
seurnity. However, o of yol
there is no l&w or regulation govem-
irey The saba ar raosher of Bidmedns
information that is legally scquired.
Thiz rneans thal i oo appsy foe & pab
and are required to submit o a bic-
medric scan, the controdling agency
provides ahsc'utely no protection for
your privale infarmalion, There 15 a
pending Catifaomia Bill, ABSD, which
iz allempting 1o sioo e copying of
flemetrs Intermation. Ancthear issus
for concern is the efficicacy of such
systems. Are they really needed?
Are people going to slop using
ATR'S or banks becavss they cant
stard to wait for that damn iris scan
cnly T bessrn that they can't geat their
money bacavse of some syskem
b @ Well, the Mationzl Biomeincs

F.:

e ¥

Tast Center has developed {esling
standards for esvialigating the perfar-
mance of bicmetric access egquip-
ranl, previEaushy ?._.__Mm._._m_ﬁq—.uﬂjﬁ_._ by
tha manufacturers. b=zt chance
for slandzrdizatan bas carne from
the Mational Compuier Secunty As-
sosiation which has crealed a cerlifi-
cation program for systems and
syslem components such as scan-
nars that will sat emor rates based an
a standardized lezting method.

Mo, we can ko al this new
techralogy any way we choosa. Ifit's
latt i thie hands ol the privisle and
business sectors, Bnd used in ways
weltiche chacsa'l disciminale: or elirmd-
nate pecple’s cotions for doing
{kvings, Lhis can b2 a greal thing ard
an added level of secunty for peapla
in {heir bomes, and for businesses
fearing corparate aspaanage or what-
ewver paranoia thay may hava, How-
ever, I placad in the hands of the
governmant, wa could be giving
Ehiesrn qine more power thal waukd -
able them to controf and monitor our
lives. Depanding an whars hese

systams are mads, iha gov-
s Brnment could be ahle o

Fam Wl watch whan we come

Senh and go froon our

; heuses, kog on to our

COmMpUISrs, e manay

lrarn an ATM, or even

o mea what pay-per-visw
meavics wi: buy, That my

fiends, is A very scary thought and

serthing | Paps | neves have o

think of 2= a raa'ity.

Here are: S Diamelris manu-
facturars if you would like soma
ricere information:

HID

Biomelrics2000.¢om

Idantix

For mare infopmation ataul bio-
meirics cheok cut these websitas:

Irlg-scan.com

biomefrics.csa.msu.edu

whsrw dagpile. o - firgd stoff
yoursslfl

Fhouts ASlnon, ofock, minus,
LordViramy, and the rest of the
SHEGTME G

.1.”
1
:

Swerpamer 2
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Fun With TDOC

[ by Ananyemmes
I The Tennes-ee Depad ment of Cormec-
Briom 01 B bas fepenled” their Tinls
I picos of the Sape's neiweck. MIS (Man
L azcment Informarion Syvsiens), the pais
I ple resporsible for the plecs of coap
Foalled TOMIS, wis given the task.
FTOMIE muns unider UNEX a5 a clamsy in-
Dieslase wilkh inl ingly ic menn
nanse s avd A pathetic unlice halp mern
Az of Moventher 1999, TOM Y awers
said goodbve o their old Memsoes Telex
eerounals and seceived MTX 1G53 por
< Thix is Decauss MIS and “The Pew-
JETS [hat Be™ odidn's like the iden of ._._.m....m._._,,.u..
-F...,.,..._m.. FLs cornecled tn TORATS for the
1 paporpaslcrs wr do Lheir memas and stoft
1o Their paranma was well placed be-
Feause the PO T osod wes oqaepped with ()
I EASIC acd fhe client app for conaccting
1 TOMIES {emind, The anson staff arc un-
Ldier traimed wmd barely compeier llerats,
I Bfoar srzlT lad dusedy wor s, 5 PUT e
Vouriny hes boon lasgely ovesluohied.
I 15 the system “sectice” poor? MIS Jaid
(PN of fiber, bovght buadreds of
“....._._.”._.r. lerrrirnls _”_m.m,...r_q_a,_...”_. 15" el mion-
,_._”...._...“. and yrenless, Moy TR slalT have
g cooss o the Stanc's N1 sorver? OF
groerse, they didn't do any real rrasiog
the st are still cloeless about bow
gl churanwvlBing abawve the simplast taske:
1 MUIS dide't weant L pa throagh all the
1 rciable of patteg all the TOMES sl on
Fihe MT sarver, 80 wea can subec log onro
I TOMIS ar the T (bar et bath). The NT
I pouwvidles acosws o M5 Word, Excsl,
L], etz Fidn't see anything al
oo i Bl iUs worll gsplo
euse of all e suboers anached o iz
I Due to the poor trsining, T was locky
“3:_;”_._ ro kv the ,u..mmn,.an:w.__.._ spond
__E.,.n_u._._ hexars i the TOM IS anch B
g Beiping” beach the stall Dwork o Whae
jincareratd hacmer wocld pass Gl kind
g of charee ap? Aftor a short B L realeed
pthat one of the ble MIS idics forgor o
I =l confpuraficn password on one of
| the ez a Urder the walc ._.__.a.._...u aof
poloeless stalf mermbers, [a 5
Lard chanze anvthing | warted. Anyw
Phere's 2 holy Info for ansens w i
",.,u..E en chacking our one of the mest pa-

& he-

thete systems 1M vie ever seen.
NT Berver
Ihawpsde fedidd ! Srule ooy
TENE Beavery FTONH2 82 130
St Oapeweayy JF0LS42 6 T29
._.ﬁ.._...___..f [LINIX)
Lo N D32 70 siare, o oy

Pory: 23

T esses falled “conversatioss” of “re-

cuzzsdahle reports ) pnd any ioeracove

pricess will sbarel poar,
Lawgin Proceedore

1. Ty IME2 ander Stale Map (Rt en-

L)

2. Troe BI'SUMBER™ [replace
“NUMBER™ with a valid user I

A Tabekorarr b3 Possward Geld and co-
LT passwandl

4, Type me the answer 1o the Lo per-
sanal guestions {there are two ol Lhan
Froem 3 ics _um..ﬂ...n,n_n_..“_

3 Yo ars oo of the Main Meos,
Maove your curses 1gthe Towveer [eft hand
cornier of e seocen rexk by Furclion znd
Uppe i the conversatien you want [run
the: following list

LT visidor skahas

1IN T2 Tanss

LOLE: insblaticn Iravel

LCDaA: srandands

LEDE: fo pipes

LCTHZ: repmment progeams

LOCIE: criminal jusrice prssn

LCDE: stall

LCDF: plag of seovice

FACDNG conbast o

IO tres]

solfesnder e _m_._.“_..._m.J..
vocalion warranie
LCTHR: wramsfier i reguesd
LCOM: Famnilyfcontacts
LT Fee payyroenis
LR lea e ._._._.n_...n__“m..,..n_
L oflender Tres
LD offerder receiprs
LEDA: work site axsipniment
LCD: work site refeerel
LD wark site repoa
LACTY: wirk

z application
r it

T e e R S
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LLLE: offeader cducation
LCLE; offender findings

LTS affender afcniaticn

) ir=t iransder request
LA PR refertals

L LE: P51 st

LOLL: offeider debas and asacts
DL PSY victims

nal history
T wssigrnienls dus
LOLT: CAF waights

LCTV: CAF soore

LOMA: commissany tean
LEMB: commizssary porshass
LEISE- acciderd )

delivily o
E FY O

LHSY: hi

LIBA: incomparible:

LIBIDY sepocaarion

irs= 1?:..:..._.::"._1.... Fenrd nz
LIBE: grievimee

LB : incidezls

LIBE: dizcipli

-

LIBL: dizciplinany docizion

M ofTemider properly

LABCE: aiTender priperly arrival
LIBL": llender claim

LIBY ool scarch soguest
LIRE: =12
TIRE: dmugz
LT pooperty adil lirelings
LML ROET el lIad asscgnzent
LIML asnval’departuse

LIMF offerder ool change
LIMG- chain schedizle

LI i I ET

LEME: escape Lansdor

LIME: cscaps

LERIM: visieos history

~arch resules

I il

TEOUGET
Her
LIMW: schecules
[IEA; offendar pay
[ JEG: educalivon bl resaels
LIELD prosgrasny ides
LIED: job/class azsignoment
LIEE: jobvelazs teomination
LIEF; job oudic

T

vtk permil

i e R, S M e e e st | s i e i e By

[EL: register placermienl
&wﬁ job sctug

+ PORITLCD OG]URCET
LIEM h.,._ud Huﬁwun ie]
[JIEMN: offendsr air=rdance
I JEP: pay palicy
L.d class section
LIES: spocial cduecation referal
LIET jobviclass ingquiry
LIEY: class sctup
LOEE: disr arder
LB drug onder
1O rlzoliey ander
LOEE: Faboreiory order
LOES: radicliogy neulis
LOEK: labvaiony resulis
LOEL: services provide
LPDA:
L.POM:

[ S nzsled parkyfoomrnenls
LI E. pardle prodictor
LFDF: proposed plan
LPCAG: 5410 fndings
[.PI¥H: prodfurion perizions Aled
LPIM: bearing suhpisens reguesd
L BSCT roguesling counlesy
LFDM: cher staze recommendation
LFL¥: mn..n,r. taft gotion
LFDOF: elipthitiny dockes
LES A TOMIS user 11D
Laat: secanly zlerl
LS5 sooess revocalion
LS5TY sequriny conversarioos
wresEe

T e lidelinguenlfsires] lime
LAl B ollender aredins
LETF: offense statares
L&TI:

LT PS50 senlenoes
LETCE Teanesses senrenes
LSTE.: sentence actions

I 5TS; desainer

LETT: cliverwiom

LETY: 3MS oflender vradils
meﬁﬂ -riail

= L IpeAT st

I 3W{ q..p.h.#.. m_.m.m._..._...

LW T2 TS 11 i

L5 L S F i B A6 1

LEWF: nsor proceduses
LEWG: forme mainbenance peinte
LEWH: restore offender
LSW K terminal printer

LEWM: mame search ooompere
LTFE: rrust tond cocanizatin

Sremmer 2000
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LIEC: pavrell release soquest
LTFE: imast fund ransactons
LTTH: tnast fund oblipations

IF you chodse a conversation that
regacres a Site 11 bere are 3 few to

m_umrm._uﬂ srarmed:

0 Board of Parale Central Offca
CEMT: TERC Central Frobation
CiTice

CNEC: Central Records

De2C0: T Certra] Office

CEY: Conversien

EIC: BEscape Inforoation Center
Need 1elp Using TOMIS?

The TOMIS Hotline (aka System De-
Ivelopaeanl Services) can be fesolsed e
Ivween 800 am. ard 4:30 pom, Ceawal

I Timsz Monday thra Friday, I vou don't
Fike dealing with pessornel who mighe be
Vitting at a terminal rying o lipare oo

“ who you are, thea jues call their en-czl]

NN NI R N RE MR RS RS RS R e e e e - - = -

poopie? They aren™t ot a terminal, bat are |
very witling w give out info to savone |
wihio has thedr pager number, Calfl 1-8300- |
A41-7243 betwveen 10000 pom, and 1200 1
wm., Manday through Friday. Om Sarur- 1
day arul Bunday ir's 00 amo wdnd 0
piL .u__.._:Enl.._HqE_n,_.”n_u._mnn ter lowske fior 1
Infonmatan is the Data Cener, TOMIS 1
users Call thas number when reporting I
equipment mal fusctions, I
Swetern Dovelopment Services “

A 1E TAT- 1006 1

The Mada Ceoter (G155 741111 1

. IF you’re reading this aricle and think- g
ing, “Hey, | could hack TOMIS and i
change peiscaer release dares ard they Il |
Teg them ot!™ vou're dead wrong. Ceatral |
Reconds chocks cach inmate’s papec file |
biefure releasing thens, Hacking isn't 1
aboul shodl cinguiting “fustio:™ anyway, js 1
i i
|

o

B e e e i S e e i e e e e

ge Abtises For Yo ur -

i ﬁ 3 __w_.:..._ e

b Satic
stalbic & mendalwaste Bm.com

There ars quite a Lol of rether
sangs phooes on the merkcer
rcht mow. O of then i
the Conasrahoene naadsl:
HALC SWE2E0, Tais limle
bargeeT conxises o an ol-
sk bite-gized sonloe] and =

& inch pulloulpet jack e the
hizibeld (the part Coneezgh whioch as
iptak 2 listen.., plass Sop me iF
I'm genng oo 1wctmice] herst crn-
meCrs i, Thee Liltle 198 tnch hesil-
ptone-plug sied jack &5 whal mekes
Chis artcle woeth printing, With the proper
wires o palch conds and pleg
pdepiers, we can do £l Kinds of Tua
that, Any peece of gudin cquipmen:
L B s in conjunction wirh this plioce since
the ingen and cestpue 271 come from the lizle
Jack Geeme of the hings we cun do are: recent
any phone canversation of inverest wakond -
um.l....m e pearlypammies o the lise, pobch seo
Pees. ] inlimese creregrialions inba P4
___“_....,.........__. .20 pencrally put 2ny neise we wish

ezl anwo the pheoe, Whils eeerding conver
fatioms over the phome s eothing Lerribly exciz-
10 OF ne'w, 105 15 & Sonmtwbal neweer and lary
Wkt g abeoat in, L 3F [ wvans o etk o

sorcbady and recond che converastica, [ just riz
4 mizraphone inte g kareoks machine and plag”
the phone im0 the machine 2nd vice versa, The
e (hing hivaever is chis inans Lole possi-
bility: Musizal parfoorar: for maltizle
™ Wy Fevile o the: ploone from dke pr-
vhCy of anywhere, as yoa can plog
instrurnesis into the: phosse, 17 wery
el |z 30> bz the lirst musizizn
o evier i something like thas (i
anyonme wiw'd possiboy b infer-
_..u.._.,..ﬁ in this venrans, do deep me a

= winey and adapeers
can either be boaghe ar the
o we ve el eras T krow
o lovehase 25 Radlio Shack, oo
yiour bocal musse shop Also, wny phone
with e argeemenlionad 2 inch ingatonips
jacks i3 capable of dhis noasense o cese wo
dor’t feel [k gravedieping 21l cver to find the
phiove 1 e for this, And Anally, thare 5 5
plethicy vl srange things one can slvimpe via
phione with s methad thar [ haven't or never
wull hother tochink alf,, s T Jeave i oo che fess
o won ol thers 20 play with che apions and at
Lempl rezlly cddball chings, I sayune has any
ideas abous things ra o, Il sare as fedl ke 10
Rz rhm,
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More Advantages

of AllAdvantage

walll s your cwn pagss inslead of the
ads. Certan 2%erstions causa the view
bar andior while sysbem o crashe 1T ths
hanpgeerns, Roeeer your rmolse over the A
5u.._m_._ﬁm.m_m iz in Epstray (this will gel dd

KireC

ma srtiche written about Alldvantaos
in the Bpring 2000 issus of 600 causad
i b ook o the programs for myse, in
s, hex, and reverse cormpils mods.
Theay pay 50 ceads par hour n_*_u_a_._q gt
il oN_ aly if the browser is highlighied -
ihis i5 unfEr because most peogde multi-
Yk, while wsing the boowser and don't
gat cradited) for up 1o 10 or 25 hours pr
manth. You gel 10 conls per raur of 8 fe-
ferials Sswding bime, But you can enly g
cald for the sarmss amound you hie
surfed (i, if you e sufed 10 hours
ad they heve surfed 16, you csn only
gel paid for 10 of theirs}, s & Bne deal,
i weoepld B miuch B2tter o if count
time when otner applications wenz high-
fghted, not just the beowser. My goal =
cEArining the program was o shut the
ads off, 55 wal as the whide bas, ard Sl
oo paid, | vsed the green LED bo best
this, az well a5 checxing rmy account sla-

. tus dafy. Gresn LED means you're B2ing

paricl, i rsans wou 2men't.

ou do hawve tha sbdity 1o durn alf Al
lEBdvardage ads, but nol the whola Box.
The program needs Intemet Explorer or
Metzcape instalied inorder o run, soitis
dependent oo thoze programs. The easi-
estway to stop the fleshy graghics @ o
52 inta your browser aptions and furn
graphics off. [M3IE & under the "Ad
vanoad” tab, i Multimesdia. Uncheck
“Show Pictures™ ) Before using the pro-
ramn, you =0 modify “starupgif” b e
whatawer you wand it b be. The vigwhar
will force the image to 1, 50 miis size
dossn't matten, oo can alsa change
“stadtup hirmal” b changs what it stads su-
tarratically, Whenmawer | sk the wiawbar,
| loci at 2600,

“feu ade free bo alter any of the himl
files in AlAdwantiage's directony. Howawer
yiou shoutd write-protect all files that you
aller and Backup the originals, Afler you
star the programn, il will create a fow dif
frenl veb ﬂmm_mw in itz installation direc-
tary: “matd.hemi™ and “ad.html” which wil
b deleted when you quit the pregram.
While running B bar, e those wo web
pazes, ard dekein everything in betwcen
the e <nodframes </noframe= Lags,
gave, and then write-protect your altered
files. Mext Frre: ol foad the viewbar, you

of the Alledwaniags won) and Hhen loder
your sereen resclubon, and say. Mo you
do not like it and want it changed back.
Wour soresn i% e risdisen comrectly.

Another way 1o just dizatle the ads
and keap the viewbar opan invohbms &
hiex editor with code access, Boe HIEW.
There is hbml cede inside of “vigwbarcoe”
that should be altered. Find the first oo-
currencd of tha ASCH “hml™ and thats
whiat creates “ad.html® which shows us
the 5ds. First ocoerenis is o ling
00435180, Don alter the hax here, alter
the code itself. Change lines 0435110 1o
DOASAFZ Loy oo commands, hex code
B0, If you changa the nest lines, wou
wion't get paid Bocause ey coatiod tha
LED. The wiswhkss I3 then only kasding the
page "motd himl” snd won'l show vod adz
(it porforms NO_Operation upon loading
“ad.html™). 1 coufdn't figure out how to
shut the whake bar down, but these fixas
will lurn Ehe &% off. If amyone knows how
b turn the whole bar afl, that would Be
hisljful, Anypone intecested in continuing
thiz project should nobe thal the coogram
appeacs ke have been wiitten with Visws!
C++ bacauss it uses an MFC (Microsalt
Foundation Class).

A tar as | know, AlAdvandags can't
dtact thase, bid thesy will prabably slar
soon. They'll probably fie thess bugs
quickhy and mighi canc] your socount if
ved L this, That's why you backup the
origina! files; rasat evergthing when you
doeningg The mew weaba, it will proba-
bty check for some of these fioes.,

Even if you da shut the ads off, you
slill need ta actively surf {=ther in persen
of with & program}. The paint of s was
just to seo i could be gone The best
way for AllAdvantage to detect these i
for them to check the user's actions
hased on repatithensss and random-
regs. | don't condore turming thes ads off
and cheating hem, nor da | condone their
act of only crediting your sccount if your
broweser is Fighlighted, "o are the ondy
one responscle Tof any scton taken with
thes Inforrnstian.

Swrerer 20600
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OVER THE VERIZON?

Wz piustiad 06 dheaaing regrisioned by Verizon, Ca: mow mresive SaTipeny nieed By the Tecpes bebw s Bl
Arizrmne and GTE, inchding such clissics e worbron-nine kst ot oo ars! wor comsbeie orz, They seem 2 think
Tiarmd thert hew
Ll e e (o R
fier, Thay eonl s o thretenmg lemer aod domvuslal thal we hen i gves o them i s Apparecry _._._.r:“.u.n.q_..r.._ that
» Jubtic, meay gew sites have Boes nesslined by

TEEARINAs ) W gralial vensons s s pe -
tligvr i e longed Comain coame pochlsl
o8 all the: “Faleon siles wpve uncovedd, Revusrher, they

that if they s 25

feniy wends, aubwdy will ke ghle 1 pul g oacene e don't ke, Wha
Tzl s L Pariamn ke,

w1 repisered wWoizenBEALL Y covken comL That Gidn't g o wella

CRCTETG Surpoaincs o the 2t i s el Sires we made
adivaduals with all Kinds ol nasiy kesorpgons of Vesiatn (=a
..::.:..n.:..__m.,.m_"..n.:...._r._....:qn.nu.:nn...-“n.uq_nw..-_.._Lf”_ﬂ_v." e,
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Securing ASP: A deeper cut

_uu_..n..mﬂ_._._—...
kentiftegels.org

Inissue 1711, Guinsl provided a
primas on seowitg AZP-diven dala-
bexse-cantric web sias. If vou have not
read ihat, it s worlh deing now. In this
sriicle, | 2engaing Le expand on some of
ihe izsLss Guinsu glossed over and ds-
cusg some aiterrathes. Mol thet Lam go-
ing o provide the el do-al, Fyou
waat thas, read Richard Hamison's excsd-
lent bock ASFMTSA0E! Wb Secunily
(1992, Prentics Hall PTR).

S5L is Only Part of the Solution

Jne princpal of modam infornstion
securily = not b make your securily
defealable, baof mter o make it =0
casihy {nterms of ims, computing, and
oither facters) &3 fo deter &l bud the most
daterminsd, Anclher privdipsal is thal the
mire: you kreve about the paritas in a
irarsacticn, the more frest you cs0 heve.
These principals manifest thenmehes as
encryplion and authentacalion, Soouns
Socked Laves (S5L) is the cument
methend of chaice for encryptlon. For
good reasan - &1 curmant levals bresking
128-bi based eocnplion would roguing
incredibls luck or barely imagnable com-
puber power,

Defeating authentication is a differsnd
matler. First | recommend that vou do
everything you can to creste “real” ussr
accounts for eecured site wvsers, By this |
maan popliaie an ADS or NTES st
ture with accounis. Then add these ac-
counls b groups. Firally, use WTFS
AGLs o tlock down®™ 1he conteat and
Scripha b ose groops,

Wiy nol just store wser acocunts and
pazsword in, sy, S0L iables? Teo rea-
orsE: Wellkseoured directony services
tendd bo query ared respond faster than
compsrable 200 sinuckres. And dirsc-
tory sedvices tand 1o backup and recover
Suicker and betier in the svenl of disas
r/m;m_lqn._z_._ RDEMS servites,

Heap in mind that [Users wil al- J/_
WaYs Uss ‘pEsswand” {of sometling
ggually 9% inamal for ther password. The
weaker the pazsword, the less you
shoua rust it What makes Tor goad
passardlsT AS o slarer, | prefer

At besst eight characters, six of which
can b froom the Engish alphabat exclud-
g wirsels.

At foast twio of which mmost be digils
(0-gh,

Alleas cne must be one of 1, §, 9 or
..

Ma rrora than thees of the characters
in the pEseaand can be Tourd in the Lses
0.

Lagging users in cx1 b an issus,
Unlazs you know that your dients are
wEing Windows and [E cxciesively [ pity,
bud i happens), you're profakly going b
Fave to redy on the so-callsd “oesle au-
thertication.” The level of pesswand en-
aryplon hare &, esseniiady,
meaningless, Sa. if you are going o
have to do it at lesst reguine thet | ze-
curad channe! (8.9., an kips session)
Frias et sEaded fesl Then redirest to
an AL profecied fis set.

If you a08 oo 10 have & escune gz,
S5L ke certalnhy worth ids weighl n
rlyBdenur. Bul so & - 5 woa cannal
usa some other authentication technigque
- raquiring strong pssswerds, Lslng G-
rechory Services can b Tasier and mooe
Failure resilient. The besl aTect is
zzhieved by comining the three.

Understand Your Environment

What | mean by i is bal you neced
1o understand ke o securne your physi-
cal platform, bz [15 works, and what
can go wiong. Lets etan al the handwane
Jergaf,

A Good Foundation;

The most besic thing pou “must” have
foar @ Uity enviroremend & a firesall In

ey cpinion, Micrnsaf Progy Server is naot
qood enowgh in and of itssi wo fill this

LPage I8
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\\... bdll. There's certainty nothirg wrong
with bullcing & Solares, Linux, or BSD
frerewiall ot aan NT metaierk, &ither, In Tadd,
it can offer some pdvanlages. Meaxl, oo
zlder puting your Intermet machines in a
rehitirk thiat is othersise detached from
wyour intemal neteork. Yes, it vould be
rize if all the system wsna “completely
irtegrated” in some resgects. Sinc
you'll hene Ao b williogg Lo accept de-
graded security for your we platform, do
you really want 1o fex evandhing on 47

Oine ek Pver wsed is B use private
r=teiorks with nebworxs. For cample,
SUppoEs you heve theee (15 sarvers with
s papnsed, regislered 1P addaess and
you need an 0L soreen There's wery il
e reazon 10 uss BN expossd, registored
IP address far thal. 1 pou can uss
IPEASPX, wou pould jusl add an extra
KIC b ssch weiz senver a2nd o the G021
server, bind (FXSF te thosa. Thus web
sereErs Can LR e 1o the 500 serser,
Tt wol eimingiod sorme risks e not sx-
sosing the 500 server to IP-besed at-
tacks, P IFAEFE 5 ot an cpbcn, usa
priwade ard nol racrally soubss (10,
172,16 and T8 1685 1P addresses B
cannect machings.

By he weay. never pat both 15 snd
SOL on ther booe i at all possible, You're
just begging for both porforrnanoe and
sEecuUrity izsuss by doing this. MICs and
fube are cheap, Lost orders and leaked
cliesd inforrnasdion may not be,

The ASP Ohject Model

AZF i really nothing mmona than an
applizaticer that runs Insde the ASF
procoss, I some respects, 85F 12 noth-
g mara than a scoipt interpretar. WWhat
= difssent abaut ASP is that i alsa re-
{mirs shale by the uze of application ard
sesson oojects on e server and ra-
sponse and request objocls foermed from
i HTTP transscbons. | ao'd go o and
o ahout his, but prefer not b2, Get &
copy of ASF 3.0 Programioer's Befer-
ance by Alsx Hamer (et al) (2000, Wi
Priegs) foe the nithy-grithy.

Gunsy discussed the session chject
st length. Most of what he said was as-

N

praale, To gvercore: same of 1heza Y
issuEs, | recommend fhat 2% you store in
s=sslon i one of teo things: soma
unigue ke b resresaal the user (or
user-sossinn] and o nefmaeoe 1o oan M1 S
cbject that contsing your data, This gobs
a kit comgioaled of courss, but qm‘w..u.
hzlps Both perforesan: e Securiby

Tz thing that [ would paint o is
trat cockss ara n...m_uﬁ,._._-_.ﬂ_m rore Unaer-
sally actanied bul if wour dients refuss
E12m, woar Lan usE seneer-sike: porskis-
tencs instk=ad. Basically, this works as
lorky @5 yoU CGan salely assume thal your
clicnk waill bravee: a1 fed TP acddross {or cer-
tficate serial number) for the duraton of
rair wislt b your e, Yol could then oo
wisme sorre il slore usg this &5 the
ke,

Bormething | felt did not get well ex-
plamad & (ke AEP wges COM {and
GO+ 0 parss seripls off [ oan inter-
preter. Thus, as long as the program-
ring language yvou chocse bo Lse
suppoarls COM. you can use it within
ASE | prefer PorlSaripl, Moo AcliesS-
tate's ActiweFerl. Forwhat it's worth, Perd
iz ml PERL.

What Can Go Wrang?

Like airy sysiom, power cutages,
thef:, fire, snd other common perils most
ke consdered. But some Maorosof pro-
rredures and products can yeld vnan-
nonced protioms. A& key one o
conzider is FrontFage and {he: Front
Fage Baréer Extensions (FRSE) There
s alhiers, of Sourse,

As% any kevel headesd SysAdmin
stcut FPSES and if you dor'l ged i it
ler beer face,” you'd beter disable thair
sztunl auackly (or at lesst rmake them
recite “Securty Gorsiderations® from the

FPSE Rescurcs K" fhros lrees, ool
kiad, and in thelr undenwear bafore the
CEC and T, Remerber that Front-
Fage was crginally desigred 1o mexe
Web pubishing es5y. It cregrriachicved.
Fart af the simplicity of FrontPage i thad
il maraged the marshaling of fles o and
from W servors ansgarenty. When
Installad on defsult MTFES o0 FAT _"_::_.L..\h
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/7 tons, anyBody with FrontPage e
access and edit files too easily. They
can even upicad harmful soripts and ex-
chulable es. This & obyvioussy aod a
good thing. Even more insidious, shnce
FPSE ane programs, they are suscest-
ble i dass atlacks e buffer overllows.
I o nal Kneres Ehat “Nedscene ergineers
ANE WEENIES any More than Microso
CEYEICDErE Bre @ litlhe oo willing bo oo
promise good security for ease of use,
el you can edtually tame these par-
azibes - i just fakes & lidle work, When
irstalling cn Wisdows syslems, ruske
sUre tal you pot your inelpul®, rood enly
on an NTFS partition. Make absolutely
slre 1o complslely remove the “svery-
one” groug: from the ACL: for the parti-
lion or path before you install 115 (or as
00N BE yoU possibly can herealend. Do
fod e, deny “avenybody " as no-
body, ot even the Administraters, will be
ablz o scoess those directoriss, For
Qoo messure, | afso bum on most of ta
Suditingg Teatures for this cath - just to
ses what people are doing. Installing the
rmczst currend version of the Microzaf
Crata Access Components (MOAZ) is
alzo a prudent ting to do beforg f1-
stading 115 on MT4.
Maxt, make sure you have the meas
current version of the extensions in-
stalled for vour platieemn. The ones that
Efip "Cipticn Pak 4" and on the FRE3
media aren’l. Inslall thess Immediatoly
after vou get the IS zervice inskalled and
well belore you connest e machine to
an _.:_.ﬁ_._._m_._“ e, Then run tha FIFSE ad-
femisiration program and mn he “chack
ard fix procedure.” This wil give vou the
aption of Mightening security” which vou
shouki oo a2 s00n as possible, And, 25 a
maller of praclize, install every servics
Fack and hot fix approgriale thereafter,
Somedhing thats octting & lob of gy
a5 | wrile this are “Denal of Servon Al-
tacks.” Do3A's are not hacking and
You'nz ol 9330 because vou can g
them gz far 52 I'm concerrad. On bhe
E..;.ﬂ. Fand, if vou aren't desizring vour
_/_.”w_”_ Appe considening that somebody

will pourd it just to see how much

abuss B can take, you are not dalng
yoursss any tavoes cither, If vou cresle a
bunch of objects during "session on-
stard”, even tha “*Human Ping of Death™
could knock cut easily, Rula of turss #71-
Create session chiecis sparicgly, if st 1.
Fodle of thumb #2; Expire ohjects sz
nuickly and exglicitly as pogsible. A dug-
Fsh s=rver is almos: abways Betlor than
& dasd g,

A srrall but dark cloud for vou Win
dowess000 falks: Waich cut foe WinhDAY,
'WebDawy fthe Wab Distrituicd and Ve
sioning Protocad} extends HTTS com.
mand g2l [ alkwy FPSE ke furacbions
tand thesefore, wesknesses) withous
FP3E mudding the pichire, With ek
(k&% and encugh access rghts, Talks can
apeat. edil, and s virually any fig
they haes access ta resnlely. Agaln, fak-
T great palrs 1o edit vour ACLs can im-
pede the sbase of WabDaw

Thers: are @ couge of odhor comae-
reerds o Keep an eye on oo, One of
theza ks the FileSystern Oblect and ils
Siility o redsd and wrte files on the
sever (soa Thuck Newman's *Sharing
Texx Muzn® at weenswebdnchniouss. cony

archives 2000 newman. Ak, be
vary carelul with zny cbject-cod: library
thiat bds wsers ool files i sorepr [SA-
Fik:LIp and ASPUpload]. You'ns Just ask
ing far a troEn boose i you make thase
boo 225y 1o fing and uss.

Sleeping Well At Might

o, with all of thes: threats, gotohas
and greming in the ASP envinonmend,
CET WU skeep well 8 night, assuming
that your web servers are safe? Taking
tra staps outlined herein can bip, bul
trie Bes v can hopae for | that you'va
i il lough enough b beeak your site
thixl the siHeckers will oo elsewhere o
fum. Tha keys k> a good night's elurcker
are! wsing sirong enciypton ard authen-
licilion; ynderstandng and hardaning
your environrtent ared keeping abreast
o, & reacling quickly to, what can go

WIC
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Jello Biafra:
Hacker

¥

by princessopensource

Jella Biafra, former front man for
the Deed Kennedys, social activist,
ared keynote speaker for HZK, has
nenyar built 3 red box or hacked a
FEX system. His "elestiness,” how-
v, s undenlabla.
_ In & 1237 interview with the on-
ling magarine Bad Subjecfs, Biafra
viaiced hig supparl of the Internet,
along with tha need for it io remain
uncensarad, His commitment ta
free speech in 2 farms of media
comes with parsonal experienca. In
1936, arcurd the sams time 2600
was celebrating its secend birthday,
poice raided Brafra's home, search-
ing for a poster of roting genitals by
arlist H.R. Giger, copies af which
the Dead Kennedys included in
their album, Francenchrist, Biafra
was Changed with “distribuling
harenful mattar io a mincr,” bui the
caze was later dismissed, Biafra
has sinGe become ona of music's
most ardent supporters of frea
speech, and is & vocal member of
the organizalicn, “Rock Out Censcr-

ship.

_“...__u__._m with his praize of the Inter-
net, bowever, Bialra also had a few
warnings about s dangerows po-
tental for misinformation. Ha cau-
trored against aliowing all the
information the net bembards us
with e numb our minds, as well az
not being sucked intd the belief thai
eventhing posted on a websile i
true. These words of advice are
consistant will1 Lhe hacker athic by
wehich many of us choosa 1o live,
along with the adage, "k _.__u.,._..mumm
is power.” comes the respansibiity
and desire to search far e truth
and wezd it out from the bullshit.

Summer 20

Jella Biafra is right on target with
i wiarning atoul thea sgnse-numibs
ing experience an avalanche of
multimedia can cause, Ifwe do nol
Lake: & slardd against Inlemet cen-
sorship, the net could become just
ancther outlet for the mass media to
fores-fesd us a one-sided version of
the “news.” With increasing [ftigation
T _u_.u_wﬁ.”...q..ﬁj_ﬁ_u domain ranes
ard software, a frightening future of
the Web as a silicon-basad equiva-
lent of network Welevision and Top
A0 radio may rof ba as far off as we
think, i

Hackers need Biafra for hls mu-
siz and his mind. We nead albums
like Frandenchnsf 1o remind us what
can happan if we idly sit by and
veatch groups like the MPASA and
RIAA take away our rights o create
and use code and share music we
ey wilh athers, We and wp s

pla the Dead Kennedys mocked
n 50003 lke, *The Stars and
Stripas of Corruplion.” *The blind
Me-Generation/Doesn’t care if life's
3 liefSo easily used, so proud to en-
ferca...” Biafra's post-Dead
Kannedys activism and farmation of
his awn recaord label, Alternative
lenlactas, serve o itlustrate that we
must remmain staadfzsl incur ideal-
ogy, A corparate job in eystems ad-
rinistraticon docs not mean we
should forsake our love for Tguring
oot the “how's” and “why's” of tha
ways hings work, and we need 12
gnsure that the govemment Goes
not eradicale our means o do so.

Jello Biafra's presence at HZK is
sura to send a powerful messaga to
both hackers and non-hackers alike
- information does not ?m" want 1o
be fras, it needs Lo be That way.
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Hacking the
Three
Holed Payphone

¥ Monrenfernspreche nmann

Cince cpan g 1 thers were T comoirs
Lo deciphey, ao electrmnic vaies mail systems,
ne: calile TV, and o lifirmel. Thee was pee pi-
sl phoce coompany and ey hailt, vweed, and
operaicd all the paypocss. These payphones
By skndardizad, They camne in oo cilor
(hiack’ and i one hesic wvle faoe photil.
Think wbour it For almost fomy vears, phane
backers I the U3 and Croacs were all tamper-
ieg with the same pices of eouiprens. (er
T, unamilcoieed penpds 2leasad 4 sobstanrizl
body of infarmatice an G meckanics s -
alputation of s phaner,

Alrugh mase of thiz informagan is now
dreane, 1 may b of ieness 1o peeeenl Jaw
Plaiee phicaibs or vererans who wasd bo fens-
nisce, Tha basic clpracteristiz af his wnit wes
the tkcee diferent sizedt Fales co top for isset-
i 23kl dimes, oo quarters. Fach soin gen-
rutid o specific sound when doopood ino the
sheL A single ding for a nickel, 2 double ding
for o dlices, and 4 Baarly gone G 5 ouames,

Tirusgh Ceese audible chings, (e opemmre
vould "heart how o maoreey hod Foin de
resitid, These pheones werns invarizbly roeay
dial. athough sea: weoe retraficted 10 one G
ahep i later yeers, There was usually 2 cren re
urn plonger in e opper right {misting in Gis
it and a returm slen aF bappar on fie loser
Lell The noedy of the phece was Erided inlis
ren sl locked comparimaents, The upoe
part was pocessable W repair perero e sad rels
el imsncure. The bocem sodion was beavy
shee] end beld the goin Do Terequised o sipa-
rane Kiy, The hand=et was cocmacted with an
uzrTred ered amd hung in a cradie on the
lerr, which sctivated rhe nnit
The whols ching wis mounted on 3 casr melal
plare cun holl te shone secwsly and wealed
ol the hack ard gides.
1L buric game was 10 Uy ard peta Free or
cub-rule phone cal? ul of chis ahigzines Hack
Fensr Stralegics consistad of varizus codn ma-
nipulabons. messiog wilh the witing, or efud-
diing the: opmalos Caofowee i g -ve this
ol A dree leng distamc: call was far siege Jif-
ficnlz end prostigions than a local o
Luin IMacks
Thess phices reguired 2 coan o aclivase the
dzal lore. For e rmast oo, yow seaded o disng
of o nicksls josl G see i O phane ws
winkizg, This charpenasiic bed 4o baanoaup
lisz coins If & plwene was o of orden, Lost
_._.:..._ Clr s U Qo fnce and umdoiiee-
wlly began the adversariz] relasineship hefwoen
ehe phining public and the gabla: phone. The
[eatsl fimesmed mathedd 1o el 2 dizl oo was g
use A i o gicsulate e mickel o dime, Vad
G Jocvigm coins woekal Dawlessly, my -
senal fave siug U Tricidachan peony,
o gme ins dicg ding, hucenemem, Fov
RS PO Fa oy Aedde from enin ilyos
ks in high scheo! meral shop, a faverioe was
Lo 210 large foniieny brass wasker, Ava:lshl: [
the pivand, oy were the ot widls and di-
aneler of 2 dime, b uscally requized a 1
e owar thi: hede oo some pa 0 slow them
ckawn. They wers nar reliabls epcagh Fer o 1o
discance sall {plizs dennsic nive waskers) bue
“.....T.E wxaly gererces 5ial Lane By the rhicd
=i
A refher elegant ooin ick involved o nickel
amd sorne excrlicol lining. ¥ou dropped
nichsl iathe slhot wnd of wou Sfenumed G ccen
melerm plunger a1 jissl e sipht cine, vau g
roar deuble ding and a dwl e O coume, o
wids onby o S0 et discoant and it e like
hell, bt was kandy iF e wees skt on
chazpe. There waone pouple wha claired they
covald vy g el on a seene and pudl 8 cws bur
thizs was 2 myth sincr diaccten, magenis char-
terisres, jod rolling weight wers bay in get
Lingr g voim acoepoad.
Hardeaie Hacks
Allbwagh noe quise thee Fartress of salinsds,

Page 22

2600 Magazine

this basic phone was faitly well goanded. The
hamdser was anserewakie wiikeh was o hoce 33
vandals Bul vizld=d 1iite backing vpponiunily.
O eamain moekals oo coald plece a wice (-
per ctip, bobby pin, ele thoough ke coolk-
pives and then groacd the cohes end 1 a
conductive mart fzsuelly the ooin relum] of Cws
pheae, 15 dore porpery, s yielded 2 dizl roe
[ Tike Lo b Bovw somelbody siumbled
airegss that e Ancrher similar spont was o
edge a pioce o puon wrapper Tedl under e
heck night seam and shde it skewly up ond
o wsdil vou sbomind sl sermes cesendial
wirss, yieléing adial tore. §dn neczll geming a
malber masdy skock wkele perlomning this ma-
R R S T Y L

..___mE&_.,..__E_.c._.,.._.._.r_._.. wenl bt securizg U
phcne itzelf hurche wiring was often exposed. 1
Beciicwe il was g Urrer paic Ens, bol Lidon™ s
o many aires were asental. One pair car-
rieal a Cairle Bish vl loopomte 3 caic dop
snlzneid in rhe bamoam of the phene. Yo cash
wds bebd o s aleiee tbe coiaban 12 v
call was completed rhe morey was damped into
Epz B, vp vl B Ces Coin rdorn i ez call
was incomplere. T once witnessed a linsman
shanTinge Pueds ol al The jues Cigo B and
yielding a Inad af chanpe from 2 chgyged chute.
Hie e i Fe s fren &0 gin o repair o
phose thal simply had # Mol codnbos. Tz also
caicd the SOMPany S0y pUES SROntiones
Flacted UV dyed coins in e upper cod ol the
phrce ey ey and cafch cwir repair personoel
sbealing, §was never 2bks 0 repeal his gezion-
mance & yet | orce 2pzin goc 2 memosakle
aliadrse shick [or mw oTHe

Ao rzlanved Folks wene able bo momenler-
il bt Do 87 10 e S el A S Soesal call,
A bar in my meiphborbood had o decckl]
rigped o the L for rhet pleposs. They main-
1zined a Bell Svsbem comploce who hung vul
hers iz insralad ir. T was mmaoned vou could
achieve Uiz same clfod by plorving the icsnla-
tion wirth a pin.

The: pheonres won: Bacdaendd ageinss ariacs,
fvat thay wene often easily pried from cheir
aeeings, 10 cac was sralen, bomeetver, ir ik a
serious effom 1 geb il ooen, which Gissaorsgal
W HUE ARG DA thief. _....u..._....__u AT
Emawn o cheyr the codn reurn A rélion ST [
aancf i 2o reap rheir reward. This led po the
retrefl of o voir oo Brappdr (36 Pt et
was nar s readily plogeed up

The Bl amd oo Loas spensd upa socd
o poieshil ties for paypivones afiviooalos, ThiTe
wids 4 mroch siziple devies that predahes thesn
and was prery good 22 ylelding a (raz connes-
o Do U callor Seenesimess refermed oo as the
“Rrown bow, ™ ib was 2 cepad iUt sonlbe-
palan placid aoves e receiving end phone
Imne. Oy absarbing the vediags suigs whan the
phones was arsweed, the payphore belioved the
ronneclion was nover coonpleied anc repimed

the mocey when vou hoog up. Mol as factle s =
rans e, ot was sl o ol ok af el wers
calling someons with one of these devioes, A
pinone Inzzeller foand cows an mw house and b
Fasl confiscated it 2dong with balf o dowen éx-
TensHE Pones Har weas sampad “Froperty of
L Bell Sywomn.” Mever beard enotber ting
pher it

Soflware Hacks

Technically, fhese rid slsernomeshanizz] ds.
vives G witloul sollwane, bol Beoe wins sons
decidedly nan-handwane merods ra carsman
ing [hi payphone syslem. The mosl vhyicus
wi simply calling the nperarar 2nd telfing
Lkecim The ploos ale s Jisss, Semelice: they
watid mail yeu a dime koo mors often rhan not
ooy d pot hecepgh @ Jecal cadl foe Orac, For loos
disrznce calls, the nperzoar would come oo the
licss and ask wiu G0 doparst! e cosd of e Gl
thres mirtes. By edding up fe bongs and
dinas 9wl weni Ty v enlenad e coned)
armeunt. [f there wae a dispuee, cthey woeld sim
oly eeton Che obacae and Dave oD (ool i
Some ecremprising saul recordsd there soands
arsd plaged fee hack B was fislad whien re
recarder deposibed too mrch mooey, The opers-
For BT ivatsd e cehon ankanead, Barwhesn thers
was oo hanily recording of cuins smilling e
rhe rerarn slor, the pday wos ruined.

Laongy disdame: valls warg casily oesds with
bovgus or rezl credsd cznd mombers. Tre sysbem
s palIeically caay Lodmack, b e 31 had i
b readily anderstnod by tousands of long dis
TACCT CpCia s, Esserialiy, rhe calling card
nzmber was the billing phooe nomber plas
SO SXT0R Iening ke digie ard 2 letner The
letier comrespomdal ool vos of t speaits Jdig-
itk i the billimg nurvhen, S, say the thind digic
wds Une Row e, T Behee 7 i cabd Buedd
murch the essiged vzlus of that digit. [fyou
haad @ best ol (s nen leinea e dor a IV PeAr and
the Encarian of the key dighl, s could nuds
wray oo B ilioes oot Thens wane o
high speed vompuriors o verily saor nmocber
red in ezl wark Far quice 2w il T kit
Lk bt shesle, Ae rmczilivesal, 1B eodes
Shampad eanmally, berif yoe had & ffend wha
WIS I P, 2 haps a mighr warchman
in a bép office kuiling, youw coudd come wp
wirF esanph gambers o poreke it oot by early
January. Fhooe securily would invarialbiy call
the pacviver of 8 hepis card cell and ask if they
knew whe Bad called Qi Cened the Soiainsting
ooty Mo a good eestam if won lved with vour
et [

Abbiz Hafmaen publisked a lo of (ks souff
in el Thiy Book, arsd 2110 Erguise maparing
aTods their ramenal “Frome Free®R™ articls in ke
sinlkzs, @ WL ob i came o 2o end. Evenrzally
the sizgle hole “Urban Forlress™ phoenes phased
el s chie-hede pivane znd we 2l ot o imn-
prove our skills to staw abead of U curee, The
reeer, af orvarss, it ksocy,
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PACKET ANALYSIS AND
HEADER SNIFFERS

by Javamen
[ ducidead nol 10 kg apo that Towantkal o paiy
a dezper underdanding of how intaoelwacking
Tt o the bom keels, 1un_._._._,n_.__wi._. the Fare-
ton St Blersctions of prococals, Aler
studving weveral RFCe, wrizing sovs code, and ask-
ing many questinis, | feet mukh more in svach win
the raw gt Needing soross my CATS srogsds thes 1
ever tave belore. Hopefahy t5 amicle and e cods
atirched will —_u.-_—.“ ol g e e u....._u_._._.u.w
Thie: pescker sy askowhist D or she: oy guin
frem realing this artice and xsmisisy the aloched
soece. T hoped o tergen soeind s dhe o
pregramimey %l st 0o Jeam 2 foem al nawork
coding. the svs'zed admin leaking o 230 = feow mare
ioeds b thed kit ool th begioring hacker mreneaal
St oty o nelwark level skills o his o herca
prbiktics,
- This is 2 gond time w0 mgaton thae all eodr: Jan:
is For educesiasal use enly, B e rever isnendel In
b ht bpsis of an abock, thereeiosl or zok The
sopcy dxplaved was Bl W leack me
severdl thinga, vancls Liopap Jthe
Feckst capiun: library used 1, kv
Tl packel anzhvss, and prossi-
_"__u...u._.:._..m_...a.n._.”_.u“ Intrson
Dretertinn Syimom ovbnigues
Aeih il sasd let's disouss
o Basic nErE R poraopis,
em v 0o G Envader smiffer
[
FProdocol Ingrndisctiog
o Almoslewryane wio s razd-
ing thiss amii: kus Beard the t=m
TCRAR, Bt all may nee eoalirdand the
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that Ciom 35 spying o0 itk customers by looking 2
what sites they connect ma! Whal bustoess do ey
have over what site [ eonneet 1o Well, aside froes
hzning reor Inrernet aoees o 14 devs, Tgocin
tromads wich iy farenls and am poing b2 have o
hard tizee ever Waving a 2600 again. fas theoghe
Yol s el Liks 1o koo (dat
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Al the aften vove it and banve Simle of ot ander-
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SHA o etk P CORPGATY TAAT andverifandy wike!
& peard vz iy g Ras same reckeiead bapnideds -
w2 e GOMANY A B Jededees, Rat ko
muimy meepls Rave e shifily [ choone ome roble
prvecider groer geocher? How sany mos-Foarfme

N rpvmpenier i cabli aovei?
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T read taxcin's 21 on AlackTCF in dhe Epring
21 issue and £ jocr wacval o mention dhar chis
TrewalT” seems wo consiler & ping o be 2o attack!
My Iriend {wha hes a cable medem Bas aCopy of
H, ol T noboed B wis v np & kol of "
Eacks ™ Twondarad hoaw H anyone even koew
hix I3 since he mever even din anattdng ocher
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ping or is it je=s me? Mo
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oot Cineme wride 1 sk abowt Cox Commie-
_._...| jons chuannel 187, which coctained whar i
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of TCA Cubls, whi was. jusd .w__.-.....m_.__ o by the
much farger Lex Cable, Twss the cade admin in
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[% is oo practics by have g spoctrum zna

TET WP & the colle Beadend by el yoo whad kind
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2 chazrel so gt the Aeld echs, cas v (apl ingd the
field, 2dras things, and thea plog
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this case). and sz if they dod any possd 1 kel the
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a vable company. especially i1 yoa dio it a lot be
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FaPep wOUr SRETRL [0 the source, I woa do 1t
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For soce r=asen Yo davide ke da it on a megular
endior panerzed hisis araf then you stan steing
bunctes of ol rucks in yeor arza, voo wall
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10 VOUT area.
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3 dike i, pan dake Lheir man bours paay
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amlle:] “Ilacking e Mepect.™ 1 Fooesd fhat 3nferms-
lien bo b very useful when | mamad sl upa
new il code on my phone ar wock, Well, nes
That 1 have e Aspect sozich Soam, M COrin
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i skt thal switch so l can begla Eaving fim
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no] g rause any probleoms, She | :..:._m_.__ it Ba% it
catelleont show of polidee] v smenees and gove me
the fi-ahead, 1 pasted them onn s fow diffarant sos-
ifinl bulbeBz boards aroond the sebogl and 1ef it ar
Ural, Big mistakes. Ao thier hooms afsr [ posted
thim, [ god called domes o the offies. The paimcipal
imenediately deoandsd ro koo i1 1 had possed te
Ieafer=. T said | fad el Fe blew gp. e threzsened
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1= wirh wemapenshon for “incitog sodenls Fa illegzl
H__..r..r.nu......v 3 .n.mﬁn_?.:__... T crwezghn sirerding the
witde oof (me “LMVD priranes” creant [oas 127ling ped
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sver Bl o M. S0ME @ g Jralgho up Lo o
2o berppal i ok oo damige their cempuers. T
womedr i | weald ...u.mi..,..h_.._..;._n..?:._“u ..:_..w__.la
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sovailve poe bring misteaed ashele Tot well w-
C1was g Ta (Tesehor s Assls
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tmnscling Lenter and this hacker wild e canght ™
C...a. Bt irea Teogheet bt apse of how peomid
Py Wlk w0 iy 1Rl e compenens wers hacied
- WL mas simpiy chasge the backgnwed pic-
Ture:. What 23 the: werld eoening e when sehoals
iz £EId e b think o changios, o hack-
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Blugader, The Tide on a srict laash
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porple in power thene, They el me many things
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whem m__.“E..:_._m._._.n Fatare Bivemisements foe i
CATTERE .
Palrick
To SPord Wb, b Rl e Pt either wep
on Marssinlare afvermirasauarr der reberibery
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Ml ad Aever o har - i slegdy olfeeed doeu-
MREARE IR g seen M el St nar st
Founad TREe I wracthy oo podet - A0 Saliced
FOHT GOV, W RoRTT Bare Taveed the rafenne
TR date of ey G ReE et she g v
showph v i noe enidence. e fede vl Rae
RGO 0 Sy b in GRY Asian e g ki
party Vi can ¥ go down shar racd G woce
Sel¥ By Iowing thed anvone Falink enaugi
Sl DGl fogfe Broverl oo Mu et
cErtamy 2ot d acwanted taker e qparionds,

Corinucd o page 48

Sumimer 2000

fage 39




[ Continued from page 5 |

o dovseer b et i furss el ihie same thing: In
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Eorn. W didn b een e amand 10 publiizing e
sha o, for that matier, making 4 e We simply
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by obitus
__cﬂn:m_@.ﬂmﬂ:ﬁmmﬁ-:mﬁu
The purpose of this bax is
to add a measure of pri-
vacy to your phone calts. 1L
does this by blocking your
phone when someong else
in the house picks up an-
ather phone on the same
axtansion,
Theory/Background
This bax 1 based on the
Fuscia Box that was in-
cluded in Hackers lnfor-
mation Report #2, | was
not able to gal that box
working so | sel out to
make my own, simpler ver-
sion. Basically this & the
thaary behind the devics:
vaur phione line has abec-
tricity rurining through it
When you are talking 1o
sameone, the veltage is
around 20 of 20 volis,
When someone picks up
another phone in the
housze, the voltage is cutin
ha'f, The box runs on fwo

15y zenar dicdes. The
diodes only allow the elec-
tricity to fiow throwgh it if it
i above the preset voltags
of the diode. So when
fherg ane b phones i
the housa off the haok, the
yoltage on the line is anly
ke 10 wolls. That isn't
enough to flaw through the
dindes, which causes your
phone to be blocked. You
have to use two zeners be-
causa, depending on how
you hava the box hooksad
up, the elaclicity flows
through diffarently. With
anly one 7ener, the box
would only work 50 per-
cant of the fime bacause
the zener anly tests the
vialtage if the electricily s
floaving Unreugh it from 2
cartain direcion, From the
aiher diraction, the elea-
tricity can fiow through
freely.
Construction
The first thing wou want to
do is run over 1 yvour local
Radio Shack and pick up &
few things, Hera's what
vou naed:
1 madular phona jack.
2 15v zener diodas (they
come in a two-pack).
1 small switch, such as an
spst micramini toggle
switch (the Lype really
docsn't matter - you just
want it small encugh o fit
in the phone jack). You will
also need a couple of feet
of phane cord.
Assembly
1. Dpen everything up and
spread it out on @ clean
workbanch, You will wanl a
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screwdriver, something fo strip

wires with, and thase directions

clzse at hand.

2. Lacate your modular phone
jack and open it up, Inside should
be eight scraws with elght wires
running 1o them, The bea that we
are working with are the red and
the green.

3. Unescrew the other screws. You
may want 1o keap the black and
the yellow wires. Cut the rest as
clos2 to the socket as you can,

4. You should have a red wire and
a grean wire running from the
socket 1o two separate screws
and zix empty holas.

3. Mova the groen wire and serew
it inta an empty hole,

6. Maxt, sclder bvo short wires to
the poles on vour switch.

7. Than zolder the two anode
ends of the tea Fener diodes.
(The anoda end of the zensar iz
the end not marked with a black
stripe - look at the back of the
packaga that they cama in))

. Take your phone cord and cut
off ona of the plugs. Peel back the
insulation and expose the grean
and red wires. Strip the ends of
these wires.

8. You will want to screw the red
wire from your piece of phone
cord 1o the screw that Is hatding
the red wire from the soccket,

10, Mexl vou will want to sorew
the green wire from your phone
cofd Lo the screw that isn't holding
anylhing ai the memant. One wire
from the switch and the cathode
from one of the zener dindes will
also be screwad bo that screw.

11. The other wire from the switch
ard the cathade of the olhar
zener will be screwed 10 the
screw that is holding the areen
wire from the socket.

12. Lasty, drill a hole in the cover
of the modular fack and push the
switch through. The cover should
Just snap on.
That was easy, wasn't it?
Use
To uze this sucker, just hook it be-
bereen the wall and the phane.
You will have to figure out which
way s “privacy mode” and which
way i “bypass mods” if you usad
thie toggle switch. To do this, call
up a friend and tall them to chill
for & second. Flip the swileh back
and forth. You should be ahle to
talk to your fisnd with the switch
in either position. Next, run and
take anather phone off the hook in
the house, Run back to the phone
with the box connected to it Flip
the switch back and forth. In one
puasition of the switch, you should
ba able to talk to yvour friend. This
is “bypazs moda,” A flip of the
switch should yield a dead phone.
Thig is your “privacy mode.”
Conclusion
This iz a pretty easy box to build.
Thers is a imited amouni of sol-
dering involved, so evean the
novica phreak should ba ahle to
build ane. As | sald bafore, the
concept of this box is based on
tha Fuscia Box arlicla in HIRZ. |
just simplified the design & bit 1
have found that these modular
phone jacks are useful for building
boxes in. They are fairly small and
portable. Thoy can be used to add
features to almost any phonea. If
vou screvwed somes wines with
gator clips attached to them fo the
zamea scrows Lhat the ploce of
phone cord ks screwed to, you
could make a beige box that
walld bicck your phaona i the line
you were trying to phreak was in
Lsa,
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il the s had bean nve zabed by the: proger

Srremer 26000
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smtherites, DHring my sspensicd. 1 resazochod
e e 3t hasd and ool & Socument oa e
prici server manafacturer s weh siee explaming
chat thars wa# & bag in ol frzoware revisicons of
hen ard that & PHUP=] ag acaid averrids a
Furd eoxted mliress after ome perver rebood What
was sepzally happening T The e queses would
Tock and in cedsr s clear thaem, i becall admin
wokd rebool in. 1lpon reboaling fe server, 1
wokd Toak Far a ITHCP addness, mid Be ohle o pet
o, and then st the 1E w0 QU000 dropping it
frioon the LAN, Berorsing to work ten days Larer, |
presiited this infrrmorion bo the prop sathin-
s, ol oo b Wl thar oy Fotune with fhe e
ey “didn’t bock greed” L was then Wil s owiiz a
Viss-aas letter ta thass involved in o o Kesp
o joby, | oomplied, Afrer 2l Thad e pay oy Bills
ard eliddn T have 2o Fack-up plan. A wock Laler,
noiRing happenod (o me, b the poisd team bad
released 4 farmal memn epdacng thesr ooginl in-
srmgelions wirh hath the ooocienated commars®
anel the DHCP< sotzing and, of course, taking
full erats for tae i 1 juss wanned bo shane yvl ao-
ceher £xample of how Corporate Americ oot
mex 0 persicoie s o ikwiduzl ._._._.u__._ﬁ—__l mepichin
from car knawdedioe, wed then take the credil Far

% dissdnanie
Starting a New Meeling

Dear 2

1 am & avil reader of your maparing and en
oo i very mich, Fut ] el | 2 miszing out oo
somethizg b mof heing able po atbend sy kecal
meetings bocanas, well, therz aren™ wey live 10
e sl boring srare of Delaware, Whese can |
find ather islereoat pecple in my ancs whe woskd
b inbereeticl in srarming meelings? [ wanl ko Teip
spreaed krivw ledps w0 that oar sociely in Thelawars
will b min: edaconed abour backing

Feul.l val.ue

Wi crerlate B 2re Hiane peanfe in s
s wh ek vour rereatrs, W raggest Sading
ar pldie the! ¥ 5% B0 go7 w3 and 15 o ity poyu
fatead rya. vkt guideline s on oar vl sine
anad ger e weord ast Rowever yau oes U cun Idfe
sevgral mantid T bedid g meenng mocon? pive
up Miere ¥ prey shar ihere @ prople amunad s
S skl g,

Dhear 2600

I woudd foat Lioe o say that | think dw MPAA
and MEC are o hanch of money hungry asteok |
Bave priznad cur and posred cver 200 dyas all
over Wilmingzon, Middlepoan, and 2 coupie of
ather places in Delzwnne. | went mméa vidoo s
and gave people copaes. 1 oo just mving i
conEChouEness phoot el this crap

newrpphiller
Praise
Diear 2600
My haos ofr e 2600 - the aaly enles hacker

reorance that has o i ziened the weck
kg provests ageinst e TMF and Workd Bank in

Washingpon DO, Apil 817, B sad car the workl
of fieedoan seekers is s Jividkal and mos hackem
s qnly software aod Bardware and not world is-
waes, Adner reading ciher hackear ard “gesk” mhor-
e weh nipes and onlize publctions, ooe would
Teavers Ter e roab fhern wws A pevolubdn 10 e
makIng.
Cmee again, job well dong. Keepup the good
wirk
Dave
HYC
Your dore T latvd 22 Be @ woetherman & ki
Wil wesy the hied &5 dlowimng,

Dear 2607

['m a pew pemadier of 2000, moy first s being
pme SR L o, T g R SEeiT K 8-
L 4 surprising ranpe of readers of 21 levels of
ircatligence, Mixzvd in with the grear baers ahaoul
receniy found peplaits of information oo which
eralicary soflware pochape sal-the-wesk has ab-
m.,...___u_n._m_. nia securily, yu v g the geniuses W bz
want podl oo elp them vandalize ther “n_._u.n__ =
wich sine of wha just wanl s seeal seaething foem
Fowcders. [n dealimg with &1 this, woo excel ab g
calmiy reading their mossapes &nd addicg a bit
e el ormation whene moeded ar polinely chow-
it 2oty e win +y really ane (el
they e likely Lo pofir (b sarczm in the Te-
AL .

Aappway. 1 juss resd the pric af dieniews
ren oty Bas aboul hacking (kcatad ar
wwrwerdueomd TEC [Lspeaalatackars gandas’,
) snzof, White v coplica] s the qoestions
il FesesLy, _nn_..r. nor, #oud infoermabon., the pool
it Soares OEF a8 o e ies songe. Whare
yialr Fesponees are will thisght oo ool =lrzse-
ferward, we gel Dir, Palmer calting hocking a
Tekeny, ahile immediniely jrocseding o dhisrusd
all the "ahical backing™ Bes afganixaoon togaged
.

Eirsrof all, T'd ke 1 wee the 12w thal cakes
Tueking o felony, amd seeand, 1'd ke v hnow
T adding the word “eikical” makes somethisng
bezica Tedonbonas, While thess intervisns (when the
replies are imcluded verbation and noc edibed Gar
speci ) alawoe Afweyry Wb I and the hacking
sormmminiy in & posd light, any cme szch wmin-
tervie | paired with the sooprrzee lne abaout
hackiag, the w3ils vams oal & inteberant Inasoge-
lenls, sgeocning menacisg wsnding techrokablle,
L5 s mabe imborvicws like thin!

of thar b5 thankldly
15, %o as Jong a5 7o here, my copics
plwaws b sinting vuer oo mivy desk oo

4 s 1 read, Tust so perpde don't ged the idoa
that =iy schood s g enpressive pood of Uhe slale
. Tra Cladic
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soater. The “How ta Stay a Sysadmis™ shiald b
required rewding fie the extire 15 comeinily, The
BTcle was a0 bns: - T kayve forwardsd it oo fommds
and cawariieri. Every Hrme _”.:u_. o issus al ZEX)
I never ki whal foexpect. This e por ex-
ceaded my ey hiph expectanions. Ciesider
e frocn this poind Fooweod a subserber. My
check lsis the mail. Keepoop the gocad work and
danks o kespeng the world safs from unjust cop
P e oporession. An infarmed ciE
TEn 5 a hfier ciliven

ANAC Numbers

Diear 2

In sz 17,0 soancone named Cassy wisly in
slzang cmar T will read back the nomber FUAETE
callizg from B shiacen'e work over P is The-
zand Cheka, Calitorsie The megk: einter hioe is
13 (hke heckwanls informasion ). Just tho
Fold ke s koo trat 538 doesnl work EVETY
whare.

5
Diear Z46: i 4

sz in dhe Spring 2EE issae (hal yiou gnuss
menrianead that vou can dizl 958 af 9580 40 have
e nuEieer you 20r callizg fram rionl boack o v,
oy area Qfelean, Vi) s nuesfers da noth
ing, Insreawdwy dial 811,
Een ol luck dealing with the MPAA . Yoo
uys shoald file 2 class socoon aait apséngd tkem
vieCals o af the Sherman Antared Acl (TLs
pory Class aciizaliy being wserol! T saver thooght
I'd eze e o)
Faleron

Media Misrepreseniation

Dhear T

- _”l.T..n_ _._mmu..n o the v aoed more in cepith o=
ey I Wt Foew Timer, Thome was pews al
Mafiabey. the S vl alicprdly launcted de
D% atcacks an UMM, heing couzhl. Although
think what he did wis compleely fovende and
shzpid. on MER ey secre ixThing shoan how -
Uiy expems” wens Mafiabay caussd
around $80 milhen i e Eominds me of the
Kevin Mutnick s2gal The ©MNM site was dons for
Ly b, poople.

phil
And & recenr @ muall Tvivar” W £aid fe Raee
e ever S0 Reifton by e The numbers
F ¥ BORSASCGL T el sy

srand your gpround on 2oy mach issue, it unckaubl-
ey otmess al 3 lemible Cme, e o yor o
Invodverent with dhe MPAA Lweun, T wculd Hke
b e press vy oot for 26000 1 haps we eod
this pial by chaking up corposale Amsrica, and
crprniigg O public's eves i awch capruption. Eda
codnon i fhes key

Ciela
Wi eapeciod am b edaor dnatirckr om wr be-
vereir of o nerrcatved witcekensd riate, B S i
Aty commared s whal will keppen i we doe?
raried el and every fime v 'ne pashed.

Dhear Tao:

This is in respesis o ibe lener from “Jak 4
an'Woerkem. Beice Vice President, Laeneeal
Commesel. Sraplss™ in 17:] regarding my sicle on
Siaples o the precixting s,

Tirsdy, [ haven't heard a Exle Tke thal sinae
_._._..m book Tatedonn: The fursuis o Canfare of
Kevin Miveiok, Amprica'’s Mosr Wanied Computer
Chlaw by The Moo B Ind It came | il

Secordly, Fack (o call wioi Fack ), you
“demnandied” tul 2600 ideanify me, wader threat of
legal zoton Wiell, I'm sermy oo sey that 2600
doesn’t kaoa whi: 1 2o and chersfions cammcd 1ell
vou, 2ven if they wanted'were foreed g,

Thirdly, vou repearedly cenoana “trade se-
cres” and “peiprichoy isformotion” in yeur leler
1 doube voiz arg saying char che foer Bar EAS
(Elecrronic Artich: Seovpillancs tar wura b
Flayess) stchions can be remaved fooim prcdoas is
“poopriely isTormation.” And saace mgst of the
ather infioy o in (he articls can he cherrvgd
with o niin: € elfort b a desermsed ob-
=zrved, the anly thing: you coudd be refering o as
Ulrade selrEls” ang vour passworda. In this repand.
Thave rao prisss; Firsd. aren't voa £lad @ was
ropecdle ke g when feond our woar passwonds T
Emean, ot leess §eaifivd you (indirscey, granted)

of the pooble i have bear soonecee with
T s ioizs streak who con’d have waped o all
wvour files, or, warss wirrewend with your sy

fem o cheverty and by thal voo scli wanlds ™
Brod, vears Jand ens of thousands of dotles oF
liwescs]) later, Mow, becanss of mi, FOU N W]
Al hepefully, you will whe peocastions o poe-
i imanthorized 200ess 10 v sane s ﬂ...__._“.__::.
ri, Winr'me welcome. My secveul point is in regard
i qusrmels temselves. Whils <0 BE
JelWH ST i3 reasenabls paciwon] for an Ad-
CAnE LAl anacunt. it really stk have sone
meove ioi-alphanumeric charocters in i sy make it
poargber ta bewie-farce. Having g prsccaced be anly
fomr chisacters makes 5 e, vy oo brune-
force. Fspecially when the wand are obions
{5 i o ke iraizhi from corponre Brain-
ur CCARE ) Uiz the soack
svmnonl (“EFLET s o plain dumby, as is using
roee spore’s e fellowed by o simple dight seies
_".W_n.u_rr.n.._ 27 ar the login neas baskaant
o= B TR e R

Iolrhly, 1 have soone sugaestions For yoa oo
o po el i sty of the along level, Be
changing yir pusscaonds o somcthing g &
a_#m.r-,..__u... I wva:id +OELs ther ._,...._:.—_"...r..n P,
cnve ks installed on 2l the céonpmisss, ohal-

lirke

Sterrterrer 20N

{




T in s roan
iy U AR oo ATLeT A thiea in
u.um_. "3 o iz ."_.....:...._.__g_ 14 change the defwch pass
.u..u......_ fior il s well apd eease
wsing “Frod K
ot b
i monsally chasge .m.i._ an biw
e, bl woa cen Bove this
Fiealls, sinoe it seem b i
= J—
aboul Gry seranty problams ; .
wop L say A woerd abot thass ups at the
Hoomme Do, the Tt v skl :...._r..un_...__ pigsa-
wonls for yoer A3 00 sewmem, o anything abaoal
your web sile.

a5 may i

“averick 212

ing heri: Taaking vt the | -
2 prd s maliving Lo Ay CWenr . LLLN
1l hapgssned o3l n mag. ._.....___._..H el B BET [F]
gy 1L was @ pifry Hide bug Cal B

: _q-........uxn.: _:_...
caed Frusiv ..w.fﬂ_...._.. Fermunarely,
HY .nn....__q y R managnd 2 08 T hagr sl
ok prics and for g, Thonk van CFET

Trite Securify

H!t_ﬂmm_w_:...ln_”_. it Dnited Seabes Puend Ser
vice web site kerking up a @ coade mhen 1 saw
spmething thal 1ooakdn'e langhing o They
b tis omling se=vice callid USES eBil Py
which can e w=acid 0o pay peslage and _r;.._. i
eliepes onling, £ the main juge, thiieis & liml>
kapa wh bea reads: “L75PS eBilPay! ....““nn
Foreoe, ™ P, T Ty peqle 12
- gz Thaoae® 1 edicied (o it
pope 2kl 1o g neal e,
ek Al 52
he Unitel Suotes

puise
Canridering masr maiihoces dan s oors Lz
focks off gamy ot JRAT (F @ rather frighiening
claim.

Listening In

Iear TN

1 jusz had bo fnally wiine and spesk B9y piece
In 16:4 Black Axe wrete £3 ardicls =An Ervin 4o
Pagizs Metworks amd POCSAGTLEX Interces-
rion.” First | roos! apk Black Axe G all ce
fyorars of pare fun [ have had e pEEmE
transoassicns The weeld berygcn ralen echne-
ogy 2od computer Tochinlogy 35 ghoedfig £veT
chiser. Anyway, [ thought 1 woald shame this
pieee of The grayire airwaves [picked up one
mighi: Mg Comminier cram: s prugres” divests
g &, o, Call po 8 504 .ﬁ._.u._ﬂu.._..a...“._
o el i1 e puter crime in pragress.” [
s fukzlly el el 1 ke 2nd feund Gu
Ioegs B0 an e-Gonureice business, The gy an-
swered, but | didn' feel like soeisl engineesing

thar cighd s fhung op. [ aoenred 2 ehoct 9012

PA. Thasks again for all 2

raflnp

Female Hackers

Dear 2 : ;
[“vr meoeicsd that femates wroally don'n s200

lemars b SENL This 33 _.,,... aase, like el of the
¥ hack of

_ ...._..__nn _.N:: and many ._u;..__ g (21
i nist brieg aleur whal £ Ja, bt anysms wha
estad in campil trers .? _..,, s
iple, I'E
fLlrce ,”_"._..r
5 2 greal phaces for womk
iz et pal whezad. Many hidi
socty and guas nes them
[ o't ko .u.ﬁ..__..u...._ w_L.__.nLn.a.__ﬂ
thay wall perpectid 1D
W.q_r?_ .m_....u ooty ol g bew probkan with i s

fz-

ha: "._”.._....Eq_._._ hl
knew i emuale hohiss o .._f.l_. o ..m_n_.u._._:
SAME T s{eCT 25 MW e e
Wi G gipar pou’ne ROQNGE Wil SUGAT FESpAT
oF ey s ke an G _".__...r.q..ﬁ TRI&RE 2 nove
pie Wi donT RTINS .: ar ail, Toxer dfear e

_:.._._n«... ..:.u." __.,... Thow” oF

prising whed peanle frea? .:H_.n_r ;
: 1r ) S phara wiks v _.5 o e

op oAl o fhe el faaue ol

Lresperate
Thear 2600:

1 2o peally desperals to hack & sl and charge
¢ stufl, D have besn bhaoking 2 yoor sie hoo
e, 1 noead 10 Fack, § o deipe? ..n.u. HMewse help
(Lt

Friena ._____...”.:._._r-._._.n m.__n-_.-.r..n.q

Fer falkes, .n:.. i
et e e e foard a il Gl

The Verizon Threat

Dear Jai:
ied your wols amicle oo

NoEMMmIng L=

bl

wirt regalrerean, “...._”_ o
rirenSocke ik, com shour five nrineies
g Jusl s see whal bappers.

majickmetes

Lart wie chooked, thoe dowmries a0E Goisg
Jhasr, Aebvwani pha O ramics ¥ Verimom eeready
regrriered vaad Al of the oot Te g .;......__...m.
i ng e 1% A prafeal 42508 wir frecis, e
iyl beneiing tha mosr gy e dOEEE i
Lrarr
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A STUDENTS PRIVACY
SECURITY SURVEY

by Pip Macki

This is a survey of the security of
private stadent information on ,...:___rw_.
Campizsas, The pa :in this case
wiras collecred at :...” Cablifornia Sate
Uineversily a1 Chico. Bather than an-
derooing a comprehensive securiny su-
dit, thess are caly the volnerahililies
thzt are casually opparent, hMost of
these issues have been abserved by
sodents during the _._..m.._.u_.m_u course of
registering for classes, chocking
grades, eie. The scope of this survey
only includes network and adminisira-
tive policy, and neiwork security.
While there may be machines on these
neferorks renning servioes that are val-
nedalrle mo attack, all of the issues
rrised in thizs survey exist indepeodent
af any caploiable services
iversity databases con-
tain u.u:,.n_._ stident information.
Sean of teese databases receive infor-
icn sl ore point of soother fromm the

._...__?_“: _...__r .r.,_:___...___. Inlornation Sy=tem
AEEL. # database that contains.
ameng other things, informaton on the
Hment % prachas, tesd reeulis,
and immunization records for all Chico
Stae students sinee the systern was pal
inlo place.
CHIMWS i running CR5590 with a
feesnt-end called ‘Felewrsen, Telawsreen
has 72 certification, but only when it is
properly configured. r.:.:,n, E_. aclimin
istralive siafl oo v {o Tele-
soreen win i TRIZTO cliznt ._... iz
{acoess method is vsad fog cvesything
Irom reserving a room o _..._d..:._m_._._w il
stadent’s cnrollment stafus. Mot only
dloess TNAXH use plain-text authentica.
tion, thers are wa @pparent TP w -
pers implementsd, ne firewalls fora
e fircwalld, and many we-
sacired mschines o e warme AN
which still coniging QUMeToUs NoT-
switching kubs. Esscatially, traffic is
wide oped o ihe enlite woeld, with it-

tie if any distinction betwecn trusted
and non-trosted peiworks.

[l wearnlel be trvinl o install S5H or
tenns] THA2T70 through an 3:%?&
taver. Such Exas
on intruder’s ability oo pilfer m_m.,m.__. ords
feoim a compromized mechine from
which users do not directly access
CHIMVY A, Packer sroffing would sexll
bz a threst even il the server wers 5op-
arzted frem the Intermet and stedent
mebwirks, There are curmrently no se-
cire means available for accessing
CHIMYS. All users are forced 1o lagin
without encryplicon, Physical acoees (o
Erhernet cables is also not difficult for
itnedl irtruder 1 nhiain

Criven the currens seoop, all IF ad-
drezzes ane allewed to conneet w
CHIMY S ara] podentially ._n_m.ru_
CHIMYS dircot and unfliered oon-
nechiod o the Inlemel graatly increises
the nunizer of prople wha are able o
access S5+ without any possible legar-
il reson lor kaving access,

Oniv drusted comporers oa the oo
rect inberface should B able to conpect
i CHIMYS, Hoveeever thess compit-
crs {and their vsers) arcn't worthy of
Crusl therszeives, Cummently these wonk-
stations are just a5 exposed as
CHIMY 5. but arc q.ﬁ moce vulncrablz
153 2k he
vsad to aocess the wo 1.5 widls web and
retnieve e-mal whilc E::Em :.H?T

w.....__n_ i VEME sCanper __.r_... _...,__n._....:.._.r .__...u.
sociare's W-3hield installed and pre-
venl thie long-1emn installation of new
programs by re-mastenng the hand
drivie foom a central fle server after
each rebool. Should the coareal file
server be compromisad, the resalis
could be devastatiog, ALl cakes 15 one
workstation infocted with a troj
hirses ke BackOnalice 2000 (BO2E)
to permit an intruder o sniff the nel-

S —

Sremner 2000
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wenrk tra _|._n_q,.. for h_mmm.....ﬂ......uf. arnd <luclenl
information, lue wsers' kevatrokes as
thew entes thizir Jaein and passseond,
ancl e the trusted machine as a Froxy
o comaect to CHIBY S, Since BLOZE
5 Open souece, i can easily e modi-
fied wrsd recompiled sl pass con-
ventional ¥ims scanners.

Upon submitung forms to the Ad-
misstons and Records Department. siu-
dents have been known to bave a claar
e of the ferminal™s soreen. O
such screcn displayed a THIZT0 client
[showing the reconl of the previous
ctudent) and a minimized sassion ol
the Microsoft Oucloak ¢-mail cliznt
with the uger’s e-mail pldress visable,
Thers is a bong list of methods for de-
livering a frojan, smd prograns ke
Microsodt Cutlook and Internes Ex-
_u_._.n..._.ﬂ- miake il very casy foe & uscr to
Fn..,,_.m.._.._..__um“_..... execure hnsiila code sam-
Ply by wiewing a dozament of Zoing to
3 web site, While the monilas can be
repositionsd o that they are no longer
vigible t shoulder sunflng stadents,
findinz out a vser’s e-mail wbines s a4
euiy as calling on the phope ond nsk-
ing their name, A complele and scarch-
able dircetory of users” e-madl
acldlregses, names, phone numbers, and
depariments 5 acvessible Trom te
Chico State web page at
wwewcsechicooedifege-binfaddress.
Department secretaries and other e
are =1l susceprible to shoulder surfing
amd socizl engineening.
Any machice containing sensitive
information should have oo Interne

conneciions should be denicd, with
OULZOIRE Comneclions
approveed TCP ports, like 80 for birp,
i,

Onsite Mischiel

There is efill the issue of sharing in-
formation with ather dutshases, Cam-
s Computing zod the Collzge of
{ECT mixininin a user darabase thar uses
Stuctent ID (8110} nurnbers copied froam
S5+ for tracking and idemifying o-
froail and shell accounts. Stadent 10
cands contain a globally wnigee ident-

fHer {LiLILD) that s a diffesent mumber
than the 510 {which in G vast "_:w_..n__.
ity of cases are Social Secority Mum-
tersd, The Stedent 10 cand syaten is
weed as positive identifeation for sie
dbents, faculty, and staff, Theie
Tagsti an<d barcobes contain Lhe
-5 GUTD and are vsod a2 8
menns ol i [ Creanng o-
and to toll reeals from
3 peel plans. This database s
maintained on o syvstem knoean as
LCAM which tics Sodent 1D card
numbers to S10s (oblainsd [room
S15+], along with a photozraph of the
Jeerscm ] eneal inltrenation. Wien a
incal is used, the card is swiped et a
pevinl ol sale terrnneal connecied o
[CAM o7 some intermediany cornpules
vid @ serial pot. An observant student
wonld nodice a serial caftle going e
the magstrips reader ko an expossd
anil sccessitle punch-down jaaction
bt i the basement rec rwmn., I is a
simpde matter of plugging the serial ca-
bl indo one serial porl ol @ laplop, and
the other serial port inte the junclion
tevs wrsd running @ aniffes to pilfer Soo-
denn ID card npmbers, which can Bwen
b waed to cowritc a magstripes in onder
fex stecl ereals o create e-inail acconnrs
35 somcone clze, The HAM syslzm i1-
sell Tails 1 many of the same wiys az
CHIMYE hecause of iLs [ack of isola-
tion and protection

The Collegs of BECT breackes ste-
dents” privacy by assuciating their full
rarmie, abtainsd frooy S315=, with their
syaterm user name, and publishing itin
q _u__..._n_:.n. diracrory, [t is impoesabile for a
student W roodify this entry, as it exists
independenily of e system passwond
file, The e-mail account svsiem our-
rently uses 5108 1o keop track of wser
acoounis. It reg Iy checks SE5+ for
ez mmapor and cnrollment stotus of
sach aorount hnlder oo wverify which
machine their acoount shoazld be an. IF
515 ¢ weed the Stodent ID cand number
a5 the 510, it would elisninate the need
Lo crosg-geferenos the two GLIELS.

It is possible t oblaio a non-35N
SI0. However, iF o firsl ooZisbors un-
der their 55M and then changes Lo
fctiticus number, iis still cross-refer-
enced with the eriginal 55N and there
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is mo svstem i place (o enforce the
chanzc in all ol the varioos datnbasas -
causing much confusion and geacrally
breakiog things. 1L is also possible for a
shadent tr change the PIM {522 10 cheir
clate aof hirth By defaule) with which
jrhey aocess their acoonns via TRACS
o regisler for classes and w check ac-
vesmt information via the Studont Per-
sontal Infusmation web page. The
cornhinaiion of 55N and DOE as a
means of aulhentication are very poor
clavices. They are casily obtainsd and
guessed {respectively) picoes of per-
sonal mlommation. CHE, the Commu-
lions Wetwork Services
vranecsuchichedutcsreionst, which
frmovides felephone service for stedenis
g o ased nfF campus wses social
socurily numers o adentily stodents
acconnis. They have haen known
hand peopde their phone b1 {vontain-
rigr MUl account inlorrnation without
checking a pheko 1D - only their phone
ourber. Cmoe a porson’s 810 has boea
discoversd, it s simple task to aute
mate sequential dizling Dwardialing) of
FEALCE
jovwevesuckicosdschedulefracs hook)
untel the right PIN 5 cntensd, Altema-
tivedy, one could theoretically weite a
Prozeam we seguentially corer PINz o
the htpssdwaor-sis? coschico sdu!
SulvelSmvetart2 him web page fogin,
Limired vesting did not indicate a login
relry Wit per 1P address

Like a traditional Sictioinasy allark,
the pool ul possibly PINS can he nar-

mrwed significantly. First, by ki il
oy o valid dates and a range of years
consislernl with the possible agss of the
tampet, Inthe rane case of someone ac
teally having a mon-DOE FIM, the
chizrwes wre 0 5 $41] 5ix digis and one
can work down from thar, The Stadenl
Personal Informsation web page™s (01
Bzs numerous potenriad vl nershilities,
s of which wore wot rested conelu-
srviely, ol the least of which ineluada
buaffer overfows and man-in-the-mid-

dle attacks. The legin pape for tee OO0
i5 dispdayed in & JavaSeript pop-up
window and encrypted via 551 Vari
OUE Misasures ang faken o try n prokect
weers' sessiong, the lopin and PIY st
be recntercd ewch Hme & aow request is
mdche, wnd seLsions mmeout in a short
arment of time. But despite using
SSL. the mivtake is made of transmir-
L the login z2ed PIN via the GET
methad of wn himi form tag. rather
than the POST meathod. Thus the Login
wnsf PIN becorme part of the VR the
broasser goes o, and it s saved in the
browszer's bistory lile and any book
rarks that are mzde of e page, Bugs
present in both Internet Bxplorer and
Metseape alliw previously accessed
URLs o he erroncously reported as a
referring UKL w subsequently visied
sitos - furlher increasing potential ox-
pesure. Checking the history files of
public lab compaters around prade ro-
pacting lime conld prove guiee froitful.

_Afrer taking the Irsining cowrse for
vsing 1%+, i1 is oot uneomrnon for
weers Lo wTike ther password on the -
side cover of their nzer manual. Asking
to borrow a department secremmys
erianial 5 one very easy bechnique for
EaIning access - the Chico State weh
page (weewcenchicoedwHpdra-
sONTCERORcanpunslenrmavailecs. b
tml} even ollers this friendly advice
Tor these zseaking o feserve i roomL
Moy deparimment cecreiaries Fave un
et and pasererd (o aocess NiIE s
Heldoaw 55 g e af sreps e oveess SIS+
far savanie vohi Bos @ CompReE o net
B caroeeritan G 0 SIS+ seenunt
and pprswerd. Y

[ a red-tapwe Rlled bureancracy like
a ureversily, somalimes the casiest way
I amalvae security is from the outside.
However, to pecfonn a truly compre.
hensive securily audit, proprictary
knowledge of the University's data-
bz managoment wonld be noedad,
along with & whole It of permizsion.
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26N Magazine

The lawsuit agalnat us by the Motien Picture Association of America
continues with our trial scheduled for the day after the HZK
confergncel

You can show your support far 2600 and the other defendants In the
MPAA case by sporting our stylish antl-MPAA t-shirt. The front looks a
lot like the cover to our Spring 2000 issue while the back has the
above seary caricature of MPAA chief Jack Valenti,

The shirts are 525 each, the preceeds of which go to the defonse
fund. In addition, we have "Stop the MPAA" bumper stickers {10 for
#10) and "Step the MPAA" buttons {3 for $10). Please show your sup-
port and help send & message that this affront to all of our rights
won't be tolarated.

You can order all of these items plus our regular stuff through our
online ztore at www.2600.com or by writing to us at:

2600
PO Box 752
Middle Island, HY 11953
U.5.A.




