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“This is not a tool we should take seriousty, or our
customers should take seriously.” - Edmund Muth of
Microsoft, reacting to the release of Back Orifice,
program that attacks Windows 95/98 with g
vengeance, by the Cult of the Dead Cow, as reported
in the New York Times. We should point out thot
they said this BEFORE the program was released,
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summer of 98 was cas of the most
productive times we'we soen in a whils

Ard from rhe looks of i, s just the
stari of yet anoiher phess o whalever £vo-
lution we're going throwgh.

Wetwe said often that every tins we
oo hit with something, whether it
e wond of a chilling rad
somewhare, & moronic law
1_”” has no basis in real-
¥, of something a lat
.,_.n_mnﬂ b - bome, o owe
wird up achually gale-
ing m._._.n.u_ﬂ_._._ when ths
dust clesrs

el the dust 13 far
from - clearing - bar - it's
praty phvious that weTe
heading someplacs with' re-
newed wigon The hacker spirit is
selfimvigoranng -2nd 1% surprising
haw many people either pever realize this
o facger 1 rather quickiy as they movs on
im lile.

Ler's seart with the close to home stuff,
[0 was & wear ago that we st dold wou ahoit
car crigpling - Gnangial preblems, cazsed
peimarily bor our main distributars going
bankript and taking a year’ worth af car
sales with them. We kosw we weren't going
to let this destroy all we've accomplished
gl the years but we felt we ne=d=d o ex-
.ﬂ.._wu: why things might get sort of fozen
ard unhappy in the months ahead.

To the surprise af many, we dudnn T s1a-
nate a2t all. Againg e advises of evervene
with a mnodicam of seass, we wont foowasd
with new issucs new projecis, and new
campaigns. We are efcrnally praceful
tioae of wou whe steck with us in this diff-
ol peried, which, we are happy o say, is
now ehind v Thanks o strong sales af the
newesstareis. we ve been able to Fay st
ghout all of gar prinling debls and, by the
fime wou resd thig, we should be entirely
am_.._.ﬂ...__" up. ¥z lost a rusitber 0f subserihess
and we can cerfainly understand whe B
there wis even a remots pessibiliny of our
gaing wrdes, who would want o losc their
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subscriplion peymant? Mo that we're back
in force, we hops t3 sze the subscription
rumbers go bagk up The advantagss to
subscribing: you'll pet veudr issnzs on tims
svery guearter, you'll beoable fo dake car
marketplace ads for froz, and vou'll oo-
catonally get extra things Lke

the “Free Kevin® stickers we

threw 1 with the Spring

ssae. We're not ying

we discourags  peoples

from picking us up at

the bookswerss o and
sasstands - but e
feel ol dsiportant oo

also have a strong sub-
seriber base i case we
ran i anolher distmbe-
ton‘bookstore  gatastrophs
tarwn thie soad.

Whitle we lost a year finanzially, we
wera able Lo mmmze cur sethacks when i
carne W Cie ruly eeporiant things. Since
lzunching the “Free Kevin' campzign sar-
her this year, wave managed w2 rise nearhy
£3000 for Revin Mitnick's defznse furd
Cironzgh the sabe of our bimper stickers. By
revasrping the wiaea kevinmimick com ard
waea 2000 com sites, e were able b pet
many more people interesied, and hanos in-

valvied, in sornething that realby mateered,
External forces deserve 2 lot of cred:t
foe moving us foraard. The annocncsment
of the Mekedsan roovie inour last issus ang
iz orhar forums produced 2 strong reactien,
the Likes of which ws have nod szen in o
srfire puklishing kistory. [twas bad ercugh
knowing Kevwin was sill in posen aller
miors than thres yeurs of wailing foe a erral
That newer seernad Lo coote. Bul naw, 2 film
that would portray bum as a wuly evil per-
can ardd st Be sarmes Lo L the poczers af
Thpse whe kelped pust Biag i s position he
now Faces? Even poopls who theught he
Iy of somerhing e Cun STongy

aaposed to Lhis.

In started in July with a demmenstration
catitde Mirnes offices in Mew York by
arpusid pwo dezen of us, That dossn't sourd
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Fke ek bur whenever you can ger that
many people to stand in Front of 2 buildin
with pickel signs in this day and 2ge, it a
very sinaficant statement. Sad bur frue.
And the unpact of that demonsiration was
sleariy felt theoughout the industry. Even
fre press ok nofice, althoesh it wook mos
of then a fow weeks to get around 10 Gower-
ing it [ut1n the end our demorsation
achisved everything it set out 1o doo raise
awareness,” begin 3 uly orgenized cam-
paign, and show support for semeanz wha
wis unable 1o defend themsslves agamnst a
bt of really posserfi] sntities.

Mitamax, ta thelr coedit, had the sonipt
peaiben soveral tmes, addressing acaily
all of cur ehjectiens @ the enginal vwerson.
[k infamoes gaskaps can scene has been
serapped. Kevinois no longer portrayed as a
vizlent racist. And inoa ned fo Tealily, ser-
o questions zre raised a5 b just how -
wileed Kewin acfually was in the hackmg
of Taubormz Shimomira's mechine ard,
even more impociantly, just why Gie FE]
was ?uam.u_T_m Eevin in the first n__u._..._... Bt
we cEn't osay wo suppert the Slmocrsil
Kewin himsell fecls that he's besrg treated
fzirly As al this printicg, that has sull oot
fiappened.

W fpand a lot of the causs and cffect
we saw 10 be pel inspiring. Somuch s ihat
we decided 2 do something eoce, 5o, fora
good part of the summer, a group of 250
peaple drove through the entice country
qunlizrited milzage rental sar) scarching for
arswers i the whole Mitmck affaic and
filming as mech of it ws possible, We spoke
witl dezens of peaple on all levels of ine
valvezient in the cass and came aasy with
rearly 100 hours of footage. What we da
with it s depends oo what kind of sditing
cquiptient we can get oul hands on hat,
suffice fo say, we've ot & faseinating slary
1o 12l and a mos? InlEresTing cownterpaanl
1 thie major maodion preture that wall ke oul
i & Wear,

Considening the weakened - stale 2000
was in st the time we began this peaject,
sich an endeaves could bast be desernibed 25
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fanlhandy, Mevermhelzes, we kpew this was
the tight twme, and the oaly time, we could
cover the story in this way The “Free
Kevin'™ mavemnent has been growing witl
avery pasiing month and the news of the
Tikpdswn meovie only served ad o calalyst
Again, pood has core opt of bad and all of
us =mezge from the derkness with more
srrergth and determination

We're certamnly mof the anly ones getbing
the word gut Allaver the oountsy, kils are
handing aul leafleie in rtheir schools ard
malls, spreading axareness and adding L
the movemnent, While we've heand meny af
them smy Lhey wess nsoired oy u_m_...._u the
rzal rruth is thal nothing makes all of this
snzm more warliiedile shan hearing what
treyre doing. People in high sthoals and
colleges are realiang by can make a dil’
ference, fzst by sanding up for whel ey
blizwve in [t s==ms hike such a simple thing
t dio bus 52 Towe 0f us actually ke the frouw-
e 10 ge zrd do it [n the end, we believs
this will ke shawn as ene of the majar nee-
sens why the banle was aon

{me of (i mast dramabe ineadenis i
regant mermasy was the New York Times
web page hack, On Senday, September 12
(an extreneely busy news day due wothe
Clintor scandal), hackers replaced the
sual PAEE WIT tha qw1_._._._._l_r. teal, the nt ire hy
of which may have heen hard for some to
urclerstarid. Buot one ssclion guite <learly
teld of the injustices of the Kevin Mitrick
case as well a5 rhe culpakalicy of the Times
in his caphure and che enswing cashing in of
the story. For many, this was thelr first ex-
prosurs bo any of t

Ik micssage from Bevia 2nd his atar-
ney was vary clean this kind of thing is bed
&5 it sends the woong rmeszage ared soorehaw
makes it appear as iFhe's responsible for oo
clags, However, we bave mixsd feelings.
While doing  something  desorectve
Eevins name certinly wan't kalp his case,
wie're ot ertirely suse that’s what happensd
hare, The Timey s mat claiming that thers

wis any destroction 1o iheir original page A

Progrews Conlnged on Py
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The code pressnted here 1z a subset of
my #lpha pesl spooler, slapfro, which s
awzilable  from  Smmocomdphilez bl |
thaught o would be nice fo sze soanetling
othier than 2 knockolT of 2 knockeft of 2
spoofer for once and maybe pwve soms
rmare pecple the ablline b play with the in-
sides of fepdip.

Gireerz, bovs ardd parlier, Towday, we play
with the msides of wwpfip. 1o partizular,
will be Bailding = rwp speafer inoperd
(veah, wod can do jcmp ot uwdp o iF vz
wanth W'l cafl this one - umm - fga. Al
wi Teally want 1o o with lego 15 buld ocr
o packets. This can be useful if yau hiks
o et Ue soorce &ddsess o something arbi-
Lary, of if you want o expeniment w
fizys or soms shit, We're not going toda top
conrection spooting, beeauss that would be
Lt Big in SCOpe for our purpases, AL Uus
peint we'll just send out some top packeds
with increassng port numbers, sor of liks
Lhe gy 8 halfcapzr=d parlscan waoeakl look
If otz of peopis begin to use shis, we get
th added bensfit of making uptighs sysad-
rrinis ook sitly and fnzlly feaching them
shat poitscening is neither harmiul, intru-
givie, por pecessarnily evidenes that amypthing
2t all came from the apparent saurce of the
scan: AhcoL
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Thers are thres araln Seelions of cods
that we will use o cresbe our packes: ths
fizst sets up thangs ke sourcs and destine-
ticn address, ports, number of packets, and
amy boaping and shit that we might nse 1o
send lods of packets o o wary the pachets,
say, Wy [norementing the decionalwc port
cach time we send. The socend section is
the puts: we figure oot what oUr ip and fep
headers will look liks, then we pul the
packet bagether. The thisd section cakoelates
a checksum for the packet - used o 1211 the
receiving meching that the pachket didn® get
eergied in eransit. ademir, Lrppod off the
checksem oede from Met:Peeg, Shil, who
wanls b wrile chasksum eode when it al-
pozdy thers for you? The thoos seciichs are
oested 1,23 - they each use the nexl a3 a
sizboutine.

A (wick Towr

The first poarit of wmieessr is the specifi-
cabens of targst o, source ko, and ports,
If your arnbation is low and all you want ta
do is wetch some barme-beswed wp packets
My, jusd put in some vald source and desu-
mation stdosises, ron a snidffer, and enjoy
For the slightly more motvated, you could
take thess five itemmns a5 parameaters froon the
command Hne.
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Fopapaf Foieting:

This is the frst main roptice - &3 o
thirgs ke convest SUr hosnams o7 1p ad-
drose irdo - sormething wssble (gethostay-
narne) and sel 2 fow constanis 1hat we will
use b andicare what we arz building 2rd
hewe miuch al it were responsibie for (1ypi-
cally) the D8 wiil do things ke sl Lhe
seapoe pidress for you). W open OUT
sochet hiere and geLready 1o send e packet
- start the port incrementing foeog. be-
oot wie want e sond one packel oo each
pors in L TanEe Ldasi_parl_low =
Ses_port_hi. Tz only thing we nesd now
iz the pecker Our givchesd Touling, which
used to e used anly for headars, wil con-
srruct the onfire packet for ws. AL shis proat,
wie pird oo daza in e packes [doa't nosd
ary} Bt i you wanr £ bl some, sl ap-
perd it Make sure yod account Fer b i
craased packel length m ¥our assorted
lengih vars 10 Come. e we're dome send-
ifngy packets, wie chill znd have a4t ard aur
peckel maker feili us that e san [EREIHE
plete

pivehead rourine:

This s the big bty Jesus rocting of the
prograrn. 1'we taken the libery of stcking
irertlly everiihioy i varizbles, 20 it will b
hard ta screw up, givehizad does two tings:
frar we create 3 top pscode-heades on
which to caloulate the op chesksum. We da
3 log of the setup of the op postion of the

sokot 21 this time, even thozh e ip
header pasis aotually oomes sl W s the
perl “pack™ command W pet esch variabls
irda the precise format that wie need it i
fooe OEA Progrowming Peel Tor a pzasen-
sble but not grest cxplamation of the pack
claternens). At this point, it would alsa B
wicked Randy 10 knaw what 2 Lop packst
ks Lk - gen TOPSF Minstrared Pl L
Tt the hest, Oeherwise you can browss the
ffes or dfind Litfle sharts from netwerking
clzvies of someliing Just undsrstand (e
gime, msining, and oréering of ali of ths
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Fietts iratop packer.

OF, nuff preachse, Heoe is whess our
mare avhitions readers can reslly gel
Inase Take pote of the $1ep_ variables, and
later the ip_variables, Want to se1 2 3Y1,
Fix, and BST in the same pecker? Switch
Crese o 1, Weant o sorew with sequencs and
acknowladgrent - ouwnbers? Gio ahead -
wven put in a litle rocting tooncrement
thern of you Thke. Riake the packsr length
witked lorg and send no data. Fool with the
yrgent Mag ard poincsr [rermember the TG
artack™), el cic

¥ yeah « the sooond s02p, afier we've
aot the tep checksum, is b put i all to-
guther along with the ip header This is a
pood place to sel fragmentalion opiiens,
ype of seovioe, [imy 0 ke, oven ap ver-
cion. rou should Be able b2 bl just sbout
asry top loeking packel that you can isag-
ire sust by mesaing with the wvariables. Nots
4o salves: do pet piet a unfriendly daiz typs
1214 varable. Example dansipuia™2 ma
i d. Tharks for playing.

The last reatine 5 the checkiins rou-
rine, and, Tike [ said, T sole i (] recom-
menled it For aesthesic purpaszsh. AL least it
aia'’t from gung.c

Peace and enjay.

[spurce o pages K and 9, Duilt znd rested
S 202K, perl w5.03]
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Fuemack funers fumzsokh? Gnm_theott, dmagll
1

iz ety roAdz pema Leod
1 a3 = ' T
{rhz = unponkl*i" . wmikekirlicap Llepimsg - 1, 130 oF Shenomsg ¥ 5
Lo m CEETh oo 6D o [ichi & BFreg # et aut aoh fra pic
e LT R T Rt L B Johe] B QaffH); 2 ogproy oo jhers
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Socket Programming
For Fun and ﬂw@ﬂﬁ:%

darkniteg kurirmed

ske Far sxpems since e noexpett myseif on snler TCRTR or O 5ol
¢ with the hesics of sacksl programoing ray oo nesding right now.

37 the
A by V=i, [ nit resnansshle for any aztioss then Jue 4o che information wition this 2e-

ookx I wan can' il raspesibalioy foar wour own 2ccions, akat mizkes woa thok zzvone elsz can® The
reason for me annng this article was both bo Jsarn and to give some useful and creabve izformiztion ta
zll Facksrarwannzhes zroand the globe. Because even if wvery Racker dossn't wite their awn pra-
prems, they shoald be aible o do sooand andersland the basics of theme Coer gozl iz this 2oicl= will be
to craate a pomiscamner. Birple and clean wich just 2oslzams ook 2od ne exira funclioss. This ard
o assumes same hasic O programmizg skilis from the reader aleng wilth sems basic krpowledge and
anderstanding nf the TCRTF profocel

Fiedimy The [fost

Czrst of zll, ae'l hzve to ask curselves “Elow does a porscanner work™™ The first thing a porssas
rar dees 15 ciwrk thes ol of argamenes given ooche progremn. Since 1 sappese wor all new how i
Caxbhal i= € [ will ship tbe code Foe it A%er that o w0l take the hestname, (o] FT, b osas T iy walid,
e will use the pmhesbynamed 31 o process e given angoment (See codel )

sodel:
slrocl hostetl Thost = gelrosthamancdorgy (1]

lma definitian of Fostect i foumd is wmetdh fw, Qo5 5 the definition for getroskoyw-
rorer ), ond Looks Like this:

o
*Arrwturds returdsd by nebecrk dnte bose Tizrary, a1l pdfressas goe
= rupplied in ket oeder, ool returnse in petwork order Csoimocle for
" oy 1in syster oallsh

...
skrust  hosdent [
rier Th_rowe; = afFiciel nore of host =
CrGr “we_nligran; S atias flse =4
it hocodriape; S et adidress Bwpe Y
Lrt h. Lenglh; S Lenget gf cddress

thar TThoadds list; o S® izt of pddresses From nawe server °F
#gefine nonddrh_eddr_list[#] 0" codress, foe bockweed coapetiblize ®7
I

T"his mezans thal cor 1P number far the hes given o] S stooed @ host->h_name Lecs asise
= IR ARE A

wetip. €

wpclude -metdk fe-
wold ro1mint ergs, ches ™moegedo |
skruck hgstent "wickir;
iF forgce2) axilipriatT("cie with koot o= crgoment. wn™33;
wigtim = gelhasibynoreargu[1]};
prineRE LR RS wictin-r hooddr [2)
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s

Jviatiw-sh_ssde[2]
atin-wh_asdr[1]
cvnctiv-whoosdr[30;

A owoz can seg, a7l four sepmests ol 12 [P camiber 2ne stonad inle & sepamle byle, 5o nimy ae have
the targar hast's ackiness, What smanld we do neyt?

Esrabiieh Coxnserlons
bricl desarmtic o what rialy Fappens when o Soeemst via TR F 13 @ rencrse Rogr

First of 2l youw inzliabe 2 sockel - bol's 3", This sockd ellocaivs a Mee poct oo your con-
pratsr, (10 15 ke cnckraion of the crenescriz } e vou have initaeed 2 sockel on poor compues, v
can kel thal sockel G conreel boog part on s Bl Lol saw we weould sant 1 aommeg 106 s weheris gl
1iphe coon; Rere is wdar would happen [skipping nslookupl.
sabe skl B O0DRo A 150G poat, B g5y w00 pod 23237
% o conmect o www I0pRL oM. porl 30,

I shegry wesar cronscrien woald Sack Hke:

T e Ol com B0

beat o reality chis is Jask:

warhasr 233 E - = weaw Ipha.zam Kl

B wdl ey podd Do do i e criate 8 00 and I D whors  fonned, A pdristanner connecls 1o
zoery Pt berween 2 spect fied rempe on 2 kost o see which pords (services) are opezzed and which nres
00 elosat . Lt 4nam oo take a loak an hew wnonds tns, Toosveats e sncier we anll s e fuecban

seckel 20 Blere™s e definttion of weckel( 2]
it cedhibdiok daeding, int type, ink probecall;
TUretgrrs a1 inbeper Al zend [which s the sacked handier) upen saocess o *-17 if

[ RE
e societ

Examals esape af socke(2) o S—socketi AF_MNETSDCY_STRIEAM,L). The AT_INET is the
ARPA interiet peerasal pnd hes oo we willass, The oepe we will e csing s 500K STREEAM alich
prowides & wo-wey connoolicn Dasid Brle winaim. Too protes: el Bz oused el is
therefares set 2o 0, Soe bo the Fact that most of Le dirmes there ooly exiss one proboce] o sezpoor the
pauTsalar saekst Ovas warsin the prateon] famisy The raparad header Fles for secken(2) 0] son-
cecl 2] is =gvstypes e and swvsfsockel i,
=% i crezeed we will ese che comnecel2) to sstzhlish the connscrinn oo the larget s

lis Corrpald)

int conn=cn)inl socifd, struct sockaddr *serv_addr, izt 2ddrlen 3;

sockitd 5 ohe encket descnpionTasdler {5 in oar sxample). Insead of the soccaddr stuer we azll
wddr_im shvel, d2d glad inclodks <eebaani s hed o sackedkde in Loake Dk s

s s e

SF Lpedcture desooibueg aa Inteenek (IR sackel cddress. S

adpfine __SWE_GIFF__ 14 I e lCatruit sockadded kS
strect sockocdroim
(R T 1 sLn_for ly; £ Sddrass fowly =
waiged skert ink sli_port; A% Ferl numcer L
whrurt 1nocddr s in_adr A% Tnte-net ndd-pne b
" Pnr woomire pf Twirect mockadic! ar
arsigred char Fadl. KK SIZE . - sizeocfisecrt inb} -

sizealfunsigned shoe's Lhtd - slzeorfabsuck din_addr]],

1:
sbeuch in cddr §
_udE s_odde,

[ wimar wou can see 2aove, Che sing addrs_addr is fusl az unsigzeed 32 bit nusber Lo neporzinl the
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IF sancher ifor examole 0a7FI90001 33 TEZ001) Sa beova dn we cnowert the neswls in hest Sk adds
given by pelhostlyrame 357 _.H# we'll just cast e hust-sh_addr with "(lanp ¥bost-=h_zddr). Fi-
nalby, dan’t forpel o uss the Rans 3w corvert it 2o revers oce arder on 285, And the sddrlan arga-
3 jost g perdi sreicaddry. Whe will Rawe 1o caEr gur sekaddr o vermasle 1 a seckaddr sinod, when
passing i oo comnest{Zh And of coomse, ooe Enzl chizg, don' forged 50 ohose G pour sockes, Lise
CEeiRh with woor sockes s argumens. Like: close{s) (The defindlion of chesc(2) iz foad o
Dmistd b )

Hrifimy ey Lnde

Mew when waur Bnperias ere fching to gl doen 1 bugonzss don'o 22 me hald pou back. i
sl weiran profhiam he 2l 5o write & porscancer or anythizg slse - only woar Enaginalin §36 O
limil ®a puids i coraplers atthoal the | picct o soeroe eade, sochere it s

sorbsonn.

gt b
obdlib. ¥
Finciude aunietd e
Finclude sspcitypes, he
Ainclude «sysosacket b
#include smetdk, b
snciude wmetirasfing ie

#detirm START 1
wiefira LI0R TRF4

wrid raisdink drge, oher TMeErgvd §
int m.pore;
ckryck kostant "kost
sbruch sockeddroin wicting

prinsf Particas w19 - 3y darzmice[Fhurironetines])
srinsf Far his sochdt-progeanning erricle on 1EEAN
iF fargosy axitfprictfllkoge: X5 chasbrgween™ erge[R] 00

hastezathastbyrorelange( 1],
1F {Vhoat axib{prialTEMErser Lockirg vz hastroms, n™30;

wiotim ain_Tow: Ly=&GF_LKET,
victin.ain_oddr. s_adfe="{long "JIhost-wrondds T,

Toe [ooctetTERT; port-oaSTOPF; pores-] [
wickle. sunoportahbons{post;
panew kb SF_IRET  SOCK, STRE&M, B
1 (et exitipristTCErecr crcabing sockeb. w30

i {reonrecels, Cobrpet sockaddr "IRvictia sireelvlctin}l]
1:1..?{—...._: b I A
1f Delosed 800 eniedgrial T Ereer closirg =ockek. Wn™ )

2 earmusizatian, Merd

A | haes saic befare, [ ary mo expert an sacke! programmmg mor TCOF
reizve this should be sndues Tor arsiss [ per sLunst with sacksr programoming u_._,_ 1 wrils g
marady wals Since | only use Linux, sversthizg iz thas ariiche fas best tesmes L_.__.._nq Lizux poiy, b
el 1A I ahautd war five om il ocher LR *X systems too. (You might S nerist chet whenin-
traduging & new Tunction [ haes includad te ran seaica ru nker far thar funclom - use man as One-
cacily a5 passzhle)

Gied Tuek with pear pragrameirg

Page 12 1600 Magazine Fall 1998

Bia siing Sound

for o, Hlzce it in the same dicedary skng wrh

1 hove Rad sa much foow w5 e pere the seend Sles “_._.n..r.“r Iy sg.
gresn Tre firse time 1 used L wd Truly Amam- Far my firsl sound 1 sext o s5arl 265 sisd
ing 1almess poioed, 1lacghed s hard, Whettrs think | got iz Fom 2 Daser _..._E__ somiwhese, Oh
n__.,n_...._.ﬂ..._ dias 15 2nplodl o favl it soras Unles man, was thel funcy. IRl veorp computer 3 (8

g Bavell on _ﬁ_.v.. don™ requine w0 00 re- - everyoce slood wpoend Josked amvased as the

metely lop inte amother compuler 1o send them a seund went from compaler Lo gompudd, oo
S ﬁ %ooas soon as | lsarced Chis, the whesls o oo 1L soended e thee Fourth af Faly tn
there

For oo mext sousd, § D ks Bring soime
asiar |_.___.“n_.1 this than 1 apolzase for my effods, so 1 sem & rund ar ap-
o't really legay [ wonder _d_........ I 7L _.._ wice  plause, which furned oul o soand Tikse 3 rach
fror e oo semd 2 sound i each o] e werksa-  coocert inside these, By this Tios: the Supdrvisar
nees. S0 [anoee Dis 1900 program Ly sse Bt were very curious foosis ol wER ESeplsg
wrar wod nesd to dods make s st ofallthe cam- the workdey. Hebe
puber pames hooked Ery masipulating the ks liz 1 eduld have the
lise. ooz zlsa pesd the poopram cilled  map soond bounce argocd el Srgs Dalcing T
samd g, o jw installed by the defoolted  was in, whivh was fum g, B e - 2nny
sl oo Dhmes worksiatans, so do a s=arch woor neiphboos a2 Fends!

hy Elatan

.w.y._.....y.._ 5

sla wour petente Ol @

e

&This program is Tor blasting scunds ot peazle thos enidy e
#line gnd ahasel
#haceed Croczed crd {oded by -rFERED= cka ESLATER

AT Lae this prog<an wou st Feue the srogroe send_scusd a0l Lne
Fruaede pnu eant to send Lo Lh: o

Fdirecoony togetrar  Charge the BHOMES" Lo where ihis progror o
#located” next creghe g Dist oelled “108t7,

Bin the sone direciory a3 put the tube mmser o norbers o wish Lo
Bhterr Fx: commterfls ar ahaleyer the cther coputer's noaw S
AThen For ERis progrdr A4 490 down to the crgoment

Sbos, and tyoe in o the spusd oo wisk ta Send EXD 2apocu

Ehil okoy a°G borr you blosted then.

MY I T I I et r e E T R TR P TR DT R I T IR TR L LR LR L}

Program 1D rndzlas kel

Descristion @ Tris oregrom 1s used 0 Elast hef? out of poople

Trgus Porametecs o Lype 10 the saurd ncre caxk tgogogarsnt

Eirt welue Mg

Trgus T11ES s Mzt Rowe o File called Lish in ihe same dureckory
g this progrmn

B+ 4010+ 418K

B Jtput Files 1 Craabes a9 File callad WUEERS

B Lirk Procedures @ Mone

2 Smacial Lagic 1 Mone

h I TR R T T R T IRTTI I F T I A E L ER FL RS LR LR LR L LR L LR L L LRl bl bbbl
LK HACIZICATIUN LDG by
- Cate Autiee Cescriptian S
e - - N b
s e o e T Frledss o

R L L L [FTITRTIINT LLR R L LR DL L LLh L LLh L L L L

Flbinksh

far nofe S Tcod Tusk”

da

ﬂ—-l-.rﬁ " - e e e o ———— ——
cha Snade ¥ Cdates

Fuf Saend_soord - saryer Bnode $1 %7 L1 W £S5

o
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by skwp

[he hacker group keown as Cule of the
Mend Cow (CAC) Tecently relzased a pogel
hacking seal krowno a3 Back Osifice, or RO,
e August [, 1998, On August Sk the clicet
coede was porbed o UMIE. The legitimate
purpose of BOY is the rempte adminzstration
of ona’s machine. BO affects Wind3/98 but
pet MT The Following artcle eaplans the
pses of Bk how ot works, &nd hes b pre-
vl i from attacking you. Mach of this in-
forration 15 ke from BO decnrmentalea,
ard resources on he ot

How fr Barks

B eppsizrs of tan parts, a clicnt and 2
sapver Won kave @ install the szreer oo the
machig: vou with o gain &0 10,0 The
sarver is incleded in the BCr instllation as
bossrvosexe. noe e, i selfimsalls, and
then erases fsclf After that the servwer s
chine will run B server svery ime it slarls
up. The process is aol visible nthe proc-
ceseeg list fonrl-alt-daly The seoever exes wsell
copizs iteell 1o Claindovsiapaem as = e,

The zerver can be configursd ceing ho-
canhgexe, which allpas you o speeily the
name of the file (default = exe™), dzscrip
nen in remistry, port fdefaulin 21337), and
masgword (defarln o paskeosd ] amoag
arher things.

Cnce the server 1% eszalled, you van uss
oclnlder (oumiy for the unix versions),
2r bopui e {praghical) to zoosss the server
wachine, The clienl serds encrypied ULE
(oonneciienless) packets to the server ma-
chine in crdes 10 commumizans,

Hovw T Goet [t Fustalled

Hazres whens our favonns skill, social cn-
gwneering, comes i Make up any kind of
beallshit stary i soder b get the persen 1o nun
this file Presond po be a larmes, say 100 a new

Page 14

i e D __..lll_.._.lf.__lr‘-.__...r_. 1
r__,. _ﬁw__.u.._.- __._Hlﬂ_._.rq... ..._I._._l_l.__l_mﬂ 1 n..“__ iy .._\._
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e H bk N i 0 PE el

parne, tell ther it's a couple of Xxx pics (n
self extracting fesngl. Be original, and don’t
peash them ba run the file - Fus wall make pao-
ple suspicions. When they man it they rray say
camething like “What the fuck? It dizap-
peiced " This is when wau know that you
kawe Fl acoesss w ther machkin:.

Lsing she Clicnt

The cliznt interface has mmany leiunss
Yiu can read the supplied docs, Twill discess
gz of the rrare fun fewtoras and sic usos,

U you stan the clisat you can Lyps
“halp” pr T foe assmisange on awailable
corunards. Firss of all 4o coanect 4o 2 ma-
chires yow have BOed, use ~host <ip=",

Mo weil can use stancard DOE come
marsls {dlir, od, cepy del, o) to move
around o0 thiz persen’ haod drive, Hawiews,
this 15 awkward ard takes a long time. Tucks
ity PO inclades 2 buzlt 2n hig seever s that
woid can download and cpload Ales e ke
rrachine. Uss “hiiaon <pert=" 4o potivate ths
_.__4._ FEMWET, Demw Wi GEN ACEESS their ma-
ciine thiough 3 weh browser an thel port {L
use a=tscape; oy (nend repaerts weind poob
Lems accessing RO ed machines whils using
Iatsmet Expleatary B includes 3 corve-
nient frrm pa the batioon of b page for voa
e uplead Gles. Fun things o do whils
brivesang: ook ar persen’s prim, read per-
somal dos, steal wares,

Apober fun thing o do, which teds @
scire the skt aut of posple, is to display 2 di-
glog box an their competer. Wie “dialog
wlexl <nrles" e make o dizlog box pop up
an theic machine. 1 kave foend shatin the
windews bozlisnt, the dinlogs da ot coing
aut right if you we quotes. I'm not sure
abaout the Jimax version ws | bave nof bocn
akle 1o lesl ib Howower, using the gui client
for windmes this bug Goes nol caist, Be care-
ful wsing thiz 25 itlzts prople know har il
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machice i in the proosss of heing oamasd
and they terd 1o rehoat as quickly as possi-
Hee. If this heppens you can use the gasep
eommmand o sacep their subnet and find
their mschine again (in the case of dymamic
ipsy. You can also use the mulucpsdis
geand” fentuze (o play sounds on their ma-
chine. Specify the full path by the sound.

The network commands meau 3llows
you ta view their network aod share re-
sources, This reay poove fo Be very fun.
Share their printer and print out 2 nios o0s-
sape telling them how to perdve BO (dis-
cizssed lans

o can alen have fus with processs.
[7se “prochist™ L list running precsssce, and
rprockill” and “procspawn’ to kel and
spawn now processcs, respectively. This is
useful, for example, il you have modified
seere sort af int Abes (ke mlBC) &nd yoo
need then 10 restart the program. Jast kil
the program ard thoy will prabably restart it
thinking it was just a shapid windows bug

e of e more fan fostures of BO i
kovsiroke logging, This fealurs will log a2l
keysirokes in A very conveniznl mMannel, in-
chuding the pare of the window whens they
were fyped, nto & text file on the person’s
machine. Usz  the hifp  server 10
doaniozdview this filz, Another conveniznt
way 10 gof passwords is the "passes”™ com-
miand whicl: Lists cached pasgwords. [ have
Foand many wmenerypied passwords siting
arcard in this way, eluding passwosds
Ieipod kamepages 2nd PPF accounts.

Firaliv, vou can reditect poris and fiz

console apps to ports. For cxample, if tkis
persen s tunning @ 30337 WaReZ fTP
SaRvEr, vou may want to redirect all con-
nections Ly port X1 to peatzgonmil, of
whitchowse.gow, 1 can only thick of one ex-
ample of tving apps t ports whick iz in-
cloged im BO:, ard  that a5 o be
command cam so thas veu have a DOS shell
on thein mazhine, Usuaily yoo ¢an just put it
o port 25 {defaulr ielnet poc) which makes
s Lan casien, 1 kave found, howswer, that 2c-
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cesging their machine in this way is oi-
tremresly alosw for some peisoi

Orher features of BO include madifying
the registry, Sapiurning  soreenshots and
pnovies from attached input dewees, and us-
ing plug-ins (read included plog-in docs for
infa on how foowrite tham), lockomg up the
reschine, and rehosting it

B and pluging (buttplugs) san be down-
lozded ar:
hing:iiwerwculideadeow. comAoals!

How To Gor Bid OF v

According to the [S8 Security Alert Ad-
wisory made on Avgust &, BO installs itzell
by entering itself into the registry. To stop
B from starting every (ime the machine
boois, odit the key st HEEY_LOCAL_
MACHINESSOFTWAREMicrosall
Window s CurrentVersion RunServizes and
look for amy sspicons PROERUT RATHEE,
The lergtk of the BO exe iz closz W
124,928 bytes, give of take 30 bytes. Erase
thit entry, and erase the fils itself, [f passi-
ble, formaet yaur hard drive and ceinsiall all
(35% and software, as the use of BO may be
part of a larger security breach. The full weat

£ the 135 Advizory can be found 2t

hibpefiweuraiss netin foroedalens/advise 3. huul

Microsafl's Respanse

“This i3 not & teol we should whe e
pashy, or our custemers should wake seri-
pusly..” - Edmund Muth of Microsell, &5
reported by the Hew York Tames,

Well, Microselt was wrong. Thers have
hesn an estimated 55,000 doanicads of the
B0 software packspe, 2nd [ oonpssld heds
awred over 15 machmes using it L was bored,
winted 1o Iook st other people’s prim._..)

Concluzion

Bk Cirifics is & fun toy, bt you must re-
meenber hacker ethics while using this Lol
Do oot put somsthing like “Fecha ¥ | formar
" in metoexee bat. The purpase of hacking
is 1o bearm and cosate, not o ceilloy,

Page [5

e latldrrdan Faabarats A S

b e

- s



b Armageddon
=t's just 22y ] desided toinvestigats a
neraork, somsthing net, for ong rea-
spn or anather [t could have been
lar any rezzon - it docsn' tratler bacanss if
Ttald wou it night girve away what necaork
[ weas onwasigaling,

Argyhow, [ just left ws ping propack
{hetpeiraranwipawitchocam) onoall night o
atan e subrgl and scanned wp tiroogh
potts 1024 T eame back in the moming and
guess what fwroed op Basically, poct 23
wiy apen on almost svery machine, Pors 52
wis oTen o the DA pame servers (duh).
P 2] was open oo a few maching. Forts
TE and 25 on mail somathungnet were
apsn (that was 4 given).

The firet thing §ded was telnst 1o port 23
pn heall Ssomelingnet. [ established 5
TOP cormection, bur then it disconneeied
mz. I fgured it was cther o firewall or the

Page 14
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Probing
Remote
Networks

machins I iried wtelnet 40 would only al-
low ecanections i T waz a trusted client, Ei-
ther way. that is & bick v work zreund. So
what rext? | started scanning for parts on
which [ was able @ maintin my TCP con-
necticn. I found hae ewvery post buor 23
daraldd let me mainfain a TOP conmecton
Talk about lax in security [ Agured fhey
thoughl il they didn't allow port 23 connec-
bong they didn™T bave w o warry zhaut peo-
oz boggiag wm. Which is prety stupid.

so tigere this would be an sy heck.
Arnvhow, most of the machines on the ne-
wioik wers Bun)3 5.5 1 Some frocbad mae
chines were alsz on the notwok (lucky for
me | Like frecbed). T stared Tooking aroand
for any exploit | oocld find withoul mich
luck. Ba 1 Aguced out the feeeksd machine
was warsion 2140 That machine wes a linle
ouwldated; Grey must have just kinda fargos-
t=m aboat O o something. 2o 0 decided 1o
pick on i, becauss it might bave just been
the ore weak Hok in the chamn [ neaded, &
porTtscan eeharnsd prorls T {echod, 23 (telmen),
2% (zendrrail), 53 0dns), T (Minger), 80
chtp), 1L Gaenepe), 2ed 513 (remats logind
Anvhow, the fint thing [ atways think of is
serdmail, 2nd [ remembored thar [resbad
was shipped with a walnezable varsion, 5ol
felnetied 1o part 25, and . it's 2.3.8. Daran,
dzst dooe ot slammed oo face.

S0 nzar | Josked =t port 33, the name
server. | belweved chat it was 1he sooondary
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riarne server hecause its ©05% wasn that up
ro dars. In an attempt 1o Aguss ol whess
enacily the name servies was placed [ did 2
tracesaube tootk Then |ran @ tracerdute 1o 3
few other compurers. The result each

Lracerauls Larmed up cigoo-Th
w_...“..._.aq.._.._._m nes, [ am FOOME bt chaat that 1% e
Chzoa VD rewcer {soms npice bardwsars).
Cm the last bwn computers where 1 min a
trzcerouie was armamssemerhing ret 1
el Lhal Lo be o (el bocauss alimost
all rracengras Tass 4.._|n__.._ﬂ.= that crmiputer,
apd 11 appears just after the searer. But it
didn't appear when | did 4 scerouie
whar [ belisved was the secondary domain
mume server o then | decided 10 do a
whois mﬁ_..._.__..q._...m_._ﬂ nat arel foumrsl whas the
Tand nams secvies were Cwlny didn’t T think
of this befzrel nslsomething.net aod
nsdsomcthing.ner and of course the out-
datesd  freehsd  machine  was gsd some-
thing ret Al right, I'm in hasiness

[ then #2m & tracoroute o nsleome-
thir ned arcd 1L dide™ pass threugh the Gre-
wall, whizh meant thar they had theit name
sarverd sel up outside of the Grewall (I
very bypazal tn pul name servecs i froas af
the frewally Se [ osearched the sploit
archives Tor a freched cxploif. and a pamed
Expiodt came up - ik awhoul my lueky day.
So [ eompiled and ren it [ then got myseifa
rol shell oo i name seeover, (8o, [well
ol give the soirce of the explail; P
would ba ziding wed moeracking 2 som-
puter). Toee bad 17 was ovtside the Grewall,

S0 was there anything of any wse o me?
vog, of course. The masterpaseod but its
orly good Disagine of thiy anz iazning M5
o7 NI5+, 30 [ sssued the fip commaret back
I3 20 SOnputer ¢ bz Inicenes {nor Ly
compuzer, thal would b stepad) 2nd down-
laaded it Eventualiy 1 pat it hack o omoy
compuier. [sezied oood old Jokn The Rig-
per mght ey 2rnd maed 10 eaplore e
netesry becauss what gond i a user
namepassword if yoe can't gef in beczuse
of a Facking lrewall?
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.n_.._._w._...n_.m.. on ome machine [ found an
anorymows fip server, 5o ' decided 1o
check it out, and | foumd that the machins:
was mrning Sunls 551, and it was val-
nerwhle 1o 2n Np bowmes atack! Hzll yeah
S0 prw [wenfr and grabbed that scopd ard
rart the Irithe deval; i bouneed moe straight
through the ancnymous fip oand 0 2 telnet
pset o the subaes, Moew all [ had to dooweas
crack tha: password Ale, B 0 wailted a lorg
whilz az JTohn The Bipper went to toam, day
arel might on the passaand Ols, Thea finally
[ just took the ficst legin [ got, and boom, 1
was oo this svetem which was inside a fire-
wali! Hell yeai?

Zio 1 had to gt oot Weald s work? IF i
el kechkass, bat iF i dudnt Ly kave been
acrewsd, Sionce | oalasys play it safe, [
leoked for soonethorg [ oecald o e the
skzll 1o pet me root, Fow Lhal [ had passed
the fiscwall, 1 eouid just vse amy remobs
buziter overlow and get roal on any of the
compurters, O, T ooeld jest 3og inla anaothes
gysrerm aryvwhere and run 2 locel root ex-
ploit I had 3 wide rearge of explols o
chose fram

I figured 14 look arownd and =ce if ]
zould find another freebscd rachine Dying
around e sorew with and bam! freshed
220 This ene kad a Jeeal rost eaplod in
EinTd ..._u_:un fileswsrtam, [ got the list of uss=r-
nane'passwords and [ was past the Gressl]
so 1 Agured this woukl be pretty simple. 1
ielnebied over to the freebed 220 Box, and
fipd the explow sowrcs over, compilsd the
Lxi., anid

thing, tan 1L, wail=l a lew o
barm, coot shail!

Aanyhow, | searched sreund the nemwork
for whal | oame T 2nd ran these ey Dide
closking programs o owsr my a55, 1 wipsd
ail the pocessary lags 10 hids my punkass
arni golb It was rathes danng Lo punip
around w2 s0 many machines, bt since |
cerly came for ong reasca and oot what ]
nesied, [ odiddn®l leave any backdeors for
novself. And [ didn’t change anyting. S0 1
stould gon off seet-fros,
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by mulktion

Yoo mmay be sayving e wearself, “Hack
your consal:? You mesn, Bk omy MWin-
terdodd ¥ IF you've evir heard of ir, wes,
you can “hack” wour conscle. This is not
yivur fradisenal “hecking' as far as pesting
into systems by cracking passwords, bat
salhier, wiskg wour consolz as it was not
mnant 1o beussd,

Figst off, let me start by szyving rhat |
think the dea of cansales 153 @eeal, ohvi-
owsly nor as good 25 computers, but great
ronetheless. | oalis think the pames are
crcerpriced (360 for a game it cosis them 55
b make? et opealol) and meny peoples
agres. Thers are wings 10 fake your MNime
terdotd and torn it inte the reol uldmate
fun macking, especrally for you prograe-
mars cif thers,

RBack-up Mevices

Yau see, thess super litdle invenbions
called ~back-cp devices"™ have bzen in-
ventzd for the Wintendofd, Amd they do,
muizzh -85 b mames suggsss, - back-up
prnies, You can t2ke a pame, and copy the
BOM image and SEAM image to a form of
media (varizs from sach beck-up device)
Thies 13 50 thar if your cartridge is damaged
or broken,- drowod s scondentally delete 2
saved game, wou have a ready back-up of
such things and don’t kave 10 spend maoney
O 3 new Qe

Thess beck-up devices are mainky mads
in mamniand Ching and ans imported w the
LS or Canadz foo sale, You may . also see
tham mamtionsd in the back of Mintendoss
game nuanuzls statng that they are legal
and yourr will be prosecuted if WO LSS SO,
Har, maks ko mistake, the right o back-up
waur awn electronic informancee is sy
legal. Feaeons owhy Mintemdo 580 mies o2
canenred people tha'rz illezal 2r: vwnknown,
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Here is where the real legal miaees come
in. If you back-up a rented game, oT a
friznd’s Minteads pame and keep the BOM,
niling piracy. This zlso ap-
plics e those of you who may doanload
ROMz over the anterrst [many FIF asd
HTTF sizzs offer chis),

However, was, 11 5 posatble (and very
easw) b download or kack-up R{¥%= from
friends and play ther for “free” on soch
back-uzp devices Sn, basically, if youTe
wilting to live with commiting a coime
(and wou'll probably mever gel canght), you
can buy a back-up device and downlosd
gwery grme far e Meetendadd ard play
them fresly,

Also, 2id hees i3 the real oead part, vou
can proggram for the Minlendodd and play
the panss you'ws: programmesd oF uplaad
Lrerk Lo siles o Lhe Intoresl for othess o
play, Theare are many S0DEs full of image
and object libraries availabliz on the Intemed
e G Mintendadd, Such dzvices sionler
{almost identiczl) b the hack-up de=vices
are aveilable from Nintendo loc. for up 1o
EEARCE LN

Wixl are o

Tppes of Bock-up Drevices

Ther= are basically three mainstream [if
vou can all them that) back-up devices. [
will go thrsagh the pames and descrpiions
ar alk o lirme

Mr, Backup (Z44) - Thiz is the bacs-up
divvace | oown [and peobably the owoar fa-
wared ) It fzads on top of the Mintendadd in
the cartridps slo and kas a slot on the side
of the device For 2 cartnides 1o be insected.
0O the right side of the devics thers is an
fomega Zip drive for inssrting £ip disks,
And fmally on the tap of the device there i3
an LD display which gives options and
sines tho MO contents of the Zip disk.

Faoll 1998

This device runs ofl of & 386 5340 and
has 2 fashable BIOS chip, It runs off a 3w
power supply and alio has an opsien o con.
recl & CD-ROM or SyQuest Spasyg deive to
the inside, althoagh these have 12 he pow-
ered extzrnzlly. The Zip drive i conneorsd
throuph teeatar IDE cables.

Croctordd {vYa4) = This is 2 very good
back.up device, 2lihough not 25 versattle as
the F6d 14 comes with a CD-ROM and
Leads on the bostom of the Mintendosd (e
the EXT slamn. [ BIGS displays onscrssn
{algs Mashablz) and has optiors znd also
shows the BOM contents of the CDL Mo,
yora cannor back-up directly onio the CD,
obwigusly, 5o wou st Conesct it via Paral
tel Fore to 3 compater ared the BROM imaps
rust ks transfareesd to the hanl drive. You
can then barn BOM: 12 8 CD for use. This
device also sepoorts Acdio 0 play and
VCD (Video €00 plaw Recently ey
slarred supportms MEPEG-L

(D84 - This devics is were similar fo
tha Vi, Tt zses o CE-ROM also s has all
the options of the VEd [ncludiag paszllel
port). Flewever this does sad suppart audio
OO WOD, ar MPEG-1 play et necessanly
a large diszdvantzpe, but a disadvantags
noretheless, This alzo leads thoough the
woriom of the Mintendasd,

Whare? How Much?

These back-up devices are widely avail-
akie over the [nfernet (in Fac? Chey're oot
availatle moch amywhare elzsh The A4
will run vear aboutl 8350 2id can be ardered
al wavwztdcom. The Wad s abow 5380
and can be ecdered at wwwcarlind.ooom,
The O3 will mm you sboar 5150 and is
availatle 2l waow.cd®hoom, There are also
MWES. Gamellay, and Super WES back-up
devices availablz which are sirmifar 1o those
shaove excepnt Liey t2ke 3,57 foppy coshe.
They arz available aleng with seme other
coad onisals stuff at:

Aeivividbarriar
Additionzl | aton aboud all NEd
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systems is avalable 2t waradexiooss. com
1 highly supgest you take a look atthis page
for snoae iefeemation before you ondern Yoo
can zlso tzll e many poeple who owsn such
divicss {and sometimes people from the
companizs abave) on IRC. Just go o
fradroms on EFNa

Firal Mores

Soane addiional nposss about system
FAM. The wuy the BOM iz plaved it is
Toaded From the madia onbo system EAM.
1l these zre theee umage sizss for the
ich are 04 megabit, 96 megzhit, arnd
128 messbit. Hermemsbon 128 megabic s
equzl to 1e mazabyts (megakets is prohably
the term wouTs mees familiar with, it what
sl heard drive Bs mensered o and all sve-
tems shep with 10 megabyles of RAM
which supports 2l games, Howevar, new
QAME COMIng ouf are up br 234 megabil
(3T megabyied which woold require an up-
zrade tz 32 megabyies of RAM. ALl systzms
have thas abiliny 2nd if vou wish 1o progren
games that rnge aboct [23 megabin you
rust also upgrads your BAM.

Programoing nots you ars ke limits
10 64 magahit, B8 megabin, a0 125 mogahit
ear program for the W& can be eny sire
as lore s you have cnoogh RAM b2 sup-
ot it

Ordering notes: all the companies lksted
ahave zre vomgpletzly lepitimase, However,
[ have keard of shady companizs out thers
that fry @ op vou off, T owocld sugest
checking the cormganize out befare you of-
Jder from thern. 1 have done business with
the companiss 2have and have had ez prob-
lemm writh servicee from ther.

e 2pain 1'd Tike ba state that copying
warres 15 illegal bur backing wp is ool [
knoow mrany peaple who have booght these
syeloms for the purpese of copyind games
ared 1l has warked perfecely with overy
pame, but (his doese't make it 7leg £t's
basically your all whether wou want 10
keeak Uha law or not
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Az ['mosure mcst of us know By pow, Lhe
warld i= peking to be o scary place, Wi an

wher: rhere is 1le or ro evidenss thar a:y
crime was commited or that anpons {athor
tham the Feds” sense of oeder] was soshow

frmed.

With the lavzat caamples of injustics, such
as Choss endured by Boosie 5. and Kevin Miz-
ick, o 12 g0 srresel of the imagirasion ta en-
wisien @ case in which & persen is held in
P asi far failinp fo ravez] her encryplion key.
Cenaincy a warcard can ba legally abtained for
suich 2 ke, and this makes s=nss when we un-
cerstard cryptnzraphy merely 25 a wiy [o back
sy seoreds. The problem with Bus aeaded 12
tzt the very same bits that soove 08 a8 looss
alsn smerve us &3 wdentdicanion. 1F 2 low en-
foreement efficer abtaivs the kays ta cur fileg,
he can alsa “prove’ 2o our 2esaciates that “he
15 us” He oan sign digital conbacts in our
narmzs, znd =ven sign diglal cealessions Gor
us. A wcasy praposilica.

I ix Sior these reazons that [ bepan laeking
Car g way te pull ane ceer'en Tos CrfSicer. Sira-
sl homing azzinst hope that the governmer:
will keep itz=lf away from our kews is proba.
oly ninive.

What we would ke o bEee & syl
where if Jog CHfiear demands the lew ta oar
copbezriesr fle, we can chaess b sapply ore of
Margy keve One key might reveal a love leker
re his wife, 152 olher might tevead the com-
pletsd avaks of Skakespears. A thod key
gkl plve us ur secoet docinsanrs, Thes iz
uazlly called denizklz enerypticn, This rerm
carrizs the added stipalarion that ussr
hle to invent Revs ar the Ay, when pres-
gure it 2pplied by eclforcement foorevezl 2
razaningfal Lesl 1 don™ fnd this wdea fo be
that gre=1 thougl becauss s sscamcs thal
the doczyprian is done in g black bas, i otk
wupds rthat law erfaresment isnt watcking us
ard leaking at our programs. They woeld see
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us imvenl a key (oo a given plaizilest,

Izastzad of s, 1 fad o peefecabds 10 de-
ks betarchasd what plaicizaes will be zeail-
able [ 1bds way law cnfosoment 2es us
sply 4 kew with a plven alporitam, the plain-
fean sineply appoaes oot of thar, Mo specialized
calzulations sposificslly for deninkility roed
o fake plecs, T cneony would know that we
prehably have o means fo exeracr ather data
sats, bat 2oy additiaral daza in there can f2git-
imaiely he sadd ta =xist o fnsstats coyphamatly -
si%, in the tzrms e wdll uss, this data s just
Jurk chaft. 1 call this Wype el svilen 4 Scash-
taned™ smcryplica sysbemn, that is, ws selupas
alibd L (all back on belorshand, B befors
w consider his mrlbad, Iet’s lesk al the son-
plesd iead af densasiliny.

The s albwicus way 10 achizve rhis is
with a gne-tinne pad. an OTF has the prapeniy
thet a key can ke comstnacizd to rewvezl any
Tossible messaze of length & fromn cipherlosl
[zlza of length & Ta achizve this ftal, bow-
cwil, car ke atio needs 1o be Mobyvice n
leegth, This raight be QL for B fow btes hece
zngd thare that we 2on remermber the pad (key)
far, hat in chis case why ne just memarize the
plaintzxt 2an e dare with it?

W can ore all of the pads on disk, b
21l Cnly s thes trouldeseme e wetk wiil, Fa
Oz vars sunply confiscans all af 1he pads.
Ever if the peds are enerypeed with FOGR he
Just demands the key 10 the peds instzad of b
our s=orel dacemenl

CoezAimre pads just aren’l going 1o cul 11,

Enler Ron Rressr, Biwest, measr widely
e Tor his wark onrhe BE& peblis key al-
garithm, recently irtrediced a small paper on
a methed of data confdermiatity that ke calls
“winnewing and chaffing.”

Thke hasic wic method is discussed in
[REVR] ard is 2 neatlly mlenssiing iGRL Favesl
proposed 11 as & meltied of ackicveng ceab-
dentialay withoat cecryptian: the plaintexd is
rransaciied o the claar See Rivess poper for
Farw thiz 15 Gone - 17 the matesizl in ths articls
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is oot clear, read Bovest’s paper Lo ol a clear
understamling ol the b ol wiz, and this
AT skt 1230 vigh izio Line wirh yoo,

Far Gur puepesss, Wi we want o baok a
is muzely the idea af psing MACE [Messagz
Aurherricarion Codes] ta separate one strand
of dacz: from another.

Whar we are going fo da 10 achicee our
goal of derdablz onereplion W uss a0
taels: a strocg bash fanction (H) &nd & svm-
melic cipher (0 OF Gourss, we Cail turn any
Rash Fanetion inte & beck cipher and vice
werse, an ws could really da it with ore ooal,
Lt hat 15 acacemniz

We need 2 passphrase from the wser, whick
pere hashed sadith H{D ke 5o {the nodalion @es
a litle slippery, bul stick wilh =

1 wsrr_passolicass: — k

1 user_passphrasctk) — K where + de-
noles Goraatenarion,

It shoatd be neeed bare that HO may he
somerhing ke SHA-1 or WTDE, bt 61 would
ke prefernbles o usz 2 complete BLAD syslem
ke AMAC, Far cur wess koo, | Belkve 1R
ardinary hash Munclans will solfice, however
sizes HMAL 3 aesitable in good crvpen liks
il ness to BG4 for car hyta hy byie en
coyprian, R{E it the pasizst Lo implement and
Blrek ciphers affer no abvious sdvanlages 1oa
stream ciphes with fust Bzavy MACmng), w0 all
the tmols are right Grere for pou: wss HMAC,

Bt ler3 g back re the algzrithm:

k 15 thee oy rhat we will use for oer cipher,
ard k' is fhe ey thot we will use Far MAaCing.
For evers hiyt= af plaintext that wes get, wi wzlt
also meremenl & sagues st {350l
denedey concalanatic.

I, W .u.._m_?m byms of plaimtexr (P]

I, Encevpr: CiRk) = M fencrppt P witk k
wizlding 3

3 MAC: Hidd-=k'+sgn) — M dhash M, K
and the sequencs number Depeiker

4. Chripat Bk

Fo 00 we ke pioe byics, ot 1.

T docrvpd 1his sratt, we 4o cthe following
afier we pes the nser's key and secp ko aned &
as Defare D) denctes che irverse of O
I. firab 2 Riack of dat, and scparats sl M
znd k'
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2 Bl kfrsgn) — Rl'erecaloulate what we
think b' sheald b asd call it B

30 R e B mansh, Govrypd M, P KR — P
4, Crgtaur B

= 01 e have more babes, gata 1.

T =ee how L5 1ols ux form denizkle en
cryTtiom, imagine what woold happen il E
ard MY did el omatch e e decrypleon
process. Wi simply Escard thar packer and
v v, Bives ¢ells this winnewing, Whe
wialdi’l ME and B anch? Beeguss MY owas
created witk & key diffeesee frem ahat che
uzar suaplicd in the decryprion poncess That
racks: may very well he meazingind data, @
was jist enorypted with a different key. This
w5 15 b ercTypt Lwo oromore fles wing
e cipherteal of cach Ole as chal? lor 12z wh
rry. Ao exaznple &3 s orden

Lets defivs tuwo mnossan thar ae want rz
i, th byras AT and "B The keys for A
are k=5_K'=T ard rhe kews far B are =Y ard
k'=7, W sta qar sequence nember at 1.

et sppase that aur fusctions H{ ard
{0 do e Fallowing:

CiUAT S =G = M EUA", erdryptad wath
Ry B =) wielde G

HOFE Ty =2 =8 » hash the cipher-
rext byte ahowe with k' and 152 segaenee mar-
ber, yizlding I. This is 3

S oour firg! messape packsl 02T - e 10
the lirst bybs of e socond oesssge

et =9 #UB7, engnypesd with
B e = 2% wiedds 0

A'BERI™M = =8" = M' & Arst bvle ol ks
secand message, ase 1 for sgn

Ciphertsal calput (heth mcssages oerped
arzd tnbsrpolabad): G20

When we atampt ie decrypt rhe first biock
of oar meszage we have same vays thel ke
iser sepplied. IF che wser supplied k=5 anc
k=T then we will acceps G ws g valid byc (0
and aur caloulatcd BYowdll mmaicht and we Te-
Jeet 0w have jast sionpped ouf the second
izkrgeapes byt Leaving only the first Ponw w
can juest pass this byrs throuph O3 which will
yiald the mlain caxt, inoquer case “AY IT we sap-
plied the cikar set of kews (k=Y 2nd k'=7)
ten we would have sripoed cof A and de-
oryphed O amrl therefess obasissd B
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[L 15 casy 10 o= haw 1his can bo uied
agaicst Jog Officer if he wanis Aowe hand hon
the keys 10 B, if ke wanls B we kand kim the
aveln A

T3 rourd aus the crethod and make it 21
nald e, we inserl chal packels {just S000e ran-
domn Eybes that wuen be accepded by the
SAACing) 2 randoan inbervals, If senztinized,
an abacker will have ra ddea whether or pat
the packel in guestion i a bages chaf pecket
or a mearicgful packet, Thare is me obvicus
analytical way fog an anackes in show whether
more meanngfil dita exists in ths fie or of
the cernacns &3 just random bytss, Thi @il
“srzaiphiforaard” way of atackiay this sys-
w05 10 dictionary  ablack e uscr
passphrase, as abaaps. Failing this, one must
ariack 1 hash fimetion and 1he cipher. This
zets diffcult very quickly.

Ancther modilicaticn t this hasic system
is to obtain morg dara from che oo
passphrase through malzipbe hashes and usizg
this addmieaal data e se=d a coyplegraphi-
cally streng PRMG and grabbing 1235 bars or
30 o the PRIG and hashing this irio £ach
w140 This =nsures that Chere 13 abways a
good amrand of rew B peiting tarrsd cver
o the hash fimcticn. [f the hash functiom i=
hiased, this Bisd ey B2 able to be esed o
predict how th digest kits change in the peat
hash, the segusnce nezmber is incremented, 50
the changss in those Bils are 2l@r cuooal
The pernaining Bils are pas those & Bis forche
plainrext byts, Eoawn plaidnest starigtics can
b used hiese AJL of this may help an aralyst
in boeaking a MAC Putting 128 rew bits
Mo a secure PRI timits helps o alleviale:
this possibilicy.

But  wor &l hawe 10 walch  wour
peesphrass. And il you &re golng [ pur 3
PRNG into the impleonentation, it is beteer 2o
=2tk and k' unoa differens manner, If B} is the

PEXG nd HI) is 2 hash functian then we can-
st kb oand k' by seeding RO with
Hiuser_passphraze} and grab 1o 128 Bic (or
506, proatebever vou Tke) Blocks freim RO for
e as koand k' The pnor methed of peding k
ard k' meemns wooure, but Gor che few B oof
BAM peeded for a nbos PRMNG, it seems silly
rat 1o use it

hnplersalng programs o oo 1his soot of
denianle cirypliza is B orther ivial matter,
Suures eode ta stronz hash alppritors and
e SLERERMNTS ciphers is widsly available, amd
sicapls e use.

[1 1= tempting 1o just cmpleznent e basie
winnowing fools amd let Uw cypre be done
with an external progmam. | advise agains this
as it reguizes more kiys @ be pemsmbersad,
and whea under actual pressure fram law 2n-
forcernend B rewial & kew you may oot be able
Lo gl oy wils jogether and give 1he dehl
kv, Acecderns happen - you dea't wan Lo
give the wrang key, It is also preferable o add
creuments of 2 “sensitive” patuns for the ex-
press purpose of givieg up o ke enfooce-
meri. Maybe encorypt 8 few articles from
Phrack and a few porn pieharss. Such materizl
ssacns mcoe Iiksly 1o got encrypled than Blam.
bet, andd wall grve yod 2 hebzr 2lihi regarding
wiy wou have thar ciphertest, not that you
chould sven peed pre, bt such i Lhs slatg 1B
wir live in, Be prepared.

Lheats po do Zoyls and Wipelo for geod
hacks, lods of boer, and really sick locwing
code while wndes the influznce.

References ard relafed marerial:

[REVPE] Chatling and Wicnewing: Canfiden
tiality wittau Encryptien; Ronald [ Rivest,
kupstheory les miredu’-rivestchaffing. el
[CAMST] Denizkle Ercryplion, Ran Cansin,
Cyanthia Craves, Mond Noin, Rafal Chirowsky,
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by D-Bicz

Fart these of yow aba live in the subusts ar
cenat] sowns, (i woea ever wonds, “Hmm, o
el ke more conrralling ome phonds than the
575 l0"%3" bex on the owside of my Bouse™
Well, right wou are However, the box consrolling
wour (nd all the oiker paople iy hced's}
phones is oo behind locked doors. [ is wually
af #n AccessiE sUerl, ned mors har kofes et
Fremn U s Loak Toe the big beloo Soa, 171 usu-
a1y has the 52100 name oo il and $10ks up a pood
Four Teet Froon the groved This is e neighbor
i telos bon

rooray, o weizhd think, “This bex which cun-
el all salscommusicarion in the anvs racst be
eoder lock Rrd ke, might?™ Wrong. Moor local
rasen thenks wour Dines shawld Bas: no moce pro-
soetian than an odd-chaped bl This Gin b oo
dane with a gpecizl amench, o with needic-niss
alere. Unbess v hapgen oo look /108 like atehoo
servicernan, bredicing inma oo af Ueose Bows
night look a Limie saspicious, 30 doa't be a amm
Gl %o mvach of hackenp phreakizg i zast come
rmran sooads, A medioum of discreskness can S8
iz heovurs of disting ath Jocal polace nfficers.

Cinse P bus s cper (it was 2neady anlecked
| just ot it oo of curigsy, effcer) you will
feel right o horve The same Wind of selup wou
haw 20 home (Black wiremed win, sfeenimes 3
jack] b present ke, ferty-fold These anc 21l pur
neighbore” phone conneviions, Lnpleg ooe of
tmaree facks, pood thene poes Joo Blow's ine. Cone
rest winsf hzndsel S0 2 pair of enminats, and ol
fave gpcess 10 this phone lice, Child’s play

Uhis sysom is sy 1o phroak, bul ezsier 1o
dewtray Should one be 0 metiveted, oo eoukd
szv, mp oul Rl the winss anc ma. This wau!d
caulse havos arsanp otz neighbiors, and cerlaichy
ke ot far less poputar wich Uhe Jocals, B, S
the sake or porole whis dadn' de ampl=ing 1o wo,
plecse dom’l pio Tancomly ruinisg service foc
while disencs becauss voil can.

Flaweszr, penale end wa ges 2 likle nereous
whker their phones seddenty ga dead, And, i you
are caughl, 1 redial oo wour hendscl can b
asazd gainst you S, forche backwacd subarbzn
phrezker, bare 55 a lis ol mandy tools vou Can

uss kS A Ugalfety et b0 ensurs (s Froodly
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~ THE BACKYARD PHREAKER

dacn T peddenly coms anond the cormsr,

1. Lire in wre gkt - Thay sell these 21 Radic
Shack for S12.00. This is a lEte boa, with 2 light
an it - when the light is ce, the line is In uie, B2-
Fors ulilizing & random ling, check yoomselMwilk
ki pocersizal ipgarance dovic, Mides 2
great pift. {Humec)

B, Tane cipler withon! recial oF MEMory -
Bhoud ynu e caughl sfter the Bl wie'l ¥od
Jeel tike a dumbshit if the Zasn samber calbed on
the lime woa phreaioed 15 e numies U peps Up
ahgn Uredial™ is prossed on voor phons? A eoe
dizler prvamts all this. Sinee e phooe ooly e
members the nurmbers prassed an the phang key-
aad, wiud b smard o 201 your dating wilh &
tnme dizkr, sans redial or memoey sedizgs. Al
Urreaph laas are 50 vagoe thal yog ces B procti-
cally ke arressed for having a pheoe and alligatce
clips, it betnse far you if Lhey ¢an't poove amy
ing. [zl with a tone dialer, you ol ot szfe.
Deal dircet - e had, so sad, w00'ne o o own.

3. Camman senie - DK, for gl ppiz pon-ge-
sigges, Firet and Sipangsr - Dan't Jig! el ona-
pochad fo o i oy way! That mears don'L disl
yauur house, youe gofl phane, woul pager, wour
pirlfrterd your Favarite HES, yous moen, wour
beess, ar any misess dialal & St by woar boos
peane. Yoo've Teen wirred, ey do kerp
ceaards. Becondly, Gl up ader yoursel], Wezao
ing latge ploves would be s gooc idea, bul s
leaving business oands also helps sur, In conche-
giten, wau wenen't Lhans, and youw sbould doevery.
thing in oo pewer b make i ssem Lal way
That means ¢hosing the bom afier yeuw're done.
“Haly snil whes arg my car eps?™ s sy o
anceplalde

Koo yiear Tead abows you, Son'r da anylhing
gupid, and watch your back, and you ean hew
Hours of fanephun in woar gied comeanin

At like @ snaran and gel your a5 throas 19 092
reetal clink. iy proezking. Doa't el azpne
[ i i 50,

§ dz maf, in Wy, encaurage criminal be.
ke, How Ja § prowmote dermuction of wlaphose
company properdy 1 alra do ao condang oF en-
conerape the corivities lisoed above, sar kave Tar
anyane | ktsw oven perioened phe dom men-
romed aboue, Flatie Do TSk winh pooied
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expanding caller id storage

by Dratwen Fluvios

The telepheme company ser yoe this
rimy lirtle 23-call meemory Caller-10r hox for
frzz o the oeail when you signed up for
Caller [Tk o want a beter box with race
memry, b the 33593 your phone com-
pary wens for 2 Shecall bos just might be
befier spent on sometking elsz, Like the ex-
irz chargzs foc having czller (LM Hmme,
What 1o da?

Easy... il hack at!

The two units ['m reviswing are both
called CTERC0 mode] PA. These units use
the same =oftware, CAl - werswon 401,
which they proodly display when they
Niest wake wp The difference ie in the
hardware You can Find the PO board revis
s2on Letper an the sticker insids the batery
compartment, al the extreme lower |t
comeer of the sticker like thiss “I4.17
Dont woery 1F yours 08 diffesent than
mine. Nizsd read the proceduere and 1 ek
vou will catch on te CIDCO% methad of
selecting the memory capacity for 2 given
uril

Assembly 5583, Revizton “£Y

Assembled 1957

The memory CRpASly JLEMPpErs ane on
the batery side of the PC board on the 120
side. Wou don™ have 2 unscrew the PC
barard from the feceatate and LOD sereen.
¥ar! When jumper “'07 is closed, the CApAT-
ity 5 25 calls, Open the solder jumper with
2 sharp cxecie knife or soldering oo and
the fevice shoeld wake up and .,.u..mm_....._m..... w5
calls, CAI Version 4.1 This jurnper is es-
pecially easy 10 spol becass the poor fac-
fory slave who seldered the thing dabbed
she meashy pads (YD and “B"p wath red
cpoy 10 avond any spillover. 1er joh was
larer designad oot of the process, howewer
(5he's preking U cans i your zlley as yon

roed this )
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Arsembly 355, Revizipn “1"

Assembled J998

The memary capacity jumper is asingl=
patr of pads, marked "C ", and is wery bard
L spat. Forst, woa will hase 1o unscrew the
P board from the faceplzb: in order o
bk for the jurper (4 scoews, oae in be-
tween tha jacks) The jumper is just to the
right of the Bg back blob of chip epoay,
above the O 1T capaciter. [t boaks Nike an
unased cepacitor pad. A very careful and
sharp exacbe knafe is mace useful here than
a chean soldering iron!

Besr Like che res “EY this jevper is
closzd when et dno 25 call capacity, Open it
up, =nd you have &% The other capacity
(znd most poorramybest] aplions are mss-
ing. Apparently oot many folks bought the
rrid-ranize urits....

That temirels me - what the hell are
thase propramdes: pads for? What could
we T:d oot by wsing them? Thay 2re pre-
sent on the revision 7 501t might be hard
e g oot 2nd erder a Bxet unid now, b any
wldir wt should work.. ..

The Bevision “E" pads are labzlad,
order from top kel
K3 |
EM (enabla?)

TET fest™)
-[.I¥ (lozd™)

L (Capacity jumper)

L8 (Capacity jurmper for 23 calls)
1% (Capacity Jurnpes)

A (Capacity jumper)

1S [reser?)

Therz are same simzlar pals on the revi-
ston 17 bar they ars labeled:
NET [jurnpes, open)
-LD l2ad?)
[ [Capacaty jurmper for 25 calls)

[ have not tried out amytking on these
Arpons for sems cxplorarion?
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Com=rm Lenguape was develeped for use
iy all Pall Client Companies (BT This Com-
mon Lamgudge @ used in poopaned Wook Onder
Recard zod Dilails (WOR D) dovumerts, Cam-
mon Lasiguipe is presenily Being used o poopan
records of cirvuss, tanks, and squipanent for s
Trenks Imegrated Reverds Hesping Sxsiem
(TIRKS). In this documentatan | owill be oe-
plaining 1z gonsenzcrien of Cecnuman |anguzge
Lecanaon Mentificativs, (0L Cades.

The CLLI Codes are ased Wy identify pasticu-
ar zelephore baildings within a gives pea-
graphiv arek They spocily 3 partouler work
force of adminzsrgsive group wilzin the keld
ina The CLLLoodes 22 alio used bo identily 10
nen besilding lesatons, Thess codes are made up
¢f 11 alphameneris that dentify the wlephnme
baalding. They 2me made v es Sallaws:
Plase (00EE) frkaracror positics J-4:
Srare (X0 (oharaeier prainon 56
Ruifcting OO or W foheracter pontian F-4)
Furizp (AT fcharacrar posifics ¥-00)

CwincAimg ar Nan Faiking)
New Bwitdiag Locatian GENNAN (characier

posian -4
Crsrotar Lovatian (NENNN flaracisr

poniina P
X = Alnhe, W = Waseeris

Flece Code i

The Flact Code 5 consiklorad w0 ke o momact-
2l Ipcatity wach 8% @ WWTL, Cip oF Crenmizsity
Wititary locavons, fncal pames, of major shop-
picg cestoms might alse b reforevd to as 2 Flace
Cisde The Place Code 15 a 4 chamastir alpha-
mesmonie, An example of ans would be BRVE
far Dezver, Coliraan

Krate Code

The Stats Caxde 15 0 twn charcna code repre-
senfling & partcular state Provision Is made far
arzesing o Provinge of Carada Code or 2 Courlry
e if applicable. An example of ene of these
woralid B 0 for Colorada,

Radldieg Code
The Hegildmg e identifes the partzidlar

Fall [9%3
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beailding wizhin the geographiv ared The build-
ing sney be represennad by a owo chamcter alpha
code, wr D dogit oumeris cnde AR enample
woald be XG ar 545, Trar example meass meng
o me. I i is 2 bailding, Bke g OO0 i Dhic oo
such, thea it is By cnance, 1 sweas [0 the Grst lee-
1er £n che pode hapoens oo be 22 X, suchoas KL,
iken 1 mrsans that the baitding is an ladependent
Telcn Localzan.

Enaty Code

An Entity Cosle speifies amy uni? or o
mnenl, wirk EROUR, persoc. Or jUD PanEInn W
is direcilly Telated ra mesaige and'or datz swi
ing ardd wrnination. Entiics a%e asszgned bo e
hraad catogoriss, gecncting and noo swinching
They are made up ol atpha adior numeric char-
rotors. An example of this wild B FLEA,

Whes if Z5n sepsssany thospecily @ partisa-
lar prowg within a buldong, tre Ertigy Cods may
ke drogasd and a CLLD eensispng of a Moo
Buildicg Location will indicabe a site or position
ol Eephans _nn.run_u_._-r.n_ ocher than a building
The Men Buldimg Code ix & 5 character
mremanic code. These are the abbrovistioss Tor
LTt Seven,

& = freragiiaaa! Bsundary Urexsing P

L = End Pein?

J = duderians

M= Manholer

F = Faies

i = Madia Lacations

&= Told Shadicas

& = lndependent Company Sian Sawilaing Lacaiian
N = Cagfomier Locationy

L= Afireetansour Now Building Locoiians

STLTED iz Swslhzs-Fork Orbit. This re-
plasss position 1 Lerough &, The Radio Lnde
compldss the code.

e

Customss Locamen

A Cisiprewr Locetion mes B a military in-
ssallaban, 2 custasner localed swilched servics
meturele. 4 customer hcarad Centren instatlztion,
or & Jocation ragaired for Trunk forscasting ad
dhesipr work

| mape Uais wdll help woid in your goest BT
knowletie Renember, al] kicwledge is usefal.

Page 15




1=

b i el Tl S B 4

By jh

The REENET {EESidence hall WETwork) is-
o'l 2 single snbiny, 105 2 conTis-cuTer apporach
ra perwdckzng Janm roGe an wodvirsitzes, The
prcple respocsikle 22 sach campus basicalbe gac
together v A selfhela Latseeg, el gpoores and
heerer starics, amd sor of come ep wilk a plan
for wiar chey wane 7 do anc haw they wasn e 4o
1T s an eneodnment That i3 Tull el possihililies
lor exploraticn

lin Jmarn why it 15 50 disorganczed, voo hee
T umderatand U palitics, RESNET isn't a uni-
fied nelwerk ot all 2nd Reoe 2re a 2ot of egos 2nd
postreE tmealved. Linveresies ead mocka rheir
ven =ing and have 4 hend time baliéog onto
good prople {who can lsave 2nd gel a lot mers
ranzy eliewhene inoncaskw eoce they gl
ey, [ additicoy (e 2arale wha pay for e
equipmenl thousing] zrs usazlly a separane entity
fonm U i pearerty inesl T, boch i mantal iy (rsl-
Ak and lirancig, The iSafcnp e vreales
mes of the disonganizmizon, alecg with che inirizl
momer-plays rooobved when RESHET frsr pors
nzkal

[Tthe (expericnsed) retwork peaple bad their
witw, Lrings would be lacksd down precy right
That erste caaney, Tal 11 13 1RG Boosing nu.-....l.l._.w
ok, Thiz w usualls s Ll power struggles
simce the Rousing peonle ant something that is
zheap and izexpensive and the netwarkine o
ple want semethng that 18 seuns and {mene) ex-
aszsivr. Ader amuch izfighlicg, this hasicziy
aoils down 1o Raving 2 merwork infrastnciea:
rhes can ke made s2oore . hut S rodly Zsn. 1F
wot'ne iz oo KESMET that wasn't recerchy sstak-
lished, chances are excalland Brar cosd wegulil kavg
prethized same of the mars secuns salutions
Laweilchaal w3 shaned potwock porls, for 2wam-
Fiel

The RESMNET gazl i o maks the yser o
DLCF 36 eoehigane chiir 17 and farce them to
ragister themselves on 1 wab page. When S
i gty off fan-mail ta the presidint, the pooe
ple responschl: wanl fa be ables bo sze thed they e

Poge 16
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made 3 besteffort bt he zdle 40 bBold the
RESMET mibwordyers soctuishle (suonoone’s
ezl 0o g platier) One impoctant aspect i that
thegy wars 1o boczlly aubooazi= it as nvsciy as posEi-
ke 53 they Jan™ Ravs 09 have thal couch ean-
poarr o pruvide noascrable service Basically,
they want o he able io kst vau dowen i ey (i
Fe g somithing yow shoddn®, Gey don
wrnl ol b set up 2 local serees, and they doan
W D0 PivE Y ANy FeRsenalle capedatioe af a
sgrvivs they may wanl to ke away later (zen of
thew can'l nezlly enforoe i1 el thar poice it tiess).

Dzing IMHUF has 2 sumier of gocd poizas
lize Vrezrm, 1235 slighty bizssd against nee-desknap
coerabing systems {if they Fave 16 B3p you. they
want word W hae soonsihing they eodamstand 2nd
] *MIX hackers ame szarca), im randomly ga-
signs wod 2n [P addnees ard car e coclipuacd 1o
TEEIEN Wl B e G0 B SCokdimes umpredicnanle
irtervaly, and yow ger 2 geceric unpersosdl ined
hosnzme. They can éo vary ol [(DHOP dioes
rost a7 that by dabas T and pactend ey ne ofler-
ing & service of corwvenience. They dant wem
SaMmecss nnﬂmnN.L—.“ ancth vabkedy! in theis dorm
rocen. 1f they ecould think o o good season, they
wind prubably write up an ALP thar wowd fad
wome way o 52y that v cea't hie indoming
canneckons. Masr Gl than arcs'l Lo worrisd
shul it bul Lhey sBoald prakakbby B2 wich server
x7ps sppeasing for win%s anc racs They G040
Wit o Spend e moessy W enSwar il which
wonld rezan 3 hiph-perlemmance NAT device he-
Twok the dorms and che hockbons wirs & ae-
dom-fewmany 18 sstup

DEHCE alse provices lhe side-sffect thes
they gel vour etherne! address fromy vz NI
Cwhech s suppesed o be A enios: nuaker) isd
o an [F addeess for g 1ime interval, and when
¥l register i gels tied 1o the “resident” They
cohy want one deviesperses, beth [ar seoorily
[pdeeliy unased) and vost (they want you 1o
by their service; iF sormeons sels ap a b in
treir coom end Berwnrka the penersl anca, Jhoy
Aot gl the money). They would zlso ke

Fall 1978

= BT

R B e b S

ks people responsible for their pecr, 50 what
cooaes through their pon us cheir faud

‘T he usial selup o3 o hewe 3 sfipichy modified
DICE serves that will seove cripplid and nan-
crippled I sddrssecs, 1P panme sepistered, pou
et up with 2 stz enlny el pointd 03 werkiag
Q3 sepesrs, foeiers, wheisves, The dynamss ad-
dresses Db gel swread Lo unregisarec MICs
pezint 79 Urex regimranion serves, The lick 53 w0 g
53 wour avesape peErsan will koot up, bing up
thar wein browser, and fizd Crinseles 2imed ac
1heir ceplstranion secver if they Baven™t sigoal v
Trat is ¢len ascimplisked by s2bolaping
apashe seling up a fake rool DS aemer, and
adding g fre virtzal hoses ooz *MNEX bos s Gat
any remate BITTE page pess darected to che
weryir, wihae pancre droaps wou into the regisis-
rign page Sar anylking O i’ sErvin

Engw thy enemy! Many of the ZESNET
sfes are usizg 3 sliphrly enosd fed version of ome
paskzze Visit RUpwew s it ediz -marcaysichen
and loak

Fribiem [hss theny #1: Yoo dor't Eave louss
IVHCE CHier than by wiitan poliey and ohsou-
rily, 120y can't orwe] anta your Cesciap and e
yoiz o use DEDCR Wou cea stabcy confgurs wour
koot ta whateves wicks, asually by shauldarsurs-
=g ang af wour frisnds ahen thoy hive theer
TCFAF euripal pacel apen. Mes ol the
HEANET selulions are usnlig en someching
cheaps Bikes Linux 2nd asizg the IS0 DTHCF das-
rmom. Omes o The newer featres thal laler wer-
szons have i Lo chodk fnd 5oz i an 1P add-ess it
i5 Zhout 3 assien ds o ouss LE it s, ot easks it
“amamdansd T unn:l BEROLLS (20 least for Cp-
20a1pIl Y Chenars e that if you grab soons-
pre’ oddrass, e sepver will waark S0 ok,
guicly sasian ke worim a pew address and oave
youz aloos for 40 wans Yiod: cagho o he graduated
by then. The admizisirlor has & 5 of adcresses

Lo hurd dhyan, bt 1t i prokakly 2 low priedty o

yoiz'ne mo being 4 gqueaiy whesl

If toe melwark Golss Ded sheic wiy, woud he
connesisd toa WEAMN-ready kob chal can assign
zddresses Cwrponicelly that fad lock-ree secarity
fearares Plug in with s owrang ML ar mare
Iman e WL, you pet drepped and yous purl
locked dover (perhaps oequinnp Faman iierven-
ean B ey Hasaed an ahal WET woa uss, v get
pur inko 2 ocripoled VLAK e oowarking VLAt
[dependiog on iF vou'ne registenid). This is 2
oG i Secars scenzaTea Sul it megquingd Serik:
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aditiomal kelp Goar the potweck folks. In particu-
las, 19y Rave 1 imnerface with whalever pritoas]
the swilch iz 0sing w msign 2 particelzr K1C 12 a
particular WLAMN il thair swircd can do itacall -
arother aquipenent cos issue). Those arc offien
progriEary praleeals, wrh o2 vendor warting
w2l yaul their secarity solution. The htuding flss
te=d o nik That eals expense snoe nobody has
proeeen Erat cheir litle rmsidend cirales ans crumi-
cals v 1f nobndy has abeased il chanoes are thal
they woe'L e This Type of securicy in plass ver

Privalaon (far there} ¥2: 1 wou'ne osing YLK
oo s PC, can g povelid TP address ance wilh
[THCPE hard-cods it a=d st up BAT, wou 4328
kisak v g Banci of machines behind yoers wils
ronody bring the wiser Tin icay ooy w0 Shinge
11 frant thives ra time, ke with e way ke DIICE
npee i wrillen yuu ars pifealy weil within yroar
[DECE pooeacal ) righes bo iy Lo use Uhe sa TF
addriss all the way ap unnl powr DHCP lease =x
pircs. [ don't kmow what the 5500 PHCE client
dres on 2 "W Do il it has 1o change 12 1P ac-
Uress mil-acasind, Wi yau can poobably [ve up
bo bz leiter of 2hmoes all Zeer rules withoat any
prichlens.

W wau Haves 2 worki e conneciion {regis
bered o mobh it Ds Lime 4 sas whes v con s
The mecwockme gavs aren'l giving woa swilched
pocls S porlerendsce, ey TE piving Bem 1o
yoi Jor axti-vawesdroppang seoarity A swinched
peat will 2remy much stop vou Irem sesing 45%-
1=ing 1*ar san T A brasdoass or cmalticas, aod al-
st pothing af inlersst i3 contaiced o them
clewoagh they may reviad intervstag bes of in-
farmatian {IF ackdrasses on cthat segmenl =3
ARPF olter machizes w3 IPX SAFK =z} Thoss
swinched poms cosl Mueosy and oo penple
wan® pay for ar They wsed o cost a i ©F
rmociey, s older atal arians ars prohehy lack-
ing. If you'ne nol oo g swilched poet, grab pocr
fewtrsis pocesr snifier and sem what e is w3
zr, You swierage Tallisw epsdam probkahbly isa'l vi-
izg 5551

1f piare om 2 shesed Baod, o should b aboe
Do st i T Local traffie fram vour nrighboss. F
it doasn't bave a boidiged uplink pan {anlikely],
then yiea might be 2l ro see che RESNET bacx-
b L dic s wiell (i yosar recphbors), Ay siee
trat deesnt offer switche:d morts is ac risk for all
ki=els T s=irtiepinsercan zitacks.

o ol ths bene (s o] RES NET 35 Lual woa'ne
rwaicdlly on che campoas w_._u.m..u_“._ have high s
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werss Lo the backhane, This is cradsicesdly
semwerhing thay tie poratrk Todks arex't really
kain on Bight nove, their mzin waorry is aff-smie
rackers sirce thay f=nd b Bave che local ma-
chisss kel doran, O0-58% links ace 2 Jal sasiar
Lo deal wich sioce you can drop 2 Silser on g TH
with ni mexl gpeed Bil, IOME &l abeve
ass d serious loss of throughpd, althoraph
some pawer fomebased alparithims can fab:
that a loe, With RESKET, they niow kave 2 bunch
of urknown kids with rool acesss in tear [awa,
bzath machive on 3 LAN whi knew all shoue
ther scvurily by chsozrdly, That is ceozlly =
preity hig mental shift for cher ard they Gonl
want W el [budndl b cosly consooaenoes
unhl sneene kelds 3 gon o their kead. 17 the
EESMET hacker doesn't bamome e squeaky
whesl chan they can por away witk a Lol

Llnliks skew WAN sfpabons,  hiph-speed
LAN zocess com coute samsd probiems [0 seu-
ricy. Ay frewill gr ather bollensck is going 1o
erich ot ik o sors tvomb when yoa have 3004
switcbed- |0 connections trylag m po Feoagh il
I woia peta liph-performanse ficowal] oo a lod of
lewgrzlormence fOrewells working in camdam,
¥ e gaing Lo add oot which e Fausing fidks
aren’t gedmp oo hike, The eeraneck folks will bave
wantid 1 ko 13cir oplions open, bat theyTs
proably nat poing bo have 2 hler in plass whn
perple start hypaog aboad all the cool Lhings
Uy v dding for the gludents, Dandwidth, mech
1% disk space, bends o pet flled 10 caecly
very quiciche If chey doa't pul = Erewall in place
quilekly, penals aren’l godng bo saznt it for the
gl expense or the haclensck

Yo mizy think these pon-decisions are oed-
s, bt paperpashons ane o dilfersod breed, =-
praidlly whaen their merey s meoleed, They
seemmn perieiily kappy o be renssive amd ik a
prablem asier chey g2 it Up-fhonl cost s every-
thiesg, fnd lofg-lenm sevings Jon't mean & whale
I3 when youre bving pear-to-wear 0n a bude=.
Tie chvious anabgy of sandiag on tke drain-
razk ared gt ofT befone ar after the main goes
by 53 1y Tionst om tkem.

Wrat tools do they haoe 1o 108k, voa doas
Preerzialiy lods. 1 really dopends on the harnd-
wiak ey s using, 1boir competencs, and the
ooy 1he have avzailable 6o tham, The casios b3
of infoomnzticn Eepll havs is yoos TP 2ddres,
Fines Emwons whi fedliced will leg that thess
Caye: it is oo the oiber side of & pouner, wour
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MAC will be unavazlzhle 17 g registered wih
LrHEE, they'i] quickiy frack you down and turn
OlT yoar porl. Teey mizy he zhls ie Blacklist waur
NIC =0 woa cont wss = in &y porl. Tzal wauld
b irerenaiien.

Dioperding on dieis roucar serup, thia'll 1yps-
cally know what pedwick sepment woa're pn
sl pewtes and source routEs doatl sk 1o
wellin the modern 1AM, kuf wog mever knera]. In
wour avsrame RESMET, those tend o start cur bap
(@ bEldimed 2nd narroer dowen £ Fasaived. [Fwau
Faven't left 2 penrancnt recond fregistersd] ar
Uy ' kst sk abeoal whes WACs are gsad oo
amy given parl, they aremy woch hove b catck
yol redldticns by locking 2! ARE ecinizs on the
nizactsl rputon and Bridging tehles on the swihes
ita find oun what pedt a WAL sddiess is Bekind).

(Ine af the deavily opfions some sailches
ravee: 12 the abilily S Jogk 2 part oo oo MAL ad-
dness 17 wo're Racking wieh & lisad MAC un =
bocked paat, £ hunt is peing o be practy shart
o wiar Tavar ane coonvenience (ponlic acocss ar-
s, that they can't Ieck Qo MAC) and lazi.
ness 1 ehe hases o uzlock a port every time 0
laehe, wame humaz is godng o he orsd o el
their mdnd). A few late acph calis saying wour
pert gee Iecked for no good nomon mighe oon-
wvansd an KA 1Ral i 15 moce drouble than ot i
warlo

Bpucers soe & gmall aroblem since they ars
prisve Kareers and will keld ooin ARP a
dresses lomg after chay're oun el vas (IO miz
wes]). mwarcfd an @ Ll caster since ey dend
t gl dir MAC tbles when the poet losss
tink. [roche dirgy deod and ¢ocg the link, They're
going to havs a haal time fizding vut akat poer
e MAL wis brhind.

TRAF! toan SMMF ans gement stalion when
2 porl Samed up and doan, Tois is wsualiy -
abliad by delauit since o gererztes a los of 1mailic
and colificabans rasagss conmally donY care
aboat Seeng of e clover RESNET sites leok
Ier the link ep TRAP and then et pooking [ar
Ml addresses pariedically oo lzal per. This
i5 4 prety pecd prosclive way of doing iz The
ways Thoy might prohe ame pretoe cusioem siso:
L wsazlly requines somecas Firly aampeles! o
sebit up, w08 hole inside nowledge will wark
wicklers, I they only proke omoe 22 some fnrer-
wal zfler the link comes up, wou only have Lo
wait 8 aur and Guen send your 1nalie. IF ey
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arabe pengudally, wou have Lo use vour anreg-
istered MAC in ketween prones a5 dicp 1he
link befere the rext prabe (elaring the MAC
rabl: fniries for woar porl].

If you czn find somegne fealsh enough
lege goens |P-raleping soflwere tarned en, Sy 2l
means bounos It off thair PO and use cheir MAC,
The average fael wea't e ghle 1o tack youz Goon
ard podhdaly won't noboe u=il sareone dracks
kim diewn.

Satehes ake il veoy hard for repwors ad-
minixiratars o sniff wour craffe sees i they
wazied o, Brewane thal s swibches do hove
the caa5iliy ta ocko evenyhing ooane poR cir
azother where a sziffer can be amacked. 11 o
can ke e oo gwins, wid oould use that 1o oot
adwvantage, Biware tha! some switches also have
aulzentication drzps ond sames kecp track O vand-
nus failed amemnpes, £ somiesne might olice 2nd
wiarklir what is goizg o

I91ke nebaork fiolks god Ceeir wish ard wanre
doing MAChassd WLANs, wou're pochablv
mased. A goed ore will ake the pocn when in
weas 3 foreign MAL oving to pass tradie. Thov'ne
also ooler mars Dksly 10 log and Hmestamp
M AC--port associztions, leavicg 2 anwenied
Irzil of breadorurhs b your doar

37 yraa're nok an 4 Swinsl, ings ars pring o
i piuch hendor en anybody Imving o drack yoa
doe, althoegh they have different cptuons. The
bevdge akles by sy which eide of the bridge
ez MALC is on. Usmlby wou Rave repazted pons
o multiples of 12 (often 22, cepending om ke
zg= of L hardwarsh 400 & given MAC might ke
bohind any ong ol therm. Theyd Fave ta ga doar
for Goeor ar =liminabe everyane else and catch you
inthe zor If they srick Ui Cwn snidlor oot thers.
theze |2 b abic 1o sps everyome’s raffic. Depend-
izg om wour mecwork folks, that may ar mes sal
he patmiced, Many of tham have some kind f
ativacy policy, alough they can pull ell che
slops ot iF pod're keicg a sericus pain in the
berte

Il wou end up behind 2 layer-4 switci, won
have all kizds of possibilxies. 1ayer-4 swiches
zre usaaily made by wendors thar wanbat o gel
intd ths nxting kepe (2nd markup) bur cocldnt
make it wark. They wsually snly woark fic 1P bt
they make rutee-like devisions bassd on what IP
address vou're weing. Whers they usialby fail is
with broadoests and the decuin hie'ne suoposed
B2 b i W0 can ol & 16 of mformabion Jeaking
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fromm fesvaark, to nelwark thal you anelidn't gazin
d propecly routed envirgesnent. DHUP veuses
many vandars ta havs s, so it is debackls if
v will lind them in 2 RESMET enviroasnen.

Cime B Ehing o comdider is using mukipls
WAL Bnd 'y 1Ps on 15 s2ne machize, Omes of
thé riasoms the BESNET falks wass o resiricl
yeeate DHCE and a ragisterisd MAC is o mzke it
gy 1 omake dozomian dectsiors (and s
AT Dased VI AME pnd arer MU -based weca-
nty &1 goiie paint iz ke Frurel One of the ses-
sons they'd ke vou boouse Windeess o MADs is
an make WL R AN GPCrETing system that deesn't
ks 2 loo cocvenient oo hrsak what ey cun-
sider “rabanal laws™ (hur age insocad monely aves-
o2 mnad oypical bohavioo), IE Gy Iock oo w
M AT without Imecioing wou doam, (hesy s iGyst-
ing on woed having co sperad $50 1 et 2 v ons
25 2 sigzifcant dfvrsent |Fwveo make ore v dor
unad somenos lne), thal deparment pods Gul 1he
window Most switches fren™ awan: of e
megher leyers and wall losk on MACs esnae 175
Dheing vistuzl [F addresses cooa "S5 boe 20 oo
hawve malbple 1P aripchad 1w single Mal
might evplii seomee fundamenta] flzois inocheir
thinking 2rd planning.

Miost W10 can handss several Sillerimt MAC
adirerses eagily withoul bothsting the CFU
{meatly for multicast suppocth. Civen the right
Cevice cover, yroi might be gRls 1o sdd 2 man-
domnby garcrated MAC ta woor card (5o it will
raspnise it as fiself 2nd process its craflic) 2nd
bird your “specizl” applicatioss w il Anybody
leckring ar yeur 3fup will spe nelking anasual
(no owlm hubs, exc ) They'd prohanly hases 16
track woa dosmoreal-tme and catch wou is ke
at.

It winzk] rarak che mos: minds if you use a
fiewall-ype setep for your aducied adklres and
omly allew bwrtic an e poris thal oo 2re oxing,
IT eocrvzane is Lrving to track woed deewn, phasy rmy
Ly w2 ping o (HUMF) ar i siong other well-
kruoam ports, Thaa ey b 16 ind thing they do
if ey os irying 1o decide if chey can sz oo
red-handed ocline, rarher ran ving w0 pick g
stale br=adcrznke, IFthey elmicl ta vour assurmed
IF adidaees s it 2ells them your PO% name in a
barcer line ypowe'te mod going o Fasd o ckever, 1F
it potaliy Fhers and iprans IniSs you'ne ool ca-
pliizg, il should make i nearly impossikle for
lzem 1o make pau reveal u.,,h__._..a_.."_n Bgyand woear
MAAC enery sl in the bridge table.
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Warning

Thear 7808

Aleabion Gk phmbe and haczers Booor of nis
fends have potten arzested 2 a paiad of 1§ monhs
ezt = rIpIArAl Svent Ie byree gk, a5 thes wers ool
der sumng, they wens daip vt ondemamas soge, bomed
sherures, or thay ware being 1ailed ber cog. ATTY aa wsll
as Calling, cands, Bloed carckc are marked Cihe cpas thay
rres deneyn) [ happens mosly near s hunks al pay
pitozis it Beakd, boilJepa, ardd malls, Deeare! Bspe-
cially inthe Mazizman ared. These eops wz ale cring
scarcich 2 Wl al the lime. Bo ke por eyes ooea”

Laty aka Bandewlser

Fechvgm poa shaud beep powr oy e b o o
CHEAT o Feedr, Chawe af Chisee mupks' & plr e
o hat 1R Bied afeomm payes (oenteed da wee e
Dl A sREads s add o mesthuer o all fe g ek
Eardong Wie're end interenend 15 poir Nide enime rinyr

Srare Section

B L

Unpage S of pour 1501 mssoe it reads, wnd | qaone:
“Wz hach e (3arzes & Meblel compleszly in thar
righis agains! weighbochosd censan wha erp 43 chut
Iher Swn beiauae they dba'’t like she picterzs in 2
bock..” Forely you are, | hops, referreg o dhe recenm
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i poracE ey Bradesds of Aamee & Moble, Jom
1 peer wenld poedfer non oo be psed eRsed, miesde-
ol Gl expldicd as “Cesecznion X punks”
sl chese chuldren picteed wocld consent i riey
wore oM ennugh da prelest) barng jooched eod Too-
Goed in £non oF a caneera G the amemend of 3 fea
wich dndivithils, Yeu anc vour magazine sund Se
fragdem of Siphts s F hope s s recognizizg the
rights of an underdeseloped, helples child Le T aa
enrdiamlly hepleky e,
Rlnetell
i fiang kaw moopie Mg JAm whaiceee fuy'ne
il ek Shonning A e et B sopapfy doie
e Baresr & Nehls el ey seil il aneenpre B
Tig sivsirauwny weamae sx g ey o 0 Sitpaie by
CORATAINE ETkid (Fidwr cn Be Family and ke
Aeericen Faecte Amecsction and s sargered Sdavas
Fews fonhs e of fdectence B Macsid Namilar ang
Fadue idvtimes by dend Srarpar wlieh dopdel mediie
A b e, O e, Aalew Jobe A lakeasr and Fere
e o) ra gk @ genedtion Metaees he e ard
S faiing o commisea, remeRcu COTNASEe peoi ilal
At Men pay 5 s G ! P dends and rnock o
rean vin e

D Jébd:

Aftor meading e amcles that weie willen ahal
Badt Juv in 151, 1w decded bo givw 3 Lode e F s o
wmiar e about Qi Max

Lz Fizel By the climale ponorals for o s1ame 200
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Tealied ot of The Fune id S48 00 each SO0 COMET
eis ard this the w-more computer will charge eeery-
thirgs arerdagh

Passaards tor Ui Max i sore compuiers Sepi-
t25y fulliry the rams pallern

Lagln; snere

Pzl fenn, amnra, or cmasran whers nen s
Ihe Abere guaber Tosnd on ans bainess cied o redepl

Y= atane anpihiz g cax be changed by shase fecme-
#a Jogwned ooyl the dere. Praces, lubel deirip-
N5 Bow mary labsls o pand, Sock, LUALE, e
B, dbe wece cuempalers are mdened from backup
EETY BTt

The t=liphencs gt e Baa ao 2imos abers dhe
suins, 3F Givkh vtu the nlaoeics J-dipil exleminng are
ussaly bezeed on s sy under the poores fzan slidas o,
Almced all e lelepdire jackx al Oifiee Mz s labeked
This medes tis lines used o verily coedit 2ards acd fhe
siorgs dheia bize ysed foo perimg climate insructions

el

Dienr 2400

I'm nat agr ko weor boes g hacker'phreak b
Soves bl ewpesriedcs with Encrpy Manageinenm Serlimi
CFRIS: Wihgme wae ol erecely cocract wiih s prece
“Evin Benge BullT rcaacdicp e FMR & Boxl Sy,
which waadd apphy o mos of the [amger stores thee pse
Urim

I'hizsa sworecrs are womd primarh 1o reducs coss of
v oaml serpmdaribe fur coaverserae aml ook
RN e S10TeE

Th: EME 2= 3 Programmabie Computer, or B,
and is wtalls sell-direclap encopl R varkocs Doeal
£INSINE CAvICEs Used 1o odulane lizhrzg eod EVAL
ity They bave ballery kack-ups in rer of pousr
faihures z3d are usualls ocogremaesd Baroa year o2
arre i b sdpzsing for daylipht savings, starg
aurs, bonskde cEmpeErarirss, wousudl dioknEss cal-
wde, ob wl

The unda ae =0t Socbofled an o rankde cie-
P bir are poogramced remciels or adjemed for
sogee spieial esarion Losal nunagemen conoalss
open dhe daor mo g1 EMS PO and opErone cverite
swilchen wlion meremeary, and hepeificlly Sy bare wiat
thev are dozg. “Ihe usual programesing and moinse-
nares e done by sualiced dechnicizss or enpoeers, or
Docasioralls By sohne A% wlio wanky L bepres
bes e
T I T et @ disasley o Re did wle g W Nk
it Uz hecpuse a5 soon 25 someoDE T the Slone realmed
aofreabizg e wediep, ey seonld eall (e serviia poo-
Fz whawonsd reoragram tie FC 10 5 orginal posnie-
MTE vina phens conanerten Their o comearer bas
Ceorw Tumomer's EAES B sparifealions in 25 Gle e
HIFAL uss

Frank®s, | c=ink cee of Mbure ted @ Sain b weuld
PR el it ircdasas] cF hin padenci:m,

al1ply

Dear 2es:
Ths is megicdivg frechare keller en Rakharc's
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erttphones safedrs chemchcat podice 11330 1 eeoiked for
Rabbape's and chey do ot eophoeenssheck me pav 5ot
Wi in e slode Thay Uen sl il when sou Iring i
back. They asa les oo checx cuf all gammg conses
and pames i, Playsiatine, sie ] They claim thers =
pcthirg ilb2gal oot i, i logg ab wou delens it Baa
cally Bathape’s employmenl = mosimos wage + fres
Sl

Hedll e

Dear S50

In sedjromss 2 Cieshre’s bller fa v bas femss,
E5. T e tEar Habbage's tEerheans, Eno. b emadovies
arz suthoriznd W cherk oot basdeally snyfbing i ke
sioce, o boag as i b rsiwenesd wichin 44 b arel in o
sellpble condicon A5 [ am g Daboaps s emoplovee, Loas
1241 o ke AL ala e Cral Lhese sloves Ji: npaczagn
rigmis that ars chacked cor or renurzed s deforse:, Al
theu this deses pomssicnalby pose a3 probbem Cocten the
oAUl IR L ureqs £d-key, coarty g ke Ultinna
Chnbire and Searraf, bor these poofuchs are uszallv re-
Torreed wnil sk back b coepeeais, wha erads g absorte
T 1he COLE

Ia ferms ol lepiy, the emplovers wio copy this
sottware are ar fauh i C1e check -0k wres al liad? in
nry slore] smals thorl ok poftware may ool te copied, and
domz 0 05 gooends for pemination Ts ieil the truth,
misedt e fweang sripperd oo s 15 seor 7 such & OOT Con-
drtio thel s eded B ks iLayeay, S meed
pramte are 5o 222l abowr thogs 1hat 2ren’ erapped Ta
whaliest srmzdpes said “pos can'l ey C5% amean”
than's Eullshor and mmes pesnle eh ok a1 Babbage's
work thers for the “benzBie” | kroe my mazagec does.

Op_Code

Daear 2504

IL oz been cempaeny paslicy fee as lonap as | ean mo-
membar |osamed sk of L Sofewrs BrEoin "4L in
Farga, Nerth Dabely ans wockad i3ene op anhl the siore
cxsdd ie Fe Compiay policy (4l dhe be=e Rakluanes
and Bofrears Do, weoe owvaed by our good cnends ar
Bargess & bk all 5 ek I ke anllaser
bome #or 2 week 2nd TR o know £7 20 we could o 1
bextter fub ol scling fhe prpckaz Polagp ssded Lhal we
wanen T allowes oo eopy Siska of leave The RS in
called ix= cur computers aSier chew wee brocughl back
S i e would ke e prod o b e hack com
arad shrizk g e Dow b Sook qum Dtke row W
Aelen L aopposn] weochak 38 it lndeos ataue
e sodtuare wiesld WTRE 018 uSEr's name o ke Sk
Tl o e Uazn ene cocasion oy Sislrae] =anapr lald
me i pasl make o oo of the tiss dsi.

Fellware Fre sermed 1o pet 1t o o of kaop-
INE TRCE CF e ners wha Teughl soflacrs back 2r am
irnpubir rale. Thuy brteved these proply were laking,
advarizpe of D6 e policy Gl wis i p0oce o die
lime, copying che softears and Dea broging ths pral
oot ek e @ Sl eefusd, Whal they really esded oo S0
way walch the proooeees, They even coped soflwars
Sursg el A0 en the ineelrs deme congulig]

T
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Drear 2504
Jpm owrsing, oo len wTell kacw akeul the Iedes
frem Grepharg inissoe 1502, Yes, 1his 15 cus. | wead
W k2w samecos whio warked for Elecironics [ou
nque, wha used W 40 e jam Cthing Enplegoes:
werg alleeod oo rake gamas bores pa "2se” That way
they Coald el poisatul osdomen: how the game
wan O cowrse, oo wars soppesed o Jelee the pame
when o were doene | [ecidentaliy, 1 be 12z mocce
Brried abddir peuliig @ vires than beisg “drecled o
by store cmplosees”
Fizelyted!

Ikzar 260

I pisd mead it lewmer fooor vour [5:2 issoe from
Cireyhars whon Softeasng Crg, employees bemg atle 1o
fake home gam2s wed Bwing them hazk ol 2L 520
price [ aculd just hibe oo condinm | wis best flends
with B Zofieane Ei swmeips Tor g whils, He could take
any pame bome for teo week periods, prosiding tal
Uit had sncwph copics ki gt the ghore For she cus.
remers, When e refwtisd them, Ciey weoqkd hrnk-
wrp fie plashs tack aound the bex ead sell i as
“dew” Solbases Fle and Eledmaics Baongue S1ll nave
2V e oo qoesins iked” relum pelicy mmpway, o
there s rex nend 65 booome 2 emoplosee o ke mdvad-
lage arie “lrekawre™ progmes. A Farax | krosg thar’s
ratios e

aplraplc

Wl i il T aae I fir gear eadiors o cagire
Lhiv proctics, whck reems g beowgidnt mous 14 pAc
rafeans Safesr Fud Grider el e ke heapacriy
e sufeere polcs pali realine,

Daxar ZGOE:

Thant wwz for pubishing rhe l2me W the cdior
ciled “Eoabsbore Worcpalics™ [15:7], whare ) alewen
mermmencs the websns  wwwbockeellkrunin gy
There id 4 Farze: & Woble rmploves sockizg ar s la-
cal collage bocksione wha has gl pealed @forma-
Tien in hE: beosk moes regarding emplosess” rigkis
Thoch ban bewn coptizoscly feped theaa By his man
agen Includnp Idies 1o che edrior Lke this in s
cagarme povldes impoclinl sl aiposrd b dionse
peeor wavkers whe have to lve with inislio: ceraday
Treak vin 5o imich Tae pour help,

W

Ehezar J680:

3 realks dont undersiand te Fassinalion wibk our
(Finrnes & Mokdz] dalsbazr, bor |tz el wou pratre o
for & loosg, Sull tnes meng antund with thaen, Beliew:
e, an an irsdder, [ know

Cni2 thizg yeo guvs should ke there was o cor-
parzhe-wide mema egarding oL goys by ke ['m
in & ruch 3 psiline Cal wasn Frepe pme I'd hoow
thire >z spod 50 3 touple of dpethetic-lnoking-fora
th=ll part-timers when peg vmifed s prespom meama
Parazps more informed and ol weeees wold be
bzttzr ulilinst in e Ruture

Fage 32

2800 Magaeine

by Tl boakesllers and | et the latel 2467
eREEnalrly, end s widd newer jus pitip gie copiss
For petry revenge WE 2era kick ool o the Decracion
Witk oy el Ure wmeend of “oeap” poate fod Cansd be
liewe) from “emplopses” The whele “15salmen”
panawnrst? & dud Adl fre ], A27 @Y Asilahle on
Ay CECkipd whied pins purrhase & rice, pepes, codli:, o
feod AR 2= far as gemag iooe credd cord nomheors
ging Uimugh Ui parkage wogld be faser and casie:
[ e ey, wr dom T s he wame passaeor s oF Sl
en allcie bevprd doors, enfer B if wiu wan! a look
ot cur beek medes cw ankorinl closet, x5k for me, U
s won s oo big deal

Thinka For il ths fin' And, be diz wiy doesn't
Flonders uss Computers, 15

Alligra

Telk abend Lpering pe A (e camperiny.

Help Needed

Dear 28
[ war wondereg of roscocd seed wa the Biklispra-
Ehiw o2 the ertizle %4 Bricf Heslory of Postal Hackicg”
frem L3 1 am very innenesisd in noazarcting reis Red
e Thanks
in
Wenl Cnlumbhia, 545
Jurd g d e foral poarr alice 2a0 ask e more
i, [ ey sop thir dine T ke wkat payre
telbiap afood, ar smeans coms Bk 04 sAc o edhia
b PAFOrET A Y aroued cad sek agam Fop mgy
have S ank o G onimer befee row adeanee b the neci
fad

fdentity Profblems

Dhizar 2654
1 pm g newhie hacker | am 14 | am aiag Ssmale
On 136, in o hacksg chanesls, 1 tiznstanthe got
pecloed en. Tees il = e “Female Lamsr” 1 2oy
dons nadhezg b diem oo cleke e ek this, [ den't
it e wnd brag sbor mpseld and my Dacks e they
do. They are Just seaze pizcea of b2 wha dyink they
rulz th: wursd of cocpurars, They plik o ing bazawx
L ask qoestions Aod beisozee Tam female, May [ sk
what iz 52 kad abour 2 qoestion? In sebeal, ey 1]
WO 03 ask gueatises, fhen oy geb shuneed ror i and
zalled 3 lamec oa ihe nen? TRis is 0oL feie Do et aeye
thiz | zan do o make ciem see thal Bevauss 1'=
WOUTgec, l2ss cafemed, and Jmnale By haw no rght
TS pick om me]
ExpWeetie
Semcy o mesdr A0 ferr chad b Aot
CHF BARSGS, ek Fugrpad 1Rt ey e phie liee g pary
o o Temn e, Siece iT kvl iv oaweing oy pegd-
i e ke mat ar'y aar simzarnal (Aiaepatioq acp-
HTF. FOH 00 & whnider ww wani and eiard auer or
masy fiowee o wet naed o kil b0y Jad Moy
[ R

Fall 1938
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Digar 2

Abal Fein Mimick Seisgp onl o o mekaalk
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and use it At e tinss doss Hlckbuster
cheeck ITHAT wou proseal them with 2 mem-
terehip 2ard or a membkership number, There
arg pirfalls to Wiz, s some pocounts can be
Tigeed tosay “Check the T0 of whoover s
thor card™ bt that eseally ondv bappois when
seerane tges thair wallet

This warks at bolh franchises and corpe-
rang shors by Tl wig.

Bur, a3 | s=id some Biings won't week 21
cegporals slores. At a ffanchise, fof cxam-
aike, they use these lifle cards to s in dis-
coumin IF 1 retim & red-coversd movie and
ik ot the dallar Pack, @ rasckise= store Ans
riz wary of koceaiag whetier or net Tagraalby
cid i, they just take my ward.

A franchoe is 2 lot morz Ing phout secu-
iy oo, [ can say from expesiccoing bwa
separate frnchises that their video sureeil-
lance syvstemns ar: complols wasies, They
mivee thras months worth of videetapzs in
the: back, Easls aie revoeds 24 baurr of ae-
fivsie These are normal apec!!! Hahl Bwgr
brand new, thess things 2r2 unusable, One
Hine, 3 customer was biskoriop sbowt
whigther ar not he rented scmething, soowe
ook him back rp show hin coming in the
chiny befare oo the tape. The tape was soostan-
Jeboy and moltled, we couldn’ sz 0 thing, 50
hit gat his maney hack, and a foce scatal w
bk,
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Which brings mz o the real JilTecence
petaven corpante and franchise: franchisess
arg tougher to gof meansy out of That being
e case, lels move &0 00

{prpirrate Fiores

A gorpares store has cae goal: give pan,
the uztozr, whatyves ha or she wents. Yoo
cocld wzlk inoand have 2100 warth of lass
fos o yiar account, and of you aks 2 big
enoush soene, A corpance slore will aleays
Sl inamd w_u_u“__....wmﬂ.u profussle. Mo kidding,
wirl can ot out of lars foos &5 moch a5 yor
want, just batch and meoan and conaplain

{Corporale slores, howsver, spond & loo
mor: hread on sscurity cameses. When we
_n.n.._mqmn.ﬁ. we got A wnp of the line wid=n
msnzlaning systony, ceen if the ealy camaras
were  Llmainsd oo e checkous, leaviog
sheq'ifiers o grah arpthing withool & orap-
nesic bag an it

Corpocsie stores alse keep track of sheir
dizgoenes. Thay don't just bard shem our,
they sctaally keoa rack of them oo their
cornpulers! Anweing Lot s,

And whal aboul Gier coipuless, vl
ask? Well, rmy Irend, this s whers Ll P ]
tricky. The grad thing aboat the compuiers
ig that Blockiuster runs sarme frexky sws-
tein thar kesps fosm constantly lioked o
evpry ather Blockbusezr in the world. Yesh,
that right, I can go o Dallas oomorooe,
=il them the accounl cwrbsr of my old
bss, walt 30 seconds, and leave 33 backs
poarer, kuat 3 Playstalion games tn Be clear
Aint it canl?

The dawnsidz af this system, hoaever, is
thar wea can't per sway from late fees, (Lon-
besg yow piss and mecan.p [0 you kave a labe
fee from anolker store, Giere 1z dick-all a
nea store can da zbaet it {8 sure, by
cdld tzke it off, bur company policy is nol
Lo J crap mremik=zrs From other skore's ac-
cound foos,

The  Bloskbosier  comparer  syshems
themsclvas are a0 cnsgaia 10 o, 85 I'nonot
particatarly adept ar odd gvsferns, 1 can ol
yoad 1hal they run oo FO% wsing an indapea-
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deat oporating sysszm, spothere’s no doop-
paiz 1o a © prompd. Te lag inte coe of thess
thirges voo peed the Lasr fve digics of an em-
plmyee's accounl neader and their password
The pesswnads are over Foor binors, o you
can work at i, bur T have yet 1o find a steee
whizs U corapansrs ane sasily accessikle, 17
wia do gel a shes, by simple passwornds
SMost people who work at Blockbaster
wopldn't know the diflerencs betwsen 03
asd Windews, so they're generzlly motans
when it comes 1o pasewords. At iy stors,
during akaring night, 2l e emplovees pave
ray dheir preswnods, i wou cen belave
thar. Srnard, Booger, Titanic, stulT like that,
Cuncas i1 thes sysheon, yau really can™ do arg-
theng wielul unbess you g2t & manager’s pass-
worl and rumber, Ok, scceart nambers are
.ﬂ_....n__..nu._“.... Lept omoa el welh NATes s0in-
whizre Behind the gounier, so g=king a num
ber 15 pelatiechy casy

OB, lel's say one hes managsd o gefa
maragery accoun? and pesseend, You'll sez
zpoampt Al wo hiave bo do 38 cither scan in
2 memkership card or just fype o the wbole
I} dizit acooumi nuemmher and hil selore.
Biogo, wsatws pot the zocoounl ono your
sereca, including balanse due, number of
mearvaes ceaked, el cie. 30 here wan need to
ek at the kevboard, FU clears the account,
F10 goes io the check-m windess, Fo ] think
it's F&, by mist keybaoasds have idoor stck-
s abeng the top rhat szy what the F keys do)
should be refund. 5o, et say | god my ac-
count i, with no halance, [hit FG and a st
ol refund types comes e T hit the nurber
of Lhe v that says “eredit™ It seke for val-
idating number and passaesd (vewr eolen
manager’s numher and passd and 1 gyzpe tham
in. Mow, I oype in the amownt T want bk
peate bore, what vou tpe in should be a fwe-
vor of 346 or 224 as these are the rental
prices of few Inoeics amd EAmSs, respec
tively. II the azpount o5 something ather than
that, the goobker behand e desk mighs g2t
chued in.

Rirgn, you're 2l set Thats abour all T
hawe om the subject for now:
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Moviefooe

by thirdhorse

Mot Fane (MOF ) is a publichy maded
company thac lets youz purchese movie Gcks
eze with wvear credii card via the phone or
their weh page. Knawn as 333-FILM in the
Baston area and Y77-FILM in Peew Yotk it
ts available in 30 mapor citics and sorees
12000 sorzens. MovieFones has ATM% e
the lobby of all thearers it scrvices. Each
ATM Ras its own CPLL scr=en, 11.__....4. ar«d
card reador. They come with 3 fest cand
which wher sfipped in and palled oul pro-
Juces a ticket that ssvs “TEST ™ o it and
aothing else. The ATM 'S use a LAN {Local
Arcg Metwork] b connact i the Crealec’s
FrarEEaIent SOmpLtens.

MovzeFone has masy uses beyond simne-
plyv Saping tickets

Umne of the most obvics is getiing indo
B rated movies if you are underoaged. Buy
thix ticksts via MovieFone ard no box offics
person well I youw.

MewieFone sed o azcept any expir-
von date soowen could use a penerated
crechit card namber, ol nowadays 1 ore-
quires the proper expiration date. This can
bez bl pful 38 you find @ number somevdice
bt mo exparation date. Stmply hack it ool
via MovizBone by advancing month by
mzncly wntil yow ped the gight ons, I woea
iried soancthing Tike this oo an LIDC [Leag
Distance - Carrier), - the card - woald be
alocked from making calls throwgh the car-
rier sven wilh the correct expirzlion dale.

S0 you got 3 card number but po card?
SowicFone ATM s require the use of the
magnelic strip on the card via the card
reader and has na options that aliew manual
imput of the card number. Hawever since
the ATMY are on the LAN of the thaaters
compiters, tickets for MovieFone can alse
b= prcked up ar the box office where thiose
tarminals do allow mmanezl entry of the card
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number. All you have 1o sz s L bl my
card 2t home but [ kave the number, can [
sLiZl met miy Dekels™ Cme would think that
tha box office people would be suspicions,
but they rever 2re - i happers 5o often

This technique can be ussd by hox of-
ficz cashiers for getting entra cazh. Befoos
their shift in the box olfcz ar while on
break they coder tickeds using sfolen credit
card ownbers, The foar 1eekel per ingacs
tion limiz MovieFons has inshallsd iz e
pood as wau can call back wsing the same
number Lo apain purchass fouer mare tick-
zts, The employes then punches up those
Lokels while i the box office and sells
them pockshing the cash. [t is safer than
selling couresy of discoun? tekets 21 full
price as MovieFone tckels printsd 2t the
b effice are identical 1o tickers purchased
Wil casi.

Anybady elsz could alzo refurd the
tickets for face walae in cash. Thiz only
warks 1f you1 get the ticksls From the hax
office bocauss when veu get the tickers via
the ATM S they are pranted diferently and
cashizrs are not suppesed o pive cash re-
funds for thoss Bar you can still get
[Esses.

LUsing wour own card it is possible fo or-
dier ared pick up rickes which you then gove
1o your Imends. Then you @o back o the
ATM i "my™ and gat wour ticksts. When
ey don D come oat sk o speak o g man-
azer or somedocdy who can kelp yor Ex-
plain how you ordered 1ckets and waited
far the confirmation {most peonlz who
don’t gat tickets don't realize that chay haws
e wait for the confirmarion) bur the ma-
chine says your order is not foarcd. The
managemsns will check your card number
on iheir management statien which will
shaw that you wers charged foc X ameunt
of fickets. Mo MovizsFeoe o theater com-
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purte 15 able to velliF G tekets were picked
up or oot Omly the times the theater received
wour ceder, mumiber and type of tckels purs
chassd your credit card number, and the
name of the movie 15 recorded. They will
witlk yuu arkd arcther group of fHends in so
that you can jin weaar friends already o the
thealer.

The manzgement’s station kezps a lisf of
all credit card pumbess ased. Durng 2 by
weekenid day you coull puil up 300 o morz
credit card mumbers. For instancs, at
._m.nn._“__...._.ﬁ.....z th=zters they us= the Prism
Theater Managemnent 3yseem. From the
meEin ey vou cliek on CDatly Opera-
tions" then click on "Credit Card Managz-
ment”, The first selaction oa this screen is
the ane they uss by ses 1F yvour card has baen
Billed. “oa cnier the card nuseber asd o
searihes back up te thres menths {defauit is
14 daws) 2nd lists the ficksts wou bought,
The wher of sscead selezton on the credit
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card manapemnent sereen well give you a hise
of all ceedit card rurmbers and other infor-
mation previoushy listed with an epion w
il t crdc or prenter. Frsm pels 346 cand
rzmbers an =ach page When m_u_.u_m 1o this
sefcen if somictimes says “Ersee™ bat jose
gk (1K

Even afier you ose vour oam casd you
can call MavieFone for a refiznd 21 S00-
WED0S, Tell therm vou mever went znd
piked up the rickers or thatl you want to
sncw what this chargs is as vou have never
used MordeFene in youwr Jfs, {You can z2lso
call S00-TA5-IN0E 10 change shovdimes of
perform char managersial tasks. }

There are many other uses for Movie-
Fore, ke using i as 3 DTME Decoder but
this should give vou a basde 1d2a of spme of
the possibilities,

For meers information from thon email
infag@movielonecom ar chack o thair
wel page 2t hirpriask] § movielink.com!




Jceewtng With

frecio Shorld

by Informagnet

Well, Badio $hack’s firmly in bad with
Compag. This ends, for ar lzast a while,
their selling computers | have s0me respoct
for. This article should clanfy ahy T osay
Lhis.

While Radio Shack was szelling [BM
compuiers, teere wers actual working [BM
Apsivas out there on Lhe countler Tor the cus-
tarnar 1o play with, These were passwond
peotected o0 preveat mschicf, and the pro-
teztion was at least good encugh b keep Cie
machimes safe from fwvpes lke myself. 1
coulén’t even get to the deskiog with a hil-
the-pararcr-switch cold boot, the machine
veoeld Just ga stranghn e ies demo with e
“eida c._ﬂ_m.. allowed. The orly way 1 could
s arpytlung but IBM% cxcellznt demeo was
1 5B the password, (defaolt was “oezrlin®]
anpd when [ abused this fmast by changing
the pausswond, [ was grested 1he nexr day by
bz amusing sight of the manapeT preparicg
1o fake the cover off of the machine se that
he coald pull jumpers. 11 there was a “bacs-
door” even he didn’t know it and Tom's
predry compeier savv IBM had sot these
machines up with preity decent secuTity,
and having boughi one, [ am stll very
Bappy with the seamlossness™ of the sofi-
wWarg

With the imvasion of Radio Shack by
Conipadq. things have changed ro a hilarious
depree. My local Shack bhag thoee Compig
madzis oo Pdisplag” Acnzlhy what coe en-
couniers is three erpry cases with tee key-
board moritor, wnd moase conmect=d beoan
acfualty opzrating compueter locksd insids
the podium the display dummics s on.
This arrangement i% foe secunby. There is a
“hard and fast™ policy against _u_._mﬂw ]
faworits customers kmow the password, so
thiz kas wal 1 be rnuch more secure, right?

Well, after 15 micutes or 53 of m".._...__u__.u.
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acd Lompag

:.u..__.“.._._..w random stuff, 1 found 2 backdoar
that even the most peranedd manager can™
shut by changing the password. Compag is
going to be ovegoved 1o have sug beoome
comman krevaledge! | fpard that there's a
flzw in the demo thas makes it possible 10
gil 1 the task bar, and from there do any-
thing vou wart 1t seemis that the caonpaler
5 responsive to keysorekes for a very small
tizree wearslow whale an chasnges from ons
demo subprogram b anodher, sspecially
whez you are several seeps inand then click
om Home=, The m.__.n_nnm:._.u | fond o cansis-
cenily work was fo click on “click {o lzam,”
then an nre of the compatsr models ([ at.
ways use the highest e}, then going to the
surreund sownd demw, then the game, then
as the FAMT sharts, clicking on Home. [hers
inz rhiz rioee, hit Conrol-Ese and wou'll get
the bxsk har for jud 2 mament. (1% 3o of @
falky process, somerimss you 'l se the task
beer arst the parce soreen both, eech sorc of
._.._.."._an__.__.p.ﬂ: Youz have to move quickly arst
if woud miziss i, just o again Ins a mateer of
pelting the machine bisy and then “gerting
in a command edgewize” But it works, 1
wirs hangieg oul “lrlomg' clese op the b
il slore one evenng and wis able o shul
Josam all thres machines in & few minotes,
rrprEasmg Ui guy ters enowgh oo tedl me
the passwnnd “R3209E7 Rermember, when
trwing rhis, those caps are impocfant, and
dor't hil erter aller ypong this in, as ths s
coaintad as an extra “charzcter” just click
o e action yod want to do on the mene. 1
think this 15 o naboorwide d=laall passwond
at lezss for the Shack

How dozs thus Uside dooe™ work? My
thzory is promising = these new {Joenpags
are all Penkium I machines As fizky as the
programzeing of these may be, basizalby
they can eat mulbtzsking for breaklasl
When 1 am gaRing inte the task har and

Foll 1938

D5 prompt, the machme i3 mulutasking,
runring the dema alss In fxct, if yous den't
keep inputting keystrokes, the machins will
gir back fo the demo! This can actizlly b
peaful when you are gething glowered a2,
What makes s “promisaizg™ Well, this
pennts o 2 strength of the new generatsan
of complters coming out now and a weak-
550 In n_n_..__...._n. abminstering thern, wha
tend 1o bave cut their teedh on DROS ma-
chines that wees much weaker in their mul-
titzsking ahilitizs if tbey had them at all

There's & good chance thar a bot of things
will be passible b3 et inte hefore adming
really learn hins 10 secare & PO system with
multiprocessing capabililies rivaling supez-
minis of just & few vears ago.

o, what do oyou do owith this kreosal-
edgzT Well, not 211 Radic Shacks are staffed
by cool people like oy lecal ons. Soms of
then are full of ezl jecks. Jerks, espacialby
jerks with ne senee of humor, are the en-
ey, peember? Koo in mind that hamor
is the weapon of choice. There are HTML
training files in there thar clearly Benefit
froem 2 Dl coeauve spelling Dike “an-
iinnuh™ for “anteona™ and so o0, O, you
muEy want e cxpeament with effaers. OfF
COUrss, wou G Fun dwo Gemo program
processes at ence. Yoo will hear the andio
of theo both, and they will sef be in syne.
Wowewrawww,  weird  echooond....  Mow
trat s an effect! | must admis, the top-end
models sound ir unpressies, and  thas
rmitkes 1L soumd Trke my Favaribe barel, BTN,
Imagine bow some grompy old Radis

Shack manapers attinsde will improve after
s type af muscal enlightenment! 1 dida’t
gxt around to trving more than tan demo
Prxgrashs runsig al opce, bor Um sure you
can rzn severzl . B=twe=en the Aaws in the
demo software and what [ see 85 3 peneral
Makiness ¢f the machires themselves, much
snterfainment and experimentation is pos-
sible. Even afler Compag gets the adea
there's something ateng with the demo and
peis something mess secure oar info the
fizld, theres the basic instzbility of these
badged-built machines,

I have naoticed that Costiio has Chese
Ciompaqs too, but wasn't able to pet any ox-
pernnmentzlion o the [250 tme 1w Lere
bexcauss the one there was locked up solial
and [ sean cataranis,

Eomes ﬂnnn._..w._ tips on Eadia Zhack,
Trashing thess can yieki siore number and
ermplayes numbers, Thess ol course can
zasily facter inte passwords, 25 with any
large corporation. Thars are emploves trzin-
ing ar<d testing Ales onowhatsver is the Fz-
vorize Compad - they ane fun o look at The
Lhack 13 2 good searce of batleres, bong
ahlz bo get vou just about oay battery, and
thy are worth being on geod fenms withe
Their latest 85-721 programmabis wene di-
aler is the most experimenter-friendly one
Iz seen (remesnber, radborers, the orpsczl
s the Tittle yellow thing that looks ke 2 ca-
pacitor). In peneral, 1 think the quality of
Badia Shack produsts has impoaved a o,
arel it% a letdeam b2 mes them take 2 sbep
beckoward in the compueters they offor
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GPUNKING cCommunicabions monisorme

by TEL Fgodzilla

The paweiful marnzge of comy
radia communications sacaned a pew chitd ef
1 Elg cenbury: mueked redis speléens
Treaked radio commaricabions allet malipls
weers 1o 2l avadlablz channels‘frequercizs
thrnigh 2 series ol aser progracmered conerels.
Comventicnz] radics draditdonally L user
520235 10 rheir assigned chacnel groupizag
[charnel 1 e repwegier 1, channzl 2 to repeater
3, eno.) wheseas runking alleds full implemen-
taricn of all avadlablz chanzwels” Fodquenciss #
any piven moment while yet allowing Fall sye-
ben prepraneung, Mers bow the term “trunk-
ing” ix ussd - s foom (wou mamssed i)
telephane tnmking.

In tranking, “talkgrouns™ (groaps of f2-
dapa progrananed ioospeck toone ancher) s
1 i, [ndiddial radios 2re poogrammed
viza typical PO {useally a laptop 1o allew foo
2ase of portability] . Each rorksd radio kalds
a computer chip allowing for & “personaling”

kers and

pramied by creating Yprofiles™ - unzmlly in
jriranss - 2nc rapidly duplizated or, i1 peed be,
ieedvendually tadlemed, Svecem isers thus bestes
cmplay the nurnber of channel sets cheir oven
alb swabern crogplaye. L many tnstandss, 2 -
2l trunksd swsbiie ocan cRiry s 3000
uszr-specific t2lkgroaps zliewing for seviral
hizndned radics ta ke 2ssigned 1o exch individ-
ual talkgroug,

Truniked comminicariars smplovs preci-
sivn coagpursr caniml enhancing syseem ef
e Trunkiep eenirels reowhem and o
haw long cach user can falk az weil a3 the
priority sxch ussr possessss. “Dumping™ o
Hepoanding” s Tar less Dikely 4o occur on a
frusked radio svsiern than army other and
wasting rime is dramatically reduced, Vsers
are “queusd” and stored in memeny Users
with highar prioritess are cnabled o ke ped
om ke wir quicksr than oihees dhased wpon
harw the radias ars peapramresd) while dala
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searmuricarians (depznding upen the medel
ol the system) fursdions an background op-
srations.

Tranking zlsa allows o system ovirseer i
farn &ff & (or several ) radin {5, should itthey
becoorns [os1 oo siolen When recovering a
maneed radic, enjon it whole wou can; it perer-
al'y dozen't take loag For thal madio o beecan
g uszlezs paperaeizhs aith the flick of a re-
mabs swilch at the Sverem Candreller.

Recurily is cnkanesd. Digital rankicg svs-
ters enable full digilal cocnzmoniclions, -
wiring  against  eavesdrooping.  Deperding
upon Lhe maks - Maotorsiz and Ericgsen aze
tha two top contcndss (EF Fohneon alse
mzkes 2 canventional lranked sysrém, bul
therre havding poohlems wilh their design] -
thare ane differert appraaches and poinds to
ciander

Matarola: Smartmel and dsied

*odomala’s teo primary rucked ssdloms -
Snzarres and Astro - are worlds aparl Smerl-
ner 1% juik; & recent Stabe of Hawadi court nal
Lusrated 1931 Mesenala™ Soartnet is niod,

as w0 defliped by trueksd coonmonicarions re-
quirements, @ Loe Dunked svsrsm (which
poes 1o show that when buving Moloools,
trick aith their pagers). Apencizs ing
S can ba readity hreached via atypizal
trunied seanie (aleo knoan 25 trunk frack-

=15). Some eceoncnended omedslzs ane the
[riden Bearcat BC235KELT (hasdbeld) oo
BOSSSX1T base scarmer) = assaming that the
Smardres sysbem in questan is aclually fane-
1zaning, Thare heve heen a growing nunber af
liszalinics wha™es had sheir Smarned syseems
rippred auf ard replacsd.

Astro iF a toagher nal, Bt Got 10 many
arganizations wse this syslem ai AT i3
axpansive and i nan-compartmentalized; n
siher woends, when you buy an Astra, yoa
ol bay evaryiiap ac one iime, [nless an
argenzzation has a couple of million ta
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spond every el it nosds o upgrads of ex-
pand. this is nol an ccondmically visble sys-
rerm Lo ootain.

Ericrson: FEIECY

Fricason sysloons avs chaic; if yon want 2
good, relizble system for a deceed poice and
oo That 11 keep aut the weindoes, oot an Erics-
zan FIFACS sveram, ENATS (Frhanced Dig
tz] Access Comunucications System) is zead
o the Secred Zervice Presidmital Body guand
ag well o as the 11E. Wavy™s Carrier Strikes
Farees shig-ta- ship communications kack-
kane, ared iz carrecily used by Baris Yalizin®
bodwezands, EIGACE has been ugsd in Bosma
bw LS, forces as TODACS ds traly militzry
o, desipnad o be tassed put e back of a
C-130 {via pacachite, of coarse) 2nd ready o
he deploved in sznuies, ELACS can also ke
razdity entizneead For spocilic pans o stovices;
oivs read mat buy an entinely pew sysie
vl Flacs

Ericssen sysioms usz ARGIS encryplion.
Fargst o 1o epack ABGES; s WEA
[Matipnzl Security Ageney) wared and usless
a1 gor by irom with massivg powesr ad
fens o wour hards (ard 1 mzan fodr of Hmes),
yual 'L anag crack it - pesind. % wol sur-
prising that the feds are alaays assigned az
Teasz ome madio 1o ki thewr kand in the ae-
tian, ne matter hov senall o anzignificant the
localtirys rrimked rackia systen i, Do’ wasis
wil L - ir's naf ernegh b obtain the 2lpo-
rithir as AEGIS Le fully digita] and unless yoa
have full physical access 63 the Systern Ceae
Iredler, wow can™ Ligtsn o

Trumked radio swvitens dedicar: one fre-
quency ot of theis total s oo e Gonircd
chanrszl: ikis canzre] channe] coastantly Toans-
mits sxoh and svery franemi
UG gLearanaming, thi
from “sbeppong” on b frequency s=b [F yoo
di tunz inta the conuel chanesl, 21l yoall get
18 a rapid sl=dgshammer sound eifed and
iLite _...,n_mm_.u_.... a humed spexker  (and
headacke} i€ wou have your volume up teo
Towt Accessing it wonl di ye any poad.

Allis net Test, howevsr., &5 enerynted ra-

TECEIVETS sl

ckirg oul anyeoe
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dios are not cheap - they wsually po for akour
2,000 apdece; mast privale and pobls esl-
rics, therefore, use the regalar urcocryplod
cofignuncetions - allowing listeress 1o 2m.
ploy frunk Lracksrs wak oo prabizm, When
racoizoring inmked swalems, emcmber thal
wou firss need to knea the frequency szL thal
ths svenent is using. This can be achieved by
comtacting the FOC ard shipining 2 listing of
frequancies thal ase beding vsed - this s, after
all, pubic information. Ceker Iocgaency Do-
caurces 10 cansider 2re the Pockel Guide e
ries ol Inoquency dirscosizs for selsciad
portizns af the Uniled States {eomast poins
Segneer Eiofd at 318436 2604). Trunkad
trackess can ke readily purchased far 25 lildle
as 315 onup - if set cheaper, b sure 2z
rhe fraguency Bo0Pow witG R0 sAeok A i car-
e oH A frsoder Al vonr cAcioe

Some systems will deleat the Lrunk
tracker, howsvar, by setting vp a “r2il™ - the
cad of the conuuanicanions breadeast - o
hang a second or Lwa langer; this confuses the
iracker and makes i Bard Lo lisler io co ek
aofion, Many tadio managers dor't do s
kind of rhing as chis, however, would invalve
presevanes and innellizenes oo the port of
mmazaging g tadie sversm Az wirh mest hisr-
amchical sioueiunes, rads cealzallas epd 1o
b revard=d on U5 hasts ol obedicneo: and 1oasr
- o racessan ly of inkelligence and indlative

Crifiries {read: relephonz), oil refinerics,
arpaits,  palies.  fie, ard  parancid
privatepublic secesdy forses are amcng 1oe
pricnary users of teaked systers Trenking
enzhles sysbezn deplaysrs b Fequasst a minimal
riurnber af frequencizs which, theouah the en-
lightanad wisinn of our FOU, cllsn coss a lof
of marey ar requires a remendous waibing
rne, There are al=o converdional frenkank
sygiems which pippyback coto resular sedio
sysiems; a Tvpecal runk cracker can, howevir,
handle thess with zie prodls

In an upcoming Lssuz, 11D doscuss mors
abrait selected aspects ofrenked comnzanics-
Livns, Bedes commznicarions carry alataf io-
formatzon akd tuzsked sysems ase 1w
coming awe! .
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fetters continiced from page 39
AN hamg wp, it clicked me po 3 dal cope, A Ersias-
mymed thaed ik wan the COCDT Y fake e °1 mole the
hasbat atuha " dial L, Bot o sy surerise, 1 dalad a
et pbeer in 202 rom 203, mind woud, and it con
nerted me withea any peokloms, ard withoed org loandy
dasdy ene didfer, Oh, snd Qf MOUhDOECE wasnT
mrzoed As odd a5 it may seem, ckis phone ceen allowed
irerzalnnal calls, and Gousry Srocl ofmlon Wil
frrraievs won o “bill i 1 yoens nosher,” 50 Jing as the
AR L eodes ans "

Aoz [irersels enjonped the amale alou? phack-
ir2. h made me l2ugk for an hour Keep op the pood

T

N Kk
Carions

Dwear I60.

| Rawp po donte that aacken are being Bapeind by
s goreerieseal aned | have no o this the pove i ot
is afraod of chem Mlackers oo krew bow b do overy-
gy Trom Racking B Buy [ crasking Pealgos ele:-
trenic commomicatioas, ot | hevwe 3 goemon, Wh
Focen’l dhe FIH o the KEA pol shelveur oo derae? IF
wira're Aock Mu ltreal” b faliorml serwily, |owosld
wragne tha fhe Periagon woecld send oot 3 5WAT team
and red pour place, puss drarws

Skt

Eren phare prapls wka 1B we o s off g dhrear
chak drag-diafieg $4A0 RO0NEAie woalll fec DR
wasger i phag down cur prisdiag preseas iTE p
Fare! Amenciment bied of tkiag:

Dhear 2i0:

Thee WIE0D ealy s Eke i wall bocimes liw
with Tor prodtdens Wil s be the and of 255 and cther
hezker relatal pohlizaens. T pou have ey allerra-
s Tar A0 siroon dendanizg 1o T Znem the ine
trrliad theme:®

Nearotik

Hha! uprele oo mast ghaw? @ of she sopid Mes
and dalls dhar feee o Rave a2 Lniradioa o the apparsm
wyiviagrers of pecple e obey thaw, Fhan @ ke br ut-
gty hanae g pBSranoe o ckallenge & Nod juzi in
P cowes Bed i reay (0% T lower O realy ol cha
raimem i the amed sareay (We sbould srene phad pop
Adod By PO e (8 walar pou e Bplining i Defaee
pemning fnvatved 1o yuch on sfand )

Numbers

Dear 2660

Thirugh? vira might wask L ki some of this

L recanchy fpmed some foa (ibcugk 2o we belphd]
aumeers in the DOMDRVA, srey, BF voo dizd "S1E7 tn
tire Dl arza as dhe BT aress - veu secress some A% ser-
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viee Wou'll grt the nomber veu're calling from. If wou
Gl 558 ead the L Four digis ol the ieleplon: vwoa des
calling foce voa wll baar 3 peuse. Push down e re
eeiver (wilhoed hanging up] asd po will Boxs a bog,
Bang up. Fowill 2all pou Back aboot 10015 seensds Taer,
Ttz also works froor pav phoaes, ber non OO0,
Juat Bl Abtards: phooes e e reason. Used 40 amck
in Cicego nod, 52 Mmaybe i works sliewbere? [T yos dal
LR0Z) 3625500, wos wAll get 3 compiner mesmge saw
ing “Hello " 535000 vowe ked=fealian pleaie™ Fnler
the phone zimber of whoswer voo @ant el and ki
the & bw {opecy 80 baar it read back 1o yoo, dwice 1o hang
ir=l JLwilD call that rresber asd say “helle™ Far wx ing
35 whoeeer anseers Hays on the phore. dRol mock use
cagepe d oy peipde since "6 will kad them oo that
muiriter 4 Oh ead of cowrss, Q0w el leg dis-
samce, Ay chos wiar SR00 mighs siand fae?

[efect

e andlng

Career Move

Erear 2e4d:

1 ez b Tzl w plaise where | e buy ore of thear
12ls thal e pecond S100es Wse 03 ke thos b plastie
ihemps off the COs, e {hem any place where | can bu
cag @l Al 1 nesd Lhe bial thal deposiment sliees uss
30 remcve tae ink bombs Trom clothes. Pleass belp if

i
wiplegik
Oz o fecal srecind and ark ke g by pha b
i e B ook Sru s, Don ¥ Lot me B an ceeser
P Moy b 2 05k @ e mes Balee ou advanse fo
thi mezt el

Nurprised?

[lear 2e5;

It el wniourezsd sn Daieiae on Monday, Tuly 27,
B9 char e Sacres Sarvce Ras a b of 50,000 poopls
il they maziter and 200 poeple (bxd ey actively
SIORRC 2 3 thoeen o g povement They g el
emdit fards and et up =mureniliazes folioaing dem
Groiond, B wlhat is Sven sien: shosking wich thetie kit
ting t3ar they bulhed e people that they peorely moti-
Lzl

KE

They profably don ¥ realice o'y fad’

ucstions

Clear 2ed:

Whik: diaknp an expirlfrend’s simber repeatodhbe
(she ooess me dead possidenns and i rennisg, | sim-
Eled en an miecesting phenomena, After about aipai
e of geiling, her siic: euail, the 2umber wecuk] come
up buseor 1 weuld gen e boss {1 m on tie phose gt

Foll 1048

~ Fali1geg

para ) message Then als arcdher ey or tes [oagcid

o pet a smange Zal vt and then @ pactial plivhack of 3
...Enq:::n.nﬂuhn"..E..w“_u..ﬁ_n:“_“"_"a:wrzanuf

pme the messags wad b, Aer Qe nessiage ended |
woil] et disconnzcred | oimied back seeeral limes
withia L oaa Jap pereal and Stwery heard the some par-
sl mesmpe p-bacic It keppensd dva cmes 23 fom
Aifcretd phore Tumy, Al the dml tone and thring the
missdge, poeaning hovi stesed o kv no el

She 14z the 201 dHerteast X1 area code and sut-
wenibed 1o Ball Atlantic’s Home Woacs Mail. [ am pesily
sure caat diaknp the faouber repoarsddy owarioeds 1he
watch [ eondarif the ceverload could momchors pive me
@efess bomore mesaped o perhapd the gQUre wice
mail hea ox Bepond T Let ro know wiat viva Bad o

Repahlonster

B Bnd af viry walikiny thar poi Coutd Flagie kama-
T oboviogd sk sateek b calioag bark eight timen v
Forey, PRt prafably degrponed 2F JNar jow® Fa0Eag vizs
e, kil la foess Ferrad o panicked piote, med derpers
diely o make a fferenl dufpeaing mekidpd B maphe
Bide hur adeanity, filing A e pracess Euker phat ar
ahe datinararaly &0 rhix (o oeder fa onfere poe; wiiek
shaaga nireiwdy Bild b scoongiia

D D

wiy can w o e ) T can §ogen L2 ok
with somcnie wha T30 AnSeesr my qoasiioa sbot hack-
Ing imo a schools n [LE ity your
prade 0 Wil aulgoribe: Do por ool EERATIOE IF U LA
121l e Bove or wha o en condact g gt this =%oma-
fin wecll dhoarky for pour Bese

YVeFLaToMil ™

Fzr oae af mony damebraier wie gl el oegu-

Fmis w1ia o cenall gaterews ShAr o RerrGnGy
rendiar arem Tt porsible

Dexr 2440

B o pups cordeier cammoazs? | have some dak |
Eek vou'd ke, bt 1 don wan? Lo wade amviee’s Cine,
s pleise 3ot me ko of you'd consider tiem, and hos
=L like ta rezeres them

Marham Hegdher

1§ i sowelorw for e wiad we dln, go ahead oed
dend die IV pware go by ad we din Y 50 8 Siegle oL
shar's @ i ot phe g fiF i

Drenwr F800:
| Jest o tpoeer webpage &5 kool 1 wasng gun the
26040 maguzine |1 do really undereland wlal vou o
BrE pou kschen or whal?
Wialbas ks
0% ma W 're oo fallucg o thor agaie, Fow fods

- dhiak e e el clovir, dod Tou?

o Deedr T

| a3 windesing, i Barhe foutis a5 & bormer Iren
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Clitain ploce, and i theretore esbded o Fer sutarip-
moas?
Araglien
Sieca jow s pod rapllewed ap by o Bieidfera
commtry ww kave maowuy of Sfereanaiesy ohe B
Jrer PR BAsr B0 arr ol s Tail furmrsne
el i ibe former Snvie! Bloe diver af o Cuba and alf
el Africg ceovpt for Seack Afica. B gt poar frea
Fubdcrisficn, pou masr s pr from par Bome powsdry!
Mg pomgzl, ne shied paedier [N c0e T RaRE B2 2iNE T
du 2hiy, W S T NG oL

Incidents

Dear Fodc

P um 06 6e [ g oo sobood and of courss we have
computers and e bepical g whe doos mE can
koraze Surw Uy cogule g Ersctery Bl she called ooy par-
eais 2zd sad she wonkd call federl. sate, or kocal an-
thewiticn iF E didd = quil iy “lachiga” My so-called
“hacking™ wis using @ Mol send command ia
broadeast the meseags “Tres Machines Ruck™ o eezry
tonipalsr = the ihool

Ml X
Fiezzh, o fedleral crone, Rk

Dhiar J600:

1 was recently mvestpated by Bhe FRI fir asiening
woame Syl T A alil FE COTTLOn AXphos using 1
pcogram calbed mscan Arpway, grab isst impariank
‘Whaat | am wiilng sl i 1he Kove Mook deal.

When I gor luma D30 of vour moe | ake re-
crrved 3 "Frec Kovm" wicher Basg e poad Liale
taxckear that | wis, | werd arowd kecking for 2 wrp pub-
bz pisce o wtick ehe wlicker where i woddd seside Tar
BoAne W of Gme, The Sicker seemed 1o ga goeal
with fag dar's biue paick on nrp oneles pieesa Wk rack,
e 0 wtuch o in otk Bk winedoe 1] doa T dioes yer, 53l
baxd noawhens alse 30 por it

Eryrizp the Bme thal Qe FEI Spent ef nyy bouss
usslionng me (xad mkoog nny hizgs, which 3 dhe time
eof taip writing, | bonve pol b pot hach ), nyy encle mads a
going of Sowleg the FEI that be was nppog off the
“res Burvin® s ber, and thnreing i 22 (b parbage cin.
Thi pisksd e ol sl

Afier that, dhe FRI ageml imepdend spenl abeut 30
e telling, e hoe 20 00 suppons Keavo Mmick,
and once @ backer pres besicd, nens of hin “hacker
Trezds™ tich Bchind hinn Ht also wold ee tae the g
ple ex 2609 had 2o mupoors, 2ad shas chey bad ool e
e A iz whwnE I S the delfone: fund He giso
kacked this up with the statesient that 30 one sarzil
atoix me, and wookin't soppert mme i | ewer wenl 10 Jail
foe bmckisy faeesbing 1 odon’l plan oo do amytime
s

The main pazin? 1 am Srping Lo gt o1 bere s thert 1he
supit needid by the pubise 't priing thore B
iof Fear. Tee FRI struck the Teas of God =00 ony 106
st By beeirgg theare Bl dhonghd shac boraes ey weould
woe tre wlicker, ey weould lakel hizs i 3§ ReckeT 2o
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there e “eitisd™ i fior Se st of his Life. 1 am sore
| =2 pon e onds oo wba has scex aa incidene ke thiy
wE

datapleX

rearn

mraek anid all of ks fles Tromn 30s file caings swere miss
g Somy question i wkar e Bell e RCATD ang! wis
&F divne 1B Rirvdd e se?

darkrazar

Uininimasarels 2R A @ O
many peaply 0r wroey fo blamd Pdn for T A
v, Wt Baaed bow [ Re Faing e FEaCT i 15e
threar off possramaran! ryimbutvn The mene prosect
reatle Fecomer Shie st oad G TG0 A SoCEre. THey Gre ax
below geargge for Joilap pew are ahowe quenage v
Rircesdiey

Tapnr IS00-

I live o Hetfrwm Bsrznes, ITnais aoud ban miles
wazy from Amerries Corpacate and Tecnica] Fraditule
wax tiding mry hike and sas (e ooy 258 Wit up
Peesy rans; Se ] 2o1 0 and docked zround | thought |
migkt fod same decarded manualy in the Fash ss |
inzve arcusil the dumn thing, Tows Coes etone | sew a
e of smake down the road o [ rode dows thene xed
there wan @ mirelrous indinefalae S5 1 thought I jus
gt tha el cota bese und fhes | sz anther Amerrech
bsilding (the mstituie) =0 1 eade oresr there and wantzil
by metin s [ owalkal up o Che doars cod hey eer
Ted 5o [ psioed b guard 1 dtece w2 phone irede |
caahd yse 40 make 3 Iogal w21 g he kL =c in He
gpoime] Le a eiener wad wEd ek 60 use e phone and
fhed b AS 5050 &5 he rorped Bs back ] waked inda
rew caferra and o pme 2orl ol rein Uit had a si2el
door with @ camera aboye o and o0 amed puards |
marted around and four urarsed puasth wass slarng e
dirwre The laller o said "Uome wak me” 52 1 hal
Joead b 2ad he ok me cirside where tem el cope
wern holéing bie palead iar e open o e T my
sesdeemenn ey alreads Ead =y boke i otbe troak. |
houghe ihey wrre pning do lake me o 3 palics abalioe
het inslised Ches ook =08 10 3 bmldag e besdouar
ers lresde tiey quessoned ma abost where [ was frem
and iF | pwnaal 2 ceilelic plosie oo & Decper. Thed (hey
ek wp Tirgerpeinis, They wid 22 0o i de cxar
while they called mw parenes and ran nry reesesd 1arezr-
heand x s ETing od wlee kocked like @ beeper sized
pRors to somesae | beand hiem gy that | had 1atked oy
way ink: te pubias office thes 2ock im0 G 2pkiria.
Then be 10l ko SCATY wasn's uched Sa mov par-
pres pinind me g sed three dbevi Lair moy parenle were
void phal an Amerieca Secunry Manager and 2 i ea-
forcemezt man warked by kiree o medtzg with me They
Ak Covif R iy BeoddsR fworh I paleais” Se NS
ard doilled res abecard sy inkerest in phores and compul-
e The man fnein low &=k entifiad bi Ir
i & CCIEPODET SECUREY HTVeganor and asked Toe o |
had Boer pie cF the enusisy or wos placaing ln b AFcr
ths =sling fhe Cempuler seourine pas 100d 2 tha he
would be waliching me For $he pasl bag mamihs [ barer
bl @ csar cmsts e pory Bocese (a Lingelod and hedr woeoal
CEoks oo plors line 1 menk 3 e-mail 30 mv Fricod o
2=k his dad st i (e weirked ol Asesiiech]. So e
wreks lerer mes friend called me up and wld me tan bis
dad asked arand & weeh ahcul SCATS, He was in-
tznscly quemiomsd ehour wiere he had Beard aboi
SCAT Y and aimns! kead hiz b He way quedionnd by a
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A5 1 ou dide Tremekow moansh a widee gane
(AR i Advesiar . e W Iy A Rel 20 e Boive of

Dhear o

Tedlwy we siared poheeed here in Falia, 58, a0l al
128 bing lale R dedkiep poblishizg aod gemag made
fun of by e semtors, §osat dows and pdled o oy
bizdzr, Shorily wiler pulling i al sy Bap, D loacker
motaed @ Hyer § par = e claar pocker oo the ozt for
fher cover of 1he binder. The Ayer was oo | pricked o
thea! prilzsied Miragan sdking e moviz Tabodore
porying Keva Mimick o5 an evil viooer backer S
35 the deacher read the far, | bipt cinkisg by moecd,
1M greina pet Sosjrended foF Dis One™ bl 13 B romed
cul e teacher Sooghd o was meecesting? She said ooe
of Uac apsip=menls woad e nobe @ schosd nesdjaper ol
shie beld roe 10 Mk e aniche on Kevin Mitnicke 1 sall
rand woun 3 copy when 1 am done. Justibauzht 19 ket
krcan E'mospreadizg the word abdol Miiah

=hddMars

e mad when e i pokoc! are afrasd L erpress
hresredren (For feas olpueidieen, B ve glad 2 adekod
S8 04 T Dk

Dhear s

B 1 v Ered Tromn wiry jos teday. 1 s worXing, o
1his Place called Cossurmer Card Services ¢ 1-B0A-554-
IIATE Wy hased iz Oklahiers bol 1 il serting cot of
The sazsihne atfice o Fhoezix.

Anyboa whad wn mell wan faancial heckisp on
SreEr cands, Ve had a hist ol rebutils wad of the peoeie
tezre 00 a5k "how wonld poeple got my accoust indooma-
Sioa T ke repars [ was rupposid b give was, “8EL
W' CbEank ) mayhe e ee 520 this on the Dews l2nety
oupl ibere ace maliceous competer crminaly called hack-
ern whin will skl dRing 1 gl pourl aiitucl 20
m2mon 50 rhar ciey 21 make charges onopaur cpedit
canda™ [ rehood o wny thze 1 explained 1 them nirs
cres than this 15 Dot correct ard oke medhda 15 T Gore
reat

Brotwuss il was iy iies third we=sk, 1 sas supplsed
o il be foldoeing me scrpt verhatim. Bupt deing il oy
w1 owas rakizg Mive e sves sahis & day, sven houih
the Giota t theee @ daw (e sapace 5 52050, So e boss
wax meneoring whea | did ity way The hess ealld
fie irne his ofMice eod said be was lEning me go. 1 e=m
back to mrey cubicle oo gei mw oricfease and my tag -
pereisany wene puing hasogh nry bricfeass. They said i
s Pl gise U6y wannes i make sure [ dide T seal an
thizg | happered G have the Taled boue of 2&0 in
there ey poblisted ons of =0 leners'y 30 o of @y
sapervitors hedd ik gp and sid “Whal the fuck 2 Shin®
o wlzalay eredo cand e80T | wsd m pitsed T that |
grabted =y hrisfcase, stuck Ty Taz back in. and
walked ouk the deor To think thal ool because 1 reed
203, juk bacwuss [ daferdind hackers, 1 maust be 2 thist

[ feed sadderad and ok 2k that in dhe view the

Fall 1988

et

m&.{ fou o 115,

. Topeds Matk
L Mo Imreriaetty pes sl by oeoud ghar peu
et g fior pou camvisions, o mea feel fhe shit b

o e St FoH A ok cotrage and weu W el better e 2
S Heopefully et fvping ewkars fr O A0 same and

-

FET e w By cxesaiTy g2 thepigh oo same af e thici-

Dear 2650
b et B Bevome 2 subscnber no 2600 (8 Buy -

S et with sevad chanpe!) bud T ks boy every 15502 23d

“all Aght hed rezently 1 was calling a fiend 2od acci-

dhenalby dialed 1he wroog nmumker s | hurg up befn:

A letmny; it MOE. 20: dinted the cight pezber ] alked

hira For abool 30 minwies and Tod a roce chae Imoei-
gredy afer 1 tung up, the phace mop and 1 picked Xup

S e el was from spee paraseid person whe b e

senvioe for fhes sheer purpese of harssag peepls like
me o @ [ em cozvipoed) She proveedad oo he vecy

S50 e with e uned 1odld ber thar | wee sary and

prompily by oz on ber Suze, | might ool fores fd-

= e preper phone chquetis (recans: | hang o2 babare

o [ digaght e il Bl hzen corcecied), b 1 den't chizk

W w drre oo of ber i oy beocall me hack Toar 20 mie-

s arpighs cnil <he pot Crdughe just 3o harass e

My fieads ard L owha am wery menl dad Tas abid-
inf czens, have bern haragasd seseral Limess by paople

i wha ataes Y89, I seere e these propke pay Ui exlra

e

fut 1o pet P 50 tha eerry lime Gie photd rings ouey

S calt bk sl harasd whosver moghi hevr called 1

have Fereived severzl Taomw oalls from ke parancid
peocle, 2zd |'m frakby 2ok of L [ e 3 questios, iF ]
=il scemiens, secidzinally, amd tmem sty sall e hack
2 harass moes At F o o lhad difTereon TR (T rEey

st czllen] e sl Bernssed 1w In ooy opinion, &= il

Rarecssnenl and 15 pochy mach e xaded a3 o pracs
Eall 5o me 'mosich of parceeld people who b cheir
POE 1o harass e esory hme my mesdes act kool di-
ak the wronp sumbes hoorsse | was ina boery, €

e peaple be e lime 2loer and mavhe befon oy zall

. b b ocept the adem Unalk mayvbe [ e I nvag o do
sty “oetl”

Fira_Rull

Thir i ezactiy vhe ki of ailuce Shar br fastared by

S prameingy there condveraienal remcer, There o oo

leoper eyck g chiag @ ea hacer! midads - S o T
Pl kD e o oed wu Baed B3 B prepared Wk Cadller

S Al Nenees. and Ol Trees 0% meally peetty S0

Fou ean sbeayy Block ponr culpalng calls wiph 7 g

FECE ek the e sl Macked (lecideetaly, pow
A e wagrd Rgrary fer a farm e’ 0y ok nwer iy 2

LBl paraprush. For vowr recerdr

Facts

S5 Bear 2600

 Foll 1993

Br your fuceait sue, 1he ednonal meneioan a =a-

=L kEne called Sipaal | wondered whers [ saw CREC ramss

befar [z was w ncigaeine seled oy rhe Cerman g

F600 Magozine

ernmel duAng e Mazl pancd, Sralring picterca of
viclanaos Ceerman eoddicr:
khigping

Divar ZS08:

| rezenthy foernd fhin ot whils leoking cp e £un
her for Micromesier W pech cp the pew issoe of 2800
Iaked ot fhe Froat of 2=e phoze book whore thoy b
picoures of iings They bl o Caller [D Boa o0 ckece,
The numbe on the Caler 1D bog was 5155550605
What you thitk? Eackers in the phase eompaiy™ O
st 3 puess al remhen®

Lard Mozical
Cher 2q0AEs are pareeshere. . B e wal T
shocked sad appaiied that o s 1 resd ¥7.a Gopy

Tear 3504

13 it mast roe or are the eyes oF Janst Reee {1530 fust
like thee ones of the crargulan (1423 Could vou be s1v-
ing thal Rena = nang bt a markry whes il eomes b
conoeaecs? 1 The quote on dhn tnidks chasn™t proes oth-
ETuieg )

[auis Elue
Soopa thingr are runt oo fnjpBlesdiiy o railk abou

Dexr D408

[ egversZy bougt a rew “pen and papar Rode-Flay-
mg Game” fnnn @ a6 E50 Enpdes Ing
Thee raries of Thes g o Cangpirane X | et sap, iLis
az exceliers peme Sl Lheats el O poich The poosk s
thip; ae | was readivg the book, L s a doturbing ple-
bire of gige &8, The piemung s thal o s haikzr, SiTlisg al
mis comparten, with wews of Jok ool and his momss pad
Bas “2ET wrinen cheary on # The diskebisg pan is
wr Fank Thal the Racker Bis @ boDes 2ol in s Besd, amd
e balles wemn sralgsr ftrooph B Reed and Jkamensd
the compoier senien? e B 0Tors Sopposed o be anc-
bxckoer in meaning? Axd iF R is, sty do thess prepe-
Sramend fypes wreg 20 PG ahor compiiazies™ IO ns
ot ari-backer, Caen what the hell w5 i [d wou puca
B ateul i) I dods bear wmor lope )

Yeu Hardline

At apaia, we Fe shocked sad sppalied that b

Aidla T sad as & OGOy

Metrocard Frun

war Jais

| imow thar ihere bas been s lof of Cursasny 25 30
bzawe the WdpgzieCanls un the Naw Yo sohegy syl
wink, VeIl [ Bave whos wou moght cull o secal hack, al-
thosgh 1 henvrn'L bl fhes epportonity 0wy Eyet Since
the mew “urdicired” MeincCards hive pome ol (v
e rde 33 daws for BE5Y the MTA had ceocinged poc-
ple to phars fhie= wirk family members and fimde Bt
I order 10 preveat me Trem qeesdng back py cand 1o
snmoens el right afler 1 earer 2 osation, thare i &
blackaiur perced wrich proernis fac cand holder from
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sierag the same slaben bados oo 18 minwes. Well, it
coowred 1o e - the Mewoland works on ke suliway
s the B, Wt if § was g the b for moce than 1B
rrcies, walied i L (2e Cronn of the Sus and affemad 1
por normoenc Tare with iy card? Wit the bes driver
e e Wooulld ITanee polies ot Lae BT | seams hke
it gaoeld b alkesehls, smee 1 would be “shariag” b
pacd | Bope PA0G readers in Mow Yok e tis and e-
porl back what happers It shodd be inhemeting!
Liggia
Eawie of br fd fand mued o ching ke diry phr cards
Eacame gperativanl Fous of &5 Rorfed meplor prip's
inig a subaoy SEAOA PR oty e caedly deddond A5e
ful. Since sach cord dide T vk fur 8 simstar gfier ibe
farr seme and we fnal § ol benires o, we wetd
able ko it pod parson in arend ey five miounes, The
syates har since hern chacged 59 PAe Nime resrintion
doarn 't apply ko obber farens W eecion pangs of
roning poachs walbing ap and diwe cerauer and map-
Fing ar pah mbway 1dn0H 3 rape a o of goople
im Fer thosg who dom T reant fa fneesd Dhar MaCk e,
My rexping on iBe wap 2t 45 Wl a8 ae e way i
el prumn teal JomacAr Sinr gelr i tBe SEnos and
Kl ke a frlendiier oy

Fun Sites

Dear 2&50:

After seacching for sles a2 closed nypess, | hne
Faund wovme sted whecre w00 can make a robart ke pic-
e of clissraams, or make nibcic ares ok at litde
gardens, or gren woke ings ppeac oo an £l ol
vipe Fiy the wiy, a closed symem iz whers yiu can se0d
infarmanon W 2 tnasdeeer and ger a confirmed menl,
like 3 commputer thes Tems 03 A light and et G comn-
poner baeps oo ket poa that the light is oa for qurs

The =te - fx  conloolbog the  mebol s
Aup s, o can et g e cmu edw ek Feop letiad
o Nareier g the mbeet, ared b nures on sooar, buser, amd @
e L seiiss B way aroend the RaTh ar Carregles
Bisllon You mus mput pour e-mall 3ddress so pel a pic-
re sonlirscng fee be Jud the task thal you asied of
i, Yoo can alss make Xasler sy b oo profe ssors anad
ciher drings Thers are specific s thal be cas be o
craied, 2o b g Iitle crafiy

If wenn wunl Lo s2¢ 3 garden, the sile Qs
ki Warwrsnse adwlapdpandemd The garden pichoee
will pop up Fight sy, ard 2 o havw a do is click 2=
an imags mag. Tl T abe 1o manipeclate & rebol arm
i oo a6 A whar S0 WIEL 03 pland g send, we-
tor ir, and mohe sune it peis ezouph andhcial sanlight
T racar s o 1hee roinalic wrin hesh ol vies vorm hazd-
ke :

The site for 4 Bomotie Acecs Astronooy Projecs
Femocely Operaled  Telesoope 5 Anpodfenw dege-
sprce weeh edkonor ke This vile e pou Jook Loto space
- i kit sel e xpiaravdory. There is a dighal camem bo-
cated at the top of the Broida Elall, ete phyedc: builZag
at LO0A3, and 13 y=achal e e Btk o & compater-

whezre wos waah b delessnpe to ook [0 inchides exam-
pies Tor pou moerons. 16 o woukd ke some ceendi-
rotes, Ty rac Deh 1%m Ma, dos: 15 4lm D05 saath,
gain &, ebme & Both fhers remen o 3 (empty) [2-
clucdke @ walid s-mad! pddress, =0 wees cam pel a picnene
osafirming the selescops koot pichees, YOI D20 HsE Ay
thing for i1 and dee but w20 may have same preblens if
il bz choget 03 Thet T 20 oy Anypthingg aboees D400,

16 wou warlk ko baok st paonie on abe beach, go o
Anpesteaiaed selbogcoand You ma i haok B e
ple o2 the beach?! The photoas hers ans claar and epdated
eapry 19 mimartss. W% bocansd in Veaics Beach, oo top ol
a o thal doss phoos proceesing, joaciey, and ofber
things. For tase of veu whi coce, he more is called
Gioind Fap Bowee.

And  for cibe glestronic sign, g0 b
ATAscRame BarmnEme man e R A Sometmes
tae sign et & Dk clogged and the phrass you wish w
AT e e imached o, Jed kewg wying. This sipn i
coanected i a Slicoa Grapiics 1815 machize 106 Jo-
cated ul ik srgineersg pit ab Mobesapes, $o Y 03 5O
something profans b the ceginsers’

There are a Tew omher pezces [ have fousd Bug ey
are &1 premy lame, Bk viewing a sefrigeraoor azd te
temperbirs wide, of WIKDE 10 2 shipid ass o, or ovel
beschiineg, of the mamiber of Cioken in s pop machine.

KRaZy Sk

Thiv demmer CouT b5 howrr of vakable producnice

fmé Lswnanagal havrd

Sl More FYROM Fun

Dear TS0
Ive mead a leser by Chrsies Parmskeyoposles
FoiF the coontry FYRIOM which you placed s Mace-
darz with the gbbreviacion MAC 1 el regd wour ar-
swep wiich | fosd salisr dishirbing {foc = ot keasd)
azad n kil ircnic, | goess you don's cars b the UM de
cifes Sa0 new countrp's name and you all i with the
mame yoo deride. [ would Exe 0o pzk ymu S changs e
s¥speviaion MAL with the earrect ane, which 15 FY-
B el ms Far s the par which sove “Ueios paing
arcutd calling countmice namen liks FYRDM 15 wour
hea of Bumee® | wiedd like oo inform you thad pur bl
of hezzod T getng arcund calling soonlrcs nuress lke
LS
Warclidis Marics
[A® angry Greekl
Fhat’y ochealy promy ey e e dbing & ww
cull peae 1t oy cowainy Amenicone hecowse &8 pa
of tba US4 mame, Mosvdoaio & parr of phe FYROM
e el g T WA HE o rall them Modad b dnr.
Faw'rs mad ar =y far the woong resnen §f he oousry
wur colled the Foomer Fugesior Sepublic of i, e
waedd cal! phees diate dnat ww weouddd 1 oY hem FY-
Kii'e We'd roally fife o koew - what do v coll fade
peuple wha tee (8 dhar place pou dae T IEE [0 55T A8
kaep & claan

controlled Celestrin | &7 relescope. AN you bavsRadais ﬁ..ﬁw_ el il ol ﬁ.@ o o
fll ew? & Somn agd molods socte mfermason bt
Foge 52 2800 Magazine Foll 1998

m“_-._..ﬁn at the many forwns on the subje
S pepals that most peaple don’t think the

Progress Coatinried from Foge 5

Rk itself i5 @ seripws matter and chat the
Times had if coming, batk for their lack of
security ard their apparent Tack of journals
isc integrity. And most everyone begas o

= ; Cespress an interest in the Kevin Mtk

atery, O the www kevinmimick.com sile
{which was lirked from the hacked sile),
gur counter wenl from 13,534 hits the day

" hefare the Times hack to 62,562 hils the

=

2

day of the kack and 928,116 the day afle!

C&ince then it szems to have leyeled ofT k-

gwesn 20,000 and 30000 a day bud itk

‘Elear that a ot of inberest was generated

and many of those new people have been

o ghecking in for vpdated infa. Yes, working

within the svslem is preferable, Bul we

- Cranoot cantrol the way everyone spreads
" the messags, nar should we, When the sys-
© rem doesn't respord W continued injsnes,

‘people who have any spirat at all wall fied
sorne wary ol getling e word oul. T he et

i a far mace level playing field thar many
“oplus redale. And the Fimes onec azain
© o musmed 2n opportunity oo oger 0t right by
o merely vowing 10 prosecete the hackers to

the fullest extent of the law instead of look-
ing ai thermselves o see what might have
spirred this.

Bat throughkour 211 of this, we cannet for-
fet that Kevin remezing in prison day after
dreary day. Despirz all that has been going

o on aut bere in the teal world, behind hars

thisrs have chanzed rtemarkably little.

- Eewin has yet to evan get a bail be=zring, let

<= alome Bail His Fabest zppeal for s baac

~human fght was temed down by the United

=

~ Fall 1998

States Suprems Court, He shill hasn® been
ahie 1o goe the evidence against him becauss
of the prosscation’s frresponsible allemtion
that his 2ccessing the evidence, anly wwil-
able on camputer, woukl samehaw create
danger With rezrly 10 gigs of dats o go
Bareagh by his trial date in January, we don's

5= how jt's even remotely possible thar his
oo defense team can be adequately propased by

2600 Magozine

then, That, apparenthy, 15 how the system
wiorks. Bavin will have no preparation for
his defense and be forced to either go into
court with & tremendous dissdvantige or ac-
cept an “offer™ from the prosscuton which
would mo douks kzep kim io prison for even
longer and meose irnportant fo the procecu-
ion, crode his support nesaork by makicg
him “puile in bis own aords. 1o 2 painful
and difficali degisien for amyons to have to
fzze, It fakess sirenprh fo kesp wp this fght
day after day and prison is desigred to erods
orzs srengrh. The suppert that peanle bave
showsn, particalarty in recent months, has
dome mech 1o build Kevin's resolve and to
conphasize that mavbe things aren't hops-
Lees after all,

Mo matter what kind of forursmind
games they put bisn through on the inside,
wi o0tk outside must not back dewn, This
ke ponz on for £ar too leng, Kevin Mimick
gererves b be released inpwadiorely 115 no
langzr an issue af what be did, Eaoegh i
enagh, His continged incarceration for
what b was acoied of is nothing shortafa
Fuman tights ahuse. We managed o mzke
this clear to Hollywood, MNow it’s time for
Washingtor,

Flease showy your sapparl by getling 25
mary “Fres Kevin™ bumper slickers visible
syl can. We're selling them for £1 each
wilh a ninzmum order ol 10, Ewery penimy
waes tWwwards Kevins defense fund, We'te
donzting the cost of printing so rothing will
b dedeersd from your conribotion. Malke
your checks‘monsy orders out 1o Kovin's
grandmorther, Beba Vartanian, and mail
theem toous - 2600 Bumper Srickers, PO Box
752, Middle Tslapd, HY L1953 Do onad
make podir ohecs ol o 2400!

ow can also show support by grabbing
thz wirinal “Free Kewin” bumper siicker
avzilable on the web sites named abovs and
cefting it plazed oo a5 many sikes 35 oo
can {with permission, pleaset]}, B yoa're in-
terested in printing aul a leaflel 2nd dasirib-
uting it you can find A seclxa loc
doamnloading thezn on oar Sibss 25 well.

Page 53




Wee en SIPEnel

by Ex-Eleven

AL En opin syslemns pack who makes a
g deing netsrk iatceraten alzng with
n=bwory sonusily, O reakes me il whin
Ay coonpatrots Ang weabnessss that Pwe
ssezlated te petwesk administraiors. 19 like
toogive @ big showt oas 4o the Bk (oo his
recent arricls, Sameiunes in Lhe coutse of
ry job, [oget wowark on “sensitive”

L neks
wurks. The 5IFPRRet is a0 caarnnlz of this,

To summarzze what Euiner said, S118-
el o3 pebtwgrk primarnly comprsed of
Un*x swerems thal are coanecred wia cn-
covplisd Dinks. Inhis fimes thers was a Jizloup
mocem poc] that uzed Cisco 2511 reminl
servers and challengedrespanse authontifica-
Lo, By and large whar be stavsd is prerky
darn zecurzte, althoceh there have been
soni chiarwes. We'll met to thaze sloriy

5IPZ&ner is a defens: polwark that zon-
rescts subacts ard individies] basts that are
vlassiliod atthe zecrst level. This meens that
you will Ardd cnolassificd documents on s
oy i of being added tooa zenrer losy
they bocome secret) and seceel classiFed
docarnents on the nework bet you wen't
fird too seers Lhires Jive plureniuse levels
vwilhar warkeaidls o1 launch codes. The
EIPRnet ts managed by DI%A (Defenss In-
famnaton Syeleors Apency) from & burker
mside & smountzing For shose of you who
cans, the bunker is ar Fi. Districk e Freder-
ick, Mo

The dial-up ports have beon shmmated
e L best of my kioewledge and they oo
ialy are oot endorsed of supposted by
SlPRne netwerk cperations. Conrectiviey
is provided wia Fiame Relay connsctions
startizig 2l 35k end working their way up
Line previsioning s done through GTE
guvernment systenns, Mo sorprse there, The
cormeciivity is doeoe as follvws; The line is
fed apme a stardard Mctorola CHLADEL

Poge 54
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which cornects fo the encrvption usid
(probsbly dnple 10581 The C5U0VDS1 side
of the crypin is koown & the Back side The
rowter side is knean as the m=d side (becauss
thiz is the unercrypied sids), The touter i
zither a Cisca 2501, 2514, 4300, or 7000
depeiding on the users” neads,

The crapregraphyy wit 15 either 2 K4G-34
of 3 BOVST The KOG-84 bas baen maralae-
Curizd by severzl diffarent companies inelipd-
ing Bendix aied All=d Signal, The KIV-T
nuaiufactured by Allisd Sipnal. Bath cnits
arz designed and approved By the NSA
When installed inttially ._.“.._......”_.. are basizally
Curn beses, vnril semeone Inads the cryple
kews that will be uesd on the link, As [ oun
dessrend it the keys are loaded viz 2 paney
gy alhough [ kaven't besn able o find
rhiz our for sure. T ds knew thal os sarme-
Uung tike that but canno cat sincs [ am
rat 3 sleared mdovidiezl. 1 kow thar the
SN0 dewices changs their key threughont
their conrections via somzthing called an
OTAR OTAR stznds for Oreer Tha Adr Ke-
by Thiey alse havee 1o have a deviee calied a
CIE plegged inoe be eoerational. The CTK
is 2 Orypie lgnition Key that looks ke a
stnall twe-saded plassic soak When the
crypla device parate from the CTE, it s
corsidersd senstive at nar slassificd. The
patts also apmlies

Th= hosts that are 2itached e the pe-
wirk have 10 be secored rooan least a (-2
lewel, Ecewrity Tevels are rosted by a 3IPR-
niel tier teamy ¢t of Virginia The sxcaption
£z this mole though is that thers are seere NT
boxes zvached b2 this network. As you all
kray, BTt nor C-2 wnless it dossn't havs a
nesaork cand or Aopay drive (go fgure).

41FEner haldz 2 lor of coportaninias for
thoss wha have the sxills fo gor acoss, Per
hzps sameons an the insade can give s
raors deezils

Foll 1068

pogid
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2600 con

Fack oo #0000 e

Acta 2600, Zom

Wanrabee 2600 com

ali-albews 2600 com

TAEDGA

joesff v gduar. fp

by FOSTRAN HAH!

TILIERID
HL<ER
£ H

Do you have a2 message for us? No matter how unintelligible or
insane you happen to be, our fax lines are always open for you.

- Foll 1998

(516) 474-2677. Cauntry code 1.

2600 Mogazine
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ATTENTIGN HACKEERS AMD PHEEAKLRS. fora
cazalag of plans, ks, acd assecded alartroric
“igeiz” including the RED S0X, SLAT MACEINF
MAKTAATORS, SLEEILLANCE, RaDAR JAMHEERS,
LOCK FERING, and mzoy acher Fard ta fing
egwipmey, end 51 4 M. Smith 03, SGLE Shipyand
Blod. 8D, Wilminglza, N 38412 or visit
ke hachersha mepaqe o,

IKFORMATION ES FOWER? Get qur catalog of
informzticral masezls, progans, hles hoaks,
crwsleliens and videss for anly $1 [584). dur
Erocuits civer inferealia an kackieg, phreaking,
5, wirii, zrarchy ard e

Legit and rapGg el wodd-wide, Sond
TS boc oM ESE, Box 673, 1 2 Seach, M3

WIRETAFPING, rellular manifaning, eleclonic
surveslance, photoprphs, Fregoencis, aquipmeer
srurred. 1E gage pictecal of the aquipmert usad
in g razl COUMSErEASUTS Swiep. Himer befecp
publis®ed i i 1 THE PHOME DO0E by M L
Shzancn, 1SN 3 21364 9720, & 10 x11
paperhack, #53 pages, Afographed popy T2
postpad as folloes: check arm £ ardar payatla
Lz Lysies Press S22 8§33, second ook ar memy
order 127 59 payabla ta Rzha Yarlanian to ke
Tprazrdes to 2600 for the Kovin Mibnick detere
tund. Lysas Fress, PO oz 392101, San Trancisco.
CA541149-2101 Also memilzble oo Palagin Frass,
PO Bax 1437, Boufdur, CO 23075 and by soocial
gréar from Barnes 20d Kable

COMFLETE TEL ERCK 1530E SET [dovoted entely
to phone zhoeaking) $10 ppd: FOREILCEN

Sl w.."_.u_”w C-FOH (3hcmb of Raciemg files) §17
ppd; ULAPFEBELNG LMK FIANULAS - sa%ely write
rmemes, |mee Lebtars or nasty notas Fads 15ne s
adiustable. 53 ppd. Pete Haay, BD Box 702, Ko,
OH g 2dd-Goed,

PADLD'S DNLINE: P/ famw packos com. Mot
sast the same old cheap pck <t and msdie g
gurt. Wi haew aivese te the blecding-edge
Lecksmithing toods, from (ide hooks to safe
penstration b2 75 model pote ent® We specialize
in apecial rdars, Slop gatling qouged Sripoed off
by Lamer sou shops, and Let us @quig you with the
latast and Seeatest in the trade, Alsq,

FPage 56

E O B For Sale T &
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FOLE SATISFACTICY GILARANTFFD, Sern

lessisnals since 1935,

HALK THE RADLD: Koty Broadoasting magzzine
cewers BTV brozdicastiog of all types: AM, FM,
stertwasd, TV, ard the [ntarnzk, [t imclodes hos-te
articles about zquipmert, stafiza apecatisn and
przgramming. enforcemert, and moch me<e For g
sample, send §3 105, (54 Comady or 85
inLernatiopa . & sobsoripton 34 quamedy isues)
15§12 s tha L5, Hokby w?..nu_uuﬂ...d.. PO B
42, Mont Alse, Pa 17237,

OFFEAING SOE VIRUSES AVIR] which can
autzpzhcrly knctk dewn 015 and Windgws 3.1
cpeigling rystess at the voim's cemeand 1o
apen Windowi Fasily logded, racurremtly
destructica, and undetectatia via all virs
dedection and mAng rrogrrs wat which 1 am
fare=tiar. Weil-teskod, selativly siogle, ard
Saimgned with stealth and vichn Sehaviee In 1
Weld wriien Inskructions, dotumestatics, and
arlidefa proqrams zreincbeded. T8 seen TOTAL!
Cash, money orders, a=al checks ancepted. Sarry no
Ferpiom omders aded o seeen 1.44 M3, 3,57
fzppy disks whick cpn be freely copicd. They nabe
grazt gvfts! drders are zeorgtly eailed oot
*pricuity” (LAFD). Satisfaction quarartead er g
hawe 2 bzd astitwdel Tre Cneza Man, 215
Leaimton &4, Cipin, TH 1382 2-1645,

el b PR RS T E R
ERDADEN YOUR MIND!
Entarnatiees Fir cheap, %=t up Windaws 1oex with
multiple confiquratizrs. Templols coda z2nd
inilrclic=s ko give eadh wer disferent wallpzer,
SOOEEN SANETE, bR slremn cescitions! Mach mane!
Grds $4.00 Faw ta chamge the staup graphic in
2l Wird e vizsions, Boea: how to changs Win
FhISH awtt sorero., AL Far sk §2.0), Famphlet an
fezwt T2 hide files, e-matl b tna grphic pliture,
Can store flag Lp Eo 200K Rejodier pragram ._._"...m
engaledge dely $2.00, Zand cash, chick, 24
money order (prefaried, fes Fastet sardoe) bo
Jodin [ Lord, FG Box 528, Boonwile, TH 47501,

T T T Help Wanted 25 5%

GFF THE HOOK 220 now be héand or 15a ret!
Thanks bn the generosity of soople with accaess 1

Fall 1998

bardwidth, peozie fram arcerd 15 placel (a9
oo in ey Taerday 2t 2 pa Lastern Time by

< ponnecting 1o mes. FECD Lam {liskenasy Gn Ll Hew

ot malrapalitzn zree shouid tune to WEAL 0.8
FH. If oo heew prcasa Lo e T-1 or betkes From
k. pnur 45T pCam, oF anysiace 6l o tha
embre woeld, wee nead yoor Balp 40 gat the show

C o gistnbosed. Mail pekchaprD G0 com if yob Fave
“[he Bardwidts to seree Bsterars fron aroand the
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It's safe to subscribe to 2600,
We know a lot of you were
afraid that we would disappea
and take your money with us,
Since we announced aur
financial problems last year,
mamy of you haven't renswed
your subscriptions and have

instead gone to the newsstands.

Since our problems are now

behind us, even the most
paranoid people no longer have
anything to worry about. Of
course, there's the possibility of
your name being tracked by all
kinds of monitoring agencies.
But did you ever think of the
risks of not subscribing? You
could get hit by a bus crossing
the street on the way to the
bookstore or get involved in
one of the many fights ta the
death that occur over the last
r issue on the stands. And those
same monitoring agencies will
find out what you bought
anyway. 5o play it safe. Have
2600 delivered to the relative
safety of your home or office at
the same price we've had since
1991!

Hame:

Amt. Enclosed:

Address:

Apt. #:

City:

State: fip:

Individual Subscription

O 1Year-3%21 O2

Years - $38 O 3 Years - 154

Corporate Subscription

O 1 Year - 350

QO ? Years - 590 © 3 Years - §125

Dverseas Subscription
O 1 Year, Individual - $30 O 1 Year, Corporate - 365
Lifetime Subscription

O 3260

Photocopy this page, fill it out, and send 1t to:
2600 Subscriptions, PO Box 752, Middle Island, NY 11953




