il .....”_. L [E LR L E o ST ST .,...”_. g

AP Uas (O] 0 TS “HUDG
TN s g s AT, Ao oA R e Tjurd g pur (Yo sxaafiap 3yl ATados

2] FELLIDE 4] JRIT FILRIgo | E0 s miipdang n ug puriy v aungd ind sngg

1A Bl Ay ey TROWESN U

Ay Layu Pl g Jase e asadur
dpg o poy) awcdparr fanesg oy 1R, ] 131 puEnnT sasagd P aoang eadip

-

TIISE

FA- IR

e

oMt

1

AT NPV [EPULET UL fl37s5) Y :
AN TGN AT HITTO0A A[IXagney 42 AT
R i b ;
B0 TG R ;
1A/0 LS AR i |
_._”H-H L | n
uygRE  founfag mdnyey g g ;
REN o] L] duxreg g =




STAFF

Editor-In-Chief
Ermanuel Goldzicin

Layoul
HSontt SERinner

Cover Design
Iolly Kaufman Spruch

{Mfice Managoer
Turnpruf

ke threar thar pamtempornry elentroels e pose b phe PS8 (PR
dwitehed Nenward) Gorepidiy changrog gl 1 signdfioant, Ay a resulr af thair
imerecaigT b teolme e sl y wleriranic inbruders may beie ¢
stgmificend feiend aron getinst soce iy s eonergency proparadneas (WA SRR,
dnferne Spluoni Deviwss roeee (e 0 pereenr LU Dararnneend
relPeTIE I e sreones wee preonded By sanmareial carrera, teebkeadngiend
chomaes oot eniebe! foeces in fhe do o fefrcemmurimatioes induales wee
Fuliveg o brenad frivond inorvasing sutsmadinn and Aannsiaing of sl
_n.._..._...un,.._..p...._._..“... ey @re Rsw greasse nanabers of crerend oand foreisr
Celpcanmnnicolisns emplovees who may o dlgeanded Shon of gy fuve i
recend years, TRese inditemuals s SRR A L o et el Dhmoa (o YRR
teferas nicetisng” - Tie Blectranin Intrusizn Thoead do Nationad Security and
eroency Pregaorodness Trlesammunioofioea, pobliehod by Molioes?
Lommuninoticns Svetonz of Arlingrone VA cod FealdaF o we
by o disgransied empioyen.

Writers: Billsl, Blue Whale, Commeander Crash, Evic Corley,
Count Zern, Kevin Crow, D, Delam, John Drokee, Paul Estey,
Mr, French, Bob Hardwy, Kingpin, Knight Lightning,

Bevin Mitnick, WC-23, Peler Tabbit, Duvid Tuderman,

Silent Switchman, Mr. Upsetter, Vovagor, De, Williame,

Network Operations: Max-q, Phibor Optik,
Voice Mail; Meon Samurai.

Webmastor: Bloot.

Shout Outs: Free Rodio Berkeley, Michar! Moove, Muojuo,
Jorry Doyle. Thurston, Redragon, X, ¥, E.

YHAT?

no more secrets )

stealth trajans (5]

military madness 14
t-shirt fallies 16
macintosh key capturing 17
JUSt say na 19
cocol experimeanter's resource guide 20
letters 28
mutation engine demystified a6
isdn overview a1
dtmf decader review a2
hacking interrogation 44
2600 marketplace 43
breaking windows 2 S0
mavie reviews: the net, hackers 51, 52

2O CIESS R ANE Y i publisted guarnenty By 2600 Poemprives Tee,

s, Resander, W LITTA
Sevarnd clasr posnoge peondy poand ac Sefanted Mow Faek
POSTAMASTER: Sond addross changes o
2l Y B 752, Midd e [eland, WY 11925-0752,
Cagreright (o1 1995 ZROC Fnarpaises, Tno.
LI & ok Camada =521 drelividuzl, S50 corporte JULR. Murds).

Weatly sihecripli
Crvgrseas -- 230 individual. 305 corpecae.
Back tssvos avzilable Sor [98A- 1981 ar 535 por veas, 530 per wear cvcisoas,

FED pacl Ao sasas,

o RN ok 2GR each,

Irdivindeal sanecs availahle fros

ADMRESS ALL SURBSCRIFTION CORRESPOMNDENCE Tid:

2500 Aubacnpron Depe, BEO, Box 7320 Maddle [sand, 2% 103350052 (sobs @ 2000.com?
FOR LETTERS AND ARTICLE SUBYISSOMNS, WHITE T

rial Dl |, PO Bax 40, Middle Island, BY E195IS0ER

tlesters @ 200 com. artizles @ 2ol com

2 Office Line: 516-T51-2604, 2600 FAX Line: S16-474-2677

Autvnre J955

2 Mapazine FPage 3




we U Seprember TR, Curamings, in his
b oo deal wi

of 5 kacch fone siars, which is 1he wa
_..,z_a_i.d thery Frarn b distnbonee, W il s.j._v R TR
Inxctions on ITe plegded puilly 1o posscszan o
1 red b, e Sawhich could B ased in 2 Mol

wers arye ersstals irsalled _.u_a fhe speed  lent manrer, Uader the corrent e (Title 15

The Secret Sorvice §5 porrmwed (0 e | ksoping hateners updaiod on his cnse Af Jeast dialers” Frorly dacmung evidenee, ds'n in? 17 LEC Secticer 10290 wlheh snicx 12rauzh
moovrs Flackars casa bunclk el dicesiteesd, | his asterapd ar pedia maniplanica Taled. webs ketler. 1 never saw Cummings ciore a | f=gislation Tt Jclober, mere poxsession s
overzealous law  enforcess, My will un- *T s | _“._.__._”._l__um..h say anything collsilar ?..Tﬂ_..._...r.. ar ugse his compyrer for | ecal e fraudoiont uee W hosver, knowisg-
chaihbedly foe thet this is 20 enfpir gonmalasn. 1 oabot any political figumes ewoops orce™ 1za il have 2 _..._- Iy delraml, posscasss o
Lien. But reeail eaiols bavs lod as e believe  Charles Bappa, S, his exdacdlogd s=id i a [ sy w has heen
that the film didn’ gooneary farenooph with | sbremest for e Secrer Seevive, “Oee rime horred vss
haiv pmTtasteeing depiction. Fes o Lansrings mads 8 curcrent abogd O cindheratoed 12 b had an aseount :._.__ a local

_,.___ Loy n _,...Lp_. up rel deinz a zoied job, bat neching soher than 2 carcer... [ hive neves knoean O
SIEAELE Eassing commens,” Thig [ uss ar have illzgal salen or coumnerfze cred- - Far aben ngoor modif

EL

..".._,.._.._.._ .___..__,.m_._ HESEEN B8 [ L - R L B
niny rezziver: o herdware or sofware used
£ relecommenications

ThiS A2y _..__,....u_. .....,._.._ 2o ks .__..u 1......; fac= | 13k Socoet Semvice vl 1o e 1 f oW i carde in s pesszeacon, Howeer, Fadid sce saireznls Lo whlan amahorioed sas o
Lor Uit larpe, hewily armed sroop of peoole © agose Commonas, [n Bt Rappa nlss made a : him charge dlerns befrre. [ never knew 2ny of well as
T ¢ Smcrer Service Them vsed b3 the rards re be slalan gr counrspfed, 2 0 AN

rereraizs ard oll of 8 sudden our demecr
SCCICTY 1% going doam the same road w2 any el
alher courtries bove trave] lad har Cinrurings kad zzlled hin: five

Wiz Aold o sl e Bernie 5. sma aad zaid “IFT pat oot of hoes, e one will ke
uar Tasd dssne - ti Recrst Sorvios _.,..T.,._ able r2 find iz, Feov won™ ke able 1 500 e
imprisra Rirn withoor banl bocease he pos- | dosr” D Rapoa and Cu ’
sesstd hardwears and saftwzre thar coule’ be | owere emireiled i g pacnfe! larclardserasd
wezd for frendulent purposes, Mooedy has o ossparatize an the e, 1osaemiad quesloorable
svar mocnisad Iinn o wsing this lechinalesy i | an bl chat Curantings wodd rnake sicl a
U 8wy and ro pvidence aspearstoenisE 120 | clzim e oa peresen Lo considered kasrile When
wven sgzesr this, B0 how has the Beorcr w pacords free b jail did
Service nuahamsd to T..,..ﬁ_ Berniz & (hencafrar thy
redeioed W b his real rame, Fo L
Focked away for ovsr w8 cnonths with e hail
frr Eomrling 5o s possessisn of 2
_._“_... [E| _.,.._..._ ..:.r: oo amd bl
i By cragmomating tha si

b i e about | oappl 1t ohlrin an sccess device™ @
hacking fnrg computens, though 1 keow be | guiliy ueder fhis seotion and subject £ ron

Coicnungs withoat hail, He

atlenided the ZR0F cormpater hacker clube.. T | wears in prison for eack charge. This is 8 very
never knew Cemmings b he dnrerssted fnthe | emwineas rre e sl of s vimually anynng

L% oot Beresss of any pal ar e
priser

S L e St T
_n.rl....;.n SYWIEM Can o
.,...._._.F_,.__.

reen the

wid T

sircls for
Elamamis
S CR T T T

wore”
maents fawn |

sad wirvessss | Focoal Hespa

Frv=cy Inlurm

can’l |
if Ihe evidence conststs ol malt rher than |
clectraig devices and bosss, nods ol which | Thes s a caac thal cer voshicald havs rassd
has ever koo linked 2o0a crimme, why has this | orheir ire 2nd regrerful by, tkeir <lerce an rhis
case drazped an for 5o feng and why Das e | Al 15 coaoealeng 12 cons

dedr't mes o fioper ra allos bl

The cmly crher peica the Szerst Service
was 2l te pel W Lgalify aeainer Cemn
wis aal Bemrsmen, ahe fed Beeninealved in

kneleggy i his goscessan vatips prnjects w Cusnmings, and wha

WAE .._...__... r3 s Cummines | b s I_ﬂ__.._. e lizr Secrer Service o Cummings pl e b real-
with alf the frrvor that a presidznrial assass . 11 The ansaer m p lv bed ne choice, Even thoush the law is
woilld fetvivie. Penple from aroumd ths coun really seemrs 1o hawe pissed off e feeret o wrong, ke wchd kave beer dmomd ity
Ly cwere wisited and ashed gl @ Ilackers rvice moss thas oyl uieder i a .._ sergenced L Lrn
Cummingss pelitival be | - This comnrenticn ey vz tricd sa Renl 4o main chis 15 inbentinn
anything _q_u_,. which mip | .:,..?... .ﬁ....__._ i, held @ persans life Curuninzs hod pieruncs of fane Fraud e

Lh & Tt iack nen:

frarm
Tl
= Prmies

Fuzed as

L .: ?..._ n ..,......_,: ..._.."__... ik, spin

{armin m

i¥ :
= Eervice ggenls un the

I L Ths miedza, sesne disk in Cormimni s Pl RN -
Cumoa ._";.n .:,_.r...u_ .._... purchased Cunmings kimzellniney have beoomne 2 argel, | words, = diak which ke had nothing e di with
s crwslals were a%on snld By 1% a el kneen fact skat nndercrees azents | ardd which peapts all aver the warld alse poe-

Loamd ather widzly ava:laly
warks wire srized from his
liurlqcr evidence of O

ik

snciety. The i aicnzes Gireeph e 28000 Wapaco ' rgs realized thal the Soens

Sacret Semvice radio Frequencics was w Srystals were 603 or 6,40 Memalorle, W P Servize could pookabiy 2ot 5 non-teckinizal

Situally lock wn his imaze as 2 potent 1o tha cansgps s Lme this E_.._“ gain, I woeld fave

|_...rn,,...m prnked sk s m..."._m,...,.."... pageak | osammer el 1991 Cum : At practices. It Is kecoming n term. Ny plazding suilty arsder

Secrer Service gl did 1heir MRl have | tably al the coowenricn and skl the spucd ; clear thar rhic iz an apency oot of conrral | wharis koo asa Zod i Flea, Cormings can
£ F,..”.._ ._w_ ..,..n_,.ﬁm,”_ _.“...._._.. the: airwives of | diadoes ard ervstals, Mone of (e sposd dinlers W which thoealbens 2 hurl net oniy kackess bul e r TPt B
FOHE The ook whet i has boen | had been aicsed and merely et 1 5o ind arvane wha valies fiee saeech in this secaky (eonlinled on page 1o

Page 4 2800 Magazine Awtrmin §9U5 : Aniwmn 1993 2t Magazine Fage §




STEALTH TROJANS

by Commander Crash

e apload 3 ooegan looa deserving

rers NIRS which simply pses BIOS sallz
rocwriks randor junk to hos hard dive, Yoo
czll back a week lato ad his THES @«
e What gives® Ir never fa3ils. rhers
always anorhor antivirus proorany, or anath
b ostaps viar frojan dead
v things wlh
1 e haeen

o errearunment |
in irs fracks. Thore ars oo
=

il have cinse
derpcrad. Either v s activitics ase

1588 A

our
AN prisgram, o g
paCeption errer in & prorccesd mods onvi-
formenl. What rs s ¥ tlzheckd in bath
ol these cases is disk 10 that seemiod sus-
pigZeus or showld ¢ haen oocumring. In
orevent snch g thing from kappen-
....n.n_u,u.,.u;.nm....._“)_“nn... 1 chisk 100

I the ety das of the RT. 0 was czsw
AV programs wios 1y
wad, amd simply el CHs or BIOS
COTUTEs was cnough 1o o wth waur tar-
el il a5 wed pleised. S3oon, thene were
ses cinculating arcund and
it wasn® lorg befine AV prmzrime wers
wertlalv asend ...._._..... f _._:m... Foracesr, reliz
on seasching for a seqoa
adzntFied ._..u viriz This |_.¢_.__u? worksd
relably for most of the oo e ko
witisee ook They were discovenad, bt
Wil __n__._x_ aver Goloot @ home brew vings i

t kravw Mo mrHer how mamy direcs
B catls o dul i eould g
tected Cierting back ar a lamer by
uploading & rejan always worked Several
weirs ltter anbivirs Prosrans wors dew]-
opod 2z TERs. The: s wizld inzer
vk ey lisk BOr ared zlest the user tnothe
gwent of .,ﬂ...q_. erags sud-
Mz longer is

."_Er ..._“"_ panssthle wath geamaneeed invisibal -
iy fremn the wser, To add e uos aegnva-
iwhds “Privected Mods” into i

ciaughl by =n

hunidreds af

et Magoezine

lrtest geresztion of processors. Prodoced
e was preznd e be just thar Mo opose
CPANT rurnnne in proteched reaele ookl seer
wel b seenething i wasn 't suppesed o
opetating Bvaton: v

winizld dicgar { 7
wmdzr it what they cocld or could net doo 17
an applicarion ,..m:_c,_ L wrele direzily
i have b dezl with the
oporatiag svstene 15 an applicelae iisd o
oy Prar didn’ u.nn_w.w k3 i, dt

the sk, i el

rdily e
wnild also be donled aocess, Yo can see
why Lhe fzbare of the PO laoked h:.uﬁ for
wirus writers. Profiectod asede was consd
izrdly, [0 ld he casy

cred v wirus u
[ = _.._ﬁn,....:ﬁ..._ system ez
any virus frem ewver sprcadiong
brina dereciod. Then
beeame e sl rol protected mads cavi-
renrert, A Wirdows application docsn
bave gocoss o BIOS o M3 inlerrapls o
all, siowe ure unable mo do 10 &t ali vsing
fhar method. Windows alae does
s Ly afirectly access the
Zur firss dealig
eitker. S aller
Windees AV proorams £otoc
i ST LARS by 1S apps, 1
ieleclry pmdocurnenred c2lls to acoess
disk were released. 1D seaned ag il derect
wats inevitadle if an AV program was used
2t all.

remrcer to hide vour rrojan’s aciivii
oo the o
wosr c:r _ﬁ_,. T_ dern 3.3

...:;_.__..._..__.
arilet sl

Wirdows

Lot

usimg 10 pares w
Windows el

releise,

jraler, il 1% necEery b make

__.r _u.._ ed”
L By ,.__.__.__.“ _._._w yul
celi fram thoese v aSrors
loodiong Foer sspuoiocs disk ocess, bl you
wlsi prevent .|=_.._..,_n._..,_n_ Mods QpEnIring sya-
rerE U As s fonm srepping
prosgsam frn geling ar the hand does

¥ hicle woun-

Arrmn JR93

e

Sothing will knoee 1523 vour progrs

cwven aoocasing the disi e an all?
Thars is 2 seowity hole in W

tige af ta do rkis. Thorz is

will Lzke idlvs

zlzn am undzsired Fratess in standard dd
coneroller

zands -

: ain prnblern giving
calior= 1101 coarral af all
[hiz was a @
B hewe dews this helpopsT
we ks about ports L FOS-1F71 e
clearly disk B4 asing Ui porls
on reE ANy

Windous knows yon
araurkl wilh the disk drives
Pt SLFOED You can rew

rking
Whar albwpar

peerl = waan want, be
n't car: Booauss Windows docsnl ke
what | Ipoart 81800 fior! [ VR o

ﬁ_q:_ write o part BEFOE, th proscesaor w _
% aut i the hus k2l
:..a cards ..?.: dafa iz baing wi
Mot cands, hoeseesr, anlv look zr
16 birs aof rhe addvess o soe il
Auicssnial, il ke Fais
t port B81FOh i meagi-
(=) _.. Tranaforned W BNipEt 1 pars
1R Mhaes Windsas koo™ I,,."..._".... LYY T
a5 The PIOSCERes &008, Wi JasL wral e B Torr
eqt Thers ane wsy
which AV i b i
cledest 1hos, r pwemver, bt none have booa
writhen as of yel Whar such 2 progrem
woald g s track 211 access wo ports aove
FFHI ard would He ustzlled i Wansdmes
v varbizal dgvice driver
Te demonsrate & practzal ouse ol
iple trogzn
e Ir will wanrk e otoct-

the

in Wirdows wilhany AW
1 It uses fwg roplines vall
s in your cwn programs BARY will
write of resed = buller 1oa phwsical secror
it For conspletion of the
Be Y Ttk afthase
L0, 5o thow w

Previous oo
rowtines use “Soealth™
bz dereceed.

Autnpn f9v5

200 Magrazine

BTE_ETE_Ed% By {oomaner [razh
This brejsn bersy demonstrotos the
of mzealtn disk o Lo P rsaes

Dot mentd sebesbinn Fegdn Mo

;oL

ikawes

ard all atbivires sofesare.

Haw it anrka:

i The seteal frajan is quite =imple,
oand is desigras 4o sy demar-
strota gre grocticel ase af the
sostealth zisk 040 eoalires,
iz run, it instalis

Maer
LEls srogran
e rypbed bast sechee oode in bae
Pard dis<'s boct sector aftor nak
iimg 5 backus of LRe ool seCicr i
v osesdior 7L Maen ble wickin rebocts
2otilsster B, it fs 1eases ine
Lo 8 The tro i
voFirst delrwsts itenlfodints
poe B Qg Cattbirues fron
oothasa, effensi g moring iLsel
s af tee Basl ared in f&aar w. It
<1
T Emat
orrugts e dre
attamprs ta soa

FLBE L deErery,

ar dalrarents a4 ceuttar oin the
iohils @ 1k
. &ny furtare

mectar, IF

SieEply clesplaw ae
e ol shats the 112D doan. IF
the countrr hs=a'l oeeacked @, Lae
voRckar Tois loased from o disk ta
pOBEEI A (Gond tRIAg e gol sulein

bPered ard Conteal is giver to it
] Al e b

GreY SeRlin. FAuess LRen

cintinees normslly.

. e b

DR Lo

STACE F02h
HIAATA Eii ali@n
IGLR=0A [ru a1fzn
|OFREC R ol &1%1h

FOSECTORE Thu 2LFzh
FUSFS TR =
EDCYLLOW Equ
1T AT B4
HDODRNELD Erqu

Hagra 7




T H1fen now sk, dcm de BYTE STR [k
=) w11 M rt 2 kia? Tloas"s 1 1es5 e
Lodrive parl Aering £ iars ' - Terdlogble Lhe progrom di, B
STEALTH by EEGTE now 57, MRITE LEE e R
Srealls Bik o vse to kide disk call moFw i Bant sertar progrom [REETIN (N
capw the baol se v i,
L bonrtProgeon: s i,

AT corngends [Rapd o QFFAFT meel oamnl e soImis s Iy % 1TE
METITE NEFSET bt Sray -om o call hzEW
POhrite i Loodes Ponma LR mnw o

i SRS REordProsr oo Tire @, nre La, A3
i H2D wia reod weri iyl FSET EoelProedeon A GE, GF cnz BYTE F72 fhbx]. @
reg nowsk mow wi, DFPEET sheet 1= Wipsieive
DoLnay pur peogesh Luto the soali'rngrar + SR ;o Meousk nibk @7 Mige
A O LR Rt flee CE, GFTRST ksl ror ax

LI L

noy cx, EFSEL bl SFrogeaeing - GRS stark ¥ ire ax
nifzat shost [ 3 REh T ariazh
wae g, OFFSET slard OFFSET un, X it ax
ke B e e g Ai, @ e 5
2 dil OFFSED srcraniinls (il 5]
¢ Irs=al ler mee 51, drorypi Mex L Evl e
Ty s, Lodak
LIRS P Snerypthexlbple: o oal, T gy
Lassa soiel sall neRA
wor gl, ' lorma aorryntHescByte ; REad in Le oln bazl spobne
EERIT zaltorDuta shath LoLigy ur Cofe Lo BE DO DE Boih, 6k, B670H, 28,82
A Tear rncrealHaxk Bt 132 fziah, B3s, &8h, Boh 28 Ins o nlg bast sect
CoScrssile purt af toe 102700 o dwnip b0 Swe Lode (rTp N
nzy s, EFSET sactorDota AR
ods e,
noe g,
roe [ i %,
o Coart s,

nzwe diy o [Fil]. Tore i,

add i, nae [die27, T i,

Liny D digastare e b,
fery O o ol
T mres ch, th, @kh

W =1, EEAD e tl, [£1]

ratl hdEM ins i

© Resd Ln oour basl sechor o Lx, G207

= now ke, G828 it THR

Ty

oAy 1F PIE [®a], B losp catlasp
o Bas our counser Bk @ i Show the crror mossage
sacbarlsta sl cem znot secior v el Ty dx, HODOWD ar STREALIH
e creHesnoge i Shat the HOou

LA i Mes? SN nErRr mosLoge gy al, HLEEF

2600 Magezine A 1995 Arinmn 995 200 Magazine




[T - P
Toskup:
bhe sysben

wipzUrivwe:
wow oh,
LB )
irt 1ih
v mEL driye poeodhaters
iric
MEXHEAM DS, dF

cl, BlFh

= T ...“..“.:.,..__-.:
o, A1k
oy, @1Eck

FEX L5
s
(i

o, HAESFLTS
maxkhect

1 shel mesthact

ereirss:
O ash, "HZD B <onzrallae fail
ure' Uk

VAKHDANGE D3 CF)

Page I et Magazine

MANEELCY DH (7]
Fefiinnd

fatts Far tae Rard drive g Codi-
srallar Lo Fincsh 'S Current
ek be u ety
Fedtiant PPrac Hage
push olx
nush o

elaitlp:
fizw dx, HOSTATUS
i1 51, dx
wre wh, o
el ch, @581
cip b, @58
‘res shart Reldnd
ard al, BaEd
crp al, EEE
18 shark heWaitlp
] ST
pop G

—

i Enzp
k2N

doass or wymites o Rlock oF data ke

2 From kRe Raed drive

H| RillTar AL
r1aikd

i Oy l1AZEr,
rearEactars

ST, - TRERSMELTE,.

oAy

J.
P30 kaar

call Ackait

o
voLapee me alone.
shir 51, 4
(i}
asth
oW X, HIDRESAD o STEALTH

1
Aehodwl al

Anfmn 905

oBer wp drive atd heod regis-
B

nzv dx, HECYLLDW ar STEALTH
nys ax, b

oat o, oax

3 Get up the oyl

i Lens

Ty HISE{TOR o STESLTH
Tay

e Tl

7 Sotoup osector register
e Fx, RIGECTIE: or HTFATTH
new sl, th

avt dx, al

;@ of sectors wfa

gy de, HIAE M S1FAL T4
oSy ax, 51

wat dx, nal

t REMZWMBITE
call meMsit
Ty e, HINTATLS

oMalt o diks refusst

rm si, READ
e faddhactiesior

mpibeMegsiac o
soWrite FRG words f

¢ Bl, @FFh

wrilekax L Evle:
oy dx, HUATE or STRALTH
naw ax, [DIT
wat dx, ax
add di, 2
goc b

rne b B=Fh

irne shioet aritehextBypta

der rhi

anz sherk weiieNexibackss

v lozp till done mith all swec-

o tars

Arfurmn U9

jha shart exitEN

reasHzstbiector:
e ml, HiFh
o Bl E54 worgs Foe 1 SeC

reodbeRl Byt
fee dx, FOZATH on STEALTH
i omm, dx
nw [OT], ox
odd ¢i, 2
et
cns Bl, EFfn
dnz shart seadSestHyte
uel Lh
ire short rosdiesthector
;oLoop 111 dare wilh all ses

Torh

Tta SE G122 DR (5

ENZ
Lo nstal! the programe siaaply can it en
srre lamme PO TE @il cony o encrvpliol
worsion of itzelf tndo e oot secres o0 hand
rive |, The argire] hopt sectog 1sospesod in
zotar T When semeone, such as g Redio
Crap rezmeseriative, cebonts e machine,
the trejan peograr i deceypied info mem-
oy oardd run. [ owill simply Gecrement o
il koot soctor, and boot his
s mormral. When s hils 1, ook
kg drmve will by wiged clean, e
Wil be o gooe, Al @iemgrs g soboot
sult i the message “HOD conrrodler
vre” and the hand deive well b shed
dearm. The actual medor will be wened ofF
e pivie thar added effsct fhar rhe data was
revesl By Cnusl zeetier hand deivs

JG0Y Magazine Fape 1




crask”, I woea accidentaly ran thiz pro-
grem. yon rast replacs wour Do socns
iphyssonl sector Of bofose veu reboat T8
rimes, of you'te 1 louble The drstz
sl b s pnder TS (von can onske a
LA b alink o hring with v fothe tar-
et} bt it will work wnf gy O that hap
PRI R ERTUN EETVH BT T e e SR O

Chie king roo ool adding 000 e disk
Trinstruciions is a0l aeeded innreal moxle
L odu undelecied disk [N Srer AV poa-
rrams rely on coprdricg the ind 13 or the
[E35 rnerrapl vastor ry detecr dick socess,
Parts aron’t even looked an Most poonls
Sy Loy b 2 al peking araurd with rha

s’ comrroller dirceti: but theez 5 eaiking

Lol wl all | ogese AN softeane writors
thaught nobody wonld y direct disk 1L
Al than weeaxl beve 1o ke Gone is fooarite g
program chat ssarches for anything Like

MU 30, 2l in the EXE files on pour |

syslem and alett the zser | A TEDE progran
will mor permialily do arything Hke that, amd

i Wiy prrogram that foes mﬂ._..}..ﬂ.m. like |

rhzt shocld mever ke rar. | Fuzes it was oo
cungiicated for thern e da

Y EYE_RBS s s ene ol e many
Pinas ang can do with “Seealth™ Lk [ocs
anyorsr pse sech de a% in viruscs
toEee? Ax B as | am awans of, ne aad oy
a aeod rhing, sening as Low andeboctils
sixch Bocesscs wre with bedays AW sofraars,
I sormecne were o0 carife 5 m araring sicalth
viTus thar zecd szealih disk B0k 01wl he
oy Sl W derezr, and s PO opsers
wouli b oin hig croublz 1 hape yan
EnTvinud preprammess o? thers feke this
articls a3 @ wsrning, ad sl derzction for
this 1 woar prisgraces, [ zaleo bape Misroslue
wakes upand feams what protectod rsle
rezlly mezns, I tke mesrtime, hore's
arerher way we can give those deservang
lansois wher cooss us some payback® IF ol
work for znoanbivirus software compargy,
and would [ike some sugeastions inoadding
Uhiczll” detection rwoyouT softaare. voo
can legve 8 mossazae in my 26400 s o
Have pliae, cnd be carelul with 13z iafo’

,,_%E LB oL Erm ﬂ p JIETE ga.__ﬂ_.n bjmzdﬁ N

.ﬁz M _rEf_z_ G2

{15 S0ME E NG L1 sy
zn {m, E uq z ﬂ:q _.E_, j =

Magazine A JR93

TDT (6] F-350-5TF)
A ..u._H:.u..u_n_rc.vtF.u-_

Andwme FFOY

2ot Magazioe




?F-iﬁ-ﬁ,‘ﬁvuwﬁ-w SSg

BB W, Lonr Al Faee i

,
A true wary ar ITh EXPETicnoes
A% 2 pand hackor lur the 4y litame

: Pl aren’t lweknizs] wirards, aed
1 , KT WA e Ml el Ry L
eersnarel e beckiuliegy by bave ti use in
) riay LTe Tike et VORS, fur exarple
I " 1 HS . .
T..j._. s A for lechealogiza Juys 2ol ros
4T wem'r. . T 3 i
wehea szller poep Thers is an even
ler. razer third RV Mo, E3ET SOikpuler
."..E. Al 1o ke oeechines, bl whig arsaT
Hiere wet Ome such individonl was o L
Cafomel | hnew Juring Iy years with the 113
A Forpe i : S

_,
O e e wT 1w puy.
b e frendh: arad welidiked, [le
Juisy ruch i on ks arck, 15 potine
”__,”__ WS L mcntks waay AT his oilieal
urtes Lad slrezdy been sesigned 10 ofers, He
Wil Ty ClTics o affic
ple et wlsle frllima
thair compurer, He

v, Irying o hielp pece
bris time By playing with
. wild ive theny pohlic
UM pociems, resrvanza: their hand deves
whatzver siruck by ancy. Aeeedies ke aori-
My belpad semitimes of didn's vuite wik cur
hat way As v as he Gidrr 4o ria | darm
e P fesd rhe basare i el ...._.“..u_. v Lo g

FXIng b help therm, Decides, Be wes g Calooel:
P Aot el Crdanels i sy e bleep aff
FET ST

U iy 1Fee il “helped” fogrpon
_.”.” redssiznong 2l their foneton kevs... witar
dening Lhear [FEMEnssca, Gr ey _._n ree rhe

St That was ke 1a2t straw Cofome] o I,
srnstinre bed rebe done, vervons Fad work
G T e rhbur e ome ko |
W1 arpmane:

=

all Mz gecusrained koo
WETE e lomaer walad, The Colomel bad wan.
dardrred keypoiges marh kit Baairile wnnd
ATECERRI, SRUmap everyene o5 kpew Al
Ut v pravesenn, Mo ro plee hiad A
: wirh L. Fe teciephe: :
WrTim “...__..:E.__._ learr: s wthing paw il
.u._ Eirst the poes gers jus) Gilled e, dheir
Fisident Rechiy b e quietly cade aie
T Tolomzl hed dage, Thay just waneed rhaig

Tl 5
sermpaters o wark Dike choy used fo, One by

(N __._r...

Page 14

263 Magazine

tandl wery nobad wlf) Sergeare, theogh, had me
im=lzll 2 passeaed program oon ks earouter,
speCifizaly o Moep verlain peepls fioe “help
o™ Rim argrere, Everseas 0ld bt B was
crasy ardd il gl Tievk: wert by
When be il et odreehls, ovenene else
wentes passwund prosecrion oo, Unul then the
stand-abme, nonorerworkod computes Sidnd
digve paswards Sinee yia hed ke oy

thers, onon zugsded military hose, gt info
fromn ther, ae o worred We didn s
pevehleies from wishin cor van racks, tha <h!

_,.._rEn_._.r nssly WA hzd Fasswry

o IF wESE] supeT seriveds pRoteiaon.
Featvr b b, 1 Just had ra kep Feene

z sl Berember, thaugh, thal
these wers sen-becknicel pengle, wha resised

e fnyifing new.

A stine emd Farzign as ke ides oy
el e fochizs, within rag wicks people had
rplen their pasew i, Yos, oy kad ecked
thernzcives onr of their cwn computess! Thess
were simpte, obvivas passaveds, 100, made up
By ke Gsirs themselves, oot some seper band
ra-breab compursr peiergiad codes,

P usedd o Boang callbod in o Fix oy peo-
Rl compungy prebferns, smoe Dwas e ollsial
techrical whie fresidence. 1% go0n suone pres-
Ty sange problens, roo, bat thas ore ek e
skt [ had e bresd inea ke cormputers, Toud
oul whers 1be prsswsrd gragraen was Ridéen
thar comrperiers bard dob drive. end e =2
veripueter sodss, A1tk juss g tell B whal
17 npassed was! Linbelizvabls

Thaz first rwe: it happered | menraily woate
it olT as samecenss bargover, The soeond time,
I wes 22nrhing Lo recomsider percral slupidily
amaprea bl §weas sE1 e dema? and comsid-
ered o wncther Auke, Tesr paticrns becans
CRAer & Imme went O, Ul that che users
WErETIL ....-....__m_._nﬂ kb arn, Bt all cheir onr-
paters had ancugh similaricies e razh i puossi-
kl= Ao aumanzan: the brezking-in process, which
I lrac been Joirg b hard,

Ui aflerrssan Calans the rost ol ro affics
Lell imie abere whiile Gioy wenl e on gxiended
lurch break & basligenly, Track che gpar-
ity aned Bached up a beter sefuran Mot by
Vjrasewawtod Tosee P T con b doon 1 ald a0 ere

Aulfwgmn Jods

abwaulE, in cass 1 oeaide T maks A wark, Why
sheod poar mouth Gl ardd be emdarrzssed B
Biwaides, | wasa'n sune Lwealdn'n ger in roakle
fur duimyg this. sirkas | didn® bave ary seors of
permmEssten o do il SO, quistis, secredly, [awTobe
L & prowram, beshmy il on e gangurer firs
Mok, T ngeded 1ot 11 o0 sameane lees
raprier. [ had g wiehs laldiez raopck from.
[ovamted a real challengs 1 wanied rooe exima
crreFal. chragk. [Hrosted one sowa ke, avotler
feckiz, who [ kmew would aparaisdls my sanse
of lnracr in atl chis, § asked hoe e pich @ oooe-
peater iy <k, ne dhal he koeew woubd B
LadTicuh o crack He chese ooz, amd | went @
Fal elfice. azking io uss rheiv corpaler.
Tnerscdifile - Ghey waecd e anio thair privide
samplmar area, ol even geilmg up of asking
why | wannsd wxuze ! 1 did ry livtle actomal-
cdd cravking raunee, saw the passward on che
sereen. ard oo Jdeawt by band onoscraich
paper. | ceserod wy wracks, tharked chem, 325,
2t s wo (el O bis oot o 1he -
121 shock, b 40k me that i 01w 8 Ureal”
prograrn. it would pronl out e passace S

boar prirder Srazrl ass - 1 kmew all aliog thes

e hd the nghr serss of humar for this!
1wers hack b weg w1l added rhal Feamrs,
her 2ckded a few e just in s b apped che
zrakes on me again, The mes veramm Sould noe
wely poent s mantzer, bt ceald shoes 13 Three dil-
Fererl waye Oz was for peemal desl Teasyd
passerils, aowd Ta wors comrpaler-anty codsg
For bamder passaunds, 1guess | had cuordnne i
irstead af being merely nrpressed 2l armised,
e Friend was starkng foaorry aboul 2] thes,
waz dsrppoindsd to bear chal Tle guat bl
pov rx sheews hir the countermessures | had
Jeessed, 0 povdect P competer o
pran, | oweanrsd ra shees him hes 9]
wold psck oy preprary o displavioge
preony passwand e borh azrecd fooguait while
wa were akead, theegh, dicsppo TS T Tk
Cing maoming, fust mincies alter Laoved @
wark, [ gera call, Aneiher Gerpedlen passaornd
o kg dhal; 1w preparad Mol taking 31 bas
ny ccking disk oard
1 arrived, the

sgrinuxly, [ grahl
headed doan tkere, Oreet’ W
rlace was full of big Sels, &nd fernanes
srreRsingr olt, brving bl (i ol peerant

sinpirer gomg. The Colone] horss |9 wes there
wegrbong an A He s e come o, ared sleppned
ke o der ree ey L Normaliy, rooeree canid
what | 2w Tix thinzs, This timme, wie T les!

Awiereeer FEE

200 Megerzinie

nzedad 1, | had 8 super-atentive audimes
['me silenttsy corssap nry Tk, | oreluctarsle
get o my pssword busting diskete, izt
ir friont of vervbody, and make the program de
its thimg. Secereds laen, there's the psswonl
The in joke promplashig me i
otk of the pesswrd ezt bk s
menw U'm e deep decubks news, Torosore)” |
thimk, Ao v enly Begn teoanes For Tifleen
iures!” |y b vanichalars as | get fhe
crrnpealer going again, bagig fo one thinks 4z
ask where [ gol (et disk, b ane asks § ez
ared po back Loy normal 1asks, wondermg if
I'rq pring callel intis sonres bap s
ullied la espiin all this
le cornes b, Ve Daleasl Rimsell
sheaws op, right ab my desk, ard waves me ool
it thie hallwsy At fimd Foosic, [den’l ety
Fecar what the Coloee] is
Loz araurdd ro the
when by Bl wshons o, T srard listering
or. It s=ems el ke Colere] just wants o oopy
of the programn o kanseln, “suse, Daleael, 201
rha crpies iz wanl! Whal! Kot poeeram
a secr? W predlems thers, calae™ Talk abead
relezls U'm prodably shekirg a BiLle by oo
thirking aboul ke aany big rociks | almis
tud by break inbo Lills eres, of semelhing
Life wenl on pretiy ol rermally afrer
rha, except fo tha fanny weed stares | g foem
tikr B rimes R rhe Empression that 1l
Celerel Brsd Leen brapponp e seeme iof bas kaek-
placad frivms ghowt Gus puy he had working
frir hirn, Omes | G ol 1hat 1 s tini
flz, ard that the powsrs that-be secmad ra like
ke, T omelused sguene 3 B 1 owas
ever proand 0 2 slrange sl ol ey 1o havs oy
pragram all ko classilied a» 3 poscrneenl
oo And the Oaliored boeed lus oo 1w, 00!
This arher commpateT wesTs ween 'l cratly
shriled, bt | weas i safe and Fappy Lo cars
Fverpihing was groly sacet ondil 1 came
bk from lurch ene oy, aed 22 the Colomel
sitling ar mp compuizr Gk Seddenly, |
rerpembered rha cocrder.mezseres | had poran
oy weenpier 29 then forgat about Panic 1z
agam' 1 walhed uictfy arel prcioed pwver ks
shoclder. Sure eroagh, e coenpeier’s someen
was displaying e micssaze, <Ths campuer’s
pesewaerd 50 Ty Fander, weshole! " Lz wov wanl

[

3 pronrnrs 1 ieared over, guivkly Ly inbe
real passsard for bime Locks lor e i man
Fend A sovas of haragr!

FPage 15




t-chirt
follies

by The Raoach

T3 Washizgion T Sk msercis,
I Enaghl cees o] I smirld. | thauenl, "Hoyp,
shert mwvd, Ul e ic for fun... bemer thea a

shet al sy sormshing like "Fack yoo™ oo
o risink | oweold have had a betier e will
the “Eah wes” shirl | Bave mever Been heasesd o
J....”_._nr........hnu_.__.....u._.“..q.._._..“,.____._:."..

Il wen

Episode s
T cbays 97 B, | wore fe s
A mall [was wilh some frissds, W wvie all hee-
ing 2 fur time, legs ing, hipn o1 1AL e st my
frigds wors YWiss Lewra U mylh... w2 hazkers
Eat red momey] WL ene of my friends Fad o
x phone zall, S0 we ol sopgeal Be s poy-
rhere, zed s waircd while she made the amooe
zall A e s later, she slarizd fighreg wih
Wi eaher gt ez phanz, e =oothe catl soared
o ks ooy Nve micenes, My =5 rine 1w

w Peved, o | started playving with & payphons

nesl Lol ope o Fmend ans oo
latzr, o gvard came up oo me, pad €
wiit have oo ozose atch me” 14
137 P'on et adoing anvahina ra e
caard pointed ooy shor 2l el i T weas 2ok
akly ..-r.._:.% samzshing iliens] a 1 w40 come
with him. 1 el werds with him fer
tedine hie | was doing mething ol myeng w0 eva-
e bzealian, [even bl Bimoooo ok o s
puvols o emphasine T had woch e |
enmay | shaoldn™ heoy dene thet, Bt shooad 'y
Eullt ™ M wterknd mo pockess and be er lhwanig:)
eaxra e will hins T eeld Bimona, o ke sack ms
Tirmly b ez arm, anid wee walked ofl. Sa we wirl
vz iy his e
Ve call iy parenis. et him § wssn’ gong
him: ing sinca | kil
Aler 2 while, 1wy b=y i ke o't et me o |
: tessecfl aied sepeamn, Me leesed
wa | ostantes] e trew 3 randrom The pusnd oee
vmbarrasscl and imesecanely §owis Wken ot ol
“domnzin® He ol eeocher smard 1y vake me e
my frizeds. Ve al 1hovkod oul of dre nmeal
Eyrdady Tuw
Mien | 5ol srciher Sad expersacs

Fawiakalia 1

et Magazine

v pul <kran che mzgazine, so bora T the
Fanlasy S0 sEion. On o way o the Fenegy
SN, 3 wOman came
wug for §rold her [ e
shirl whaol hackers, S then askod e 7 | bnew
anvibme P hacking. Well, aniis
v so el dorsh, sn L eoalén e couened Siroarw
er en. revesnhenra the mall bk, 2
rald her, rrah 1 koo abaw? hacking in z2neral,
hur as much as Jofe i3 Fubiic déid She ten go
roaliy pniistind, god slarisd 4o sk me w2 e
tivrs, linged woth mrzieaynlence, Hy o o | owaas

acling beatldersd and sl “Please enjse, T s

oo A sk

.u.g_.lw_.__ o Tl G 1 o™t it was mead, 1rsal-

starled po vail 2z nte. 1 walkald away Dol
ol Y me Pt oo |
! 1 | mewer pat her rame, b iz
vihing like Mg, or Ciraes, o0 &eme reli-
prnts pame, for she saned g lie sarip
B R T | e | was geang e ga e hell Gur
==, and thal | oshe contas e beloee il
e in the Dok

| wzs razlly

was Lo late, By ik o

shors was sanng & hati ol g

A
ernarrzssad. §ooalbhed ol ol U bt e, and
wen 1 atathe ship where my Smily was, The

.___.._..._..............__..u“...._.n.__....._.:.__...__”..
Ll Buy o AP, P SRR
w3 oo che 28 mesting. 1T e ekl o

read con wn tha ekl el meew e, o
Az e 07 D eyl Doy the o 1

war I sztabal woad sasd “Boa chis is O el

an:d Fave Mency won't getshe shar ey

Towr iy v up. end PIvE mza

arked him il hs Rae anon
ko

rroa il Fac then emiled and said thack oo
Ve mad 2 coupls maove gk wth th s
Bl uf oo g comaequze. D anllm
LoBue | can'e s o warss o L sohaens? willds
being kickss cut ol b o Ok el
YU W FaE, [T T e

Aerfremme 003

by Swarthy
he warter 199393 jsgues adticls

carittad "ot Kew Capiuring™ Pre
prowedad sore weleseaing mat-plationm
ins ﬂ....... Bt didn’t mentian aguek ke oo
tuning scbeme fer the Maciaresh., . afer all.
they are dhe mest Thewedd interms ol sec
e lecivded here s the necessary explana-
Hior and cile needed o pad el s Rey cay
turcs for the Mazinesh,

T o Maciaesh, cveryibing is based en
ovenns, bt the Moo doesn't rive s o nice

pairweriul sl ol rocties e doeal wirh che
ko dawniip evienls i e winy Pian s pla
L ezl with themn, 5o, in order o ger tha
kavs First (wiPiont massing any) we sl
wite a JGNE fileer. This. unforr

I

can oalv he done e SRk assem
waage. [he gsoe incladad is e guss of the
Filler, the rest e jush wirimg e char mio g

Fide. This is wriken t2 he compitsd with
THIWE Cor 7 - ard should ba beileas 2

setem extension, The
‘iz we

ainnlute «Resvorcas o
Fincliyse Amary. s
Nirdluze <Ewenkz, -
Einrlude <fotlodd o
Yot luse <SvsEqe . as
shobtic wpid ®glldlaks;

aenral woid © SetJEHLM Thes (wpid Tnesillar

vl “resuln Fowond

relern (resall);

=
r
T

Oralean pustesvls = prefecoll;

Lf Cayent-zamab -
n.......:x.J..,".._“...nm.._..

nEuUsELIZRN )

retarn (pastIesuled;

slalic waid meliks (waid)

~tic Booloas indasE;

RONE
JER

WIWE.L
RUE .

ILh=Fil
*long *7 IESiIlter = [lorg) <esFilier;

Izbic Hanlran meEHE (EvencBEscord favent, Goolean poackos

ToT;

Leh

e Bpeark reiosd prinier Iron Lotas
paint 4l at our &4
zAave ald A4

At rEe At

Aninmn 1905

260 AMagazine




A4l H
irlGHE p
E1 5
Neorue irdGkE 5

(A7) :

A1, -[AF]

okl p
[+, 41 :
7 AT ;
VE.CA 4

3, 5i7a2 ;
2false, inJGEHL H
oA IGNE  af F
_... k) a4 A
npﬂ”_

H

passal wiid roin Jvois
:

wold Yeep gin L MIVLLL AR, Te

Funztharad Oy
Salllass Loy

reslore oLy Al
it nydIE basw?
ves, 50 bail
motk Ay CHE busy

pust oore

resus

pdsn ovenl macord painter

3 bha el
restore cern? PecDrs

work

pairiee -

Foa mre-result; ovpec-resalt e [

ki

¢ [ baclecn to Lisno

stash resalt sbwres caller expects it

matk Ty
qel prew

HiNE " nob Spey & |
ivus JONE

runtors AG
Frturn Lo arayious JCHE

[ezabResaurce fdcoowerHandle {redl:

slclEHE = %00 JGREFL Lder Credasid;

.

Aeciorafd *3

{continued from page 5)

likely shas 4w

sentzncing call fer
rhar wha Curmziiogs bas alresdy servad . In
her wends, ke will ke freed

0F course, ez 15 2 hip dowen s ba thes,
The panaczran s ...._"_ irkarprsl this as o victory
L ot Teck up anyoess 1

FUEsERSion _.1 1._1_.,“r ehactreric andier cen 1
e tazls if th Gy s cless, And as has besn o
aplly deenomstrated by this case, i7 they chocss
L It the sispect s oa werroesl amd Teck
they

hirvter _._._ g 2wl mo b
WOk Iy findinp & judds
_nw.1 230 chis, el ok I .n._,.,....ny.m..::..m charpee
take affeed, wa ane 20 vas daniper

s Bepel S R Deesr wharoassr ¢ned -
ibiZity i ooce had hy Aiais aver e las
e vaonrhs, [ A7 pross o, now nids irvalv-
g Lhi: Lovret Rervica conrsied

Fage 1R

celid | IR H o |

il

rznt e

T receive i
Bernie 5. cose, sond
&G0 snrn, Tarhe Otker
i have b
i b ne e Gounk ot of Ui 23 he

od guiley

tie
108 10 Sadumcics, repey

1ty

Hervice as

4

an poonle, al Zoast one af wham was zoog: _.,._
ithing mor: than selling elecie
covices el Fad been pumchassd 1

hackir o

T priority ra eliminate fhe Socer
wchidng erer Arkiican il seis

red dnformanion on che

o hucker case Lt
= Kavin Blirnock “..,..;

fall

was chaiped with, Under this ._U.:.._._......___.

|

altegh
wirh rdds

2} Muagazine

Livet, esmad

ick well omly Rave to servs oiehs manthe,

it is unchkaar o he well b gharmed
Ligee] el in O rmia. T wrire
¥ and o receres updaied inforind-
Ernirnick S Rl eem

Awtnmn TR05

JUST SAT KO

By Hudson
The Midlion 1% 2 .“1._n,__u|._...._n£
Ao, wihichk oeelly sa'ra bos at
imprisee] gald Box, withour

4 W amd
wirtes, ard withsun nmezs.

Whal thee MO Fiox cdaes 15 ke the wises
whene tha phong company s28 il up for vaur
saira lings, 2ed Fook 17 oy sorerme slaes,
A hens s 3 raek ¢l

S0 leel A
i vou oalv have

N ]
...._ o Blaray.

s wirsy hast o

e hr _...._..._".u. /
e Cairers

G to U b insiclesmiside vour heuse
thal cankzing tha ineomieg welar wires,

Tou'll sed 4 tness _..q wires, Look for
wizcs mar boaked info anvthing, just eiher
q_._._: or m...._..._.u:m.n_._

Ly b 1l _._..u HiETS
hemtbeeel  arto anwr
colar, §The colars wan'L bz =olid =0 write it
Jirsn o somesking. ]

Cigr oo wour rrenk bax,
wd woar phane terminats (use an AMI
ur AN rnmher,

Find a closc taspet, do an AN or AWAL,

Mear your rermmingls thess should b
zither & thick wirs o7 2 whole mass of tan-
plod wirss, Leuk (e b colors we
Foumd in yoot hovss,

Ut HEG DA0 Wl Cs N yinaT i

Hueow Ly alliszinr clips ro bath ..... s,

e up the wire fand
kA [ Xy 8 R B =Ll .._._u MorG [od
(L. orange, wellmy, ote) Pie wine 5, the
mare probabilicy that thei s (e ring wire

G0 o,

LRV
sk up,

Coenncel Lhe wites from befooe to 2l
riag and Hip Tines of the exera tormunals in

La yent fzlon box and opon i

Avlmn 095
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d._u__. eied boa, 1 yon don 't have cutra wor-
“s that means cithar yvou have an alder
relophons systan that zan only suppert two
baes wmd oty zre full, o woa bave e
many fhoas e as it iz My house czn
lines, a5 da most

aren’'t deae. We oare grine rooneed
_._..__.m:r. Toere skauld ba a suee white wore
ap b Fhe e
_...._”.... __._._..P. _r__”_..,... glaves o1 ar least use
L5 i wora dot Lwank 2

g ckat von hosked up the
npaour b,

and bkt cham up sicht ooy
ara that vod arc usimg o kanoet wiheee puos-
ber i subivated, v novw hasve a e ThnnE
ling inowour hovze, Bol rermmember - don T
Lz i1 du 2 ar wherevcs o think

A

o it hooked ey peur seo-
and phons Dae, jast Pirst the wines snd in
whatlever medular ovdlar vou w
that v do the vellww'h
thiz vurllige wire
b} I vou kave
thar saduler ;
o1 Lhe secondery post (vellowsblack) 2nd
hiack thoss wines
Then wel =itker a mwo
rrzke yrumzelin _u__.t:,, Hw
ring a two-way &
Oz il Pre .__.:_”". "._?n_ it
£ hlack comiig i I

Towa lines alredy, 2o 0

= owiy, when yor ans plugged imto “lack
I gar vour awn begil phore fine, bzt
whvi die “Pack 2 woi’ N gar voar froe on
Phat's i1, Tust revpember fo ase cor
sense o Wl veu call Fom wear *n




COCOT Experimenter’s
Hmma-:..m.m Guide

b Dastar Com

Altfwough the quastion "What 12 a
LT ds racely asbod anpnees, inlerast
in COCOTE has comamnad Righ due fo 1he
laet thet =0 much is st eknown ahou
thern. They are dilferent from normesl pay-
ol aond thas worrer mare attenbion oo
the curious. When you il them rhay
semiclizess emil o carrier and afferd many
besckers the fonkzsy of cventually breaking
their probeca? and discovering the secrots
winch are Tocked dnsidz In s arcle, |
intznd fo explain eot only the imtemal hard-
ware and pperation of 2 COCOT, et alss
tha husiness siie of cwning amd _..._...11____._._..
paypiones ke oqerzlional maintepaie
sragate an well as revenue collecton
pid whal good inbe il Jince most of oy
faporience with COC0TE fo this poing has
Fezn wich Incellicall brand paypbones, this
Al duals specifica Ty with their conlg-
urticon and cperstion. A lage nonber of
th 00T s i eperstion arvend rha copn-
Iy zre Intelliczll F....._u_._..ﬂ._"...m and Faeding
nna shouldn't posc a preblom Foe woulidhe
eapanaibez. P, enm ..: of rha infar-
el is genzric snough 10 e 2ppled W

ocher brands of COCUTS,

Heware oy COO0T
Hopofully by oow vou know enough
asoul CHRNR S chat wour ey 1o gvoid wsang
2 coars {eost g Ubs keywiond hars,
arauss thay bave 2 nosoriaus reputasion of
Charging Focrersdous matsl A long tme
o benme seross & phone which charaed
1150 por Gs0 ,..m.__ l rha lsack
awrsr amd bitckad o Rine zbour this and
ardecad Bim oo rewedy the silwcion, Ha
amply offzred the location of alcrisls
phoces azrss e streot By ouse. 1 Later
coccked roozon if e L0 chargs
dropared, it hadi leen. Thet phone has
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siree been reraoved, Good cddance. 11 v
Firdd 2 COCOT that isn't complying to ol
FCC sepulaboos, 2 the FOO zred oo
arham, COCOT cwmers can Pece beily fines
far non-complance, FOC rapulariongs pow
roquire COCOT: 1o allow Tree socess o
Hiw ard B350 nabers,

COCOTT rees ame usually Righer Lhan
sarclard B2l] retes a5 G COOT owners
will chargs the maximarn of what FOC reg-
uizbens illeeyw Why ass they soch a rip-nft?
Thars are 2 fow reascas OF course thare ase
thoss peyphone sperarons v 208 fust plam
greedy and don't cans what they charge, bt
C108c opsralors are 2 amali minoricy,
any basinzss, the major reason i speratng
mperses, OO wamers don't have e
budget that (he big RBOC: have, ILs heriler
far them ot @ peofit cperbing prye-
plhonc: duz o e fighter regelations
mnpassd on tham ard the s6iF compesition,
Alsz, a3 evileneed by the many letloss
appar g in A0 o disgroatlal COCOT
users, thair cuipment cods e ex emely
high, Each povpheme can coar ascand
LAY or kighor and roquisss canstant

inbenares 2nd sorvicang,

Lot it be knunen that payphone eporaions
ke nEnt fo no profil on con cals due e
FOC weniffs, They muake the real money in
the sureherges thay Jovy an collzet 2rd call
ing card Calls,

Trickery erd fecoprion

AL mrraisd n grevious articlss, soins
COC s cen be foolsd into refcring vou
Lkaciz umrestricrsd dial teas This os nat e
raze. hovever, with In ls. Boror haz
it thiy were Tield restod o prsoes, s the
Erleliicall cagincezs bave poabably heen
suposcd 10 ewvery trick in the baok
Letelhealls hove wery
rechariseis, Thelr made dele

Awteermier J995

surrendering thair diatvane o= by delecting 3t
oulreehl, As soon as dialiors i derssiad
{where if shonldn 't be deeecked) the plzeae
cizts ff rhe handsct (deectzon e s very
el aboul 50 mellseconds)

B nove evervoms knows ahout che B0
ramber ick oscquie an unrestricrsd
dieleene: cnll an K00 number, wall for the
calizd party o bang cp amd ¢
wnrestrsclod il ltone. The rexson this works
T 3t least usad eoas mocs ard e
CC0TE these daws are warg COFT lines
s Urzcusset Tarer] i hecauss B0 numbers
do et rcium a Swink” sl wher they
doscaneest. A wink is 2 momentary drop in
the: line oo current which sipnals the Gl
CO cguapaient that the temiote erei has
hurg v Ielelliczll pinephomes have wink
detetion eptiens included i ther sollware
A0 gL i e sl -k rram trick,

There is anothor way thocgh, IF wea're
patiaenl, sean veur loczl prefings for & num-
ber w 1. when calleld qmmned In
relurns 2 cdialtone. 1F vou can locats o of
tha=e then what vou haee foend s« rurnher

hanas up but doss ot retam 2 wink,
Thiz I= wery valuabls For COCETT weam
mirge, a5 you can dind rhis numbsr from a
COCOT amd then call anyvwhers warg the
arresiried delionsg, for a quarter!
Depending on the COCONT vl werne
ex even gel your qesreer back an rthe end
the call. & pumbsr Tike thas ceoally
resiehes inthe OONX or WINK range of vour
laczl profiscs, Hosover, i anber fior this
wurnber by owork as desit=d. vor mast be
calling ir from an sxchange that el so-
viged by U swiarch which sesvices the spa-
cial ro-ndrk” nember,

bo example, (Fhe Sn-wink™ ramier is
lowabecd in MPANY N (35 2687 which i
vicod by swirch SNHPCCA OG0 and yow
callod if Mo BUARXY (A13) 56 which s
werviced by switch nﬁ_.._“....ﬁ..p_..__.._u_.._ then
o would be reseneed a di
wirnk szmal. Ie wonld mof work i YOL wWore
catling freny MPANXN (115; 507 Qe

Anatreran 19F5
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ifitsary of morvagyems

ANAC T Aumoematic Fhomber
P Arntheerne Cisdait
AN ..___._._._“_“,q..._m_..:...u,_.u_..__._.uﬁ..
STt Identifeatd
AR Al nans _u_m_FEE
Servien :
R Ceneral Office
LXMCOT o Cirstemreer Tianed Cain
Ciperadad ._.a_uﬂ.__.__?:.a.
._.“.._u.u.w_._.u.n.._._ as CPT -
Cain Operzted Pay
Telephoas
Ealezidod Message
Tt Facs
Local Accees Trarspa
Area )
Fca] ._wxn_..r._r._u Carmicr
« The phane compasy
responsible for han-
dling bakal'c2l tiffiz
Facket Switchad
HWetanirk
Eevends= Accounting
Tice
Eewmara] el

Codrading Compacy
Ehher sorcey of inforomatiza;

FHUNE Marazias
B =i .
Bootisdale. AL 8526 1-5400

Indnziry . moyesins . deating Witk
fedecamsninicariony freves ] afeoting ol
AT TORE. RO Prhide s, Erp
abe e DR geners, Nwbaceipiion
nabess REDGD new gear e f 3 Saones
ERA Y Camagle, 810509 feelpay -

Fublié Commuricatinns Magazine
3721 Briar Park
Hodsion, A 7742

Tadusiep mengorine coveriny - Rgind
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heimg semviced by the sarme s the
¢ mamherd or @7 yor aers crliing
outsi .“__u f the LATA which the "no-wink™
riamibeer 1 decaved o,

Cortrry I popacar belielr {ar lexst i
the caze of Inrzllizalls). e dialtens wou
figst hoar whon wod pick ap the phoas sns
synithesized, it the actal line [T
o0 33 you eaner the First digit thoush, the
Teal call is it el el the dabet digis
are buffered. Before rhe nombar is zoraally
dialed ot is clkocked against intemal anez
code and prefix fablizs (proarzmmed by the
i Lhe

miappaore apzralorl znd the rekes
czll are computed [agznin fram mrermal s2le
databases). IF moncy haz not ver boon
carsred, the pasTAnee prompds che neer b
usest the required ammoant

fiee s

00T s aren Lol el
phwonzs for neshing, COEO0TE are Dasically
corrpaters, meladong wgeenids of @1k of
RAMPBOM, sproch synthesizers, 300 or
12060 hmef rrexlerrs, 21 _ a whinle ,."_......... il

[rex=

ulker Nl
qusrey delecinT., ele
cxists exdensive local area oods and prafiz
tahles (R PA MR X tables), plas i ard see-
i yikingE
frorn ATAT, Spoat, a _r. B ,.n___ 1 caids
e W 15A and blasterCards (on those pharas
e condizersd [ acoopd ozl
oredit cardsd The phone pses it inkerral
a0 detennne what fyps .B,._u.._." vl are
AT, el
late ks ::;1 atcatl will 2

17 vioive eves e ke vhal a nonexisten
ploone moenber from @ COOOT vou knce that 2
v whew L 11 knoess ahich cndmios are
i e ames coike bovinse f Fas shism a8l
mogranned inside its derabiesc Thus, ane nun-
i b st s mcel wald sactonioge o the irter.
databascs 55 reschnd As orany of vou mie
airenly Amees, ey gl W chial the o
Al s beam e COO0T s phane ranier is
ispally rhasmisl, cmies the rorrfer exisds in o
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vl prifis Juncosrurenl, Tl can b casiiy
revernntmes by simiphy dhatmgs T for 2 loczt aper
ator ard requestiage e nommber of e pEione.
Sice inis & pablic pavplone. the opeEsar usesi-
Iy comphies wrel reads back the nombern
Flvaxness, clinlirg zena does nd 2k penmies
vl Il Be oroated ooa keal Bell oporso
S

QPRI eervice comber atich el noe ey

iyl are oonrechxd ke o subscad

b ] gl i o e Gallng Boos bt
is 151zl hy thes excepEnn rather fimm the norm
bedozs COCOTs bave 2t lzast & couple of
spaach Files stared within their nisgh-impen.
_."_.._,.

elrzble barmers, Epecch g pro-
recanded] messawes Ihal proe
Coocorain rhings. sueh as onter & o
il bt or sy = nzme lor celicel calls,
Sprech Filee are nod e syathesweed spices
o e sl as e acaoving CThank weu”

w.nqq.._r._n_. r..-._ﬂ__...__._._.u_q ey
s zefual digitized homan voices stored in
thz phomes memary, idea’ly 1o oo
the phweae to 2 cortain oporasess iing,

_”.C_“._“.”_.: car b progrienmz:d o

weoaid ol u.._,._r_.__.__.. _._.w_ ol

calls

Aers, For cxample. o
zecent the o
a card rhen

Uthe calier o
can ha pragrammead in
destinatzea wumber and ¢
ol fv g wali
calling casd nuackar for va dien.
fior o reply ared, basad on whelher the
iz valid oo nor, cither place fhe o
“aptash [Forwasd |othe cicler dooa lrve opor-
zbar, an elemar: long distanos service, ora
Iri, r icells & waf of nins
cutpulse riles can be programmad for esch
nhome, wilh 18 chumacler< vz lahle Tos czch
..._."._".. Tk ﬂ.m_...:”._....__“. czn be groprammmed L
aclas astand-alonc untl or o inrerfacs with
g g _.m_“_...?"...._ sty w
in order to placs calls
riles are basccallys o
secucace the phone will follow Based o0
tha sipmals received oves the Line Foo
crampli, Tl boag wons veu boar wher wou
zee vour calling card an™ rhere

=

or

just 1o
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A

.|

o guainl, s sole purgmees s e anla
e © rocassing [P a phone necds fo
place a call using AT&ET. it can b pro-
cramimed e dizl the ATERT oo nunbe
zril rhen send 1he call-

er (ivr The o

]
ing cand andd dizled nurmber,

Remede Aormy

Mary poople have called o CCD0T at
oae tione o0 anather wnd dicovened oo
erng thrgss, Same CUHT0Ts ping mdd
zrd series of teuch ones
wive g 3000
Th= fzci i, ali
COCTE are a0 _”?E_.u eIty
recessary prnrrly T TEporting
tofals maney  cellectizn (as
descntal shaee) bl also oreloed P
phorz’s program and dacz whea soch a necd
arizes. By o rrast of o have calisd a
CCOT which will 2ay “Thark you™ inoa
izl wipice ard rhker play foor
its. I you experamearsd zround &
Rt seech rectes won
wore aivea & 300 baod caneor, The exee-
rient el rasked threagk vous blomt ewven-
tually dissipared however afier many min-

[his i

Siin

nles spent frvimg o evike some rd of

aapoenss frenn the pheae cpon connecting
tncit wilh wour comprer,

Try as v might, vou're probably nover
going o ke zhle o hack gour way inkoa
AL

Moomssing frile
all requires the ENET softaare and hardwarz
bzl The ISNEUT =olleeare 15 @ dabbase proe-
aram which allows g owner r2 maintain
Iz and koop weck ol roy-

[ 2l zeelzss withot the
wall INET beard which is a prepriztary
: winla

?ﬁ_.._l.h__._ﬁ._u far zizhar _n_n_ e

a PO T ean
of L2 ardd lecdes arcd o1s bascally like 2

madem. 11 has twe BEL phone plugs indhs
back to scoarmrmadate o e lire, i nine
pin maly seeial conpoctor to program &
phorcse locally vz dhreel serial huk wnd 20

Aecfernpr FUUT

'l payphanzs first nf

et Mogazine

evlerral spraker porr. Actunliy gaining
Fo0E5 1 A peypheae alzo rrouires the pay-
plhares soria! nueber, which 5 csed 23 a
pasvavnd D oaualienbcale oo, Claogging
i oa pevphone is oall crarsparert fothe
s the payphons is dizlod sad fegacd
bt mebivrelally by the BT solhware.
Tha forr rauch rene digies vou hear
vz veu call an laezlleallare doceded B
e INET Poven? aed wsed Lo ddeferrrine the
Aahgaes Frrevenre revision lewel The THNET
board will then respoad wik a2 dig
sEL wowwn i ander toewake car
rr fron tihe ﬁ.ST o hepin the conmuni-
Ough expirmeniily
followine DTHATF kaad-

I g

P I B e &)

kave ohwerved che

shakis:
Frizres Tnek Jenpiise
A4S Q
LREF i1
Examplz: INET dials phone, phone
sprads ARSE IMET wonds % plore e
iTriaT

Arthiz peirt T ezr only specalate that
after rtha INET sofhwarne laps inta rhe phans
it szads a dara handshake consading of the
ponnes serin] mumber ard then sxecnies
any roguined das ransfon.

Al COCOTs come with same 2ot of
nevwork soltware packace for peifonmi
resTevie 1izla amd program g
phones. Thz software is pormally in apara-
Loy oo g eddicatad PO 24 Fiours = day s
tha: pkanzs can call in a5 rocessary
1r: v meaey ks and reload tear dats-
hazes 25 n=ed=t Do
iz incapable of placing
11rge the phome Tine lor aks oo
caxtions o B hinss FWELTA on Tecellicalls

tha caller varbifamsly bearg Mezas walt”
vresdgh the carpioee urtil 2he modom rans-
actzon hs cimnpletsd

Seare COCOTs can ke configuned
catll eeto Uk Frasl swalern LW pepwarl spocial
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i Fe ey h.._h..q.n.__._n?n__?. Par gF
ot i B 0 priter wosdiinod O TY Jie

2

Faipllizalf Shwripubr :.._.H_"J-

Thin combasd [AFEs e SapEhese 4o

&b e T eln piana mnmber TANEL v
RS g

Bt thy DITME sl far powalid - (R0 20
e algie LR el thar e popidaton
sepdce uii ko Fa stial the pRoas char

- e Mg marmhar i meiial 0 Eire rls

i

Jeeimi dhe phnas ....J_.._ e rahor i
calljep cand :......_......... i ende AT eATeed,
i AT

Frrrees s 2ke _u..p:..._q fia e & oy egpa-

Ao, Ao ke case i eommeRck!
el coandni

Thin rrsivaand g v @ eoad el S
et P mi SSlclaliond Slridion

wriegr plave indlratar - e FR T B
_..r._._,_ vy reaven i .-.n..l...q .;_ s
istples e rilaing the, TF T s e
awied de prokin the rostnnkr __..._.. £ O,
Fretrisefs tike phan
sivedton  mumbre diver ndenreers of
2R w17 g ehufind.

Trsfricnr e phone toowdad oay mlieeel-

wdgvr infnhimioe ko she crnll fare

rarennd !

Pty M pRoae ro sha! the rufior s
qumier & s ensered by e il
Bt TAE TR ol fio St - fie fe (RE
8 T G PhaT aie v

T I

ririted wilt e fo el the phove ._n.._. \

tEe by npmbar in wetid Her alfee mule
g

{morfrnds T .u,..”.....__q 'Y ._g_...._..._—...._...-.... ke -
ried oty fall prevetiing SoniTTEs
Barracis she phas 2o dial M eiee B G-
et Eambar = g anl s
phar The aarher i Ev cufdelend we an
cEmale

il th cailer ekt |

sedeall, |

“Frirwifs mhe panpkady fo G a1 prepen-

primmed e guwber fm ke apeed
o et enly b dker N8 SRR ar

WL

nstnrcts Bk iphens Wl S o 400
e s B ransmlo.

Al thy o P

e ealy 7 odipde wene enfered. |

Yool grog code weecd fet addod r make-|

e mymher TR Dpieh

" Az e ._...u.—n“_,u._nq o e F....n.....__"....

vl
Pt s A e 2w S e __.1
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conddions such as hardware errors for
hardwarz (e, orissing kendse,
missing Gard pemder, elel ) They camoeven be
configered o repatt inowhen somsons
tewvics the handscl aft=hoek? Innellcatls can
reqaarl .....ru_n_.w
ing & messags via modem o speaking a
ressage using Al owoke syothosizer. For
erarrple. §f i calls the spocial conditions
gurnhar aned reccives o ocarrier i owit
aHernpn $0 cormect o the momate system
and then cplaad ts erior mCSEAZC.
Cierwize, it witll dereer & human
and Tzay” 1he message
werig the call.

FC TR ]
[ R A

SWET
o the peTsen

Local Colfecrian amd Sersire Aocess
Some payphones, [riellicalls inc
can e accesset Bl from the koypad @0
parform sirple service and cellecton
sk, O Intelicalis, this is accomplished
by picking ©p the hardser and pressing 1
wat Gme followed by oz foar-digh goces
eade, The phoenz will then take the sorvice
reckmician threugh a sories of wnce
prarpts (er, in L case of LU aquippsd
phomes, promate on the LD display]
wndir e perform differens features. such as
collecting the money i the phore and
clearing the tatzls, The defzull geoess codes
+.n_ﬂ uq_n liealls are w9959 for coilechon and
I for service., Howover, Lhese ane usi-
q_ b chunged as recornneaded by ntefeall
«a liEle heoking will probeRy e inorder
IF rha afetaclis are shll thoe, you lcked fat
soverely Unfortunataly, the seovize oodle is
eeless withowt the ploae’s wpper housing
key, Serveee access can ealy be activzlad
ter unlock TR 1M T .___u_..."..ﬂm.... A E000
2z tha kock 15 opened, Fe servies oode musl
e entered ot the kovpad o7 else ez phone
vall fal cut and cepalr 2 emath
aocess, Amnther fazbare somelimss present
from the COCOT keypad s spesd-dial:
pressma the ~* and then o rustber 0-% (or
9] oo some COHOES will speed-dizl a
proprograrmed  OUEDeT v these

Loera
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numbers connect you so (ke peyphane .ﬁ.?_. _

gtor's hugincss oflice of remur 1 ribers. 1
Feqves Coame Brnes ond strange L CHZOT thal

i

z_uw.ﬂ....._._m 2 a fax roamber, Gio frgare.

Rilling and Firfidisime

Acide from con fevenues, payphone
oprabors Ty gleg collecl revenaes [om
ha collect ard calling cand call o ._nl_ om
their phones  Thi is acce hed By
retrieving Lhe call records gomeT .i by Tha
payphones and sending them o 1o the
phonz company for collecton.

BAOE] private payphane speratars i oo
nave enough volurne to deal dircctly witk
the LECE o bitl and oollect these sevens
‘This is whore Taltheg ard collectzon clesr
ingheuses come in. These cleaminghouscs
(some examplas being DAR, Bosurgens.
Tntegrened, amd ZFOH) e direct balling
anree A omost of e welaphons
carpanizs (1 _.._“...E arcund the cauestry
[onary of vou iy hawd 36In lhess strange
ConT AT ies praps LpaT Yo phone bill unzs-
poctedly a1 one Linss oF argabierk. The
reconds are &0 to the cloaringhouses in the
FiellL o 7.?.__ (Emtended  Mewuapgs
lamerfiroe] Farman, Faclk call recond contales
all e informasien requeiced for the chear-
inghaugse b2 rouks ihat mutizular phioas
chargs o the proger LEC 1o then b plagad
an e castoemers bille Al _“_.... LEL cul-

fecis the charge Troon the znd
thes a percentags for ils biling and celhze-

tion services, it Mowards the balanos back
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Mutation Engine Demystified

CPremaivee sypifemiralion Ie dhe seod of
avrmaaeing o o Dlangld K

TR Tz pevrramming Gv Hre sl of
rirmciured mina T IkkHong

by Tan ¥Mafe Jones

The abewe quetes hold frue Far many
witizs Maurthors” reseadays, i almpling o
make 1hewr creations smaller and sircam-
lined ender the cemdetion that their v
will be more stealth-live, they are often
missing ovious stealth recknugues.

It eorceal themeelves frooe AV sczie-
LTS, MARY Vo wss sunple s nf srorep-
ton, where the oply uneperepied portions
are Pe deereplien roulings themrselves. The
rexl p serrnhlad somehoan The prodlom is
that the deceyplion sy HCATMES 7 FEG-
ognable signatare for the virus, mainls
hecauss tha deorvphors ane coded @ sirne-
tuscd fashio:. Ok way 10 cpmrbad that is e
e selfmedifving code Bather thar rawl
from a datz ziex canlzining decrpsion
infrration {which s charped repularly), a
virgs can write the changes dinocly inla the

ferant decryprion scgmcat fir esch vins
spaancd, thus rmzking scanning for one of
these creatures much harder. Mulalion
cnaings (ot redably Dark Avengers MrE)
ary shreaded i a rgpsticel clogd of silenge.
Samiz al the waming  liderancre bas

deeeribed the MIE a5 using “rubitary grade
E:..q....j:_.___: ritthier than ._uiﬂﬁ ahat i s
mutating code, (ADG-Virs profescionals
are nnders Iy reluctant o discuss o
rzethiod that woeuld make their jobe mooe
- as i is. petting ahold of a sunple
[iry i a labor el
Far Ahe non-profzssional in pusswmt of
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_ knewledge, Whis pressrts 2 problem.
| Beslurately, there have boon some doseng-
© tions of the MIE out there, and tiey are uss.
ful cresuwh For sryiae with aominfmem of
asaomnly bznguage skills, 1n facr [ found
the theooy simple enoigh that Fowas abic i
wide a soall mwtaton engine {which | call
“HMur ;

The 5™yt Engine contuns anly an
rry pertectyntion mocdine and a moua-
en regting, g5 well as the e
coding. Aler initializing, & virus
Shut woukd decrypt szl rootats
aid Lhen afo 5 other operations.

The principle belimd a muaation engine
1% simple: thers are many was 10 code the
same funciion, Proceswass heivs inter-

geible registers, Though thay arc use-
Ay mezard For spocilie funclans, ane sl
has imrsch lezway i3 coding, §For simplicity,
the ShIct Enging U2 b discassing Brere will
focus A ly on this method )

Other methods ke adwniage of avn
o and redurslst code: IMC X could
tlair b2 ADDY X or ADD X 2DEC X ar
AND X IE0B X3 or 51 X-1, The

ceryplor cian alse be pedded with noen-
sense coda like MO Cho cqertion], ADD
Y O £ et cetera

Lets rabe a look at g samp!
tmmcdecryplian roarine, (MNode
rnzchine uses ad

¥, Wt ok, Yo
arlxcle ti lezrn tha theory. )

EMZE:
; Similar Lo ore used by Leprosy-B
ooWirag

e puash b

voTee faglsbars used by

Y orodtine

Al: pies| ax

180 duesr’s Ter pna swss

Awtunin 995

i 8-Fit registers
7z moe e, FFRIT START

s start addr of e ta
arsorvnt

B

210w ch, fhx]

v Rt irdexed Byte

z2: xor ak, GFER

;AR i

£3: maw [ax], an

Fut indered byle

241 ing ke

soincrencnt 1ndex
nep
: Fod axtra myles far
; muitation?

75 EFSET ESNDCD
ir the irdr= gt the eng of

| le L0037
if rat, kesp poing
PELopIp ax
; Foskoea redqisiers
ool s ba
rel
Teturn

STERT:
v Enceypted Jede inside hoes

EADCD:

MNadice rthe zhozd and @l ps izbels,
Thase are for the murarion smaing, which
will make the changes direetly oo the oz

This rmocties isn'd the most offcionn
reethod Bt irs the czsiest o mutate: the
obwvious chonces are the reeisters. BX can
b replaced b Bl or DML AR can bz replaced
b al, L, OH, 0L CELOIF wee don™t pse
B, we can slso replace AH by BL or HH. .
Ahurs @ b TR puasitble commbinmtinns

We car oalsa change rhe cnervprion
salve zs welll which many vin de Rathes
than using a scparile Bl space, we oen

Autemn f995
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affect the chasgee directly on the onde By
wavimg 1L b ox2=2 {rarker tham uss xar
h Erc Valve, where Enc_Value is 2 mein-
ory ocEtien bis too siectare

Do ettt W= can changze 74 e sdd b
ar sk b OFFR WE can alza switch the aup
with the ine be 11 wiste ool oo epright
a3t he last hyte ras heing encrvplod, we
cun charpe coe byte 2t 26 10 jne OO
Ancther thing v ckarge would Be o
raverse lhe onder, decrementicg Br down
froon EWDHIDN tor STARD nstead.

Witve exarinsd severnl poseihilizi

erzrating hardreds of varizr

awcn changing the sive af our o
tulizne

For simplicivg, we'll losk at reofating
thz registers (the other methods of murnzcing

1), Mate she differenses in

Lhe wsszmbly of the followdng (on (B0sks
rachings b

hesaraled [hex]):

B4 FT s gh, [ha]
Ba B T a1, [bx
& mos ax, [l
a2 et 21, [Bx]
L moy o, el

We oin e some peberns heec, Certaon
bits i the code adicans wheel: registers are
useel, theic sire (8- or 16-hits), and what
addressing mode, Most procesars wark
Lies way. Uhar retabion engine o up the
inifizl e, “OR" in the chosen registers

sl We've mutztzad the code.

e the caze of 86 procesaors, }
Lhe aprendes ame Falioaed by 3 special data
btz formatred liks se: irrxam, wloic
zach kbor siands foo one bil “mm™ refers
o o ban-bit mede. et s the regiseor
VERRT actezlly means r'm, owhich vanes
deperchicg oo 92 addressing made and
rpoode. Motice cach repater 15 cxpressed
vl s b

Fape 37




“oFe” 2-nik 16-bie | Asiris now, the listiag thould be gssem- int 2 Do wany to omutsta

| Hhod zind b prnade it e UM irsert approdcishba Code £ wor ah, [k
o AL A _ fuamig BEXE2IEN or e T hera, -, Ji xee oAb, @
il 0l 03 | TEIME} Load she prograr nsing DERLCG T 3 tizv [Hed, vh
ala oo LE _ EMUTCOM. Examine the coding portien 24 i b
a1 L BX | of the ceryp s oran Ui priogran b i3 eng bw, offmes
1304 aH SEOL e imd examine the calt indl rnanl e
1gi LH IF | erervpticn roviine a t should have s ile sorlosp
119 o 31 inwtated. Bl ! P up gk
111 4K HT This prisesamn ot shiell fior ex peri- Foa Sl | 3 Hraboes regisless

p with miation engines. As vou e oLy P3: pep b
O course 1% a et more complicated | omeake moddicalions, youw e festoard b s, aoffset init [ res
o pen intended). Some opeedes. depead- | deds shem safel. You Il noed to cxamine A ox, si
ot addossing mede 0 will | the 1Ersne i hal P Flug wales dirzckly into startafoacs]
zxpecd 2 cetlin nember of dasp Bytes fal- | mekes i lock o bin oreptis, Howesver, cphi- PoErCrypiond PolRer e ko be srorysted begins
lowe ing ton the 838G ey be ap e fouar o vzaficnn stk make a0 dess readable, eld s, offzel startotoose bg kereaos Ihis 15 dhe muksition
Faved Yo'l roced L experizient oo g IT 10 rrkes v cemse, duke oo voor @icide PooRCrrpRion routine soengine (This desa will enly
own and izam (if vou already don't know) | re 8356 code, and stedy it well. o [siiaffser fR-1], ¢ produce sixzeon possibla
wesernhly langoiee Troon o goad praner. . .. i alirws Tar .>m_._u_n_.._,......_._... coell [ 2 warislions, end thus s not g
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Fior 2 Fowe yoars 1500 has besnosoene
thing that has Besn jobed abour ks
acronym las stood for Io Sl 0
Marking, T Sure D'l bxow, and the o
rect term Entegrated  Bervices Dhgata
Motvaork . |4 ssarie as 150-1 and then
ceolved e ESDow-2 and 15003 The r
son behind the sarc in bcavse it s
zoinething fhat was afminet s bind ws vapos-
ware, 1 owas promtised but it nevar sesined
b be deliversd The AT&T “You Will"
comraeraials 2re similar e thie iden [aegh
ek more because 1500 is Rors, 30 oo san
o thase ab v I O R
1o Ahat at really exists

10 i o dismtal sorvics For Dot voics
and Gatz commrunscations. On PITS fines
the masim q ransfer is abowt 30
kbps. Wirh R0 vou canoresch 61-125
klps for dasic This is all obaipabde adthor
charping your telaphors lines. Mo, ypou
My ask'™ 1% dors nging wour voics
b data right ar the phors line and combie
i it with up o W otherd
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rha cenral oifice thay give youa new 151
lime card for wour phos lies (Maybe
thov'll forgzt o recannect the DR in fhe
processh

Bipsic ratz 150 (BRI is normally <l
up i 1B4D or IR conbigesatizn, 1 s
eruivalent i three FOTS Dines in po
house, The B r “Hzarec”and the 1
for “Thelua”, The BI chaanel iz wsed reanly
as an & hiz veice channel, althouwgh it can
priwicle &4 Kbps dama. The [T ok 1is
normally the &4 kbpe daia chanrsl, o it
slses can pravids voioe, The D charmel o 14
kbps for X .25 packel ckta and alzo for ol
of-harel sienaling o the switch in the
val offics, Since thers is a separate out of
barat sigralng channel, this means that af
wora Bawy Call Whaiting yoo can uss Calzer
10 2n the persea whes just callsd. 1o Tty
weid can do this many fhmes L subsequond
callers. 128 Rbps Jala frzpsmission s
ultanzed by wsing rao ot the I chenneis

Wit dest Lus mizan e vea T Firgtaf
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yEMLZIGL sopaait Bdniloo el]-

wiva can gl Chzin he guide by ca
EO0-432-0600  Helleases Catgleg nof
Techirned Tefermation alse bas docereonis,
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sl corpary may BEve informa L,
bt iF wou're in BYNEX ternneny, dont
e well their 1-800-0F 1510
raaber ecauss the irformation snt
updared. rheselioe mach of B i5 incoTrect,
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MoTron THM-16at Louch Tone Decoder
Muelron Elsclrenics

A10 Garfield Strect Suite 4

POy Brox 2748

Fugene (1K 47402

S03-G687-2118

5144

Review by Bloe Whale

I vou're in rhe markat for oo small,
portabis wach reoe decoder, forgel abou
Crptnbileciranics. For 524% MoTron will
send you a Tx-10a Pius, wih po questions
askel, 1l | rn=an
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ter Bzing conyenid
thie hiarst
mon ke cotasionatly
oL [oes, i 1

As 1 parchased the “Plus™ versien. my
unit also came with an B5-2353 e
necrnr far computer in _._n.i."._....nm.
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HACKING A POLICE INTERROGATION

Ly I¥arlo s
I was aruck 2l was said | the
ATH Badin i the Sarire 19595 issue abou
Lzt intzrrosstedd by the Sporer Sorvices -
ot o2l
cood wdvice bl wdab fewr people under-
stumid i fonw el tradned 2oy poloe lorce s
i intersogator, Knowledss is poer and
anice ymd knaes how @ pelics
wirks “......".. cann b besller poepesad dor it
shoald iU ever BpRor o vou,
Asifz from et gotting caaghe, the first
o oyun wann ke is Pave 8 osrry and stick

ik it ﬂ...uﬂ_..ﬁ__..__.x:....r wad o dimie jast in

unierrealion

b have te el vowr 51
In mmesr sttes ez o
st heing, _.,:u.,r fup 24
bt 1hink af it ss o
._.._..__.. walt, v v,
o Msk faroa
_11 Suprere Courn suled thar
morely sEdinz. Skoald 1 ofaee wn o
1wyt s oo, Yea s b sy
weitnl i Lvwwar™ i eoder for 1z questn
1o R0p Let e suw thas again oy o

1 AP MO FOQUEET Sn g
Cirea vou dooanvthing bovord o s, i
i5 admzsalie as evidence,

rtn a0 i

e, mte fha fumishing, Most kely thess
will e qust & Tow o ad & overy low

onete that iF voun sit o e sola.
itis s low yol can't gol g withont a 2rest
dzal of glfore. This is r out oAl a
Postlion of poasr v wou, Yoo can fks
sontinad Dy et wat 1irst They wil! ask
vl I siz Ask “Whers _n:rr ¥ou wirl me to

1 ¥ 1T, ..__.; ..q Lars 4.__”_.__ K .._..._ oW
2re i coarrel oF the inlevieas,
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Clrice 0 INIETTEZation rocer, insist o
i b Thezy will sy, “Wea're not charping
you with anythirz, 2o vou dea’l nzed g
bvewyes, Wi fust waed some milaneation
My fweenles responss 10 this s e kel
thzra that won Bacw just bow ditky (vope
Cin cops ang and Pl you can 't orust cops
welor T arel aes o the talke™, Yo i
samns pind, les tham keaw yon sxpect thar
00 oAt wod up heciuse "waive Bealen an
friznds of mine.” Thzs wzllido v things: [
pub them an the defensive and 21 Cistract
them, maracaranily, fiom o why they hed
Loyona thare. I orkew rake diis Dact
maks up oany stenes afeast “had
last rezia silentl and repean voun

>l msisl o0
Te's Dest to
18 lawover thae wospill
........__n."._._? & Pl mlerrosnits
relier wir
aidor, i oves, ;
cocop, dIne will ey ro e
T Sl vy CaEian Dl el s
izhL” The arhar

e osilenl srd oweody Ever fear ol

Sl Unp Bad Cop™? 11 this s ke ploy
“hery s, voa can keep coarrgl of the -
r o Goad Can b 1
= respansible for wheal Gad Con does,

M n lechnicquz is thar ey wall

gxy yunz e o n okl ban el ey s

WILNT BT _.._..._u___.__ I hey will want fo

b wur Triends Todf sheoy norkings

on el Wil

20 Tty sy

e _n".:_._m ,“___n_..u..... Lo w10 is i hall-

ir. [2 they thet kind of evidenze they

sl bave charged vou alnczdy, They wall

» s i ns ex shoos wou evidence, prnion

shoziz, Pholas, or slalemerts fron olors

i, W e o eadaning i beciwse i

Aseterrmen FOUS

g out ol wour car ard claimin shaws vou
i (whabever crimed, Your reply
wald ba, “That shows me retuming fram
e laundsoreal Thats a1? and vor know 1!
Yowrre as dizhy & bunch of cops as ceeryone
B
lkis czeoget mare complicated of o
T 1 thar pust poursslF Be
S0P sUEpact voul and veur
A Brirge vz all in and sco-
wind Thay will give you ra tiree 10
create a usable «lory sa rehearse 0o with
your sevompiices way zhead of wme and
mzke cerrrin svorvoks Rreews what oopn
bappen in a palog inlernmasion
2> _..fu.._n avervihing correcty
12 silently for a
walk i oand el you
._.f.; WOUC Tiends have qua i exl 1o
ik a crime mnardes o et a erter deal Taom
Lhe D34 Assuming your fricrds hove done
their jot. this will fe bollshit too!

In goder to furthor threaten voa, they
miahn bring i “vivned confession™ freas
your freruds Maks rthat fiey weon’l 2t o
rexl it .._..,n.".,_."n_u ali they did was ask your
friends 1o 1 sheet oF paper with a
binck af rrivial infornwation ea i like
maAIC, m,.._n___....,p.r. last ernplvwment, she, our
response: Ler thern koo it's ballshin and
that its just further cviderce that fhey as

Awelienn 1995

“dirly cops™ A friend of mone s
resparad 10 this ploy By saving, = her you
thar afl Ahat reede says is that hes prooeised
0k fuck yror wdfe mooe Ban ovise &
week” The ineerropating afficor was s

Hi AER

Segroeae ence dold ma thar ke and his
Trenls world ze 2 oode werd
he need A7 dhey broke urdes the
tiean e oo wralid then relay this oo hes
accamplices 25 2 sien that theis msnd did
indecd conless. The oaly fine you should
“break™ i 37 your [ifz iz bring thredened by

g, This is tare but 2ot unb r

toric famd e} thread that polics

fave weeh is b Rk all the buollets pur of

rhair gun znd = Crern tn v, They ped

one bulit o the chamber and srare plaving

Mussian roalele with vea, Rest asuored

here is o real bullet in ke chamber, They
palifend the rzzl bullet

Omce skoy have Digured ot that wou
AT e ern zrvthicg ihaw will either 12
eIl 3o 07 et wol, [F Choy wrrest you thesy
will ls wirw stk o woar _.._.u..._.._“..u Al
sor yeoer Imeper s

There ase pleaty moare srategics by

b ues, bk this will give wou s adea of
what pelie are willing v decin order ro
squeced mlorinal af von.

Keep ie mind. a palice vitercagation iz
Ik a parme and they are counfing on vou 1o
s krares thet Onee pou ke 105 a garne,
and wedd kiwew baw w pizy, backing i can
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wlich Fizlds are peosent in quary), "SNE-
TSR s Lhe & characier User [0, “R20KE
iz the meassage type (U200 = Cleary, 0210 —
Progdyy, ™0 0s dhe teansaction teps (00 -
Chanliimgs Chamel, 01 = Cerlleel Call, 102 = 11 #d-
Party Billing, 03 = Crodiz Card), ¥1254547
i e g segquence namban Hthe serizl
nurnkes ..u..m b quarey, ©17 5 dhe il
culer fa 1T means _.?E 5o fellow,
mieans ry Sk o i e, USRI s
date of quory 4% Y MMDD, ©2 24007
the fime of gquery in 24 hoor Tormai
THHM RSS2 s the mesaase seq
Cegarihid cRsage poition of quory from
dara partizn}, "EOCT is the dasa Pkl bit
map fmarks which ficlds zre present in

1S TATRTIENT 1 ek bl lirge rucmibeer

e wiill follow Sor ezlling cards),
AU ix thez prign A

croferrad 1o as ANIE and “HS04H23 007 s
thz destination (ealled ] mumen

Exawple b Semply Transections

THIE RS R 214001 3525
b R by Wl Gt

Roply: OOFLAUSNTUSERZZ1DG2L2 345082525
EETERL by R

Wirmys R FRESHTIAERESG021 234 5612585
ey el e < ) R B Sk
G A

Tealy: DR 403N TLUSERE 12011 2145519505
2E213BZATA;  SECA5 e TS s aga 1ranar
EREEERERE

The Firsl & L
Hon  recusst for p..n___ ¥
1R 130000, The roply code was 7211
Yemied < I PES This seoend s2mpls
fransaction is 2 request for g thindparty ool
boct izl vonfzeation, The criginstice nom-
ber i {R17) A X the rarnber 1
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called pa (50 A5-3000 and che aumber the
1 ed Lo i {3163 TH1-ZR00. e
reply  code was N3 Caonditionally
Approeecd - Verife Third-Party Call” which
mednis e cal! ormast Be vorifeod with the
hilled party before fhe czll will be plzced.
another possitlz reply weold be 005
Aoproved Thizd-Party £z - Ro Venification
Reguired™. VU legve it up k& the reader o
clecoids the reply Telds 2 an exoncise,

Tokle A Hueoder Bit Maz
Trenslatian - a minacy “1% nesans
thet Fiely will by included G0 Loe
preySeaply.

Yonmage Hoodor

User ID

Messoge lase
Troasactizn Typs
Hazzsoge Ledqieence NLaes
Qata Irdicator

Mal=

Tira

Reply (nde

viosenge Hasy
Firld

arcoart MunmSer
Exzircticn Coka

kot L

Py

Frimary Rah
dutharizstien Code
verchort ID
ApkForiTslion Arcaant
Craglectinrg Muoser
lerTinating Mumscr

TRty read 1-16 from 1eft to rigakl)
E: Somale Reply

Aecfurmn 995

Appeosed Calling Card
Apaeayes Callect Zell - Ha
Verification Aequired
tparawed Third-Packy Call
Mo Werilioobion Peguired
Azprgeeed Corrercial Credit
Card

tardilional iy Azprovad -
Verify Calfect Call
Cosditizrally dpromesd
verily Thisd-Poekyw Call
Cenlag - Irrealid Salling {ord
Urnded Il id FIH
Dariied Collect Call

Deried Third Party el
[ariad - Fublic Coin Fhome
Domied - Irvalig ComoRecich
Cmadit Card

Demied Canfisople Cradid
Corg

Dended Credil Card Expored

Ay oocde less 150 ﬂ__..._ is gererally 2n
appriral code. and anything ogqual o
gredler ther 100) % 2 denizl cods, Codes in
the 100 series mcan there was eroor i the
guery fmesomg fiehdl had formats clc).
Codes in orhe 200 zoies are denzls for
Billed Muriel=n Noreening: or BNS jie,
calling canl calisct, and third-party callsh

tethe A aerees are dernzls besed e
contral screening Codes in che <00
series are colnmenzial credin cand Jden

The Belly Fight Kook

A new breed of payphore which is red
bax resistant seoms to be popping up all
oWl e place, These phanes are 5
COT0T s in fhat they ans somewhar
wenr, Tloy can b diaded upyend poiled like

COET for remnks madptenancs and
other frarures, Bod boses an rerddesod inef
fective as the mayphone simaly seems fo
IEREre the exterinal toncs aed  keens
mﬁ._.._.._u_mm.._m riseey anlil either v kang up
in disgust or the live operator comes on the
bz b bzl | vz o 1EF b SINTIE TR
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or give il up. | hope 10 precent srore infior-
rition reganding rhese rey n..._..“..ﬁ...__uam ina
future ariicle of this serics.

COMORT Survival Tips

Tir zvoid excassive 2alling card charpes,
dial " b per & loczl Bell operano ad ash,
| ter e plnce e call Tor wone This sy,
yuir ciri 3s bl by the Tl (acith ire rarmal
rates) as coposed o the COOUT oporao
Rizh

-

calling cand srchanges o the otal _“_.E,.:

Micreliauy
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FIRST CHANCE

CUE FEW T-BHIKTS ARE FIMALLY FINISHED. THEAR ONES WERE
TEEDT MAHKRETED O HACEIES IK ENGLAND AND ARB XOW ABADY
FoR DGMESTIC DISTEIRUTION. ON THE FRONT YCIUT WILL PIND THR

BETIRE MICHELANGELD YIRS AN O TEE BACK ANE XZW

HEWEPAPER CLIFPIT3E! BE THE FIRAT OF YOTUR BLOCE T
FHOUDLY WEAR A COMPUTER YIRS BAME OLD FRICE. 216 EACH,
2 FOR ga8, AVATLAGLE I LARGE AND XTHRA-LARGE. WHITE
LETTERING QN PLACK BACEGRUUNIL HLIE BOX SCHEMATIO
GHIRTES STILL AVAILAELE BY HEQUEST OMLY.

YESII'D BE AN UTTER IDIOT NOT TO TAKE:
d 1shirt=1a O 2 shirls/%28 SIZC:

MO GO AWAY. WAIT, SIGN ME UF FOR:

INDIVIDUAL SUBSCRIPTION
I Tyears21 O 2years!338 1 3 vears/Sh4

CORPORATE SUBSCRIPTICN

d 1 year’$50 O 2vears$20 3 vears/S185

NVERSEAS SUBSCRIPTION
4 1 year, individual/$30 0 1 year, corporate/S65

LIFETIME SUBSCRIFTION
dJ 5260 (vou will get 2500 for &3 long as you can stand it)
(alao includes back issues from 1984, 1985, and 1988)

BACK ISSLIES (invaluable reterence material)

O 19847525 10 1885/525 1 1D8&/2E (0 19B7/5P5
O 1988/325 O 1289525 1 19904525 13 19921/825
1992525 0 1993/525 O 19947525
{OVERSEAS; ADD 55 PER YEAR OF BACK ISSUES)
fncdsidual sk issuss for D985 to prasent ars 365,25 2ach, 57.50 cverssas)

Sard ordors foo BI00, PO Dax 762, Mirkile l5ans, MY 11053

Ak surs v encksd wour gddresst

TOTAL AMOUNT ENCLOSED: |




