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PAYPHONES OF ARGENTINA

Argtatiog has two phone eompanles: Telefonica in the south and Teleco io the rorth,
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Crime Waves

A decade i a lang toe o be doing
anvthing. When wa first staried this
project back in the summer ol [983,
nobody oould have predicted owr growih,
0F EVen DUT eXiEoace e 1994, [t peetty
steangs o look back at the sarly davs
when we Lterally sceck round in offices
and alleyways o ged our first issoes
pricted, And todsy you can find us in
chain stores, Reality has always been
Weird L Lk

O course, if we had just been doing
the same thing for ten vears, we would a0
be abject failures. Fortunately, the hacker
wirld is such that you can spend a Jong
B within it and never Feel the kind of
boredom that has become such an
important part of the average Amencan’s
lifc. There is always something
happeniog in this world, always
sorcthing new to explore and discover,
mone knowledys to shase, mone fHends to
el For the first tme. The Last fon vesrs
have been tinged with hilarity and fun,
bul also sedress, fear, anger, and
dotermination. Ooe thing these vears
have not Boen 15 4 waste of time,

We know that with every page we
torn, these is 2 risk The most obvios of
these include pissing off the powerful
corporations and their faw enforcement
dromes. Each and every time we shage
knowledzz, we engage in a conspizay of
some sorl. We risk baving our lives
distupted by our zccusers, oor VETY
means of leaming aken from ws by Large
armed men. We risk being chastised by
our friends and family for heing differenr
and estracized in school for mol asking
the proper questions or memasizing the
standard answers.

Thize are the obviows risks of who we
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are and what we do. Most of us have
come o recopnize them. Bz thooe is a G
grezter risk facing us and it's one thay
meany of us could fall victiom o with litle
47 00 WarLing.

Chver the years, we've tried o dispel
the myih that hackers are criminals. This
has Besn most difficult As the tabloid
press loves Lo scream, hackers can per
into yoar eredit file, Bot so can anybody
else. Hackers con make thousands of
dollari of long distance calts. Anvones is
capable of thizs upimpressive feat
Hackers can bresk into thousands of
sChsilive computer svstems around the
wortd. And the holes will stll be there i
WE neEveT 0y

What the press fzils o ses iz the
distinction booween hacking for the sake
of adventure and using hacker knowledge
fur personal profis. To them it's all the
saime. Somebody who sells phone codes
is the same person 28 somehody who
manipulaies the telephone noiwork in
wild and imaginative ways. By defining
the two as one and the same, we could
actually Grd carselves being oudged into
criminal hehavier because i's what™s
expected of us.

With this in mind. the massive growth
of the hacker community is cause for
concermn. Many people are being drawn
inte our fold through these very same
miedia peoceptions. People have shown
up &b our reeelings assuming thal we're
there to sell or buy codes. A disturbing
twmber of people whe enpage in credit
card fraud, that is, the stealing of zeral
phveical, tangible merchandise, are trying
o iogratizte themselves inw the hacker
comnunity. 1t's not surprising. And they
might actozlly be zhle 1o prev on oor
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temptaticas and sock some hackers into
their midst, thereby learning a few new
tricks. And by calling themselves
hackers. they rranage bo justify whar i is
they do, Ironically, 1heic techaical
prowess oftentimes doesn’t extend
bevond knowing how to operale a red
b or punch i a cods,

This kind of thing was inevitable,
given the growing awareness {hat the
mainstrearn world, and bence the
mtdinstream - criminal  woarld,  has
developed for hackers. Carrots are heing
dangbed in froat of our faces. Our brzins
are suddzaly in demand. You might say
that seciety has finzlly found & use for e,

Enowing this, the most imporeant
Uring as individuals is to reslize why we
do what we do. 1s 1t that we want ta fiad
vt things amd spread knowledge annmd?
Or o we want o gel what we feel the
world rwes vs? Are we trying W survive
ars] get access 1o a locked world? Or are
we inent oo selling our knowledgs to the
highear ndiler?

Trethful answers w thess guestions
are more vilvable than anything else.
Once we understand our motivation,
wi can At least ke honest with
vorgelves. Thase who use their hacker
Enowledge to cmbark wpon a life of
Lrimk can al least admit @ themselves
that they are now criminals. therehy
salvaging some solf respect, The rest of
us il have some zsense of where wa
draw our lirss.

But how do we know what
vonstinares cvirinal bebavior and what
does oot? Regrettably, the law no
leager soems an accurate definer. With
many of ws, we just Eaow when
semething doesn’t feel right. And in
such a caze, rusling your instinets is
always a good idea

To be a hacker, your primary goal
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Must b o kzam for e sake of leaming -
just 10 find out what happens i vou do a
certan thing at & padicular dme under a
spocific condition. A good way to keow
il you're a geanine hacker i3 10 look at
the reaction of the non-hackers around
you. If most of them tink you're wasting
your - time  doing  somathing
incomprchensible that oaly vou can
appreciate, welcome 1o the wosld of
hacking. If, however, you lind voursell
being trailed and hounded by a bunch of
¢rooling wannabes with a list of plos and
schemes 1o make your knowledge “pay
off" in & big way, vou're probably oa the
verge of becoming a criminal aed Leaving
the rest of os back in the ape of
Lnocenc:.

Obviously, embarking oa such a
Joureey en masse woulk! mean the cnd of
the backer woold, We would play right
intn the hands of oor encmics and
crimtipalize hacking by definition, rather
than by legiclation, Mothing would be
better fir the ant-hscker lobbvists, As a
curious side nole, in more than one
ingance, people who were found to have
teen helping the goveenment prosecute
hackers have Been caught acuvely
cneourdging criminal bekavior among
hackers. W have i wonder.

We hack because we're curioos. We
spread whatl we find hecause segregated
knowlsdge i our common eremy. This
oecans il some opporfunists will get a
free ride and run the risk of givieg the
rest of us a bad name, The ooly sursfire
Wiy b keep this froo happening is for us
to behave ke te phone companies and
restrict knowledze. Mot lokely.

"5 md gur ok b catch criminals, But
it &5 oar meoral ebligation to kecp our
noble, if somewhal paive, aspirations
fraan becoming subvernsd by thoss who
truly don’n ordersiangd,
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by Xam Killroy

When | saw the product review of tha
TOD-8 OTMF Dacoder in the Summes 1953
izsLa of ZR00. thae last line got e thinking:
“A plty that ke & lot of good beals it's so
axpenEive.” 5o | designed this decodar
arcind the Tellene 8870 DTMF Sacsiver
IC, the same part used in the TDD-3
prodoct 1hal was raviewsd. Crlglnalhy, |
intended {0 make a fone decodsar thad
would display the current digit and
simifanecusly send 1T out over a sedid bna,
Mo prodlem, | thought So | started Bread
boarding It tegether, and sean realized i
would sctually take two shift registers, &
stable clock generatar, a cusiom bumed
PROM [(to fransfate from four-bit binary b
ASCH phone-pad syrbols), and gn B5-233
voltage lavel drivar {because RS-252
volisges are differant than TTL voltage
lenvedz).

“What | want.” | thought In ennoyanca,
is 4 cheap ecompuiar to do sl this
comyarshon &d sorrrrunication and logging
crap for me” And | had just zuch & thing
Fiting in my chased gathering dusk. Yoars
ago, the Commodore G4 was & vary
popuiar consurner comgutar, and Fere ar
milflions of e Reating around. They hava
4 currant atreel va'ua of ebaul §5,
becass they can't compare o any of the
current compuling mscle oul Brera, but
they are zlill encrmously vselul as a
hackar's tool. They're durable, self-
containad, and if you do blow one up
Expermantng, you don't fesl nearly as bad
a5 you would i you had just fied your
$1400 486 or your $2000 Macintash, And
for LIt manipulatons and ¢thar *hacker
Applications®, the C-64 is achuaily much
#asier i usa than a “raal composar.”

The Mac and PG are designad to be
used by poopla who shoukd ravar nesd to
£2 ko tha .mu.a.m of tha computar, Ruraning
Sppications is sasy. But f you want o writs
code, you nesd 0 get & campller, writs &
enurce file, esmplie i, Bk i, and then run
_.P_____.nti.m_._._“—u—ur_._ﬂ_..._.nﬂz._ut__._._ MO davices
you'd batter ba & Vary ﬂ_u__.-._.n_ _._.m.q_u..-_.ﬂ_-m.

FPage & 2600 Maparing

build a dtmf decoder

designer, But whan you turn on a
Commodare B4, you are immadiately In a
BAZIG intarprates, and geting 10 machine
faval drom these & not very Gifficull If you
want to read a mamory value, you just
PEEX &t it from BASIE. And therg ars
Ftizle O ports to play with, all very easy
o gss o,

In thiz arlicle, I show vou everything
¥ou need 10 build a sfand-alone DTMFE
decoder, with a one diglt dizpley. You can
gwen ofdar all the parte as & kit [sga
gidebar) ard solder it together in about #0
rhinuias, And ihen il you want all tha
lagging capabilities of & much more
capansive dedicated DTMF decoder, 171
show woul how 1o isderfaca this project 10 a
Commodore-84, ar avan g ¥IC-20
Computer (streel valua: aboud $100. Witk
thiz DTMF decader as &1 ingut Savice, vou
can decoda and list touch tones from any
audio source, and you cen Bvan makea
other apglications that uge touch tane
controd. With a belephona Inplt, you can
faed commands to your epplication
remotely with @ touch tone phone. With a
redio ingut, you can make &0 amabeur radio
rapegler cantrodler, Tha spplications are
Frrated ardy by your imagination.

Sorna petple might look at this ard say,
why & Commodors 547 There are sevaral
reazans | chose this particular computer.
'z easy b owsa, espacaly for fese sors of
projects. Lots of people have Biem already,
&1 i you dont have ong you can probssly
pich ona up at a garage =a' (i'va s3an
ihern far as little as 5209, Pleasze
understand, I'monot advocating ratrogrede
techinodogy. There iz no substinra for a
Pentium when you're playing X-Wing or
rning Crack on someona's password fa,
bt thare are alse applications thal den't
raad all thist powar, and with this projact
¥OU £AN onca a3ain get use out of thoss
oy compuiars” which currenshy sanve as
door stops. IF there is enough reader
raspongs to this project, Fll continua to
design applicabons that you can add o
your hackers bool bow And perhags iheso
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projects wil also give you eome ideas, so
o can design and bulld your cwn custom
e

Cf coursa, if you don have and don't
warnl i usa 8 Comrmodors &4, and you
knte: ercugh sbowt e hardware inferface,
youl can atways hook this OTMF decoder to
any compatar of wour choica, even & PG or
Macintosh. The operation snd cutpuis are
guplained below, The rest ls left as an
axafise o Fe reader

Circult Description

This section I8 for anyone wha reslly
withs i know what every pan of the ciroud
is doing. If you don realy care, this | sn
wia! Bnd wou can skip to tha naxt saction,
"Clrcult Conslruction”,

Fhe schematic diagram for this projest
Iz shawn in Figure 1. The thres major
cofnponents are tha DTMF Aeceiver 1G
{IG1), the display driver 13 {1C2), and tha
gaven-segmarnt LED that digplays the
current digil. Al the other pars provide
power, suppon, &1 nput conditonirg for
the circuit,

The capaciter In the audio input path
(C1) & ba block any DG in the aodio ingut
signal. The resistors (R and B2 foem the
audia amplifier feadback loag, which in this
cifcuit (Ril= F2= 100K} sets the gain of the
internzl diffsrertal input amgltfiar in the
BETY o unity, Tha crystal used by 1G1 o
ganaraia its intarnal clock (X1) is 2
slandard 353 MHz colasburst crystal,
Firally, B3 and 02 form an RC fiming defay
thaxt datarmines how Jong a fone must ba
prasent on Ba input to be considarsd walid,
and Tan how ong it st ba off bafore the
next tome iz considered a “new” ona. With
tha vElses chosen here [R3= 530K, GF =
JAUF), e time far & fone bo be considesad
valkd & about 40 milfeoonds,

The four-bil décoded output of tha BEATD
poes b & Sevetesegmant decodeddriver,
which & F22, n 7447, The usa of 21 off-the-
shali pan liks the 7447 i3 convenient and
cheap, but providas one problem; the
decoder 15 doesn cutpud & binary O for an
input fouch tone digin af “07, Furtharmore,
all the effier ron-numeral digits (8, AL B,
&, O are also rendared as symbals by the
decoder 1G Ses *Girsul Operation” seclion
Bztaw. Tha T447 drives a common anoda
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savan-gagment display on which the
decimal point servas a5 a powsr-on and
valid-tone Indicalor. Resistor B4 lbmite the
total currant that tke LED can draw.
Because the 7447 has internal limiting
rezlatore, B4 can ke ledl oul, and tha
dizplay will be much bighter bud skl not
bum aut. Thi dissdvanisge o hasing B4 in
place is thai the displey will gel dimmer
whan thare ara mora sagrnents on. For
exarmple, a numeral 17, which has only fwo
sagments, B consderably brightar than a
nurmeral "8" which usas all s3ven of ne
gepgments. The advartaga to heving A4
hideaiar, &= that & limits tha curent drawm
by lFea eatire circeit and mekes tha fatal
turrent drain more vniform over time. This
is parficulaly w=edal if you inband 4o pawer
tha circuit from the host camputar bus,
wharg cumanl drain reay be an issus (sea
“Computar Intarface” seckion).

Whan cpearating withaud power from the
hast cormputer, of in a stand-zlons
confliguraticn, power is provided t2 the
circull by & wellage regulater (1G3) which
sourcas SV front any inpud woltags babteaan
Aot 7.5Y and 20V, The crouit is intanded
10 ba uzsd with & 9V katery {atlached to
AN,

Circuit Construection

Yiou will nead sevaral toods 1o Degin:
vlre cutlers, wire sinppers, a low-wablzga
saldering iron, and sams rosin cona (ood
B cora) soidar. You will alzo want & hast
Slnk [such as an aligaior cip), and a wall-
fighted workspace whare yau can grip
solder

The antire circuit can e bulld on a
ngle-sided pented circuil board 45mm x
B5ren. The arbwors for the board i shown
aclual sizg in Figura . This shows the
cappar traces as they should astually
appear on the wndarslde jopposita from
component ska) of tha elreut board. Tha
bast way to fabricale ta circwd board is
photcgraphiceRy, but walking through the
entire process of eiching and driling cincuit
boards i beyond the scops of Hhis arlica.
Because Lhara gre trages running in
between 10 pis on this board, the layout
belerances are falry sight, 1f you have nevar
rmade a printsd gircuil board bafoera |
strongly suggest you purchage e pra-fab
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Figure 1 - Circuit Schematic

Figure 2 - Printed Circuit
Board Artwork (Actual Size)

1 l-. > ...r.-.ljll -~
—

Figure 3 - Component
Layout Guide
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bosrd, oF the entvae kit (see sidedar). The
CHCil i2 &fsn simple enough 1hat you can
azzamble it o4 parf-toard, using 1the
shantatic in Figure 1, wilhod the printed
circuil Boad, but i won't ba as cursile or
ridiabia,

The componant laycsut on ine top
(olar) side of the circud boand |2 shown in
Flgure 3. Inzert @ach cormponent in ha
Boad, and hen sokder it o plsce and FHm
it keads off, I's easiast if you begin with
ther resistors, besausa the board can rest
on them while you scidar them In placa.
The reat of the componenis can then b
irartad in ordes by R2ight, from shoses? b
tallest, starling with 181 and 1C2, and
endi1] with the waltage reguiator (0330,

Make sude that the board sudace is
cfaan before you begin soldaring. Ruzhing
it dogwn with ruizbing alcohel and then
wiping off any excass will insure that thare
i m3 grasse from wour fingers. Wnen you
soldar the parts, remamber that the
camponents, parficulary the 15s and the
LED, s susceplibles to tarmal damage i
o get them too hob This mears hat you
shoud use & heat sink {2uch as &1 alligatar
cip connected on the component sida) on
the lagda of the [De &3 you solder tharm.
o shoud maks sure thal you only apply
ta soidering inon b the componend lasds
for tha mirimum fime neaded 1o gel a good
clean soides joint.

Also make surs thal you pet the ICs in
the board wilh the correct arientation. They
Wil it in two diflerent directons, But wou
mist have e end with the redch toward
tha edge af tha board with the ...n__“m_m_m_
requlstar. The voltage requlztor also has
anly ene ocorrest origntation, which s wah
tha Front (the lbeled sida) facng tovard
the s and the metal tab facing the edoe
of the bozsd. 1§ wou pus it in backeeards, the
circuit will not work. The dacimal paint on
tha sewan-zegmeant dlsplay should ba
toward tha edge of the board. Make sy
vou pul the red lead on the hattary
sornechor [SONT) B the hole dloser 12 the
valtage ragulator (1G2). IF you sra not
ciriain of the comect orzntabion of any of
these parts {161, IC2, IG5, LEDI, &
COMTY, shudy Flgure 3 and rraka surs yog
hiava tham orented correstly belore you

sRlder tham in place.

When the circuit is finishad, thare
should be saven unfilled ales between 161
and G2 {which is where the computar
Imerfaca is connectod, ser balow).

Circuit Operation

Ciaee you hawve built the clnzull, tumiit on
bw connecting 1ha 3% badlery. The dedmal
maint on the LED showid lighl wgr. You're
o ready o dacoda DTMF tonss, Conracs
a tone sowrca I the audio inpgs, When the
circuil receivas a “valid® touch tone, it
displays the walua on the saven-zsgment
tisplay. Whan a vald tona 1s sppled 1o Bie
inpus, tha dacimal point vill tum off. Once 3
fone has m.__u__u__u_n:u.. e facirmal _uu.mn_. wil
ight &gain, ard ihe numbar will remain on
the dizplay unlil the neat walid tone is
FEssoived.

Qae quirk of uzsing an off-the-zhelf
display drivar (the v447) with tha EETO
OTHMF recaiver is the way 4 fouch one 0
is gdisplayed. Sacausa the G370 dossn'l
“2iput & slnary O tor the ione =0T, it s
1._ﬂ.._._.m__"... d m._u_.m.”_.._w_u_ gz one O0f 1he non-
ALTSr3) m..“.._._-_.n__.u_m. A bouch Wone D7 s whal
is dzplzyed 52 a “0° on the seven segmenl
LED. Table 1 shows &l of the teuch fana
irpuis, Wl bisany cutguls, and the symbol
_..._.mn__..m..“.._w.u on tha wm.....m__-_-wm.m_,..._m_.._ LED Fax
Each.

Carmputer Interface

Alfough this tone decoder gan be used
3z a stand-afans deavica, it is difficult b
calch mudtigle digts, because thay ane only
displayed on fhe seven-sagrment display
until  the next 1ana cormes  alang.
Furthermare, if the sama fouch fona digit is
recaived baice inoorow, the only way you
will 1zl from Iggking at the display is by
sering tha gdacimal poani blink off a5 the
vt walid fone smives __..._.__m_ thie omih=er or
symibol displayed ramains the sama

This decoder becomes really usaiul

whan Yol foak 1T 1o .m_u_ﬂ.._m_“_.:_-_m thast can
razord the digils &3 they ooour, and keep
Treer in merrany of dEplay Em_._; to & mmulti-
digit display (e a screan). A% wa noed =
corrgaher with A Einary pud pors. For this
project, |ouesed tha usar port an lhe
Ceorrrradorg E4. This &5 tha card adge on
tha Far right as wou ook at the Back of tha
compailar. Tha =ix holes of the decoder
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gircuil toard betwaen IC1 and 1C2 are - cheaper than an eguivalent sommercial
whels you connest tha board be the usar - producs, g i oFers & chanoa H_.m_m.: yolr
port. The sevanth hols (ab the fop of the  own Racker's tool Kit, in 3 spirt of the
Decader} bz an awdliany power ingul, if you earlisst pioneers who DUill all shelr own
wasil 10 power the dacodse drouit from fhe equigment. Good huck and kave fun.

cormpular {and ellminata the oeed far
batierias). Figure 4 ghows which pins on
e cornecher arg comnested 1o whizh holas
on fha taard, The Gabtbom-mast hele on 1ha
besard I tha ground conoection, the riidde
fiee hioles £0e 1ha four bits of the decoded
digit and e walid bt By eonnacting tham
to the user gort, the state of the DTWF
decoder is now reflecled by the user pod
daza byta 0 the compules’s memaony.

The algoithm for reading a digit i from
the DTMF dacodsr is pratly Sraightloraard.
We jusl keep "polling® checking the vale
ol the user port 1F the wvabd Git is low (03,
we choeck again. We look unit the walid bd
goas khigh (11, &nd then #e record the

Back of Commedara 84 of Yie-20

iy

= 5 o

wit| |[E]

DOTMF Dooodar

Cotlonal +5v b. i

Compuier Powsr

o

1Y

Figure 4 - Commodore 64/ Vic-20 Interface Pinout

Fapge T

1% Tha
TEne-Vaid Bht
Saly

Racord tha currend
decaded tana
valog In memaong

la Tha
Tone-\aid Bit
Shill Beg?

Figure 5 - Flavrchart of Simple
Dretoder Polling Algorithm
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purrenl Sgit Trom tha fow-bit Sinany inpus.
Then we wait far the welid Bt te go low
again belore we slart ha whole process
over. Figure & shows a fiow-chad of this
prosess. The Coerrnodors 6415 & vary sow
comguter by eurranl standards, oot it is sl
bazingy fast coenpgared b the spesad that
DTKMF digits can arrive. So & grogram
wristen even in the glacalhy guick language
of BASIC is plarty fasl for our naeds.

Tha sarrgie program in Flgure & s a
DTMFE number lagging program. 1§ scans
for digits, H a digh is receivad, | prints # o
ths screen and waals for e ned dglt. IF 4
gais & whole strearn of digits, i will print
them all on the same Ena. 1l gets a "%
slgn, or If there is a delay of more than
three saconcs urll e next dgit, it wil ekip
1o the next e and print any subseguent
digits thera. Mumbars are nod storaed in
merncry, S0 oncs they scmoll off the oap ol
the sereen, they a0 kst

Tea cede far the BASHD number kagging
program s broken down into sobroutines
and commenisd 1o indicate what is
_._m,n_nm__._m_.ﬂ where, ¥ou ¢an uge this 42 a
guide o writing wour oam oode, o YOU Can
just eopy sections of this program inlg your
own. The pozsibilities of what vou can oo
with thiz ara Imited only by your
imegirabicn. e up bo pou.

And now yoia have 8 OTMF desodar. il's

Dpticnal

= K Farts
i Clroult Bioand and DTRF Docoder K

= ced o the
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10 GoE0R 10000 FEM INITIALIZE WARIMELES

20 AkSue S000: FEM SET FOER COHEPUTER TYPE

30 SOS0E ACCI:EEM INITIMLIZE THE PCRT

100 FEM HAIN FROCRMM LOOF

110 casm L00; PEM GET A DIGIT

130 Glimm I0A0; P¥M FRINT DIGIT TO ECEEEM, OFCDATING LAST DICIT TIKE
130 GOSiE 3000 BEM KATT FO2 THAT TONZ 70 END

140 GOTC ECO: REM OONTIKIIE MATL LOOF

1009 IF PEEX[CAREGE- ANMDx 16 THER om0 1020

1010 &T0 1000; LOOF UETIL YALID BIT S0SS HIL

1020 TTHF=PEEE (DREG) - AMD 15

1030 BETURX

Z0O0 TF TIME-LAST > AE0 TEEH FRINT

Z010 [RIKE OUTs (oTer) ;

020 RETDRM

1000 IF PEFE{DRESG] EHD 16 FHEM &0 1000

1010 TEST=TIME

1020 RETURN

4900 FOKE DIR, 0p RPEM S5ET ALL BITE TO INFUT

4010 RETUERH

5000 IF (FRELAN-(FRE(DI<ON ESSA0] <5000 THEN Qo000 2040

5010 DIR=5&5%73: FEM DATA CIRECTION RECIETER ADDRESS FOR COMMODORE E4
503) CEEJ = %6577 :FEM U3ZFR FORT DATA ADCRESS EBESISTER FOR COMMODORE kB4
50310 EETU=RH

5040 CIR=17138: REM UZER PORT DATA AICRESS RECISTER FaR WIC-:I0

LOS) DREG=31713&: REM USER FORT CATA ADDRESS RESISTER FOR WIC-24

SOED RETUNH

1030 DIH OFIE{l16): REM DINMESICHS OUTRET SYWMeOL KRRRY
10010 RERD CCLE, SYMECLS

10030 OUTE (CCLE] =2 WEOLS

10030 IF ©ODE «<» 1% THEM S2T0 10010

10040 LAST=0: EEM TIME LAST TOWE EHMDED

10050 DTHF=0: REM DECODED DTHE VALUE

10360 DREE-90: FE{ DATA ATORESS FEGISTER

106070 DIR=01 REM DATA DIEBCTION ADOR. RES,

108D RETORN

15000 RIM DATA TOR TR POSSTRLE OTHMF | THEUT KD IT'S CORJ
BEOE0 DRTA O, D% X, L% 2, "2° 3, "3% &, 4" . 5 *5°. 6,56 7,7
ESOZ0 DRTA 1L, **=, 12, "f", 13, *A", 14, "B". 15, "C"

Figure 6 - Commodore 64/ Vic-20 Sample Code

FUMUING SyHBECL
B "EB®,2,"3",10."u"

I L LG i e R R T T
FREM EH R N
B E LS
e o [wlti0] &
N R RN
BEIFEEIREIERE R
slmawlelijofil] &
BAEIFEHEE TR
HEE NN

EE ifejoloy 8
3 |me2 1jojof1§ 9 |
i BT ijejrfi] =
[N T P Lfofaf ™
a7 Ttfof1} ©
B |7 INEEEAL ._—..l

EE BEIEE
O[5l ¢ afnfaf of
Table 1 - Erya, Frogueis Divind e
gbﬂﬂhﬂ_.qlﬁ%
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The Nynex Change Card

Ly Eevin Damicl

Mynex is curreally tesling a supplemear
to cain-operated felephoncs in Mew Yook
ity based on oa disposzble . card
technolepy called dhe Chaope Card. Thix
aclicle represents onoenolysis of this
spstem based co infogmation infeiced from
tha dissecliom of seworal casds, and roals
uwsing the Landis and Gyr Typs BTE L2
4 telephones installed in oze of Kynex's
reel gites. Your milzage may vary.

The Change Card is a plastic card
identical ia s12e e o ooredit card which is
dispeosed Trem a vending machiag, costs
5,00, azd has an initial valoe of $5.25. As
calls are made wsing L[B& ¢aid, 1he
telephane sabirzeis walae from Lhe cand

the right-hand edpe of Lhe card. Whes &
Change Card is first insecled iolo a
telephone it is lacked inlo plave and
segnnsd lefr-ip-right by the phooe’s
readfarile bead, IF ihe validarion fails che
card is immedialely cjecred, arharwise the
scan continees wndil it hils (ke nexl area of
high reflectivity. & new card bax a walos
sirips hepizning at abour 2.2 cenli
[tem 1he teft hand edgze and runnizg €
conlimsles, Upon placizg a call the phone
will Tire a spark across che write head
conwerling lhe undeslying arex of high
reflectivity to low and scarring tks white
profeciive laver displaying remsaiaing
veloe o rthe wser. ¥alue is rooogecd
imeediately of the time of connectica azd

-

and . the = walue
remuoiming is dis

phone and cke cand.
Hillad as fre=eing
the costemer fram
the  horden  of
CAFTYINE & .—_nnrnn
full of - lapse
chenge, 1. can
|magine This svatem
has a host of A

the Tollowing
each billing period
uncil the <211 is
rerminaled. The

ey i o O system o prolects

...f. apoinsl framd by
—m.qu.un_._._.mum. a rexd-

after-write

sequence, if the

write - bax. - mol

W/ oocarred the phons

antamotically 2nd

kenafits far Nynax
ol 450 redoced cansomer frzud, reducsd
cmplaves fraod, calls paid for wp front,
and the tranesference af some killing
gperalions {rem the cenirnl office {0 the
individpal feléphonss

The Change Card 18 kde from
reflective infltared reader and elecirigal
discharge wriler lechzolagy, On the Tace
of the card ix a2 hiphly relleclive meral i
strip covered by a pratective layer af whil
infrered-rranspareat ink. 14 is oo dhis sirip
thar &1l card walidatian and walee
infermation are encaded  Yalidation bits
aré encoded as 4 serisg of sreas of high
and law reflectivity ia (ke lefr-mostn 2
cenlimeters - of Lhe sieipe. Yalus
informarien is encoded 25 the lengih af the
high reflactivity arez stanting from Lthe cnd
of the validatsion section azd extending fo

Spring 1994

immaedizcel ¥
terminzlos Lh cal] and ejects the card. The
system alio profects  ngoinst  card
tampering/dupaps by ekipping cver value
bits which have becn damaged or klawn
aut of sequence, ceducing the valses of the
card to Lhat of lhe nexl fesdahle valee.
{iher anti-frand measures isplemenred az
the test site devices incleds: physical
caprurs of the card during callz, seporacian
of the handset from the signal path prior to
conneoiion, and 1he blocking of %00
memchir calis

The Chaage Card system i3 simple
bt highly svelved famper resisiont
technolagy thal would reem Lo bave few
passible zreas of compromise. Altkeugh
currently oaly available in units of
$3.2%, who koews what secrets the
validation codes hald.
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HOW TO HACK HEALTH

by MusclaHesad

To quasi-paraphraza tha lovable vice
prez running OCF in Robocop, "Good
hacking iz whers you lind it." In this
caga, e in &8 roam of sweaty peopla
waaring Iyera. Mast kealth clubs have
garabic equipment, and more often than
net a stair machine & part af the
collzction, ¥ou can do more with these
things than choose some workout
reuting and [le about your weight, you
can hack thami They don't have that
keypad and LED display just for tha
uzars, it's also there far techs and alub
ownars ta da things you {tha swesting
onel aren’t supposcd to know about....

Al ef the follewing refars o a
Stairmaster 2000 ['ve seen, but my
place dacsn’t have, LifeStep systoms,
Presumakly, there's goad stuff locked
avedy in its firmwang as weail...

All codes unless listed othorwise
rmust be entared when the thing iz In
attract moda: yvou can tell if it iz as thera
will b= an EKG-Iike blip going acroas the
display. ENT maans the enter hutten on
the keypad,

First, find out the revision, since tha
todes you will uss will depend on thiz
Hit 107 ENT 4.

fou should ase something fike this

REV. O, REV. E, REV. M, REV. 1.1,
REV. 1.2, REV. 1.3, REV, 1.5, REV.
2.1; or REV, Z.2.

I wou get anything Befow 1.6, don't
Bother with it most of the codes wen't
ek,

Changing the warkout tirme. Facl lika
You're not gatting your fair shot on the
stairsT Hit 1010 ENT, anter the time {up
to 45 minutes), and ENT again, Then,
when Bobby Jas Stersid wants il ba
g6t off, you can tell him "Hay, tha thing
hazn't beeped and you know thay shut
off after fiffeen minytss, "

Locking fn the maximum time, Use
your knowledge to protest gooly time
limits. Mete: this really docks in the max
lifne; some poor Stairmaster tech will

Page 14 2600 Mapazine

kave to come out and use hisher magic
veand if your club wanis it changed after
you do thiz, Fer 1.8 and 2,71 revizsians:
1070 ENT. enter the maximum workout
time, ENT, systern goes Back ta atract
mode, 97405 ENT, system displays
time you just get, ENT. For 2.2 revisicn:
1010 ENT, anter maximum warkout
tirne, ENT, systemn goes back ta attract
maoca, 37406 ENT. Mow you can avoid
the evil club®s high-turnowar setting and
say on the Stairmester up to your God-
given 4& rinude limnics

Creating aesthetic commentary, This
is the fun sooff. Al those LEDs can B
usad for rore than just displaying eame
simulatad terrain or blipping & fake EXG:
thay can convey your despest thaughts
on tha whole body image izgue. Or a
raally devastating ego-nuka, dapanding
an  your maod, Your insightful
cormmentary can Be s max of 128 chars,
insluding spaces, and will replace the
narmal EKG blip used in the attract
moda. Each characiar is entered by
using its 2 digit code; hining the CLEAR
buttcn gets rid of 8n incsrrect charactar,

Here's the cods tablar

A=B0 N=53 Spaces?f =27
B=51 =54 BT £=23
C=52 P=55 1=01 =24
D=53 0=66 Z=02 %=25
E=54 R=67 =03 =26
F=55 Sz68 4=04 ‘=27
G=56 T=653 E=05 =28
H=57 U=Td  B=05 _=20
1=53 VaT1 T=07 =30
J=53 W=72 g=08 heart=21
=g X=73 Q=09 B ]
L=581 ¥=T4 [=Z 0

M=0G2 F=75 ]

To program the message, hift 7607
ENT, anter your messags, ENT.
Remember, given tha location, an ifl-
chasen message could push someoane
ingscure with themsalves inte ansther
liva years of therapy. Sa, be a geod
neighkar,,.,

Editing the message: 7607 ENT

Spring 1994
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brings wp the massage. Use the
up/dawn arrows 1o scroll thiough the
message, CLEAR Eills the righimast
character on the display, and anything
YoU Enter 1= insartad at tha lm_._u.

Shutting rmessage off: 2123 ENT, 115
=till starad in memory thaugh,

Turning messags on 2121 ENT.

Turning “talatypa” sound on: 40
ENT,

Turning “reletype” sound off: 41
ENT. Slat machine: this replaces the
standard “You didn't diel” mesasge
you gat when wour slava all the way
through a session. Mot nearly as much
fun as the message option, but it can
CALEse gmusing conlosion in workout-
numbed  wielims. B0849 ENT,
‘CISPLAY ODDS" is displayed, enter
Aumber bBaetween 6 angd 9830
dapending on hawr unlesky wou want
evaryoune to be (higher is unluskiar,
EMT. Mot ton thrilfing,

Turn off slot machine: 2039 ENT, O,
EMT.

Cower your ass; 105 ENT. This wipes

the memary, and any chances a club
owner has of proving you have curiosiy.

Miscellaraouws stull {all cades
fallonwed By ENTH

F1Z1: Dveplay curreant slot macking
odds,

FT03E: Cumulative hours and floors.,

O760: Change ovar to Imparial
systam.

S761: Changs to melic system.

up arrow, 15: Display tost.

107 ENT 5: Displays settings,

A% an alternative to health clubs,
many health equipment storas now
carry higher-end toys lika Stairmastars,
Mary of thasa stores alzo display them
prominenily at the front windows
becapsa "Hapl LED= - Jaz Customer
wlil glways be hooked by a lightshow!
50, what batter place to grt acnosa your
cpinion than a trendy health equipment
stora at a busy mall? Celebrata yaur
public debut with a porn dog a1 Frank's
Crisco Haua wkile vou watch the nice
ovwnars handle the extra business you
broughtin....

For nearly two years, the 2600 Voice BBS
has brought people from all wallks of life
together in a spirit of cooperation and
sharing. While it might sound nauseating,
it really can be fun. By dialing

(10288) 0700-751-2600

you will become part of a vocal band of
explorers, their quest - to search the earth
for strange phone numbers, their goal - to
share tales of hacker adventure, their desire
- to help others figure out the answer, and
their purpose - to achieve all four.

BUT ALL OF THAT IS ABOUT TO

Spring 1994
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MuzclaHead
To quasiparaphrasae tha lovable vice
praz running OCP in Aobocop, "Good
hacking is where yau find it.* In this
case, it's in o rapm of swesty peogls
weearing lyora, Most health clubs have
aerobic equipraant, and rvore often than
not a steir mechine is part of the
collegtion. You ¢an do more with thaza
thinge than choose some warkouw?
routine and lie about your walght, wouw
can hack them! They den’t have that
keypad and LED display just for the
users, it's alse there for techs and club
vwners to do things you (the sweating
onel aren’t suppoeed 1o knaw about.,..

All of the follawing refers to &
Stairmasztar £000; I've se8n, but my
placa doesn’t have, LifeStep svetams.
Preaumably, there's gaod stuff locked
away in its Errmware as wall,...

All codes unless listed otherwisea
must ke entered when the thing is in
sitract rode; you can tell if it iz as there
will be an EKG-like Bip golng across the
dizplay. ENT means the entar button an
tha keypad.

First, find out the ravigion, sinea the
codes you will use will dapend an this.
Hit TOT ENT 4.,

Yau shauld s20 semething like this:

REY. D, REY. E, REV. M, REV. 1.1,
REW. 1.2, REV. 1.3, REV. 1.5, REV,
2.1, or REV, 2.2,

If you get anylhing belaw 1.5, don't
bather with i1, most of the codes won't
work.

Changirg the warkout time, Fesel like
you're not gatting your falr ghot on the
stairs? Hit 1010 ENT, enter the lirme (up
to 45 minutes), and EMNT again. Than,
when Bobby Joe Stercid wants you to
get off. wou can tell him "Hey, the thing
hasn't beeped and you know they shut
aff aftar fifbeen minutes...®

Locking in the maximum tims. Use
vour knowledge 1o protest goofy time
limmita, Mote: this really focks in the masx
trnz: some pasr Stairmaster tech will
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nandg 10 Coma out and wse his'her magic
wand if your club wantz it changed after
you da this. Far 1.5 and 2.1 revisions:
1010 ENT, enter the masirnum workeat
time, EMT. aystem goss back to atirace
mode, 37405 ENT, system displays
tima you just set, ENT. Far 2.2 revisian:
1090 ENT, enter maximum workout
tirme, ENT, system qoas bBack ta attract
mazde, 87405 ENT. Mow wou can aveld
the el club's high-turnover setfing and
stay on the Stairmaster wp to your God
qiven 45 rminute limit

Creating aesthetic commeantany. This
1% thea fun stuff. All thoss LEDs can ho
vzed for mara than juest dlaplaving soma
simulated terrain or blipping a fake EKG;
they can convay your despest thaughts
an the whale body image issve. Or a
really devastating ego-nuke, depending
on your modd. Your insighiful
commeniary can be a rmax of 128 chars,
including sgpaces, and will replags the
normel EXG blip used in the attrace
mode. Each character is entered by
uzing Itg 2 digit coada; hitting the CLEAR
button gets rid of an incorrect character.
Here"s the code table:

A=50  M=63 Space=T76 +=27F
B=51 D=64 O=0d $=23
C=52 P=E5 1=01 =F%
D=53 Q=86 202 Ca=25
E=54 R=87 2=03 =28
F=55 S=88 4=04 =27
G=B8 T=0G69 S5=05 w28
H=&7 =70 B=[sE _=2h
=58 V=71 7=07 =30
J=8g9 W=7z B=08 heart=31
K=60 X=73 Q=09 =32
L=&1 ¥=74 =20

M=6Z F=76 LTS |

T program the mesgags, hie 7607
EMT, enicr your message, ENT.
Ramamhbar, given the locatian, an {16
chosen masgagsa cauld push somecns
insocura with thermselves into arathar
five years af therapy. S0, be 3 good
nizlghbar.. .

Editing the mossage; 7607 ENT

s

bBrings up the message. Usa the
upddoarn arrowes 1o scrall through the
messags. CLEAR kills the rightmpst
character ¢n the display, and anyihing
vau entar is inserted at the right.

Shulling messag: off: 2923 ENT, t's
still stored in memory thowugh.

Turning messaga an: 2121 ENT.

Turning “talatype” sound an: 40
ENT.

Turring “telatype” scund off; 41
ENT. Slat maching: this replacss tha
standard “¥ou didn't dig!” message
you get whan you slava all the way
through a seszion. Mot nearly as much
fun as the massage eption, but it can
fause amusing confusion in warkous-
numbed  victims. Z0849 ENT,.
"HEFLAY CDDSE" is displaved, antar
number bBetweon & oand  9F9%
depending on how unlucky vou want
ewveryone ta he thighar s unluckiarg,
EMNT. Mot too thrilling,

Turn off slot machina: 8089 ENT, O,
EMT.

Caveryour ags 105 ENT. This wipes

the memary, and any charcos a clug
cwenar has of proving you have curiosity,

Mizcallaneaus stuffz {all codas
folizwed by ENT)

F121: Dizplay current slof machine
jata [i

F03: Cormulative hours snd Maars.

9760: Chenge over 1a Imperial
SyELEMT.

8761: Change to metric systam,

up arrow, 16: Display test

107 ENT 8: Displays sattings.

A5 an altarrative to health clubs,
many kealth aquipment slares nowr
carry higher-end toys like Stairmastors,
Mary of thesze staras alsa display them
preminently at the frant windows
because "Aey! LEDS - Jog Custanier
wrill always ba hoaked by & lightshow!
5o, what better placs to get 8cross yaur
apirian than a trandy haalth 2guipment
store at a husy mall? Calabrate vour
publiz dzbot with a com dog at Frank's
Crisco Havs while you watch the nige
ownizrs handle tha exira business you
Erought in...

For nearly two years, the 2600 Voice BES
has brought people from all walks of life
together in a spirit of cooperation and
sharing. While it might sound nauseating,
it really can be fun. By dialing

{10288) 0700-751-2600

you will become part of a vocal band of
explorers, their quest - to search the earth
for strange phone numbers, their goal - to
share tales of hacker adventure, their desire
- to help others figure out the answer, and
their purpose - ta achreve all four.

BUT ALL OF THAT IS ABOUT TO
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ESEdITITIINVVAILE T2 A CTY
A2y nother

by Rolerto Yerzola

Feprinred fraw ke World Press
Review, cowrtesy of rhe Thivd World
NMerwark Feartures ageacy sf Penang,
Malaysia

Muany Maoila compuler Liers copy
proprams from computer shops of Trom
the compueter bulletin board systeoes that
have profiferated aroapd the cily. They
give copics of these proprams te friends
ard pollesmies whe, in T, give copdes to
other friends and colleagues. 1n ihe
terminalogy  of  Westorn  soffware
companies, they are pirates: Capying
commercial software and giving ity to
fricnds and colleagues is called piracy.

I hawe seen pirdles in nvies, and Dby
are -3 rmean bunch. They are villains wheo
steal, kill, and plunder, At the movies®
cndings, when these good-for-aothiog
piiales ael their just due, the audiences
invariably spplal, for the pimbss get the
prmishment they roocdly deserve.

It i o fun oo be c2lled a pirace. O fo
b trearad ke one.

I Bave seen a rumber of nﬁn_.m_“__.-. who
comee from or worke for Western softocans
(e They come and visil this coumiry f
pirates and perbops maks 3 Hole stody of
how mvach they ‘are Josing from piracy in
the Philippines. it & number of them, 1
wintld say, coins to the countty (o do some
pirating themselves. However, they do oot
pirate software. They pirare poople. They
pirate thoss who write the software, They
pirate our best systeas analysts, our best
cogineess, oUf best programmers, snd our
best compater operatons,

There is quite a difference betwoch
pirating mtellzctual property and plraring
individuzle Tf costs our conatry perhaps
$10.000 1o train oae doctor. Training a
seetnd doctar would cost another $10,000.
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Training 10 doctors woukd oost STOUUG,
Io shiprl, given an “priginal” doclor, it
wiould cast vs a5 much to make cach
St of e odigninal.

When the Americans pirate our
doctors, they take away an irreplaceshle
resouTae, bor it takes more than 10 vears o
rain a new docior. The Philippines has
appronimately one doctor for every 6,700
rifizens. When the TLS. pirztes this docor,
10 denies B, HEF Filipinds the services of a
doctor, And every vear, the TL5, akes
away hondeeds of car doctars. How many
Filipiras hivve el beciases they could nor
gef the services of a doctor in time?

What abouar a compuoter program?
Whalever amount Ladus Corp. spenf in
developing its spreadsheet program, it
cogis prectically oothing to make & secord
o Lhird copy of (L YWhen Filipinons pirae
the program, theay have oot stolen any
imreplaceable resources, oor would in take
Lotus 10 years o replace the pragrasn, nor
have we deni=d any American citizen ihe
usz af the propram. It is still there for
Amernicans o uss Wheo the TLS. purates
Our Sl s, 11 S nol Grke o coqy and
lzave the origical behicd. Iostesd, it takes
the origical apd lesves notkdng bekind.

Copyiong softwan: 15 3 benign case o
piracy. Piraling docters is 8 malizgnant
case, We have been victims of this
malignant form ol piracy by Weslern
coumides [or o long time. They should be
the Last to complain when they ans affected
by & bemdgn one This pirscy debate will
beoome ewven ouore imporant in the famure,
becanse advanced coUNLEies &re now
developing computer programs that can
mimic what goes on in & doctor’s mind.
W can say with some ceriainby that the
LLE, will raize a big row if we pirated this
Nz program.
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In truth, the terms “piracy™ and
“thelt” of intellecival proparly ars
cmotionally laden, but they are oot very
accurate descriptions of the acl Legally,
one might be charped with viglaling the
copwright or patent baws of & coupiry,
hut this would normally he different
from the crime of theft or scmal pirecy,
Using  these words,  however,
autematically connotes immoral actioan
on the part of the vopier. Thus, io the
polermics against the Third World,
“piracy” ard “thelt’ are faverite teoms
among advanced countries, particularly
tha 115,

The term Spitacy of intellecneals™ can
kewise be used, if one wants 1 ascnbe
a sense of immorality o the act, This s
aot o imply, of coarse, that counirizs
wwn their iptellecteals. Both
infeNeciuals and lotellecteal properiy
have other imporiant acribotes, aside
from simply being cosnreoditics on the
markel. Motwithstanding the fact that

advanced counlnes u.._u.“.h._m:m. CTCOE TS
the best brains of the Third World to
watk for them through varaouns
incenlives and coticements, thess
imtellestals have thedr owa reasons for
doing so. Perhaps the chances forf
personal and prefessional advancement
are berter. Perhaps the enviconoment 5
more  condecive o their own
temporaments and predizpositions.
Perhaps they weore perssouted in lheis
home countres, 2nd S0 oo

The Christian Bible tebls of the
miracle of the loaves, when lesus sl
hiz apostles had oely five loaves of
bread and two pieces of li=h 10 feed
5,000 people. Every time [ give away
copy of my favorice program. I
remember the micacle of the Inayves,
Indeet, how can vou be selfish if you
can give things away aod have more
than what you starisd with? How can we
ey a pood friend If we can alur keep i
for ourselves'

YOU'LL NEVER CATCH 2600 RESORTING TO
CHEAP GIMMICKS LIKE MULTI-PAGE ADS.
We prefer to devote our pages to the
DIFFERENT projects that are ongoing. For
those of you on the net, there are now two
outlets to vent your hacker fervor.

On the 26th of each month, hackers from around the world
converge on internet Refay Chat Channel "#2600° If you're on the
not, ask your system admin how you can access irc. I (sHhe
sputters and turns red, you will ba able to easily identify them az a
Yhardass sysadmin” with no sense of fum.

Ongeing on the net is a newsgroup called “alt. 2600° where hacker
Issues of the day are discussed from around the world. If you're
still on speaking terms with your system admin, ask them how

you can sthscrlbe to this NeWsagreus- If they begin io &0y

Fprfse

and speak in tongues, it may be time to consider anothier site.
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coping with

by Cap’n Dawe

Trene gre thves forms of dereal echnoiogy
incorvmon wse boday, The first /5 the simplesy
e negative rap. This is mersly a Eier placed
guttide of the hama {usually on & pola, nside
& perdestal, of in A box moured gt 1ha hovse)
thai biecks gut cerfaln channais. The
problams wilh Ihes Sysbem are that a cagital
autfay is reguined far e homas ksl dent pay
for 1hae prerdum charmiels, and that someons
has ba come U [0 add oF FEMSYS BBrdees. In
addition, & cormearier rmay be requined tor nen-
cable-ready equipment.

These negalive Laps are cylingrical in
shape, about fvi Inchas oag &nd ane inch in
diamater, They ara threaded with 5 mak “F
connectar on ong end end & famale F e the
oier. Each O0ne fray bk out ona ar mara
charmels (hways corSquolts ough), and ara
afton used in seres. On chanals whow thesa
arg in uze, you TV will show rathing, o a
faml, “snoay® plchare,

These could be ramowed, But tha cable
compary wil avontualy notice and possialy
get upsed, Bedler yveb, chiar-sthyvla fraps can ba
opaned and wired straight thraugh, If ey
wire then replrced, Pie cabe company mighs
newvel nofice. A claver person might aissl
somesna al=e’s fraps to axpadment with.
Mewvar traps ara fled with epacy and will Feva
o ba drilled ool bedore being re-aied. The
suepafimerdes will probably have to dostoy a
farw of Shesia 1o get the lechnique down,

A nezhe for spadment dwellars: e iags dor
ealy unit in tha tuidng are usualy In g box
somawhens on the outsloa of tha building,
This may {or may not]] have = lock on i In
afly pase, the nexl time e ceble company
camas Ul 1harz is a small but finibe chancs
that ey will notica all tha traps missng on
O _uud_._um__uﬂ_.mq uril. To gwaid s, drll ouf and
PEWIG: AP, Or Taffowd eveny single ran in
tha bow Better yal, shana tha E,u_.....,mir MH.E
oifier bulidings. This won® work for kg, B it
LR O iracics,

in the o date, the negative fraos could
Tburned oul” by aftaching ._m_..._.._..ﬁ_h..ﬁ 10 "H
cabie, ard Spping il o and o a few frmes.
Do Aot do this! It won't work anyirecs (g
bRps burn ol snd no longer pass signal) and
e real obvious fo the cabls company what
Peppaned. Maliad co-ax Is fard 1o hide. Alao,
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cable denial

B somotimes calchas an fire. Kinga hasd 1o
enplain 1o your inserancs agent andior B ding
dapartment,

o The second commen darisl rethod is te
interiaring carriar, In these syslams, a
“Famrning” carnicr is placed halfasy bebegan
ke vider and sudio camicrs (51 & Tragquency
2,25 MHz abovg the video). This is removad
by 8 "posithve” frap plaoad inslda he payirg
cusloners homa (hveaded in ine on the back
ol fhe boxNCRTY. They [pok jusl Fke a
fegative trap, dassrbed above. In this casae,
ihe cable company only has 82 shed out For
customers who Bra payireg for the sendes,
Howawar, the irterdering carar obflerates
sore of tha pichuse Rlormation, and the fier
Rlozkg out evan mare. This rasiuls in eoere
dagradation of the pleture, sepesially e
sharp detaife. Cable companias olten a1
Conplams cbout this,

Thase channalz (inare than ane danla?
mathad may be in usa an the same spdem)
can ba idenbfed by e loud sorooching rots
emad non Fie TV, Also. tha pichune should
b Fazhing andior tll of lires. The actaal
“jamming” alfacts may vary from TV b TV, An
artich in the Soring 1993 Esue dessdbad a
crude mathod fer blosking an interarng
carmar, | hava nct ried this, and have mo idea
Fra veedl this will work,

Tha third mathad is 19 soramble tha
pittura, and  lease  the customer a3
converterdescfambled i rocaver tha pleiura.
Mot Bl Corvedters can descramblal Aad oo
brand is nof likaly bo descramble the
compeition’s scramiling schame. Aka, unlita
an earliar wriler Indicated, nod 21 brands of
civeners have “baohy fraps” in thar thal
activate on gpaning. Sema da (especially
Flonear), bul probabiy far less than Ball of
rin-Pioacer bowas sre g0 equipped. If one
wars 1o "Rocidardally” triggor cne of Tesa, it
weauld be prodont o rehum it and sy the cat
knockad it olf iha top of tha TV, Ag long as
hece are no other anbi-mmpar malkods 0w
abets, edcl, this will probably work, Especially
if & femalc swapped the box Wsmen vitualty
navar pirate cabie. IUs 2 man's game.

Seramiling b done in sovesal ways, Tha
ozl popalar is b empify tha volags of tha
henzontal sy giral. This provents ;e TV
fram kwing when to grew Tie electon beam
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back bo 1ha ledl shée of the sesare This 1ha
pledure “braaks up”. Usually tha aadis 13
wadiziumed. Tha cabla descramblar lowoes
e woldge of e syne signal, and the TV
agaln focks.

hoe, about corwertars. Those bomas coma
in lhree Havers: non-addressebla non-
chscrambing, ron-addrassabic descrariling,
ard addrassable descrambling. The non:
sddressable por-dessramibling corvestar i
jusl @ comvartes - 8 baras the channes that
rien-ceale-roady equipment can't hune, and
corverls tham 1 channsl 3.

The non-addregsabla dascrambling
convarlarg can dascramble and tune
channeis. Bt theay must be programmed Ly
the cable company via some catlasl methos
(18, nod trough B cable). Thay may bawe 16
open ha box and program a chip, oF LS &0
irfraned programming SEhers,

Tria sk saphisscated (a9d rewest) lorm of
coreerar Coseramibks and B3 eddressabla, The:
ig, the cEhla COMpany car reprogram e o
et the e, They wil de, &t kastizmpaearly,
il ot of from he cata an ke cabla. Thess are
3 orly ¥ind of boxes used for pay-pas-viae,

Conlrzoy 2 popular agivion, Phese Bowcs do
Al spy” On the gusamer. Thoy dort Fave tiny
cameras. ac msraphonses in them. Cabla
aperalars hawve enough toubie 9atling 8 5gnalta
woud b wearry &baoul That sort of 1king. In agl, e
wash majanty of cable SysletE are LRe way oy,
ar 22 leasl oA waY GUET Tz cadle, THE Mesns
{hat the comparty hes s wap to tel if 2 box 2
chargd. On sysiems with iMsiEl pay-par-ves
[wbare he moda iz bought from the bax, net
el e helpphana) Sens are tes ways of goting
Ihe data biacy 10 the cabie compary. Fhone
ratam 5 He choapest, The boe is atached wa the
phora lrs &nd Eeals in, usualy i e middia of
the right. The more advancad sysiems sond the
feta bk over e cable., This gyetam 15 gareng
in popularity 8% 1ha phone comparses try 10
s inls the axle busiress, ard &2 thay by fa
make the cable comparses pay for using tha
phena linas. Bolh ol 1hesa ashemes ara
somctmes ugsd B monfor what poopla &4
warEning 1H's more ke asking the boe, “So
what thay ara wakshing foniche a1 700 pmoand
2= ra bk, ® Tha calle cperalers 2and fing aud

zvary ime you swibch channzis.)

Tha assts of thess cormvedars vary Irom
$50 ha S50 foc tie sinpiest up ba 5150 for A
lp-al-iha-ing addressable wail “Wide opar
ynils may oficn be purchased on e back
irarket, Chack 1he ads in tha back of Fopotar
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Soiepea of Nufs & Vols [You of subsonbs,
dant pou? Al Backes should. Gall 1-800-7E3-
£E24 rew.) Those s alss good sourpas far
replacemeant remolas, b casc you kese yoUrS
RAeenotas cost the cabia sompany abon $5 but
they aften charga 3000 you baze sna, In
addition to charging a coupla of broks a
month. Talk sbauk wour rebum an investman!
Faambar, though that il i ilzgal 1o gwn a
porwcrar bax capanle of reoeiving services 1o
wiiich yoil 878 not ertited.

Zoma Slegiiciate” gale companizs &ra
actually Maflg-owned fronts for obtalniag
sonearers. Stories conskaly circulabe abau
sysioms wih 2000 customess oodaring tens of
lhouzancs o boxes. These converlers re
then diverled irha the black markel With tha
goverrmerd raiding these shops, it may or
may red slill e se'e so ardesr boxas, hough
ramahes are probabdy 2E DK

Pegilive Traps £an alsa ba purchased from
sorme of Tese suppdisns, or can S bail usEng
paris from Aago Shack, Buld & high godar
rerdch reject flies, and tunge i foc beat piclurs
questy, i there are sovoral channels on e
syslem blacked by an intosdoding Garrar, 8
Heyer perean might Build and optimize {ar
buy) & singie iHer for channel 3 and L 67
irexpensies non-addnessatia comearar e pat
the widia oub an charnel &

Miosl converlars can be ogerad eazily,
avan tough Biey oflen haye some sorl of
"securily” sofews on shem. The nastes! one
Mwa seen uses 4 haad at 15 sighily ol Yod
wili Brcaw whiet | mean f you 2898 one, Thesa
zan be remeved by Rasting a plastc uba and
arassing 0 down avar tha head before i coals.
Wow you have a tooll Fens make 9224
sources for such plagie bbes, Ofker kinds o
socurily ECfews fan ba removed with
improvized tzals, or viga-grip pliers. Tools
harva @e0 bean adwerised T Muts & Vols

Caale TV cornpanias do havea the sbdity ba
“look” down the cable and sec whal
equipmen is alachad, and whal drannsl you
ara walching, Heweoves, 1his rapaires sXied
oppraters and eapansive cquipment thigh
Eriquedicy SPasiram arEty2es znd TOR tnis).
it rust be deas g1 the beose (or podestal,
pole, efo) ard is nol usaally dore randamiy.

Thiz snocping can meost Thkety be Blecked by
putting an empifier betere aryihing you dont
warit tham b0 ge2. They wil soe the amp, and
nethicg past 1. Higher quakty amalifiars witl do
A bather j

Hapgy Fasiong!
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PRODUCT REVIEW

Telhalar Telephone Experimeniors Kit
$125, Avallahle for QKT WK
Metwork Wizards

¥ Box 343

Menlo Pack, CA %4026
voice: (4155 326=2 00

fox: (4155 320-46T2
Imtermct: nfodE nw.cnm
ORI Tedecom

[ S-SR W

(%M 554-3112
Riview by Mr. Upsetler

Any techoology that combines radio,
telephooes, and compabers is sore t0 Lokegesl
kackers. It's no wonder cellular ielepheny has
received =0 much attencion. Now explocize the
system 15 o fifrls easler fof wso A company
colled Network Wizends haz intcaduced an
interface thet albows conti] of an DEI S0
celfolar rzlephene from a D05 PO ovia te BS
332 port,  Their - Cellolar - Telephone
Experimenrarz Kil {CTEK] consists of zn
icterface, four IHI3 eneiulables for conerolling
the plooces, amd 2 07 fuecricn Bbroy 5o you can
wiite yoor own poodcats. Also incloded on
disk are & wser's mangal, fenction likrary
manual, and a shan eelluler [ulooal.

The imtecfce itsell 53 cootained in a small
black bax with a [TH23 conooclor oo one =nd. A
cabilc with & spacialized plug foc connecting 1
the QK is on the ather end. lnside is a
PECLSCS4 microcontrolkr which convens data
.m_._u_._._ the OXI fo stendard B3-232 darz. The
tnterface alse has a mini sterea jack for
Tonnscting 3 microphoee and earphoce,

The O3S executables ocloded wich the
CTEE allow vou to pecform cumerons
Tunctices. Ths MEMUL.EXE progrom pllows
¥ou b chanps any of the phoge’s five NAMs.
(A NAM, or Number Assignment Module,
CORSESEE of 4 telepbone number, system [0,
indial paging chanoel, eocess overlosd laxs,
and group I mark. Thiz iaformation, alecg
with the ESN, ideafifies your phone in the
cellelsd system ) This program also slews yoo
[ read, write, and edit the H_m:.u_._..ﬂ1n 200
slphanumeric memories. The TEST EXD
Program allows vom 10 maneslly concro] the
EH&E andis Fanctiers of the phone . ¥

.H.ﬁnvﬁ— hﬂ.ﬂbﬁﬁ.ﬂmﬂ.ﬁ.

Fage 2

can urs 1R transmilker an ar oIf and el (s
chancel, SAT, and framsnui power, Yoo caz
alse sel the volome, mgs the rassmitl, or
receive nmdin as well a5 5ol b audio wource 4
the aaplecs, sounder, ot external Jack an the
CTEE iztarface. The TEL.EXE pragram allaons
¥ 1o moantor the paping channel and disglays
Al 15 forsard conrml channsl messapss. L alsa
allows wouw de place and eesive a pheos cell
while displaving 1he vebes channel messapes.
The KEYCON EXE program simply ellows
F08 B PG5S Rovd o the QI from the comporss
Ky lard,

The programs provided with the CTERK
<riginly expand the funcricnaldy af the plam:.
Eut 1o do the really fum ernff, 5o oeed 5 wite
YOUr awn progrems  Soens: cede w TEL.EXE
and KEYCON.EXE are provided 1o wed v
started with rhe CTEK funclion library.
Adrhaughy my O propesnusing skills were a |3te
rosty, 1 fomnd 0 easy eneugh @ wrile programs
with the library. 1 wrabe a vellular scanning
pragreon which had ke fellowing capabélirias:

Jean for o paging chareel and diqploy the
wdpiapes. i g voice ohereel 11 ersipned, pa
thai ¢! and fisten o e cail

Arpn voice chagnels and lirten 25 acive
channels

aras OMNICELL channels aad il o
Ackive Channeis.

Wikile fisteming 1o @ sail, dirplay e vale
channel mesrzpes.

Awiomaticelly fallme kandods,

Drecods DTME, choage Mg valme or gadic
rource,

Awtamarically mute the gudio ard siop
moriferag wien e coli B releared,

Crher fancizons in e library alkew won o
send reverss channel messages, get the received
signal suength, control ansmicer and audic
funsrions, and read the phone™s mamony,
Cryzrall the Cunciion [fhrary is quite versite 1
had several other idens far proprams,. farc
inslamce:

Lag all mersges and sl information for
cenen crdiular phons aumberr Foa eould bp
paging chacnel mesrages, calls placed and
réceived, ral daraions, DTMF digine st
el chaweels wped, e
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Cregte a “rpectrum ™ dieplry of the cellulzr
tund by rranaing ail channely gnd recordizg
e rigna! strenprt

With a map of celd riter ie your area,
EResioclly et 2 phane as i maver feom el
fer i

1 hed geeer fun sxplazing the celloiar
nzw sk whilts playing with the CTEX. Bl this
kit dsn"L Lo evieryons. To gl the maoest ouf of L
CTEK. you ceed ta write ¥our maT programs.
The sxscurzhles; provided in the kir r=ally don®t
e e phone o its highesr pocantial, Alsa, the
CER S0 isn'n she cheapest phons in the workd,
It s bor abaur $430 02 5450 new, perhaps

A gezad af wou can Omd coe. ST, o ciuld
pul fegelber @ greal celizlar menXodng svstem
cemmparable to the ones designed for law
enlurcemsnt fer a few hocdred dellars a:
opposed ta a few thoosend dolizs. The CTEK
is besr saired for moniraring the cellafar
catwork racher than os 2 doal for fraed, You
cannar chenge rhe phone’s EXN with the
CTEE: [a Frer, e Dibragy funcrica shich lers
wait eand reverce gontral channsl massagss
WO e b yodk 5and A boaes ESN.

Dvarsll, the CTER iz a well desipoed
producr, ot in kacdwans asd softwans. Winls
155 currenrly andy avealabls o che OEL S0,
Merwok Witards pododsss a vorston Tor Dy
LIEE 1150 2000

Saeple catpol of my

crllalar monioring program
tphane pumbers have been nifskad)

Moniior ppwvem A or B
Momrioring sveiem &
Semring fie cortrod whannef
Memtioring Contred Channel G377 Syeiem: B
Eecsived Stmel Sirenpil: 40
(A0S FA2-07 3 pare see=3, doe=2
(9355 268 SN page see=3, doe=2
[T 67T FENY page see=3, doc=2
(3505 07 230K mon-auiomamans reps on
sec=d, dre=1
[EEE S F I YN rererved (13,6) poo=3, dee=2

[475) ¥ A-225K pape see=3, doc=2
(58] SMI 2NN pape see=], doc=2
TRG5) EA2-Z2NN reqervnd (TG roo =2, dis -2
LR R AANNK pupe Ere— 3 don=2
2530 5300 $3XK chan =370 vrao=D roe=,
A2
manizargg channa 324
Aaudi an
BiE ey By B FEAR manisaniag

Spreng T80

Dacadizg OTME Frecr any kay to resuse
I4TIRENTON

e ol

(d15; 7T AEME page srcal, dop=2

[P 3212100 page soe =4, de=2
(RRNICELT, Sran Fresr any key b refuns
Charine: (L5F RES N

channel: J379 KX 52

actividy on chanme! G379 B350 53

Audta an

Tug amy Byt stop manisanog

Bandig¥ eerp: chans 243, smars i, soo-2,
pice=t

Funing e claanel F05

fcrndn mye: chem=50%, pmar=0 o=,
proo=2

tuming s chanel 308

sudia o

charaal: 300 BLEL 1

chanasl (427 BE50: 08

DID YOU MOVE?
ARE YOU EVEN
THINKING OF MOVING?

don't et us know about your new
. Also, o make sure it's
i address
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by GateThancer and Shriki
Cropres creskd the Frocdom of Tnlimnatica A
and ik nister, the Privacy Act 00 goaraniee chizens
amess b poversrael ek of Lamenes o Coblarn o
thiem, Thiz @ is 2 law! This is soppossdiy a free
counls ind therafors informatien should e ceadily
nozassibie. Sounds good on paper, bot as we all koew.
SOMe Zovernment zpedcy clowas woem o have o
pecadly differezr sdok of view. Bocaure of theso
mezdscts, and the pames G o with dan, e el
b knerw priasly horw 3o solesil your redaesl
The FOLA i inkended to appdy B by gosssrdmenl
ageney. 1D daes pot opply 10 Cozgress, Federal coos,
of [he Emsoadse ofthos, Thace are also axampooas For
Ul Eamn's banks and comporetons beld by the LS,
goverremeat. Whils the »el 33 wocded 4o provide socess
b apensy recards, S krmiz ook really shefined within
the: heily oF the Rase, The cirocts T, Bos Sedr, defined
this D #eas doraars of s Moo heasing
mararkals suck of pharographs sad CompRrEs s,
within bodh the possession and contred of that aperney.
Any 115 ciliren, purmusénl rerideal skona, fimsips
icalicoals, Sy REGas, el acod po e d divocidlions,
£z, [pod gel the plotoee]) can maice the eqoesL
Toa Aer requices am apency §o respond widen f2o0
wirkceg days. I wiu're m hapoy widh what yop pel.
Voo 2in ks an blmindraner appeed, b which ey
hzwe 20 days oo paswer. In all ceses, There™s a Cach-22
wihere they cag clim @ peed to gt Bles foom field
cifieiz, s, B Beeseally 3os ehould bave some sor of
PR within & masth 1 vin wecks Then: wre o v
inmances whers ey can dery the ragqoes complencly,
hek these are dhorgs bke rogonal deferse or secedry,
Ependy juonrinmcl, ke aends ol well acabons, and
e biggie, where (0 may ralerlere wilh law
cofcrcement In an capoliz indeEpacion Semeise
thzy will 7y this Joad of macure ca yoo. Bot just
remefker that it"s a peos making thar depial aod
EXAMDOO0E Ars Jaeretonary, ol salalery, Yoo will
werally e what vou want with an ippeal. Then o
fipervizor has o book o e maner and ey suely
ErPe up i pocads, Also, they canmot just clam thar the
mformadoa ek peder sime: port of emempbion They
“Enal e oy whel
Bocen what dors this cost? Well, e A prevides
Tom - small o= 3o be charged for dirsce costs. That's
copying, folks, oot the #za higrs irvbved o aeliag
5 WelT doom, There s somedimes seancy feas, bo
Fhey are pretly fmdgmiticant Whalsver this “soace”
Hee s, 0 B o Beurs. TRere's £ven a previsicn
whetre: Oues fres can be wnived if 7's In the publics
fﬂhuﬁqﬂhg—nﬁ.—ﬂwﬂﬁ.nﬁkﬁ mod enoigh W
gefting the reque, wa don't enzect them b walve e
Fees unlean you Gam et preity creative with weortls and
faks them believe in°'s i the public imenas!
Mo by get down s borioess ind make the

Lo

L Sy

resprzd. A find plancs everypone may (eak dha's ags
Bal perhaps some of s have mare ..-.unaqn_..._
backg=oacds than offes and wan! b Gepel =ome thae
Just oze apency o eesek alfice. The Daded Srars;
Lt ! Orrpanieion M) 1B proiwddy o veqr
lecal whrary. IE zec cadl your lecal Congressional
Represearve. His ofze sSonkd belp ode gt u g,
[At'= a give way o make sue they are saming g
peveieck: T Oooe yon bave trpeted who yo wae e
ank, then give their Towal officey o call sod ges e
adlrenn Tor FOIA recuiesz T yon™se prranced, make
i ol Sreon o plypene. Bul e simpls Fael B they
mistdon't have e Darpoedd 30 inyeRlgald oo juod
becirase of the el

Again, the Aob1s vIEDe a3000 e Teouest, saving
that you mocen rezsocably describe 2oy pecords being,
wmughe Thiz caby memre that they wees epcugh info 5o
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Baven't repd il yel, find “Privazy for Sada” by Jemy
Fodhfader.
Triul

Fighting Back
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Fize's caw: Bor pour Allasia phnzdis!

Eitligg in iy midlowo dfarlbaenl &8s recinl
EEr2ocd, Wying Do Sl ud Wikl B dr sennchizp
10 phezak. e parfedt invittion come in sEaight theough
e phone.

The phore g, | e eosd, the coller kil sahisg
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deailed B cnane oy Radis Shael OhE (il murcher
recorder) o see wher it was De devios was callisp, N
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Blue Boxing Revisited
A CCITT SYSTEM &5 INTERPRETATION

by Kevin Crow

Thiz erticte will etempt to tezch the
reader basle GGITT-5 Inlarnational
signalling. Mare technical readass may
anjay reading tha Griginal GCITT-E
‘RadBook”, and can use this az a
supHament

Curing tha tme |wa Basn working o1
this articla, W ITU hes changed the nameas
of a few departiments, CCITT is naw krdean
as the ITU-T, haweser for the sake of
avoiding any <aining in ferms, | will still
rafar to tha signalling as COCITT-E" or 40355

GGITT-5 =gnalling = sbll known 52 the
intamatioral sgnaling standard. GOGITT-5 =
ralsted to At =lgnaiiing, a svbslandard
uzad from within Modh Amensa. A highly
stipped down varsion, R doeesnt induda
arty bruri sigralling invalvirg 2400H, and |
wor'l ke dizcussing it in ihis article. A2
Sgnaling, enclher substandard, is widely
used in Europa, howewver | will nat be
cirviring B2 signaling in this aricle.

I have heard aver and over again thad
C5 is po langer avaidable for usa in tha
United States, “since bBeing the well-
advanced country that we ara” wa have
rravesd on 4o bigger ard better things, such
as CCIs, and evenfually 557, and iss
Digital Hysteda. | fisd i amusing that the
UK has had 120N for far longss than we
hizwe, | <80 predes ingd over GO's, and 1've
been able b gat rearperfect connacions
will G5 that spund befar than tha naw shulf
(afough this is sthictly medium decendant,
ite slill worth menfening), The reason | am
addressing this issua B Smply o rsnove
&y sart of balisds you might have becauss
of ATAT'S propagandea ovel ha years —
Leing i possibla from anpwhaee,

Back in 1978, when CCIS staded Hiting
thie etanes, thare wers many problems that
Immediately crept up. ATET S breakup in
the 80°s &dn't make the transiion phaze
ey easies, and in partz of tho new Baby
W.m___m teven today} vou can find i1
.m._ﬂ_-nm.____-ﬁ. ATAT has =inca ecrappsd their
erplamentation of CCIE and is now wsing
=57 wharavar it iz peasibla, Do ned Iet this
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Cofifuss you however — o matter what
gwiteh you're on, or how you're Being
robed iovthrough & 8 conneclion, in most
cases vou will s5ill ba able {0 signal
yoursalf. On with tha show, ..

4 sqnadiing ks broken down inbo aleven
makar groups of Signals. it is with these
signals thal all the necessary operalions
and Tenctions are excculad for {almost)
grrordres internatons! saiiching. For two
switches to communicate with each other
Fuay raguire the ablity b send signas, as
wall as rececve tham. They need o know
which sgnals are being sent. and theay
nead b know what b da with e, Foe the
sonpe of s &ticke, el us ascome hat
signals being sent from the originating
swilch ara krdran &85 “foresed sigeals®, and
Eewise, all signals being recereed by the
origriating safch {or sent by the =atich on
tha ether side) are known as “backward
sigrals™. OF the &favan siona! groups, six
are signaded in tha foreard direction, and
tha ramaining five are signalled in tha
backwards giraction, The dialogue that
happens betwesn these two switchas is
really quite prmitiee, 2nd therefore can be
mimicked with 550 worth of parts, as in the
casa of tha blua box

Let's take a look at tha signal groups:

1. Salzing Signal — Tha sefzig signal
iz sant in tha forwsnd direction by the
oiginabing saisch. s purpcss i 32 intals
circuft ooaretion et the Insoming end of a
circuil. It "saizes” the aguipment for
gwitching the call,

2. Progead o Fend — This signal iz
sent back in response to the seize, and
udicales dat the equipment is now ready
0 receive the nurmericed set of sionals.

4. Sract-of-Pulsing — Also known as
[P} The KP signal is a farvard signal, KP
&= aciually broken down inte two fypes of
signets. KR s Teminal”, tat is, it = wsed
in placing oomeshic cals, The KPE signal s
a “transil® . signal, and s wsed in
International Signafing. Tha pupose of the
KF signal is to prepare the incoming
Fateh's registars W fet it know what kind o
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call it wil ba handling.

4, Numenics! Signal — This signal is
also a fordard signal, &nd il pravides the
informaticn necessary to effact the
ewitching in he desired location. The
riamerncal sygna ndudss the actual phons
rurmbes of tha desired kocation, &3 well ag
sema axira informaticn that will be
dizmuzsad later o

5. Endhoi-Fwend — This is also knoasn
as e 5T {slart) signal, It's & forsesnd
gignal, ard its purpcse is simply to show
thial there are no more numanica! digits to
b In & sense, &1 this point, Fre call las
“stared switching.

8, Busy-Fiash — This is a backwarg
signal, and it iz sent o 1he oulgoing
axchange o shaw that o) tha routs or b)
the calied subscriber is busy. The
Intemational Transt axshangs sends tis
eignal aflar tha ragister assoclation to
indicala that thera |5 congestion at that
vachange, or tha approprigte outgoing
seutes. This signal iz cplionsl il there is
congastion bayond that sxchange. Upen is
recept, thera b5 wEually e indicalion ko e
outgoing opsrator ar o the calling
subscribar thet causes the sending of
claar forward slgnal by the cutgaing
crchamge 1o relsass the commecton. This
signa i never supposed 1o ba sent after an
answear slgnal, and only afes a proceed W
sand signal (see balow).

T, Answar Sana! — Asather ke
signal, this crna is sani 1o the ..u._._ﬁ.u..m_.__u
exchargs 10 indicala ke the cafad party
haz answerad the call. Inoa sem-automatio
working, it alen has & supendisony function,
thet 5, it begins tha initation of walshing
afer. the conneclion. In avomatic workkg,
il wsed 1o ) start mataning he charnms o
the ca%ing subssribe, and 8] to start the
reeasureamant of the call duration Tor
accouning purposas. Recsipt of this sighal
also permits discrimination betaeen the
busy-flazh and clear back sigaals, It alsa
mLet never be sent afler a busy-flash signsd
(Fea beden].

8. Clear Back — Chviousy a hackvand
signzl, it is 580t o the cutjoing exchange
o indicate that tha esled party has deanad,
ar “heng-up’. In semi-auioraic wodking, i
perfzrms g sups rvigary Tunction as well,
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and must ncd peranenty keep the spasch
peth from being open at te axchanga. In
auvtomatic wondag, if the calling party has
niot caarad within ood ar beg minatas of Fe
cear tack sipnal, arangements ara made
i clear the cormoction, siop changing. and
siop messurement of the o2 duration, |5
should alzo onby ba 2ea? aler the answar
signal,

8. Ldear Fordard — This signad plays a
wvary impastant role in bathk axchange
gigraiting, and Blue baxing. In exchangs
gigraalling, it is sent at the end ol a 21 ) in
semi-aunmate working when the ogarsor
21 the oulgzing exchangs pulls her plug, or
it an equlverant aperaticn & performed and
1 by autcrmatic working when ths calling
fubscriber hangs uz or olheraizsa desrs. I
g &f=d gant aller he rgosp] of tha Dugy-
fiazh sigral by o _..__.._._mn.__._m_ Exchanpa and
when Lhere is a farced relesse of the
coretection, or when g gbncrmal releass
of an ouigeing ragisier oocurs, The cear
Torasrd signa’ most be scknowledged by a
raleasa guard sigral vndee &b conditions of
enupment, inciudng s dle condilion (bue
box mniess, laft sfage). It slsn may be send
from an outgolrg end a2 any ime o initiale
the ralease of & circwit. 11 iz complately
oeeTickng, and It will braak any ofer sigrad
SEganca.

10, Heisage Guard — This is a
hackwand sigral, 5nd s senl i responss o
a clzar forwend. It &s0 serees 1o protact
cerciit sgakE eubseguent seizura. 17 will do
50 Az long as discoanection operations
(contrziled by the recasdion of the cfear
forveznd signa) have nol baen completad at
thie imcoiming end.

11, Forward Transfer — The forward
transfer sighal is senl to the incoming
sxchange when an oulgoing oparater
wants the help of anirvaard operator at the
incoming exchange.

You may have already noticed a faw
lerees et must oxst in arder o Bils whota
procaduTe foownrk, Thase “laws” arg E.__n_..“._._._
gz iha “Signal Code™ | will spare you e
boring drudgary of thase lews, and will not
o inbo too much dekil, except where is
naeded

General information on Slgnal Code

In the early days. you may ol hava
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heard much about the 2408 Hz signal
behind tha famed 2600 Hz signal, shhoe
mizst pergle ware booing domastizally from
within tha U5 using A1 The 2400 Hz signsd
plays & veny Important ol in Infemetions
zlgnal-coding &rrangement, and for
ralarenca s Known as equency 11, 2600
Mz is Kran a5 frequency 72, Thase sigrals
may ba {ransmitted individually ar i
combiration, With teday's high-technology
DEF3 and signal generetors, there = no
reazon &t 2 why tecs Egnats chauld be
transmitted individually. Yel, the specs
allaw Tar thern (an axample of drdgery).
The purpase of these fwo fonas being
played in fandem (no gun infended), or
simultaraousy, 5 to ncresss T1e mmunity
from what i3 known as “falze releass by
signel Imitaticn®. Hepetdlly this deesn'
Inciuds you Amiga famers, One of the mos
imparant aspacts of the signal eods is
whal hagpens when hese laws aren't
[oflowed, &r Sarnething goes wrang, In
agents such &% & “double seizing”, f1 is
sodr 4% being transmitted by both sides.
This econdilion is usually datacted, and
according 1o the haly redbock, i it persists
atberion rrust ba given, Gbay wour lzws,

Finally, the sigmalling frequenciss and
perating Brmits. I'm going %o quabe right out
o tha redbock, singe it's 3st, and guick{er).
Thiz information may or may not ba ussful
0y

2.3.1 Signalfing Frequencias

2400 Hr {F1) and 26850 Hz (¥2). These
Treguencies arg applied separshaly or in

- e cuk gt

243 Efficiency of the guard eircuit

Tha =ignal racaiver most be prodaciod
Ly a guard oircint against fsles ogeanion
dird o speech cUments, Sircust foiss, or
alhar cirrants of miscallaneous arigin
ciriculatimg b bhe ins. The purposo of the
quard cirouit i o prsvant:

= signal mishon. (Signals ara mistsd
il the duration of the resuiing dirac-curmsnt
oweas af tha oufout of a8 siina) recaiver is
iong encugh fo be recogrired as signats by
e swilshing equipman);

&) aperztion of tha spitting dovice fiom
irensring With spoach.

To minimize signad imiaton by spasch
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currants i i gotisabda thal e guand cévool
b fined, To asimiza signal nisasransas
by fasfrequensy maiss it k2 advisstie el
the respones of e goesd el Gails of
Foavds the lower dguensiss and gt ha
sevigitieily of B puand ciroul ) 200 Hr ba
fopst 10 0B less than at at 1000 Hz,

An indication of tha sfifiplensy of e
quard circw e givan by the falawing:

&) Ouring 10 howrs of spesch, movimal
spasech currards shawld pal, on the
average, coause morg han one false
aparaiion of the 1 ar £& signal efrewit
lasfing mora than 20 ms (the mismom
recogaltion Hma of 5 signal lakis fo
Iraialion i 100 mz)

B} tire romber of False gpiiis of the
gooooh palh calised by Spaech currenls
shouhd nad sawsr an Fppreciabie reciction
i fhe frarsEmission quanity of fhe oincwf,

Mate: Since Signating Spsham Mo 5
and V2 modems famong orhars Bhings)
are Lsing tha ssme Faguency, sodhions
fasts where speect 15 replzcad by dais
franEmissian shoolo be psnoomad 2o st
s oonmechon M5 nal ralsased af e giart
off dala ransmission.

oo SHOH ot

3.3.1 Slgnafling Frequencizs

[Tha Pukiizhirg “armar]

Tiag. {AdF TA3 ML I, 340 1,833 1,838 1,738
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Simpie graphh showing
Farwaed sl frequersias
A signal shall consisi of a combinglion
aif any fae of thesa i fraguenaias. Tha
fraquanagy vadation shail nol excesd 70 Me
of Sach RO freguecsy.
3.3.2 Transmitted signal lowel
oF 4= T 38m par fragueancy.
The aiffersnee in transmittad lewved
Dotwsan the P40 FSQUEncss comoisng &
sigral shal pof sxoesed 1 5,
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333 Signal duration

FPT and KPZ siansda: 10 +- 10 ms

AN gthar signals: 55 +- 1 ms

Inferva! befvasn af siprals: 55 4- 1 s

Interval betwesn cessalion of the
seizing Mne sigral and fradsmission of fhe
reglstar KP siansl: 89 & 10ms

3.3.4 Compound signal tolerancs

Tha interval of Hms belwesn tha
RTINS W S8 OF B B fregqusnsios
COmPriEing a signal is seaf must oot
pizeed 1 me. The infarval of firma batvasr
the momenls whan gach of e v
fregusndies ceases must nof sxcsed 1 me.
Pigw that wou'va sesn 1he lews belind
L& signalilng, you ray be inferesied in
knowing thal there are some inferesting
swizh “charactariziics® thal bacome
apparant whan you break soma of them.
Croggad-lines, ard “dropping in® on
comversatians have been known to oooUr
curing such errcrs. Thare s & wide wariely
of non-dialakla numbers thal bacoma
“dzlable”, operators whe actually know
whial they're falking aboul can be reached,
ard other random phreaks of raiure heve
bizan krioae 4o oo

Earlipr on | skeatzchad out the plans for
the “remeniz’ dgts, but maver weat inlo
much detail, Some countries have
additienal diglta in thelr numeric Feld to
repraseni diferent siustions that occws. For
instanea, during a time of war, o sefous
nEtwok congasticn, thene & usually opes
conaection paths thal are accessible
through speciel routes. Other caunirips
ravae deviged ways o glow for intematioral
dialing wia KF1 routes (pedaps for lowar
Favel compatitility reasons, or accountng).
Oftentimes there is an additional routing
nunizer at can peoside codra security for
abused [MCI] nobtacrks, Having additioral
raufes also allows compenles to use a
varigty of pathways for connecting calfs
(oross-Alantic, =alellite, coppear, fbar, £32),
| heavie maand nurmars that indicaba a formula
ax21s for locating “impodtant” customers to
maka sure thay're roulad through the
cheanest way possible. | pou're getling &
1.5 second dalay on your convarsations,
perhaps vou shoud find ancther vy,

On the whote, counlbrias musl kave a
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cantinuity in signalling, otharaise we
weatkin't b2 able to communicate. As in the
case of the metric systam ve. America,
thera sxist differances even in signaling
(Aowewar minute). Tha actual roulss
Ireoiving operaions, and opsratar-assistad
cals, vary [Code 11 vs 121) big overall Bra
darmned thirg works out prety wall, | diond
expect GCITT 555 o disappesr anytime
=

Mo that youve leamed & R about
what's baen going on for the fast soupia of
decadas, ywou miy be nterested in leam g
& littla mare about the way things work
firstfuand. Evan without & box 1o generste
fones, you can do 3 few things simply with
Fa hookawiich of your teleghone [thoss of
you with 3-way calling may exgericnce a
Itfa citficully with 1his experment). Balow
£re & handlul of BOO numbers that ara
Svallable 1o eitizens of forgign courdrias
while thay skay in the Statss, These have
Been btermed “country direct® numbsrs, and
can ke foud by dizling 300 information, o
by speasaking with tha inlermational dwision
ol ATAT.

Belize: 235-1154
Brazil: 3d4-1055
Chihe: 5520056
China; EJ2-4462
Costa Ricar 2525114
El Saheadar: 422-2425
Gormany: 2530045
Groocs: 443-5527
Guam: 367-4526
Hungary: 352-9464
Indonasla: 2424757
Macau: 622-251
Malaysla: T72-7368
Fortugal: §22-27 76
Panarma: 872-6106
Urugiay: 245-8411
Yugoslavia: 367-0841 [having troubha)

I you mchoally rrake 8 call inte one of
thase oountrias, oma of the first things you
wil hear is a G5 Supervisony signal, Haee
tha person at the ofhar and expenmant wit
tha hook switch {make eure they don'l iang
up for mome than & minute of saj. Yol will
astually hear the supendsony sigrals going
off ared .

As it the cesa of the Blue box people
hawe besn gble to trick switches inlo
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thiriirg thet they wara another sxchanga
somewhera off In tha distance. This iz
basically accomphshad by daling thoaugh a
G& connection inie gnether axchangs
(which is what happens whan you dial
those B0 rumiera), and sandng a clear
fovwvard signal. This will Bring the awitch cut
ol jafs moda (or whatever moda It was ).
It will respond with i aefoase guand signed
riskilying e bomar 1o proceed, The boser
then seads 4 saiza elgnal, and egain geis a
responsa with a proseed o 2snd signal.
This is usually the hardest part for tha
bowar, sinca timing here is vary critical.
Cowviries differ in fimings and sensitivity,
g usLelly whiat works for one country won't
for another. Tha olesr forward sent b the
Bower usualy conslsts of 2600Hz+2400Hz
for 110-160 Milliseconds, followsed by a
saira of araund 150-200 me. Simphy salzing
& trunk on the other side fant enough,
hiwarar, since the baxer must also know
the oomect mading ba get the calls Bwrough.
Typlcally, Intematonal “ransil” rotes are
of tha most intargst, and ha boxer may
gend & itraditional K22 {indicaling
intematiconal call) + Courlry Code + O (lor
good luck) = Gity Godg [or Area Coda) +
riamber + 8T, Sigraliing mormbers Boe KP2
12 415121 5T will get them 1o an ATET
Inward oparator, whose job is 1o talk with
other cperators ard settle business by
voliza If it's not possible via direst roating.
Alllanca Teleconfarencing used to be a big
thing In the pest. and is 58 dalble loday
via blug bo,

| am ned happy 2 53y thad blue boxing
hizs gona inta tha wrong hands. Lika all
oond Ercks, they seantusly becorma harder
and harder to do uniil avantually thay
digappear — well, almosl. Kida from all
zround B word have usad tha bloe box
for their cam &mesemnent, making calls 2
_m__q::.w_._...._..m. they'll never rmeal, and 12
"warez® boards to do some software
prating. Even the grast pecpls who wem at
Apple Comguters hava bean known 1o
hawve played their part in relessng tha
bzast. Mow thit the technology Bas fallen
into the lowsr echelons, cownlies have had
bz maka adjustments to thair sysieme o
combal thesa problams, The German
Telaoom hes sgent many manks on Brissh
Tefecom Hilkers® that they've placad on G5
conneclions bo by and stop some of the
chaps — nice iry. {Tha Germans havs
already figured oul leng ago that the
systems an the olher side will astually
parform just fine aut of spec, and, 1or
example, Nstead of sending a 35005z or a
2100Hz sigral, thay'd serid a 2850HzZ or a
2450Hz - right ot of e fltering bard}

Slowty things are gaing towards 557,
and tha slgnafing is d=assedaled. By the
ima O5 B completely scrappad, these wil
probably Ba new ways to appreach this
b Box maystque. | havent even begun ko
covel R2 algnaling which yields much
mora tascingtng results, (Rkirg AN, biling
b othess) but, urdodunadesy, A is oul of the
cope of this aricle, haybe raed fme kds
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Che of the mes oandnrsdoed and crassd T2arcres of
the ot boeaing inbooneT i the o Code (a0 hoowa os
T XNE cod2i Sl Diere s wary Mew e eodo that
work ie all wezan of &z courlrsy, 1 heve inchded onbe 3
very dnek e of ommes s onedes oo 2o poan sanad,

Teasn Conkd woe Hefitcisd el the ATET Liewhap
ie £ eery REDHD 1a Qe vidimily <0 L9E4-1955, ard arc
eonEmaing o he ircliteizd in e eon-RECE dirdapendenn
sorar of e rogarery, In eerry amra chat bae Teguial ancess”
Yobg diFances service. IR codis are 2valahle, Y our 1ko
wiE kel sou i you have sual eivsks, But thes will el
give pou a Bl of Lznex sombee for voer ame - yee have b
ol rheas PO T A tiEesE SarmT o .m“.. RIATFEAE

B e ool 15 pealE Dacarse I permib o RS @
boag deoss camier o%er thon 2 oo thas 05 peinnails
aseigeed S vour wvven For caarsple. i Beathe o Dl s
T prmary inag sbelaree camaer, and pod 1...._.q.q G 1H
Fizzaooma, pan could dial Mz2accmm’s caTer S00EsE
[renexh cods B onder 33 04 Pizzacen for the oz
Lalapre 2l This s eseld i Flamscorong Bas o kaszr cale
I where vee're calling, fiv ecwnge. o if you need In
cimmmmvere Deatbedar for sneme reeara, Thia b e wecful i
Vi Pl 45 20088 3 mEMEEET 0 they L0100 aresy b 3 merine
danch sz 8 conberercre CaTling servizel avmilabls only
skreugl Pirzaconim aod pon Deatisar. Cells glaced
Tirgdgh waen oodes ars bled by poar FBOD, bissver. if
vin 3o an chroone sk och s a comier wkich eseelly
dexls nely with COOOTa) semelimes pua will cel e
Eilled fre (ke zall {ike long e larer carmier Fas by anr
MR oo bell e call bor chem) Alss ir e nocaomally
rahor 3 v of roere Tor the O g b ke - o'n uzally
several woathe

Of coacss, thece s mans othed ses faode For
eraspic, some FEX s weil Bhak calls w o LA, bar will
el hidkeck czals by w mrcedAT Al i's ceelul 1w O
AT&T eenee when red Booap i some ancd, b dneameesl
the BRI 30l g0 corr dor ATHT rewerk (wkich can be
bezad winen chey RN cunrest 22, arad 13 gome very w=all
1=k, @75 posiible o dal 2 eser+AlN on 3 fayphons
ered 304 be Bizd o s el

The form=al for wdny 2 oo =k Collows
Terwe+di%

Exanple: To pse ATET do plae o all Lo the 2500
Wpdce BES:
10I35-0-506- 75 1- 20

Another cazanch: To glace & ovl ma Waasouver esigg
Sprice {3pnnl han i own peie ik ineo Canada e il e
teneficial 4 eoc Sprire m bypass ATAT o8 ndier canies
whil gs¢ ATXT hoim 2uring geis ok dfteeice: end
Jartipchl.
10333 | -0 25107

Bead LEL off Tenes Codoi

Tare: wiet i3 al=a) Gl agual aooss ek
D026 - AT&T
10732 - ATAT privalr sl pedwark
[ bt o ]
E0A3N - Spring
LEs - e
458 - Mudramedn
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NOT MUCH GOOD MEWS HERE

A mip Lo the bhrary com reveal all socs o
fascimaring Hrms

A pblication ¢alled Froseoudar's Brigll
Aezorimed =5 the “newsiournsd of the CaliZomia
Dristeiot Atrameys Association” bad some recher
shocking sdvice in Bs Suommer 1939 efiian.
[Toa bad we dudn't carch this cne sooms )

In the kel sy, aurhar J=rmy P Coleanan
prociaims, “Frasecotians of phane “hackers” an:
reat overly compsivaisd, imay be even fun, and
can eamainly amsist your offies's strained bodget
by providing 2 ready soanc of Goingerner
hanfwars”

Avcording o Califarmia Peral Codi saixan
SI2.7Mp), VAN Iestrument, apparatus, oo,
placis, imstouctzans of wriften peblication... ouy
P seire] oemcder wenTRd oF incidenit bo 2 lawld
arress, amd, upan the comviction of a perzon o
a vialation of subdivision {a), th), oo (o), the
instoument [etc.] muay e, tomed over tothe
persoa providing ekaphone of telegraph service
in ke becribory in e Brich e same was seined

B, accoodEng Lo b aciche, mosnaf these
companies will donas The enipment “righ
Bk Lo Taww cofopcimenl ™, What n ooy
arranpesnenl

Concorning cemitring, same of the
mevilatioms ans pocity seary, i seems that pen
mepisters opeosial By Facific Bel dookde as
frtiad wirciaps, and h7s gerfactly legal for chem
50 pecro] coeversanians wiThouT a warrant it ic's
st o & phand SHogany inveetipalion? The
armicde paes, i the cass of Pacific Ball, bt
neif Pecesanily all ooher compaiss, te firg -
12k peconds of ech call mnads e 1he apped
lice i taped for the pengase of ideanfying the
persan{a) nsing e illepaliy hacked oo™

The artiche gocs an 00 ot the ideal
soemario: ST yom ore formonsns coduph 1
poceive the coss hefone the serch warmant has
dlirted the hacker b0 the iressligation. your
el pinpeoriang decision may well be ik bangth
o time: i DNE: stavs on che Largeiol line.
Welghing i faves of greater 1INE, tizes are the
gesizes for (htuining o least 2 3400 floay Joss,
and Hesdifying with cectainty the hacker. Thoss
considerations mgs be balanced szainsl the risk
Eaping will b guppeessed o5 being an
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uzreascnabis privacy Infringeceer, fnd e
prars] consideration of conlinuéd baszes e
COOnmon carmier.”

The “seeocded ealuretions™ an the Lape ars
considersd 2 ke irof evidence since they
idacgify the delondant. In pddition, “any
notehacks containing kandasiitcn autharizmics
codes, phane numbers called, ele., can b
corgieed o the known handariting al b
e Femdam (fram boakizg fip anddor court-
ordersd creznplars). Dea't neplect the seized
compuler's awn oy banks - sither iz
imeernal hard disk o sy Doppor diesks moy
concin programs or fles ideatifyiag me
camgater's neer a5 the delendant ™

Lrigrres prtomeys are slso urged te Kok
tFroaph the evidence for any “coolacls simeeg
1 Packer commnnicy” ar BES numbrs.

Angther paricolarly fon™ way af
prosecaling a hacker i o look throngh his
cangubkce praprams for games that have 2 listing
ud the top [0 soarsrs, 18 yoor defendant’s narce
appears cHse 10 The o of the List (o
paclusively], # iz qoira reasonabde to argue hal,
baving had the ness fime to play Se game 1k
szcoessfully, the dalendant mist can the
compuber.”

Another absundity coecemns the justification
for seiring Wlephooss, desenbed o “entirely
appropciabe wilkin e prasute, and serees io
drive Bome rather praphically to che hacker jast
bive: s=riaus this maller of crisninal prossostion
5"

It's pretty obvious bow secicls compeser
crire: 5 1o district altoroeys in Califomdns, Here
5 ol fimst solid plece of evb B Bl hey
ceisider hooker coses to be [un amd cimy wavs
ol geming oy peeple’s COMMpAlET s prrl
T thamselves, A frie mockery ol justioe.

The COAA 6 be raached of 06 443-
2017

r

Arccher Fancinating docuiment wis recently
orhtaimed by 2600 - the full imansipt of las
year's Congressional bearing which tursad inra
& hecker Basheng courmesy of Repe Edwan]
Barksy (D-3A) and Bep, Jack Felds (B-TX).
H's fer ean kang 2 repaint bere bor you can gl a
[ull copry Ear § 10 fooen the 115, Govermmenl
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Fricting Ollcs. Superintendent of Documents,
Coogessional Sales Office, Washiogion DO
A02-5315. Tell 15em y ooz want thi hizrings
oa lelecommureicarioes netwedk =cunly, scra
pamber |05-53, seock namber 552000 LBSTE-
. ¥ou can ooder by credic card at 202-512-
4T There's bevars of entedoinmess here
r

Finr thes LAst (a0 d500s, 26000 hias acroally
been ve s2de 21 Compli5A, the conpoier
saperstore. For a while we were concerned that
we ware becoming oo mainstream bot car fears
rereed oot ra ke unfoandad. Apparently
st 81 CampliSa Cental decidad o read
a gy, Bogaln They bave decided ra
“pormencolly remoyve 2EA0 Doon Eieir sl
‘The problem ix, so mamy people femd us al
CommplSA 1bat they're naw being inund=tiad
with cal’s from people wanking bo knaw why we
suddenly dizzppeared. How do we knoas this?
Taom't wormy, e koo

r

Troabds on the infrranan highwzy: the
higzasr telecormunizoticors marper in Rissory
will mever be hisooy pow. Bell Arznriz ond
T o of he Tigpest cantics of any $00T on
the planer, decsdsd 1o break off the
caganemsnn nnd tiame i all on the FOC for
pepirlating ramcs, IF & ondy Encw 0 wodsld be
thal simple. . T Clinmon Adoinlsransn s
e erning aesssd with ouoamfeoing cilzins
O Femuary 4th, the Adminisiala rejened
all ¢ the criticisan ol Bag o] on the
Clipper Chip propdessl and ansvenssd plans
Lo o Tall speicd abemad witkils
imiphaclation - on a “volonlary™ basis, The
Clipper Chip woeld 2w law ealorecmel 2o
eavesinop on phone calls that use 1hs
government standand of eommyplion. Civil
liberiies groups bave stroagly coademned
Clipner and izs companioa Capstors {far data
encrvpion) becazse of e polrnlial for abase
and widespread monfloring of cilizens. This
razhnolngy is keing developed with the help
of s M5A, an organizzton thar's ruppered
tr ke 15 OORFOTing astivities ootside oue
boenfory. And al's ool alt. Mowe reéently. s
adminislration reintoadwced a digital
relepbany praposol thar would reguire phoos
companies o poonnids real-rices rafric
anaiyeis o Bl law enfaoeeriant Eanciss
Unlks 5 pen repisnar, this is an abiliy thal
wll always B Besns, ook which simply has o
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b tureed oo, The dat: woald then be sent to
& heleole fuonitoring posl Acconding ba the
Elceirons: Fréalicr Foundation, sach
infiricrlion areants 1 more than jast the
muonbems ws diad, “Ax we 27l comes fo nse
whrclronic anmrunizations for more and
more purposes,” 2 recent press releass oavs,
“this simple zall serop informarion coald Blao
revea] whot mnovies we've ordersd, which
ki InfOeAnD SwIees W vl Sonneeiad
L, which polilical balbdin boands we'yve
chaled, ebe. With incroasing wse ol
telecommunications, this sMmpds ransacional
imformation reveals 2lmasd as much 2hoat our
privare lives as woald ke dzzrned iF someons
Ierally folkywed ns gronurnd on che sioeer,
walchiog Gar Srley e

L]

Socne oew anca codes Chal will B
debizting in 15952 334 (Adabarna), 360
(Waskinglon State}, and 530 (Arisona).
Thesz will he the fins area codes ool 4o Have
1 or (1 o= the middl= digit. Look for many
mioce..... W discovered quies by zocident that
Wileel Communicarions passes Caller [ dala
acrpss share lines and they seem o be 2 1ot
beaster aric then Cabls & Wirslass, Foc one
thizp. anynne can access Wilkel by asing thedr
Crrer acesss oove (1S5 ) Cohle &
Wiralees dressn't el oureide pss of irs cocl=
(102237, Customers wha uss Wilezl stard o
very pood chines of having their phone
e ner passsd on e che callsd porty,
renardiess af whetser ar ot rhey™ve blocksd
L. Speraking ol carrier agedss Spded, ges
ey 100 @ sber k. Al ._:_n__”_..h_.._l"..“m
aausbozkd L the TOMNEN system of using
differzet lang distanss cocpanice, ir's all
going W change. Tk, no kdding. irseemsa
thousand possibilities ane o Joaper snough.
Srrange, we pever seorm Lo bas more than 2
hizndfal of chioices in amy oo past of the
courery. Hat spmecos cud thes i3 using afl of
rhess codes, oo e rest of ws oost adjost.
Sraminp in 1995, wow will dial with the fomis
TOTEXEN, Thot's righl, sevsn digits, oot
fivie, Thi: 3Hx and 003 sonber ranges will
B sad Coor pswr carriers. L wee assume that
ATET s nvow code wall be WHOIES (oo eodes
are koia yerd, the dialing instructions 1o
reach ouf voice bulk:in bvard will bes
[O1EEEE-0700- 751 - 20K This iz really
slarting oo prl s,
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LETTERS

Ly of fivnn frerge” il
poss=ssloas from s dering e bookiog proesders, st
bxd at an corapeozs 55000 eack, and Ealsited the amest
recorde 1o spppect the felooy charge, OF course, the
pregesuion redl ez e and witubre the felony charge;
Ihe: charpe wic ssppesns 22 be pppied 1o aayeos whe
pliced as sxzlogive withis 1000 St 61 g vatich!

TE2 shendli did nel wial o be enbarrazand,
Bork epar, 0 hey Zoayzweed (s pocike b eplag he
telony chargs with 1 misdemero W psing. Niw, e
tracks we were walling dozg were aaly 20 Toef from s
megicr st in 2z that was oot fenced off, piied
Irsepussing, o7 seopilive o 2oy way. TEL, We wers
egknizally Fessansne, wnd we were poosasuned, cosroed
s plaatag pailly Cnecally hocasss wo ralda'c afford a
Lorwrer, end e publs delowks nover oven aopearad ol
oor bearzgs). md 1 ecnually s2reed 30 Sy jad i s
1000 oo of commpeisy seovsss, AL this Becaus: T
walked alocy some raiz iracks... The capadve
ramilicalioes of This evert boak yers o overrome, sl
2ol e endi, of doilars o Jos! wiaes, bail Bozd fzes,
Az ezl Jees.

The poir is. occe ks eafoeze et ofTicials Begia an
treesfipalion or mabe ap mmese hew wild do almosd
papibing L2 gueid Use embarrassmear of baving all
charges drooped or 1he “wripecl™ poica froc, Deser (o
Inck up a conple of k585 Tor noding O adedt oy
shaolda'n have arrested ther i e firan plase
Unfortanately, when it comes d0 Backing, law
axforcemant b iely s anpust and pheosd a5 ¥ 15 m e
ezt cf America, tf nm worse, Fiiber Ontik has my
symijrady, and e parlice baps oY CIEmEL

R 3

TRones B shining char Suck rxperieaces sead 1o b
iold b arkers 2o we coa ol be ox tke Toakear for
Dgusrice. Aad for thore wio P 2 sy i s wim
s U TR LT T T

Mark Abging 12700054

FFT, Schipthidt

Lap §

P B 670

Migermalls, PA JP5505%0

Al indovming il {5 reod &y préoa astherisar, The
only phlegs ailowed gre fecrers and acn-Bardeover
.Hn“__”h maner. Ol bocd pueblindacs cun seed’ Bargioopar

Correction

Dhear 2600

Test meilisg you 10 poiol ouf a2z ‘érer oo
Fybeslyte's “The Mugical Teag Bor™ arcle thal
Appeensd in this past Winker edivicn of 2600 A the
£od when he discusses the S en the Tooe Fox for
by bimg b mentons S5, w0 aster, hip 1. Z dial cg
Hnﬁ—.&uﬂn...h“—ﬁ.ﬂ&. yoer o dialer), then 1,7 Mo

" Al by koo b i

does mot k. Wyl Hﬁn__aw H_H-_ﬁw_”_..m.nwﬂ n_n_.H._"_EL
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BIE. The o6: pairs wasd for TITME HEBAZhaZ of
ouhears are Bol 3¢ Same 24 thess weed top ML,
therchore von morst 2l2a recond those tooss Wit ha
this & difficale w15 the Tops Hon [ mom say e s
iread aberzaive i boilding 2 bhie box psing VOO
{Uvicdrage Costraller Qeilbalioey). To oy coaoe, Sarks
Tor & pocd amcle.

Aleph Cine

Phone Company Charges

Dozar 2l

T wan Juul reading e lemecs pags Too ke Anizne
1993 veoe it T nzFoaf thee o T4 ool commenn on B1e
coanpleEnt af SpliHT sheal the moa of CID 1 wond be
remress. 1o oo e L Jefend the phons compane, b
e cosL ol enazling U0 Soed ok pay Sar the "Fipping of
5 swinck”™ 5o meck 25 dr pevs Tor the 2o of payicg
romeane b0 men the phones 10 anseer the rejuss Then:
an: protahly a It of cther Bidden oo, Inclodisg exin
wdlwers 15 auie CID woek and umarading of sehctes, IF
e et il weesl ke pay o the expense, one doss noc
bave oo Ut gned of s Tswier: complzin phets con
WA aking 3 Bolka: view ol a silicein

[z b Wirer 159039 ediion, Wikl Chang wrivs
sl tod coparilence i pdded when cape are plazed in
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Ploar compeaier Their profe fof whicd shere 5 4
STOpReria dmauel] g icts thege inverinearr sad
e Pl ke b e - whick By svery socesa or
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ema corepeniae have memered ma peviaction
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trojans in the u.k.

by Veghead

Mary inslallations, in the UK al lsast,
o Tavoue PC's as terminats o their UMK
machinas. My collége for cxampla usss &
larga  etharnal  gelup running Sun
Microsystens PG-MFS [0 accass their
varicus UMD machings, using & PC vemsion
of TELMET. | nohiced & gapin’ "ola in the
Saririly:

Az g authentication for the atharnsl,
PC-MFE has a DOS-hased login program,
similar to Mowvells, that compares a given
password 1o that found in Jelopasswd on a
pre-spesified UNEE machine, Stupidly, iell
take the uid and password from tha
command 161, 8010 legin | oould bepe:
niet bogin myld mypasswoerd

Trfaresing this meant witig a bit of S
ooda thal would indercept e et command,
sawe any intaresting infa {suvch as tha wid
ard passeord) in a secrat fe, and pass the
oiiginal parameters o o the origina! MET
Frogrea, which weuld be none the wigar,
This maant that te the user, nothing ogd
wodld have happensed - no aulhentication
armors 1o pul them on the scent. In fact, i
was marginally Mo camplicatad thaa this
a5 the WET program interpress any
parametar as *" o mean “ask tha w2 For
cxamgle,
el lagin *

wil rnake the program reepand with
Enter uspmnarma:

Enter password:

Bul evercaming this wasn't raally &
proclem; tha Trojan would sirmply put the
fuestons o tha user and then pass them as
rarambers to tha real ona (not forgating o
kil the echa en the pazswoddl), § worked ke
a wel aifed dream|

| 'was consifening tha idea of a “generiz
Trogan® that coukd b2 used in af manoer of
situations without tha paed for ra-witing the
aciual cada, WWhal | cama ua with was &
badiy written B4 of 8086 coda (1 caled i
Keysey) that doss the todlorming.

1) When exacated, hooks Int 15h and
T35Rs (teminalas and steys residang.

£l Recteds he net fory keystobes tha
UEer makag using the “Keyboard Intercapt”
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mlemupl (20 dos't by and naa it on cld Elyha
kayboands - i weon work]

3) Maxt Brme ite execled it dumps down
the key-scan cxda info bo & disk file, unhogks
ilzelf from the interrugt table 2d releasas
the 1K or 5o of memory it's been kholding
hosiege up wnlil then.

What use is this? Ok, what would
happen # wou fen it Bofore running PC-
TELMETT The nex! usér 10 come akmg
vwauld notice nothing wrong and would
hapelally login. A1 the dime, the program
wWolk] be noting down ewsryihing e user
was fyping. Later o you oo back, rus it
agan and & &l obedisatly supphy you win
a fie cordaining tha first forty scan-oodas
ol the keys tha ussr had hit

e way of getting roend {raditional
Trojars (2 (o legin in bwice, firstly with a
durnmy password fke “FUCKY D", so if sha
progran has been bojanlsed oo don't get
caugnt and tha haskar gets a massage.
Ewan if tha gbove user had done Bils, They
woUd sl gt caughl.

1 Our nebeark 2l softwara = n usEing a
natworked copy of & D05 many called
Avtomerns, AT et needs 1o ba dona is 1o
inzart & cammand be ren Keyspy indo the
many gode balara and afler € nuns TELWET.
Than, when anyone uses TELMET from
arywhare, Keyspy supolies a copy of thair
Eaysbro¥es b & cordrally locaied file wheds |
can gk e up from.

Idgalty, wou would have a pragram shat
wiouhd dump the infs 10 & fila itsall, withoat
hiaving b ke rur again but it would make e
code tar more comglax with foads of
vndooumented calls ede. and quite frankiy, |
Souidn’t ba ased,

Advenlurous programmaers could Fan
afapl hal progran o allow it o weap feell
arclnd an exacilatle fla, infecing d so ko
speak. That way it would be almost
urdatocizhle,

The other real downer 13 that il saves
scan codes and not ASCH or gnylhing
uAetul like that. 1T'% necessary 1o writs a
program thal convesds the alphanumearic
szan-codes 10 ASCIH for your particular
kayboaad,
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'The Chrome Box

by Bemoote Control

Ermarpency wchiclés in many vibies zre now
wsizg devicss called OpeoComs. Optoloms are
REEROCE o0 raffie lzghia that Js: ® aaklero of
flashes froo vehicle-monnted sooke Bptes.

Thie ffach parérn »uries from cily 20 cily
depzadizg on the manudecrerer of the 2quissenl
ured LHen the timsors arg inslalled eoly af major
tons. Meveriheless, the Chrems Boa,
whzeh gimmlales e sirohe paterss can ofoen be
used 40 give vour car the sEMeE praceiny 48 an
amtbulimwe, paramedic van. fire muck. o police car.

Because of e varying pansm: oo dilleret
FFEIEME B arlicks will owlline 4 gezeral procedore
for making the Chrome Bax.

D odliog Flacsh Pallerns

Firsl, yoo pz=d o cheeree an emerpsncy
vehuels in elicn. ¥ dan weit uodl you ezcounisc
ame by chanes, minning our o ses whet vor Teer a
KIFEn, £ pdhing eivir in your dar 1o lel ooe pass by,
Yoo mighl wait paar a fire soicien foc Cie aexe
EMECREnCY 0o oocnr. D f fou arg wiry icpetieel
Four e semrnen one by calling in a false alare
(! recocmmmeandad).

IF thee CleocdTiine in ponr woey are dhe Bad wik a
il of single flashes &t & @ezdy riythe, poo Tave
menely 1o bow o stmbe Teinan Radia Shack and adiust

-¥he Mol e wntil you can fwduce a wradtic Isghr

change. If the flesh pomem G5 moees Gomploa, vou ran
Falsege: the ey wlicls and dhea ply back
1 Lape in sizgle-fame mode, consoap e s
cf frames besmesn soch flash. Fach sidea frame is
L0k of w gz, Using this vou cen czicziace the
time becwzea flashes in the panen. Andhe sy is o
toarr the el of Mahes: o flash-zroups) in cne
minple and use that 1o compole the e Counliag
video framnes Wil giee yoo s good idea of the spacing
of {h; M i ¢ complex patisrm

For reelly aocuress dnFarmetion, ol Ge Ore
Seroe and aak Qe dr wride 1o the macufactorar
Tar 2 service manzel, whick wall inelude &
schesreliv: digrann that your cez === te boild cae. A
pocd cover story Foz this §s thatl youo are &
consulanl sl coe of yoor clients asked yoo o
evaluais Dorocom systems, af voo ambd pase a5 4
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